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Summary of Topics

This revisions of ANSI/CAN/UL 2900-1, dated April 14, 2023, are issued to reflect the latest ANSI
and SCC approval dates, and to include the following;

— Editorial Changes; 2.1, 6.7, 11.7, 15.5 and 15.6.

— Adadition of Inclusive Language; 3.30, 8.5

— Clarification of Product Documentation; 4.1

— Updated Versions of Reference Material; 2.1, 6.1, 11.5

— Addition of Paragraph Numbering; 7.1.4 and 7.1.5

— Clarification of Definitions and Term Usage; 3.14A, 8.3and 8.8
— Clarification of Sensitive Data Documentation; 10.1 and 15.1

— Removal of Redundant Statement; 11.5

— Se|f-Reference Correction; 12.3 and- 12.;5

— Clarification of Structured Penetration Testing Requirements Documentation; 16.1 and
16.2

Bytdcode Analysis Requirements Documentation; 3.42A, Section 13, 14.2, 17.1, 1.2, 17.3,
Section 18, 19.2 — 19:5/ Section A2, Figure A1.

- Clirification of Software Composition, Static Source Code Analysis and Static Binary and

Text that hgs been changed in any manner or impacted by ULSE's electronic publishing system is marked
with a vertigal line i the margin.

The new arjd.revised requirements are substantially in accordance with Proposal(s) on this spubject dated
December 30,2022

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form by any means, electronic, mechanical photocopying, recording, or otherwise
without prior permission of ULSE Inc. (ULSE).

ULSE provides this Standard "as is" without warranty of any kind, either expressed or implied, including
but not limited to, the implied warranties of merchantability or fitness for any purpose.

In no event will ULSE be liable for any special, incidental, consequential, indirect or similar damages,
including loss of profits, lost savings, loss of data, or any other damages arising out of the use of or the
inability to use this Standard, even if ULSE or an authorized ULSE representative has been advised of the
possibility of such damage. In no event shall ULSE's liability for any damage ever exceed the price paid for
this Standard, regardless of the form of the claim.
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Users of the electronic versions of UL's Standards for Safety agree to defend, indemnify, and hold ULSE
harmless from and against any loss, expense, liability, damage, claim, or judgment (including reasonable

attorney's fees) resulting from any error or deviation introduced while purchaser is storing an electronic
Standard on the purchaser's computer system.
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Preface

This is the First Edition of the ANSI/CAN/UL 2900-1, Standard for Software Cybersecurity for Network-
Connectable Products, Part 1: General Requirements.

ULSE Inc. is accredited by the American National Standards Institute (ANSI) and the Standards Council of
Canada (SCC) as a Standards Development Organization (SDO).
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1
This Standard is intended to be used for conformity assessment.

The intended primary application of this standard is stated in its scope. It is important to note that it
remains the responsibility of the user of the standard to judge its suitability for this particular application.

CETTE NORME NATIONALE DU CANADA EST DISPONIBLE EN VERSIONS FRANCAISE ET
ANGLAISE
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INTRODUCTION
1 Scope

1.1 This standard applies to network-connectable products that shall be evaluated and tested for
vulnerabilities, software weaknesses and malware.

1.2 This standard describes:

a) Requirements regarding the software developer (vendor or other supply chain member) risk
management process for their product.

b) Methods by which a product shall be evaluated and tested for the presence of vyinerabilities,
software weaknesses and malware.

¢) Requirements regarding the presence of security risk controls in the architecture and design of a
product.

1.3 This standard does not contain requirements regarding functional testing of a product.|This means
this standarnd contains no requirements to verify that the product functions as designed.

1.4 This sfandard does not contain requirements regarding the hafdware contained in a product.
2 Normatjve References
2.1 Allreferences are for the latest published version-ofthe document, unless stated otherwige.
| 17 Deletea
| 21 Deletea

[3] Standard for Test Access Port and Boundary-Scan Architecture,
IEEE 1149

[4] Cybersecurity information“exchange — Vulnerability/state exchange — Common vulnerpbilities and
exposures (CVE); retrievable from https.//cve.mitre.org/,
ITU-T X.1520

[5] Cybersgcurity~information exchange — Vulnerability/state exchange — Common vulnerability scoring
system (CUSS); retrievable from https.//nvd.nist.gov/vuln-metrics/cvss,
ITU-T X.1521

[6] Cybersecurity information exchange — Vulnerability/state exchange — Common weakness enumeration
(CWE),
ITU-T X.1524

[7] Cybersecurity information exchange — Vulnerability/state exchange — Common weakness scoring
system (CWSS); retrievable from https://cwe.mitre.org/cwss,
ITU-T X.1525

[8] Cybersecurity information exchange — Event/incident/heuristics exchange — Common attack pattern
enumeration and classification (CAPEC); retrievable from https://capec.mitre.org,
ITU-T X.1544
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[9] Common Weakness Risk Analysis Framework (CWRAF); retrievable from https://cwe.mitre.org/cwraf/
[10] CWE/SANS Top 25 Most Dangerous Software Errors; retrievable from cwe.mitre.org/top25

[11] CWE On the Cusp: other weaknesses to consider; retrievable from
https.//cwe.mitre.org/top25/cusp.html

[12] OWASP Top 10; latest version retrievable from
https://www.owasp.org/index.php/Top_10_2013-Top_10

[13] Information technology — Trusted platform module library,
ISO/IEC 11889

[14] Informatfion technology — Security techniques — Digital signature scheme giving me'ssage recovery,
ISO/IEC 9796 (all parts)

[15] Informatfion technology — Security techniques — Message Authentication Codes (MACs),
ISO/IEC 9797 (all parts)

[16] Informatfion technology — Security techniques — Entity authentication,
ISO/IEC 9798 (all parts)

[17] Information technology — Security techniques — Hash-furigtions,
ISO/IEC 10118 (all parts)

[18] Information technology — Security techniques — Key management,
ISO/IEC 11770 (all parts)

[19] Information technology — Security techniques — Digital signatures with appendix,
ISO/IEC 14888 (all parts)

[20] Information technology — Securitytechniques — Cryptographic techniques based on elliptic|curves,
ISO/IEC 15946 (all parts)

[21] Information technology'—/Security techniques — Encryption algorithms,
ISO/IEC 18033 (all parts)

[22] Information teehnology — Security techniques — Authenticated encryption,
ISO/IEC 191 72\(all parts)

| [23] The National Institute of Standards and Technology Cybersecurity Framework,
NIST

[24] Annex A: Approved Security Functions,
| NIST sP 800-140C

[25] Annex D: Approved Key Establishment Techniques,
NIST SP 800-140D

[26] The National Institute of Standards and Technology Special Publication,
| NIST 800-53
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[27] Guidelines for Media Sanitization,
NIST SP 800-88

[28] Guide to Protecting the Confidentiality of Personally Identifiable Information,
NIST SP 800-122

[29] Federal Information Processing Standards — Digital Signature Standard (DSS),
FIPS 186-4

3 Glossary

3.1 ATTAC

technical impact(s).

3.2 ATTACK PATTERN — A description of a generic method for carrying out attacks.

3.3 AUTHENTICATION — The process of verifying the identity of an entity.

3.4 AUTHENTICITY — The property that data, information or software originate from a specifi

3.5 AUTHORIZATION — The process of giving an entity permissign to access or manipulate
or the property that an entity has such permission.

3.6 BINARY CODE - Machine instructions and/or datajin a format intended for a specif]

3.7 BYTELODE - Instructions and/or data that'are created from source code as an interr
before gengrating binary code. Bytecode is~independent of a specific processor archite
typically hapdled by a virtual machine or intetpreter.

3.8 COMMON ATTACK PATTERN-ENUMERATION AND CLASSIFICATION (CAPEC) —
ITU-T X.1544 (ref. [8]), the CAPEC"is a publicly available resource providing a list and class|
large number of attack mechanisms based on the topology of the environment.

| 3.9 COMMON VULNERABILITIES AND EXPOSURES (CVE) — Specified in ITU-T X.1520
CVE is a pyblicly available resource providing common identifiers for known vulnerabilities ang

| 3.10 COMMON=ULNERABILITY SCORING SYSTEM (CVSS) — Specified in ITU-T X.15
the CVSS (s a‘publicly available resource providing a means for prioritizing vulnerabilities]

K — The use of one or more exploit(s) by an adversary to achieve one or m¢re negative

C entity.

the product,

C processor

nediate step
ture and is

Specified in
fication of a

ref. [4]), the
exposures.

P1 (ref. [5]),
in terms of

exploit potential

| 311 COMMON WEAKNESS ENUMERATION (CWE) — Specified in ITU-T X.1524 (ref. [6]),

the CWE is

a publicly available resource providing a structured means to exchange unified, measurable sets of
information providing common identifiers for software weaknesses, as well as consequences, detection

methods and examples of each weakness.

I 3.12 COMMON WEAKNESS SCORING SYSTEM (CWSS) — Specified in ITU-T X.1525 (ref [7]), the

CWSS is a publicly available resource providing a means for prioritizing CWEs based on th
impact, ease of attack, and other factors.

3.13 COMMUNICATION PROTOCOL — A system of rules regarding syntax, semantics, syn

eir technical

chronization

and error recovery of data communication, allowing two or more entities to exchange information.


https://ulnorm.com/api/?name=UL 2900-1 2023.pdf

12 ANSI/CAN/UL 2900-1 APRIL 14, 2023

3.14 CONFIDENTIALITY — The property that data, information or software is not made available or
disclosed to unauthorized individuals, entities, or processes.

3.14A CREDENTIALS - A set of attributes that uniquely identifies a system entity such as a person, an
organization, a service, a role, or a device.

3.15 EXECUTABLE - A file containing instructions in binary code, which can be used by a computer to
perform computational tasks.

3.16 EXPLOIT — An input or action designed to take advantage of a weakness (or multiple weaknesses)
and achieve a negative technical impact.

NOTE: The exigtence of an exploit targeting a weakness is what makes that weakness a vulnerability.

3.17 EXTHRNAL INTERFACE - An interface of the product that is designed to potentially allow access
to an entity putside the product; for example user interfaces, remote interfaces,-loe¢al interfacgs, wireless
interfaces and file inputs.

3.18 GENERATIONAL MALFORMED INPUT TESTING — A method-ofy deriving malformef input test
cases by us|ng detailed knowledge of the syntax and semantics of the-specifications of the pr¢tocol or file
format beind tested.

3.19 HARM - Physical injury or damage to the health\of  people, or damage to property or the
environment.

3.20 12C BUS — An inter-integrated circuit bus.

3.21 INTEGRITY -t he assurance that data can-only be altered by authorized entities.

3.22 JTAGQG- Joint Test Action Group (JTAG) method of connection described in IEEE 1149, $tandard for
Test Access|Port and Boundary-Scan-Architecture.

3.23 KNOWN VULNERABILITY. — A vulnerability described in the National Vulnerability Database
(NVD).

NOTE: The NVD is accessible:at https://nvd.nist.gov.

3.24 LIBRARY ="A-software set of code, functions, classes, procedures, scripts, configuratipn data that
can be used by.;anexecutable

3.25 MALFORMED INPUT TESTING — A black-box testing technique used to reveal software
weaknesses in a product by triggering them with invalid or unexpected inputs on the external interfaces of
the product.

3.26 MALFORMED INPUT TEST CASE — The basic unit of malformed input testing, which consists of a
single interaction with the product under test.

3.27 MALWARE - Software designed with malicious intent to disrupt normal function, gather sensitive
information, and/or access other connected systems.

3.28 NETWORK CONNECTABLE — Any device, component, or software that can be connected via
physical, wireless, cellular, and other non-physical transmission means to another device, component or
software or groups of devices, components or systems of software.
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3.29 PENETRATION TESTING — A mechanism of evaluation of a product to exploit vulnerabilities and
weaknesses discovered in the vulnerability assessment phase.

3.30 PERSONALLY IDENTIFIABLE INFORMATION (Pll) — Any information about an individual
maintained by the product, including any information that can be used to distinguish or trace an individual‘s
identity, such as name, social security number, date and place of birth, or biometric records;

AND

Any other information that is linked or linkable to an individual, such as medical, educational, financial, and
employment information.

NOTE: This c4
the actual indi

3.31 PRO

3.32 PRO

3.33 REM
processes I

3.34 REM

3.35 RISK
occurrence

3.36 RISK
risk.

3.37 RISK

3.38 RISK
to the tasks|

3.39 SEC
applications

340 SEC

n be, but is not limited to an individual's location, health records and/or financial records that when seq
idual's identity.

DUCT — The network-connectable device, software or system under test:
TOCOL — See COMMUNICATION PROTOCOL

OTE INTERFACE — An external interface potentially allowing access to individual
egardless of geographic distance to the product.

OTE ACCESS — Access to the product via a remote interface.

— The potential for harm or damage, measured as the combination of the
of that harm or damage and the impact ofithat harm or damage.

ANALYSIS — The systematic use of-available information to identify threats and

CONTROL - Any action taken or feature implemented to reduce risk.

of analyzing, evaltating, controlling and monitoring risk.

JRE ELEMENT — A tamper-resistant platform like a chip capable of secu
and theifconfidential and cryptographic data and that will prevent unauthorized aq

can determine

5, entities or

ikelihood of

to estimate

MANAGEMENT - Systematic application of management policies, procedures and practices

rely hosting
cess.

URITY'— The process of having acceptable levels of confidentiality, integrity, authe

Tticity and/or
availability ¢f product data and/or functionality through risk analysis.

3.41 SENSITIVE DATA - Sensitive data is any critical security parameter that can compromise the use
and security of the product such as passwords, keys, seeds for random number generators, authentication
data., personally identifiable information and any data whose disclosure could jeopardize the security
properties of the product.

3.42 SOFTWARE - All pre-loaded data which creates, affects, and/or modifies the functionality of the
product. This includes, but is not limited to, firmware, scripts, initialization files, pre-compiled code and
interpreted code. This does not include software preloaded and programmed in an IC chip for small
functions that require physical access and removal of the IC chip for reprogramming.

3.42A SOFTWARE BILL OF MATERIALS (SBOM) — A nested inventory, a list of ingredients that make
up software components.
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3.43 SOFTWARE WEAKNESS - A possible flaw in the architecture, design, coding, build process or
configuration of software in the product that may render the product vulnerable to a security exploit.

3.44 SOURCE CODE - Computer instructions written in a human-readable high-level computer
language, usually as text, including possible comments.

3.45 SPI-is a serial peripheral shared interface bus.

3.46 STATIC ANALYSIS — A process in which source code, bytecode or binary code is analyzed without
executing the code.

3.47 TEMPRLATE MALFORMED INPUT TESTING — Generates test cases by introducing anpmalies into
a valid mesgage or file. Template malformed input test cases are not protocol aware and-thergfore will not
contain itemp such as correct checksums and valid session IDs.

3.48 THRHEAT — A potentially successful attack, utilizing specific techniques:and resourges to take
advantage df specific vulnerabilities or lack of risk controls within a product.

3.49 TRU$TED PLATFORM MODULE - Defines the requirements fora)dedicated microprdcessor with
requirementg for storage of cryptographic keys used to secure physical products and the software
contained.
3.50 USER — A person or process using a product or accessing it over one of its external inteffaces.

3.51 VENDOR - The manufacturer, reseller or supplief/of a product, that takes final responsipility for the
cybersecurity of that product towards the purchaser and/or user and which submits that produgt for testing

according tg this standard.

3.52 VULNERABILITY — A weakness identified in the product for which an exploit does exist| such that it
can be directly used by an attacker.

3.53 WIRHLESS INTERFACE - An-external interface using electromagnetic waves, rather than some
form of wireJto carry communication signals to and from a product.

4 Documentation Of Product, Product Design And Product Use
4.1 Title deleted

4.1 The vendershall provide the following for a product evaluation:

a) A description of all functions (such as operational features, security, management functions,
and the like), provided by the product;

b) A list of all external interfaces of the product in its intended configuration, along with all
communication protocols supported on each of these interfaces, where applicable, including:

1) All remote interfaces;
2) All local interfaces — product local interfaces such as SPI, 12C, JTAG and serial ports;
3) All wireless interfaces;

4) All external file inputs;

NOTE: Supported means capable of being enabled.
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c) A list of all executables and libraries in the product, including all third party and open-source
software. All executables and libraries shall be identified by both a software name and version
number. Known operating system executables and libraries can be defined as the stated
distribution of that operating system but any additional operating system libraries not defined in the
known distribution shall be identified.

NOTE: An equivalent software bill of materials (SBOM) i.e a list of the contents of the software can be substituted.

d) The existing source code of all software in the product that is available including the scripts,
libraries, makefiles, and build configuration parameters necessary to replicate the production build
environment shall be provided as needed per the section Software Weakness.

deplo
provig

e)T
the

con
acc
uno

NOT
the b

f) D¢

g) A
outs

NOT!
of sci

h) A
softy

NOTE: When
to meet applic

5 Produc

5.1

a)T

The véndor shall*provide the following for a product evaluation:

does

yed and function correctly in its intended use environment. This requirement
ling representative pre-built, pre-configured products for testing purposes.

not preclude devel
ne binary code and/or bytecode and associated identifiers of all software’in the prg
endor has no access or no rights to this binary or bytecode as in a‘third-party |
olled. A risk management assessment of a controlled third-party library that the ve
ss or rights to shall be required. The binary code and/or hytecode provid
fuscated when available.

F: An associated identifier such as a hash or signature or SWID tags that ¢an validate the contents and
hary and/or bytecode.

tailed instructions on the product software build and integration process.

clear definition of the boundary between the-product and elements of the sys
de the scope of evaluation. See 6.8.

E: If the objective is to do a sub-component or a-system within a system, the boundary between the pro
pe need to be well defined.

ny run-time configuration filescrequired for the operation of the product and
vare under evaluation.

hpplying this standard, it is intended that a product boundary be identified that includes all product com
ble UL 2900-1 requirements.

Designh Documentation

ne 'seeurity risk analysis for the product as described in 12.1 of this standard.

éuct so it can be

bpers from also

duct, unless
brary that is
ndor has no
bd shall be

functionality of

em that are

ucts in and out

constituent

onents utilized

b) The design documentation containing sufficient details to allow an evaluation of the way each of
the risk controls mentioned in Sections 7 — 11 is implemented in the product.

6 Documentation for Product Use

6.1
cycle.

Product use documentation supports the overall cyber security objectives through the product life

NOTE: Other organizations have written various good practices manuals. The National Institute of Standards and Technology
Cybersecurity Framework, and the National Institute of Standards and Technology Special Publication 800-53 series are two

examples.

6.2 The vendor shall provide documentation addressing security considerations on the intended use of

the product

and its configuration.
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6.3 The vendor shall provide documentation addressing the environment in which the product is
intended to be used.

6.4 The vendor shall provide instructions to ensure the effectiveness of security functions and controls
during product use.

6.5 The vendor shall document all external interfaces and all communication protocols used externally
by the product, including which external interfaces support which protocols.

6.6 The vendor shall provide documentation of all version numbers of all software binaries, libraries and
executables used in the product. Known operating system executables and libraries can be defined as the

stated distripution of that operating system but any additional operating system Tibraries not.dé

known distri

6.7 The ve

bution shall be identified.

ndor shall provide documentation listing security-related event descriptions, log

product according to 11.3 and 11.4.

6.8 The vd

ndor shall provide documentation of requirements and recommendations on th

configuratiop and the environment in which the product is installed thatvare necessary to

product's se

NOTE: This shi
local interfaces

6.9 Theve
and subseq
that uses le
deduction of

6.10 Anyd

NOTE 1: For ¢
authentication

NOTE 2: Thi
otherwise circu

NOTE 3: If auth

7 Risk Co

Curity.

puld include requirements on network security, physical access<control to the product, firewall ports
configuration options etc.

ndor shall provide documentation that the product's authentication and authorizati
Llent authenticated and authorized communications cannot be bypassed using an
ss computation than exercising all elements of the set of values necessary fon
the authentication's secret value(s).

verrides to 6.9 shall be evaluatéd-and documented in the risk assessment with a ra

xample, if a key is used for guthentication, then it should require at least as many operations to
neans as it does to guess the credential.

requirement is intehded to define disclosure requirements stating the difficulty of bypassing, bf
mventing the authentication system of the product.

enticated cammunications is not physically or cryptographically secure, then 6.9 cannot be met.

ntrols

fined in the

ged by the

e product's
ensure the

and protocols,

bn methods
procedure
systematic

tionale.

ircumvent the

ute-forcing, or

71

711

General

The product (or the product's vendor, as applicable) shall comply with all of the security risk

controls specified in Sections 8 — 11, unless the risk assessment performed by the vendor according to
Section 12, Vendor Product Risk Management Process, shows that the risks associated with not
implementing a specific control are acceptable in product use.

7.1.2

document and justify this in the risk analysis per 12.1.

If the vendor chooses to not comply with one or more of these risk controls, the vendor shall

7.1.3 Any time sensitive functionality shall be evaluated and documented in the risk assessment with a

rationale.
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7.1.4 Functionality that relies on time keeping and/or time synchronization shall be evaluated in the risk
assessment with a rationale.

7.1.5 Product use cases or updates to the product that have the potential to change the security risk,
shall be evaluated and included in the risk analysis.

8 Access

8.1

Control, User Authentication and User Authorization

Product operation or management functions which may affect or alter the security of the product as

defined by the vendor documentation shall require authentication and authorization prior to access of the
product need to be documented as per Section 12, Vendor Product Risk Management Process.

8.2 Authe
mechanism
user level o

8.3

a)T
App

b) A
cred

c)T
freq

ntication services to the product shall implement an inactivity time-out or other
to prevent perpetual authorization. The inactivity time-out interval shall be eonfi
r by the product’s response to an event or action.

If the product uses an authentication credential mechanism for authenticating users:

e product shall use a cryptographically secure mechanism complying with the req
bndix B to store and transmit the credential.

uthentication error messages provided by the product shall not allow for enum
entials.

Llency, strength or length for credentials with ¢he following rules:
i) If the credential uses a password,.its minimum length shall be 6 characters.
i) For every 10 sequential unsuccessful authentication attempts of a user,
process within the product over a one-hour period, the credential shall either b
a timeout of a minimunr;6f 30 minutes shall be applied before another a
attempt is allowed.

credential shall be evaluated and documented in the risk assessment. Some

protection.such as captcha tests.

upperand lowercase and combinations of options and/or key sizes.

appropriate
gurable at a

uirements in

brating valid

ne product shall support the possibility to setireguirements regarding the, compléxity, update

operator or
disabled or
thentication

iii) If i) or ii) are\not met, the required minimum length, frequency and str¢ngth of the

alternatives

that can be'utilized are an increasing delay for each unsuccessful attempt and anti-robot

NOTE: A complexity test can also be run. Complexity options can include special characters, njinimum length,

d)T

he prndnr‘f shall prnfpr‘f ngnian brute force attacks

NOTE: Examples of mechanisms to do so include key stretching; salts or preventing login attempts for the given credential
after a specified number of failed attempts and/or dictionary attacks and/or rainbow table use.

e) The product shall have no default credential that cannot be modified or supplanted by an
alternative (like a user defined credential that replaces a built-in factory default). All default
credentials should have a mechanism for change upon first use after installation with a user
notification of Default Credentials in use if applicable.

f) The product shall have an option to limit the number of unsuccessful attempts.

8.4 For products using a role-based access mechanism:

a) The vendor shall clearly document all existing roles and their associated privileges.
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b) There shall be an 'administrator' or 'system' role that has privileges exclusively related to the
management of the product. Such privileges shall not be granted to other roles.

NOTE: Other roles are to be assigned using the principle of least privilege.

8.5 The product shall support the possibility to manage the list of valid user accounts by adding,
removing and/or suspending user accounts (e.g. “allow-listing” and “block-listing”) or by adding, revoking,
or updating of authentication credentials.

8.6 The product shall support assigning privileges and permissions to roles and credentials.

8.7 The pr|
authenticate

8.8 When
authenticatg

simplify/eas

NOTE: The sg
Standard.

8.9 If the

mechanism
procedure t
systematic g

NOTE 1: Fore
is to determine

NOTE 2: This
authentication

9 Remote

9.1 The pn
interface. Fa

Exception: H
not transmit|
as per Secti

bduct shall entorce the principle of least privilege for every authorized role or user
d.

an authenticated session is terminated, the product shall ensure the\renewed
d prior to allowing access. Stored data from the previous sessionyshall not

b/partially bypass authentication mechanisms during a new sessiop-greation.

product uses other mechanisms for authentication-bésides username and pa
shall be such that the product’s authentication”method cannot be bypassed
hat uses less computation than exercising all €lements of the set of values ng
eduction of the authentication’s secret value(s).

ample, if a key is used for authentication, then it shall require at least as many operations to circumve
the key.

requirement is intended to address the difficulty of bypassing, brute-forcing, or otherwise circ
ystem of the product.

Communication

oduct shall ensure the integrity and authenticity of all data communicated over
r this, the product-shall use security functions complying with the requirements in A

Remote inferfaces that report status, do not provide command and control functig
sensitive data, etc., may not require integrity and authenticity but will need to be g
bn 12, Vendor Product Risk Management Process.

that can be

session is
be used to

ssion is the protected communication once authentication has occurred.\Protected means compliant with the

ssword, the
using any
cessary for

ht the key as it

bmventing the

any remote
ppendix C.

nality or do
ocumented

NOTE: Remote T

this standard.

10 Sensitive Data

10.1

requirements of

The product shall ensure the confidentiality of all sensitive and personally identifiable data

information generated, stored, used, or communicated by the product. The product shall use a secure
mechanism complying with the requirements in Appendix B to store the sensitive data and personally
identifiable information.

10.2 For the purposes of 10.1, the vendor shall identify and document which data is to be considered
sensitive.

10.3 The product shall utilize only cryptographic algorithms listed in Appendix C for any security protocol.
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10.4 The product shall use a separate cryptographic key for each service, operation, or function (e.g.
data at rest encryption, transport layer encryption, operator role authentication, remote software upgrade
image integrity). The vendor shall clearly document the intended purpose of each key used by the product.
Rationale shall be documented in accordance with Vendor Product Risk Management Process, Section
12.

NOTE: Purposes may include (but are not limited to) data encryption, providing data authenticity and integrity, key wrapping, random

number generation or digital signatures.

11  Product Management

11.1 The

nd-imnlamantad to-allowfor-apnplication-of-cacuribvi 1t
e pPre e e ato oW o pprcato-or-Seourty—

dates to the

product's s
fails. The ro

11.2 The

before installing the update. Product updates shall be possible in an offline environment.

product upd

11.3 The
as success

list of valid yiser accounts, successful and unsuccessful softwareupdates, etc.

11.4 Unle
related logs

11.5 Decd
defined:

a)C
b)S

c)P

NOTE: NIST
product can b4

11.6 Thef
OR softwar

araduct chall ha dacianad o
progott—otairoe-aestigrea

™

pftware. This process will also support reverting to previously installed versjon-i
Il back would revert to the previously installed version.

product shall verify the authenticity and integrity of any software update crypt

ate mode should also still support validation of authenticity and integrity.

ul and unsuccessful login attempts, change of user authéntication credentials, ch

5s and until they are transmitted to an external data storage, the product shall storg
in non-volatile memory and shall not allow non=privileged users to remove or chan

mmissioning of the product after its use “shall allow the ability to completely en

bnfiguration data;
bnsitive data; and

brsonally identifiable information.

BP 800-88 may be.used as a reference. As an example, zeroing the data is acceptable. Removal 9
performed as.an‘operation or as a process procedure.

ollowing-are approved integrity mechanisms for software updates. Validating softw
e souree using the following techniques:

the update

bgraphically,
This offline

broduct shall be capable of maintaining one or more log(s). of-all security-related ¢vents, such

hnges in the
all security-
ge them.

ase all user

f data from the

are updates

a) A message authentication code generated on the sortware and Tirmware binaries, executables

and

b) A

libraries.

digital signature applied to the software and firmware components.

c¢) A hash applied to the software and firmware binaries, executables, and libraries, where the hash
is published in such a way that it is possible for the product to securely identify the source of the
software and its contents.

11.7 All integrity mechanisms defined in 11.6 shall comply with Appendix C.

11.8 Documentation shall exist describing the plan for providing validated software updates and patches
as needed throughout the lifecycle of the product to continue to assure its continued security
management.
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RISK MANAGEMENT

12 Vendor Product Risk Management Process

121
the product,

containing:

When designing the product, the vendor shall establish and document a security risk analysis for

a) An identification of all product functionalities and all sensitive data stored, processed or used by

the p

roduct;

b) A list of identified threats for the product, its functionalities and data;

c) A
data

d) An

e)A
and |

f) Rig
risk |

g)A
risk |
addi
crea
risk g

h) Arn
contr

12.2 Wher
use of a clas

a) Th
conv

b) DA

c) Eq

£

assessment of the impact of each identified threat, its operational impact and any,
that would be exposed, should it become a reality;

assessment of the likelihood of each identified threat based on the vendor's assur

determination of the resulting vendor defined risk level for each threat, considerin
kelihood;

k management criteria, (i.e. clear criteria to determine whether or not a given vern
bvel is acceptable);

pvel. All risk controls in Sections 7 — 11 shall be ‘considered. The vendor shall
nal risk controls that need to be implemented.te mitigate identified threats. The
a traceability matrix showing the relationship between identified threats and ir
ontrols.

assessment of the residual risk level'for each identified threat after application g
ols.

carrying out the threat analysis resulting in the list meant in 12.1(b), the vendor]
sification scheme for risks jdentified. Some common examples that may be used 3

e Common Attack<Pattern Enumeration and Classification, (CAPEC; see ref. [8]
by the completeness of the analysis;

READ model.of Damage, Reproducibility, Exploitability, Affected users, Discoverab

uivalent.Risk classification methodology.

12.3 The

or sensitive

nptions;

g its impact

dor defined

determination of suitable risk controls to mitigate gach identified threat with an upacceptable

dentify any
endor shall
hplemented

f these risk

shall make
re:

in order to

lity;

endor shall document a risk evaluation method for the possible presence of know

n (types of)

vulnerabilities in the product. This method shall describe the criteria that the vendor will use to evaluate the
level of risk for each (type of) known vulnerabilities that may be found in product. The method shall also
establish the level below which a risk is acceptable to the vendor. The evaluation criteria shall be based on
risk factors including, but not limited to, the CVSS score of the vulnerability, the intended use of the
product and the environment in which the product would be used. If the vendor has allowed for the
presence of any known vulnerabilities in the product, the vendor's security risk analysis for the product
shall contain a description of each accepted known vulnerability:

a) CVE standard vulnerability identifier;

b) The software location of the vulnerability;
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c) A risk analysis, performed and documented according to the method and criteria, documented
by the vendor as their risk evaluation method for known vulnerabilities in the product, showing that
the risk level associated to the presence of this vulnerability is acceptable.

12.4 Combined with 12.3

12.5 The vendor shall likewise document a risk evaluation method for the possible presence of known
(types of) software weaknesses in the product. This method shall describe the criteria that the vendor will
use to evaluate the level of risk for each (type of) software weakness that may be found in product. The
vendor shall make use of the Common Weakness Risk Analysis Framework (CWRAF), ref. [9], or
comparable, as part of a strategy of risk management. The method shall also establish the level below
which a riskTsacceptabieto the vendor—The evatuation criteria shattbe basedomrisk factors mcluding, but
not limited {o, the CWSS score of the weakness, the intended use of the product and theyeayironment in
which the product would be used. In case the vendor is aware of and has accepted the pregence of any
software weaknesses in the product, the vendor's security risk analysis for the product shall contain a
description pf each accepted weakness:

a) CWE standard weakness identifier;
b) The software location of the weakness;

c) A risk analysis, performed and documented according~to the vendor’'s documented risk
evallation method for known vulnerabilities in the proddct, *showing that the risk level associated
with|the presence of this weakness is acceptable;

d) External compensating controls to help further reduce the residual risk.

12.6 Compined with 12.5

12.7 To verify compliance with 12.1 — 12.3 and 12.5, the security risk analysis for the product shall be
evaluated along with the product design docuimentation. In particular, the following shall be defermined:

a) Sufficient coverage during-the security risk analysis with regard to the identification of product
functionality and data and threats, impact, likelihood and resulting risk.

b) Spfficient adoption(of risk controls listed in Sections 7 — 11 by either implementing pach control
in the product or justifying why the risk level of not implementing a control is acceptablel

c) Syfficient implementation of risk controls per the requirements in Sections 7 — 11.

NOTE: Sufficigncy.is established via analysis of traceability through the risk management process.

12.8 To verify compliance with 12.3 and 12.5, the vendor's risk evaluaiion methods for the presence of
known vulnerabilities and software weaknesses shall be evaluated.

| SOFTWARE COMPOSITION
13 Known Vulnerability Testing
| 131 Deleted

| 132 Deleted
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13A Software Composition Analysis

13A.1

weaknesses and vulnerabilities in accordance with Sections 17 and 19 below.

The vendor shall decompose the software system to the level required to perform an analysis of

NOTE: This process may also be known as Software Composition Analysis. Information produced from this can be used to build a
software bill of materials (SBOM).

14 Malware Testing

14.1

The binary code and bytecode in the product shall be scanned by at least one malware detection

tool to identi
be applicabl

14.2 Tove
be inspecteq

Exception:
assessment

15 Malformed Input Testing

15.1 Theg
its external i

a) Th
b) De
c)A

d) TH
after

e) TH
f)AS
9) TH
h) Th

y It any Known malware exists in the final deliverables of the product. The malwar,
b to the operating system that the software resides on.

rify compliance with 14.1, all available binary code and bytecode provided by the
for known malware.

f a malware detection tool is not available for the applicable’ operating sys|
shall be conducted and documented per Section 12.

roduct shall continue to operate as intended whentsubject to invalid or unexpects
hterfaces and shall not display unexpected behavior, such as, but not limited to the

e product resets or reinitializes its configuration;
leted
brocess hangs;

e testing uses resources of\the product and the product does not relinquish thes
testing;

e product softwarethrows an unhandled exception;
torage data corruption occurs;
e produetioses the connection to the malformed input testing tool;

e specified behavior of the product is interrupted and the product does not continu

asin

b tools shall

endor shall

fem, a risk

d inputs on
following:

e resources

b to operate

ended within 2 minutes or a timeframe defined by the manufacturer;

i) The product shall not disclose any personally identifiable information or sensitive data over any
interface enumerated in 4.1(b).

j) The product shall not become non-responsive on external interfaces other than the one under
test by the input testing tool.

15.2 To verify compliance with 15.1, malformed input testing shall be performed on the product as

described in

this section.

15.3 During malformed input testing, the product shall be configured per vendor documentation provided
per 6.1 and 6.6.
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15.4 Malformed input testing shall take place within a representative environment per vendor
documentation provided per 6.1 and 6.6.

15.5 The product shall be inspected to verify the presence of those and only those external interfaces
specified in the vendor's documentation per 4.1(b).

15.6 The product shall be subjected to malformed input testing of all file inputs, all remote interfaces,
using all protocols supported by the product on these interfaces as listed by the vendor per 4.1(b). Each
protocol on an interface shall be subjected to generational malformed input testing when available.
Template malformed input testing may be used if a protocol is proprietary and there are no generational

malformed i

nput tools available for that protocol.

15.7 If ge
of the proto

NOTE: Except
protocols and

15.8 |If ten
cover all fie

15.9 |Ifge
unique and
whichever ¢

15.10
independer]
comes first.

15.11 Ifa
because of

unique casgs and timeframe for execution to be used.

16 Struct

16.1 The
exploited a
designed fU
within a tim

If t¢mplate malformed input testing is applied~on an interface, at least 5,000,000

nerational malformed input testing is used for a protocol, testing shall evenly appl
col and the testing shall implement exception handling based on the contextofthe

on handling includes checks on message lengths, message identifiers, integrity checks)Correct use ¢
bther critical protocol attributes.

nplate malformed input testing is used for a protocol on an interface, the templat
ds of the protocol.

nerational malformed input testing is applied for a protocol on an interface, at lea
independent test cases or a minimum of 8 hours{af test case execution shall be
omes first.

t test cases or a minimum of 8 hours of test case execution shall be carried ou

protocol semantic structure space is substantially smaller than the limits set in 15|
the lack of uniqueness or time to completion, the vendor shall supply the maxim

Ured Penetration Testing

product under .test shall have no known vulnerabilities known to the vendor

to all fields
brotocol.

f cryptographic

e used shall

5t 1,000,000
carried out,

unique and
t, whichever

9 and 15.10
um range of

that can be

nd/or cause\the product to crash, degrade, or perform in the manner not co
nctionality‘without a recovery to its previous state after the test is completed in

sistent with
minutes or

bframe-defined by the manufacturer. The initial configuration shall be set up per the following:

a) T

described in this section.

\/prify compliance with 16 1 penetration tncting shall be carried out on thel product as

b) During penetration testing the product shall be configured per vendor documentation provided
per 6.1 and 6.6.

c) Penetration testing shall take place within a representative environment per documentation

prov

ided per 6.1, 6.6, and 6.8.

| 16.2 The product shall be subjected to the penetration testing in order to try to find and exploit any flaws
in the product based on the following conditions:

a)C

ircumvent the risk controls and security configuration of the product;

b) Attempt to engage the product in a denial of service;
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c) At
d) At

e) At

tempt to access and authenticate on the product via unauthorized means;
tempt to exploit vulnerabilities acceptable in the risk analysis;

tempt to elevate privilege on the product.

16.3 Attempts shall be made to identify system, application and service information via scanning of the
ports, interfaces and services. Use of that information shall be considered in attempts to circumvent the
security measures of the product. Exploit tools and scripts shall be used for discovered information to
attempt to access the product, elevate the privilege once accessed or to gain further information about the

product.

16.4 Allri
attempts to

SOFTWARE

17 Software Weakness Analysis

171 The
unacceptab

NOTE 1: Typicdlly, identified weaknesses must be eliminated from the product. However, in some cases, weaknesses|

to have a low ¢
developer to d
structured pend

NOTE 2: See A

17.2 To ve
and static b
conducted U
to the produ

NOTE: Organi
C++:2008, or M

17.3 Statig

a) Al

ik assessment items scored in the risk assessment as not addressed shall be @s
xploit to validate the risk assessment per Section 16, Structured Penetration-lesting.

F WEAKNESSES

product or system under test shall contain no known ‘software weaknessd
e per Section 12.

hough risk that they can be acceptable. Paragraph 12.5 identifies the elements and actions required b,
btermine if a weakness is acceptable. Any weaknesses. that are identified as unaddressed will be
tration testing (16.4) to verify they cannot be exploited.

ppendix A2 for information on weaknesses and vulnerabilities.

inary and bytecode analysis, as described in Sections 17 and 19. The testing
sing the latest version of the sources mentioned in Appendix A, as a guide and a
ct under testing.

rations interested in a“list “of known high risk software weaknesses may consider ISO/IEC 5055
ISRA C:2012.

source coderanalysis shall be performed as follows:

source,code provided per 4.1(d) shall be evaluated by means of static code analys

b) TH

sessed with

s that are

can be shown
the produced
ested through

rify compliance with 17.1, the product shall be evaluated using static source co@le analysis,

should be
5 applicable

2021, MISRA

is;

eproduct shall be evaluated for at least all software weaknesses listed in the latgst versions

of the sources mentioned in Appendix A, as applicable to the product;

c) Selection of the tool should be determined by the strategy determined in 12.5.

18 Static Source Code Analysis

18.1

Deleted

18.2 Deleted
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