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Foreword

:2022(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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ctrotechnical standardization.

procedures used to develop this document and those intended for its further majnte
scribed in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeed
ferent types of ISO documents should be noted. This document was drafted in accordanc
torial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ention is drawn to the possibility that some of the elements of this document'may be the
fent rights. 1SO shall not be held responsible for identifying any or all such patent rights.
) patent rights identified during the development of the document wilkbe in the Introducti
the ISO list of patent declarations received (see www.iso.org/patents);

y trade name used in this document is information given for the convenience of users an

an explanation of the voluntary nature of standards, the meaning of ISO specific

bressions related to conformity assessment, as wellsas information about ISO's ad
World Trade Organization (WTO) principles in“the Technical Barriers to Trade (
w.iso.org/iso/foreword.html.

is document was prepared by Technical Commiittee ISO/TC 67, Oil and gas industries inclu
'bon energy, Subcommittee SC 9, Production, transport and storage facilities for cryogeni
bes.

fis second edition cancels and replaces the first edition (ISO/TS 16901:2015), which
hnically revised.

e main changes are as follows:

reference to IGF code added to the scope;

references updatedin Clause 2 and the bibliography;

definitions added for HSE critical activity and HSE critical element.
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Guidance on performing risk assessment in the design
of onshore LNG installations including the ship/shore
interface
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is document provides a common approach and guidance to those undertaking assessm
jor safety hazards as part of the planning, design, and operation of LNG facilitie§)onsh

sh¢reline using risk-based methods and standards, to enable a safe design and“operatig
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ilities. The environmental risks associated with an LNG release are not addressed in this d

lis document is applicable both to export and import terminals but can be applicable to othe
'h as satellite and peak shaving plants.

is document is applicable to all facilities inside the perimeter of-the terminal and all ]
terials including LNG and associated products: LPG, pressurized“natural gas, odorizers,
Immable or hazardous products handled within the terminal,

e navigation risks and LNG tanker intrinsic operation/risks are recognised, but they
scope of this document. Hazards arising from interfaces between port and facility an
lressed and requirements are normally given by pext authorities. It is assumed that LN
designed according to the IGC code, and that LNGfuelled vessels receiving bunker fuel ar¢
ording to IGF code.

Fder between port operation and LNG facility’is when the ship/shore link (SSL) is establish

is document is not intended to specify acceptable levels of risk; however, examples of toler
"isk are referenced.

e [EC 31010 and ISO 17776 with-regard to general risk assessment methods, while this
uses on the specific needs scenarios and practices within the LNG industry.

Normative references
following doctiments are referred to in the text in such a way that some or all of the
Hated refererices, the latest edition of the referenced document (including any amendment

Guide:73; Risk management — Vocabulary

ent of the
re and at
n of LNG
ocument.

r facilities

hazardous
and other

hire not in
1 ship are
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ed.
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document

ir content

titutes requirements of this document. For dated references, only the edition cited applies. For

5) applies.

L Ferms and delinitions
.......... s

For the purposes of this document, the terms and definitions given in ISO Guide 73 and the following
apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

©lI

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/
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31

as low as reasonably practicable

ALARP

reducing a risk (3.28) to a level that represents the point, objectively assessed, at which the time,
trouble, difficulty, and cost of further reduction measures become unreasonably disproportionate to
the additional risk reduction obtained

3.2
boiling liquid expanding vapour explosion
BLEVE

Ll d A L 1 PR - - 1. £1 1.1 1. a1l 1.1 £ 1 11
sudden refeaseofthecontentofavesset COITCAIIIITg a pressur IZzeu Haniiaoc quIt Torowet oy a rirega

Note 1 to eptry: This hazard is not applicable to atmospheric LNG tanks, but to pressurized forms of hydrecarlon
storage.

[SOURCE:|ISO/TS 18683, 3.1.2, modified — Note to entry added.]

3.3

bow-tie
pictorial flepresentation of how a hazard can be hypothetically released and further developed intp a
number of consequences (3.6)

Note 1 to entry: The left-hand side of the diagram is constructed from the fault tkee (causal) analysis and involyes
those threats associated with the hazard, the controls associated with each-threat, and any factors that escalate
likelihood.|The right-hand side of the diagram is constructed from the hazard event tree (consequence) analysis
and involves escalation factors and recovery preparedness measures. The centre of the bow-tie is commopnly
referred tg as the “top event”.

34
cost to aviert a fatality
CAF
value caldulated by dividing the costs to install and operate the protection/mitigation (3.20) by the
reduction|in potential loss (3.22) of life (PLL)

Note 1 to eptry: It is a measure of effectiveness-ofithe protection/mitigation.

3.5
computational fluid dynamics
CFD
numerical methods and algorithms to solve and analyse problems that involve fluid flows

3.6
consequgnce
outcome (f an event

3.7
cost bendfit analysis
CBA

means usedtoassess the Tetative costamd bemefitof amumber of 7isk {3:28) Teductiomattermatives

Note 1 to entry: The ranking of the risk reduction alternatives evaluated is usually shown graphically.

3.8

design accidental load

DAL

most severe accidental load that the function or system is able to withstand during a required period of
time, in order to meet the defined risk (3.28) acceptance criteria

2 © IS0 2022 - All rights reserved
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3.9
explosion barrier
structural barrier installed to prevent explosion damage in adjacent areas

EXAMPLE A wall.

3.10

F/N curve

FN

plot of cumulative frequency versus N or more persons that sustain a given level of harm from defined
sources of hazards

anglytically derived identification of the conceivable equipment failure modes andthe potentipl adverse

brainstorming exercise usingschiecklists the hazards in a project are identified and gatheref in a risk

systematic apppoach by an interdisciplinary team to identify hazards and operability |problems
ocgurring as.aresult of deviations from the intended range of process conditions

Nofe 1 te.entry: It consists of four steps: definition, preparation, documentation/follow up and exarhination to
age ahazard completely.

3.17

health, safety and environmental critical activity
HSE critical activity

activity or task that provides or maintains barriers

3.18

health, safety and environmental critical element

HSE critical element

component or system whose failure could cause or substantially contribute to the loss of integrity and
safety of a system and whose purpose is to prevent or mitigate from the effects of hazards

©1S0 2022 - All rights reserved 3
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3.19

impact assessment

assessment of how consequences (3.6) (fires, explosions, etc.) do affect people, structures the
environment, etc.

3.20
mitigation
limitation of any negative consequence (3.6) of a particular event

3.21
Monte Carlosimulation
simulatiOII; having many repeats, each time with a different starting value, to obtain distribtitjon
function

3.22
potentiallloss
product of frequency and harm (3.13) summed over all the outcomes of a number of tep-évents

3.23
probability
extent to which an event is likely to occur

3.24
probit
inverse cymulative distribution function associated with the standard normal distribution

Note 1 to gntry: Probit is used in QRA to describe the relation between exposure, e.g. to radiation or toxics, and
fraction fatalities.

3.25
protectivie measure
means us¢d to reduce risk

3.26
quantitative risk assessment
QRA
techniquegs that allow the risk (3.28)«associated with a particular activity to be estimated in absolfite
quantitative terms rather than in rélative terms such as high or low

Note 1 to pntry: QRA may be used to determine all risk dimensions, including risk to personnel, risk to the
environmeint, risk to the installation, and/or the assets and financial interests of the company. See ISO 17776:2016,
B.12.

3.27
residual risk
risk (3.28) remaining after protective measures (3.25) have been taken

3.28
risk
combination of the probability (3.23) of occurrence of harm (3.13) and the severity of that harm

3.29
risk analysis
systematic use of information to identify sources and to estimate the risk (3.28)

3.30
risk assessment
overall process of risk analysis (3.29) and risk evaluation (3.33)

4 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=027c9a0ac7431d3c882bb7cb2ff8b1d4

ISO/TS 16901:2022(E)

3.31

risk contour

RC

two-dimensional representation of risk (3.28) on a map

Note 1 to entry: Also called individual risk contours (IRC) or location-specific risk (LSR).

3.32
risk criteria
terms of reference by which the significance of risk (3.28) is assessed

3.33

rigk evaluation
procedure based on the risk analysis (3.29) to determine whether the tolerable risk(3:47) has been
achieved

3.34
rigk management
coprdinated activities to direct and control an organization with regard to.risk (3.28)

3.35
rigk management system
sef of elements of an organization’s management system concerned with managing risk (3.28)

3.36

rigk matrix
mdtrix portraying risk (3.28) as the product of probdhility (3.23) and consequence (3.6), used as the
basis for risk determination

Note 1 to entry: Considerations for the assessment of probability are shown on the horizontal axis. Confiderations
for|the assessment of consequence are shown on thé’vertical axis. Multiple consequence categories arje included:
impact on people, environment, assets, and reputation. Plotting the intersection of the two consideratfions on the
maltrix provides an estimate of the risk.

3.37
rigk perception
wady in which a stakeholder (3.46) views a risk (3.28) based on a set of values or concerns

3.38
rigk ranking
oufcome of a qualitative risk analysis (3.29) with a numerical annotation of risk (3.28)

Nofe 1 to entry: Itallows accident scenarios and their risk to be ranked numerically so that the most sgvere risks
arq evident and_camn be addressed.

3.39
rigk register
hayard 'management communication document that demonstrates that hazards have been

assessedare-being-properycontrolHed,andthat recovery-prepares ASH A 5

dentified,
ace in the

3.40

risk transect

RT

representation of risk (3.28) as a function of distance from the hazard

3.41
rollover
sudden mixing of two layers in a tank resulting to a massive vapour generation

© IS0 2022 - All rights reserved 5
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3.42

rapid phase transition

RPT
explosive

change from liquid into vapour phase

Note 1 to entry: When two liquids at two different temperatures come into contact, explosive forces can occur,
given certain circumstances. This phenomenon, called rapid phase transition (RPT), can occur when LNG and
water come into contact. Although no combustion occurs, this phenomenon has all the other characteristics
of an explosion. RPTs resulting from an LNG spill on water have been both rare and with relatively limited
consequences (3.6).

3.43

safety

freedom from unacceptable risk (3.28)

3.44

SIMOPS

concatendtion of simultaneous operations

Note 1 to ¢ntry: SIMOPS often refers to events such as maintenance or construction-work in an existing plant
when ther¢ are more personnel near a live operating plant and who are exposed to.a-higher level of risk (3.£8)
than normal.

3.45

showstopper

event or cpnsequence (3.6) that produces an unacceptable level of isk (3.28) such that the project canhot
proceed apd where the level of risk cannot be mitigated to an acceptable level

3.46

stakeholder

individual, group, or organization that can affect, be @ffected by, or perceive itself to be affected by a
risk (3.28]

3.47

tolerable|risk

risk (3.28] that is accepted in a given context based on the current values of society

3.48

individugl risk

probabilitly of being killed (or haymed at certain level) on an annual basis from all hazards (3.13)

3.49

potentiallloss of life

expected yalue of thenumber of fatalities per year (or over the life time of a project)

4 Abbreviated terms

ALARP as [ow as reasonably practicable

BLEVE boiling liquid expanding vapour explosion

CAF cost to avert a fatality

CFD computational fluid dynamics

CBA cost benefit analysis

DAL design accidental load

EDP emergency depressuring

6 © IS0 2022 - All rights reserved
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ERC emergency release coupling

ESD emergency shutdown

ETA event tree analysis

FAR fatal accident rate

FEED front-end engineering design

FEM finite element methaod

FN frequency vs number (of affected individuals)
FMEA failure mode and effect analysis
FMECA failure, modes, effects, and criticality analysis
HAZID hazard identification

HAZOP hazard and operability study

HEMP hazards and effects management process
HSE health, safety and environmental

IR individual risk contour

LSR location-specific risk

LOPA layers of protection analysis

MTTF mean time to failure

MTTR mean time to repair

OBE operating basis eanthquake

PERC power emergency release coupler
P&IDs process and-instrument diagrams
PIMS pipeline’integrity management system
PL potential loss of life

QRA quantitative risk assessment

RC risk contour

RPT rapid phase transition

RT risk transect

SIL safety integrity level

SMS safety management system

SSE safe shutdown earthquake

SSL ship/shore link

© IS0 2022 - All rights reserved
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5 Safety risk management

5.1 Decision support framework for risk management

Safety risk management is integrated in the project development and decision-making processes and
need as consistent support for decisions in all phases of an LNG development but does not include the
full operational lifecycle.

The approach to risk management should address the project-specific requirements as agreed between
the different parties and stakeholders and also establish an agreed format to communicate risk and
ensure that decisions are made in a consistent and agreed format through the life of the project.

The accepttance criteria including the format should be defined in conformity with company standands.
The format of the acceptance criteria prescribes thereby the approach as discussed below.

There is 4 wide range of tools and approaches that can be used to support decisions-related to rjisk
managempent. UK Offshore Operators Association (UKOOA) presented a framewerk for decisjon
support reflecting the significance of the decision as well decision context. Theframework as shon
for information in Figure 1 illustrates the balancing between use of codes and standards, QRA, gnd
decision grocesses reflecting company and societal values.

Significance to decision
making process

MEANS OF CALIBRATION DECISION CONTEXT TYPE

Nothing new or unusual
Codes and standards Well understood risks

Established practice
Verification No major stakeholder implications

Lifecycle implications
Peer review Some risk trade-offs/transfers

B Some uncertainty or deviation from

Benchmprking standard or best practice

Significant economic implications
Internal s.takeholder Very novel or challenging
consultation Strong stakeholder views and perceptions
Externallstakeholder C Significant risk trade-offs or risk transfer
consultation Large uncertainties

Perceived lowering of safety standards

Eigure 1 — Decision support framework for risk management

5.2 Prescriptive safety or risk performance

Both prescriptive and risk-based approaches are used in the planning, design, and operation of LNG
facilities.

Prescriptive approaches represent industry experience and practices.

The main advantages with prescriptive approaches are predictability and effective decision processes
in the design.

The main objections to the use of prescriptive approaches are that they do not accommodate new
solutions and thereby can limit novel development and improvement. Further, when the requirements
are met, the prescriptive approaches do not encourage a continued effort for further improvements.

8 © IS0 2022 - All rights reserved
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Risk-based approaches have developed in the nuclear and offshore industries. Risk-based approaches
are used in many parts of the world and are gaining a wider usage.

In essence, risk-based approaches start from first principles aiming at demonstration that the risk
acceptance criteria are met with a proper selection of design and operational measures. In principle,
no “prescribed solutions” should be given as a starting point (but in reality, good industry experience,
practices and standards are adopted as the starting point).

The main advantage of a risk-based approach is that it stimulates new and improved solutions; it
encourages continuous focus on improved safety, and it focuses efforts on the key areas as formulated

in therisk acceptance criteria
r

Nofrmally, a risk-based approach starts early and focuses the attention on the key issues-that|should be
adflressed in the different project phases. In most cases, a risk-based approach ensures|that the correct
defisions are made at the right time and thereby avoids costly revisions and adjustments. Fyrther, the
site-specific conditions and particular stakeholder views are better reflected.

The main criticism to risk-based approaches focuses on the complexity of the process, and the line
of responsibility can become unclear. It is essential that risk acceptanceicriteria are established and
derived from owner’s requirements. National and international regulations can apply.

It is often found that a risk-based design does not enable all engineering design disciplines o proceed
onfa firm design basis until the results from the risk analysis is-available. This can have 3 schedule
impact.

Further, the uncertainty involved due to, e.g. lack of relevant failure data, model assumptions|{can make
it difficult to relate to the results. A situation where détailed results from sophisticated computational
mqdels can generate false confidence in the results cdivlead to the wrong conclusion. The uncertainty is
a particular concern when a risk-based approach,is-used to demonstrate that sensible safety|measures
ar¢ not needed.

Ri

—

gk analyses shall not be used to deviate from good engineering practice.

Finjally, it is often claimed that the lack of predictability leads to increased cost. But the savings earned
byl|adopting novel solutions can be@ignificant but difficult to quantify.

Sugcessful use of a risk-based«approach normally requires an iterative process where the fist layouts
anfl decision are based on ekperience and industry practice (i.e. prescriptive guidelines, standards for
process design, etc.) and that this first estimate is qualified and improved using risk-based techniques.

Rigk analyses also enable areas and causes of higher risk to be identified so that mitigation|measures
cap be applied in a'c0st-effective manner.

5.3 Risk assessment in relation to project development

Rigk assessment is used for decision support.

The “decisions being made in the different phases of a project development vary, and thd need for
decision support accordingly.

The available information and level of detail as input to any risk assessment increase as the planning
progresses. As a result, the requirements to risk assessment techniques and results vary over the
project phases, and this can represent a challenge in the communication of the results.

In the early phase of the planning where the key issue is to select business model and technical concept,
the main risk activities are to establish risk criteria and safety targets, as well as to demonstrate
absence of showstoppers. This requires qualitative approaches.

At this stage of project development, quantitative risk analyses have limited value as no detailed
information to describe the facilities are available as input.

©1S0 2022 - All rights reserved 9
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In the next phase, the risk assessment should provide quantitative risk information related to the land
planning in support of the permitting process.

In later project phases where key issues are the design of mitigation measures, more detailed analyses
are appropriate to provide a proper basis for project decisions.

In some jurisdictions, the planning process makes it difficult to modify proposals once they have been
submitted to the planning authorities. This makes it difficult to modify the design to reduce risk as
detailed engineering develops. This aspect should be considered in project planning.

The requirements, recommendations, and advice given in this document reflect this need. Risk
assessment and risk results shall always reflect the following:

a) the type of decision that shall be made;
b) effectiive utilization of available information.

Actions atising from reviews such as HAZID, risk matrix, HAZOP, etc., which are not.closed out affter
the review, should be recorded in a tracking system (for example, a risk register)~Dhis should answer
that itemq requiring action at later project stages (i.e. items for operating manuals, etc.) should not{be
overlooked or forgotten.

This varying level of details in the risk assessment process is illustrated ip“Fable 1 which also is relevant
to a wide range of different types of industrial risk assessment.

Table 1 should be used instead of IEC 31010:2019, Table A.1 to<identify risk assessment methojds.
Further description is given in Clause 7.

Table 1 — Typical requirements to risk-related information in different project phases

Project phase |Needed riskrelated Key decisions based on Method of risk assessment
information risk assessment within this guideline
Pre-FEED — Identify stakeholders — “Select site — HAZID
(i.e. Concept
selection dnd — Input to the permitting}— Select concept — Consequence analyses|of
business chse process (demonstrate major accident scenarigs
developmént) absence of showstdppérs) [— Identify and decide risk _ o
criteria — Prepare risk criteria
— Risk criteria
— Select design criteria — Risk communication [to
— First estimate of the risk legislation and
level fwhén required by|— Selectdesign options stakeholders
regulators) .
— Approve continued
— \Basic design options development

=" Go-ahead for the
development

10 © IS0 2022 - All rights reserved
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Table 1 (continued)
Project phase |Needed riskrelated Key decisions based on Method of risk assessment
information risk assessment within this guideline
FEED — Focus areas for the|— Optimisation of the|— Qualitative analysis (risk
Development of design process, i.e.results designintermsofsafetyby matrix)
basic design from HAZID and comparison of options
Consequence analysis — HAZOPs and
— Select main technologies determination of SIL
— Estimate of the risk level requirements
of design options — Performance standards
Tor salety system — QRA
— Basis for selection of an
optimized basic design |— Confirm concept|— Determine\DAIs
selection
— Detailed copsequence
— Authority permit assessment
— Decide to start detail|—= Fire/explosion pnalysis
design
*— Risk communjcation to
legislation and
stakeholders
Ddtail design — Performance standards|— Selection of equipment,|— Detailed QRA
for components and solutions and @perational _
systems procedures — Detailed HAZOPs
— Issues to be addressed|— Detajled\design — SIL assessment]
in the design identified in I
HAZOP findings incl. SIL — Vendor HAZOP}
requirements — Evacuation anallysis
— Specifications for
buildings and equipment
Commissioning |— Final results froml.risk|— Approve the design — Completion of  risk
and start-up assessment studies and vgrification
— Approve decision to schemes
— Confirmation of start up
acceptangelaccording to — Commissioning of safety
regulations systems
— Risk communjcation to
legislation and
stakeholders
6 | Risk
6.1 ~“What is risk

To be able to express the risk, the consequences shall be defined and the associated probability

determined.

Risk is also often referred to as potential loss. The loss or consequence can be loss of life, damage to the
environment, assets, or reputation. The probability term is usually expressed as a frequency. In QRAs,
the potential loss in general is not calculated from the product of one event and one consequence, but
the sum of a large number of frequency and consequence probability combinations.

Risk or potential loss, combination of the probability of an event, and the consequences of the event
cannot be readily used as an indicator to decide the tolerability of the risk. It can be used to compare
options when all things different between the two options have been evaluated in terms of probability
and consequence and included in the assessment.

© IS0 2022 - All rights reserved
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To be able to use risk in workable concepts, a number of risk indicators have been developed to express
risk. These risk indicators are discussed in 6.5.

6.2 Safety philosophy and risk criteria

LNG developments are often organized as project organizations (e.g.JV) with international participation.
It is therefore important for LNG projects to formulate a safety philosophy and risk criteria based
on recognized guidelines/standards in their risk management process (national statutory minimum
requirements can apply). This aids the project team in gaining a common terminology, understanding
of risk, risk philosophy, and ultimately a common risk management system.

The safety philosophy and risk criteria for the project can address the following categories:

— risk tp the population and third-party activities. This has significant impact on the land-use and is
normhplly defined by national regulations;

— riskt¢ personnel in the plant. This is normally defined by the company philosophy/btit can be subject
to natlional regulation;

— risk with respect to material damage and loss of production. The criteria(should be defined by the
comppny and are often based on a cost benefit assessment;

— limitdtions on third-party activity due to hazards arising from thefaeility.

Examples|of the risk criteria required by different authorities are discussed in Clause A.7 and examplles
of projectispecific criteria in Clause A.8.

6.3 Risk control strategy

A widely dccepted risk control strategy is the following;

a) adoptlinherently safe design;

b) prevent - consider measures that will avdid the hazard;
c) redude probability of occurrence trough design, inspection, maintenance, and working practices;
d) mitigate consequences - mininize the outcome of an unwanted event;
e) emergency response - enable returning to a controlled situation.

This can be formalized inCthe bow-tie methodology as described in 7.2.4. The bow-tie is a model that
representp how a hazard.can be released, escalate, and how it is controlled.

6.4 ALARP

A comm01|1 approach is to divide risks into three bands:

a) an upper band where the Tevel of risk is regarded as intolerable whatever benefits the activity can
bring, and risk treatment is essential whatever its cost;

b) a middle band (or “grey” area) where costs and benefits are taken into account and opportunities
balanced against potential consequences;

c) alower band where the level of risk is regarded as negligible or so small that no risk treatment
measures are needed.

The “as low as reasonably practicable” or “ALARP” criteria system follows this approach and is
illustrated in Figure 2.
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TOLERABILITY ACTION
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risk and societal
concerns

Toterabte 1 Reduce 1isks

region to ALARP

Acceptable Manage for contihuous

region improvement

Figure 2 — Risk reduction triangle

ALARP is the process in which all identified options to rediice the risk have been evaluatedl. A major
part of the ALARP process is the documentation of which options have been evaluated and why
the¢y have been included in the design or why they have'been discarded. The documentation can be
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assessment of risk is not an exact science-and the techniques used and the experience of t
been shown to produce widely varyihngresult as discussed in studies on uncertainties i
assessment using a benchmark exércise in 1992 and a 2002 Risg studyl3] about uncer
analysis of chemical establishmients.
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hamic in nature.

e additienydeletion or modification of mitigation features to just meet the acceptance
ongly discouraged due to the accuracy of the process.

sulted when the circumstances change or when the design is challenged in the future. In general,
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is therefore important to start the risk assessment early in the project.
5 Ways to express risk to people

5.1 General

Risks should be expressed in understandable terms, and the units in which the level of risk is expressed
should be clear (see IEC 31010) and reflect the safety criteria as defined by legislation and operator. An
example of ways to express risk to people is given in A.8.

©
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A number of risk indicators are used in the LNG industry for risk assessments when relating risk to
people. The more commonly used are:

— risk contours (RC);
— risk transects (RT);
— individual risk (IR);

— potential loss of life (PLL);

— fatal greidentTatetFAR);
— cost tp avert a fatality (CAF);

— F/N cuirves (FN).

6.5.2 Risk contours (RC)

The risk dontour is an ISO risk line overlaid on the site topography at which a hypothetical individpal
staying there unprotected and for 24 hours per day 365 days per year is subject to a defined probability
of harm djie to exposure to hazards induced by an activity.

— 0 500 100m
et

Figure 3 — Examples of risk contours showing predicted risk levels

Itis also chlled location risk and semetimes referred to as individual risk or individual risk contours.|An
example df a set of risk contoufs is shown in Figure 3.

Although [the hypotheticalindividual is exposed when the scenario occurs, escape and refuge can|be
taken intd account.

In general, risk contours are calculated by determining the consequences from a number of scenarijos.
By adaptipg certain criteria for harm (most often dead) from toxic substances, radiation from fiyes,
and explosion_averpressure, effect distances can be determined. Based on incident frequencies gnd
effects frqmrmeteorological conditions (wind direction/wind speed/Pasquill stability distribution), the
contribution from each scenario to a point at a distance from the activity can now be calculated. By
putting a grid over the area surrounding the activity and summing the contribution from all scenarios
for each grid point, a three-dimensional (X, y, risk) picture will emerge. Usually, this picture is then
reduced to 2D by connecting points of equal risk e.g. 10~3/year, 10-%/year, and 10~7/year.

6.5.3 Risk transects (RT)

Risk transects are similar presentations where the risk contour values or IR/year are plotted versus
the lateral distance.

6.5.4 Individual risk (IR)

It is risk to an identifiable person or group with similar exposure patterns.
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Sometimes it is calculated by dividing the PLL (which can be over the project life or per year) by the
number of people exposed. However, it should be realized that this is averaging the people at high risk
levels with the people at low risk levels and therefore is not an IR.

IR should be calculated by following someone for a year and add the different risk contributions like
transport, small work, major hazards, etc. Most of these contributions can be calculated using the
number exposure hours per year and FAR.

6.5.5 Potential loss of life (PLL)

PL ; nency and
consequence (number of fatalities). The integral is summed up over all potential events that/can occur.
It 1s mainly used to compare options and enables the inclusion of different risk types likg process,
trgnsport, workplace hazards, etc. in one number.

6.3.6 Fatal accident rate (FAR)

FAR's for all kind of activities are available in the open literature and ate-used to calculate the risk
coptribution from non-major hazards like transport, small work, etc.

6.3.7 Cost to avert a fatality (CAF)

In general, two sets of PLL calculations are done:
—| one base-line calculation;

— | one with increased protection/mitigation.

CAF is calculated by dividing the costs to install.ahd operate the protection/mitigation by the|reduction
in PLL.

6.3.8 F/N curves (FN)

Sogietal risk is often depicted on @ ¢umulative graph called an F/N curve. The horizontal axis is the
number of potential fatalities, N, The vertical axis is the cumulative frequency F per year that|N or more
fatplities could occur. F/N curyesare an indicator used by authorities as a measure for social dlisruption
in fase of large accidents.

It s normal to take agcount of protection by buildings and response by people. For large to¥ic release
maqdels, alarm and evacuation can be included. The resulting curve is then the residual risk, $hould the
enlergency plansdotbe effective.

Berause it is.acumulative curve, the curve always drops away with increasing N. Usually, the|curve has
a lpwer frequency cut-off, e.g. at one in a billion.

Regulators often split the graph into different regions, so that different actions can be updertaken
depending on where the F/N curve falls. Sometimes a maximum limit is placed on N.

6.5.9 Uncertainties in QRA

Uncertainties are introduced mainly by the estimation of probabilities and frequencies and, to a lesser
degree, by estimating effects and consequences.

When comparing between options, as long as the two options are for a similar operation, the uncertainty
is on both sides and tends to cancel it out. On close examination, one often finds that the difference
between the two options is in a different exposure caused by, for example, more people.

This often makes marginal differences already significant.
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Uncertainty is more of an issue when comparing RC, IR, CAF, and FN with tolerability criteria set by
local legislation or by companies for internal use. The calculated RC, IR, CAF, and FN are then compared
to absolute values and often the uncertainty is not part of the evaluation.

For this reason, it is recommended to do sensitivity calculation by changing the various parameters like
failure rates, ignition probabilities, etc.

7 Methodologies

7.1 Majmsteps of TisKassessment

The main [steps in a risk assessment can be summarized to identify the following:
— whatfan go wrong? (hazard identification);

— what|s the effect? (consequence and impact assessment);

— what|s the likelihood? (frequency assessment);

— is the|risk preventable/can it be eliminated? If not, is the risk tolerable, @ad’should risk reductign/
mitightion measures be implemented?

This sequence of steps avoids the requirement to perform a detailed fréquency assessment for hazaryds
having ingignificant consequences.

The mainmethodologies used in risk assessment in the differentproject phases are given in [EC 31010
and ISO 17776 and as listed in Table 1.

7.2 Qualitative risk analysis

7.2.1 HAZID

The compllexity and diversity of LNG facilities lead to inability to comprehensively identify potential
major hafards and operability difficulties within process plant design and operation intuitively.
Techniqugs are therefore required to systematically list these hazards in a detailed, structured, gnd
methodical manner. The HAZID is@‘technique used for early identification of potential hazards gnd
threats. I§ is also suited to the identification of non-process related hazards such as ship collisipn,
dropped gbjects, extreme weather, etc. The effect or possible consequence of an untoward incident is
itemized gdnd the possible causes determined.

The HAZID technique js a

— meanp of identifying and describing occupational HSE hazards and threats at the earliest practicaple
stagelof a development or venture,

ing.employing a highly experienced multi-discipline team using a structured brainstorm|ng
techniatresbasedonrachecklistfsee ttatrse A4 of potentis tsstres;toassesstheappheabitity of

— rapid identification and description process only, not a forum for trying to solve potential problems.

A common HAZID meeting organisation should involve a facilitator supported by experienced
representatives from process design, safety engineering, operations, marine specialist if required, and
instrument engineering. Other specialist should be available “on call”.

Figure 4 presents the methodology of a HAZID workshop. The structure of the workshop should reflect
the purpose of the review. The review of arrangements and safeguards for process facilities will
normally be structured according to the process flow (i.e. compression, inlet separation, pretreatment,
etc.).
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Once hazards, consequence, and safeguards are identified, risk ranking is carried out and
recommendations are made to overcome or improve the hazards. The process of risk ranking is
normally performed using a risk matrix which is further discussed in 7.2.3.

Node

!

Hazard category
and guidewords

!

Th
ea
reg

At

Hazards/causes

!

Consequences

!

Existing
safeguards

!

Risk ranking
considering existing
safeguards

!

Recommendations
if applicable

More hazards ? More Scenarios ?

Figure 4 — Process’during a HAZID workshop

e HAZID shall produce a list of recommendations and an action plan. This action plan
'h recommendation developed along the HAZID meeting and shall be tracked (for example
Fister) for its assessment and implementation.

ypical HAZID workshop is nermally recorded with the following:
activity ID;
function;
failure mode;
failureqneéchanism/cause;

system failure effect;

cansequence category (e. g. people, environment, assets, reputation);

addresses
via a risk

consequence (ranked according to risk matrix being used);
likelihood (ranked according to risk matrix being used);
criticality (low, medium, or high);

action items identified;

comments.
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7.2.2 Failure mode and effect analysis (FMEA)

The definition of failure mode and effect analysis is an analytically derived identification of the
conceivable equipment failure modes and the potential adverse effects of those modes on the system
and mission. It is primarily used as a design tool for review of critical components.

Further details are given in IEC 31010:2019, B.2.3 and ISO 17776:2016, C.11.

7.2.3 Risk matrix

The risk matris-an-effective qaatitativeriskassessment-ane — e
workshopis in support of HAZIDs and FMEA. It can be used during the following quantitative a sis
(see 7.3 apd 7.4). The results from the detailed analysis in terms of frequency and consequ ¢an
be report¢d in the matrix. This enables to track and tune the efficiency of the risk-reducin f;leasur es,
qualify inftial assumptions, and confirm the initial scenario ranking.

An examplle of a risk matrix is shown in Figure 5. r\(b
C

Consequence Increasing prol\a‘ailift\y

Severity|| People Assets Environ- Repu- A B R O\ C D
rating ment tation )

AN
Has occurred | Has occur@ " Occurred Occurred
in E&P in opQg: several times | several times
industry c y

ayearin ayearin
operating location
¢ §\ company

0 Zero Zero Zero Zero Q N
injury | damage effect impact Ma;g é&or continued

1 Slight Slight Slight Slight | i vement
injury | damage effect impact [\~
2 Minor Minor Minor Limite@
injury | damage effect impact
3 Major Local Local @h?l’de-
injury | damage effect | “Table

R " impact
4 Single Major m Major Fail to meet
fatality | damage O" national screening
Ch impact criteria
5 Multiple Exten@ Massive
injury e effect
v
A)
&?§ Figure 5 — Example of a risk matrix

)

The risk matrix should reflect the company, national and international regulations and practices.

7.2.4 Bow-tie

The bow-tie is a design tool that can be used to assess barriers to prevent occurrence of top events and
recovery measures to reduce the consequences. It is based on a model that represents how a hazard can
be released, escalate, and how it is controlled. Figure 6 shows the bow-tie diagram.

18 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=027c9a0ac7431d3c882bb7cb2ff8b1d4

ISO/TS 16901:2022(E)

Thee bow-tie model provides for the assessment of hazards'in order to:
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Figure 6 — Bow-tie diagram

identify the potential hazard release, escalatioif,'and consequence scenarios;

identify the controls (i.e. barriers and escalation factor controls) required to effective
these hazards, (e.g. the HSE critical elements, HSE critical activities, and procedures);

support the ALARP demonstration;

provide visibility and communigate the above information to those responsible for ma
who can be affected by the hazards;

in the event of an incident, have the ability to relate causes of incidents to the controls {
thus enabling improved'incident learning and prevention.

parrier is the common term for controls, recovery measures, and escalation factor corn
bvent a threatfrom being released and then causing the consequences. Barriers prevent
probabilityéf'éach threat or prevent, limit the extent of, or provide immediate recovery

right of.the top-event are recovery measures.

[riérs'can be for example:

y manage

haging, or

hat failed,

trols that
or reduce
' from the
arriers to

design features (e.g. separation distances);

hardware (e.g. pressure relief valve, fire detection);

processes (e.g. lock out/tag out);

operational intervention tasks (e.g. plant monitoring/shutdown);

combination (e.g. alarm plus operator action).

An adequate set of barriers to manage each threat shall be identified. For a barrier to be valid, it shall

be:

effective in preventing the top-event or consequence;
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— able to prevent a specific threat from releasing the hazard;
— verifiable (e.g. through audit of the HSE critical activity needed to maintain an effective barrier);
— independent of the other barriers within the same threat line.

The application of the “bow-tie” depends on company and national regulations representing acceptance
criteria and practices.

The barriers are counted from the threat to the consequence. Table 2 gives an example on the required
numbers to demonstrate ALARP. If the required number of barriers in Table 2 cannot be met, layers of
protection analysis (LOPA, IEC 31010:2019, B.4.4) should be used.

Table 2 — Required number of barriers to demonstrate ALARP

Barriers High risk hazards Medium risk hazards Other medium risk haz-
with potential fatalities |ards
Total numper of barriers |5 controls + recovery 4 controls + recovery 3 controls + recovery
from thregt to measures measures measures
consequerjce
Controls 3 controls to be in place 2 controls to be in place 2 controls to be in place
(threat) for each identified threat. |for each identified threat. |for each identified threaf
Alternative: 4 controls Alternative: 3 contrals
Recovery measures 2 recovery measures re- |2 recovery measurésre- |1 recovery measure re-
quired for each identified |quired for each.identified |quired for each identifiefl
(consequepce)
consequence. consequence: consequence
Alternative: 1 recovery Alternative: 1 recovery
measure measure

In most ifjstances, a barrier only is counted as one~An experienced hazard analyst with experiencq in
using LOBA can give a barrier additional credit based on the LOPA tables. For example, for a protectjve
instrument system that is a SIL 2, which givés-a probability of failure on demand between 10-2 gnd
10-3, can|be counted as two barriers.

7.2.5 HAZOP

The HAZQP is suitable for identifying hazards associated with deviations from the design intent of
the LNG terminal. It draws upoh the facility process and instrument diagrams (P&IDs) as the bgsis
of the stufly and is used mote/as an audit tool once the design is well understood and minor changes
to the sygtem can be ineefporated easily. HAZOP is a vertical thought process with only one or two
simultaneous failuresgwhereas HAZID is a lateral thought process which can result from a number of
simultaneous failures:

the main focus, ‘operability problems are also identified to the extent that they may have the potential
to lead to pafety or environmental hazards, or have a negative impact on plant profitability. The HAZOP
team involves a group typically consisting of operators, designers, technical specialists (both external
and internal to the design team), and maintainers focussing on specific portions of the process called
“nodes”. These sections are defined from the P&IDs prior to the study. A process parameter is identified,
e.g. flow and then typical guidewords are then applied to the specified sections to identify possible
deviations (e.g. a guideword “no” is combined with the parameter “flow” to create a deviation, “no
flow”). The team then lists all the credible causes of a “no flow” deviation beginning with the cause that
can result in the worst possible consequence.

HAZOPs dre used.to identify both hazards and operability problems. Although hazard identificatiOJ is

HAZOP is applicable during the basic design (FEED), when P&IDs are issued, as well cause-effect matrix
has been produced. It is usually carried out during the detail design as well and may even be reapplied
during a management of changes.
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The typical outputs of a HAZOP analysis include the following:
— identification of possible deviation states;

— identification of the possible causes for deviation;

— probable worst-case scenarios;

— documentation of existing safeguards;

— action required to reduce risk;

—| allocation of action to an individual or group.

Figure 7 presents the methodology of a HAZOP workshop.

| Set study nodes |

| Select node I

| Select deviation |

| Consequence |

Yes Yes Yes
| Safeguard | \
|Rec0mmendation Next deviation Nextnode »

Figure 7 — Process during a HAZOP workshop

Further details are given'in [EC 31010:2019, B.2.4

7.2.6 SIL analysis

Safety integritylevel (SIL) analysis as described in the IEC 61508 series complements the HAZ(QP analysis
an(l the riskassessment study by defining the level of confidence required from the instrumented safety
systems-including mechanical devices and software, intended to prevent hazardous situationg affecting
saflety ef‘persons and/or the environment or to mitigate their consequences.

The IEC 61508 series also introduces the notion of safety life cycle that aims to secure the reliability of
the implemented safety systems throughout the life of the system.

The SIL assessment should be based on layers of protection analysis (see the IEC 61508 series).
7.3 Quantitative analysis: consequence and impact assessment

7.3.1 General

Quantitative risk analysis requires the use of numerical models. Validated models should be used when
available.

©1S0 2022 - All rights reserved 21


https://standardsiso.com/api/?name=027c9a0ac7431d3c882bb7cb2ff8b1d4

ISO/TS 16901:2022(E)

7.3.2 Consequence assessment

7.3.2.1 Consequence models

A wide range of computational tools are available to assess the consequences from accidental events
comprising both empirical tools and tools developed from the basic physical equations. The burning
characteristics depend strongly on the type of fuel (natural gas, LPG) and shall be reflected in the
assessment.

The conse

quence models should be validated by the following:

— takin
exper

— havinE been published in an archival, peer-reviewed scientific journal in the related\scientif

engin
— provi

The most

b into account the physical phenomena observed in, and with the data obtained from, availa
imental data;

ering discipline;
ling output details of the physics and analysis.

mportant categories are listed in Table 3 below.

Table 3 — Categories for consequence models

ble

ic/

Empirical models Models based on solving phypi-
cal equations
Liquid spreading and vaporizing gas Gaussian, plume, and dense'gas |CFD
dispersion models
Fire Thomas formula, jet.fire, or pool |CFD
fire models Heat transfer models for fire
radiation.
Explosion A number‘of commercial packag- |CFD
es available, energy correlations
Structural damage Engiheering tools, Minorsky’s FEM and classical mechanics.
energy based correlation for
assessment of impact damage
CFD moddls are gaining acceptance in gas dispersion, fire, and explosion analysis for complex situatiopns.
These moflels offer an accuraté hepresentation of the flow mechanics. However, it is important to kgep
in mind that the quality of the'results depends upon model assumptions and inclusiveness of physicpl/
chemical processes more‘“than the number of significant digits or the appearance of the graphilcal
presentatjons.
7.3.2.2 Fluid properties

Hazardou

5 material properties used for the calculation should be clearly defined in particular:

— the composition of the release material;

— the thermo-physical properties of the release material;

— the flammability limits of the released material, i.e. the proportion of combustible gases in a mixture,
between which this mixture is flammable.

For LNG p

22

roperties, see EN 1160 or the range of natural gas compositions expected in the plant.
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7.3.2.3 Evaporation of spilled flammable material

The assessment of evaporation of flammable gases from a pool of spilled liquids is based on the
following:

— the determination of the pool propagation speed;

— the calculation of the rate of evaporation versus time and, in particular, the maximum evaporation
rate.

The factors to be defined are the following:

a) | phenomenon of instantaneous vaporisation (flash);
b) | nature and temperature of the surface (water, soil, concrete, etc.);
c) | ambient conditions (temperature, humidity, wind velocity, stability class).

Fifst evaluation for LNG can be based on evaporation rates. The evaporation.rates can be degcribed by
theories of the pool spreading and vaporisation models that have been verified with experimgntal data.
Thse theories are normally imbedded in commercial software tools.

7.3.2.4 Gas dispersion

The assessment of gas dispersion shall determine the zone dffgcted by a cloud extension of flammable
mdterial. The extent of the zone is given by the distancefrém the source to the flammabilitly limit for
the gas. Normally, 0,5 LFL is used to account for model uncertainty.

The factors to be defined are the following:

a) | Ambient conditions: the ambient conditions*are often described by the Pasquill stability classes.
The Pasquill method gives a break-down of the amount of atmospheric turbulence present as
follows:

1) A:extremely unstable;

2) B:moderately unstable;

3) C:lightly unstable;

4) D:neutral;

5) E:lightly stable;

6) F: moderately stable.

b) | Windspéed, direction, and frequency (the wind rose).

c) | Relative humidity of the atmosphere.

d) Influence of terrain and obstacles.
Dispersion analysis is normally carried out for selected accident scenarios reflecting local conditions.

It should be noted that the safety distances as a result of gas dispersion can be different depending on
regional requirements (see NFPA 59A and EN 1473)

7.3.2.5 Thermal radiation
The assessment of thermal radiation shall determine the risk due to thermal radiation by calculation of

the radiation contours caused by ignition of flammable material from a pool or jet by determination of
the radiant heating effects on the exposed targets.
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The following factors are to be defined:

a) source configuration (pool dimensions, flame size, and shape, etc.);

b) target configuration versus the radiation source (distance, elevation);

c) targetreflectance properties;

d) emiss

ive power of the flammable material;

e) ambient temperature;

f) relati
g) wind
7.3.3 In

Impact cajn be defined as the damage to life, health, or property. Damage can takesmany forms. M

used arel

Regulatio
NFPA rec
applicablg
of 1,5 kW,

For risk-b
which giv

general, do not feature in LNG operations. Main use of thexinformation is guidance for QRA rule s

(which off

Fire radijation

The asses

(people buiildings, etc.) in case of fire.

The asses
— positj
— ambig
— emisy
The impa
effects of

progressiy

— pain;

ye humidity;

speed, direction, and frequency (the wind rose).

npact assessment

pss of life, irreversible health effects, and loss of money.

pbmmends 5 kW/m? for fire radiation and EN 1473 recommends range of allowable val
for areas with different vulnerability (e.g. lower allowable¢adiation in outside public ar
m2)

hsed assessment, impact for personnel has to be evaluated as described in the next subclaus
b guidance on the impact on human beings and equipment from fire, and explosion. Toxics

en are referred to as probits).

sment of fire radiation shall determine“the radiative heat flux received by different targ

kment shall take into account the following:
on from the source;
nt conditions;

ivity of the source;

thermal £adiation on humans are most relevant in the immediate vicinity of an incident. T
Fe effects resulting are as follows:

s require the assessment of fixed values be given to which impactto personnel. For examﬂlle,

DSt

€s
£as

ets

't criteria contained in this subclause relate to the thermal radiation outcome. The physifcal

he

— first-degree burns;

— Secon

— third-

d-degree burns;

degree burns;

— fatality.

These effects are commonly linked to the intensity of the incident thermal radiation and Table A.1
provides the typical consequences of exposure to various levels of intensity and the expected time to
each effect. Values have been approximated to reflect uncertainty in calculation and represent “cautious
best estimate” values.
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Flash fires

Any people caught in an ignited, dispersing flammable cloud may result in serious injuries or fatalities.
In practice, people inside the LFL dispersion cloud zone are assumed to result in causalities.

Explosions

People can survive fairly strong blast waves and in accidents involving explosion there are very few
cases in which the blast effect has directly caused fatality. Typical injuries/fatalities following an
explosion are caused by burns, flying fragments, buildings, or other structures falling down or being
disintegrated and persons falling or “flying” and subsequently hitting a solid object (whole body
digplacement).

In risk analysis, the most important effects are the following:
—| flying fragments hitting personnel;
—| whole body displacement resulting in impact damage;

—| damage from impact caused by collapsed structures.
7.4 Quantitative analysis: frequency assessment

7.4.1 General

The frequency part of the risk assessment is trying to determine how often things go wrong with the
potential to result in damage, injuries, or fatalities. A ntunber of tools are available.

7.4.2 Failure data
Relevant failure data for components exposed to LNG operation is available at OREDA HandbpokI23].

Th relevance of existing failure data is.often disputed because the experience does not fully reflect the
opprational conditions and component-design. The lack of relevant data can tempt the assegsor to use
data that are not applicable to the issue at hand. Typical examples are using general pump leqk data for
capned pumps or double flushed seal pumps.

However, in spite of the lack offailure data for similar components in similar situations, there are strong
arguments for using available failure data as explained below:

—| all components-shall be fit for purpose;

—| design requireéments, quality control and maintenance represent the safety net to ensute that the
componentis fit for purpose;

—| afailure occurs when the control and procedures in place to ensure "fit for purpose” failq.

Fajltire data being used in risk assessments should always be referenced and be auditable.

Failure data may be derived from experience database as explained in Clause A.3. These are data
gathered all over industry. Based on the number of incidents and the number of equipment items in
operation, an incident frequency can be established.

7.4.3 Consensus data

Consensus data based on discussion and agreement among experienced personnel can be used when
no data are available. By interviewing a group of people with relevant experience, meaningful incident
frequency data can be developed. However, the methodology can only be used for event frequencies
which have an occurrence of at least once every three years to five years. For lower frequencies, the
group should be large and it is questionable whether there are that many people at your disposal with
the relevant experience.
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7.4.4 FAULT tree

Afaulttreeisananalysis ofthose eventsin a process that canresultin particular malfunctions or failures,
shown in the form of a tree diagram. Fault trees are very useful in simple systems like instrumentation
where they are used quite often (see SIL). For complex systems like it is more complicated; e.g. trying
to work out the leak frequency of a particular type of tank is riddled with pitfalls. The main problem
with fault trees is that it is very difficult to identify all the contributors to the failure and to recognize
common mode failures. Errors in both lead in general to a too low a failure frequency. In general, the
equipment fails more often than calculated. As they are also very time consuming, their use should not
be encouraged.

A fault tree diagram is usually written out using conventional logic gate symbols (“And” and-“0x”).
The route|through a tree between an event and an initiator in the tree is called a cutset. The Shottest
credible way through the tree from fault to initiating event is called a minimal cutset.

Fault treep can be used to illustrate the contribution from the various part of a system}yFor example,
a fire-fighting system can highlight the contribution from the firewater pumps, deluge valves, gnd
detection] The effectiveness of adding additional detection or fire water pumps catbe illustrated using
fault treeq.

Further fgult trees can be used to assess the effects of mitigation measures’(redundancy, inspectipn,
maintenanhce) on failure frequencies of components and systems.

Further dgtails are given in IEC 31010.

7.4.5 Eyent tree analysis (ETA)

An event [tree is a graphical way of showing the possible~outcomes of a hazardous event, such af a
failure of|equipment or hydrocarbon release. An ETA\eXplores the possible outcome of the initial
event and| determines the resulting frequencies of the,different end events which represent differgnt
consequences. As such, the event tree is a logical tool'to aggregate probabilities and risks.

The brangh probabilities determine the distribution of the top events and reflect protective barrigrs
that are gnforced to reduce risk. For example, the ignition probability for a hydrocarbon releasq is
lower if the leak has been detected and eleetrical systems being shut down. And therefore an event tree
can be used to assess the efficiency ofidifferent mitigating measures by doing comparative studies|by
variation pf the branch probabilities teflecting the different mitigations.

Further dgscription is given indEG 31010.

7.4.6 Exceedance curves’based on probabilistic simulations

The normal approach to risk assessment is to assess the consequences and probabilities ffor
representptive accidental scenarios defined by given parameters (e.g. release size, weather and wind
condition$, activation of safety systems after a defined delay) resulting in a few point values, becaj:se

of the limjted'number of scenarios. When there are only a few variables this is not a problem. Howeyer,
when the yatiables are many like in explosions, then it is difficult to present the results in a meaningjful
manner.

An alternative approach is to characterize the different parameters as a distribution and use a
probabilistic simulation, e.g. by Monte Carlo analysis.

An example from a Monte Carlo simulation of explosion pressures is shown as an exceedance curve in
Figure 8 (exceedance curves are, for example, defined in NORSOK-Z013). The variation in overpressure
reflects the variance in important factors:

— size of the releases;
— location of release;

— effects of weather conditions;
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The results from the simulation are a huge number of frequency/overpressure pairs. These are ordered

on

Th
ex

7.5 Risk assessments (consequence*freéquency)

7.3.1 Risk assessment tools

Th

mast cases, a computerized modelis used to handle the large number of risk contributors.

Th
be

Th

7.3.2 Ad hocdeveloped risk assessment tools

Ad| hoc QRA“models are usually based on modelling with multi-layer spreadsheets. Thes
sheetscitypically contain the following:

overpressure and the frequency plotted versus overpressure as shown in Figure 8.

f
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Figure 8 — Sample result of probabilistic’explosion modelling

e graph can now be used to estimate how frequently a value is exceeded, e.g. to decide on s
blosion barriers, buildings, or structures.

e aggregation of consequence and/frequency into risk can be done simply in a tabular fory

e outputs from these risk assessment tools shall be verified, whether by hand ca
hchmarks, and other testbet verifications.

ese risk assessmenttools fall generally into two groups: ad hoc developed and proprietary|

trength of

nat, but in

culations,

e multiple

acountofthe numberand fypn of rnmpnnnnfc inthe p]anf;

a table of failure rate data for each component size and type;

a table of consequence distance (i.e. distance from hazard source at which fatality
potentially occurs) for each type and size of failure;

or injury

a sheet with a wind rose with time-based delimitations relevant to vapour cloud dispersion

directions;

a table of occupancy numbers and percentage exposure values for occupied areas of the site.

By multiplying these elements together and summing the results on an area basis, the risk of a fatality
in a grid of plant areas can be determined.
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Advantages of the spreadsheet method

The calculation methods and steps can be traced from step to step so that the internal working of the
model can be reviewed and understood at any given time.

Modifications to the spreadsheet logic can be easily achieved by a skilled risk practitioner.

As the model is transparent, inspection of the model shows quickly the events that contribute most of
the risk and whether these “higher risks” are due to the number of hazard sources, the frequency of
release the “fatality distances” that the hazards have, and the numbers of people exposed to the risk.
The visibility of these factors allows judgement to be applied in how to reduce risk levels if they are too
high.

Disadvanjtages of the spreadsheet method

It requirgs a QRA Engineer with considerable knowledge of QRA methodology addy significant
spreadshget programming ability to build the model.

The mode]s are often large and complex and difficult to check properly.
The contrpl of changes to the model is difficult without a rigorous check and approval procedure.

The mainfenance of spreadsheet models can be difficult as original author's move on if the spreadshpet
is not fully documented.

Developers of spreadsheet models often prefer not to have integrated consequence models to avpid
excessive fomplexity and often use a curve fit from a range of results from other consequence modelljng
programs| A change in a plant parameter may need a new set\of consequence curves need to be built
which is tme consuming.

7.5.3 Proprietary risk assessment tools

Proprietal'y models have been developed by companies often to assist them with their own consultancy
work and [subsequently made available to thedndustry. They are usually the fruits of years of research
and have|been subject to thorough chegking of their modelling methods and internal calculatjon
methods.

They are gyisually subject to updates/by‘the software support team.
Advantages of proprietary models

Some models include failurevate data based on the company's own failure rate data base. This can|be
an advantpge as failure faté data have always been difficult to obtain.

Other programs previde a framework in which the user can place their own failure rate data.

Proprietal'y risk-assessment models often sit above a proprietary consequence modelling program
which is often‘available in its own right. This makes the software sensitive to changes in the design qnd
these can lhedncarporated guickly

Disadvantages of proprietary models

The model is a “black box”. If it behaves in an unusual or unpredictable way, it is usually difficult to
understand what is going on inside the “box”.

Some changes can come about as the underlying consequence modelling “engine” moves from one
calculation algorithm to another as parameters vary. This characteristic gives the user no support if
challenged by a customer over the output from the program or a change in the output as a result of a
parameter changing slightly.

28 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=027c9a0ac7431d3c882bb7cb2ff8b1d4

8

ISO/TS 16901

Accident scenarios

8.1 Overview accident scenarios

Identification of accident scenarios are an essential part of any risk assessment.

:2022(E)

The accident scenarios that are studied in a risk assessment are generally identified as part of a hazard
identification session.

This clause presents typical accident scenarios that should be considered and that could have an impact

on
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thedesigmand fayoutof the imstattation:

e scenarios result in the release of flammable material for which the consequences(to/be
Ve already been mentioned in 7.3.

bical scenarios for LNG facilities comprising release of all types of hydrocarbons

refrigerants and natural gas liquids) and other scenarios that should beircensidered fo
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essment are listed in 8.2. There are the general scenarios that apply to,dllhydrocarbons ¢
hipment. These have been supplemented with scenarios that are! NG specific and
brlooked by personnel without in-depth familiarity with LNG plants.

her accident scenarios that should be considered for export terminals are presented in 8.3.

The development of the accident scenarios for hydrocarbon r€leases including escalation arg
ADE

ex B. Possible domino effects should be addressed not énly within the terminal but also t
the surroundings and impact of the surrounding facilities on the terminal.

beneral, QRA are designed to model the operation.6f the facilities. However, simultaneous
jor construction/maintenance in or near process areas in operation should be part o
essment.

furity assessment, e.g. vulnerability to terrorist attack, are not considered here and sho
pject of a specific study.

. LNG import facilities including SIMOPS

pical possible accidental releases of flammable material for LNG import terminal are listed
luding the possible soufce of release scenario and examples of the initiating event.

analysed

(including
r detailed
ontaining
might be

shown in

he impact

bperation,
f the risk

hld be the

in Table 4
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Table 4 — Typical accident scenarios for LNG import facilities

Source of release Scenario Possible causes

General process and cargo handling |Accidental release from equipment |Flange tightness
and piping

Defective gasket
Weld defects

corrosion

Impact

Supporting structure damage

External fire

Overpressure (e.g. pressure tests
during commission)

Embrittlement

Earthquake

Other natural hazards

Accidenta] release from LNG carrier |Ship collision Passing ship adrift
tanks at jetty 2

Ship pressure relief valve Overpressure

Rollover

Jetty Damage to piping Ship colliding with jetty or trestle

Loading arms leak/ruptune Ship movement, ERC/PERC failure
List (loss of ballast)

Extreme weather

Line failures

Swivel joint failure

Pressure surge during transfer

External fire

Earthquake
RPT LNG spills Spill of LNG into water

Storage Tank roof collapse Tank overfilling

Tank overpressure

Rollover

Flying object

Tank Fire damage

Tank leakage Dropped in tank pump

Internal/external leak tank bottom/
wall

Earthquake

a  Hazards related to ship approach and manoeuvre into the harbour are assumed to be addressed in a specific study.
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Table 4 (continued)
Source of release Scenario Possible causes
Tank PSV release Tank overfilling
Tank overpressure
Rollover
BLEVE Fire impact on pressurized hydro-
carbon containers.
Tank leakage from N, Internal/external leak tank bottom/
Ldll}\b Wd“
Earthquake
Leaks from tank See general
piping/manifolds
Prpcess Recondenser Overpressut'e
leak/rupture
S&T exchangers/ Pipe rupture
plate fin exchangers
leak/rupture
Overpressure
Defective gasket
LNG vaporizers Pipe rupture
leak/rupture (incl.
intermediate fluid:
propane, methanol)
Overpressure Overpressufe
Pipe rupture Overpressure (LP/HP bou|ndary)
Pressure surge during unloading
Pressure surge LP/HP send-out
lines
Cold breakthrough (vapoifizers)
Overpressure export gas line
Rotating Surge control
equipment/disk
rupture
Utjlities Flare and or vent Plant upset
release
LNG trucking Releases during Rupture of transfer hoses|or piping.
transfer Operational errors
a | Hazardsyelated to ship approach and manoeuvre into the harbour are assumed to be addressed in a specific study.

8.:

8 ““LNG export facilities

Typical possible accidental releases of flammable material for LNG export terminal are given in Table 5
where the possible source of release scenario and the initiating event are also listed.
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Table 5 — Typical accident scenarios for LNG export facilities

Source of release

Scenario

Possible causes

General applicable to
all parts of the

Accidental release
from equipment and

Flange tightness

Defective gasket

facilities piping Weld defects
Corrosion
Impact
Supporting structure damage
External fire
Overpressure (e.g. pressure tests during commission)
Embrittlement
Earthquake
Other natural hazards
Slug catchpr and Escalation from fires |Ignited leaks
receiving
Conditioning Spillage of fat solvent |See general
Pressurized liquid See general
spills in fractionation
Liquefactipn BLEVE of refrigerant |External fire
Storage BLEVE of External fire
refrigerants
Tank roof collapses Tank overfilling
Tank overpressure
Rollover;
Flyingobject
Tank leakage Drepped in tank pump
Internal/external leak tank bottom/wall
Earthquake
Tank PSV release Tank overfilling
Tank overpressure
Rollover
Jetty Damage to piping Ship colliding with jetty or trestle
Loeading arms Ship movement, ERC/PERC failure
leak/rupture List (loss of ballast)
Extreme weather
Line failures
Swivel joint failure
Pressure surge during transfer
External fire
Earthquake
RPT LNG spills Spill of LNG into water
Utilities Hot oil fires See general
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9 Standard presentation of risk

Risk assessments are being used to support decisions. It is therefore essential that the results from a
QRA are presented to ensure the following:

— Therisk picture including compliance/noncompliance with acceptance criteria is communicated to
and understood by decision makers and other stakeholders.

— That risk-reducing measures and recommendations are clearly presented and understood by
decision makers.

—| That methodology, assumptions, and data are described in sufficient detail to enable-tfaceability
and possible modifications. The study shall be auditable and traceable.

—| This requires that the results are presented and communicated in a consistent”way [reflecting
acceptance criteria and legislation, project decision criteria, and company philesophies.

Thle minimum content of a QRA report is outlined by the following table of contents:

Flammable and toxic release scenarios

1. | Executive summary
2. | Description

3. | Study methodology
4. | Hazard/Top event ID
5.

6.

Other hazards

i. Transport

ii. Structural

7. | Risk presentation

8. | Sensitivity studies

9. | Results and Discussion

10| Conclusions and Recommendations
11| Appendices

i. Systemiayout

ii. AssUmptions register

iii, * Frequency data

iv. Consequence modelling results
v. Action follow-up register

The documentation of input data, model assumptions, and selection of models should enable verification
and modifications, such that the results can be reconstructed.
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Annex A
(informative)

Impact criteria

A.1 Acgidentimpactcriteria

A.1.1 Thermal radiation

Table A.1 presents the effects of thermal radiation on humans and structures.

Table A.1 — Effects of thermal radiation (Ref: UK HID SPC/Tech/@SD30)

after 30 s exposure.

Thermal Effect on humans Effect on structures
radiation

KkW/m?2

1,2 Received from the sun at noon in summer.

2 Minimum to cause pain after 1 min.

<5 Will cause painin 15 s to 20 s and injury

cape only is possible.

>6 Pain within approximately 10 s rapid es-

duration exposure.

12,5 Significant chance of fatality for medium \~\{Thin steel with insulation on the side away from
the fire may reach thermal stress level high enoug

to cause structural failure.

neous exposure.

25 Likely fatality for extended expasiire and

peratures that can cause failure.

Spontaneous ignition of wood after long exposurg.
significant chance of fatality for instanta- |Unprotected steel will reach thermal stress tem-

exposed instantaneously:

35 Significant chance of fatality for people Cellulosic material will pilot ignite within one mi

ute exposure.

Concrete walls will spall.

A.1.2 Oyerpressure

People can survive fairly strong blast waves and in accidents involving explosion, there are very f

cases in hich the blast effect has directly caused fatality. Typical injuries/fatalities following

explosion|are caused by burns, flying fragments, buildings, or other structures falling down or be
disintegrdted~and persons falling or “flying” and subsequently hitting a solid object (whole bg

displacement). In risk analysis, the most important effects are the following:

an
ng
dy

— flying fragments hitting personnel;

— whole body displacement resulting in impact damage;

— damage from impact caused by collapsed structures.

Data for explosion effects on personnel for use in QRAs are given in References [19] and[22].

34
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A.2 Simple risk calculations

Simple risk calculations are often useful to support decisions, particularly in the early stages of
a development when the information required to do a full QRA do not exist. An example of such
calculations is given below:

The event tree in Figure A.2 is an element of a single risk analysis. It develops the risk at an occupied
target location 100 metres from a single release scenario on the plant.

The intent is to illustrate a possible calculation mechanism that can be used. All the figures are fictional.

The example can be expanded to include other release and hazard scenarios and other target/distances
anfl directions and other atmospheric conditions as shown in Figure A.1.

Theese can then be aggregated to produce levels of risk overlaid on a geographic mesh around|the plant.
A 1fisk contour plot can be produced from the mesh of risk values.

When an event tree model such as Figure A.2 is used, the maximum valu€sthat dominate aggregates
risk levels at particular points can be identified. This allows mitigation measures to be beneficially
fodqused on particular hazards.

Further information and similar event trees are given in IEC 31016

Figure A.1 — Wind rose for simple risk assessment
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Holesize Gas Jet fire Can jet Isleak Vapour  Can Iswind  Ignition  Occupancy Risk Event
ignitedat length firereach directed at cloud flammableblowing  probability at target  calculator risk
source target target dispersion vapour  towards attarget

distance reach target
target

Probability Probability Distance  Probability Probability Distance  Probability Probability Probability

to target to target

A B C D E F G H I ] K

1 mm Yes 5m No Yes Yes =AxBxDxEx]

1,00E-03| 0,9 100 m 0 0,25 0,33 0,00E+00
No 50 m No Yes Yes Yes =AxBxGxHxIx]

0,1 100 m 0 0,15 0,9 0,33 0,00E+00
Methane [p mm Yes 5m No Yes Yes =AxBxDxEx]
leak 1,00E-04| 0,9 100 m 0 0,25 0,33 0,00E+0
No 110 m Yes Yes Yes Yes =AxBxGxHXIX]J
0,1 100m 1 0,15 0,9 0,33 4,46E-07

100 mm Yes 150 m Yes Yes Yes £AXBxDXEx]

1,00E-05( 0,3 100 m 1 0,25 0,33 2,48E-07
No 200 m Yes Yes Yes Yes =AxBxGxHxIx]

0,7 100 m 1 0,15 0,9 0,33 3,12E-0,
Total Risk 1,00E-0,
Figure A.2 — Sample event tree for a simple riskassessment
A.3 Failure data

The frequlency at which failures can occur in a system or equipment item is usually modelled throy
ntial failure distribution that can be definedby a unique parameter, called failure rate, tha
ver time. In that case, the failure rate, noted A, is linked with the mean time to failure (MT']

an expong
constant g
of equipm|

MTTF

The failur

How to dg
all toget

ent items with the following relationship:

=1/

the incidept database(is an important factor for obtaining dependable results.

Derivations of incident data into failure rates can include the following:

— alistipgoef failure modes whose criticality may be broken down into incident groups;

e rate is usually given “per-year”, but other units may also be encountered (ex: “per hour”),

rive the information within an incident database into failure rates or MTTF is another is;
r as often the confidence of probabilistic failure calculations depends heavily upon
dependabljlity of good failure.data. One should use the best available data to estimate the equipment
systems failure and therefgre should have data from a large panel of sources in order to ensure the m
appropriafte data are Gsed. Additionally, a thorough understanding of how information is presented i

— the cause of failure may also be available and should be listed;

— the observed number of failures for each failure mode is calculated;

— the total population of the equipment item or system and the number of facilities it appears on;

gh

kis
'F)

ue
he
or

DSt

— the total time in service of the equipment item or system in terms of calendar time, operational

time,

and the total number of demands;

— the uncertainty range of the failure rates of each failure mode;

— the mean time to failure (MTTF) estimate;
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the mean time to repair (MTTR) estimate.

:2022(E)

Doing this, a number of factors should be taken into account. For instance, reflecting the clean service
of a system should incorporate modifying the failure rate to remove the downtime (associated with
equipment failures) of certain failure modes. The population should also be taken into account to ensure

an

adequate range of data are analysed.

Ideally, the equipment failure frequency is estimated using data that has been collected from similar
equipment that has been exposed to similar conditions — process, environment, maintenance, etc.
In practice, this will usually not be possible. Differences in the history of equipment can limit the

ap

q]ir‘nhi]ify ofthe generic data.In practice,a }'IIHgmnnf should be made frading_nfffhn avai]”bility and

ap

Ho
fai

especially for novel or improved systems or equipment.

AR
ing
pr
inf]

calise an impact on production?).

Se

So
pr
ing
Fa
of
ing

Se
fro

It
av

A.

blicability of generic data.

wever, when possible and additional resources can be assigned, it is often preferfed to
ure rate data using techniques such as a failure, modes, effects, and criticality ‘analysis

MECA study normally takes a group of operational personnel and stepsthrough a system
ividual equipment items as to the types of failure modes and the‘overall effect of

prmation on the criticality of equipment is determined (i.e. if this‘valve fails, will it fail s3

e References [23], [24], [25], [26], [27], [28] and [29] on failure rate data of equipment item

OREDA Handbook!23] contains data for use in reliability, availability, and maintainabilit)
failure rates, failure mode distribution, and repairtimes for equipment;

CCPS Process Equipment Reliability Database.The database is only open to CCPS member
data are available in Reference [25].

ctical use in a risk assessment. Therefere, the main information mostly comes from the ¢
ustry and the chemical industry.

lure data also include leak frequency data, which allows to estimate the probability
various sizes on pipes and.€quipment items (e.g. valves, pumps). These data can be der
ident databases or expertjudgment as well.

p References [30], [317)[32], [33], [34], [35], [36], [37], [38] and [42] for further informati
quency data.

4 List of hazards to be considered (reflecting experience data)

Hetermine
(FMECA)

assessing
failure on

duction. Apart from important reliability data in terms of MTTFs and MTTRs of equipmeent items,

fe? Will it

S.

I studies -

5 but some

me sources of data specific to LNG equipmeént items exist (see Reference [29]) but they are df a limited

il and gas

y of leaks
ived from

bn on leak

s$hould be notéd that there are no publicly available incident databases for LNG plants that can be
hilable to derive leak frequencies and therefore should rely on the above more general data).
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Table A.2 — HAZID checklist, external and environmental hazards

External and environmental hazards

Hazard type

Guideword

Expanders

Natural hazards

Extreme weather

Temperature extremes

Waves

Wind

Dust

Flooding

Sandstorms

Ice

Snow

Blizzards

Fog

Fast atmospheric pressupé changes

Lightning

Climate change

Seismic activity

Earthquake

Soil liquefaction

Erosion

Ground slide

Coastalerosion

Riverbank erosion

Subsidence

Ground structure

Foundations

Settlement

External and third-party
hazards

Third party activities

Farming

Fishing

Local industry

Helicoptet/Aircraft crash

Ship(collision

Operator

Human erfor

Maintenance

Inspection

Table A.3 — HAZID checKklist, facility hazards

38

Facility hazards
Hazard tyipe Guideword Expanders
Process hazards Process releases (LNG) Gas clouds

— Unignited Cryogenic spills

Gas detection

Emergency response
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Table A.3 (continued)

Facility hazards
Hazard type Guideword Expanders
Ignited process releases Fire
(natural gas) Explosion
Heat
Smoke

Fire detection

Emergency response

Ignited process releases
(LPG, refrigerants, and other
hydrocarbons with different
burning characteristics than
natural gas)

BLEVE

Fire

Explosion

Heat

Smoke

Fire detection

Emergencywesponse

Process releases

Toxic gasdetection

— toxic Emergency response
Flaring Heat
[gnition source
Location
Venting Discharge to atmosphere
Location
Dispersion
Draining
Sampling Operator error

Adcommodation and non-pro- | Non-process fires

ceps area hazards

Control rooms

Accommodation

Smoke ingress

Ingress to safe areas

HVAC shutdown

Gas ingress

Ingress to safe areas

HVAC shutdown

Stacking and storage

Table A.4 — HAZID checklist, health hazards

He¢alth hazards
Hazard type Guideword Expanders
Health hazard Disease hazards Endemic diseases

Infection

Contaminated water/food

Social, e.g. HIV

Working environment

Physical

Drinking water

Lighting

Noise

NOTE

Hazards specific to LNG facilities not addressed in general checklists.

© IS0 2022 - All rights reserved
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Table A.4 (continued)

Health hazards
Hazard type Guideword Expanders

Temperature Extreme hot/cold

Ventilation

Guarding
Cold burns

Atmospheres Exhaust fumes

Confined spaces

NOTE Hgzards specific to LNG facilities not addressed in general checklists.

Table A.5 — HAZID checklist, additional LNG and LPG hazards

LNG and IlPG hazards
Hazard type Guideword Expanders
Process Hazard Storage Roll-over
Temperature Metal embrittlement
Temperature shock
High thermal\strain gradient
Shipping Transfer RPT

A.5 Risk assessment with respect to earthquake

In intern‘zrional LNG plant design codes, two concepts@fearthquake design criteria are used. These are
the followjing:

— OBE, |operating basis earth-quake. This:is. the maximum earthquake for which no damagq is
sustajned and restart and safe operation.ean continue after examination of the plant.

— SSE, shfe shutdown earthquake. This is the maximum earthquake event for which the essential fail-
safe fiinctions and mechanisms,aredesigned to be preserved. Permanent damage can be expected of
this Igwer probability event, but-without loss of overall integrity and containment. The installatjon
will njot remain in continugus.Service without a detailed examination and structural assessment at
the ultimate limit state,

When a plant is not designéd to the relevant national earthquake requirements incorporating OBE gnd
SSE principles, it can benecessary to include risk arising from earthquake in the risk evaluation.

A.6 Safety management

A.6.1 General

The risk assessment of any facility is based on the assumption that the plant is operated and maintained
in a systematic way by qualified personnel.

As a consequence, a fundamental assumption for the risk assessment is that procedures and programs
for training, maintenance, and operation exist and are implemented. This subclause addresses basic
recommendations.

During engineering and construction, safety should be continuously scrutinized to guarantee the
appropriate safety level with regard to the hazard assessment.
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The safety management, after design and construction, should include design considerations and
continuous reviews. Thus, QRA represents a tool to provide identification, priorities, and guidance to
develop operational documents and instructions concerning risk management.

For that reason, preparation for plant operation should tackle the following points:
— development of plant operation, maintenance, and inspection procedures (operational procedures);
— personnel training;

— development of safety procedures, which integrate with the overall port emergency procedures
[and international ship and port tacilities security (ISPS) code, where relevant].

The Code of Practice for LNG Facilities!Z], and EN 17649 may be referred to.

A.6.2 Operational procedures

After operations and activities associated with hazards are identified, ‘the implementation of
dofumented procedures is necessary to manage the risks and to cover situations where thejr absence
canp lead to hazardous situations.

In pddition, it is recommended to implement and maintain some contrels, such as:
— | operational controls, as applicable to the organization anddts activities;

—| controls related to purchased goods, equipment, and services;

—| controls related to contractors and other visitors to.the workplace.

The safety management system (SMS) should include documents to ensure the effective|planning,
oppration and control of processes that relate;to the management of its OH&S (occupational health
anfl safety) risks (proportional to the level oficomplexity, hazards and risks concerned, and Kept to the
minimum required for effectiveness and efficiency).

Reparding the safety control systemmy it should be designed and operated in accorddnce with
requirements of the IEC 61508 series or IEC 61511. SIL requirements should be studied and|evaluated
to pe consistent with the required plant safety level.

Thee ESD signal processor should be SIL 2 or better.

A.6.3 Maintenance procedures

Eath LNG termimal¥operator should have written maintenance procedures based on egperience,
knpwledge of similar facilities, and conditions under which the facilities will be maintained.

Eafh LNG-tetrminal operator should prepare a written manual that sets out an inspefction and
mdintenance program for each component that is used in the facility.

The maintenance manual for facility components should include the following:

— The manner of carrying out, and the frequency, of the inspections and tests on every component and
its support system in service in the facility, to verify that the component is maintained in accordance
with the equipment manufacturer recommendations, and in accordance with the IEC 61508 series
for what concerns safety integrity levels.

— A description of any action that is necessary to maintain the facility in safe conditions.

— Allprocedures to be followed during repairs on operating components while they are being repaired,
to ensure safety of people a property at the facility.

Each facility operator should conduct the maintenance program in accordance with the written manual
for facility components.
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A.6.4 Training

The plant should be operated in a safe efficient manner compliant with national health and safety
legislation.

Operating practices and procedures should be compliant with relevant requirements, e.g. the
requirements of the local major accident prevention regulations, and the safety management system.

It should be ensured that any person developing tasks that can impact on health and safety is competent
on the basis of appropriate education, training, or experience.

needs and evaluate the effectiveness of the training or action taken. Specifically, people engaged| in
any of thg terminal activities should be trained in the hazards and properties of LNG with particular
attention fo emergency response procedures.

Training peeds should be identified in order to provide training or take other actions to meet tlé[&se

Operation and maintenance staff should be trained in all aspects of their work to enstre‘that they ¢an
work in al safe and competent manner under both normal and emergency condition: Initial trainjng
should talte into account the background of the individual. Re-training should beAindertaken at regullar
intervals and all records of training be kept.

For manggement and staff training, schemes should be structured according to the individpal
experienck, duties, and responsibilities within the organisation and should be independently validatgd.

All peoplq visiting a site for whatever purpose should be instructed.in the hazards and propertieq of
LNG; the depth to which this training is undertaken should be appropriate to the level of involvement in
site operations.

A.6.5 Emergency for worst case scenarios

The termjnal operator is obliged by legislation taoxtake all necessary measures to prevent major
accidents pnd to limit their consequences for people and the environment.

It should Ipe required that the operator draws up a document setting out his major-accident preventjon
policy and ensures that it is properly implemented. The major-accident prevention policy established| by
the operafor should be designed to guarantee a high level of protection for people and the environment
by appropriate means, structures, an@d-management systems.

Prior to stfarting operation, it should be ensured that the operator draws up an internal emergency plan,
including the measures to be taken inside the establishment, to supply to the competent authorities the
necessary|information to ertable them to draw up external emergency plans.

The emergency plans shall be established with the objectives of:

— contajning and controlling incidents so as to minimize the effects, and to limit damage to people, the
envirpnmentand property;

— implepienting the measures necessary to protect people and the environment from the effecty of
major accidents;

— communicating the necessary information to the public and to the services or authorities concerned
in the area;

— providing for the restoration and clean-up of the environment following a major accident.
A.7 National regulations

This clause gives basic principles criteria and/or main requirement that are of application for risk
assessment studies in varied countries of the world, based on the versions available in 2011.
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The reported information does not pretend to be exhaustive and only aims at illustrating with examples
different requirements in definition of safety philosophy and risk criteria. The examples listed below
shall not be reproduced/considered in an actual project. For an actual project, refer to the full details of
the current regulation.

Tables A.6 to A.14 give some information from some regulations, listed in alphabetical order.

Table A.6 — Regulations in Australia

laid use planning

Australia Risk-based

Ndw South Wales

IDfReference New South Wales Department of Planning

Rifpk contour for Hospitals, schools, child care, and elderly care facilities should be outside the § x 10-7/yr

contour.

Residential developments including hotels and tourist resorts should be outsidle the

10-6/yr contour.

Commercial developments, offices, warehouses, and restaurants should be ouf
5 x 107¢/yr contour.

Sporting complexes and active open areas should:be.outside the 10-3/yr contg

Industrial sites neighbouring hazardous sites'shetld be outside the 5 x 10-5/yj

side the

jur.

I contour.

So

cietal

Ot

her

Co

mments

Ay
W

stralia

bstern Australia

Risk-based

ID

Reference

A number of Hazardous Industry Advisory Papers and other guidelines have b
issued by the New South,Wales Department of Planning with risk criteria for h
installations. They.are'based on risk contours.

een
azardous

Ri

5k contour for

lanpd use planning

A risk level in residéntial zones of one in a million (10-6) per year or less is so §
be acceptable.

A risk levelin “sensitive developments”, such as hospitals, schools, child care f:
and agéd care housing developments, of between one half and one in a million
is so small as to be acceptable.

Risk'levels from industrial facilities should not exceed a target of 50 in a millig
(5'x 10-5) at the site boundary for each individual industry and the cumulative
imposed upon an industry should not exceed a target of one hundred in a milli
year (10-%).

A risk for any non-industrial activity, located in buffer zones between industri
residential zones, of 10 in a million (10-5) per year or lower is so small as to b
able.

mall as to

hcilities,
per year

n per year
b risk level
on per

Al and
accept-

show-

A risk level for commercial developments, including offices, retail centres, and|

rooms located in buffer zones between industrial facilities and residential zones, of five

in a million (5 x 10-6) per year or less is so small as to be acceptable.

Societal
Other
Comments

Table A.7 — Regulations in Canada
Canada Prescriptive
ID/Reference CSA Standard Z276
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Table A.7 (continued)

Description

The storage tanks and process equipment must be sited so that the radiation from a fire will not have an effect
on the surrounding area. Meteorological data from the site must be used in this analysis. The standard defines
the acceptable radiation levels for risk to personnel and facility.

Likewise, the LNG containment facilities are required to conform to guidelines, and the facility must calculate
the effect of an LNG spill and ensure that the effect from any vapor cloud remain on the facility site.

Comments

Design pa
defined in
permit.

Operation
The Canad

current saffe practices and industry standards.

anreterstorstoragetanks; processequipnrentirstrumentation, pipingamdfire protectiomrare
the national standard, and the guidelines must be followed before a facility is issued an operating

maintenance, and personnel training also have guidelines which must be followed by a facility.

ian standard is reviewed continuously to ensure that the guidelines it contains are consistent with

Table A.8 — Regulations in France

The safety
form a jud
risk reduc

The land-u
creating n

possible” fust be studied).

France Risk-based

ID/Reference

Descriptign

French authorities require safety reports for hazardous installations sin€e 1976, now under European Sevesq II
regulatior}s (LNG terminals are top tier Seveso establishments).

The methqdology moved from a purely deterministic approach tol@ mixed probabilistic-deterministic approdch
since 2003. It makes use of scenario-based, probabilistic analysis for risk acceptability and land-use planning.
However, ¢xternal emergency planning is not based on a probabilistic analysis (every event that is “physically

report presents risk results in an official riSk matrix, with 3 risk levels, used by the authorities to
bement about the acceptability of the risks created by the LNG terminal and the need for additiona
fion measures.

se planning is based on the definition of aggregated risks (with French specific aggregating rules)
limerous types of impacted areas with more or less stringent constraints on land use and activity.

Comment§
Thereisn

Scope of s
carrier wh

b F-N curve or Risk Conteurpresentation in the Safety report.

fety report includes NG carrier while unloading. Maritime and nautical risks associated with LNG
ile in port are included in the safety report prepared by the Port authority.

Table A.9 — Regulations in Hong Kong

Hong-Kon

Risk-based

A

ID/Refere

lce A set of Risk Guidelines (RG) has been adopted by CCPHI (Coordinating Committee on

Land-use Plnnning and Control rp];n'ing to Paotentially Hazardous Incf:\llnfinnc) to assess

the off-site risk levels of PHIs (Potentially Hazardous Installations). These guidelines are
expressed in terms of individual and societal risks.

Risk contour for
land use planning |ated with PHIs should not exceed 1 in 100 000 per yeari.e. 1 x 10~3/year.

The CCPHI individual RG requires that the maximum level of off-site individual risk associ-

Societal

Two FN risk lines are used in the societal RG to determine “acceptable” or “unacceptable”
societal risks. In order to avoid major disasters resulting in more than 1 000 deaths, there
is a vertical cut-off line at the 1 000 fatality level extending down to a frequency of 1 in a
billion years. An intermediate region is also incorporated in the societal RG in which the
acceptability of societal risk is borderline and should be reduced to a level which is “as low
as reasonably practicable” (ALARP). It seeks to ensure that all practicable and cost-effec-
tive measures which can reduce risks will be considered.

Other

44
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Table A.9 (continued)

|Comments

Table A.10 — Regulations in Japan

Japan Prescriptive

ID/Reference LNG terminal must be designed and installed according to the designated laws and reg-
ulations. The designated laws and regulations are the nongovernmental guidance issued
by the Japan Gas Association.

The guidance is specific for LNG.

Ddscription Physical effects model give the relationships between the distance and effects. [The fur-
ther away the less the consequences. Therefore, certain threshold valuesjare sef for the
effect to decide on distance.

The threshold values are set based the extent of damages.
a) Radiation heat from pool fire

The level of damage by radiation heat is determined by.the dose (combinatjon of in-
tensity and exposure time) on a human body. For aTong duration fire like a|pool fire,
the permissible limit of radiation is around 2,324k]/m?2s (2,000 kcal/mZh)

b) Flash fire
Radiation effects from flash fires are, in viéw of the short duration, negligible.
People caught in the flammable range, between 1/2 LFl and 2*LFL, will be pffected.

c¢) Explosion

Suitable threshold values should;be set before executing the risk assessmerit.

According to the Japanese High-Pressure Gas Safety Law and Safety Regulation|for Plant
Complex, the limit value of blastpressure = for new installation is set to 9,800 Ha (0,1 kgf/
cm?2) and a certain distancéis-to be secured.

Comments

Table'A.11 — Regulations in Malaysia

Malaysia Risk-based

IDfReference The criterja used by the Department of Environment (DOE) for existing facilitips are
outlined below.

Ripk contour for Residential 1 x 10-6 fatalities/person/year

lagd use planning Industrial 1 x 10-5 fatalities/person/year

Sokietal
Other

Cogmments If the quantified individual risk compares favourably with the acceptability criteria,
then it is deemed acceptable. If not, the components of the overall risk are re-ekamined
to determine where risk mitigation measures can be implemented cost effectiyely. Risk
evaluation must also be done in the ]ighf thathazard nh:lycpc and consequence assess-
ment only gives an estimation of risks from a facility. Therefore, as a safety factor, a
standard quantitative risk assessment technique is always to err on the conservative in
assumption making.

Table A.12 — Regulations in Netherlands

Netherlands Risk-based

ID/Reference Biscuit externe veiligheid inrichtingen[41]
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Table A.12 (continued)

Risk contour for Vulnerable objects are divided in two classes. Legally binding end points apply.

land use planning The first group accounts hospitals, schools, and residential areas; for these objects, a

risk tolerability threshold of 10-¢ event/year applies.

The second group accounts less vulnerable objects as industrial zones, office buildings,
or recreational facilities. For these facilities, a tolerability threshold of 10-5 event/year
applies.

Societal The definition of societal risk (SR) as the chance, for a number of people >N, to die as a
direct consequence of their presence in the vicinity of a dangerous facility in which an
accident occurs; non-binding tolerability end points apply.

The acceptability criteria for an accident are 100 times stricter for every expected!ter}-
fold in number of victim (i.e. the acceptability of a disaster with 10 lethal victimsis set
on 10-5 event/year, for a disaster with 100 lethal victims 107 event/year,et¢.).

Other
Comments QRAs are performed using standard scenarios, consequence models, ahd impact cri-
teria. A computer program called SAFETI-NL with a tight limited(degree of freedom i
used to ensure consistent results.
Table A.13 — Regulations in Singapore
Singapore Risk-based
ID/Reference Environmental Pollution Control Act
Risk contdur for that the 5 x 10-% IR contour extends into industrial developments only
land use pJanning 6 . . . .
that the 1 x 10~ IR contour extends into commercial and industrial developments only
Societal —
Other That the following hazard zones/IR'contour for credible scenarios are within the plant
site boundary:
— 37,5 kW/m? heat radiation+hazard zone;
— 5 psi explosion overpressure hazard zone;
— 5x 1075 per yéar IR contour.
Hazard zones (IDLH, 3 % fatality, 4 kW/m2, 500TDU, 0,5 psi, fireball zone).
That the hazard zones for the worst credible scenario (WCS) does not extend into resi
dential areas.
No hightrise developments within the fireball zone.
Comments
Table A.14 — Regulations in the United Kingdom
United Kijgdom Risk-based
ID/ Referemnce The“Comtrotof Major Hazards“ or COMAH Tegulationsare i ime withr the tatest EY
“Seveso-2” Directive COMAH.
PADHI
Risk contour for The methodology within PADHI requires that three concentric zones are established
land use planning around the installation termed the inner, middle, and outer zones. The outermost edge
of the outer zone is the “consultation distance” (CD). The size of these zones can vary
significantly from site to site, depending on the type of installation under consideration.
Similarly, the method by which the zone sizes are established depends on the type of
site. For some sites a “risk-based” approach is used, whereby the zone boundaries cor-
respond to different values of the risk of an individual receiving a “dangerous dose” or
worse. A dangerous dose is considered to cause all of the following effects to an exposed
population:
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