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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through 
ISO technical committees. Each member body interested in a subject for which a technical committee 
has been established has the right to be represented on that committee. International organizations, 
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely 
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types 
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the 
ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use of (a) 
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent 
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a) 
patent(s) which may be required to implement this document. However, implementers are cautioned that 
this may not represent the latest information, which may be obtained from the patent database available at 
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 215, Health informatics, in collaboration with 
the European Committee for Standardization (CEN) Technical Committee CEN/TC 251, Health informatics, in 
accordance with the Agreement on technical cooperation between ISO and CEN (Vienna Agreement).

This second edition cancels and replaces the first edition (ISO/TS 14265:2011), which has been technically 
revised.

The main changes are as follows:

—	 the list of categories has been expanded to include subdivisions of the health service management, 
population and public health and research categories;

—	 other categories have been renamed to make their meaning and distinction from other categories more 
explicit;

—	 the categories have been organised within a hierarchy;

—	 the informative introduction has been shortened by removing explanatory material about basic data 
protection principles which were relatively novel at the time of the previous version but are now well 
understood across jurisdictions;

—	 the retained portions of the introduction have been made more crisp.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

0.1	 General

This document defines a set of categories of purpose for processing personal health information, to 
which specific purposes can be mapped if it is desirable to compare permitted and intended purposes for 
processing personal health data, or to determine if two or more permitted purposes are compatible. This 
document does not aim to present a comprehensive list of specific purposes, but that all specific purposes 
can be mapped to one or more of these categories. Although any specific purpose will usually map to one 
category, at times a purpose can be mapped to more than one category. The categories are not mutually-
exclusive, and the mapping of a specific purpose might not always be unique to one category.

Categories of purpose to which specific purposes are mapped should be standardised to allow for consistent 
comparisons to be made, rules and guidelines developed, and people trained. Bodies that make data access 
decisions, sometimes known as data access bodies or data permit authorities, often specify rules for certain 
categories of purpose and can find this categorisation useful.

0.2	 Rationale for this classification

A fundamental principle underlying the use of personal data, often codified in data protection legislation, 
is that it is necessary to formally specify the purpose for which data was originally collected and/or is 
permitted to be processed. Personal information is normally used only for the purpose or purposes for 
which it was collected or created, unless otherwise required or authorised by law, or with the explicit or 
implied consent of the data subject. All subsequent processing activities by the original data holder or others 
by whom the data is accessed needs to be for the same as, or compatible with, the original purpose.

Interoperability standards and common data models, and their progressive adoption by e-health programmes 
and clinical research platforms, are expanding the capacity for organizations to exchange personal health 
information, within and between countries. Large scale research and public health intelligence sharing 
are amongst the drivers for scaling up investments in these data infrastructures. Whilst it is common and 
desirable that much of the processing for analysis and knowledge generation utilises anonymised data 
or distributed (federated) querying mechanisms, it is sometimes necessary to use pseudonymised data 
if longitudinal or cross-organisational linkage is required; pseudonymised data is considered in some 
jurisdictions to be personal data. It can at times be difficult to robustly anonymise health data, for example 
in the case of rare disease patients, genetic and personalised medicine research, in which case the data can 
be considered still to be personal even if it has had many explicit identifiers removed.

In large distributed health data ecosystems, and even for point-to-point data sharing and access, it 
is important that personal data processing activities (collection, storage, access, analysis, linkage, 
communication, disclosure and retention) are compliant with the applicable permissions. For these data 
accesses and processing activities, policies need to be examined and the permissions they contain may need 
to be compared (brokered) between parties and systems. Ideally these policy negotiations should be capable 
of computable negotiation as often as possible, which can require the permissions including permitted 
purposes of use to be compared between a data provider and an intended data user.

Data protection legislation usually requires that permissions such as consent are granted for an intended 
purpose that often has to be quite precisely specified, such as when obtaining informed consent. When 
determining compatibility of purpose, either to arrive at a formal access/processing decision or to guide 
people who will make the final decision, it can be helpful to map a specific purpose to a more coarse-grained 
category.

0.3	 Using purpose categories when communicating with the public

Many members of the public recognise the need to scale up the use and re-use of health data to improve the 
quality, connectivity and safety of healthcare to individuals, to improve the effectiveness of care pathways, 
to generate evidence to inform health service planning, public health and policy-making, for research by 
public and private organisations including the development of drugs, devices, algorithms and personalised 
health services. However, a significant barrier to scaling up learning from health data is public concern 
about the uses made of their health data and their not understanding why their data might be used by 
different actors. It is important that the range of possible purposes can be communicated to the public in 
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a manageable and understandable way. This set of purpose categories can serve as a useful framework for 
raising awareness and education for the public about the different ways in which health data might be used, 
and the same framework might serve as a basis for expressing public or patient preferences in a realistic 
way, if these can be exercised.

0.4	 Alignment with other ISO standards

ISO  22600 (PMAC) defines an architectural approach for policy services, and a generic framework for 
defining policies in a formal way. However, like any generic architecture, a structural framework to 
support policy interoperability has to be instantiated for use. Policy domains need also to specify which 
information properties each takes into account when making processing decisions. They need to specify 
a high level policy model containing those properties, to which all instances of that kind of policy must 
conform. ISO/EN 13606-4 defines such a policy model for requesting and providing EHR Extracts, i.e. for one 
particular use case.

Even if instances of policies conforming to the models defined in ISO  22600 or ISO/EN  13606-4 specify 
precise purposes of processing, mapping this to a standardised category of purpose provides a basic level 
of semantic interoperability and might support policy negotiations. It can also help to computably identify 
incompatibilities of purpose, even if the formal confirmation of compatibility requires the precise purposes 
to be compared by a decision maker.

This categorisation in accordance with this document can be used in conjunction with functional roles and 
data sensitivity classifications to complement and populate portions of a policy. Categories of purpose can 
also assist when developing role-based access models.

No particular technical approach for implementing policy services or policy bridging is implied in this 
document.

vi
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Technical Specification ISO/TS 14265:2024(en)

Health informatics — Classification of purposes for 
processing personal health information

1	 Scope

This document defines a set of high-level categories of purposes for which personal health information can be 
processed: collected, used, stored, accessed, analysed, created, linked, communicated, disclosed or retained. 
This is in order to provide a framework for classifying the various specific purposes that can be defined 
and used by individual policy domains (e.g. healthcare organisation, regional health authority, jurisdiction, 
country) as an aid to the consistent management of information in the delivery of health care services and 
for the communication of electronic health records across organisational and jurisdictional boundaries.

Health data that have been irreversibly de-identified are outside the scope of this document, but since de-
identification processes often includes some degree of reversibility, this document can also be used for 
disclosures of de-identified and/or pseudonymised health data whenever practicable.

This classification, whilst not defining an exhaustive set of purposes categories, provides a common mapping 
target to bridge between differing national lists of purpose and thereby supports authorised automated 
cross-border flows of EHR data.

2	 Normative references

There are no normative references in this document.

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://​www​.iso​.org/​obp

—	 IEC Electropedia: available at https://​www​.electropedia​.org/​

3.1
authorisation
granting of rights, which includes the granting of access based on access rights

[SOURCE: ISO/IEC 2382:2015, 2126256, modified — Notes to entry deleted.]

3.2
consent
freely given specific and informed indication of a subject's agreement to personal data relating to him/her 
being processed

3.3
data subject
individual about whom personal data are recorded

[SOURCE: ISO 5127:2017, 3.13.4.01, modified — Note to entry deleted.]

1
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3.4
de-identification
process of removing the association between a set of identifying data and the data subject

[SOURCE: ISO 25237:2017, 3.20]

3.5
disclosure
divulging of or provision of access to data

Note  1  to  entry:  Whether the recipient actually looks at the data, takes them into knowledge or retains them is 
irrelevant to whether disclosure has occurred.

[SOURCE: ISO 25237:2017, 3.22]

3.6
personal data
data relating to an identified or identifiable individual

[SOURCE: ISO 5127:2017, 3.1.10.14, modified — Notes to entry deleted.]

3.7
personal health information
information about an identifiable person that relates to the physical or mental health of the individual

Note 1 to entry: To provision of health services to the individual and that may include:

a)	 information about the registration of the individual for the provision of health services;

b)	 information about payments or eligibility for health care in respect to the individual;

c)	 a number, symbol, or particular assigned to an individual to uniquely identify the individual for health purposes;

d)	 any information about the individual that is collected in the course of the provision of health services to the 
individual;

e)	 information derived from the testing or examination of a body part or bodily substance;

f)	 identification of a person (e.g. a health professional) as provider of healthcare to the individual.

Note  2  to entry:  Personal health information does not include information that, either by itself or when combined 
with other information available to the holder, is anonymized, the identity of the individual who is the subject of the 
information cannot be ascertained from the information.

[SOURCE: ISO 27799: 2016, 3.8]

3.8
policy
set of rules related to a particular purpose

Note 1 to entry: A rule can be expressed as an obligation, an authorization, a permission or a prohibition.

[SOURCE: ISO 19101-2:2018, 3.29, modified — Note 1 to entry added]

3.9
processing
operation or set of operations which is performed on personal data or on sets of personal data, whether 
or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation 
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction

2
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4	 Abbreviated terms

EHR electronic health tecord

PHI personal health information

5	 Conformance

A policy domain conforms to this document if every agreed purpose for which the processing of PHI is 
permitted within that domain is published in a form that is categorised according to the classification in 
Clause 6. It is not a requirement that every category of purpose defined in this document has a correspondence 
with purposes supported within a conforming policy domain.

6	 Classification of purposes for processing personal health information

The classification terms and descriptions of categories of purpose for processing PHI are given in Table 1, 
with coded values for each category. Examples of more specific purposes corresponding to these categories 
are given in Annex A.

The vocabulary identification for this list of coded values shall be referenced by the following OID.

Vocabulary Identification: iso (1) standard (0) Classification of Purposes for processing personal health 
information (14265) Terminology for classifying purposes for processing personal health information (1) 
and then the code shown in the first column in Table 1.

EXAMPLE	 “Managing outbreaks” has the OID code 1.0.14265.1.3.1

Table 1 — Code and corresponding classification term and description

Code Heading Category Description
1.0 Person centred care   Processing that directly or indirectly contributes to the 

health and care of an individual, the data subject
1.1 Providing direct health and care 

services to individuals and families
Processing relating to the provision of health and care 
services to an individual, including documenting health 
status and health relevant information

1.2 Enabling continuity of care Purposes relating to the interaction between health 
and care professionals in support of the health of and 
care to an individual

1.3 Providing and monitoring personal 
health, personalised care and 
wellness

Purposes that enable equipping and supporting an indi-
vidual to manage their own health and care, including 
reviewing the data arising from self-provided care

1.4 Providing support and management 
to direct health and care services

Purposes that enable health and care services to be 
provided efficiently and safely in support of an individ-
ual or family

1.5 Supporting individuals with 
activities requiring trusted health 
information

Processing on behalf of and/or at the request of the 
data subject where health related information supports 
non-healthcare purposes

1.6 Obtaining evidence for care reim-
bursement and billing

Purposes initiated by the provider of health and care 
services to an individual in order to obtain authorisa-
tion for or reimbursement of services

3
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Code Heading Category Description
2.0 Health service man-

agement and quality 
assurance

  Processing that utilises the personal data of an individ-
ual in order to monitor and improve the quality, safety 
and equity of health and care provision to a broad range 
of individuals

2.1 Quality monitoring Measuring the quality of health and care services, 
measuring and improving health outcomes

2.2 Optimising care pathways Assessing and comparing quality of care and outcomes 
using different models of care delivery and treatment

2.3 Safety monitoring Measuring patient safety, reviewing adverse incidents, 
and assessing the effectiveness of safeguards

2.4 Product monitoring Measuring the safety and effectiveness of health and 
care, or medicinal products and medical devices

2.5 Service planning Obtaining evidence for health and care service planning 
and strategy

2.6 Capacity building Developing and assessing the skills and competences 
required to grow health service capacity

3.0 Population and public 
health

  Processing personal health data to track public health 
concerns, manage public health risks to individuals and 
populations, and develop effective strategies

3.1 Managing outbreaks Detecting and managing outbreaks, controlling disease 
spread and mitigating adverse environmental issues

3.2 Managing public health pro-
grammes

Designing, running and evaluating screening, preven-
tion and occupational health programmes

3.3 Targeting health needs Assessing and monitoring unmet health and care needs
3.4 Public health strategy Using personal health data to derive evidence for public 

health planning and strategy
3.5 Population health assessment Assessing compound health and specific health pat-

terns in a group of identified individuals
3.6 Population health strategies Developing and monitoring strategies of specified 

health matters concerning individuals based on popula-
tion health assessments

4.0 Clinical research   The design and conduct of clinical trials, real world data 
studies and other forms of knowledge generation that 
involve the processing of personal health data

4.1 Epidemiology Understanding diseases, causes, prevention and treat-
ment

4.2 Health technology innovation Developing and testing new therapies, diagnostics, 
algorithms and health technology

4.3 Health services innovation Evaluating, developing and optimising care pathways, 
health outcomes and self-care strategies

D4 Health systems evaluations Measuring and improving the effectiveness and effi-
ciency of health and care delivery

5.0 Education and training   Processing personal health data to develop education 
and training materials, to deliver teaching or to evalu-
ate learning

5.1 Health professional education Education, professional development and assessments 
of health and care professionals

5.2 Health related education Education of health-related personnel, clinical research 
personnel, data scientists, managers

6.0 Compliance with legal 
obligations

  Disclosing or processing personal data in compliance 
with laws or judicial instructions

6.1 Disclosing personal data Providing personal health data under legal obligation
6.2 Processing personal data to fulfil a 

legal purpose
Examining personal health data to monitor public risks 
or to safeguard the public against a threat

Table 1 (continued)Table 1 (continued)

4
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Code Heading Category Description
7.0 Not stated   None of the other categories of purpose are suitable
7.1 Withheld / confidential purpose Authorisations for processing personal health data not 

requiring a purpose to be declared
7.2 Unspecified Purposes for which the other categories do not apply

Table 1 (continued)Table 1 (continued)

5
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Annex A 
(informative) 

 
Examples

For each category in Clause 6, a set of illustrative examples are provided in this annex. These examples are 
not intended to be complete, but rather to help illustrate how each term is intended to be used.

1.0 Person centred care: processing that directly or indirectly contributes to the health and care of an 
individual, the data subject

1.1.	 Providing direct health and care services to individuals and families: processing relating to the 
provision of health and care services to an individual, including documenting health status and health 
relevant information

—	 Providing planned or scheduled care

—	 Providing emergency or unplanned care

—	 Providing disaster response care

—	 Preventing illness and promoting health

—	 Collating family history and inherited or exposure risks

—	 Documenting a record of health status, findings, decisions and care activities

—	 Reviewing health record information to monitor health and illness status and to make care planning 
actions

1.2.	Enabling continuity of care: purposes relating to the interaction between health and care professionals 
in support of the health of and care to an individual

—	 Following the steps and branches in a care pathway

—	 Sharing health information between care providers

—	 Undertaking multi-professional reviews and planning future care

—	 Informing second opinions

1.3.	Providing and monitoring personal health, personalised care and wellness: purposes that enable 
equipping and supporting an individual to manage their own health and care, including reviewing the 
data arising from self provided care

—	 Informing and educating the subject of care or care giver

—	 Enabling or supporting illness self-monitoring and self-management

—	 Reviewing patient-generated monitoring data

1.4.	Providing support and management to direct health and care services: purposes that enable health and 
care services to be provided efficiently and safely in support of an individual or family

—	 Providing health related services to support a direct care provider e.g. laboratory services

—	 Supporting the documentation of health and care services e.g. creating letters and reports

—	 Supporting the scheduling of health and care services e.g. managing appointments

6
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—	 Using health information to seek consent for treatment

—	 Verifying permissions and suitability for organ or tissue donation

1.5.	Supporting individuals with activities requiring trusted health information: processing on behalf of 
and/or at the request of the data subject where health related information supports non-healthcare 
purposes

—	 Informing family, caregivers and/or authorised third sector organisations about health and 
treatment history

—	 Supplying health data to employers or other agencies e.g. immunisation status, drug screening 
results

—	 Supplying health data for benefit, housing or immigration applications

—	 Supplying health data for insurance and banking applications

1.6.	Obtaining evidence for care reimbursement and billing: purposes initiated by the provider of health and 
care services to an individual in order to obtain authorisation for or reimbursement of services

—	 Extracting information of health status and care service provision for reimbursement

—	 Collating evidence of provider performance e.g. health outcomes

—	 Assessing health status eligibility for care services e.g. health insurance policy applications

2.0 Health service management and quality assurance: processing that utilises the personal data of an 
individual in order to monitor and improve the quality, safety and equity of health and care provision to a 
broad range of individuals

2.1.	Quality monitoring: measuring the quality of health and care services, measuring and improving health 
outcomes

—	 Collecting patient reported outcomes

—	 Performing clinical audit on health outcomes

—	 Quality assuring health and care services

2.2.	Optimising care pathways: assessing and comparing quality of care and outcomes using different 
models of care delivery and treatment

—	 Analysing care pathway adherence and investigating deviations

—	 Performing multi-site evaluations of care pathway effectiveness

2.3.	Safety monitoring: measuring patient safety, reviewing adverse incidents, and assessing the 
effectiveness of safeguards

—	 Conducting a root cause analysis of unexpected patient death

—	 Investigating complaints and medical negligence claims

—	 Investigating health and care fraud or service misuse

2.4.	Product monitoring: measuring the safety and effectiveness of health and care, or medicinal products 
and medical devices

—	 Monitoring and improving health and care information systems

—	 Investigating pharmacovigilance signals and concerns

—	 Assessing digital therapeutic apps for health system use and reimbursement

7
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2.5.	Service planning: obtaining evidence for health and care service planning and strategy

—	 Obtaining evidence for resource planning

—	 Obtaining evidence for health service planning

—	 Establishing the clinical and business case for a new health or care service

2.6.	Capacity building: developing and assessing the skills and competences required to grow health service 
capacity

—	 Supervising health and care staff activities and performance

—	 Assessing and accrediting health and care professionals

3.0 Population and public health: processing personal health data to track public health concerns, manage 
public health risks to individuals and populations, and develop effective strategies

3.1.	 Managing outbreaks: detecting and managing outbreaks, controlling disease spread and mitigating 
adverse environmental issues

—	 Designing and running contact tracing services

—	 Developing and monitoring isolation and quarantine rules

—	 Assessing pollution impact on childhood asthma

—	 Undertaking biosurvelliance

—	 Protecting against public health threats

—	 Investigating and containing bio-terrorism attacks

3.2.	Managing public health programmes: designing, running and evaluating screening, prevention and 
occupational health programmes

—	 Running and optimising immunisation programmes

—	 Understanding vaccination uptake across sub-populations

—	 Targeting (personalising) education about factors that affect health

—	 Uncovering new occupational health risks

3.3.	Targeting health needs: assessing and monitoring unmet health and care needs

—	 Measuring burden of disease

—	 Quantifying disease diversity and unmet treatment needs

3.4.	Public health strategy: using personal health data to derive evidence for public health planning and 
strategy

—	 Developing public health and health policy measures

4.0 Clinical research: the design and conduct of clinical trials, real world data studies and other forms of 
knowledge generation that involve the processing of personal health data

4.1.	 Epidemiology: understanding diseases, causes, prevention and treatment

—	 Conducting epidemiological research

—	 Researching disease stratification

—	 Discovering and understanding new biomarkers

8

﻿
© ISO 2024 – All rights reserved

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/TS 14

26
5:2

02
4

https://standardsiso.com/api/?name=b34c2234deeae120623f315acb0e3fd3

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Abbreviated terms 
	5 Conformance 
	6 Classification of purposes for processing personal health information 
	Annex A (informative)  Examples 
	Bibliography 

