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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO do

[SO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

With the digital transformation of government, business, and society, records are increasingly being created
in structured data formats in databases, or in business systems that are underpinned by databases. Whilst
this has been occurring for several decades, there has been an increase in the volume of data created,
stored and analysed with widespread use of sensors and a focus on data driven decision-making. Data
structures are also changing, developing from the well-known relational database into new forms which
include distributed data systems that are not controlled by a single organization and which may exist across
jurisdictions. There is also a significant number of legacy databases that have been decommissioned from
active use, but which require ongoing management.

These ch

represenfed in structured data formats. This raises issues if structured data is to be trus
authoritaftive source of information, or record, that meets business, legal, and regulatory(req

As the basis for decision making and operations, structured data becomes the evidence|that

to e-disc
value of
trustwor

Building

structured data can diminish and adversely impact the organization’s predictivity, co
fhiness, transparency, accountability and reputation.

governance and management of organizations and communities. There is~a” growing business

guidance

creasingly
led as an

rements.
s subject

pvery requirements. If not properly managed, the business, legal, evidentialy'and information

mpliance,

the capability to manage records in structured data environments-has become essentjial to the

need for

and recommendations around the design and implementation of.adequate policies and pffocedures

to help ensure that records in structured data environments have the attributes of authenticity, geliability,

integrity

and usability.

Whilst mjanagement systems for records as specified in ISO 30301 can be used to ensure tha
approprigte leadership, planning, support, improvement and evaluation with respecttorecordsins

data envi

This docyment provides a landscape review of recordsimanagement in structured data environm
identifies|issues and considerations for managing records in these environments.

The prinlary audiences for this document are“data policy makers, systems designers, busines
owners, data management professionals, database professionals, and the records management pro

working

together to ensure the application of appropriate records management approaches, g

controls gnd systems in structured data environments.

[ there is
ructured

Fonments, there are also specific records control,ptocess and system issues to be consid¢red.

ents, and

S system
fessionals
rocesses,
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Information and documentation — Issues and considerations
for managing records in structured data environments

1 Scope

This document identifies issues and considerations for managing records in structured data environments.

2 Normative reference

The folloyving documents are referred to in the text in such a way that some or all of theiri¢ontent cgnstitutes
requiremients of this document. For dated references, only the edition cited applies. Eor‘undated r¢ferences,
the latest|edition of the referenced document (including any amendments) appliess

ISO 30300, Information and documentation — Records management — Core cohcepts and vocabulary,

3 Terms and definitions
For the pyirposes of this document, the terms and definitions givefin' ISO 30300 apply.
[SO and IEC maintain terminology databases for use in standatdization at the following addresses

— IS0 (Qnline browsing platform: available at https://www.iso.org/obp

— IEC Hlectropedia: available at https://www.electfopedia.org/

31
attributg
characteifistic of an object or entity

[SOURCE]ISO/IEC 2382-36:2019, 3.9,2}

3.2
data
set of chafracters or symbolsttg Which meaning is or could be assigned

Note 1 to|entry: From an ICT perspective, ISO/IEC 2382:2015, 2121272 and ISO 8000-8:2015, 3.1 define data as
“reinterpretable represemntation of information in a formalized manner suitable for communication, interpretation, or
processing”. In an IGT, ¥énvironment, data is a digital representation of information. It is considered to be tHe result of
how information has\been recorded and consists of bits, bytes, characters and pixels.

[SOURCE]{150:30300:2020, 3.2.4, modified — Note 1 has been added.]

3.3

database

collection of data organized according to a conceptual structure describing the characteristics of these data
and the relationships among their corresponding entities, supporting one or more application areas

Note 1 to entry: database: Term and definition standardized by ISO/IEC 2382-1:1993; ISO/IEC 2382-17:1999.
[SOURCE: ISO/IEC 2382:2015, 2121413, modified — Note 2 has been deleted]

© IS0 2024 - All rights reserved
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database management system
system, based on hardware and software, for defining, creating, manipulating, controlling, managing, and
using databases

Note 1 to entry: The software for using a database may be part of the database management system or may be stand-alone.

Note 2 to entry: database management system; DBMS: term, abbreviation and definition standardized by
ISO/IEC 2382-17:1999.

[SOURCE: ISO/IEC 2382:2015, 2121417, modified — Note 3 has been deleted]

3.5

data elerhent

unit of ddta for which the definition, identification, representation and permissible values aré)spg¢cified by
means offa set of attributes

[SOURCE]ISO/IEC 2382-36:2019, 3.8.21]

3.6

entity

any conctlete or abstract thing that exists, did exist, or might exist, including assgciations among thé¢se things
EXAMPLE Person, object, event, idea, process, etc.

Note 1 to ¢ntry: An entity exists whether data about it are available or not,

[SOURCE] ISO/IEC 2382-36:2019, 3.9.5]

3.7

information

data (3.2] in context with a particular meaning

Note 1 to ¢ntry: ISO/IEC 2382:2015, 21212 2 and ISO 8000-8:2015, 3.3 define information as “knowledge doncerning
objects, such as facts, events, things, processes, orideas, including concepts, that within a certain confext has a
particularfmeaning”.

[SOURCE]1SO 30300:2020, 3.2.7, modified —+ Note 1 to entry has been added]

3.8

knowledge

maintaingd, processed and interpreted information (3.7)

Note 1 to| entry: From ICT.and artificial intelligence domain perspectives, ISO/IEC 2382:2015, 21237f1 defines
knowledgg as a “collection-effacts, events, beliefs, and rules, organized for systematic use”.

Note 2 to g¢ntry: Knowledge is data that is meaningful to particular context.

[SOURCE]ISO 5%2%:2017, 3.1.1.17, modified — Note 1 to entry and Note 2 to entry have been added}]

39

metadata

data about other data, documents, or records <set of data> that describes their content, context, structure,
data format, provenance, and/or rights attached to them

Note 1 to entry: See also ISO/TR 14873:2013, 2.29.

[SOURCE: IS0 5127:2017, 3.1.10.26.01]
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3.10

metadata for records

structured or semi-structured information, which enables the records processes through time and within
and across organizations

[SOURCE: ISO 30300:2020, 3.2.9]

3.11

record

information created or received and maintained as evidence and as an asset by an organization, in pursuit of
legal obligations or in the course of conducting business

Note 1 to entry: Records are normally used in plural

Note 2 to ¢ntry: In a management system standard (MSS) implementation, the records created to conductand direct
the management system and to document its implementation are called documented information.

[SOURCE{1SO 30300:2020, 3.2.10]

3.12
records ¢ontrol
instrumeht for helping in the conduct of records processes

Note 1 to pntry: Example of records control include metadata schemas for recérds, business classification schemes,
access and permission rules, and disposition authorities.

[SOURCE] IS0 30300:2020, 3.5.6]

3.13
records management by design
approach| in which records management is implemented.in the initial design stage and throughout the
completellifecycle of products, processes or services that involve handling record

[SOURCE{ Records management by design - Some considerations[47]]

3.14
relationgl database
databasefin which the data are organized ‘according to a relational model

Note 1 to ¢ntry: relational database: termrand definition standardized by ISO/IEC 2382-17:1999.
[SOURCE]ISO/IEC 2382:2015, 7.04.05, modified — Note 2 to entry has been deleted]

3.15
relationgdl database management system
database[managementsystem designed for relational databases

Note 1 to|entry: In‘order to use relational data base management systems (RDBMS), it is necessary to|represent
relational modet-efdata that organizes data (see 4.5) with specific characteristics (tables or relations, uniqule key, etc.)
(see ISO/IEC25024:2015, Table C.1).

[SOURCE: TISO/TEC 25024:2015, 4.34]

3.16
semi-structured data
aggregate datatype whose components' datatypes and their labels are not predetermined

Note 1 to entry: Semi-structured data are forms of structured data that do not follow structure of data models related
to relational databases or other forms of databases.

Note 2 to entry: Examples of semi-structured data include the data that contain HTML tags or other markers to
separate semantic elements and to represent hierarchies of records and fields within the data.

[SOURCE: ISO/IEC TS 38505-3:2021, 3.14]

© IS0 2024 - All rights reserved
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structured data
data which are organized based on a pre-defined (applicable) set of rules

Note 1 to entry: The predefined set of rules governing the basis on which the data is structured needs to be clearly
stated and made known.

Note 2 to entry: A pre-defined data model is often used to govern the structuring of data.

Note 3 to entry: Example of structured data are data contained in relational databases.

[SOURCE: ISO/IEC TS 38505-3:2021, 3.15]

3.18
unstruct
data whig

Note 1 to ¢
EXAMPLE
[SOURCE

4 Basic concepts

4.1 Un

The condepts of data, information, records and knowledge\are abstract and have different
depending on professional perspectives.

Fromar
evidence
business.

Records,

processe§, controls, and systems to ensure-they have integrity and provide authentic, reliable a

evidence.

In the digital environment, record§ may be in the form of documents or emails, sometimes refej

files or u
often cap

Records may also be in theyform of structured or semi-structured data, captured in business sys
to support busihess processes. Often, these business systems are not designed to capture and
manage records. Nevertheless, the organizational need for authoritative evidence of the business

are used

remains.

Records mhaydform part of the knowledge assets within organizations, especially as documented inf

Figure 1

ured data
h are characterized by not having any structure apart from that record or file level

ntry: On the whole unstructured data is not composed of data elements.
An example of unstructured data is free text.

ISO/IEC 20546:2019, 3.1.37]

derstanding relationships among data, informationy records and knowledge

and as an asset by an organization, in pursuit of legal obligations or in the course of ¢

therefore, are a specific form of information, which require particular management ap,

nstructured data, thatfape created or communicated as part of business transactions.
fured in records systiems along with metadata for records.

meanings

bcords management perspective records areinformation created or received and maitlcained as

nducting

proaches,
hd usable

red to as
They are

tems that

processes

brmation.

1, 43 £+l | P i Lot Aot Y 3 a1 1o 3+l
ITUVV S UILIUT lJCl DPC\,\,IVC UIT tIIC 1 CqulUllDlll}J oUTLvwlLtUTlil Udadtidg, ITIIUL'I11dU1VUII, dl11U NITUVV ICUSC vV ILII

espectto

meaning. In this perspective, there is an abundance of data which often by itself may not have much meaning.
Information then is meaningful data. Meaningful data refers to data which has contributed to achieve
purposes or solving tasks. Knowledge is what humans know, understand, and can apply, based on what one
has perceived, discovered, and learned from processed, organized, contextualized and meaningful data.

© IS0 2024 - All rights reserved
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knowledge

/ information \

data

4.2 Col

4.2.1 Physical records and structured data

Records 1

records included:

— regis

— finan

— outpiits of instruments, such as seismographs;

— comp

Most of tl
and recor

4.2.2 Business systems

Initially, ¢
where dg
business
systems,

Records
data that

However,

As outlin
updating

Figure 1 — Relationships of data, information and knowledge

1cept of structured data

hanagers have always managed records comprised of structured data)In the physical wg

Lers;

cial records including ledgers, journals and cash books;

leted forms and charts.

nese record forms were replaced by databases as computers were developed to process
d information in digital formats.

lata was entered directly into databases. Over time, databases came to underpin busines
ta is entered and processed\via a software application and stored in a database. Ex
systems include human-resource management systems, financial systems, contract ma
Fase management systems and other transactional systems.

managers understand that business systems used to support business purposes often
is needed to serve’as evidence of business activity.

these systemis are usually not specifically designed to manage records.

bd in ISO*16175, many business systems generate and store data that can be subject tg
(dyndamic), are able to be transformed (manipulable), and only contain current d

rld, these

organize

5 systems
imples of
hagement

generate

constant
hta (non-

redundan

t}xWhile business requirements for dynamic, manipulable, and non-redundant data can bj

e entirely

legitimate, if records are to serve as reliable evidence of business runctions and processes, they need to be
fixed and inviolable. Because of the dynamic and manipulable nature of business systems, the capture of
records and the ongoing management of their fixity, authenticity, reliability, usability and integrity can be
challenging.

4.2.3 Databases

4.2.3.1

General

A databaseis a collection of data organized according to a conceptual structure describing the characteristics of
these data and the relationships among their corresponding entities, supporting one or more application areas.

© IS0 2024 - All rights reserved
5


https://standardsiso.com/api/?name=85f74819976eda6e12476a23fc7011c3

ISO/TR 8344:2024(en)

Databases are typically comprised fields or data items, usually organized in tables.

The content of every field in a row of a table is a data value and conforms to a data type such as string, date,
number, etc.

The set of fields or data items treated as a unit is known as a data record or tuplel13],

4.2.3.2 Relational databases

Relational databases have been a common database type for many years. A relational database is a database
in which the data are organized according to a relational model.

For example, Bo Wang from Rotterdam owns a house in Gouda, Netherlands, and wants to sell the house
using Johh Johnson’s housing broker services.

If the infqrmation is stored in a relational database, a data element containing the string 'Gouda’ may be the
content of a data field of the field type named 'name_town' in a row about the entity Goudain a tahle named
'towns'. This table may be part of a relational database named 'houses' owned and mamaged by John Johnson
(or even 3n association of housing brokers). Such data about towns in a table of a relational databdse can be
the resulf of a general process of gathering and storing data about towns.

In the same way, the data element 'Bo Wang' can be the content of a data field efthe data type nam¢d 'name_
client' in § row about Bo Wang in a table named 'clients' in another relational-database. This kind of data can
be the result of John Johnson’s specific client intake process. Bo Wang's(tesidential address details are in a
table named 'addresses’ with a reference from the table 'clients’ to this'table and another reference from the
table 'addresses' to the table 'towns' which includes both 'Gouda' and/Rotterdam’.

When Bo| Wang's house is sold, the sale date and sale price.can be added to another table called 'sales’".
Thereaftg¢r, data already stored in the said tables and databases can be reused in a transaction glocument
prepared|by John Johnson and in another transaction document prepared by a notary public.

Annex B provides examples of relational databases.for better understanding of their complexity in many
and varidus different types of data models and the predefined set of rules.

4.2.3.3 [Master data and transaction data
In some databases, there are two types of data tables: master tables and transaction tables.

Master data is data held by an_Organization to describe the entities that are both independent and
fundamental for the organization.dnd are referenced in transactions. Types of master data include records
that desctibe customers, products, employees, services, etc.

Transaction data is datarepresenting a business transaction. This data may be stored in a transacfion table
containirﬂg data aboutone type of transaction. Transactions are the result of processes perfornjed which
relate to ¢ntities recorded in the master data. Transaction data therefore often includes master datp that can
be used tp identif§rthe entities that are party to the transaction.

For examplefafcredit card transaction relates to entities represented by master data, such as the credit
card accdunb at the issuing bank (represented by a credit card number), and the merchant accoyint at the
accepting bank (represented by a merchant number)t4l.

4.2.3.4 Other forms of databases

The world of data is rapidly changing as familiar relational databases are replaced with alternative data
structures, such as graph databases. Graph databases are designed to depict relationships between data points.

The Internet of Things has also resulted in an increase in data being captured by sensors within everyday
items. Often, this data is captured in time series databases which record values in simple tables organized
by dates and times.

© IS0 2024 - All rights reserved
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4.3 Different interpretations of the concept of ‘record’

Table C.1 shows there are different interpretations of the concept of “record”. For database managers and
administrators, a record is a set of related data items treated as a unitl14l, Typically, a data record is a tuple

or row of

data in a database table.

For records managers, a record comprises all of the information that is created or used in a business
transaction, so in a database this might typically comprise related data items from multiple data records
across multiple tables.

For example, a person submits an online application by entering information in a web-based form and
attaches a scanned document. The form includes fields that require specific items of data, as well as fields

thatallo
data. The
metadata
person of

It may be
specificr

Because 1
the recor

authoritafive proof of the business transaction.

However,
assets, re

4.4 Me

In the dig
character
should be
with a giy
to it over

Just like
metadata
managen

informatijon that supports integrity-authenticity, usability and confidentiality of records and the

of the relq

There ar
metadata

processe§ through timeé-and within and across organizations”. There are numerous other metadat

not direc
describin

record comprises the data that was submitted as part of the online application, as|w
about the creation and submission of the application, such as the date and time of creatid
agent/actor which created the record.

a complex task to identify which combinations of data elements in a database are consid
bcord.

ecords managers focus on records as evidence, their aim is to ensurg the information ¢
d, which may be stored as structured, semi-structured, or unstructured data, can be t

records managers also recognize that records have value @s information assets. As inf
cords may be used in subsequent business processes and{ransactions, generating new reg

tadata for records as structured data

ital environment, authoritative records are those-accompanied by metadata defining the
istics (see ISO 23081-1:2017, Clause 4). According to ISO 15489-1, the metadata of a req

managed as a record. However, it should\be noted that the content of a metadata set 4
ren record, unlike the content of the record itself, is not fixed and new metadata are usug
time.

the data itself, the metadata alsq@*can be seen and managed both as a set of codes (
-supporting IT infrastructure 'such as special databases within electronic document an

bvant information infrastructure.

b many kinds of the-metadata, of which the “metadata for records” is a subset. In ISO 3

Lly related,to the records processes (e.g. technical metadata associated with e-mail me
g its path'through the internet).

4.5 Ch;practeristics of structured data

free textto be entered. The informationisstored asstructured semi-structured andunstructured

ell as the
n and the

lered as a

ontent of
rusted as

ormation
cords.

ir critical
ord itself
ssociated
lly added

b.g. when
d records

ent system (EDRMS) systems or communication issues are considered) or as mganingful

bperation

0300, the

for records aredefined as “structured or semi-structured information, which enables the records

A that are
bsage and

Table A.1 in Annex A identifies characteristics of structured data from representative definitions mapping

with ISO 704. There are four characteristics about structured data show in Figure 2:

1) useo

fa pre-defined set of rules;

2) specified data model;

3) structured in an organized manner or identifiable way;

4) stored in distinct fixed fields.

© IS0 2024 - All rights reserved
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Object: Concept:
data structured data
Definition:
data which are
Characteristics: organized based
. pre-defined (applicable) set of rules, on a pre-defined
Prope_rtles: e.g. resides within fixed fields, (applicable) set
organized organized into distinct elements, of rules.
tagged for identifiable access

Figure 2 — Formation of structured data concept

Figure 3| illustrates the mapping between the specific characteristics of structured (data| and the
charactetfistics of records defined in ISO 30300.

The first et of characteristics (e.g. authenticity, usability, reliability and integrity, as,defined in 10 30300)
is essentipl for the categorization of certain data as records.

The secofd set of characteristics is related to the management of data as reeords in complianceg with the
principle$ and requirements defined in ISO 15489-1 and ISO 30301. TheseZrequirements are applicable to
all kinds [of data (structured, semi-structured, or non-structured) that<«re managed as records. Besides,
managing non-structured data as records need extra work to ensure e€onsistency of data procepsing and
managenient and the traceability of the management process with adéquate metadata for records.

Unstructured data
— Authenticity
Semi-structured
Data
data
Authoritative .
records e Usability
Information Structured data t
Metadata for , Reliability
Records
Knowledge Records Documented information L ] Integrity
Asset Evidence

Figure 3 — Mapping concepts of structured data with ISO 30300

5 Issues for managing records in structured data environments

5.1 General

Annex D provides a template for identifying issues and concerns for managing records in structured data
environment. The following issues have been validated by four use cases collected in Annex E, Annex F,
Annex G, Annex H.
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5.2 Individual records are not self-contained

Records in structured data environments are usually part of an overall data structure designed to capture
many records of the same type. Generally, all of the records of the same type will be aggregated as a set and
cannot be managed individually.

This has implications for the application of records controls and processes as specified in [SO 15489-1.

5.3 Systems are not designed to capture records

In most cases, business systems are still not designed to capture records as records managers hoped by
issuing ISO 16175.

Where systems require only current data values, then securing these values against unauthorized changes
through gquthentication and authorization measures may be sufficient.

However|if historical values, such as previous addresses of citizens, have to be available as evidence, it may
be challenging to create fixed-content records with data values linked to a point in timié;

5.4 Data is often re-used

Once cregted and stored in a database, data that makes up specific records niay be reused in othey business
processeg or transactions, often combined with data from other records,

This re-ufe may create new records, although the data itself has notchanged.

For example, documents or reports generated containing data may need to be saved as separate ffecords, if
these dodquments or reports are used in business processes.

Due to the high level of re-use of data elements, the same®data elements can be part of multiple recprds each
of which |s subject to numerous retention or dispositioftrequirements.

5.5 Rec¢ords controls may not be able to be applied in business systems

Records ¢ontrols may not be able to be applied or implemented in business systems. Nevertheles$, some of
these can|be handled through the management system for records.

Business systems are rarely designed:to include functionality that supports business classificatior schemes
and dispgsition authorities. This'might not be an issue where all of the records relate to a singlg business
process and have the same retention or disposition requirements.

Metadatal schemas and aecess and permissions rules are more likely to be able to be incorpoifated into
business [systems althatigh the type of metadata and rules are likely to differ compared with records
systems, hs well as how-these controls are implemented.

Metadata| for records is different to the typical metadata thatis part of structured data environmejnts.

Business [syStems are unlikely to have all of the metadata for records. For example, businesg systems
may not ¢reate explicit identifiers for individual records that are human readable. Also, format qr storage
metadata may not be explicit. However, this may not be an issue in active records system where records can
be retrieved through system functions and the format and storage are known by system users.

The concepts of metadata in [SO 15489-1 seem to be mostly applicable to EDRMS type systems. In business
systems, point of capture metadata that documents the circumstances of the creation of the records is
typically the name of the agent creating the record and the date and time of record creation.

[SO 15489-1 clarifies that records controls may be designed and implemented in a variety of forms depending
on the technological and business environment so these controls can be applied organisation-wide as part of
a management system for records, rather than necessarily being applied within records systems.
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The management system for records can therefore be used to classify the records in a business system at an
aggregate level. Therefore, classification may not occur through application of structured or semi-structured
metadata to individual records but could occur through other documentation that shows how the business
system relates to business, legal or social contexts.

5.6 Records processes may be different in business systems
Records processes applied to business systems may also be different to those applied in records systems.

In business systems, records are usually captured at the same time as they are created. There is often no
significant distinction between creating and capturing records.

[SO 15489=t—seemstoassunre recordsare captured-imtosystens—thataredifferentfromrwheryg they are
created, which is not the case for many business systems, nor was the case for physical records that|preceded
them such as financial ledgers.

In distributed ledger technology systems (DLT systems), for example (and like physical ledgers and registers
or even (liaries), records are created and captured simultaneously with minimal’ metadata applied to
individuall records, and no explicit identifier. Metadata was typically applied to the volume contdining the
individujl records.

In busingss systems, indexing can also occur without explicitly capturingsiibjects, locations or| personal
names as|indexing metadata. System indexing functions may index the ddta‘to enable retrieval of dontent.

Business|systems are typically not designed to support execution-ef disposition actions, and unlikely to.
And yet disposition of records in these systems can still be managed through the management system for
records by applying disposition processes and actions at the time of system decommissioning or nigration
or upgrade.

5.7 Re¢ord meaning may depend on system documentation

Records |in structured data environments may\lose meaning unless codes and additional system
documentation is retained, as records may not:be'meaningful in their own right. Sometimes, metadata for
recordsrrr]lay or may not serve this purpose.

For example, if an audit entry for a record only includes codes that reference the entities involyed in the
change eYVent, this entry will be meaningless unless explicit system documentation is retained indicating
what the podes referred to.

In additign, it may be useful te retain system documentation showing the data entry screens that were
used to cipture the recordsso-that relationships between data items can be understood. All changes to the
system cqn be documented-and this documentation retained to help people understand the records.

5.8 Ownership and control of records in shared systems may not be clear

Many buginess §ystems are designed to be used by people outside of the organization that established the
system, sjich‘as systems jointly used by bodies belonging to different levels of government (local) regional,
or federal);70r systems used by organizations which are part of the same supply chain. Unless 3greed up
front, there can be a lack of clarity of who owns or is responsible for the records in these shared systems.

Increasingly, people using systems, in which they enter or submit data as part of a business transaction, may
also have rights over the data which may be part of an organization’s records.

It can be difficult to clearly isolate or separate one organization’s records from those of another, each of
which may be subject to different legal and regulatory requirements.

Additional challenges are also present in the case of records stored in third-party controlled storage (e.g.
cloud) although in general this is not an issue, as usually records are kept separate for joint tenants of shared
cloud infrastructure.
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Some distributed systems such as blockchain and distributed ledger systems are designed to not necessarily
rely on the sole control of one organization, and copies of the ledger are deliberately distributed across the
network nodes as part of the system design. This raises additional questions about which are the original
records and which are copies.

5.9 Disposition of individual records is not feasible

Technical

feasibility of the disposition of individual records is another issue.

Disposition is the range of records processes associated with implementing records retention, destruction
or transfer decisions which are documented in disposition authorities or other instruments. Disposition
includes both the transfer of records to another organization, permanently archiving records, and the
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— Assurance of the timely, complete and irreversible destruction of records. In structured data
environments that are complex, distributed, shared or controlled by third parties, it can be difficult
to get assurance or attestations of the timely, complete, and irreversible destruction of the records. In
some cases, this can be mitigated by internal governance and management measures or by inclusion of
suitable clauses into contracts or service level agreements with relevant parties.

— Making information inaccessible is not destruction. Making information inaccessible by various
means (e.g. by destroying corresponding cryptographic keys or cryptographic shredding, or destruction
of indexes pointers and links) is not usually considered proper destruction as the information persists
and could potentially be discovered with sufficient effort and expenditure. However, in certain situations,
this can be the most feasible solution, after legal and information security risks are thoroughly analysed.
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If data has to be removed from a records management perspective but cannot be from the database
perspective, alternative solutions may be sought such as masking content or shielding content from
reading instead of removal. In such situations, one has to accept that such solutions have drawbacks and
that sometimes one can only choose an approach of minimizing the risks by accepting the best possible
(but not the perfect) solution.

5.10 Conflict between disposition and the referential integrity rule for relational databases

Research has been undertaken into the potential to undertaken disposition in relational databases, and the
conclusions identified conflicts with maintaining the referential integrity of databases from the perspective
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Eposition rules may dictate the deletion of records, referential integrity rules tfor felational

nal database satisfies the referential integrity rule for it to be able to operate/properly. In a

database, foreign keys (also referred to as secondary keys) are values in predéfined foreign key
ows in the tables of the database. These foreign key values refer to values af- primary keys of rows
ables. The primary keys are the identification (ID) codes of rows. The réferences from decondary
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, such as
hlues and

ansfer of
hced with

pchnical or scientific environments, there are requirements for continuously changing dafta values.

— sampling the continuously changing values and capturing and storing the resulting sample values;

— determining averages of continuously changing values and capturing and storing the resulting
average values;

— storing resulting values in a type of non-relational database that is more suitable for storing ranges of
(measurement) values, for example a time-series database.

Recording current output values of smart device sensors in communication networks is a similar challenge.
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6 Concerns about managing records in structured data environments

6.1 General

Annex D provides a template for identifying issues and concerns for managing records in structured data
environment. The following concerns have been validated by four use cases collected in Annex E, Annex F,
Annex G, Annex H.

6.2 Approaches to managing records in structured data environments

Organizations have been creating and managing structured data for decades.
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ppraisal.

Once appraisal has been undertaken to determine what records need to be captured and the retention
requirements for the records, records managers need to collaborate with system and database designers

during th

e design stage.

6.3 Appraisal of records in structured data environments

6.3.1 Appraisal to determine what records need to be captured

In most cases, records will be required to be captured and retained whenever structured data is used to
support an organization’s business. The structured data may be needed as evidence for business purposes

© IS0 2024 - All rights reserved
13


https://standardsiso.com/api/?name=85f74819976eda6e12476a23fc7011c3

ISO/TR 8344:2024(en)

or for compliance with legal, regulatory, and other requirements. Structured data records can be subject
to various business, legal, regulatory, and societal retention and disposition requirements of one or more
jurisdictions.

Appraisal is therefore fundamental for managing records in structured data environments. Strategic
analysis of the business context, and assessment of risk, can be undertaken to identify what records need to
be created or captured not just to identify retention requirements.

Appraisal can be used to determine which information was received or created as a result of a business
process or transaction and is required to be kept and maintained as evidence of that process. From a records
management perspective, the record may comprise structured, semi-structured and unstructured data that
all relate to the business process. Not all data entered may need to be kept as evidence.

Therefor¢, appraisal can be used to inform the design of business systems. For business systems that already
exist, apgraisal can inform solutions for managing records through design, implementation, policy or other
tactics.

6.3.2 jppraisal to determine retention requirements

With respect to identifying retention requirements for records in structured data‘environments, jappraisal
will be mpre or less the same as for other records. However, there are several things worth consid¢ring.

Firstly, it|is not likely to be feasible to specify different retention requitements for individual records, as
individuall records are part of a larger database comprising many records.

The focu§ of appraisal will need to be on aggregations of similarytypes of records. This is no different to
appraisinfg a set of physical registers or ledgers which often comprise many individual records mpintained
together as an aggregation.

Secondly|the current interest in data for decision-makingindicates there is likely to be re-use of the data. A
data valug may have been recorded as part of an initialtransaction and may be needed as part of the record
as evidenfce of that transaction. But the same piece ‘of-data may then be used for various other purposes to
inform d¢cision-making.

In records management, the use of a record.in’a'subsequent transaction typically generates a new record. In
this case,|each re-use of the data for different purposes can be appraised separately.

However,|if data is re-used but not in.a'business transaction then this type of re-use or potential re-use can
inform thle retention requirements(

6.4 Re¢ords managementby design in structured data environments

6.4.1 (eneral

Table I.1 in Annexdidentifies objects, characteristics, and application scenarios of ‘by design’ from definitions
of representative~sources. Figure 1.2 in Annex | shows the general concerns about records mapagement
in structfired data environment by design in terms of its objective, object, way, quality and application
scenariod relevant to records process, records control and information system.

Annex [ provides following context for understanding records management by design in structure data
environment:

— characteristics of by design mapping with ISO 30300,

— Dby design as approach and means for information management,

— its process steps for records management,

— concerns about records management by design for structured data,

— multiple axes or dimensions of integrality,
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— records management functionality of information systems,
— out-of-box thinking and general preconditions for a successfully design approach.

Based on the analysis of different interpretations of record from management perspective and technology
perspective in Annex C and analysis of four uses cases in Annex E, Annex F, Annex G, Annex |, policy approach
and technology approach are synthesized.

6.4.2 Policy approach

An approach to records management by design is to define policy for records management.

Records management principles and requiremen

g stage and
throughopt the lifecycle of the business system.

Any initigtive to change something in the system also provides an opportunity to include requirements for
records nhanagement.

High-level process and control steps for a policy approach to records management bydesign includes but is
not limitdd to:

— usingappraisal to identify what constitutes an authoritative record, and which records are to becaptured
and retained, and when they can be disposed of;

— identfifying requirements for the classification, indexing, description, access control disposjtion, and
preservation of these records including regulatory requirementsof relevant jurisdictions;

— choos$ing where (in which information systems) to capture and retain these records;

— designing the solution(s) for capturing, retaining an@ disposing of the selected records, |including
fundamental system connections;

— buildfing or purchasing and implementing the saltition(s) for capturing, retaining and disposinjg of these
recoids.

6.4.3 Technical approach

Once recprds requirements have been determined, a by design approach can be used to includg records
managenient rules and processes jinsthe system so they operate automatically in the course of business
transactipns.

A range of process are needed'te ensure that the records management rules and processes:
— covelf the whole lifeccyele of the structured data;
— are standards machine applicable, readable and transferable (SMART);

— are rhachin€ executable, interpretable, auditable, and adaptable to the applications of datpa-enabled
technjolegiés such as records management in artificial intelligence (Al) environment.

If choosingto store records i the database ItSetf, a techmicat by desigim approacit may invoive modifying the
database’s data model, for example, by adding rows and fields for historical and context data, or storing the
historical transactional data in relational transaction tables.

Rules for records disposition can also be embedded at the beginning of the data model design to enable
the machine to automatically understand the rules and undertake automatic processing. These rules need
to take into account possible conflicts between disposition requirements and the referential integrity rule
for relational databases (described in 5.10). Because the rules are built into the system’s architecture and
functionality, seeking the consent of data creators, data managers and data users is no longer necessary.

Functions necessary for managing the records in the database will also need to be defined and this will
determine the application logic of the database system for their execution.
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Records management in structured data environments by design calls for collaboration among business
managers, business analysts, records managers, database administrator, and information system developers.

6.5 Apply records controls or policies from other applications to business systems

Another possible strategy for managing records in structured data environments is to centralise records
management in one application and apply records controls or policies to other applications, managing
records in place. This is also known as federated information governance. It is more commonly used with
unstructured data.

6.6 Implement a management system for records across business systems
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Annex A

(informative)

Identification of concepts and characteristics of structured data

Table A.1 — Identification of characteristics of structured data

No. Sources Object Characteristics Scenario
1 BOURCE: ISO/IEC 38505-3:2021, 3.15 data pre-defined (applica- |USe[pre-de-
ble) set of rules; fined data
model;
relational
datgbase
2 bource: John Isaza and Tom Reding, Defensible Disposi- |data that residesywithin Fitipto
tion of Structured Data, Information fixed fields pre-defined
Fovernance Solutions, 2015, see https://www Datq model;
infogovsolutions.com/disposition-structured-data-1/ relafional
datgbase
3 SOURCE: InterPARES Trust Glossary, see https:// data Organized into distinct|datd model or
nterparestrust.org/terminology/term/structured%20 elements; stored in starjdard;
,iaﬁ ] distinct fields relakional
datdbases,
sprgadsheets
4 SOURCE: ITU-T Y.4500.1 (01/2018)] data has a structure; or- a specified
ganized in a defined information
manner model
5 Franks 2013 (1560 p.36): data Organized in a way
identifiable.
6 Fingrich & Morris 2006 (1358 p. 31): data stored in fields and in tgbles of
rows arelational
datdbase;
accqunting
and|financial
datg, cus-
tomgr data,
pergonal data
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Annex B
(informative)

Examples of relational database

B.1 Examples of ordinary relational databases
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vs include cells that contain data of entities such as data about persons and products.
the predefined attributes for these entities such as IDs, first names, last names and-produ
of a row contains the value of one attribute of the entity represented by that row,

hase organizes d 1TO tabies WHNere cact bie contains rows (or tupie

in rows can refer (or relate) to data in other rows by using primary and fereign keys!
he IDs of rows. Secondary keys are pointers to primary keys of other rows.

idea behind the concept of a relational database and its design is tg-avoid data redundg
cy is the term for storing the same data more than once in a considered environment. A
is designed to store the same data only once in such a databdse: This has both advan
S.

onships between data in a relational database are organized by a set of predefined rul
bs is the referential integrity rule. This rule states thatfor every secondary key there ex
mary key of the same value so that every secondary’key refers to something that exists. [
[, the database loses its referential integrity and eai no longer function properly. This re
r deleting data in a relational database if needed to meet records management require

imns and
Columns
ct names.

Primary

ncy. Data
relational
fages and

bs. One of
sts a row
f this rule
duces the
ments for

Sition of records. More about that in subclause*5.10 relating to challenges of referential integrity.

Query Language (SQL) is a query language for accessing and manipulating data stored in

5. Formally, SQL is not a part of a relational database, but in practice it is important fof
e databases. An alternative name fora relational database is 'SQL database', especially in
g databases.

ner types of databases

A comm

classification of databases is one that is based on the structure of a database. On a hi

divides databases into twe categories:

— SQL databases forrelational databases;

— NoS(L databases for non-relational databases, where NoSQL stands for Not only SQL.

The

0SQI{ category is divided into several subtypes or subcategories. Examples of NoSQL

relational
working
use when

bh level it

database

subcategories are:

— hierarchical databases containing parent-child relationships, like a family tree;

— network databases: hierarchical databases with non-hierarchical links;

— key-value databases containing two-column rows within every row a value and a key for that value;

— documentdatabases or document-oriented databases, for example Extensible Mark-up Language (XML);

— graph databases with entities as nodes and connections with other nodes if these connections are
meaningful;

1) 'Secondary key' is an alternative term for 'foreign key'.
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— column databases with flexible columns;

— time-series databases for storing measured values that change over time.

There will not always be sharp boundaries between them. There are overlaps by databases with

characteristics from more than one subcategory.

B.3 More insight in types of databases (optional)

The best way to get some more insight into the mentioned types of databases without being or becoming
an expert is by looking at examples of their structure visualized by data model schema like in the images

Figure B.1, Figure B.2, Figure B.3, Figure B.4, Figure B.5, Figure B.6, Figure B.7 and Figure B.8.

Department
id: int
name:text
Course Teacher
id: int id: int
title:text first_name: text
department: int « foreign key» last. name: text
other_details: text phofie_number: int

Student

id: int

Section

first_name: text
last_name: text
date_of_birth: date
phone_number: int

id: int

capacity: int

courses course_id «foreign key»
teacher_id: int «foreign key»

Student section

idaint

student_id: int «foreign key»
section_id: int «foreign key»

Figure B.1 — Data model of a relational database

| |

/bin

/boot

/etc /home

L /home/bob

/root /o /usr

/var

/var/log

/var/www

Figure B.2 — Data model of a hierarchical database
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Restaurant

Cashier

Server

Cook

Money

Food

Figure B.3 — Data model of a network database

key: value

user_id: fSbadc33-5bd7-4b65-a737-65304675f476
color: blue

repetitions: 3

text: hello world

data: {..}

Figure B.4 — Data model of a key-value database

ID: lunch
{
"type”: "salad”,
"vegetarian": false,
“ingredients": [
"spinach”,
" v .. ID: dinner
tomato”,
ID: breakfast "cucumber”, (
::(ciarroF", ) "type; "pizza’,
"type": "toast”, reSSIP(})gli;IEA oil" ::size".: "laige",
"bread": "whole wheat"; "ine ar"' toppings": [
S "honegy" ) "pepperont’,
"butter!, " S tomato",
miam ) em'(')n . "sausage”
1 salt”, .
pepper, "price": 9.00,
1' B "presliced": true
tuna”, )
"walnuts"
"rating": "5 stars",
"restaurant”: "Skylight Diner"
H

Figure B.5 — Data model of a document database
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( John

age: 25
favorite sport: hockey
colleague

Luke
friend

age: 33
favorite color: blue

:
)

age: 28
occupation: writer

o 1
TTTeTIe

friend

neighbor

-

friend neighbor

age: 24
occupation: waiter

( Bridget
( Diane W
age: 25
gccupation: gardener Loccupation: tour guide J
favorite sport: football
favorite food: spaghetti

Figure B.6 — Data model of a’graph database

Column family: Fruit\

keys \
price * on sale

apC])>le\
\E color
1 *4: false

T
—
nga%e\
\df color EE price %3 number per bunch ? imported
4: green 44: 3 4;43 40 ﬁj true
i

bagna\
\E color dﬁ ripe

Qg yellow —;‘: true —éj 6

number per bunch

Figure B.7 — Data model of a column database
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Time CPU Temp
2019-10-31T03:48:05+00:00 37
2019-10-31T03:48:10+00:00 42
2019-10-31T03:48:15+00:00 33
2019-10-31T03:48:20+00:00 34
2019-10-31T03:48:25+00:00 40
2019-10-31T03:48:30+00:00 42
2019-10-31T03:48:35+00:00 41

Figure B.8 — Data model of a time-series database

B.4 Some more about relational databases

A relational database is based on the relational model and principles as developed by Edward |

1970146].
rules are
Hugh Dar

Data (or

according
that therg
the speci

In the arg
known a
records a

n Reference [46], Codd formulated 'twelve rules (0 to 12) for database systerns’. Nowad
considered to be superseded by 'The Third Manifesto'-series of writings onthe'relational
wen and C.J. Datel42],

information) in relational databases are considered as being structured data (or inf

to the definition of the concept 'structured data' as mentioned in@zl7. But note 3 to 3.17
 are other digital environments that contain structured data tdo (maybe an XML file acqg
ications in an XML Document Type Definition?).

a of database administrators and database managers, rOws in relational database table
b 'tuples’, 'database records' and in short 'records’. This does not mean that these 'reqd
s defined by TC 46/SC 11 (in ISO 15489-1). In the same’area, tables are also named 'relati

. Codd in
ays these
model by

rmation)
suggests
ording to

5 are also
ords' are

pns.
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Annex C
(informative)

Concepts of record from management perspective and technology

perspective

Based on the analysis of Table C.1, the conclusion of Figure C.1 was drawn. Figure C.1 shows there are

infnrprnfnh'nnc of the r‘nnr‘npf of record’ from ana]ycic of definitions of record from

different

different
standard
different concerns.

evidence [6]

legal obligations [6]

5. There are management perspective and technology perspective on object of record.dsd

R d
Management ecor Technology
perspective perspective
Information[3,6] /\ Information([1,7,8,9,14,14]

object | object

DAta[92,13,15]

stating fesults achieved or providing
evidencd of activities performed [2,4]

providing|information on observations
or activities performed [5]

Document[2,4,5]

Words[10]

Template[8]

Figure C.1 — Different interpretations of the concept of ‘record’

ording to

repository [1]

collection|[1,10]

relevant to pages that are to
be processed together

structured[11]

read by software services/injcomputer
processable form[1,11]

related[8,10,15]

collection: set of [10,12]

data principle:entity to whicl
data relates [13]
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Annex D
(informative)

Template and use cases on records management in structured data

environments

This document gives four use cases about records management in the structured data environment. These

PetroChina, bo
the datablase manufacturer and three were from the enterprise archives department. Throughwuse
analysis, fit has been found that all the challenges mentioned in Clause 5 were validated, and in|
some ma¢ro management challenges were also identified, such as the lack of file management awa
the leadefship, the risk of technology, the shortage of human resources, the lack of funds, and the ¢
updated [ndustry rules, which had brought challenges to records management, in” the structt
ent.

environnj

of China,
was from
case data
addition,
reness of
onstantly
ired data
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(informative)

Use case-1 as an example
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(informative)

Use case-2 as an example
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Annex G
(informative)

Use case-3 as an example
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