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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards th

rough

technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.

Other

international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.

The procedures used to develop this document and those intended for its further maintenanfe are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria’needed for

the different types of document should be noted. This document was drafted in accordance w
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying’any or all such
rights. Details of any patent rights identified during the development of the document will be
Introduction and/or on the ISO list of patent declarations received (seedwww.iso.org/patents) or
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for thé convenience of users and do
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific tern
expressions related to conformity assessment, as wellras information about ISO's adherence
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.is|
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/JTC 1, Information techi
Subcommittee SC 27, Information security;.éybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 27006:séries can be found on the ISO website.

Any feedback or questions on thissdocument should be directed to the user’s national standards b
complete listing of these bodies.can be found at www.iso.org/members.html.
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Introduction

ISO/IE

C 27006 sets out criteria for bodies providing audit and certification of information security

management systems. If such bodies are also to be accredited as complying with ISO/IEC 27006 with
the objective of auditing and certifying privacy information management systems (PIMS) in accordance
with ISO/IEC 27701:2019, some additional requirements and guidance to ISO/IEC 27006 are necessary.

These

are provided by this document.

The td
requiy

Xt 1n this document follows the structure of ISU/IEC 27006 and the additional PIMS-speciiic
ements and guidance on the application of ISO/IEC 27006 for PIMS certification are identified by

the lefters “PS”.

The primary purpose of this document is to enable accreditation bodies to more effectively harmonize

their g

pplication of the standards against which they are bound to assess certification bodies.

Vi
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Requirements for bodies providing audit and certification

of information security management systems —

Part 2:

Privacy information management systems

1 Scope

This document specifies requirements and provides guidance for bodies providing aud
certification of a privacy information management system (PIMS) accordidg to ISO/IEC 27
combination with ISO/IEC 27001, in addition to the requirements contained ‘within ISO/IEC 270
ISO/IEC 27701. It is primarily intended to support the accreditation of certification bodies pro
PIMS certification.

The requirements contained in this document need to be demonstrated in terms of competen
reliability by anybody providing PIMS certification, and the guidance contained in this doc
provides additional interpretation of these requirements for any body providing PIMS certificati

NOTE This document can be used as a criteria document(for accreditation, peer assessment or othe
processes.
2 Normative references

The following documents are referred to intthe text in such a way that some or all of their c
constitutes requirements of this document. For dated references, only the edition cited applig

t and
01 in
6 and
viding

e and
Lment
n.

r audit

bntent
s. For

undated references, the latest edition afithe referenced document (including any amendments) applies.

ISO/IEC 17021-1, Conformity assesSment — Requirements for bodies providing audit and certifica
management systems — Part 1:(Requirements

ISO/IEC 27000, Informatien~technology — Security techniques — Information security manag
systems — Overview and'\vocabulary

ISO/IEC 27001, Information technology — Security techniques — Information security manag
systems — Requirements

ISO/IEC 27006:2015, Information technology — Security techniques — Requirements for bodies prg
audit and certification of information security management systems

ISO/IEE 27701, Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for p
information management — Requirements and guidelines

tion of

ement

ement

viding

rivacy

L

I1ICO- AR 20400 1oL g . 1 ] fal Ly Josa s Do £ ]
TOU/ILG Z 71UV, ITHUTTITULIONT LCCHTuioyy — oStturity Letrrrgqucs — rrivucy Jjruliricwurik

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000,

ISO/IEC 27006 apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2021 - All rights reserved
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4 Principles

The principles from ISO/IEC 27006:2015, Clause 4, apply.

5 General requirements

5.1 Legal and contractual matters

The rpquirements of ISO/IEC 27006:2015, 5.1 apply. In addition, the following requirements and
guidance apply.

PS 5.1 Normative basis for this document

All requirements from ISO/IEC 27006 apply unless otherwise specified in this document.

5.2 anagement of impartiality

The requirements of ISO/IEC 27006:2015, 5.2, apply. In addition, the following requirements and
guidance apply.

PS 5.7 Conflicts of interest

The cgrtification body shall not provide management system consultancy related to PIMS (e.g. services
as extgernal data protection officer, process reviews or data proteetion reviews).

Arranging and participating as lecturer in training courses.related to personal information security
management systems is not considered consultancy or having a potential conflict of interest, provided
e provisions of ISO/IEC 27006:2015, 5.2.1 a), are applied.

5.3 [Liability and financing
The rgquirements of ISO/IEC 27006:2015, 5.3apply.

6 Structural requirements

The rgquirements of ISO/IEC 27006:2015, Clause 6, apply.

7 Rpsource requirements
7.1 LCompetencelof personnel

7.1.1 | PS 7.1{1 General considerations

The rgquitements of ISO/IEC 27006:2015, 7.1.1, apply.

7.1.2 PS 7.1.2 Determination of competence criteria

The requirements of ISO/IEC 27006:2015, 7.1.2, apply. In addition, the following requirements and
guidance apply.

7.1.2.1 PS7.1.2.1 Competence requirements for PIMS auditing

7.1.2.1.1 The auditors shall have knowledge of:

a) privacy information management including ISO/IEC 27701;

2 © ISO/IEC 2021 - All rights reserved
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identification and handling of personally identifiable information (PII);

privacy by design and by default;

PIMS monitoring, measurement, analysis and evaluation;

information security risks related to privacy information management and processing of PII;

policies and business requirements for privacy information management.

7.1.2.1.2 Collectively, the members of the audit team shall have knowledge of:

a)

b)
c)

d)
e)
f)
g)

h)

7.1.2.2 PS7.1.2.4 Competence requirements for reviewing audit reports and making
certification decisions

The personnel reviewing audit'reports and making certification decisions shall have knowledge

a)
b)

c)

d)

privacy information management and processing of Pl related tools, methods, techniques an
application;

tracing privacy incidents;

privacy information risk assessment, privacy impact assessment and the-related methods ajj
management;

processes applicable to PIMS;
the current technology where privacy may be relevant or an issue;
all controls contained in ISO/IEC 27701 and their implementation;

the legal requirements that apply to privacy informafion management and/or processing of B
sector specific laws and local privacy laws);

NOTE Knowledge of legal and regulatory requirements does not imply a specific educational de
judicial or related study programmes.

industry privacy good practices and privacy procedures.

the privacy frameworkipresented in ISO/IEC 29100;
ISO/IEC 27701;
legal and regulatory requirements relevant to privacy;

NOTE Knowledge of legal and regulatory requirements does not imply a specific educational de
judiciabor related study programmes.

scope definition for management systems according to ISO/IEC 27701 (in particular in te
PII controllers and PII processors) to be able to verify the appropriateness of the scope as ¥

1 their

d risk

11 (e.g.

bree in

f:

bree in

'ms of
vell as

changes to the scope.

The personnel reviewing audit reports and making certification decisions shall have general
understanding of:

a)
b)

privacy information risk assessment, privacy impact assessment and risk management;

processes applicable to PIMS.

7.2 Personnel involved in the certification activities

The requirements of ISO/IEC 27006:2015, 7.2, apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2021 - All rights reserved
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7.2.1 PS 7.2 Demonstration of auditor knowledge and experience

The certification body shall demonstrate that the auditors have necessary knowledge and experience
through (where applicable):

a) recognized PIMS-specific qualifications;
b) participation in PIMS training courses and attainment of relevant personal credentials;

C) P MS anuditc witnaccad hy anathar DIMS auditar
Ot reo— vy e irey T ro-orererreoTT

ey oo

7.2.2 | PS7.2.1.1 Selecting auditors
In addjition to 7.1.2.1, the criteria for selecting PIMS auditors shall ensure that each auditor:

a) hgs atleast four years full-time practical workplace experience in information technglogy, of which
afjleast two years was in a role or function relating to privacy;

b) has completed at least one onsite audit in the field of PIMS;

NOTE If the auditors are qualified in the field of ISMS and PIMS, they‘theet the requirements of
ISP/IEC 27006:2015, 7.2.1.1 d), through the audits within the two fields.

c) kgep current knowledge and skills in privacy information managemert up to date through continual
professional development.

Technjcal experts shall comply with a).

7.3 Use of individual external auditors and external technical experts

The rgquirements of ISO/IEC 27006:2015, 7.3, apply.

7.4 Personnel records

The rqquirements of ISO/IEC 27006:2015, %4, apply.

7.5 Putsourcing

The rgquirements of ISO/IEC 27006:2015, 7.5, apply.

8 Information requirements

8.1 Public information

The rqquirements of ISO/IEC 27006:2015, 8.1, apply.

8.2 [ertification documents

The requirements of ISO/IEC 27006:2015, 8.2, apply. In addition, the following requirements and
guidance apply.

8.2.1 PS 8.2 PIMS Certification documents

The certification documents shall identify that the organization is either or both a PII controller and a
PII processor within the scope of the certification.

Certification documents for ISO/IEC 27701 shall identify the ISO/IEC 27001 certification on which the
ISO/IEC 27701 certification is based and that the organization conforms to ISO/IEC 27701.

4 © ISO/IEC 2021 - All rights reserved
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The version of the statement of applicability (SoA) for ISO/IEC 27001 and, if issued separately, the SoA
for ISO/IEC 27701 shall be included in the certification documents.

NOTE The SoA for ISO/IEC 27701 can be integrated with the SoA for ISO/IEC 27001, or produced separately
from the SoA for ISO/IEC 27001.

The effective date of ISO/IEC 27701 certification shall not exceed the date of the ISO/IEC 27001
certification on which it is based.

Thao caxtif d PoT arin-aarallal +o0 +b o ICA/TDC 27701

1oatioas o rdinag o XL
THCCCTTTCatroT aCCOT UTIT S CO 7 Iy

certification.

n 1
PTIOTOT 1T paranCT tO T TO U/ TG

Certification documents shall include:
a) the words privacy information management system;

b) the role of the organization for each activity, product or service in scope{ile."if the organigzation
acts as PII controller and/or PII processor);

NOTE1 Anorganization can deliver email services acting as PII processpr and file sharing serviceqacting
as PII controller.

c) the fact that the certified organization fulfils both ISO/IEC 27001 and ISO/IEC 27701.

NOTE 2  The fact that the certified organization fulfils ISO/IEE 27001 can be satisfied by the inclusion of
the identification of ISO/IEC 27001 (e.g. certification number,0of ISO/IEC 27001) in the certificate.

8.3 Reference to certification and use of marks

The requirements of ISO/IEC 27006:2015, 8.3, apply.

8.4 Confidentiality
The requirements of ISO/IEC 27006:2045, 8.4, apply.

8.5 Information exchange between a certification body and its clients
The requirements of ISO/IEC 27006:2015, 8.5, apply.

9 Process requirements

9.1 Pre-certification activities

9.1.1 _Application
Thewequirements of ISO/IEC 27006:2015, 9.1.1, apply.

Q1 92
PP T =]

Annlbication rovianas
nl.ll.lll\'ul,lull LTOCVIUCYY
The requirements of ISO/IEC 27006:2015, 9.1.2, apply.

9.1.3 Audit programme

The requirements of ISO/IEC 27006:2015, 9.1.3, apply (except 9.1.3.6). In addition, the following
requirements and guidance apply.

© ISO/IEC 2021 - All rights reserved 5
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9.1.3.1 PS9.1.3 Scope of certification

9.1.3.1.1 Scope of certification

The certification body shall ensure that the scope of the ISO/IEC 27701 certification is within or
identical to the scope of the ISO/IEC 27001 certification.

The certification body shall ensure that the scope of certification to ISO/IEC 27701 is included within
boundari A : . .

9.1.3.1.2 Specific elements of the PIMS audit

The aydit programme for an ISO/IEC 27701 audit shall identify the role of the client with regard to PII
contrgllers and PII processors.

The ce¢rtification body shall confirm, in the scope of the client PIMS, that the PII processing is in the
scope|(see ISO/IEC 27701:2019, 5.2.3).

Certif]cation bodies shall ensure that the client’s information security and privacy risk assessment and
risk tfeatment properly reflect its activities and extend to the boundaries 0f/its activities as defined
in the[scope of the PIMS. Certification bodies shall confirm that this is reffécted in the client’s scope of
their FIMS and statement of applicability.

9.1.3.2 PS9.1.3 Certification audit criteria

The cfiteria against which the PIMS of a client is audited{shall be ISO/IEC 27001 extended by
ISO/IHC 27701. Other documents may be required for certification relevant to the function(s) performed.

9.1.4 | Determining audit time

The requirements of ISO/IEC 27006:2015, 9.1.4,@pply. In addition, the following requirements and
guidance apply.

PS 9.11.4 Audit time

In addjition to ISO/IEC 27006:2015, 9.1:4/1, the certification body shall identify the additional audit time
to be ppent on the ISO/IEC 27701 eertification audits (including initial certification, surveillance and
re-cerftification).

The audit time needed for PIMS-specific aspects shall be at least;

— 30 % of the audit timeif the audit client is a PII controller);

— 20 % of the audittime (if the audit client is a PII processor); or

— 50 % of the audit time (if the audit client is both PII controller and processor);

calculpted. for the identical ISO/IEC 27001 certification scope, based on ISO/IEC 27006:2015, 9.1.4 and
Annex B;

The additional audit time for an initial PIMS audit (stage 1 and stage 2) shall be at least 2,5 days for PII
processors, 3 days for PII controllers or 3,5 days for both, if the values calculated from the previous
sentence are lower.

In the case that the organization has already been certified to ISMS (ISO/IEC 27001) and a PIMS initial
audit is conducted separately from ISMS audits (i.e. ISMS surveillance audit or ISMS recertification
audit), at least 0,5 audit days shall be added to the audit time in order to verify if the ISMS (especially
its management system aspects such as internal audit and management review) is extended to include
PIMS perspectives as specified in ISO/IEC 27701.

Additional audit days shall be calculated for each audit (i.e. surveillance audit, re-certification audit).
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