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ISO/IEC 9594-8

Foreword

:2014(E)

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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hnical committees collaborate in fields of mutual interest. Other international organizations, gov

International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this . document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9594-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collabor
ITIU-T. The identical text is published as Rec. ITU-T X.509.(10/2012).

This seventh edition cancels and replaces the ‘sixth edition (ISO/IEC 9594-8:2008), which
technically revised. It also incorporates the sTechnical Corrigenda ISO/IEC 9594-8:2008/C
ISO/IEC 9594-8:2008/Cor.2:2012 and ISO/IEC 9594-8:2008/Cor.3:2013.

ISO/IEC 9594 consists of the following parts;“under the general title Information technology — Oper
Inferconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part.6: Selected attribute types
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Systems

—t Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

= fronrdifferentmanfactores,
under different managements,

of different levels of complexity; and
of different ages.

Many| applications have requirements for security to protect against threats to the communieation of infornfation.
Virtuglly all security services are dependent upon the identities of the communicating parties.being reliably known, i.e.,
autheptication.

This [Recommendation | International Standard defines a framework for public-key: certificates. This framgwork
includles the specification of data objects used to represent the certificates themselvies, as well as revocation notides for
issuedl certificates that should no longer be trusted. The public-key certificate framework defined in this
Recommendation | International Standard, while it defines some critical components of a public-key infrastryicture
(PKI), it does not define a PKI in its entirety. However, this Recommendation | International Standard provides the
foundation upon which full PK1s and their specifications would be builtc

Similgrly, this Recommendation | International Standard defines aframework for attribute certificates. That fram@work
includles the specification of data objects used to represent the certificates themselves, as well as revocation notides for
issuedl certificates that should no longer be trusted. \The attribute certificate framework defined i this
Recommendation | International Standard, while it defings some critical components of a Privilege Management
Infragtructure (PMI), it does not define a PMI in its entirety. However, this Recommendation | International Standard
provigles the foundation upon which full PMIs and their-specifications would be built.

Information objects for holding PKI and PMI objects in the Directory and for comparing presented values with stored
values are al so defined.

This Recommendation | International Standard also defines a framework for the provision of authentication serviges by
the Djrectory to its users.

This Recommendation | Internatignal-Standard provides the foundation frameworks upon which industry profiles ¢an be
defingd by other standards greupsand industry forums. Many of the features defined as optional in these framevorks
may pe mandated for useZin-Certain environments through profiles. This seventh edition technically revisgs and
enharjces the sixth edition.of this Recommendation | International Standard.

This geventh edition’pecifies versions 1, 2 and 3 of public-key certificates and versions 1 and 2 of certificate revogation
lists. TThis edition also specifies version 2 of attribute certificates.

The gxtensibitity Tunction was added in an earlier edition with version 3 of the public-key certificate and with vergion 2
of the certificate revocation list and was incorporated into the attribute certificate from its initial inception] This
functionvis specified in clause 7. It is anticipated that any enhancements to this edition can be accommodated using this
funct

Hu Y ) L -
ortrtheneed-tocreate new-versons:

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules
which contain all of the definitions associated with the frameworks.

Annex B, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned
to authentication and encryption algorithms, in the absence of aformal register.

Annex C, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing Certificate Revocation Lists.

Annex D, which is not an integral part of this Recommendation | International Standard, provides examples of delta-
CRL issuance.

Vi Rec. | TU-T X.509 (10/2012)
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Annex E, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex F, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex G, whichis not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex H, which is not an integral part of this Recommendation | International Standard, provides guidance for PKI
enabled applications on the processing of certificate policy while in the certification path validation process.

Annex |, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentcommi tment bit in the keyUsage certificate extension.

Annex J, which is not an integral part of this Recommendation | International Standard, includes extracts of {external
ASN L modules referenced by this Recommendation | International Standard.

Annex K, which is not an integral part of this Recommendation | International Standard, provides a suggestéd technique
for a Bind protected password.

Annek L, which is not an integral part of this Recommendation | International Standard, gives'some examples of
password hashing algorithms.

Annek M, which isnot an integral part of this Recommendation | International Standard,contains an alphabetical [ist of
informnation item definitions in this Recommendation | International Standard.

Annek N, which is not an integral part of this Recommendation | International “Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommeridation | I nternational Standard.

Rec. ITU-T X.509 (10/2012) vii
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1
This

I nformation technology — Open Systems I nter connection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 — GENERAL

o
SCOpE

Recommendation | International Standard addresses some of the security requirements in the “arg

authentication and other security services through the provision of a set of frameworks upon which full services q
based. Specificaly, this Recommendation | International Standard defines frameworks for:

—  public-key certificates;
—  dttribute certificates; and
— authentication services.

The gublic-key certificate framework defined in this Recommendation | International”Standard includes a definit

the i
Revo
Privil

nformation objects for a public-key infrastructure (PKI), including publie;Key certificates and Cert
cation Lists (CRLs). The attribute certificate framework includes a definition of the information objects
pge Management Infrastructure (PMI), including attribute certificates,,ane’Attribute Certificate Revocation

(ACRLSs). This Recommendation | International Standard also provides the-ffamework for issuing, managing, usir
revokiing certificates. An extensibility mechanism is included in the defihed’formats for both certificate types and
revocgtion list schemes. This Recommendation | International Standard aso includes a set of standard extensio

each,

which is expected to be generaly useful across a number’of applications of PKI and PMI. The s

comppnents (including object classes, attribute types and matehing rules) for storing PKI and PMI objects
Diredory, are included in this Recommendation | International.Standard. Other elements of PKI and PMI, beyond
framgworks, such as key and certificate management protacols, operational protocols, additional certificate and

exten

5ions are expected to be defined by other standardsbodies (e.g., 1ISO TC 68, IETF, etc.).

The guthentication scheme defined in this Recommendation | International Standard is generic and may be applig
variety of applications and environments.

The Directory makes use of public-key certificates and attribute certificates, and the framework for the Directory
of thgse facilities is also defined in this'Recommendation | International Standard. Public-key technology, incl

certif

cates, is used by the Directory-to*enable strong authentication and signed operations, and for storage of s

data in the Directory. Attribute certificates can be used by the Directory to enable rule-based access control. Alt

the f

amework for these is provided in this Recommendation | International Standard, the full definition

Diredory's use of these frameworks, and the associated services provided by the Directory and its compone

suppl
This

ed in the completesetof I TU-T X.500 series of Recommendations | | SO/IEC 9594 (all parts).

Recommendation |nternational Standard, in the Authentication services framework, also:
—  gpecifies the form of authentication information held by the Directory;
— «describes how authentication information may be obtained from the Directory;
=V states the assumptions made about how authentication information is formed and placed in the Diref

s of
tan be

on of
ficate
for a
Lists
g and
or al
ns for
hema
n the
these
CRL

dto a

's use
uding
i gned
hough
bf the
Nts is

Ctory;

defines three Ways n—which gplr_\lir\nfinnc may—use this authentication information to p

form

authentication and describes how other security services may be supported by authentication.

This Recommendation | International Standard describes two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basis for providing secure services. It is not intended to establish this as a
general framework for authentication, but it can be of general use for applications which consider these techniques
adequate.

Authentication (and other security services) can only be provided within the context of a defined security policy. Itisa
matter for users of an application to define their own security policy which may be constrained by the services provided
by a standard.

Rec. | TU-T X.509 (10/2012)
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It is a matter for standards-defining applications which use the authentication framework to specify the protocol
exchanges which need to be performed in order to achieve authentication based upon the authentication information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (DAP), specified in Rec. ITU-T X.519 | ISO/IEC 9594-5.

2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition_of the Recommendations and Standards listed below. Members of 1EC and |SO maintain registers of currently
valid|International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid | TU-T Recommendations.

2.1 Identical Recommendations| International Standards

— Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Mdssage
Handling Systems (MHS) — Message Transfer System: Abstract Service Definition'and Procedures.

— Recommendation ITU-T X.500 (2012) | ISO/IEC 9594-1:2014, |nformation, technology — Open Systems
I nterconnection — The Directory: Overview of concepts, models and services:

— Recommendation ITU-T X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Open Systems
Interconnection — The Directory: Models.

—  Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Systems
Interconnection — The Directory: Abstract service definitio.

—  Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

—  Recommendation ITU-T X.519 (2012) | ISO/IEC®594-5:2014, Information technology — Open Systems
Interconnection — The Directory: Protocol spetifications.

— Recommendation ITU-T X.520 (2012) |.ISO/EC 9594-6:2014, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems
Interconnection — The Directory;-Selected object classes.

—  Recommendation ITU-T X.525*(2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems
Inter connection — The Directory: Replication.

—  Recommendation ITY-TX.660 (2008) | | SO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General proceduré¢s and
top arcs of the International Object Identifier tree.

— Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

—  Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— <:Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

-~ Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— Recommendation ITU-T X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules. Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— Recommendation ITU-T X.691 (2008) | ISO/IEC 8825-2:2008, Information technology — ASN.1
encoding rules; Specification of Packed Encoding Rules (PER).

—  Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

—  Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.

2 Rec. | TU-T X.509 (10/2012)


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information technology — Security
techniques — Security information objects for access control.

2.2 Paired Recommendations | International Standards equivalent in technical content

Recommendation CCITT X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

2.3 Recommendations

24 Other references

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 OSl Reference M odel security ar chitectur e definitions
The fpllowing terms are defined in CCITT Rec. X.800 | ISO 7498-2:

a)
b)
0
d)
G
)
9)
h)
i)
)

Recommendation I TLLT X 1252 (’){'\1 ('\)’ Basaline irlnnfify mnn::gannont terms and definitions,

IETF RFC 791 (1981), Internet Protocol.
IETF RFC 822 (1982), STANDARD FOR THE FORMAT OF ARPA INTERNET TEXTYMESSAGES
IETF RFC 1035 (1987), Domain names — implementation and specification.

IETF RFC 1630 (1994), Universal Resource Identifiers in WAMAV: A Unifying.8yntax for the Exprgssion
of Names and Addresses of Objects on the Network as used in the World-\Midée Web.

IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAP) Schema Definitions for [X.509
Certificates.

IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure’Certificate and Certificate Revogation
List (CRL) Profile.

asymmetric (encipherment);
authentication exchange;
authentication information;
confidentiality;

credentials;

cryptography;

data origin authentication;
decipherment;

digital signature;
encipherment;

key:

password;
peer-entity authentication;
symmetric (encipherment).

3.2 Baseline identity management terms and definitions
Thefollowing term is defined in Rec. ITU-T X.1252;

a)

trust: The firm belief in the reliability and truth of information or in the ability and disposition of an
entity to act appropriately, within a specified context.
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3.3 Directory model definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) attribute;

b) Directory Information Base;

c) Directory Information Tree;

d) Directory System Agent;

e) Directory User Agent;

f)  distinguished name;

g) entry;

h) object;

i) root.

34 Access control framework definitions

The fpllowing terms are defined in Rec. ITU-T X.812 | ISO/IEC 10181-3:
a) Access control Decision Function (ADF);
b) Access control Enforcement Function (AEF).

35 Public-key and attribute certificate definitions
The fpllowing terms are defined in this Recommendation | International Standard:

351 attribute certificate (AC): A data structure, digitally signed by an Attribute Authority, that binds|some
attribyte values with identification information about its holder.

352 Attribute Authority (AA): An authority which assignsprivileges by issuing attribute certificates.

353 attribute authority revocation list (AARL): A révocation list containing a list of references to attribute
certif{cates issued to AAs that are no longer considered valid by the issuing authority.

354 attribute certificate revocation list (ACRL): A revocation list containing a list of references to attribute
certificates that are no longer considered valid by theissuing authority.

355 authentication token; (token): Information conveyed during a strong authentication exchange, which ¢an be
used {o authenticate its sender.

356 authority: An entity, responsible for the issuance of certificates. Two types are defined in this
Recommendation | International Standard; a certification authority which issues public-key certificates and an attribute
authofity which issues attribute certificates.

357 authority certificate” A certificate issued to an authority (e.g., either to a certification authority or|to an
attribyte authority).

358 base CRLJA'CRL that is used as the foundation in the generation of adCRL.
359 CA-certificate: A public-key certificate for one CA issued by either another CA or by the same CA.

for the tradlng of goods W|th|n ag|ven price range.

35.11 certification practice statement (CPS): A statement of the practices that a CA employs in issuing
certificates.

35.12 certificate revocation list (CRL): A signed list indicating a set of certificates that are no longer considered
valid by the certificate issuer. In addition to the generic term CRL, some specific CRL types are defined for CRLs that
cover particular scopes.

35.13 certificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated with a certificate issued by that authority.

35.14 certificate-using system: An implementation of those functions defined in this Recommendation |
International Standard that are used by arelying party.
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35.15 certificate validation: The process of ensuring that a certificate was valid at a given time, including possibly
the construction and processing of a certification path, and ensuring that all certificatesin that path were valid (i.e., were
not expired or revoked) at that given time.

35.16 certification authority (CA): An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the subjects keys.

35.17 certification authority revocation list (CARL): A revocation list containing a list of CA-certificates issued
to certification authorities that are no longer considered valid by the certificate issuer.

3.5.18 certification path: An ordered list of one or more public-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the public key certificate to be vaidated. All intermediate public-key
certificates, if any, are CA-certificates in which the subject of the preceding certificate is the issuer of the following
certificate.

35.1 CRL distribution point: A directory entry or other distribution source for CRLs; a CRL distributed.thrgugh a
CRL gistribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA
or mgy contain revocation entries for multiple CAs.

35.2 cross-certificate: A public-key certificate where the issuer and the subject are different<CAs. CAs|issue
crossicertificates to other CAs as a mechanism to authorize the subject CA's existence.

3521 cryptographic system, cryptosystem: A collection of transformations from plain,text into cipher text and
vice Jersa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined
by a mathematical agorithm.

3.5.22 data confidentiality: This service can be used to provide the protection ‘of-data from unauthorized disclpsure.
The data confidentiality service is supported by the authentication framework-~It can be used to protect againg data
intergeption.

3528 delegation: Conveyance of privilege from one entity that holds’such privilege, to another entity.

35.24 delegation path: An ordered sequence of certificates which together with the authentication of a priyvilege
assertier's identity, can be processed to verify the authenticity of an asserter's privilege.

35.2% deta-CRL (dCRL): A partia revocation list that enly contains entries for certificates that have had their
revocgtion status changed since the issuance of the referenced base CRL.

3526 end-entity: Either a public-key certificate.subject that uses its private key for purposes other than signing
certif{cates, or an attribute certificate holder that usesits attributes to gain access to aresource.

3527 end-entity attribute certificate: Anettribute certificate issued to an end-entity.

35.28 end-entity attribute certificate revocation list (EARL): A revocation list containing a list of end-entity
attribpite certificates that are no longersconsidered valid by the issuing attribute authority.

3.5.29 end-entity certificate: An attribute or public-key certificate issued to an end-entity.
35.3 end-entity publicKey certificate: A public-key certificate issued to an end-entity.

35.3]1 end-entity public-key certificate revocation list (EPRL): A revocation list containing a list of end-entity
publi¢-key certificates that are no longer considered valid by the issuing certification authority.

35.32 envirenmental variables: Those aspects of policy required for an authorization decision, that aje not
contalned within'static structures, but are available through some local means to a privilege verifier (e.g., time of dlay or
current aceount balance).

3.5.38 “_full CRL: A complete revocation list that contains entries for all certificates that have been revoked fpr the
given scope.

3.5.34 hash function: A (mathematical) function which maps values from alarge (possibly very large) domain into a
smaller range. A "good" hash function is such that the results of applying the function to a (large) set of valuesin the
domain will be evenly distributed (and apparently at random) over the range.

3.5.35 holder: An entity to whom some privilege has been delegated either directly from the Source of Authority or
indirectly through another Attribute Authority.

35.36 indirect CRL (iCRL): A revocation list that contains at least revocation information about certificates issued
by authorities other than that which issued this CRL.
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3.5.37 key agreement: A method for negotiating a key value online without transferring the key, even in an
encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

35.38 password expiration: A situation where a user password has reached the end of its validity period; the
account is locked and the user has to change the password before doing any other directory operation.

35.39 password quality attributes: Attributes that specify how a password shall be constructed. Password quality
attributes include things like minimum length, mixture of characters (uppercase, lowercase, figures, punctuation, €tc.),
and avoidance of trivial passwords.

3540 password history: A list of old passwords and the times they were inserted in the history.

3541 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execyteohjectTethods):

3542 oneway function: A (mathematical) function f which is easy to compute, but which for a general.valuey in
the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be afew valpes of
y for which finding x is not computationally difficult.

3.5.43 policy decision point (PDP): The point where policy decisions are made (synonymouswith ADF).

3544 policy enforcement point (PEP): The point where the policy decisions are actually-enforced (synonymous
with AEF).

35.4% policy mapping: Recognizing that, when a CA in one domain certifies a CAyin another domain, a partjicular
certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not
necessarily identical in all respects) to a particular certificate policy in the first domain.

3546 private key: (In a public key cryptosystem) that key of an entity's key pair which is known only by that
entity]

3547 privilege: An attribute or property assigned to an entity by anvauthority.

3548 privilege asserter: A privilege holder using their attribute certificate or public-key certificate to |assert
privilgge.

3549 privilege management infrastructure (PMB);" The infrastructure able to support the management of
privilpgesin support of a comprehensive authorization-service and in relationship with a public-key infrastructure.

3.5.5 privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive
serviges to/for qualified privilege asserters. Privilege policy relates attributes associated with the service, as well as
attribytes associated with privilege asserters.

35.51 privilegeverifier: An entity verifying certificates against a privilege policy.
3.5.52 public-key: (In apublickey cryptosystem) that key of a user's key pair which is publicly known.

3553 public-key certificate (PKC): The public key of a user, together with some other information, rerjdered
unforpeable by digital signattre with the private key of the CA which issued it.

3554 public-key infrastructure (PKI): The infrastructure able to support the management of public keys gole to
suppqgrt authentication; encryption, integrity or non-repudiation services.

355% relyingparty: A user or agent that relies on the datain a certificate in making decisions.

3556 _roleassignment certificate: A certificate that contains the role attribute, assigning one or more roles o the
certificate subject/holder.

3.5.57 rolespecification certificate: A certificate that contains the assignment of privilegesto arole.
3.5.58 sensitivity: Characteristic of aresource that impliesits value or importance.
3.5.59 simpleauthentication: Authentication by means of simple password arrangements.

3.5.60 security policy: The set of rules laid down by the security authority governing the use and provision of
security services and facilities.

3561 sdf-issued attribute certificate: An attribute certificate where the issuer and the subject are the same
Attribute Authority. An Attribute Authority might use a self-issued AC, for example, to publish policy information.
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35.62 sef-issued certificate: A public-key certificate where the issuer and the subject are the same CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trust from the old key to the
new key.

35.63 sdf-signed certificate: A special case of self-issued certificates where the private key used by the CA to sign
the certificate corresponds to the public key that is certified within the certificate. A CA might use a self-signed
certificate, for example, to advertise their public key or other information about their operations.

NOTE — Use of self-issued certificates and self-signed certificates issued by other than CAs are outside the scope of this
Recommendation | International Standard.

3.5.64 sourceof authority (SOA): An Attribute Authority that a privilege verifier for a particular resource trusts as
the ultimate authority to assign a set of privileges.

35.6 trust anchor information: Trust anchor information is at least the: distinguished name of ‘the'trust apchor,
assoclated public key, algorithm identifier, public key parameters (if applicable), and any constraints on if{s use
including a validity period. The trust anchor information may be provided as a self-signed CA-certificate or as a normal
CA-cgrtificate (i.e., cross-certificate).

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following-abbreviations apply:
AA Attribute Authority
AARL  Attribute Authority Revocation List
AC Attribute Certificate
ACRL  Attribute Certificate Revocation List
ADF Access control Decision Function
AEF Access control Enforcement Function
AlA Authority Information Access
CA Certification Authority
CARL  Certification Authority Revocation List
CRL Certificate Revocation List
DAP Directory Access-Protocol
dCRL  DeltaCertificate Revocation List
DIB Directory lnformation Base
DIT Directory Information Tree
DS Delegation Service
DSA Directory System Agent
DUA Directory User Agent
EARL  End-entity Attribute certificate Revocation List
Al Issuer's ACs ldentifiers
iCRL Indirect Certificate Revocation List
OCSP  Online Certificate Status Protocol
PDP Policy Decision Point
PEP Policy Enforcement Point
PKC Public-Key Certificate
PKCS Public-Key Cryptosystem
PKI Public-Key Infrastructure
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PMI Privilege Management Infrastructure
RoA Recognition of Authority
SOA Source of Authority

Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.509 |
I SO/IEC 9594-8. The term "Directory Specifications' shall be taken to mean the ITU-T X.500-series Recommendations
and al parts of 1SO/IEC 9594,

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of
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FC 9594:1990 edition.

Directory Specification uses the term second edition systems to refer to systems conforming to the sacend €
bse Directory Specifications, i.e.,, the 1993 edition of the series of ITU-T X.500 Recommeridations arf
FC 9594:1995 edition.

Directory Specification uses the term third edition systems to refer to systems conforming'to the third edit
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations ar]
FC 9594:1998 edition.

Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edit
rectory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501,:X2511, X.518, X.519, X.520,
, and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the |SO/IEC 9594:2001 edition.

Directory Specification uses the term fifth edition systems to refer to.Systems conforming to the fifth edit
Directory Specifications, i.e,, the 2005 edition of the series¢ofITU-T X.500 Recommendations an
F-C 9594:2005 edition.

Directory Specification uses the term sixth edition systemstorefer to systems conforming to the sixth edit
Directory Specifications, i.e,, the 2008 edition of the-series of ITU-T X.500 Recommendations an
F-C 9594:2008 edition.

Directory Specification uses the term seventh edition systems to refer to systems conforming to the seventh e
bse Directory Specifications, i.e., the 2012 edition of the series of ITU-T X.500 Recommendations ar]
F-C 9594.2014 edition.

Directory Specification presents ASN 4 notation in the bold Courier New typeface. When ASN.1 types and
ferenced in normal text, they are differentiated from normal text by presenting them in the bold Courier

hormal text by displaying them in bold Times New Roman. Access control permissions are presented in ital
5 New Roman. When a definition is referenced for the first time in normal text it is aso presented in ital
5 New Roman.

items in a list arenumbered (as opposed to using "—" or letters), then the items shall be considered step
fure.

Frameéwor ks overview

Directory Specification defines aframework for obtaining and trusting a public key of an entity in order to e
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ation to be decrypted by that entity, or in order to verify the digital signature of that entity. The fram

pwork

includes the issuance of a public-key certificate by a Certification Authority (CA) and the validation of that public-key
certificate by the relying party, i.e., the entity relying on the content of the public-key certificate. The validation

includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor
(seeclause 7.5) and the certificate subject, i.e., the entity for which the public-key certificate has been
issued;

—  verifying the digital signatures on each public-key certificate in the path; and

— vadlidating al the public-key certificates along that path (i.e., that they were not expired or not revoked at
agiven time).
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This Directory Specification defines a framework for obtaining and trusting privilege attributes of an entity in order to
determine whether they are authorized to access a particular resource. The framework includes the issuance of an
attribute certificate by an Attribute Authority (AA) and the validation of that attribute certificate by a privilege verifier.
The validation includes:

— ensuring that the privileges in the certificate are sufficient when compared against the privilege policy;

— establishing atrusted delegation path of certificates if necessary;

— veifying the digital signature on each certificate in the path;

— ensuring that each issuer was authorized to delegate privileges, and

— validating that the certificates have not expired or been revoked by their issuers.

Although PKI and PMI are separate infrastructures and may be established independently from one ancther, they are

relate
attrib
i ssuef
using
attrib

This

6.1

Digit@l signatures are used in both PKI and PMI as the mechanism by which the'authority that issues a cert

certif

. This DiTectory Specitication recommends thal holders and 1SsUers of attfibute certiiicaies pe raenttied
ite certificates by pointers to their appropriate public-key certificates. Authentication of the attributecert
s and holders, to ensure that entities claiming privilege and issuing privilege are who they claim to.be, ig
the normal processes of the PKI to authenticate identities. This authentication process is not duplicated with
ite certificate framework.

Directory Specification makes extensive use of public-key cryptography. Annex F introducesthis technology.

Digital signatures

es the binding in the certificate. In PKI, the digital signature of the issuing CA-en a public-key certificate ce

the bi
thei

describes digital signatures in general. Sections 2 and 3 of this Directory Specification discuss the use of
signatures within PK I and PMI specificaly.

This
instar]

Inforation (info) is signed by appending to it an enciphered,summary of the information. The summary is produg

mean
Figur

ding between the public-key material and the subject of the public-key certificate. In PMI, the digital signat
ing AA certifies the binding between the attributes (privileges) and the holder of the certificate. This sub

bclause is not intended to specify a standard for digital signatdres in general, but to specify the means by
ces of the PKI and PMI specific data types are signed.
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NOTE — The encipherment using the private key ensures that the signature cannot be forged. The one-way nature of the hash
function ensures that fal se information, generated to have the same hash result (and thus signature) cannot be substituted.

Therecipient of signed information verifies the signature by:

—  applying the one-way hash function to the information;

— comparing the result with that obtained by deciphering the signature using the public key of the signer.

This Directory Specification does not mandate a single one-way hash function for use in signing. It is intended that the
framework shall be applicable to any suitable hash function, and shall thus support changes to the methods used because
of future advancesin cryptography, mathematical techniques or computational capabilities. However, two users wishing
to authenticate shall support the same hash function for authentication to be performed correctly. Thus, within the
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context of a set of related applications, the choice of a single function shall serve to maximize the community of users
able to authenticate and communicate securely.

6.2 Formal definitionsfor public-key cryptography
The encipherment of a dataitem may be described using the following ASN.1:

ENCRYPTED{ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )

The value of the hit string is generated by taking the octets which form the complete encoding (using the ASN.1 Basic
Encoding Rules — Rec. ITU-T X.690 | ISO/IEC 8825-1) of the value of the ToBeEnciphered type and applying an

H | 4 .| + 4+l vy
encl pEu MenRtproceatetotnose-octets:

NPTE 1—-The encryption procedure requires agreement on the algorithm to be applied, including any parameters fof the
agorithm such as any necessary keys, initialization values, and padding instructions. It is the responsibility of the,enciyption
prpcedures to specify the means by which synchronization of the sender and receiver of data is achieved, which/may include
information in the bits to be transmitted.

NOTE 2 —The encryption procedure is required to take as input a string of octets and to generate a single string of bit$ as its
refult.

NOTE 3 — Mechanisms for secure agreement on the encryption algorithm and its parameters by the sender and receiver ¢f data
are outside the scope of this Directory Specification.

The gignature of a data item is formed by encrypting a shortened or "hashed" transformation of the item, and may be
described by the following ASN.1:

HASHf ToBeHashed} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgofithms}},

hagphValue BIT STRING (CONSTRAINED BY {

-} shall be the result of applying a hashing procedure to the DER-encoded

-| octets of a value of -- ToBeHashed } ),

-}
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {

--| shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
--| octets of a value of -- ToBeSigned --\‘and then applying an encipherment procedurfe
--| to those octets -- } )

SIGNATURE{ToBeSigned} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdéntifier{{SupportedAlgorithms}},
enfprypted ENCRYPTED~HASH{ToBeSigned},
-3
NQTE 4 — The encryption procedurerequires the agreements listed in Note 1, and agreement as to whether the hashed octets are
encrypted directly, or only after further encoding them asaBIT STRING using the ASN.1 Basic Encoding Rules.

In the case where a signature_is appended to a data type, the following ASN.1 may be used to define the data type
resultjng from applying a sighature to the given data type.

SIGNED{ToBeSigned}/::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS QF SIGNATURE{ToBeSigned},

}

6.3 Distinguished encoding of Basic Encoding Rules

In order to enable the validation of s1GNED and SIGNATURE types in a distributed environment, a distinguished
encoding isrequired. A distinguished encoding of a sSIGNED or SIGNATURE data value shall be obtained by applying the
Basic Encoding Rules defined in Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

a) thedefinite form of length encoding shall be used, encoded in the minimum number of octets;
b) for string types, the constructed form of encoding shall not be used;

c) if thevalueof atypeisitsdefault value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag value;

€) the components of a Set-of type shall be encoded in ascending order of their octet value;

f) if thevalue of aBoolean type is TRUE, the encoding shall have its contents octet set to "FF";
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Z€exro;

h) the encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the binary scaling
factor shall be zero;

i) theencoding of aUTC time shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;
j)  theencoding of a Generalized time shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.

6.4 Applying distinguished encoding

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An
entity may be required to sign data or check the signature of data that contains unknown protocol extensions or

unkn%ab%a%m%ﬂ—%«%&ﬂe—k
— It shall preserve the encoding of received information whose abstract syntax it does not fullyknoy and

which it expects to subsequently sign.

—  When signing data for sending, it shall send data whose syntax it fully knows with-(a distinguished
encoding and any other data with its preserved encoding, and shall sign the actual encading it sendg

—  When checking signatures in received data, it shall check the signature against-the actual data regeived
rather than its conversion of the received data to a distinguished encoding.

SECTION 2 — PUBLIC-KEY CERTIFICATE FRAMEWORK

The public-key certificate framework defined here is for use by applications\with requirements for authentidation,
integiity, confidentiality and non-repudiation.

The hinding of a public-key to an entity is provided by an authority through a digitally signed data structure cdled a
publi¢-key certificate. The format of public-key certificates is definethhere, including an extensibility mechanismfand a
set of| specific certificate extensions. If, for any reason, an authority;revokes a previously issued public-key certificate,
users|need to be able to learn that revocation has occurred so they do not use an untrustworthy certificate. Revogation
lists gre one scheme that can be used to notify users of revecations. The format of revocation lists is defined here,
includling an extensibility mechanism and a set of revocatian list extensions. In both the certificate and revocation list
case, pther bodies may also define additional extensionsthat are useful to their specific environments.

A relying party needs to vaidate a public-key certificate prior to using that public-key certificate for an applidation.
Procedures for performing that validation are-also defined here, including verifying the integrity of the public-key
certificate itself, its revocation status, and itsvalidity with respect to the intended use.

The Directory uses public-key certificates in its provision of security services including:
—  strong authentication between and among directory components;

— authentication and'integrity of directory operations; aswell as

—  integrity and@uthentication of stored data.

7 Public:keys and public-key certificates

7.1 I ntroduction

In order-for a user to be able to trust a public-key for another user, for instance to authenticate the identity of thal user,
the pﬁmmmmmm fiesa
public key by issuing a public-key certificate which binds the public-key to the entity which holds the corresponding
private-key. The procedures used by a CA to ensure that an entity isin fact in possession of the private key and other
procedures related to the issuance of public-key certificates are outside the scope of this Directory Specification. The

certificate, the form of which is specified later in this clause, has the following properties:
— any user with access to the public key of the CA can recover the public key which was certified;

— no party other than the CA can modify the certificate without this being detected (certificates are
unforgeable).

Because certificates are unforgeable, they can be published by being placed in the Directory, without the need for the
latter to make special efforts to protect them.
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NOTE — Although the CAs are unambiguously defined by a distinguished name in the DIT, this does not imply that there is any
relationship between the organization of the CAsand the DIT.

7.2 Public-key certificate

A CA issues a public-key certificate of an entity by signing (see clause 6.1) a collection of information, including its
distinguished name, the user's distinguished name, a validity period, the value of a public key algorithm and public key,
as well as an optional additional information like for the permitted usage of the user's public key. The following ASN.1
data type can be used to represent public-key certificates:

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {
ve Tormr [u] Versiom DEFAULT A"
sekialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
ispuer Name,
vallidity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
ispuerUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
[[R: -- if present, version shall be v2 or v3
subjectUniqueIdentifier [2] IMPLICIT UniqueIdentifier OPTIONALJ\]\,
[[B: -- if present, version shall be v2 or v3
exfkensions [3] Extensions OPTIONAL]]
--| If present, version shall be v3]]
}
Versfion ::= INTEGER {v1(0), v2(1), v3(2)}
CertfificateSerialNumber ::= INTEGER
AlgofkithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE {

algorithm  ALGORITHM.&id ({SupportedAlgorithms}),
pafameters ALGORITHM.&Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,

A

Dpfinition of the following information object set is deferred, perhaps to
skandardized profiles or to protocol implementation conformance statements. The
-- spt is required to specify a takle constraint on the parameters component of
AllgorithmIdentifier.

SuppprtedAlgorithms ALGORITHM::= {...}

The fpllowing information object\class is used to define specific algorithms.

ALGORITHM ::= CLASS .{
&Type OPTIONAL,
&ifl OBJECT IDENTIFIER UNIQUE }

WITH| SYNTAX {
[&Typel
IDENTIFIED\BY &id }

Valifity % := SEQUENCE {
nokBefore Time,
notAfter Time;

}
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
Time ::= CHOICE {
utcTime UTCTime,

generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension
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Extension ::= SEQUENCE {
extnId EXTENSION.&id ({ExtensionSet}),
critical  BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION.&ExtnType ({ExtensionSet}{@extnId})
ENCODED BY der),

-}

der OBJECT IDENTIFIER ::=
{joint-iso-itu-t asnl(1l) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= {...}

Before a value of Time is used in any comparison operation, e.g., as part of a matching rule in a search, and
Wnt U e > UCT USC &N c U S Yy MG, C vauc U c VWU '. "Awe | _l‘-\ 1T v\' -I cuU

four gigit year value as follows:
—  If the 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

—  If the 2-digit value is 50 through to 99 inclusive, the value shall have 1900 added to it.

NQTE 1 —The use of GeneralizedTime may prevent interworking with implementations unaware of thepossibility of ch
eifher UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which.certificates defined
Directory Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no cas
UTCTime be used for representing dates beyond 2049.

The 1Bscertificate datatype is the unsigned public-key certificate and is referrechto’ as a to-be-signed publ
certificate.

The yersion field shall hold the version of the encoded public-key certificate. If the extensions compon
present in the public-key certificate, version shall be v3. {f the issuerUniqueIdentifie
subjpctUniqueIdentifier cOMponent ispresent version shall bey2-0r v3.

The gerialNumber field shall hold an integer assigned by the CA to the public-key certificate. The val
serihlNumber shall be unique for each public-key certificate issued by a given CA (i.e., the issuer name and
number identify a unique public-key certificate).

The gignature field contains the algorithm identifier forthe algorithm and hash function used by the CA in s
the cgrtificate (e.g., md5WithRSAEnNcryption, sha-1WithRSAENcryption, id-dsa-with-shal, etc.). It shall be the
valug as used in the algorithmIdentifier component of the sIGNATURE data type when signing the publ
certificate.

NOTE 2 —Thisfield is redundant except possibly.for its participation in matching certificates (see clause 11.3.2).
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The ilssuer field shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold & non-

empty distinguished name.

The validity field shall hold the time interval during which the CA warrants that it will maintain information
the stitus of the public-key certificate.

The pubject field shal\identify the entity associated with the public-key found in the subjectPubli
comppnent of the subgjectPublicKeyInfo field. If the public-key certificate is for an end-entity, the
distinguished namemay be an empty sequence providing that the subjectaltName extension is present and isfl
as crifical. Otherwise, it shall be a non-empty distinguished name (see clause 8.3.2.1).

The gubjectPublicKeyInfo field consists of two components:
= the algorithm component shall hold the algorithm which this public key is an instan

about

cKey
h the

pgged

ce of

(pg . rcaFn(‘rylnfinnl dhpl blicnumber _id-dsa_etc ); and

— the subjectPublicKey shal hold the public key being certified.
The issuerUniqueIdentifier field isused uniquely to identify an issuer in case of name reuse.

The subjectUniqueIdentifier fieldisused uniquely toidentify asubject in case of name reuse.

NOTE 3 — The use of issuerUniqueldentifier and the subjectUniquel dentifier is deprecated. These fields were added because at

one time there was some fear of the reuse of distinguished names.

A user may obtain one or more public-key certificates from one or more CAs. Each certificate bears the name of the CA

which issued it.
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7.3 Public-key certificate extensions

The extensions field allows for the addition of new fields to the structure without modification to the ASN.1
definition. An extension field consists of an extension identifier, a criticality flag, and an encoding of a data value of an
ASN.1 type associated with the identified extension. For those extensions where ordering of individual extensions
within the sEQUENCE is significant, the specification of those individual extensions shal include the rules for the
significance of the order therein. When a relying party processing a certificate does not recognize an extension and the
criticality flag is FALSE, it may ignore that extension. If the criticality flag is TRUE, unrecognized extensions shall cause
the structure to be considered invalid, i.e., in acertificate, an unrecognized critical extension would cause validation of a
signature using that public-key certificate to fail. When a relying party recognizes and is able to fully process an
extension, then the relying party shall process the extension regardless of the value of the criticality flag. When a
relyi ng party recognizes and is able to partialy proc&s an extenson for which the criticality flag iS TRUE, then its

However the default behawour when not speC|f|ed specmcally for an extenson is to treat the entl re extenon as
unrecpgnized. If unrecognized elements appear within the extension, and the extension is not marked critical,|those
unrecpgnized elements shall be ignored according to the rules of extensibility documented in clalise’12.2.2 in
Rec. [TU-T X.519 | ISO/IEC 9594-5.

Note that any extension that is flagged non-critical will cause inconsistent behaviour among relyirig parties that will
process the extension and relying parties that do not recognize the extension and will ignore it Fhe same may be true
for eftensions that are flagged critical, between relying parties that can fully process the extension and those thgt can
partigly process the extension, depending upon the extension.

A CA issuing a public-key certificate has three options with respect to an extension:
i) it can exclude the extension from the certificate;

ii) it caninclude the extension and flag it non-critical;

iii) it caninclude the extension and flag it critical.

A relying party has three possible actions to take with respect to an extension:

i) if the extension is unrecognized and is marked non-critical, the relying party shall ignore the extension
and accept the certificate (all other things being-equal);

ii) if the extension is unrecognized and marked.critical, the relying party shall reject the certificate;

iii) if the extension is recognized, the relying party shall process the extension and accept or reject the
certificate depending on the content of the extension and the conditions under which procesgng is
occurring (e.g., the current values.of the path processing variables).

Somqg extensions can only be marked critical..in these cases, arelying party that understands the extension processes it;
the agceptance/rejection of the certificate-isdependent (at least in part) on the content of the extension. A relying party
that does not understand the extension.shall reject the certificate.

Somg extensions can only be marked non-critical. In these cases, a relying party that understands the extensior] shall
process it and acceptance/rgection of the certificate is dependent (at least in part) on the content of the extension. A
relyirjg party that does not uniderstand the extension accepts the certificate (unless factors other than this extension|cause
it to he rejected).

Somg extensions may-be marked critical or non-critical. In these cases, a relying party that understands the extg¢nsion
procepses it: the acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension,
regar(lless of the.criticality flag. A relying party that does not understand the extension accepts the certificate|if the
extension is.marked non-critical (unless factors other than this extension cause it to be regjected) and rejects the
certif{cateif the extension is marked critical.

Wherma CAtonsiders imehudimgam extension T a certificate 1t does so with theexpectation that tsmtent—will be
adhered to wherever possible. If it is necessary that the content of the extension be considered prior to any reliance on
the public-key certificate, a CA shall flag the extension critical. This is done with the redlization that any relying party
that does not process the extension will rgject the certificate (probably limiting the set of applications that can verify the
certificate). The CA may mark certain extensions non-critical to achieve backward compatibility with validation
applications that cannot process the extensions. Where the need for backward compatibility and interoperability with
validation applications incapable of processing the extensions is more vital than the ability of the CA to reinforce the
extensions, then these optionally critical extensions would be marked non-critical. It is most likely that CAs would set
optionally critical extensions as non-critical during a transition period while the verifiers' certificate processing
applications are upgraded to ones that can process the extensions.
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Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with Rec. ITU-T X.660 |
ISO/IEC 9834-1. Standard extensions for public-key certificates are defined in clause 8 of this Directory Specification.

The following information object classis used to define specific extensions.

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType

IDENTIFIED BY &id }

7.4
Therg

An end-entity public-key certificate is a public-key certificate issued by a CA to a subject that is not anissuer of
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are two primary types of public-key certificates, end-entity public-key certificates and CA-certificates:

-key certificates.

-certificate is a public-key certificate issued by a CA to a subject that is dso a CA andtherefore is capa
g public-key certificates. A CA-certificate shal include the basicConstraints ‘extension with th
pnents set to TRUE (See clause 8.4.2.1).

brtificates can themsel ves be categorized by the following types:

—  Sdf-issued certificate — This is a CA-certificate where the issuer and the subject are the same CA.
might use self-issued certificates, for example, during a key rollever operation to provide trust frg
old key to the new key.

—  Sef-signed certificate— Thisis a special case of self-issued certificates where the private key used
CA to sign the certificate corresponds to the public key*that is certified within the certificate.
might use a self-signed certificate, for example, to advertise their public key or other information
their operations.

—  Cross-certificate — This is a CA-certificate where the issuer and the subject are different CAs. CAS
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g., in g
hierarchy) or to recognize the existence of the subject CA (e.g., in a distributed trust model
cross-certificate structure is used for_both of these.

Trust anchor

5t anchor is an entity that is trusted for the purpose of certificate validation by arelying party. Information &l
hnchor (trust anchor information)us typically configured into the relying party in a so-called trust anchor st
g party may have configured-information about multiple trust anchors into one or more trust anchor storages.

DTE — Trust anchor has in‘the.past been synonymous with the term root-CA. In a strict hierarchy, the CA at the top
brarchy is called the root¢CA-and it may be the trust anchor. However, in more complex environments, it may not be posq
bntify aroot CA. Evenwheén it is possible to identify aroot CA, arelying party may not necessarily consider it atrust g

ust anchor information may be provided as:
— _asef-signed certificate, or
~\7~anorma CA cross-certificate.
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7.6 Entity relationship

Trust anchor for relying party

Intermediate
CA \

: N

Subject ¥

Relying
party

X.509(12)_F02

———p Certifies

- - - -9 Chainof CAs

— — = Trust anchor certifies CA
- — - = Trust relationship

Figure 2 — Entity relationships

Therg may be several CAs between the trust anchor recognized by the relying party and an end-entity for which a
publi¢-key certificate is to be validated. Each CA has issued one or more cross-certificates for the next CA on the¢ path
betwden the trust anchor and the end-entity. The CA\that issues a cross-certificate to another CA takes the rple of
intermediate CA. The CA that is the subject for a cross-certificate takes the role of subject CA. This is illustraed in
Figurg 2. The same CA may take both the roles of ar’intermediate CA and a subject CA.

to isjue more than one cross-certificate to” another CA. In this case, multiple, different paths of certificatgs are

In $$e situations, conflicting or overlapping xequirements for constraints, such as name constraints, may requirga CA
establlished between the end-entity and the trust anchor.

7.7 Certification path

Before a public-key certificaté can be securely used by arelying party, it shall be validated. In order to validate such a
publi¢-key certificate, ,a‘chain of public-key certificates, called a certification path, shall be established betwegn the
publi¢-keycertificate~sighed by a trust anchor recognized by the relying party and the public-key certificate[to be
validated. Every public-key certificate within that path shall be checked. A certification path is thus an ordered |ist of
publi¢-key certificates starting with a public-key certificate signed by the trust anchor, and ending with the public key
certif{cate to be'validated. All intermediate public-key certificates, if any, are CA-certificates in which the subject jof the
precefling‘certificate is the issuer of the following certificate.

Each ay—certificateHn Hicati th- Hgue- d ! he-same Hical } HNes is
not avalid certification path.

The issuer and subject fields of each certificate are used, in part, to identify avalid path. For each pair of adjacent
public-key certificates in a valid certification path, the value of the subject field in one certificate shall match the
value of the issuer field in the subsequent certificate. In addition, the value of the issuer field in the public-key
certificate issued by the trust anchor shall match the distinguished name of the trust anchor. Only the names in these
fields are used when checking the validity of a certification path. Names in certificate extensions are not used for this
purpose. The  distinguishedNameMatch matching  rule, defined in clause 1352  of
Rec. ITU-T X.501 | ISO/IEC 9594-2, shall be used to compare the distinguished name in the issuer field of one
certificate with the distinguished namein the subject field of ancther.
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Figure 3 - Certification path

Figure 3 illustrates the situation where a relying party needs to check the yvalidity of an end-entity public-key certificate
and the relying party is able to construct a certification path between the'end-entity and a trust anchor recognized by the
relying party.

Trust|suffers dilution as certification paths grow in length. The basicConstraints extension (see clause 84.2.1)
allowp restrictions to be put onto the length of the path. The:validation of a public-key certificate may be affected by
extensions in the chain of a public-key certificate, such asithe certificatePolicies extension (see clause 82.2.6)
and nameConstraints (See clause 8.4.2.2). It isthe responsibility of the relying party to check that the restrictiops are
obserped.

A usdr may obtain one or more certificates fromone or more Certification Authorities. Each certificate bears thelname
of thg CA which issued it. The following ASN.1.data types can be used to represent certificates and a certification path:

Certfificates ::= SEQUENCE {
usprCertificate Certificate,
cektificationPath ForwardCertificationPath OPTIONAL,
-}
CertfificationPath : = SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePair OPTIONAL}

Theysercertificate component shall hold the end-entity public-key certificate.

The qacertific¢ates component may hold an element for each CA from the end-entity up to and including the CA
which has'been certified by the trust anchor. If the end-entity public-key certificate has been issued directly by the trust
anchqr (this component shall be absent.

The certificatePair data type is defined in clause 11.2.3. The issuedToThisca component of the
CertificatePair datatype shall be present to ensure an unbroken certification path.

NOTE — The CertificationPath data type had aready been defined by the first edition of this Directory Specification
before the concept of certification path was fully developed. The order of elements in a CertificationPath instance
appears to be the opposite of that of a certification path. This data type is used, as an example, by the directory protocols for the
support of strong authentication and electronic signature. It is recommended that new applications use the PkiPath datatype.

In addition, the following ASN.1 data type can be used to represent the forward certification path. This component
contains the certification path which can point back to the originator.

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates

CrossCertificates ::= SET OF Certificate
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PkiPath ::= SEQUENCE OF Certificate

PkiPath iS used to represent a certification path. Within the sequence, the order of public-key certificates is such that
the subject of the first certificate is the issuer of the second certificate, etc.

Each public-key certificate in a certification path shall be unique. No public-key certificate may appear more than once
in avaue of the thecacertificates component of CertificationPath Or in avaue of certificate inthe
CrossCertificates component of ForwardCertificationPath OFr avalueof certificate in PkiPath.

7.8 Generation of key pairs

The overall secunty management pohcy of an |mplementaI|on shall defme the I|fecycle of key palrs and is, thus,
' 1= ; viHal =i rate ‘ i only

Key dlata is not easy for a human user to remember, so a suitable method for storing it in a convenienttranspgrtable
manngr shall be employed. One possible mechanism would be to use a"Smart Card". This would hold:the private and
(optignally) public keys of the user, the user's certificate, and a copy of the CA's public key. The use.of this card shall
additilonally be secured by, e.g., at least the use of a Personal Identification Number (PIN), increasing the security jof the
system by requiring the user to possess the card and to know how to access it. The exact method’ehosen for storing such
data, however, is beyond the scope of this Directory Specification.

Threg waysin which auser's key pair may be produced are:

a) The user generates its own key pair. This method has the advantagejthat a user's private key is|never
released to another entity, but requires acertain level of competenee by the user.

b) The key pair is generated by a third party. The third party shall Telease the private key to the usgr in a
physically secure manner, and then actively destroy all information relating to the creation of the kgy pair
plus the keys themselves. Suitable physical security measures shall be employed to ensure that the third
party and the data operations are free from tampering,

Cc) Thekey pair isgenerated by the CA. Thisis a special case of b), and the considerations there apply

NOTE — The CA already exhibits trusted functionality with respect to the user, and shall be subject to the necessary plysical
serurity measures. This method has the advantage of not requitiing secure data transfer to the CA for certification.

The gryptosystem in use imposes particular (technical)-constraints on key generation.

79 Public-key certificate creation

A public-key certificate associates the publie-key and unique distinguished name of the subject it describes. Thus:
a) aCA shal be satisfied«ef\the identity of a subject before creating a certificate for it;

b) aCA shal not issue certificates for two different subjects with the same name.

It is important that the transfér of information to the CA is not compromised, and suitable physical security megasures
shall pe taken. In this regard:

a) It would be a serious breach of security if the CA issued a public-key certificate for a subject With a
publickey that had been tampered with.

b) Ifthe means of generation of key pairs of 7.8 b) or of 7.8 c) is employed, the subject's private key shall
be'transferred to the user in a secure manner.

€)' If the means of generation of key pairs of 7.8 @) or of 7.8 b) is employed, the subject may use different
methods (online or offline) to communicate its public key to the CA in a secure manner. Online méthods
may provide some additional flexibility for remote operations performed between the user and the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be
employed with respect to its transmission e.g., to a DSA or LDAP server. Asit is produced by an offline CA on behalf
of a subject who shall be given a copy of it, the subject needs only store this information in its directory entry on a
subsequent directory access. Alternatively, the CA could lodge the public-key certificate for the subject, in which case
the CA shall be given suitable access rightsto entity's entry.

7.10 Certificaterevocation list

The authority that issues certificates (public-key or attribute) also has the responsibility to indicate the validity of the
certificates that it issues. Generaly, certificates are subject to possible subsequent revocation. This revocation and a
notification of the revocation may be done directly by the same authority that issued the certificate, or indirectly by
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another authority duly authorized by the authority that issued the certificate. An authority that issues certificates is
required to state, possibly through a published statement of their practices, through the certificates themselves, or
through some other identified means, whether:

— thecertificates cannot be revoked; or
— thecertificates may be revoked by the same certificate-issuing authority directly; or
— thecertificate-issuing authority authorizes a different entity to perform revocation.

Authorities that do revoke certificates are required to state, through similar means, what mechanism(s) can be used by
relying parties to obtain revocation status information about certificates issued by that authority. This Directory
Specification defines a Certificate Revocation List (CRL) mechanism but does not preclude the use of aternative
mechanisms. One such alternatlve mechanlsm is the Onlme Certificate Status Protocol (OCSP) specified in

OCSF server. The server may use CRLSs, or other mechanisms to check the status of the certificate and respond fto the
clientlaccordingly. If OCSP can be used by relying parties to check the status of a certificate, IETF RFC 5280'contains a
certificate extension (Authority Info Access) that would be included in such certificates and would provide' sufflicient
information to access an appropriate OCSP server. Relying parties check revocation status information)-as appropriate,
for @l certificates considered during the path processing procedure described in clause 10 and_the delegation path
processing procedure described in clause 16 to validate a certificate.

Only fa CA that is authorized to issue CRLs may choose to delegate that authority to another-entity. If this delegation is
done,[it shall be verifiable at the time of certificate/CRL verification. The cRLDistributionPoints extension ¢an be
used for this purpose. The crRLIssuer field of this extension would be populated with-the'name(s) of any entities| other
than fhe certificate issuer itself, that have been authorized to issue CRLs concerfing the revocation status ¢f the
certif{cate in question.

Certiflicates, including public-key certificates, as well as attribute certificates; shall have alifetime associated with|them,
at thglend of which they expire. In order to provide continuity of service,theauthority shall ensure timely availability of
replagement certificates to supersede expired/expiring certificates. .Revocation notice date is the date/time that a
revocgtion notice for a certificate first appears on a CRL, regardless of whether it is a base or dCRL. In the|CRL,
revocption notice date is the value contained in the thisupdate field. Revocation date is the date/time the CA agtually
revokied the certificate, which could be different from the first\time it appears on a CRL. In the CRL, revocation %ate is

the vplue contained in the revocationbDate component.\Invalidity date is the date/time at which it is knoyn or
susperted that the private key was compromised or that-the Certificate should otherwise be considered invalid. Thils date
may be earlier than the revocation date. In the CRL ,~invalidity date is the value contained in the invalidityDate
entry jextension.

Two [elated points are:

— Vadlidity of certificates may-be designed so that each becomes valid at the time of expiry [of its
predecessor, or an overlap may be allowed. The latter prevents the authority from having to instgl and
distribute alarge number of certificates that may run out at the same expiration date.

—  Expired certificates.will normally be removed from the Directory. It is a matter for the security policy
and responsibility of the authority to keep old certificates for a period if a non-repudiation of data sgrvice
is provided.

Certiflicates may be revoked prior to their expiration time, e.g., if the user's private key is assumed to be compromised,
. Cation
all be

a) may berequired to maintain an audit record of its revocation events for all certificate types issued by that
authority (e.g., public-key certificates, attribute certificates issued to end-entities, as well as other
authorities);

b) shall provide revocation status information to relying parties using CRLs, Online Certificate Status
Protocol (OCSP) or another mechanism for the publication of revocation status information;

c) if using CRLs, it shall maintain and publish CRLs even if the lists of revoked certificates are empty;

1) |ETF RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Satus Protocol (OCSP), June 1999.
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d) if using only partitioned CRLSs, it shall issue a full set of partitioned CRLs covering the complete set of
certificates whose revocation status will be reported using the CRL mechanism. Thus, the compl ete set of
partitioned CRLs shall be equivalent to afull CRL for the same set of certificates, if the CRL issuer was
not using partitioned CRLs.

Relying parties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the certificate itself that directs the relying party to a location where revocation
information is provided. There may be a pointer in a revocation list that redirects the relying party to a different
location. The relying party may locate revocation information in a repository (e.g., a directory) or through other means
outside the scope of this Directory Specification (e.g., locally configured).

The maintenance of Directory entries affected by the authority's revocation lists is the responsibility of the Directory
and |ts users, acti ng |n accordance with the securlty policy. For example the user may modlfy its object entry by

If revpcation lists are published in the Directory, they are held within entries as attributes of the following types.

- certificateRevocationList;

— authorityRevocationList,

- deltaRevocationList;

- attributeCertificateRevocationList; and

— attributeAuthorityRevocationList.

CertfificateList ::= SIGNED{CertificateListContent}
CertfificateListContent ::= SEQUENCE {
vefsion Version OPTIONAL,
--| if present, version shall be v2
sipgnature AlgorithmIdentifier{{SupportedAlgorithms}},
ispuer Name,
thiisUpdate Time,
nektUpdate Time OPTIONAL,
repokedCertificates SEQUENCE OF SEQUENCE {
erialNumber CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions Extensions OPTIONAL,
..} OPTIONAL,

o 7

crllExtensions [0] Extensiong OPTIONAL }
The version field shall indicate theaersion of the encoded revocation list. If the extensions component flagged as

criticgl is present in the revocation list, the version shall be v2. If no extensions component flagged as critical is
present in the revocation list, the vefsion shall either be absent or present asv2.

The dignature field shall Contain the algorithm identifier for the algorithm used by the authority to sign the revogation
list. I shall be the samelvalue as used in the algorithmIdentifier component of the sSIGNATURE data typelwhen
signing the revocation'list.

NOTE 1 - Thisfield is redundant.

The ilssuer field’shall identify the entity that has signed and issued the revocation list.
The ghisupdate field shall indicate the date/time at which this revocation list was issued.

issued. The next revocat|on list couId be |ssued before the indicated date, but it shall not be issued any Iater than the
indicated time.

The revokedcCertificates field shall identify certificates that have been revoked. The revoked certificates are
identified by their serial nhumbers. If none of the certificates covered by this CRL has been revoked, it is strongly
recommended that the revokedCertificates parameter be omitted from the CRL, rather than being included with an
empty SEQUENCE.

The cr1Extensions field, if present, shall contain one or more CRL extensions.

NOTE 2 —The checking of the entire list of certificates is a local matter. The list shall not be assumed to be in any particular
order unless specific ordering rules have been specified by the issuing authority, e.g., in that authority's policy.
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NOTE 3 —If anon-repudiation of data service is dependent on keys provided by the authority, the service should ensure that all
relevant keys of the authority (revoked or expired) and the time stamped revocation lists are archived and certified by a current

authority.

NOTE 4 —If any extensionsincluded in a CertificateList are defined as critical, the version element of the CertificateList shall be
present. If no extensions defined as critical are included, the version element may be absent. If version is absent, this may permit
an implementation that only supports version 1 CRLs still to use the CRL if in its examination of the revokedCertificates
sequence in the CRL, it does not encounter an extension. An implementation that supports version 2 (or greater) CRLs, in the
absence of version, may also be able to optimize its processing if it can determine early in processing that no critical extensions

are present in the CRL.

When an implementation processing a CRL encounters the serial number of the certificate of interest in a CRL entry,
but does not recognize acritical extension in the cr1EntryExtensions field from that CRL entry, that CRL cannot be

used to determ| ne the status of the cert|f|cate When an implementation does not recognlze a critical extension

20 .lﬁ:lll‘ Ae_Sldl ne = Al el ess. o ALNSLO

Diregory  Specification is the certificateIssuer CRL entry \“extenson and the 1

OTE 6 — Standard extensions for CRLs are defined in clause 8 of this Directory, Specification.

If unknown elements appear within the extension, and the extension, is.not marked critical, those unknown ele
shall pe ignored according to the rules of extensibility documentedin clause 12.2.2 of Rec. ITU-T X.519 | I
959445.

711 Repudiation of a digital signing

Partigipants in an event may subsequently decide to“repudiate anything that they digitally signed in that even
example, one can dispute one's participation in a key-establishment or being the originator of a signed email mess;
easily| as one can dispute one's signing of a document with the intent to be bound to the content of that documen

dispute resolution process as follows:

1) evidence generation;

2) evidencetransfer, storage and retrieval;

3) evidence verification; and

4) dispute resolution.

The denerated evidence may include, but is not limited to:

— auditrecords pertinent to the event and an assertion of intent;
— «Statements made by third party notaries;

< ' policy statements,

— digitally signed information,including audit records and notary statements;
— timestamps of the digitally signed information;
— the certificates supporting the digital signature;

—  theappropriate revocation information published and available at the time of the disputed event; and,

in the
er the

ifectory

ist of

gions
in the
in this
elated
ingDistributionPoint CRL extension when the indirectcRL Boolean from that extension is set to TRUE.

ments
D/IEC

t. For
bge as
t. The

repudiation may not be successful. The Non-repudiation Framework, Rec. ITU-T X.813 | ISO/IEC 10181-4, descrfibes a

— any certificate revocations subsequent to the time of the event which indicate a key compromise occurred

before the time of the event.

The integrity of stored data that might be presented as evidence may be maintained in a variety of ways, e.g., access
control, storage of hashes by a trusted third party, digital signature. It may also be necessary periodically to strengthen

the protection of that stored data to counteract improvementsin computer processing and/or crypto-analysis.

NOTE — Neither the type and amount of evidence generated nor the level of integrity is specified by this Directory Specification.

However, it is expected that the level of effort will be commensurate with the risk involved.
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Evidence verification may require the revalidation of the digital signatures of data, e.g., messages, documents,
certificates, CRLs, and timestamps that were used in the initial validation process. The fact that a certificate has expired
shall not preclude its use for revalidating signatures created during the validity period of that certificate. A certificate
that has been revoked may be used if it can be determined that the certificate was valid at the time of the disputed event.

Even if al the digital evidence described above is considered technically valid, other conditions, e.g., the intent,
understanding or competence of the signer, may allow the signer successfully to repudiate it.

8 Public-key certificate and CRL extensions

The certificate extensions defined in this clause are for use with public-key certificates, unless otherwise stated.
Extensions for use with attribute certificates are defined in clause 15. CRL extensions defined in this clause may be
used [N CRLS, CARLCS and aso Tor ACRLS and AARLS defined n clause 17-

This ¢lause specifies extensions in the following areas:

a) Key and policy information: These certificate and CRL extensions convey additional information|about
the keys involved, including key identifiers for subject and issuer keys, indicators of intended or
restricted key usage, and indicators of certificate policy.

b) Subject and issuer attributes: These certificate and CRL extensions support atefnative names, of various
name forms, for a certificate subject, a certificate issuer, or a CRL issuer{ These extensions cah aso
convey additional attribute information about the certificate subject, tosassist a relying party in|being
confident that the certificate subject is a particular person or entity.

c) Certification path constraints. These certificate extensions allow constraint specifications to be ingluded
in CA-certificates, i.e., certificates for CAsissued by other CAs, tefacilitate the automated procesgng of
certification paths when multiple certificate policies are involved. Multiple certificate policies arisejwhen
policies vary for different applications in an enviropmenht or when interoperation with external
environments occurs. The constraints may restrict the types of certificates that can be issued ljy the
subject CA or that may occur subsequently in a certification path.

d) Basic CRL extensions: These CRL extensions alow a CRL to include indications of revocation rgason,
to provide for temporary suspension of a ceftificate, and to include CRL-issue sequence numbgrs to
alow relying parties to detect missing CRLsih a sequence from one CRL issuer.

€) CRL distribution points and delta-CRLs:\These certificate and CRL extensions allow the complete|set of
revocation information from one .GA to be partitioned into separate CRLs and alow revogation
information from multiple CAs ta_be combined in one CRL. These extensions also support the lise of
partial CRLs indicating only changes since an earlier CRL issue.

Inclugion of any extension in a certificateor CRL is at the option of the authority issuing that certificate or CRL.

In a dgertificate or CRL, an extensiomisflagged as being either critical or non-critical. If an extension is flagged gritical
and g relying party does not recagnize the extension field type or does not implement the semantics of the extension,
then that relying party shall consider the certificate invalid. If an extension is flagged non-critical, a relying party that
does not recognize or implement that extension type may process the remainder of the certificate ignoring the extension.
If an|extension is flagged-non-critical, a relying party that does recognize the extension, shall process the extension.
Exterjsion type definitions in this Directory Specification indicate if the extension is always critical, always non-cifitical,
or if griticality canbedecided by the certificate or CRL issuer. The reason for requiring some extensions to be gways
non-gritical is to~alow relying parties which do not need to use such extensions to omit support for them wjthout
jeopardizing the.ability to interoperate with all CAs.
NOTE< A relying party may require certain non-critical extensions to be present in a certificate in order for that certificate to be
considered acceptable. The need for inclusion of such extensions may be implied by local policy rules of the relying party or may
be-e-CApehey+utetndieatecto-therelrrgparty-by-etusierefapartedtareertfieste-poteytdentfrertthe-eertiftestepolicies

extension with that extension being flagged critical.

For al certificate extensions, CRL extensions, and CRL entry extensions defined in this Directory Specification, there
shall be no more than one instance of each extension type in any certificate, CRL, or CRL entry, respectively.
8.1 Palicy handling

811 Certificate policy

This framework contains three types of entity: the relying party, the CA and the certificate subject (or end-entity). Each
entity operates under obligations to the other two entities and, in return, enjoys limited warranties offered by them.
These obligations and warranties are defined in a certificate policy. A certificate policy is a document (usualy in plain-
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language). It may be referenced by an object identifier, which may be included in the certificate policies extension of
the certificate issued by the CA, to the end-entity and upon which the relying party relies. A certificate may beissued in
accordance with one or more than one policy. The definition of the policy and assignment of the identifier is performed
by a policy authority. The set of policies administered by a policy authority is called a policy domain. All certificates
are issued in accordance with a policy, even if the policy is neither recorded anywhere nor referenced in the certificate.
This Directory Specification does not prescribe the style or contents of the certificate policy.

The relying party may be bound to its obligations under the certificate policy by the act of importing an authority public
key and using it as trust anchor information, or by relying on a certificate that includes the associated policy identifier.
The CA may be bound to its obligations under the policy by the act of issuing a certificate that includes the associated
policy identifier. The end-entity may be bound to its obligations under the policy by the act of requesting and accepting
a certificate that includes the associated policy identifier and by using the corresponding private key. |mplementations
that do not use the certificate policies extension should achieve the required binding by other means.

entity simply to declare conformance to a policy does not generally satisfy the assurance requirements:pf the
other| entities in the framework. They reguire some reason to believe that the other parties operatena' reliable
entation of the policy. However, if explicitly stated in the policy, relying parties may accept the CAls assuffances
that its end-entities agree to be bound by their obligations under the policy, without having to confirm this directly with
them, This aspect of certificate policy is outside the scope of this Directory Specification.

A CA may place limitations on the use of its certificates, in order to control the risk that it assuhies as a result of igsuing
certificates. For instance, it may restrict the community of relying parties, the purposes fon which they may Use its
certif{cates and/or the type and extent of damages that it is prepared to make good in the-event of afailure on its pprt, or
that of its end-entities. These matters should be defined in the certificate policy.

Additiona information, to help affected entities understand the provisions of the policy, may be included |n the
certif{cate policies extension in the form of policy qualifiers.

812 Cross-certificates and policy handling

The warranties and obligations shared by the subject CA, the intermediate CA and the relying party are defined by the
certif{cate policy identified in the cross-certificate, in accordance with'which the subject CA may act as, or on behglf of,
an enp-entity. The warranties and obligations shared by the certificate subject, the subject CA and the intermediate CA
are defined by the certificate policy identified in the end-entity’s certificate, in accordance with which the intermpdiate
CA may act as, or on behalf of, arelying party.

A cerfification path is said to be valid under the set of policies that are common to all public-key certificates in the|path.

In addlition to the situation described above, thereiare two special cases to be considered:

a) the CA does not use the certificate policies extension to convey its policy requirements to relying pgrties,
and

b) therelying party or intermediate CA delegates the job of controlling policy to the next CA in the path.

In the first case, the public-key cértificate should not contain a certificate policies extension at all. As aresult, thelset of
policies under which the path’is valid will be null. But, the path may be valid nonetheless. Relying parties shdl still
ensurg that they are using thepublic-key certificate in conformance with the policies of the CAsin the path.

In thg second case, theTelying party or intermediate CA should include the special value any-policy in the initial-golicy-
set or] cross-certificate-Where a public-key certificate includes the special value any-policy, it should not include any
other [certificate policy identifiers. The identifier any-policy should not have any associated policy qudifiers.

The relying.party can ensure that al its obligations are conveyed by setting the initial-explicit-policy indicator. In this
way, jonlytalithorities that use the certificate policies extension as their way of achieving binding are accepted jn the
path, lahchrelying parties have no additional obligations. Because CAs aso attract obligations when they act as,|or on
behalt of, arelying party, they can ensure that al their obligalions are conveyed by Seffing requireExplicitPolicy
component of the policyConstraints extension in the cross-certificate.

813 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to
which the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations
according to which the subject CA issues certificates to end-entities, even though the policy authorities under which the
two CAs operate may have selected different object identifiers for these materially equivalent policies. In this case, the
intermediate CA may include a policy mappings extension in the cross-certificate. In the policy mappings extension, the
intermediate CA assures the relying party that it will continue to enjoy the familiar warranties, and that it should
continue to fulfil its familiar obligations, even though subsequent entities in the certification path operate in a different
policy domain. The intermediate CA should include one or more mappings for each of a subset of the policies under
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which it issued the cross-certificate, and it should not include mappings for any other policies. If one or more of the
certificate policies according to which the subject CA operates is identical to those according to which the intermediate
CA operates (i.e., it has the same unique identifier), then these identifiers should be excluded from the policy mapping
extension, but included in the certificate policies extension.

Policy mapping has the effect of converting all policy identifiers in certificates further down the certification path to the
identifier of the equivalent policy, as recognized by the relying party.

Policies shall not be mapped either to or from the specia value any-palicy.

Relying parties may determine that public-key certificates issued in a policy domain other than its own should not be
relied upon, even though a trusted intermediate CA may determine its policy to be materially equivalent to its own. It
can do this by setting the initial-policy-mapping-inhibit input to the path validation procedure. Additionaly, an
intermediate CA may make a similar determination on behalf of its relying parties. In order to ensure that relying parties
corregtly enforce this requirement, it can set inhibitPolicyMapping in @policyConstraints extension.

814 Certification path processing

The rglying party faces a choice between two strategies:

a) it can require that the certification path be valid under at least one of a set of policies pre-determined by
the user; or

b) it can ask the path validation module to report the set of policies for which the.certification path isaid.

The f|rst strategy may be most appropriate when the relying party knows, a priori, the-set of policies that are acceptable
for it intended use.

The second strategy may be the most appropriate when the relying party does net'know, a priori, the set of policigs that
are agceptable for itsintended use.

In the first instance, the certification path validation procedure will indicate’the path to be valid only if it is valid junder
one of more of the policies specified in the initial-policy-set, and it will. return the sub-set of the initial-policy-set junder
which the path is valid. In the second instance, the certification path-validation procedure may indicate that the path is
invaliid under the initial-policy-set, but valid under a digoint'set: the authorities-constrained-policy-set. Thegn the
relyirjg party shall determine whether its intended use of the certificate is consistent with one or more of the certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the relying party can cauge the
procedure to return avalid result if the path is valid underany (unspecified) policy.

8.1.5 Self-issued certificates

A CA may issue a certificate to itself under three’circumstances:

a) as a convenient way of encoding the public key associated with the private key used to sign the
certificate, so that it can\be communicated to, and stored as trust anchor information by, its certificate-
using systems;

b) for certifying additional public keys of the CA used for purposes other than those covered by categpry a)
(such as OCSPand possibly CRL signing); and

c) for replacing its own expired CA-certificates.

Thesg types of CA-Certificates are called self-issued certificates, and they can be recognized by the fact that the jissuer
and subject names present in them are identical. For the purposes of path validation, self-issued certificales of
categpry a) areself-signed certificates and are therefore verified with the public key contained in them, and if they are
encoynteredinthe path, they shall beignored.

Self-ipsued certificates of type b) may only appear as end certificates in a path, and shall be processed gs end
certificates.

Self-issued certificates of type c) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a CA should
request the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the
key. Nevertheless, if self-issued certificates of this category are encountered in the path, they shall be processed as
intermediate certificates, with the following exception: they do not contribute to the path length for the purposes of
processing the pathLenConstraint component of the basicConstraints extension and the skip-certificates
values associated with the policy-mapping-inhibit-pending and explicit-policy-pending indicators.

If an authority uses the same key to sign certificates and CRLSs, a single self-issued certificate of category a) shall be
used. If an authority uses a different key to sign CRLs than that used to sign certificates, the authority may choose to
issue two self-issued certificates of category a), one for each of the keys. In this situation, relying parties would need
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access to both self-issued certificates to establish separate trust anchors for certificates and CRLs signed by that
authority. Alternatively, an authority may issue one self-issued certificate of category a) for certificate signing and one
self-issued certificate of category b) for CRL signing. In this situation, relying parties use the key certified in the
certificate of category @) astheir single trust anchor for both certificates and CRLs signed by that authority. In this case,
if the self-issued certificate of category b) were to be used to verify signatures on CRLSs, there is no means defined in
this standard to check the validity of that certificate.

If self-issued certificates of category b) are encountered within a path, they shall be ignored.
NOTE — Other mechanisms for distributing CA public keys are outside the scope of this Directory Specification.

8.2 Key and policy information extensions

821 annirnmmfc

The fpllowing requirements relate to key and policy information:;

a) CA key pair updating can occur at regular intervals or in specia circumstances. There iS)Jaheed for a
certificate field to convey an identifier of the public key to be used to verify the certificate signatlire. A
relying party can use such identifiers in finding the correct CA-certificate for valjdating the certificate
issuer's public key.

b) In general, a certificate subject has different public keys and, correspondingly, different certificaties for
different purposes, e.g., digital signature and encipherment key agreement. 4 certificate field is neefled to

assist arelying party in selecting the correct certificate for a given subject\for a particular purposg or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

C) Subject key pair updating can occur at regular intervals or in specid tircumstances. There is a neeq for a
certificate field to convey an identifier to distinguish between different public keys for the same slibject
used at different pointsin time. A relying party can use suchridentifiersin finding the correct certifigate.

d) The private key corresponding to a certified public key, istypically used over a different period frdm the
validity of the public key. With digital signature keys,'the usage period for the signing private key is
typically shorter than that for the verifying public_key. The validity period of the certificate indidates a
period for which the public key may be used, which is not necessarily the same as the usage period of the
private key. In the event of a private key compromise, the period of exposure can be limited if the rglying
party knows the legitimate use period far the private key. There is therefore a requirement to be gble to
indicate the usage period of the private key in a public-key certificate.

€) Because certificates may be used incenvironments where multiple certificate policies apply, proyision
needs to be made for including.cerfificate policy information in certificates.

f)  When cross-certifying from(one organization to ancther, it can sometimes be agreed that certain pf the
two organizations' policies can be considered equivaent. A CA-certificate needs to allow the certificate
issuer to indicate that-One’of its own certificate policies is equivalent to another certificate policy [in the
subject CA's domain:Fhisis known as policy mapping.

g) A user of an encipherment or digital signature system which uses certificates defined in this Dirgectory
Specification-needs to be able to determine in advance the algorithms supported by other users.

822 Public-key certificate and CRL extension fields

The fpllowing exténsion fields are defined:
a) Authority key identifier;

b)Y "Subject key identifier;

C) Key usage;

d) Extended key usage;

e) Private key usage period;

f)  Certificate policies;

g) Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key identifier which may also be
used as a CRL extension. Unless otherwise noted, these extensions may be used in both CA-certificates and end-entity
certificates.
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1 Authority key identifier extension

Thisfield, which may be used as either a certificate extension or CRL extension, identifies the public key to be used to
verify the signature on this certificate or CRL. It enables distinct keys used by the same CA to be distinguished (e.g., as
key updating occurs). Thisfield is defined as follows:

authorityKeyIdentifier EXTENSION ::= {
SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthorityKeyIdentifier ::= SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
3
(WLTH COMPONENTS { .., authorityCertIssuer PRESENT,
authorityCertSerialNumber PRESENT } |
WELTH COMPONENTS {..., authorityCertIssuer ABSENT,
authorityCertSerialNumber ABSENT } )
KeyIflentifier ::= OCTET STRING
The ey may be identified by an explicit key identifier in the keyIdentifier component; by the identificatio
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Certiflication authorities shall assign certificate serial numbers such that every (issuer, certificate serial numbey
ely identifies a single certificate. The keyIdentifier formcan be used to select CA-certificates during path
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authorityCertSerialNumber cCOmMponent), or by both explicit key identifier-and identification of a certi
e key. If both forms of identification are used then the certificate or CRL issuer-shall ensure they are consist
Hentifier shall be unique with respect to al key identifiers for the issuing althority for the certificate or

formsin the authorityCertIssuer component. (See clause 8.3.21.for details of the GeneralNames typq

uction. The authorityCertIssuer, authoritySerialNumber pair can only be used to provide prefere)
rtificate over others during path construction.

pxtension is always non-critical.
P Subject key identifier extension

ield identifies the public key being certified:-It enables distinct keys used by the same subject to be differer
as key updating occurs). Thisfield is defined as follows:

NTAX SubjectKeylIdentifier
ENTIFIED BY id-ce-subjectKeyIdentifier }

identifier shall bedinigue with respect to all key identifiers for the subject with which it is used. This exteng
s non-critical.

3 Key usageextension

ield identifies the intended usage for which the certificate has been issued. The intended usage may be f
ainéd by policy. This policy may be stated in a certificate policy definition, a contract, or other specifig

Howd

N of a

cate for the key (giving certificate issuer in the authorityCertIssuer componentand certificate serial niimber

ficate
ent. A
CRL

ning the extension. An implementation which supports this extension i§xiot required to be able to procgss all

:_)
) pair

nce to

tiated

Hon is

urther
ation.

pver) a policy shall not override the constraint indicated by a keyusage hit, e.g., a certificate policy cou

d not

allow acertificate to be used for digital signature if KeyUsage indicated that it could only be used for key agreement.

Setting a specific value of keyUsage in a certificate does not in itself signal for an instance of communication that the
communicating parties are acting in accordance with this setting, e.g., when signing a document. The definition of
methods by which parties may signal their intent for a specific instance of communication (e.g., commitment to content
for that specific instance) is outside the scope of this Directory Specification, but it is anticipated that multiple methods
will exist. Although not recommended, it is possible to use the content of the certificate, e.g., certificate policy, to signal
the intent of the signing. However, since that signal was made when the certificate was issued by the CA, such use may
not meet the requirement that declaring the intent is made at the time of signing by the signer.

More than one bit may be set in an instance of the keyUsage extension. The setting of multiple bits shall not change the
meaning of each individual bit but shall indicate that the certificate may be used for all of the purposes indicated by the
set bits. There may be risks incurred when setting multiple bits. A review of those risks is documented in Annex I.
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Thisfield is defined as follows:

subjectKeyIdentifier EXTENSION ::= {
SYNTAX
IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier

SubjectKeyIdentifier ::= KeyIdentifier

keyUsage EXTENSION ::= {
SYNTAX
IDENTIFIED BY id-ce-keyUsage }

KeyUsage :

KeyUsage

:= BIT STRING {

digitalSignature (0),

co
ke
da
ke
ke
cR
en
de

Bitsi

a)

b)

d)

e

f)

0)

fitentCommitment (1),
yEncipherment (2),
FaEncipherment (3),
yAgreement (4),
yCertSign (5),

[.Sign (6),
tipherOnly (7).,
bipherOnly (8) }

N the KeyUsage type are as follows:

digitalSignature: for verifying digital signatures that are used withran'entity authentication 4
adata origin authentication service and/or an integrity service;

contentCommitment: for verifying digital signatures which are.intended to signa that the sig
committing to the content being signed. The type of commitiment the certificate can be used to

may be further constrained by the CA, e.g., through a certificate policy. The precise type of commi
of the signer e.g., "reviewed and approved” or "with thelintent to be bound”, may be signalled |
content being signed, e.g., the signed document itself .orsome additional signed information.

Since a content commitment signing is ceconsidered a digitally signed transaction
digitalSignature bit need not be set in the ‘certificate. If it is set, it does not affect the le|
commitment the signer has endowed in the signed content.

Note that it is not incorrect to refer fo-this keyUsage bit using the identifier nonRepudia
However, the use of this identifier has)been deprecated. Regardless of the identifier used, the sem
of this bit are as specified in this Directory Specification;

keyEncipherment: for enciphering keys or other security information, e.g., for key transport;

dataEncipherment: fQr ‘enciphering user data, but not keys or other security information as|
above;

keyAgreement: fOr (ISe as a public key agreement key;
keycCertsignifor verifying a CA's signature on certificates.

Since certificate signing is considered a commitment to the content of the certificate by the CA, n
the digitalsignature bit nor the contentCommitment bit need be set in the certificate. If eith

rvice,

ner is
pport
ment
by the

the
el of

tion.
antics

in c)

either
er (or

both)\Sset, it does not affect the level of commitment the signer has endowed in the signed certificdte;

éRLSign: for verifying an authority's signature on CRLSs.

Since CRL signing is considered to be commitment to the content of the CRL by the CRL issuer, n
the digitalsignature bit nor the contentCommitment bit need be set in the certificate. If eith

either
er (or

h)

hoth) isset it doesnot affect the level of commitment the signer has endowed in the signed CRI

encipheronly: public key agreement key for use only in enciphering data when used
keyAgreement bit aso set (meaning with other key usage bit set is undefined);

decipheronly: public key agreement key for use only in deciphering data when used
keyAgreement bit aso set (meaning with other key usage bit set is undefined).

with

with

Application specifications should indicate which of the digitalsignature Or contentCommitment bits are
appropriate for their use. If a signing application has no knowledge of the signer's intent regarding commitment to
content, the application shall sign and support that signing with a certificate that has the digitalsignature bit setin
that certificate's keyUsage extension.

Even though a digital signature was verified using a certificate that has only the digitalsignature bit set, other
factors externa to the verification of the digital signature may also play arole in determining the intent of the signing.
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Conversely, even though a digital signature was verified using a certificate that has only the contentCommitment bit
set, external factors may be used by the signer to disclaim commitment to the signed content.

The bit keycertsign is for use in CA-certificates only. If keyUsage iS Set t0 keyCertSign, the value of the ca
component of the basicConstraints extension shal be set to TRUE. CAs may also use other defined key usage bits
in KeyUsage, €.0., digitalSignature for providing authentication and integrity of online administration
transactions.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical or if the extension is flagged non-critical but the relying party recognizes it, then the
certificate shall be used only for a purpose for which the corresponding key usage bit is set to one. If the extension is
flagged non-critical and the relying party does not recognize it, then this extension shall be ignored.

A bit[set to zero indicaies that the key 1s not intended Tor that purpose. Tf the extension is present with all bits set td zero,
the key isintended for a purpose other than those listed above.

8.224 Extended key usage extension

This {ield indicates one or more purposes for which the certified public key may be used, in additioncto, or in place of
the basic purposes indicated in the key usage extension field. Thisfield is defined asfollows:

extKpyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId
IDENTIFIED BY id-ce-extKeyUsage }

KeyPhrposeId ::= OBJECT IDENTIFIER

A CA may assert any-extended-key-usage by using the anyExtendedKeyUsage’ object identifier. This enablesa[CA to
issue|a certificate that contains KeyPurposeId object identifiers for extended key usages that may be requined by
certificate-using applications, without restricting the certificate to only‘those key usages. If extended key usage yvould
restri¢t key usage, then the inclusion of this object identifier removesthat restriction.

anyExtendedKeyUsage OBJECT IDENTIFIER ::= { id-ce“extKeyUsage 0 }

Key purposes may be defined by any organization with a need. Object identifiers used to identify key purposes shall be
assiged in accordance with Rec. ITU-T X.660 | |SO/IECO834-1.

This g¢xtension may, at the option of the issuing CA, ©e either critical or non-critical.
If the|extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the|extension is flagged non-critical, then.it/indicates the intended purpose or purposes of the key, and may be used in
finding the correct key/certificate of an. entity that has multiple keys/certificates. If this extension is present, apd the
relyirg party recognizes and processesthe extendedkeyUsage extension type, then the relying party shall ensure that
the certificate shall be used only for-one of the purposes indicated. (Using applications may nevertheless requirejthat a
partiqular purpose be indicated-in order for the certificate to be acceptable to that application.)

If a cprtificate contains both-a critical key usage field and a critical extended key usage field, then both fields shall be
processed independently, and the certificate shall only be used for a purpose consistent with both fields. If therqis no
purpdse consistent with'both fields, then the certificate shall not be used for any purpose.

This |Directory<{Specification defines the following key purpose that can be included in the extended key |usage
extension. Other purposes that can also be included are defined in other specifications, such as |[ETF RFC 5280.

keyPhirposes OBJECT IDENTIFIER ::= {id-kp 1}

8.2.25 Private key usage period extension

This field indicates the period of use of the private key corresponding to the certified public key. It is applicable only
for digital signature keys. Thisfield is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }
PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,

(WITH COMPONENTS {..., notBefore PRESENT } |
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The notBefore component indicates the earliest date and time at which the private key could be used for signing. If
the notBefore component is not present, then no information is provided as to when the period of valid use of the
private key commences. Thenotafter component indicates the latest date and time at which the private key could be
used for signing. If the notafter component is not present then no information is provided as to when the period of
valid use of the private key concludes.

This extension is always non-critical.

NOTE 1 —The period of valid use of the private key may be different from the certified validity of the public key as indicated by
the certificate validity period. With digital signature keys, the usage period for the signing private key is typicaly shorter than
that for the verifying public key.

NOTE 2- If the ver|f|er of a dlgltal sgnature wants to check that the certlflcate has not been revoked for example due to key
X er the

This field lists certificate policies, recognized by the issuing CA, that apply to the certificate, together with optional
qualifier information pertaining to these certificate policies. The list of certificate policies is uséd)in determining the
validity of a certification path, as described in clause 10. The optional qualifiers are not used’in-the certification path
processing procedure, but relevant qualifiers are provided as an output of that process to theCertificate using applitation
to asgist in determining whether a valid path is appropriate for the particular transaction.ypically, different certificate
policies will relate to different applications which may use the certified key. The presence of this extension in ap end-
entity] certificate indicates the certificate policies for which this certificate is validFhe presence of this extension in a
certif{cate issued by one CA to another CA indicates the certificate policies for whieh certification paths containirg this
certificate may be valid. Thisfield is defined as follows:

certfificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertfificatePoliciesSyntax ::= SEQUENCE SIZE (1l.~MAX) OF PolicyInformation
PolifyInformation ::= SEQUENCE {

pollicyIdentifier CertPolicyId,
pollicyQualifiers SEQUENCE SIZE (1l..MAX)' OF PolicyQualifierInfo OPTIONAL,

CertPolicyId ::= OBJECT IDENTIFIER
PolipyQualifierInfo ::= SEQUENCE. {
pollicyQualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
quplifier CERT-POLICY-QUALIFIER.&Qualifier
({supportedPdlicyQualifiers}{@policyQualifierId}) OPTIONAL,
-}
SuppprtedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}

A value of the policyInformation type identifies and conveys qualifier information for one certificate policy. The
comppnent policyIdentifier containsan identifier of a certificate policy and the component policyQualifiiers

If thelextension ' - Ad-+-ascordance
with the rules |mpl|ed by one of the |nd|cated certlflcate pO|ICI€S The rules of a partlcular pollcy may reqw re the
relying party to process the qualifier value in a particular way.

If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a relying party may require a particular policy to be present in order to use the certificate
(see clause 10). Policy qualifiers may, at the option of the relying party, be processed or ignored.
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Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
Rec. ITU-T X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy object identifier in order to
trust a certificate for all possible policies. Because of the need for identification of this special value to apply regardiess
of the application or environment, that object identifier is assigned in this Directory Specification. No object identifiers
will be assigned in this Directory Specification for specific certificate policies. That assignment is the responsibility of
the entity that defines the certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
Theidentifier anyPolicy should not have any associated policy qualifiers.

Thefollowing ASN.1 object classis used in defining certificate policy qualifier types:

CERT[POLICY-QUALIFIER ::= CLASS {
&ifl OBJECT IDENTIFIER UNIQUE,
&Qhalifier OPTIONAL }

WITH| SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

A defjnition of apolicy quaifier type shall include:
— astatement of the semantics of the possible values; and

— anindication of whether the qualifier identifier may appear in a certificate policies extension withput an

accompanying value and, if so, the implied semanticsin such a case.
NQTE — A qualifier may be specified as having any ASN.1 type. When the qualifier I's anticipated to be used primarily with
applications that do not have ASN.1 decoding functions, it is recommended that the type OCTET STRING be specifiefl. The
ABN.1 OCTET STRING value can then convey a quaifier value encoded aceerding to any convention specified by the|policy
el@ment defining organization.

8.2.2)7 Policy mappings extension

This lield, which shall be used in CA-certificates only, allows.a-Gértificate issuer to indicate that, for the purposesfof the
user gf a certification path containing this certificate, one of the'issuer's certificate policies can be considered equiyalent
to adjfferent certificate policy used in the subject CA's domain. Thisfield is defined as follows:

polifyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings.~}

PolipyMappingsSyntax ::= SEQUENCE-SIZE (1..MAX) OF SEQUENCE {
ispuerDomainPolicy CertPolicyId,
supbjectDomainPolicy CertPolicyId,

}

that gan be considered equivalent to the certificate policy indicated in the subjectDomainPolicy component that is

This ¢xtension\may, at the option of the certificate issuer, be either critical or non-critical. It is recommended thg it be
criticgl, othexwise arelying party may not correctly interpret the stipulation of the issuing CA.

there may be an agreement between the two governments to accept certification paths extendl ng cross—border W|th|nthe rules
implied by these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon a more global use of common policiesthanitisto
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It isanticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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8.3 Subject and issuer information extensions

831 Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

a) Caertificates need to be usable by applications that employ a variety of name forms, including Internet
electronic mail names, Internet domain names, ITU-T X.400 originator/recipient addresses, and EDI
party names. It is therefore necessary to be able securely to associate multiple names of avariety of name
forms with a certificate subject or a certificate or CRL issuer.

b) A relying party may need securely to know certain identifying information about a subject in order to
have confidence that the subject isindeed the person or thing intended. For example, information such as
postal address, position in a corporation, or a picture image may be required. Such information may be
CUINVTI I;Cl It:_y ICPI Ao v | Itu_j (=] d;IC\atUI y attl ;bUtCO, but tth atl IbutCD a'T IIUt TTCUTOOA I:_y HG‘lt )f the
distinguished name. A certificate field is therefore needed for conveying additional directory, attrjbutes
beyond those in the distinguished name.

8.3.2 Certificateand CRL extension fields
The fpllowing extension fields are defined:

a) Subject aternative name;

b) Issuer aternative name;

C¢) Subject directory attributes.

Thesg fields shall be used only as public-key certificate extensions, except for isster alternative name which may also
be uskd as a CRL extension. As certificate extensions, they may be present in CA-certificates or end-entity public-key

certif{cates.

832/l Subj
This{ield cont

the CA to the certified public key. Thisfield is defined as follows:

subjpctAltName EXTENSION ::= {

SYNTAX GeneralNames

IDENTIFIED BY id-ce-subjectAltName }
GenekralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GenefalName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,

rff822Name [E] IA5String,

dNEName [2] IA5String,

x4p0Address [3] ORAddress,

difkectory

edfiPartyName [5] EDIPartyName,

unfi formRe
iPAddress
registere

-}

OTHER-NAME"

EDIPpftyName ::= SEQUENCE {
naEeAsségnef——{9+——GnbeundedBéreeeefyGtréag—ePEEGNAL,

partyName

-}
Thevaluesint

ect alternative name extension

ains one or more alternative names, using any of a variety of name forms, for the entity that is bound by

Name [4] Name,

sourceIdentifier [6] IA5String,

[7] OCTET STRING,
dID [8] OBJECT IDENTIFIER,
:= TYPE-IDENTIFIER

[1] UnboundedDirectoryString,

he alternatives of the GeneralName type are names of various forms as follows:

the otherName alternative is a name of any form defined as an instance of the oTHER-NaME information
object class;

the rfc822Name aternative is an Internet electronic mail address defined in accordance with
IETF RFC 822;

the dnsName alternative is an Internet domain name defined in accordance with |ETF RFC 1035;

the x400address dlternative is an O/R address defined in accordance with Rec. ITU-T X.411 |
ISO/IEC 10021-4;
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— thedirectoryName alternative is a distinguished name defined in accordance with Rec. ITU-T X.501 |
ISO/IEC 9594-2;

— the edipPartyName aternative is a name of a form agreed between communicating Electronic Data
Interchange partners; the nameassigner component identifies an authority that assigns unique values of
names in the partyName component;

— theuniformResourceIdentifier aternativeisaUniform Resource |dentifier for the worldwide web
defined in accordance with |ETF RFC 1630;

— the ipaddress dternative is an Internet Protocol address defined in accordance with IETF RFC 791,
represented as a binary string.

— the registeredID dlternative is an object identifier of any registered object assigned in accordance
with Rec. ITU-T X.660 | ISO/IEC 9834-1.

Nng

8.3.2,

very name form used in the GeneralName type, there shall be a name registration system that ensures that any
used unambiguously identifies one entity to both the issuing CA and relying parties.

bxtension may, at the option of the certificate issuer, be either critical or non-critical. An implengentation which
rts this extension is not required to be able to process all name forms. If the extension is flagged critical, a least
f the name forms that is present shall be recognized and processed, otherwise the certificate-shall be cons{dered
d. Apart from the preceding restriction, a relying party is permitted to ignore any name with an unrecognized or
ported name form. It is recommended that, provided the subject field of the publie-key certificate contgins a
puished name that unambiguously identifies the subject, thisfield be flagged non-critieal .

DTE 1 —Use of the TYPE-IDENTIFIER classis described in annexes A and C of RecATUT X.681 | ISO/IEC 8824-2.
DTE 2 —If this extension field is present and is flagged critical, the subject field.of\an end-entity public-key certificate may

htain a null name (e.g., a sequence of zero relative distinguished names) in which case the subject is identified only oy the
Ime or names in this extension (see clause 7.2).

P |ssuer alternative name extension

This field contains one or more alternative names, using any of @wariety of name forms, for the certificate orf CRL
issuerl. Thisfield is defined asfollows:
issuprAltName EXTENSION ::= {

SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }
This gxtension may, at the option of the certificate or CRL issuer, be either critical or non-critical. An implementation
which supports this extension is not required.to'be able to process all name forms. If the extension is flagged critigal, at
least pne of the name forms that are present shall be recognized and processed, otherwise the certificate or CRL shall be
consiflered invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name with an
unrecpgnized or unsupported name_ferm. It is recommended that, provided the issuer field of the certificate o CRL
conta)ns a distinguished name that-Unambiguously identifies the issuing authority, this field be flagged non-critical.
8.3.28 Subject directory.attpibutes extension
This{ield conveys any desired Directory attributes associated with the subject of the certificate. This field is defiped as
follows:
subjpctDirectoryAttributes EXTENSION ::= {

SYNTAX AttributesSyntax

IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttrlibdtesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedaAttributes}}

This extension may, at the option of the certificate issuer, be either critical or non-critical. A certificate-using system
processing this extension is not required to understand all attribute types included in the extension. If the extension is
flagged critical, at least one of the attribute types contained in the extension shall be understood for the certificate to be
accepted. If the extension is flagged critical and none of the contained attribute types is understood, the certificate shall

berg

ected.

If this extension is present in a public-key certificate, some of the extensions defined in clause 15 may also be present.
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Certification path constraint extensions

Requirements

For certification path processing:

End-entity public-key certificates need to be distinguishable from CA-certificates to protect against end-
entities establishing themselves as CAs without authorization. It also needs to be possible for a CA to
limit the length of a subsequent chain resulting from a certified subject CA, e.g., to no more than one

a)

b)

more certificate or no more than two more certificates.

A CA needsto be able to specify constraints which allow arelying party to check that less-trusted CAsin
a certification path (i.e., CAs further down the certification path from the CA with whose public key the
relying party starts) are not violating their trust by issuing certificates to subjects in an inappropriate

N

S
su
wi

Consg

0)

d)

f)

9)

h)

i)
)

Al otk vy HeY lat kL, + 4 11 L. (| N | v tla (FH 4
TATIC SPJALT, AUTNTCTTITUT TU TTTCOC LUTTSU AT IO TICTUOS TU VT dUutUITIiAllLdiTy: UITCURAUTT Uy LTNCTTUTT YTy Jarty .

Certification path processing needs to be implementable in an automated, self-contained modute! T
necessary to permit trusted hardware or software modules to be implemented which~perfor
certification path processing functions.

It should be possible to implement certification path processing without depending upon rea
interactions with the local user.

hisis
m the

-time

It should be possible to implement certification path processing without depending upon the uise of

trusted local databases of policy-description information. (Some trusted 4ocal information — an
public key, at least — is needed for certification path processing but-the-amount of such inforn
should be minimized.)

Certification paths need to operate in environments in which multiple certificate policies are recog
A CA needs to be able to stipulate which CAs in other domains it trusts and for which pur
Chaining through multiple policy domains needs to be supported.

Complete flexibility in trust modelsis required. A strict hierarchical model which is adequate for a
organization is not adequate when considering thevneeds of multiple interconnected entery
Flexibility isrequired in the selection of thefirst trusted CA in a certification path. In particular, it S
be possible to require that the certification pathcstart in the local security domain of the public-ke
system.

initial
hation

nized.
DOSES.

single
DriSes.
thould
/ user

Naming structures should not be constraitéd by the need to use names in certificates, i.e., distinguished

name structures considered natural for, organizations or geographical areas shall not need adjustm
order to accommodate CA requirements.

ent in

Certificate extension fields neeto be backward-compatible with the unconstrained certification path

approach system as specified.in earlier editions of this Directory Specification.

A CA needs to be able'to inhibit the use of policy mapping and to require explicit certificate
identifiersto be present in subsequent certificates in a certification path.

DTE — In any relying party, the processing of a certification path requires an appropriate level of assurance. This Di
ecification defines functions that may be used in implementations that are required to conform to specific as§
stgtements. For example, Can ‘assurance requirement could state that certification path processing shall be protected
bversion of the process,(such as software-tampering or data modification). The level of assurance should be commensurate
th business risk. Far example:

=_{processing internal to an appropriate cryptographic module may be required for public keys used to V|
high value funds transfer; whereas

— processing in software may be appropriate for home banking balance inquiries.

bguently, certification path processing functions should be suitable for implementation in hardware cryptog

mod

policy

ectory
Lirance
from

blidate

aphic

es-or cryptographic tokens as one option

84.2

k)

A CA needs to be able to prevent the special value any-policy from being considered a valid pol
subsequent certificates in a certification path.

Certificate extension fields

The following extension fields are defined:

a)
b)
0)
d)

basicConstraints;
nameConstraints;
policyConstraints; and

inhibitAnyPolicy.
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These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA-certificates; basic constraints may also be used in end-entity public-key certificates. Examples of the use of

these

8.4.2.

extensions are given in Annex G.

1 Basicconstraints extension

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. Thisfield is defined as follows:

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {

cA
pa

The
certif

BOOLEAN DEFAULT FALSE,
thLenConstraint INTEGER(0..MAX) OPTIONAL,

-}

A component with the value TRUE indicates that the certified public key may be used to verify publ
cate signatures.

The g
maxi
the

path
of the
restri

athLenConstraint component may be present if ca is set to TRUE. Otherwise, it shall\be absent. It giv|
um number of CA-certificates that may follow this CA-certificate in a certification path. Vaue O indicatq
bject of this CA-certificate may issue public-key certificates only to end-entitiesand not to further CAs.
.enConstraint field appears in any CA-certificate of a certification path, theretis no limit to the allowed
certification path. The constraint takes effect beginning with the next CA-certificate in the path. The con
['ts the length of the segment of the certification path between the CA-certificate containing this extension al

end-¢

If thig

If thi
certif

N
ex

8.4.2.
This

iftingly use such acertificate.

ntity public-key certificate. It has no impact on the number of CA-certificates in the certification path betwe
chor and the CA-certificate containing this extension. Therefore, thefength of a complete certification pat

ed CA-certificates between the CA-certificate containing:the constraint and the end-entity certi

critical, otherwise, an entity which is not authorized to be a CA may issue certificates and a relying part

extension is present and is flagged critical, or is flagged non-critical but is recognized by the relying party, t

— if thevalue of ca is not set te“TrRUE then the certified public key shall not be used to verify a cert
signature;

— if thevalue of ca js'sef to TRUE and pathLenConstraint iS present then the relying party shall
that the certification-path being processed is consistent with the value of pathLenConstraint.

5 extension is not present, or is flagged non-critical and is not recognized by a relying party, then the publ
cate isto be considered an end-entity public-key certificate and cannot be used to verify certificate signature:

DTE — To constrainva public-key certificate subject to being only an end-entity, i.e., not a CA, the issuer may inclu
tension field containing only an empty SEQUENCE value.

P NameConstraints extension

ield\which shall be used only in a CA-certificate, indicates one or more name forms which have cons|

c-key

Es the
s that
If no
ength
Straint
hd the
N the

N Mmay

the maximum length of the segment constrained by this extensiony The constraint controls the number gf non

icate.
of the
s the

tension may, at the option of the issuing CA,-beseither critical or non-critical. It is recommended thaf it be

may

hen:
ficate

check

c-key

D.

e this

raints

placey

upon their name spaces. and in which all subject names in the same name form in subsequent certificatd

S in a

certification path must be located. If this extension is absent, then no constraints are placed on any name form. If this
extension is present but a name form is not included in the extension, then no constraints are imposed on that name

form.

NOTE — Because there can be an unbounded set of registeredlD name forms, then in general it is not possible to constrain every
possible name form of subject names with this extension.

Thisfield is defined as follows:

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameConstraintsSyntax ::= SEQUENCE {
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permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

cee }

(WITH COMPONENTS {..., permittedSubtrees PRESENT } |
WITH COMPONENTS {..., excludedSubtrees PRESENT } )

GeneralSubtrees ::= SEQUENCE SIZE (1l..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE ({
base GeneralName,
minimum [O] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL,

VEAX

{inimum field specifies the upper bound of the area within the subtree. All names-whose final name compg%ent is
h

to thg base, i.e., the top node of the subtree. For example, if minimum is set tolOne, then the subtree excludes t
node put includes subordinate nodes.

permfittedSubtrees, if present, specifiesthe subtrees within which all the subject names that are of a const
name{form shall lie, for the certificate.to-be acceptable. If excludedsubtrees is present, any certificate issued
subjest CA or subsequent CAs in.the certification path that has a subject name within these subtrees is unacceptal
both permittedsubtrees and 'excludedsubtrees are present for a name form and the name spaces overls
exclusion statement takes precedence.

If none of the name forms'of the subject name in the certificate is constrained by this extension, the certifig
acceptable.

In some situations; more than one certificate may need to be issued to satisfy the name constraints require
Annek G illustrates two of these situations. For example, if name constraints are defined for multiple name forms

wvithin
onent
5 shall
ject
bf the
vels,

onds
base

hel ow
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n the
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name
in a
br the
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by the
ble. |f
p, the

ate is

nents.
but a

certif{cate needs to meet the name constraints for only one of the name forms (logical OR on constraints), then miltiple

certificatesshould be issued, each constraining a single name form.

Of the name Torms avalable through thé GeneralName Lype€, only thoSE name forms thal have a well-defined

hierarchical structure may be used in these fields.

The directoryName name form satisfies this requirement; when using this name form a naming subtree corresponds

to a DIT subtree. A certificate is considered subordinate to the base (and therefore a candidate to be with
subtree) if the seQueENcE of rpNS, which forms the full DN in base, is identical to the initial sEQUENCE of the

in the
same

number of rRoNs which forms the first part of the DN of the subject (in the subject field or directoryName of

subjectAltNames extension) of the certificate. The DN of the subject of the certificate may have addi

tional

trailing RDNS in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching ruleis

used to compare the value of base with the initial sequence of RoNsin the DN of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If the extension is flagged as

being

critical and a certificate-using implementation does not recognize a name form used in any base component, the
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certificate shall be handled as if an unrecognized critical extension had been encountered. If the extension is flagged as
being non-critical and a certificate-using implementation does not recognize a name form used in any base
component, then that subtree may be ignored.

When testing certificate subject names for consistency with a name constraint, names in non-critical subject alternative
name extensions shall be processed, not ignored.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged as critical; otherwise, a relying party may not check that subsequent certificates in a certification path are
located in the constrained name spaces intended by the issuing CA.

If this extension is present and is flagged as being critical, then a relying party shall check that the certification path
being processed is consistent with the value in this extension.

hg for

polipyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolifyConstraintsSyntax ::= SEQUENCE {
refljuireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [11] SkipCerts OPTIONAL,

b
(WLTH COMPONENTS {..., requireExplicitPolicy PRESENT J~|
WELTH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

Skipferts ::= INTEGER (0. .MAX)

At legst one of the requireExplicitPolicy and inhibitPRel@cyMapping components shall be present.

If thd requireExplicitPolicy component is present,.and the certification path includes a certificate issued by a
nomimated CA, it is necessary for al certificates in the path to contain, in the certificate policies extensign, an
acceptable policy identifier. An acceptable policy identifier isthe identifier of a certificate policy required by the User of
the cgrtification path, the identifier of a policy which has been declared equivalent to one of these policies through
policy mapping, or any-policy. The nominated CA'is either the issuer CA of the certificate containing this extensjon (if
the v@lue of requireExplicitPolicy iSO)or a CA which istheissuer of a subsequent certificate in the certifigation
path (as indicated by a non-zero value).

If the|]inhibitPolicyMapping camponent is present, it indicatesthat, in al certificates starting from a nominatgd CA
in the certification path until thelend of the certification path, policy mapping is not permitted. The nominated [CA is
either|the subject CA of the certificate containing this extension (if the value of inhibitPolicyMapping is0) ofaCA
whichj is the subject of a subsequent certificate in the certification path (asindicated by a non-zero value).

A value of type skipCerts indicates the number of certificates in the certification path to skip before a congtraint
becores effective,

This gxtensionmay, at the option of the certificate issuer, be either critical or non-critical. It is recommended tha it be
flagged critical; otherwise, arelying party may not correctly interpret the stipulation of the issuing CA.

8.4.2 AC~I nhibit any policy extension

Thisfield specifies a constraint that indicates any-policy is not considered an explicit match for other certificate policies
for all non-self-issued certificates in the certification path starting with a nominated CA. The nominated CA is either the
subject CA of the certificate containing this extension (if the value of inhibitAnyPolicy is0) or a CA which isthe
subject of a subsequent certificate in the certification path (as indicated by a non-zero value).

inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise arelying party may not correctly interpret the stipulation of the issuing CA.
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8.5 Basic CRL extensions

85.1 Requirements

The following requirements relate to CRLS:

a) Relying parties need to be ableto track all CRLsissued from a CRL issuer or CRL distribution point (see
clause 8.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.

b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. Thereis therefore arequirement for a CRL entry to indicate the reason for revocation.

¢) Thereis arequirement for an authority to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

— desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and
there isinadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the certificate of an entity pending’an aydit or
investigation.

d) A CRL contains, for each revoked certificate, the date when the authority posted the'revocation. Further
information may be known as to when an actual or suspected key compromise occurred, anfl this
information may be valuable to arelying party. The revocation date is insuffiCient to solve some digputes
because, assuming the worgt, al signatures issued during the validity period,of the certificate havg to be
considered invalid. However, it may be important for a user that a signed document be recognized as
valid even though the key used to sign the message was compromigedhafter the signature was produced.
To assist in solving this problem, a CRL entry can include a seéond date which indicates when |t was
known or suspected that the private key was compromised.

b) Relying parties need to be able to determine, from the CRL itself, additiona information including the
scope of certificates covered by this list, the ordering of tevocation notices, and which stream of ICRLs
the CRL number is unique within.

€) Issuers need the ability dynamically to change thejpartitioning of CRLs and to refer relying partiesito the
new location for relevant CRLsiif the partitioning changes.

f) Delta CRLs may also be available that update a given base CRL. Relying parties need to be aple to
determine, from a given CRL, whether._delta CRLs are available, where they are located and when the
next delta CRL will be issued.

g) Inaddition to CRLs publishing anetification that certificates have been revoked, there is a requirement
to publish a natification that eértificates will be revoked as of a specified date and time in the future

h) There is arequirement to provide more efficient ways to indicate in a CRL that a set of certificates has
been revoked.

85.2 CRL extension fields
The fpllowing extension fields-are defined:

a) CRL number;

b) CRL<&Eope;

c) Statusreferra;

d)._SCRL stream identifier;

e) " Ordered list;

fr—-Drettainformeation;

g) Toberevoked;

h) Revoked Group of certificates; and

i) Expired certificates on CRL.

85.2.1 CRL number extension

This CRL extension field conveys a monotonically increasing sequence number for each CRL issued by a given CRL
issuer through a given authority directory attribute or CRL distribution point. It allows a CRL user to detect whether
CRLsissued prior to the one being processed were also seen and processed. Thisfield is defined as follows:

cRLNumber EXTENSION ::= {
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SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)

This

extension is always non-critical.

8.5.22 CRL scopeextension
NOTE — Use of the CRL scope extension is deprecated.

The scope of a CRL is indicated within that CRL using the following CRL extension. In order to prevent a CRL
substitution attack against an application that does not support the scope extension, the scope extension, if present, shall
be marked critical.

This

crlSfope EXTENSION ::= {
SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }

CRLSfopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope

PerApthorityScope ::= SEQUENCE {
aukhorityName [0] GeneralName OPTIONAL,
diptributionPoint [1] DistributionPointName OPTIONAL,
onllyContains [2] OnlyCertificateTypes OPTIONAL,
on[lySomeReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,
supjectKeyIdRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
bageRevocationInfo [9] BaseRevocationInfo OPTIONAL,

OnlyfertificateTypes ::= BIT STRING({

us

aukhority (1),
atfribute (2)}

NumbprRange ::= SEQUENCE ({
sthrtingNumber [0] INTEGER OPTIONAL,
enflingNumber [1] INTEGER OPTIONAL,
moflulus INTEGER OPTIONAL,
}
BaseRevocationInfo ::= SEQUENCE {
cRLStreamIdentifier [0] CRLStreamIdentifier OPTIONAL,
cRENumber [1] CRLNumber,
bageThigUpdate [2] GeneralizedTime,
}

( . | | ; o - ; e
— simple CRLsthat provide revocation information about certificates issued by a single authority;

— indirect CRLsthat provide revocation information about certificates issued by multiple authorities;
— deltaCRLsthat update previously issued revocation information;

— indirect delta-CRLs that provide revocation information that updates multiple base)CRLS issueq
single authority or by multiple authorities.

}

pr (0),

by a

If the CRL iIs an indirect CRL that provides revocation status information for multiple authorities, the extension will
include multiple PerauthorityScope constructs, one or more for each of the authorities for which revocation
information is included. Each instance of PerauthorityScope that relates to an authority other than that issuing this
CRL shal contain the authorityName component. If the CRL is a dCRL that provides delta revocation status

infformation for multiple base CRLs issued by a single authority, the extension will

include multiple

PerAuthorityScope constructs, one for each of the base CRLs for which this dCRL provides updates. Even though
there would be multiple instances of the PerAuthorityScope construct, the value of the authorityName
component, if present, would be the same for all instances.

If the CRL is an indirect dCRL that provides delta revocation status information for multiple base CRLs issued by
multiple authorities, the extension will include multiple PerauthorityScope constructs, one for each of the base
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CRLs for which this dCRL provides updates. Each instance of PerAuthorityScope that relates to an authority other
than that issuing thisindirect dCRL shall include the authorityName component.

For each instance of PerauthorityScope present in the extension, the fields are used as follows. Note that in the case
of indirect CRLs and indirect dCRLs, each instance of PerAuthorityScope may contain different combinations of
these fields and different values.

The authorityName field, if present, identifies the authority that issued the certificates for which revocation
information is provided. If authorityName isomitted, it defaults to the CRL issuer name.

ThedistributionPoint field, if present, isused as described in the issuingDistributionPoint extension.

The onlycontains field, if present, indicates the type(s) of certificates for which the CRL contains revocation status
information. If thisfield is absent, the CRL contains information about all certificate types.

The gnlySomeReasons field, if present, is used as described inthe issuingDistributionPoint extension.

The derialNumberRange element, if present, is used as follows. When a modulus value is present, the‘serial nlimber
is reduced modulo the given value before checking for presence in the range. Then, a certificate with a(réduced)|seria
number is considered to be within the scope of the CRL if itis:

— equal to or greater than startingNumber, and less than endingNumber, where-hoth are present; qr
— equal to or greater than startingNumber, When endingNumber iS Not present; or
— lessthan endingNumber When startingNumber iS Not present.

The subjectKeyIdRange element, if present, is interpreted the same as sexri@lNumberRange, except that the
number used is the value in the certificate's subjectkeyIdentifier extension. The DER encoding of th¢ BIT
STRING (omitting the tag, length and unused bits octet) is to be regarded’asthe value of the DER encoding |of an
INTERER. If bit O of the BIT STRING is set, then an additional zero octet should be prepended to ensure the requiting
encoding represents a positive INTEGER. ...

03 02101 f 7 (represents bits 0-6 set)
mapsito
0202100f 7 (i.e., decimal 247)

The ffamesubtrees field, if present, uses the same conventions for name forms as specified in the nameConstrdints
extension.

The HaseRevocationInfo field, if presentyindicates that the CRL isa dCRL with respect to the certificates cqvered
by th@t PerAauthorityScope construct. Use'of the criscope extension to identify a CRL as a dCRL differs from use
of the deltacRLIdentifier extenSion in the following way. In the crlscope case, the information in the
baseRevocationInfo componentindicates the point in time from which the CRL containing this extension provides
updates. Although this is done by referencing a CRL, the referenced CRL may or may not be one that is compléte for
the applicable scope, whereasthe deltacRLIdentifier extension references an issued CRL that is complete fpr the
appli¢able scope. Howevef;“the updated information provided in a dCRL containing the crlscope extensign are
updates to the revocation information that is complete for the applicable scope regardless of whether or not thg CRL
refergnced in baseRevocationInfo Was actually issued as one that is complete for that same scope. This mechpnism
provifles more flexibility than the deltacRLIndicator extension since users can be constructing full CRLs lpcaly
and be constructing based on time rather than issuance of base CRLs that are complete for the applicable scope. I both
cases| a dCRLAways provides updates to revocation status for certificates within a given scope since a specific Z£:t in

time. [However, in the deltaCRLIndicator Case, that point in time shal be one for which a CRL that is compléte for
that gcope was issued and referenced. In the crlscope case, that point in time may be one for which the referenced
CRL that was issued may or may not be one that is complete for that scope.

Depending on the policy of the responsible authority, several dCRLs may be published before a new base CRL is
published. dCRLs containing the crlscope extension to reference their building point need not necessarily reference
the cRLNumber Of the most recently issued base CRL in the BaseRevocationInfo field. However, the cRLNumber
referenced in the BaseRevocationInfo field of a dCRL shall be less than or equal to the cRLNumber of the most
recently issued CRL that is complete for the applicable scope.

Note that the issuingDistributionPoint extension and crlscope extension can conflict with each other and are
not intended to be used together. However, if the CRL contains both an issuingDistributionPoint extension and
acrlscope extension, then a public-key certificate falls within the scope of the CRL if and only if it meets the criteria
of both extensions. If the CRL contains an AAissuingDistributionPoint extension, but does not contain an
issuingDistributionPoint Of crlScope extension, then the scope does not include public-key certificates. If the
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CRL does not contain an issuingDistributionPoint, AAissuingDistributionPoint, Of crlScope extension,
then the scope is the entire scope of the authority, and the CRL may be used for any certificate from that authority.
Similarly, the AaAissuingDistributionPoint extension and crlscope extension can conflict with each other and
are not intended to be used together. However, if the CRL contains both an AaissuingDistributionPoint
extension and a crlscope extension, then an attribute certificate falls within the scope of the CRL if and only if it
meets the criteria of both extensions. If the CRL contains an issuingbistributionPoint extension, but does not
contain an AAissuingDistributionPoint OF crlScope extension, then the scope does not include attribute
certificates. If the CRL does not contain an issuingDistributionPoint, AAissuingDistributionPoint, OF
crlScope extension, then the scope is the entire scope of the authority, and the CRL may be used for any certificate
from that authority.

When a relying party uses a CRL that contains a crlscope extension to check the status of a certificate, it should

chec
exten

852

This

relyin
CRL

noticq
exten
conta|
check

This ¢

a)

b)

that the certificate and reason codes of interest fall within the scope of the CRL as defined h\]/ the cx1
5ion, as follows:

3 Statusreferral extension

CRL extension is for use within the CRL structure as a means te_convey information about revocation noti
g parties. As such, it would be present in a CRL structure that.jtself contains no certificate revocation noti
Structure containing this extension shall not be used by relying parties or relying parties as a source of revol
s, but rather as a tool to ensure that the appropriate revocation information is used. Any CRL containin
5ion shall not be used as the source for arelying partysto check revocation status of any certificate. Rather, 8
ning this extension may be used by a relying party as an additional tool to locate the appropriate CRI
ing revocation status.

X tension serves two primary functions:

The relying party shall check that the certificate falls within the scope indicated by the intersection

cope

of the

serialNumberRange, subjectKeyIdRange, and nameSubtrees Scopes, and is-consistent with

distributionPoint, and onlyContains if present, for the relevant Perauthorityg
construct.

If the CRL contains an onlySomeReasons component in the crlscope extension, then the r
party shall check that the reason codes covered by this CRL are adequate/for the purposes

application. If not, additional CRLs may be required. Note that if the CRE/contains both a cri1g
extension and an issuingDistributionPoint extension, and both contain an onlySomeRed

cope

Hying
bf the
cope
sons

component, then only those reason codes included in the onlySomeReasons components of| both

extensions are covered by this CRL.

This extension provides a meehanism to publish a trusted "list of CRLS" including all the re|
information to aid relying parties in determining whether they have sufficient revocation informati
their needs. For exampléesan authority may issue a new, authenticated CRL list periodically, tyy
with a relatively high reissue frequency (in comparison with other CRL reissue frequencies). T
might include a last-update time/date for every referenced CRL. A relying party, on obtaining th
can quickly determine if cached copies of CRLs are still up-to-date. This may eliminate the unnec
retrieval of CRLs. Furthermore, by using this mechanism, relying parties become aware of CRLs
by the autharity between its usual update cycles, thereby improving the timeliness of the CRL syste

This<exténsion also provides a mechanism to redirect a relying party from a preiminary lo
(e.gyone pointed to in a CRL distribution point extension, or the directory entry of the issuing auth
tova different location for revocation information. This feature enables authorities to modify the

ces to
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Cation
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1 CRL
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sligt,
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ssued
m.
Cation
ority)
CRL

partitioning scheme they use without impacting existing certificates or relying parties. To achiev
the authority would include each new location and the scope of the CRL that would be found
i he relving party would compare the certificate of interest with the scope statements and

b this,

dt that

ollow

the pointer to the propriate new location for revocation information relevant to that certificate it is

validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using

this extension.
statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }
StatusReferrals ::= SEQUENCE SIZE (l..MAX) OF StatusReferral

StatusReferral ::= CHOICE {
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cRLReferral [0] CRLReferral,
otherReferral [1] INSTANCE OF OTHER-REFERRAL,
-}

CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,

,

Delt TT= cE—
delltalocation GeneralName,
lapgtDelta GeneralizedTime OPTIONAL,

OTHER-REFERRAL ::= TYPE-IDENTIFIER

The issuer component identifies the entity that signs the CRL; this defaults to the issuer namé of the encompassing
CRL.

The Jocation component provides the location to which the referral isto be directed, and-defaults to the same vgue as
the igsuer name.

The deltarRefInfo component provides an optional alternative location from which a dCRL may be obtained and an
optional date of the previous delta.

The drRLSscope component provides the scope of the CRL that will be found/at the referenced location.
The JastUpdate component isthe value of the thisupdate field inthe most recently issued referenced CRL.

The lastChangedCRL component is the value of the thisupdate field in the most recently issued CRL thgt has
changed content.

The qTHER - REFERRAL provides extensibility to enable ather non-CRL based revocation schemes to be accommadated
in futpre.

This géxtension, is always flagged critical to ensure that the CRL containing this extension is not inadvertently relied on
by ceftificate-using systems as the source of revacation status information about certificates.

If thig extension is present and is recognized by a certificate-using system, that system shall not use the CRL as a gource
of reyocation status information. The. System should use either the information contained in this extension, or|other
meank outside the scope of this Diréctory Specification, to locate appropriate revocation status information.

If thi$ extension is present but-is.not recognized by a relying party, that system shall not use the CRL as a soufce of
revocption status informatian., The system should use other means, outside the scope of this Directory Specification, to
locate appropriate revocation information.

8524 CRL stream-identifier extension

The QRL stream identifier field is used to identify the context within which the CRL number is unique.
cRLSkreamIdentifier EXTENSION ::= {

SYETAX CRLStreamIdentifier
ID id- = Identifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)

This extension is always non-critical.

Each value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL Number
serve as a unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

85.25 Ordered list extension

The ordered list extension indicates that the sequence of revoked certificates in the revokedcertificates field of a
CRL isin ascending order by either certificate serial number or revocation date. Thisfield is defined as follows:

orderedList EXTENSION ::= {
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SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDate (1),

..

-}

This extension is always non-critical.

— ascSerialNum indicates that the sequence of revoked certificates in a CRL is in ascending order of
certificate serial number, based on the value of the serialNumber component of each entry in thelist.

— ascRevDate indicates that the sequence of revoked certificates in a CRL is in ascending order of

revocation date, based on the value of the revocationbate component of each entry in the list.

If orderedrist isnot present, no information is provided asto the ordering, if any, of thelist of revoked certifianes in

the CRL.

8.5.2,

This CRL extension is for use in CRLs that are not dCRLs and is used to indicate to relying partiesthat dCRLs ar

avail

found and optionally the time at which the next dCRL isto be issued.

delthInfo EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED BY id-ce-deltaInfo }
DeltpInformation ::= SEQUENCE ({
delltalocation GeneralName,
nektDelta GeneralizedTime OPTIONAL,

R

This ¢

8.5.2.

This

futurg
which
certif

Delta I nformation extension

le for the CRL containing this extension. The extension provides the location at which the related dCRLs g

}

pxtension is always non-critical.

7 Toberevoked extension

CRL extension allows for the notification that cextificates will be revoked as of a specified date and time
. The toBeRevoked extension is used to specify the reason for the certificate revocation, the date and ti

the certificate will be revoked, and the group of certificates to be revoked. Each list can contain a
cate serial number, arange of certificate(serial numbers or a named subtree. These certificates may be p

e also
an be

n the
me at
single
ublic-

key certificates or attribute certificates.
toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-tdBeRevoked }
ToBeRevokedSyntax ::£ -SEQUENCE SIZE (1l..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup (: 4= SEQUENCE {
certificateIssuer [0] GeneralName OPTIONAL,
repsonInfo [1] ReasonInfo OPTIONAL,
reyocationTime GeneralizedTime,
cekrtificateGroup CertificateGroup,
}
Reasbrfnfeo———SEQUENEE—{
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL,
CertificateGroup ::= CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
}
CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,
endingNumber [1] INTEGER,
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-}

CertificateSerialNumbers ::= SEQUENCE SIZE (1l..MAX) OF CertificateSerialNumber

The certificateIssuer component, if present, identifies the authority (CA or AA) that issued all the certificates
listed in thisToBeRevokedGroup. If certificateIssuer isomitted, it defaultsto the CRL issuer name.

The reasonInfo component, if present, identifies the reason for the certificate revocations. If present, this field
indicates that al certificates identified in ToBeRevokedGroup Will be revoked for the reason indicated in this field. If
reasonCode contains the value certificateHold, the holdInstructionCode may aso be present. If present,
holdInstructionCode indicates the action to be taken on encountering any of the certificates identified in
RevokedGroup. This action should only be taken, after the revocation time indicated in the revocationTime field
has passed.

The gevocationTime component indicates the date and time at which this group of certificates will be re\/okjd and

therefore be considered invalid. This date shall be later than the thisupdate time of the CRL containing this

e considered revoked between the revocationTime and the nextUpdate time by arelying party-using 8 CRL
contalning this extension. Otherwise, this is a notice that at specified time in the future these, certificates will be
. Once the revocation time has passed, either the CA has revoked the certificate or not~I¥ it has revoked the
certificate, future CRLs shall include this on the list of revoked certificates, at least until the eertificate expires. |If the
not revoked the certificate, but still intends to revoke it in the future, it may inelude the certificate ip this
extension on subsequent CRLs with arevised revocationTime. If the CA no longer ifiténds to revoke the certificate,
i y be excluded from all subsequent CRLs and the certificate shall not be consideréd revoked.

The dertificateGroup component liststhe set of public-key certificates to berevoked. This component identifiles the
certificates issued by the authority identified in certificateIssuer to,be.revoked at the date/time identifled in
revofationTime. This set of public-key certificates is not further‘refined by any outside controls|(eg.,
issufingDistributionPoint).

The derialNumbers component, if present, shall hold the serial number(s) of the certificate(s) issued by the identified
certificate issuer that will be revoked at the specified time.

If the|serialNumberRange cOmponent is present, al certificates in the range beginning with the starting serial niimber
and ending with the ending serial number and issued by the'identified certificate issuer will be revoked at the specified
time.

If thlnamesubtree component is present, all public-key certificates with a subject/holder name that is subordirjate to
the specified name and issued by the identified certificate issuer will be revoked at the specified time. |f the
nameBubtree contains a distinguished name then all distinguished names associated with the subject of a public-key
certif{cate (i.e., subject field and subjectaltNames extension) or holder field of an attribute certificate neeq to be
consiflered. For other name forms, th&:subjectal tNames extension of public-key certificates and the holder field of
attribfite certificates need to be considered. If at least one of the names associated with the subject/holder, contaiped in
the cértificate, is within the subtrée’specified in namesSubtree, that certificate will be revoked at the specified timpe. As
with the nameconstraints extension, not all name forms are appropriate for subtree specification. Only thoge that
have fecognized subordipation rules should be used in this extension.

This gxtension mayat\the option of the CRL issuer, be flagged critical or non-critical. As the information provigled in
this extension applies to revocations, which will occur in the future, it is recommended that it be flagged non-cijitical,
redugng the risk of problems with interoperability and backward compatibility.

8.5.2B Revoked group of certificates extension

A <A ifi oked can be published using the following CRI  extension ach
certificates to be revoked is associated with a specific certificate issuer and revocation time. Each list can contain a
range of certificate serial numbers or a named subtree. These certificates may be public-key certificates or attribute
certificates.

revokedGroups EXTENSION ::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1l..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certificateIssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
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invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,
-}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificateIssuer component, if present, identifies the authority (CA or AA) that issued al the certif
listed in thisRevokedGroup. If certificateIssuer iSomitted, it defaultsto the CRL issuer name.

icates

The reasonInfo component, if present, identifies the reason for the certificate revocations. If present, this field
indicates that all certificates identified in RevokedGroup were revoked for the reason indicated in this field. If

reasonCode contains the value certificateHold, the holdInstructionCode may aso be present. If pr

esent,

holdnstructionCode indicates the action to be taken on encountering any of the certificates identified in

RevokedGroup.

The |invalidityDate component, if present, indicates the time from which al certificates: identifi
RevokedGroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate fi
the CRL. If omitted, all certificates identified in RevokedGroup should be considered invalid abDléast from th
indicgted in the thisupdate field of the CRL. If the status of the certificate prior to the thisupddte timeis crit
a cerfificate-using system (e.g., to determine whether a digital signature that was created(prior to this CRL isg
occurfed while the certificate was still valid or after it had been revoked), additional révocation status che
techn|ques will be required to determine the actual date/time from which a given-eertificate should be consi

The fevokedCertificateGroup component lists the set of certificates that have been revoked. This comy
identifies the certificates issued by the authority identified in certifiéateIssuer revoked under the spd
condifions. This set of certificatesis not further refined by any outside controls (e.9., issuingDistributionPoi

If sefpialNumberRange IS present, al certificates containing certificate serial numbers within the specified
issuedl by the identified certificate issuer are applicable.

If napeSubtree is present, al certificates with a subject/helder name that is subordinate to the specified nam
issuedl by the identified certificate issuer will be revoked at'the specified time. If the namesubtree contains a DN
all DINs associated with the subject of a public-key certificate (i.e., subject field and subjectAltNames extel
or hdlder field of an attribute certificate need to.be considered. For other name forms, the subjectAlt)
extension of public-key certificates and the holdexr'field of attribute certificates need to be considered. If at least
the rames associated with the subject/haldér;” contained in the certificate, is within the subtree specifi
nameBubtree, that certificate has been revoked. As with the nameconstraints extension, not all name forn
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identiffied as revoked within thiSextension, are not revoked. When this extension is present it may be the only indigation
of reyoked certificates in @-CRL (i.e., the revokedCertificates may be empty) or it may list revoked certiflicates

that afe in addition to thoseindicated in the revokedcertificates field. A revoked certificate shall not be liste
in thd revokedcertificates field and in this extension.

8.5.20 Expiréd certificateson CRL extension

This CRL ,extension field indicates that the CRL includes revocation notices for expired certificates.

tension is always flagged (critical. Otherwise, a certificate-using system may incorrectly assume that certifl:

i both

expifedCertsOnCRL EXTENSION ::= {

SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
This extension is always non-critical.

The scope of a CRL containing this extension is extended to include the revocation status of certificates that expi
the exact time specified in the extension or after that time. If limitations in the CRL's scope are specified (by

reason codes or by distribution points), that applies to expired certificates as well. The revocation status of a certi
shall not be updated once the certificate has expired.
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85.3 CRL entry extension fields

The following extension fields are defined:

a)
b)
c)

Reason code;
Hold instruction code; and
Invalidity date.

8.5.3.1 Reason code extension

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. Thisfield is defined as follows:

reasonCode EXTENSION ::= {

SYNTAX

CRLReason

IDENTIFIED BY id-ce-reasonCode }

CRLRpason ::= ENUMERATED {
ungpecified (0),
keyCompromise (1),
cAfompromise (2),
affiliationChanged (3),
superseded (4),
cepsationOfOperation (5),
cefrtificateHold (6),
removeFromCRL (8),
priivilegeWithdrawn (9),
aAfompromise (10),

-}

The fpllowing reason code values indicate why a certificate was revoked:

unspecified can be used to revoke certificates for, reasons other than the specific codes.

keyCompromise iS Used in revoking an end-entity; certificate; it indicates that it is known or suspected

that the subject's private key, or other aspects-of the subject validated in the certificate, have
compromised.

cACompromise iS used in revoking a CA-certificate; it indicates that it is known or suspected th
subject's private key, or other aspects©f the subject validated in the certificate, have been comprom

affiliationChanged indicatesthat the subject's name or other information in the certificate has
modified but there is no cause te'suspect that the private key has been compromised.

superseded indicates that the certificate has been superseded but there is no cause to suspect th
private key has been compromised.

been
at the
sed.

5 been

at the

cessationOfOpdration indicates that the certificate is no longer needed for the purpose for which it

was issued but there is no cause to suspect that the private key has been compromised.

privilegeWithdrawn indicates that a certificate (public-key or attribute certificate) was re
because-aprivilege contained within that certificate has been withdrawn.

yoked

aACompromise indicates that it is known or suspected that aspects of the AA validated in the attribute

certificate have been compromised.

A certificate;may be placed on hold by issuing a CRL entry with areason code of certificateHold. The cert
hold hotice may include an optiona hold instruction code to convey additional information to relying partig

clausg 8:5.2.3). Once ahold has been issued. it may be handled in one of three ways:

a)

b)

0)

ficate
5 (see

it may remain on the CRL with no further action, causing users to reject transactions issued during the

hold period,;

it may be replaced by a (final) revocation for the same certificate, in which case the reason shall be one
of the standard reasons for revocation, the revocation date shall be the date the certificate was placed on

hold, and the optional instruction code extension field shall not appear;
it may be explicitly released and the entry removed from the CRL.

The removeFromCRL reason code is for use with delta-CRL s (see clause 8.6) only and indicates that an existing CRL
entry should now be removed owing to certificate expiration or hold release. An entry with this reason code shall be
used in delta-CRLs for which the corresponding base CRL or any subseguent (delta or complete for scope) CRL
contains an entry for the same certificate with reason code certificateHold.
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This extension is always non-critical.

8.5.3.2 Hold instruction code extension

This CRL entry extension field provides for the inclusion of aregistered instruction identifier to indicate the action to be
taken on encountering a held certificate. It is applicable only in an entry having acertificateHold reason code. This

field is defined as follows:

holdInstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

This ex .
NOTE — Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token™.

8.5.3B Invalidity date extension

This |CRL entry extension field indicates the date at which it is known or suspected that thexprivate key
compromised or that the certificate should otherwise be considered invalid. This date may be earlier-than the revo
date in the CRL entry, which is the date at which the authority processed the revocation. This fieldis defined asfo

invallidityDate EXTENSION ::= {
SYETAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }
This ¢xtension is always non-critical.
DTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this date mg

DTE 2 — When arevocation is first posted by an authority in a CRL . the'invalidity date may precede the date of issue of

N

dg

sometime in the past, in order to repudiate a validly-generated signature.

N

CIRLs. The revocation date should not precede the date of issue of earlier CRLS.

8.6 CRL distribution points and delta-CRL extensions

8.6.1 Requirements

As it|is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLS is req
Diffefent solutions are needed for two different'types of implementations that process CRLSs.

The flirst type of implementation is in individual workstations, possibly in an attached cryptographic token.

The gecond type of implenentation is on high performance servers where a large volume of messages is proc
e.g., a transaction processing server. In this environment, CRLs are typically processed as a background task

alist jof previously revoked certificates, it only needs to retrieve a list of newly revoked certificates. This list, cg
dCRU, will be'smaller and require fewer resourcesto retrieve and process than a complete CRL.

was
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te advised by the private key holder, and it is possible for such a person.fraudulently to claim that a key was comprgmised
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e. This typeof server will typically require up-to-date CRLs for alarge number of authorities. Since it alreagly has

lled a

The fpltowing requirements therefore relate to CRL distribution points and dCRLs:

a) Inorder to control CRL sizes, it needs to be possible to assign subsets of the set of all certificatesi

ssued

by one authority to different CRLs. This can be achieved by associating every certificate with a CRL

distribution point which is either:

— aDirectory entry whose CRL attribute will contain a revocation entry for that certificate, if
been revoked; or

it has

— alocation such as an electronic mail address or Internet Uniform Resource Identifier from which the

applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce the number of CRLs that need to be checked
validating multiple certificates, e.g., a certification path. This can be achieved by having one CRL
sign and issue CRL s containing revocations from multiple authorities.
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¢) Thereisarequirement for separate CRLS covering revoked authority certificates and revoked end-entity
certificates. This facilitates the processing of certification paths as the CRL for revoked authority
certificates can be expected to be very short (usualy empty). The authorityRevocationList and
certificateRevocationList attributes have been specified for this purpose. However, for this
separation to be secure, it is necessary to have an indicator in a CRL identifying which list it is.
Otherwise, illegitimate substitution of one list for the other cannot be detected.

d) Provision is needed for a different CRL to exist for potential compromise situations (when there is a
significant risk of private key misuse) than that including all routine binding terminations (when there is
no significant risk of private key misuse).

€) Provision is also needed for partial CRLs (known as dCRLS) which only contain entries for certificates
that have been revoked since the issuance of abase CRL.

8.6.2
Thef

CRL
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g) Thereisarequirement to indicate within a certificate, where to find the freshest CRL (e.g., mest fecent
delta).

CRL distribution point and delta-CRL extension fields

Dllowing extension fields are defined:
a) CRL distribution points;

b) Issuing distribution point;

¢) AAissuingDistributionPoint;
d) Certificate issuer;

e) DetaCRL indicator;

f) Base update;

g) Freshest CRL.

distribution points and freshest CRL shall be used only as-a certificate extension. Issuing distribution poirft, AA
g distribution point, delta CRL indicator and base update’shall be used only as CRL extensions. Certificate jssuer
pe used only asa CRL entry extension.

p the issuing distribution point extension and the AA issuing distribution point extension serve similar purposes,

ply to different certificates. The issuing distribution point extension applies only to public-key certificates [ssued
-entities and/or CAs. The AA issuing distribution point extension applies only to attribute certificates isslied to
and AAs, as well as public-key certificates issued to SOAs. If a single CRL covers certificate types thal span
then that CRL would need to includelbath extensions.

1 CRL distribution points extension

CRL distribution points extension shall be used only as a certificate extension and may be used in authority-
cates, end-entity publicckey certificates and in attribute certificates. This field identifies the CRL distrilpution

point
obtai

authofity directory entry,
Thisfield is defined as follows:

cRLDfistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

or points to which arélying party should refer to ascertain if the certificate has been revoked. A relying parfy can
a CRL from an @pplicable distribution point or it may be able to obtain a current complete CRL from the

CRLDistPointsSyntax ::= SEQUENCE SIZE (1l..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL,
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName,

-}
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ReasonFlags ::= BIT STRING ({
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6).,
privilegeWithdrawn (7).,
aACompromise (8) }

ThedistributionPoint component identifiesthe location from which the CRL can be obtained. If this component is
absent, the distribution point name defaults to the CRL issuer name.

namelforms. The same name, in at |east one of its name forms,
of the issuing distribution point extension of the CRL. A relying party is not required to be able to process al |name
formg. It may use a distribution point provided at least one name form can be processed. If no name forms|for a
distriution point can be processed, arelying party can still use the certificate provided requisite revocation information
can be obtained from another source, e.g., another distribution point or the authority's directory entry,

The hameRelativeToCRLIssuer component can be used only if the CRL distribution “point is assighed a
distinguished name that is directly subordinate to the distinguished name of the CRL_issuer. In this casg, the
nameRelativeToCRLIssuer COmponent conveys the relative distinguished name with/respect to the CRL ssuer
distinguished name.

The geasons component indicates the revocation reasons covered by this CRLe, If\the reasons component is gosent,
the cprresponding CRL distribution point distributes a CRL which will contain an entry for this certificate if this
certif{cate has been revoked, regardless of revocation reason. Otherwise, the'teasons value indicates which revogation
reasops are covered by the corresponding CRL distribution point.

The drLIssuer component identifies the authority that issues and signs the CRL. If this component is absent, the CRL
issuerl name defaults to the certificate i ssuer name.

This |extension may, at the option of the certificate issuery' be either critical or non-critical. In the interests of
intergperability, it is recommended that it be flagged non-critical.

If thig extension is flagged critical then arelying party shall not use the certificate without first retrieving and checking
aCRI from one of the nominated distribution points.covering the reason codes of interest. Where the distribution points
are uged to distribute CRL information for all revocation reason codes and al certificates issued by the CA inclugle the
cRLDistributionPoints asacritical extension, the CA is not required to also publish afull CRL at the CA entfy.

If thig extension is flagged non-critical @and a relying party does not recognize the extension field type, then that gystem
shoulfl only use the certificate if:

— it can acquire and'check a complete CRL from the authority (that the latter CRL is complete is indjcated
by the absence(of)an issuing distribution point extension field in the CRL);

—  revocation-checking is not required under local policy; or

— revocation checking is accomplished by other means.

NOTE 1 -1t is pessible to have CRLs issued by more than one CRL issuer for the one certificate. Coordination of thesp CRL
isguers and thé issuing authority is an aspect of authority policy.
NPTE 2 = The meaning of each reason code is as defined in the Reason Code field in clause 8.5.3.1 of this Difectory
Specification.

8 6 2 ») lecna dictribhnitian narnt avioncian
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This CRL extension field identifies the CRL distribution point for public-key certificates for this particular CRL, and
indicates if the CRL isindirect, or if it is limited to covering only a subset of the revocation information. If using only
partitioned CRLSs, the full set of partitioned CRLs shall cover the complete set of certificates whose revocation status
will be reported using the CRL mechanism. Thus, the complete set of partitioned CRLs shall be equivalent to a full
CRL for the same set of certificates, if the CRL issuer was not using partitioned CRLs. The limitation may be based on
a subset of the certificate population or on a subset of revocation reasons. The CRL is signed by the CRL issuer's
private key — CRL distribution points do not have their own key pairs. However, for a CRL distributed via the
Directory, the CRL is stored in the entry of the CRL distribution point, which may not be the directory entry of the CRL
issuer. If the issuing distribution point field, the AA issuing distribution point field, and the CRL scope field are all
absent, the CRL shall contain entries for all revoked unexpired public-key certificates issued by the CRL issuer. If the
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issuing distribution point field and the CRL scope field are both absent, but the AA issuing distribution point field is
present, the scope of the CRL does not include public-key certificates.

After a certificate appears on a CRL, it may be deleted from a subsequent CRL after the certificate's expiry. Thisfield is
defined asfollows:

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {

If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
the CRL covers both certificate types

c-key
bs,  |If

distributionPoint [0] DistributionPointName OPTIONAL,

on[yContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,

onflyContainsCACerts [2] BOOLEAN DEFAULT FALSE,

on[lySomeReasons [3] ReasonFlags OPTIONAL,

inflirectCRL [4] BOOLEAN DEFAULT FALSE,

-}

The distributionPoint component contains the name of the distribution point in one or, more name forms. If
onlyfontainsUserPublicKeyCerts iS TRUE, the CRL only contains revocations fotyend-entity publ
certificates. If onlyContainscacerts iS TRUE, the CRL only contains revocations) for CA-certificat
onlyfontainsUserPublicKeyCerts and onlyContainsCACerts are both Farse the CRL contains revocgtions
for bpth end-entity public-key certificates and CA-certificates. A CRL shall not contain this extension where both
onlyfontainsUserPublicKeyCerts and onlyContainsCACerts are set {0”TRUE. If onlySomeReasopns IS
present, the CRL only contains revocations of public-key certificates for the identified reason or reasons; otherwise, the
CRL fontains revocations for all reasons. If indirectCRL iS TRUE, then the CRL may contain revocation notifications

for public-key certificates issued by authorities that have a name differentfrom the name of the issuer of the CRL. The
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ular authority responsible for each entry is asindicated by the cettificateIssuer CRL entry extension i

is complete in that it contains al revocation entries, consistent with onlyContainsUserPublicKeyC

-key certificates.

from one CRL stream to another), it isécessary to continue to include the certificate on the CRL stream f

cason code have been reached.

5t one name for the distribution point in the certificate (e.9., cRLDistributionPoints, freshestCRL, is

RelativeToCRLIssuér field is present. In that case, a hame comparison would be done on the ful
ucted by appendingthe value of the nameRelativeToCRLIssuer to the DN found in the issuer field

| stinguishedNameMatch matching rule is used to compare the two DNs for equality.

n that

or in accordance with the defaulting rules described in clause 8:6.2.3. Consequently, a certificate using a gystem
5 capable of processing a CRL in which indirectCRL is Set'to TRUE shall also be capable of processing the
i ficateIssuer CRL entry extension. In such a CRL, itisthe responsibility of the CRL issuer to ensure that the

erts,

ContainsCACerts, and onlySomeReasons indicators, from all authorities that identify this CRL issuer i their

Ls are partitioned by reason code, and the.reason code changes for a revoked certificate (causing the certifigate to

or the

\vocation reason until the nextupdate times of all CRLSs, that do not list the certificate, on the CRL stream flor the

CRL contains an issuingDistributionPoint extension with the distributionPoint cOmponent priesent,

suer)

match a name for_(he’ distribution point in the CRL. Also, it may be the case that only the

DN,
Of the

If the names heing’ compared are DNs (as opposed to names of other forms within the GeneralNames congruct),

RL s distribUted via the Directory, the following rules apply. If the CRL is a dCRL it shall be distributed Via the

deltpRevoc¢ationList attribute of the associated distribution point or, if no distribution point is identified, viia the

delt

hReyocationList attribute of the CRL issuer entry, regardless of the settings for certificate types covered

by the

CRL.

Onessthe CRETSadCRE

— a CRL which has onlyContainsCACerts Set to TRUE and does not contan an
aAissuingDistributionPoint extension shall be distributed via the authorityRevocationList

attribute of the associated distribution point or, if no distribution point is identified, vi
authorityRevocationList attribute of the CRL issuer entry;

— a CRL which has onlycontainscAcerts set to TRUE and contains

a the

an

aAissuingDistributionPoint extension with containsUserAttributeCerts Set t0 FALSE shall
be distributed viathe authorityRevocationList attribute of the associated distribution point or, if no
distribution point isidentified, viathe authorityRevocationList attribute of the CRL issuer entry;
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— a CRL which has only onlyContainsCACerts Set to FALSE shall be distributed via the
certificateRevocationList dttribute of the associated distribution point or, if no distribution point
isidentified, viathe certificateRevocationList attribute of the CRL issuer entry;

— a CRL which contains both an issuingDistributionPoint extension and an
aAissuingDistributionPoint extension with containsUserAttributeCerts Set to TRUE shall
be distributed viathe certificateRevocationList attribute of the associated distribution point or, if
no distribution point is identified, via the certificateRevocationList &ttribute of the CRL issuer
entry.

This extension is always critical. A relying party that does not understand this extension cannot assume that the CRL
contains a complete list of revoked certificates of the identified authority. CRLs not containing critical extensions shall
contain al current CRL entries for the issuing authority, including entries for all revoked end-entity certificates and

auth
N
Di
If an
autho

8.6.2,
This
has th

entry
thise

Thisfield is defined as follows:

cert

SYNTAX GeneralNames

ID

This
certif

8.6.2.

Thed
CRL.
CRL
SCope
case

rty-certifreates:
DTE — The means by which revocation information is communicated by authorities to CRL issuers is beyond the sgopeof this
rectory Specification.

authority publishes a CRL with onlyContainsUserPublicKeyCerts or onlyContainsCACerts set to'TRUE, then the
rity shall ensure that all CA-certificates covered by this CRL contain the basicConstraints extension.

3 Certificateissuer extension

CRL entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e.,, a CRL that
e indirectCRL indicator set in itsissuing distribution point extension. If this extension is not present on the first
in an indirect CRL, the certificate issuer defaults to the CRL issuer. On subsequent entries in an indirect CRL, if
Ktension is not present, the certificate issuer for the entry is the same as thatfor.the preceding entry.

ificateIssuer EXTENSION ::= {

ENTIFIED BY id-ce-certificateIssuer }

pxtension is always critical. If an implementation ignorestthis extension, it cannot correctly pair CRL entfies to
cate issuers.

1 Delta CRL indicator extension

elta CRL indicator field identifies a CRL as being a delta CRL (dCRL) that provides updates to a referencei base
The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scopg. The
containing the delta CRL indicator extension contains updates to the certificate revocation status for that| same
. This scope does not necessarily inelude all revocation reasons or all certificates issued by a CA, especidly|in the
vhere the CRL is a CRL distribution point. However, the combination of a CRL containing the deltg CRL

indicagtor extension plus the CRL referenced in the BasecRLNumber component of this extension is equivalent tofa full

CRL,

for the applicable scope, at the time of publication of the dCRL.

Thisfield is defined as fol lows:

deltpCRLIndicator. EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED _BY™ id-ce-deltaCRLIndicator }
BasefRLNumber ::= CRLNumber
The alue of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation |in the

This extension is always critical. A relying party that does not understand the use of dCRLs should not use a CRL
containing this extension, as the CRL may not be as complete as the user expects.

8.6.2.

5 Baseupdate extension

The base update field is for use in dCRLs and is used to identify the date/time after which this delta provides updates to
the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extension. A
dCRL that instead contains the crl1scope extension does not require this extension as the baseThisupdate field of
the crlscope extension can be used for the same purpose.

baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime
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IDENTIFIED BY id-ce-baseUpdateTime }

This extension is always non-critical.

8.6.2.6 Freshest CRL extension

The freshest CRL extension may be used as either a certificate or CRL extension. Within certificates, this extension
may be used in certificates issued to authorities, as well as certificates issued to users. This field identifies the CRL to
which arelying party should refer to obtain the freshest revocation information (e.g., latest dCRL). Thisfield is defined
asfollows:

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

The value of type cRLDistPointsSyntax isasdefined in the CRL distribution points extension in clause 8.6.2,.

This g¢xtension may, at the option of the certificate issuer, be either critical or non-critical. If the freshest CRL extgnsion
is mafle critical, arelying party shall not use the certificate without first retrieving and checking the freshest’ CRL.|If the
extension is flagged non-critical, the certificate-using system may use loca means to determine whether the frigshest
CRL |srequired to be checked.

8.6.2)7 AA issuingdistribution point extension

This CRL extension field identifies the CRL distribution point for attribute certificatesfor this particular CRU, and
indicgtes if the CRL isindirect, or if it islimited to covering only a subset of the revdcation information. The limitation
may Ibe based on a subset of the certificate population or on a subset of revocationréasons. The CRL is signed Ipy the
CRL |ssuer's private key — CRL distribution points do not have their own key pairs. However, for a CRL distributed via
the Djrectory, the CRL is stored in the entry of the CRL distribution point, ¥vhich may not be the directory entry [of the
CRL Jssuer. If the issuing distribution point extension, the AA issuing distribution point extension, and the CRL |scope
field pre all absent, the CRL shall contain entries for all revoked unéxpired attribute certificates issued by thg CRL
issuel. If the AA issuing distribution point field and the CRL scope-field are both absent, but the issuing distrilpution
pointfield is present, the scope of the CRL does not include attribute certificates.

After|a certificate appears on a CRL, it may be deleted from a'stibsequent CRL after the certificate's expiry.
Thisfield isdefined as follows:

aAispuingDistributionPoint EXTENSION ::&) {
SYNTAX AATIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AATspuingDistPointSyntax ::= SEQUENCE ({
diptributionPoint [0] DistributionPointName OPTIONAL,
on[lySomeReasons [1] ReasonFlags OPTIONAL,
inflirectCRL [2] BOOLEAN DEFAULT FALSE,
coptainsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
coptainsAACerts [4] BOOLEAN DEFAULT TRUE,
coptainsSOAPubligKeyCerts [5] BOOLEAN DEFAULT TRUE,
-}

The distributienPoint component contains the name of the distribution point in one or more name forms. If
onlyBomeReagons is present, the CRL only contains revocations for attribute certificates for the identified reagon or
reasons; otherwise, the CRL contains revocations for all reasons.

If indlizectCRL iS TRUE, then the CRL may contain revocation notifications for attribute certificates from authgrities
other lthap-thetssueref-the-CRE—The-partictlaradthorityrespensiblefor-eash-entrys-as-Hdieated-by-the-certificate
issuer CRL entry extension in that entry or in accordance with the defaulting rules described in clause 8.6.2.3. In such a
CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that it contains all revocation
entries, consistent with containsUserAttributeCerts, containsAACerts, containsSOAPublicKeyCerts and
onlySomeReasons indicators, from al authorities that identify this CRL issuer in their attribute certificates.

If containsUserAttributeCerts iS TRUE, the CRL contains revocations for attribute certificates issued to end
entities that are not themselves AAs. If containsAAcerts iS TRUE, the CRL contains revocations for attribute
certificates issued to subjects that are themselves AAs.

If containsSOAPublicKeyCerts iSTRUE, the CRL contains revocations for public-key certificates issued to an entity
that is an SOA for the purposes of privilege management (i.e., certificates that contain the soaTdentifier extension).
For CRLs distributed via the Directory, the following rules apply. If the CRL is a dCRL, it shall be distributed via the

Rec. ITU-T X.509 (10/2012) 51


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, via the
deltaRevocationList atribute of the CRL issuer entry, regardless of the settings for certificate types covered by the
CRL. Unlessthe CRL isadCRL:

— a CRL that does not contain an issuingDistributionPoint extension which has only
containsAACerts and/or containsSOAPublicKeyCerts Set to TRUE shall be distributed via the
attributeAuthorityRevocationList altribute of the associated distribution point or, if no
distribution point is identified, via the attributeAuthorityRevocationList attribute of the CRL
issuer entry;

— a CRL that does not contain an issuingDistributionPoint extension which has
containsUserAttributeCerts Set to TRUE (with or without containsAacerts and/or
containsSOAPublicKeyCerts also Set) shall be distributed via the

. : 1 P PR -] PR Y Pl T PR 2 T AVH P2
AL L LUULTLTLLLLLUCAlLTAT VUCaAaTCLVIILL oL cLlrrfuvutle
distribution point isidentified, viathe attributeCertificateRevocationList attribute of the CRL
issuer entry;

aof tha patodl dicteiby i o ot A f lo}
Ot aSSOC O CrStTrioatrorT POt Oy | n

— aCRL which contains an issuingDistributionPoint extension shall be distributed-as’specifjed in
clause 8.6.2.2.

This extension is always critical. A relying party that does not understand this extension cannot_assume that thg CRL
contalns a complete list of revoked certificates of the identified authority. CRLs not containing eritical extensiong shall
contaln all current CRL entries for the issuing authority, including entries for all revokéd-end-entity certificatgs and
authoyity certificates.

NOTE — The means by which revocation information is communicated by authorities to/CRE issuers is beyond the scope fof this
Directory Specification.

If an puthority publishes a CRL with containsAACerts set to TRUE and containsUserAttributeCerts not set to TRUE,
then the authority shall ensure that all AA certificates covered by this CRIC Contain the basi cAttConstraints extensipn.

If an puthority publishes a CRL with containsSOA PublicK eyCerts set\to' TRUE, then the authority shall ensure that all
SOA [ertificates covered by this CRL contain the SOAldentifier extension.

9 Delta CRL relationship to base

A dCRL includes either a deltaCRLIndicator OF.acrlScope extension to indicate the base revocation information
that i$ being updated with this dCRL.

If thg deltacRLIndicator is present in aadCRL, the base revocation information that is being updated is the base
CRL feferenced in that extension. The base.CRL referenced by a deltaCRLIndicator extension shall be a CRL that
isissiied as complete for its scope (i.e., it is not itself adCRL).

If the crlscope extension is present and contains the baseRevocationInfo component to reference thg base
revocation information that is-being updated, this is a reference to a particular point in time from which this gCRL
provifles updates. The baseRevocationInfo component references a CRL that may or may not have been iSIred as
one that is complete forthat’scope (i.e., the referenced CRL may only have been issued as a dCRL). Howevgr, the
dCRLU containing the baséRevocationInfo component updates the revocation information that is complete fpr the
scopq of the referenced-CRL at the time that the referenced CRL was issued. The relying party may apply the dCRL to a
CRL that is complete for the given scope and that was issued at the same time as or after the CRL referenced jn the
dCRUY containingthe baseRevocationInfo cOMponent was issued.

Becallise of the potential for conflicting information, a CRL shall not contain both the deltacRLIndicator extgnsion
and corlScope extenson with the baseRevocationInfo component. A CRL may contain botiun the
deltaCRLIndicator extension and crlScope extension only if the baseRevocationInfo component is not
present in the crlscope extension.

A dCRL may also be an indirect CRL in that it may contain updated revocation information related to base CRL s issued
by one or more than one authorities. The crlscope extension shall be used as the means of identifying a CRL as an
indirect dCRL. The crlscope extension shal contain one instance of the PerAuthorityscope data type for each
base CRL for which the indirect dCRL provides updated information.

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocation.

— A certificate's revocation notice, with revocation reason certificateHold, may appear on either a
dCRL or aCRL that is complete for a given scope. This reason code is intended to indicate a temporary
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revocation of the certificate pending a further decision on whether to permanently revoke the certificate
or reinstate it as one that is not revoked.

a)

If a certificate was listed as revoked with revocation reason certificateHold on a CRL (either a
dCRL or a CRL that is complete for a given scope), whose cRLNumber iS n, and the hold is
subsequently released, the certificate shall be included in all dCRLs issued after the hold is released
where the crRLNumber Of the referenced base CRL is less than or equa to n. Depending on the
extension used to indicate that this CRL is a dCRL, the CRL number of a referenced base CRL is
either the value of the BaseCRLNumber data type of the deltaCRLIndicator extension or the
cRLNumber element of the BaseRevocationInfo data type of the cRLScope extension. The
certificate shall be listed with revocation reason removeFromCRL unless the certificate is
subsequently revoked again for one of the revocation reasons covered by the dCRL, in which case
the certificate shall be listed with the revocation reason appropriate for the subsequent revocation.

A CR
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b)

If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
al subsequent dCRLs where the crLNumber of the referenced base CRL is less thgn the
cRLNumber Of the CRL (either adCRL or a CRL that is complete for the given scope) on whith the
permanent revocation notice first appeared. Depending on the extension used to indicate that this
CRL is a dCRL, the CRL number of a referenced base CRL is either\the vaue gf the
BaseCRLNumber data type of the deltaCRLIndicator extension or the.éRLNumber element of
the BaseRevocationInfo datatype of the cRLScope extension.

A certificate's revocation notice may first appear on dCRL and it is possible’that the certificate's validity
period might expire before the next CRL that is complete for the gpplicable scope is issued. In this
situation, that revocation notice shall be included in all subsequent dCRLs until that revocation nofice is

included on at least one issued CRL that is complete for the scopesof ‘that certificate.

L that is complete for a given scope, at the current time, can be constructed locally in either of the following ways:

by retrieving the current dCRL for that scope, and combining it with an issued CRL that is compléte for
that scope and that has a cRLNumber greater than or equal to the cRLNumber of the base CRL refenenced

inthe dCRL; or

by retrieving the current dCRL for that scope-and’combining it with a locally constructed CRL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or

equal to the crRLNumber of the base CRL referenced in the current dCRL.

Certification path processing procedure

ication path processing is carried outinja system which needs to use the public key of aremote end entity, g.g., a
which is verifying a digital signature generated by a remote entity. The certificate policies, basic constfaints,
constraints and policy constraints extensions have been designed to facilitate automated, self-confained
mentation of certification pathprocessing logic.

pllowing is an outline.of a procedure for validating certification paths. An implementation shall be functipnally
plent to the external behaviour resulting from this procedure. The algorithm used by a particular implementatjon to
b the correct output(S)from the given inputsis not standardized.

Path processing inputs
nputs to,the certification path processing procedure are;

d) aset of certificates comprising a certification path;

D) a rused public RKey vate or Rey rdentifier (i the Rey 15 Slored mernaity 1o the ceruficarion path
processing module), for use in verifying the first public-key certificate in the certification path;

¢) aninitia-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the relying party for the purposes of certification path processing; this
input can also take the special value any-policy, but it cannot be null;

d) an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to
explicitly appear in the certificate policies extension field of al public-key certificatesin the path;

€) an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the

certification path;
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f)

0)
h)

an initial-inhibit-policy indicator value, which indicates if the special value anyPolicy, if present in a
certificate policies extension, is considered a match for any specific certificate policy value in a
constrained set;

the current date/time (if not available internally to the certification path processing module);

an initial-permitted-subtrees-set containing an initial set of subtree specifications defining subtrees within
which subject names (of the name form used to specify the subtrees) are permitted. In the certificatesin
the certification path all subject names of a given name form, for which initial permitted subtrees are
defined, shall fall within the permitted subtrees set for that given name form. This input may also contain
the special value unbounded to indicate that initially all subject names are acceptable. For clause 10,
subject names are those hame values appearing in the subject field or the subjectAltName extension;

an initial-excluded-subtrees-set containing an initial set of subtree specifications defining subtrees within

..... fifiontac 1o tha St £l T

)

whreh-the-sobrestramesH-the-eertifreatesHthe-eertHeatonpath-caprottal—Thrstaput-may-afse be an
empty set to indicate that initially no subtree exclusions are in effect;
an initial-required-name-forms containing an initial set of name forms indicating that al «ertificgtes in
the path must include a subject name of at least one of the specified name forms. This input‘may gso be
an empty set to indicate that no specific name forms are required for subject names in the certificates.

The Vfalues of ¢), d), €) and f) will depend upon the policy regquirements of the user-application.gombination that jneeds
to usg the certified end-entity public key.
Note that because these are individual inputs to the path validation process, a relying paity_may limit the trust it places
in any given trusted public key to a given set of certificate policies. This can be achieved by ensuring that a given public
key i$the input to the process only when initial-policy-set input includes policies forwhich the relying party trusts that
publi¢ key. Since another input to the process is the certification path itself this control could be exercised on a
transaction by transaction basis.
10.2 Path processing outputs
The qutputs of the procedure are:
a) anindication of successor failure of certification path validation;
b) if validation failed, a diagnostic code indicating the reason for failure;
c) the set of authorities-constrained policiésrand their associated qualifiers in accordance with whi¢h the
certification path isvalid, or the speci@l)value any-palicy;
d) the set of user-constrained policies;-formed from the intersection of the authorities-constrained-polify-set
and the initial-policy-set;
e) explicit-palicy-indicator, indicating whether the relying party or an authority in the path requires that an
acceptable policy be identified in every certificate in the path; and
f)  detailsof any poliey mapping that occurred in processing the certification path.
NOTE - If validation is suceessful, the relying party may still choose not to use the certificate as a result of values of [policy
gyaifiers or other informationin the certificate.
10.3 Path pracessing variables
The grocedure makes use of the following set of state variables:
a)._althorities-constrained-policy-set: A table of policy identifiers and qualifiers from the certificates pf the
certification path (rows represent policies, their qualifiers and mapping history, and columns represent
certificates in the certification path).
b) permitted-subtrees: A set of subtree specifications defining subtrees within which al subject names in
subsequent certificates in the certification path need to fall, or may take the special value unbounded.
¢) excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a
subsequent certificate in the certification path may fall.
d) required-name-forms: A (possibly empty) set of sets of name forms. For each set of name forms, every
subsequent certificate must contain a name of one of the name formsin the set.
e) explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identified in every
certificate in the path.
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path depth: An integer equal to one more than the number of certificates in the certification path for
which processing has been compl eted.

policy-mapping-inhibit-indicator: Indicates whether policy mapping is inhibited.

inhibit-any-policy-indicator: Indicates whether the special value anyPolicy is considered a match for
any specific certificate policy.

pending-constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibit-any-policy
constraints which have been stipulated but have yet to take effect. There are three one-bit indicators
called explicit-policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending together
with, for each, an integer called skip-certificates which gives the number of certificates yet to skip before
the constraint takes effect.
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9)

a)

b)

<)

d)

Initialization step

Certificate processing

Basic certificate checks

Dllowing checks are applied to a certificate. Self-signed certificates, if encountered in the path, are ignored.

rocedure involves an initialization step, followed by a series of certificate-processing steps. The initialization step

Write any-policy in the zeroth and first columns of the zeroth row of the authorities-constrained-policy-
set table.

Initialize the permitted-subtrees variabl e to the initial-permitted-subtrees-set value.
Initialize the excluded-subtrees variable to the initial-excluded-subtrees-setvalue.
Initialize the required-name-forms variable to the initial -required-name-forms value.
Initialize the explicit-policy-indicator to the initial-explicit-policy value.

Initialize path-depth to one.

Initialize the policy-mapping-inhibit-indicator to the initia <policy-mapping-inhibit value.
Initialize the inhibit-any-policy-indicator to the initial-inhibit-policy value.

Initialize the three pending-constraints indicators to Unset.

certificate is then processed in turn, starting with the‘certificate signed using the input trusted public key. The last
cate is considered to be the end certificate; any-ether certificates are considered to be intermediate certificates.

Check that the signature\verifies, that dates are valid, that the certificate subject and certificate jssuer
names chain correctly, ‘and that the certificate has not been revoked.

For an intermediate’version 3 certificate, check that basicConstraints is present and that the ca
component ip-the basicConstraints extension is TRUE. If the pathLenConstraint comporjent is
present, check~that the current certification path does not violate that constraint (ignoring intermgediate
self-issued-certificates).
If the'certificate policies extension is not present, then set the authorities-constrained-policy-set to null by
defeting al rows from the authorities-constrained-policy-set table.

[T the certificate policies extension is present, then for each policy, P, in the extension othef than
anyPolicy, attach the policy qualifiers associated with P to each row in the authorities-constréined-
policy-set table whose [path-depth] column entry contains the value P. If no row in the authorities-

f)

constrained-policy-set table contains P in its [path-depth] column entry but the value in authorities-
constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by duplicating the
zeroth row and writing the policy identifier P along with its qualifiers in the [path-depth] column entry of
the new row.

If the certificate policies extension is present and does not include the value anypPolicy or if the
inhibit-any-policy-indicator is set and the certificate is not a self-issued intermediate certificate, then
delete any row for which the [path-depth] column entry contains the value any-policy along with any row
for which the [path-depth] column entry does not contain one of the values in the certificate policies
extension.

If the certificate policies extension is present and includes the value anyPolicy and the inhibit-any-
policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy to each row in
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10.5.2

0)

h)

the authorities-constrained-policy-set table whose [path-depth] column entry contains the value any-
policy or contains a value that does not appear in the certificate policies extension.

If the certificate is not an intermediate self-issued certificate, check that the subject name is within the
name-space given by the value of permitted-subtrees and is not within the name-space given by the
value of excluded-subtrees.

If the certificate is not an intermediate self-issued certificate, and if required-name-forms is not an empty
set, for each set of name forms in required-name-forms check that there is a subject name in the
certificate of one of the name formsin the set.

Processing inter mediate certificates

For an intermediate certificate, the following constraint recording actions are then performed, in order to correctly set

up the-stat

avariahlac far tha nracaccina of tha navt cartificata Salf cionod cartificatac 1f ancountarod 1n tha nat are
E-varaprESHotHE-ProEESSHg-B—tHEHEX e Eate—e—SrgREaG-Ee et ES—H—EeREBuRterea—H—the-Paty( |,

ignored.

1)

2)

3

4)

5)

o)\

If the nameConstraints extension with a permittedSubtrees component is present ip the
certificate, set the permitted-subtrees state variable to the intersection of its previous value and the|value

indicated in the certificate extension.

If the nameConstraints extension with an excludedSubtrees componént-is present in the
certificate, set the excluded-subtrees state variable to the union of its previous value and the[value

indicated in the certificate extension.
If policy-mapping-inhibit-indicator is set:

If policy-mapping-inhibit-indicator is not set:

process any policy mappings extension by, for each mapping identified in the extension, locating all
rows in the authorities-constrained-policy-set table whose [path*depth] column entry is equal to the
issuer domain policy value in the extension and del ete the row.

process any policy mappings extension by, for each mapping identified in the extension, locating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal [to the
issuer domain policy value in the extensionyzand write the subject domain policy vaue from the
extension in the [path-depth+1] column‘entry of the same row. If the extension maps an jssuer
domain policy to more than one subjectidomain policy, then the affected row is copied and the new
entry added to each row. If the value in authorities-constrained-policy-set[O, path-depth] i$ any-
policy, then write each issuer domain policy identifier from the policy mappings extension jn the
[path-depth] column, making duplicate rows as necessary and retaining qualifiersif they are priesent,
and write the subject domain;policy value from the extension in the [path-depth+1] column erjtry of
the same row;
if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued,
decrement the coffesponding skip-certificates value and, if this value becomes zero, set the policy-
mappi ng-inhipit-indicator;
if the inhibitPolicyMapping component of the policyConstraints extension is present in
the certificate, perform the following. For a skipcerts vaue of 0, set the policy-mapping-inhibit-
indicator. For any other skipcerts value, set the policy-mapping-inhibit-pending indicator, and set
thescorresponding skip-certificates value to the lesser of the skipcerts value and the previous
skip-certificates value (if the policy-mapping-inhibit-pending indicator was already set).

For'any row not modified in step c) above (and every row in the case that there is no mapping ext¢nsion
present in the certificate), write the policy identifier from [path-depth] column in the [path-degth+1]

column of the row.
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If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrement the
corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-policy-
indicator.

If the inhibitAnyPolicy extension iS present in the certificate, perform the following. For a
SkipCerts vaue of O, set the inhibit-any-policy-indicator. For any other skipcerts value, set
the inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the
lesser of the skipcerts value and the previous skip-certificates value (if the inhibit-any-policy-
pending indicator was already set).

Increment [ path-depthl].
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10.5.3 Explicit policy indicator processing
For all certificates, the following actions are then performed:
1) If explicit-policy-indicator is not set:

— if the explicit-policy-pending indicator is set and the certificate is not a self-issued intermediate
certificate, decrement the corresponding skip-certificates value and, if this value becomes zero, set
explicit-policy-indicator.

- If the requireExplicitPolicy component of the policyConstraints extension is
present in the certificate, perform the following. For a skipcerts vaue of 0, set the explicit-
policy-indicator. For any other skipcerts value, set the explicit-policy-pending indicator, and set

the corresponding skip-certificates value to the lesser of the skipcerts value and the previous
Kip-certificates value (if the explicit-palicy-pending indicator was already se

— If the requireExplicitPolicy component of the policyConstraints iS present, \and the
certification path includes a certificate issued by a nominated CA, it is necessary for all certiflicates
in the path to contain, in the certificate policies extension, an acceptable policy-identifigr. An
acceptable policy identifier is the identifier of the certificate policy required by.'the user ¢f the
certification path, the identifier of a policy which has been declared equivalentito'it through policy
mapping, or any-policy. The nominated CA is either the issuer CA of the certificate containing this
extension (if the value of requireExplicitPolicy is 0) or a CA~which is the subjec| of a
subsequent certificate in the certification path (as indicated by a non-zé&ro value).

10.54 Final processing
Oncelall certificates in the path have been processed, the following actions are then performed:

1) Determine the authorities-constrained-policy-set from the authorities-constrained-policy-set table. |If the
table is empty, then the authorities-constrained-policy-set.is the empty or null set. If the authorities-
constrained-policy-set[0, path-depth] is any-policy, thenithe authorities-constrained-policy-set i§ any-
policy. Otherwise, the authorities-constrained-policy-setis, for each row in the table, the value in the left-
most cell which does not contain the identifier any-policy.

2) Calculate the user-constrained-policy-set by *forming the intersection of the authorities-constrained-
policy-set and the initial-policy-set.

3) If the explicit-policy-indicator is set, check that neither the authorities-constrained-policy-set npr the
user-constrained-policy-set is empty,

If anyf of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an apprdpriate
reasop code, the explicit-policy-indicator, therauthorities-constrained-policy-set and the user-constrained-policy-get. If
the failure is due to an empty user-constrained-policy-set, then the path is valid under the authority-constfained
policy(s), but none is acceptable to the.User.

If nome of the above checks wereto-fail on the end certificate, then the procedure shall terminate, returning a siiccess
indicdtion together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrined-
policy-set.

11 PKI directory schema

This flause défines the directory schema elements used to represent PKI information in the Directory. It in¢ludes
specificationyef relevant object classes, attributes and attribute value matching rules.

111 PRI OITECtory obj ect Tlasses and name forms

This subclause includes the definition of object classes used to represent PKI objectsin the Directory.

1111 PKI user object class
The PKI user object classis used in defining entries for objects that may be the subject of public-key certificates.

pkiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }
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11.1.2 PKI CA object class

The PKI CA object classisused in defining entries for objects that act as certification authorities.

pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair}

ID id-oc-pkiCA }

11.1.3 CRL distribution pointsobject class and nameform

The GRL Distribution Point object classis used in defining entries for object which act as CRL Distribution Points.

cRLDfistributionPoint OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural

MUBT CONTAIN {commonName}

MAY CONTAIN {certificateRevocationList |
authorityRevocationList |
deltaRevocationList}

ID id-oc-cRLDistributionPoint }
The ¢RL Distribution Point name form specifies how entries of object class cRLDigtributionPoint may be na
cRLDfistPtNameForm NAME-FORM ::= {

NAMES cRLDistributionPoint

WIH ATTRIBUTES {commonName }

ID id-nf-cRLDistPtNameForm }

11.1. Delta CRL object class

med.

The delta CRL object classis used in defining entries for objectsthat hold deltarevocation lists (e.g., CAs, AAsetf.).

delthCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }

11.1. Certificate Policy and CPS object class

The CP CPS object class is used in~defining entries for objects that contain certificate policy and/or certifi
practilce information.

cpCpp OBJECT-CLASS :3y={
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN [fcertificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }

11.1.6 PKicertification path object class

|94
~—

Cation

sed in

The RK1_¢ert path object class is used in defining entries for objects that contain PK| paths. It will generally be u

conjunction with entries that include auxiliary object classpkica or pkiUser.

pkiCertPath OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {pkiPath}
ID id-oc-pkiCertPath }
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11.2 PK1 directory attributes

This subclause includes the definition of directory attributes to store PKI information elements in the Directory.

11.2.1  User certificate attribute

A user may obtain one or more public-key certificates from one or more CAs. The usercertificate attribute type
contains the end-entity public-key certificates a user has obtained from one or more CAs.

userCertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate }

11.2.2—CA-certificateattribute

The ¢acertificate attribute of a CA's directory entry shall be used to store self-issued certificates (if ‘any) and
certif{cates issued to this CA by CAsin the same realm as this CA. In the case of v3 certificates, these certificates shall
inclufle abasicConstraints extension with the ca value set to TRUE. The definition of realm is purely a mafter of
local policy.

cACeftificate ATTRIBUTE ::= {

WIH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

11.2.3 Cross-certificate pair attribute

The ilssuedToThiscaA component of the crosscertificatePair attribute of‘a CA's directory entry shall be uped to
store|al, except self-issued certificates issued to this CA. Optionally)‘the issuedByThisca elements of the
crospCertificatePair atribute, of a CA's directory entry may contain a subset of certificates issued by this CA to
other [CAs. If a CA issues a certificate to another CA, and the subject CA is not a subordinate to the issuer CA in a
hieravE:hy, then the issuer CA shal place that certificate” in the issuedByThisca element of the

crospCertificatePair altribute of its own directoryscentry. When both the issuedToThisca angl the
issupdByThisCA elements are present in a single attribute Value, the issuer name in one certificate shall mat¢h the
subjegt name in the other and vice versa, and the subject;public key in one certificate shall be capable of verifying the
digitd signature on the other certificate and vice versa. The term forward was used in previous editiops for
issupdToThisca and theterm reverse wasused.in previous editionsfor issuedByThisCA.

Wher) an issuedByThisca element is preséent, the issuedToThisca element value and the issuedByTHiscCA
element value need not be stored in the Same attribute value; in other words, they can be stored in either a gingle
attribyite value or two attribute values.

In the case of v3 certificates, these shall include abasicconstraints extension with the ca value set to TRUE.

crosgCertificatePair ATTRIBUTE ::= {

WIH SYNTAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch

ID id-at-crossCertificatePair }
CertfificatePair™::= SEQUENCE {

ispuedToThisCA [0] Certificate OPTIONAL,
ispuedByThisCA [1] Certificate OPTIONAL,

(WLTH COMPONENTS { ..., issuedToThisCA PRESENT} |

Ao

W NEH

11.2.4 Certificaterevocation list attribute

The following attribute contains a list of revoked certificates.

certificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }
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11.25 Authority revocation list attribute

The following attribute contains a list of revoked authority certificates.

authorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }

11.2.6  Deltarevocation list attribute
The following attribute type is defined for holding adCRL in a directory entry:

deltaRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificatelList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }

11.2.7 Supported algorithmsattribute

A Diflectory attribute is defined to support the selection of an algorithm for use when communicatingwith a remote end
entity] using certificates as defined in this Directory Specification. The following ASN.1 defipes this (multi-v@lued)
attribyite:

suppprtedAlgorithms ATTRIBUTE ::= {

WIH SYNTAX SupportedAlgorithm
EQPUALITY MATCHING RULE algorithmIdentifierMatch
ID id-at-supportedAlgorithms }
SuppprtedAlgorithm ::= SEQUENCE {
aljorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
inkendedUsage [0] KeyUsage OPTIONAL,
inkendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL,
}

intehdedUsage component provides an indication of the intended usage of the algorithm (see clause 8.2.23 for
recoghized uses). The value of the intendedCertifitatePolicies component identifies the certificate pglicies
and, Iptionally, certificate policy qualifiers with whieh the identified algorithm may be used.

Each|value of the multi-valued attribute shall have a distinct algorithmIdentifier value. The vaue {f the

11.2.

The ¢ertificationPracticesStmt attribute is used to store information about an authority's certification priactice
statement.

Certification practice statement attribute

certfificationPracticeStmt~ATTRIBUTE ::= {
WIH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }

InfoPyntax ::= CHOICE {
coptent UnboundedDirectoryString,
pofinter SEQUENCE ({
hame GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,

A~
¥

POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type ({Policies})
Policies POLICY ::= {...} -- Defined by implementors
If content is present, the complete content of the authority's certification practice statement is included.

If pointer iS present, the name component references one or more locations where a copy of the authority's
certification practice statement can be located. If the hash component is present, it contains a HASH of the content of
the certification practice statement that should be found at a referenced location. This hash can be used to perform an
integrity check of the referenced document.
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11.2.9 Certificate policy attribute

The certificatePolicy attributeis used to store information about a certificate policy.

certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {

policyIdentifier PolicyID,
policySyntax InfoSyntax,

PolicyID ::= CertPolicyId

ThegolicyIdentifier component includes the object identifier registered for the particular certificate policy;:
Thegolicysyntax component (see clause 11.2.8) hasthe following alternatives:

a) If the content aternative is taken, the complete content of the certificate policy isincluded.

b) If the pointer alternativeistaken, then

- the name component references one or more locations where a copy of the certificate policy can be locatgd.

- If the hash component is present, it contains a HASH of the content of the_certificate policy that sholild be
found at a referenced location. This hash can be used to perform an-integrity check of the referenced
document.
NOTE — The option to include a hash in this attribute is purely to perform an integrity' check against data located from afsource
other than the directory. The HASH stored in the Directory needs to be protected. Directory security services, including|strong
authentication, access control and/or signed attributes could be used for thispurpose. In addition, even if the HASH matcles the
or|ginal CP/CPS document, there are additional security requirements to enslre that the original specification itself is the ¢orrect
ddcument (e.g., the document is signed by an appropriate authority).

11.2.10 PKI path attribute
The BKI path attribute is used to store certification paths, each consisting of a sequence of public-key certificates.

pkiPpth ATTRIBUTE ::= {
WITH SYNTAX PkiPath
ID id-at-pkiPath }

An atfribute of thistype may be stored in adirectory entry of object class pkica or pkiUser.

Wher) stored in pkica entries, values of this attribute type contain certification paths excluding end-entity certificates.
As sych, the attribute is used to store\certification paths that are frequently used by relying parties associated with that
CA. A vaue of this attribute cai be'used in conjunction with any end-entity public-key certificate issued by the last
certif|cate subject in the attribute value.

When stored in pkiuser\entries, values of this attribute contain certification paths that include the end-entity
certificate. In this case;the end-entity is the user whose entry holds this attribute. The values of the attribute repfesent
comp|ete certification“paths for public-key certificates issued to this user.

11.3 PKst-directory matching rules

This pubclause defines matching rules for use with attribute types with syntax certificate, Certificatepair,

Cert;£icataListF_Caxt4i4cata2ol4cyF2nd_SuppoxtadAlgox4:hxhJEqmaiuﬂi¥_lhuisubck15911§ldEﬁneS

matching rules to facilitate the selection of certificates or CRLs with specific characteristics from multi-valued
attributes holding multiple certificates or CRLs. The enhanced certificate matching rule provides the ability to perform
more sophisticated matching against certificates held in directory entries.

11.3.1 Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value with syntax
Certificate. It uniquely selectsasingle certificate.

certificateExactMatch MATCHING-RULE ::= {

SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

Rec. ITU-T X.509 (10/2012) 61


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/IEC 9594-8:2014 (E)
CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name,
}

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

11.3.2 Certificatematch

The certificate match rule compares a presented value with an attribute value with syntax certificate. It selects one
or more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
D 3 s £ at+ah }
CertlificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
ispuer [1] Name OPTIONAL,
supbjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
cefrtificatevalid [4] Time OPTIONAL,
priivateKeyValid [5] GeneralizedTime OPTIONAL,
supjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
pollicy [9] CertPolicySet OPTIONAL,
pakhToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
A
AltNpmeType ::= CHOICE {
bufiltinNameForm ENUMERATED {
r £c822Name (1),
HINSName (2),
k400Address (3),
lirectoryName (4),
pdiPartyName (5),
iniformResourceldentifier (6),
i PAddress (7),
FegisteredId (8).,
...},
otherNameForm OBJECT IDENTIFIER,
..F )
CertpolicySet ::= SEQUENCE)SIZE (1..MAX) OF CertPolicyId
This |matching rule returnS-FRUE if al of the components that are present in the presented value matgh the
corresponding components,of the attribute value, as follows:
seriplNumber MatChesif the value of this component in the attribute value equals that in the presented value;
issupr matchesif'the value of this component in the attribute value equal s that in the presented value;
subjpctKeyTdentifier matches if the value of this component in the stored attribute value equals that {n the
presepted value; there is no match if the stored attribute value contains no subject key identifier extension;
authorityKeyIdentifier matches if the value of this component in the stored attribute value equals that in the

presented value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value;

certificatevalid matchesif the presented value falls within the validity period of the stored attribute value;

privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value, or if thereis no private key usage period extension in the stored attribute value;

subjectPublicKeyAlgID matchesif it isequal to the algorithm component of the algorithmIdentifier of the
subjectPublicKeyInformation component of the stored attribute value;

keyUsage matches if al of the bits set in the presented value are also set in the key usage extension in the stored
attribute value, or if there is no key usage extension in the stored attribute value;
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ectAltName Matches if the stored attribute value contains the subject alternative name extension with an

AltNames component of the same name type as indicated in the presented value;

poli

cy matches if at least one member of the certPolicyset presented appears in the certificate policies extension

in the stored attribute value or if either the presented or stored certificate contains the special value anyPolicy in the

poli

path

cy component. Thereis no match if there is no certificate policies extension in the stored attribute value;

ToName Mmatches unless the certificate has a name constraints extension which inhibits the construction of a

certification path to the presented name value;

subj

name

ect matchesif the value of this component in the attribute value equals that in the presented value;

Constraints matches if the subject names in the stored attribute value are within the name space given by the

value of the permitted-subtrees component of the presented value and are not within the name space given by the value

of thg excluded-subtrees component of the presented value.

11.3.3 Certificate pair exact match

The
Cert

cert

SYNTAX CertificatePairExactAssertion

ID

Cert

is

is

(W

W
This

issu

certificate pair exact match rule compares for equality a presented value with an attributeCvalue off type
i ficatePair. It uniquely selects a single cross-certificate pair.

i ficatePairExactMatch MATCHING-RULE ::= {
id-mr-certificatePairExactMatch }
ificatePairExactAssertion ::= SEQUENCE {

uedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
uedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL,

TH COMPONENTS { ..., issuedToThisCAAssertion PRESENT } |
TH COMPONENTS { ..., issuedByThisCAAssertion PRESENT } )

matching rule returns TRUE if the components that aretpresent in the issuedToThisCAAssertion and
dByThisCAAssertion components of the presented Walue match the corresponding components ¢f the
dToThisCa and issuedByThisCA components, respectively, in the stored attribute value.

Certificate pair match

tificate pair match rule compares a presentedvalue with an attribute value of type certificatePair. It elects
r more cross-certificate pairs on the basis of various characteristics of either the issuedToThis¢a or
dByThisca certificate of the pair.

i ficatePairMatch MATCHING«RULE ::= {
TAX CertificatePairAssertion
id-mr-certificatePairMatch }

ificatePairAssertion) ::= SEQUENCE {

uedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
uedByThisCAAsSertion [1l] CertificateAssertion OPTIONAL,
TH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
TH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

dByThisCAAssertion components of the presented value match the corresponding components ¢f the

atching.rule returns TRUE if al of the components that are present in the issuedToThisCAAssertion and
dToThisca and issuedByThisCA components, respectively, in the stored attribute value. %

Rec. I TU-T X.509 (10/2012) 63


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

SO/

EC 9504-8:2014 (E)

11.35 Certificatelist exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type
CertificateList. It uniquely selectsasingle CRL.

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificateListExactAssertion

ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {

issuer Name,

thisUpdate Time,

distributionPoint DistributionPointName OPTIONAL }

certfificateListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }

CertlificateListAssertion ::= SEQUENCE {
ispuer Name OPTIONAL,
mihCRLNumber [0] CRLNumber OPTIONAL,
makCRLNumber [1] CRLNumber OPTIONAL,
repsonFlags ReasonFlags OPTIONAL,
daEeAndTime Time OPTIONAL,
diptributionPoint [2] DistributionPointName)' OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

}
The matching rule returns TRUE if all of the components that are present in the presented value matd

iss

minC

attrib

maxC

attrib

reas
comp
attrib
conta

N
wi

date
attrib

corret)ondi ng components of the stored attribute value,asfollows:
u

r matchesif the value of this component in the-attribute value equal s that in the presented value;

RLNumber Matches if its value is less:than or equal to the value in the CRL number extension of the
ite value; there is no match if the stored attribute value contains no CRL number extension;

RLNumber matches if its valueds\greater than or equal to the value in the CRL number extension of the
ite value; there is no match if the stored attribute value contains no CRL number extension;

bnFlags Mmatches if any of the bits that are set in the presented value are also set in the onlySomeRes
pnents of the issuing istribution point extension of the stored attribute value; there is aso a match if the
ite value contains Mo ‘reasonFlags in the issuing distribution point extension, or if the stored attribute
ns no issuing distribution point extension;

th that reason)code.

AndTime Matches if the value is equa to or later than the value in the thisUpdate component of the
tevaue and is earlier than the value in the nextupdate component of the stored attribute value; there

—If the

el ects

h the

stored

stored

sons

stored
value

DTE — Even though a CRL matches on a particular value of reasonFlags, the CRL may not contain any revocation motices
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is no
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distributionPoint matches if the stored attribute value contains an issuing distribution point extension and the
value of this component in the presented value equals the corresponding value, in at least one name form, in that
extension;

authorityKeyIdentifier matches if the value of this component in the stored attribute value equals that in the
presented value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value.
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11.3.7  Algorithm identifier match

The agorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithms.

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
ID id-mr-algorithmIdentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmIdentifier component of the stored attribute
value.

11.3.8 Policy match

an attfibute value of type privPolicy.

polifyMatch MATCHING-RULE ::= {
SYNTAX PolicyID
ID id-mr-policyMatch }

The nule returns TRUE if the presented value is equal to the policyIdentifier component.of the stored attribute
value

11.3.9 PKI path match

The gkiPathMatch match rule compares for equality a presented value with an‘attribute value of type pkiragh. A
certificate-using system may use this matching rule to select a path beginning with a certificate issued by a CA wihich it
trustgland ending with a certificate issued to the specified subject.

pkiPpthMatch MATCHING-RULE ::= {
SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

fifstIssuer Name,
lagtSubject Name,

A

This matching rule returns TRUE if the presented'walue in the £irstIssuer component matches the correspdnding
elemegnts of the issuer field of the first certificate in the sEQUENCE in the stored value and the presented value|in the
lastBubject component matches the corresponding elements of the subject field of the last certificate in the
SEQUENCE in the stored value. This matching rule returns FALSE if either match fails.

PkiPEthMatchSyntax ::= SEQUENCE ({

11.3.10 Enhanced certificate match

The gnhanced certificate match-rule compares a presented value with an attribute value of type certificate. It gelects
one of more certificates based\on various characteristics.

enhahcedCertificateMatch MATCHING-RULE ::= {
SYNTAX EnhancedCertificateAssertion
ID id-my-enhancedCertificateMatch }

EnhahcedCexrtificateAssertion ::= SEQUENCE (
serialNumber [0] CertificateSerialNumber OPTIONAL,

ispder [1] Name OPTIONAL,
suE&ee%&eyEéea%ééée*————4Q+——Subéee%Key;den%éiée*—GPEieNAL,

authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

certificatevalid [4] Time OPTIONAL,

privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,

keyUsage [7] KeyUsage OPTIONAL,

subjectAltName [8] AltName OPTIONAL,

policy [9] CertPolicySet OPTIONAL,

pathToName [10] GeneralNames OPTIONAL,

subject [11] Name OPTIONAL,

nameConstraints [12] NameConstraintsSyntax OPTIONAL,

(ALL EXCEPT ({ -- none; at least one component shall be present --}))
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AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

The directory search operation allows for multiple values of EnhancedCertificateAssertion to be combined in
filter specifications, including and/or logic. This matching rule returns TRUE if all of the components that are present in
the presented value match the corresponding components of the attribute value, as follows:

Matching for serialNumber; issuer; subjectKeyIdentifier; authorityKeyIdentifier;
certificateValid, privateKeyValid, policy, subject, and nameConstraints components is as defined for
the same componentsin the certificateMatch matching rule.

subjectAltName COMponent contains an altNameType and optional altNamevalue fields. If altNamevalue iS
present, the value shall be of the same name form asindicated in altNameType.

subj LctAltName matches if at least one of the following conditionsis true:

—  The presented value contains only the altNameType component and the stored attribute value coptains
the subject alternative name extension with an a1tNames component of the same type aSindicated|in the
presented value.

—  The presented value contains both the altNameType and altNamevValue comporients and the stored
attribute value contains the subject alternative name extension with an A1 tNames-component of thg same
type and value indicated in the presented value.

subjpctAltName match failsif at least one of the following conditionsis true:
—  The stored attribute value does not contain the subject alternative name extension.

—  The stored attribute value contains the subject alternative name extension but the a1tNames comgonent
does not include the same type as identified in the presented-val ue.

—  The presented value contains both the altNameType.and altNamevalue components and the stored
attribute value contains the subject aternative nameextension with an A1 tNames component of thg same
type indicated in the presented value, but the stored value does not contain the same value of that type as
in the presented value.

subjpctAltName match is undefined if the presented value contains both the altNameType and altNameValue
comppnents and the stored attribute value contains\the subject alternative name extension with an AltNames
comppnent of the same type indicated in the presented value, but the type is one for which the directory is ungble to
compgre values for the purposes of determiningia match. This may be because the name form is not approprigte for
matching or because the directory is unable ta pefrform the required comparisons.

pathfroName matches unless the certificate has a name constraints extension which inhibits the construction of a

certification path to any of the presented name values. For example, if attempting to retrieve certificates that form g path

to an|end-entity certificate which has a subject value of "dc=com; dc=corporate; cn=john.smith", it may be usdful to

inclu%Ie an assertion in the search\operation containing this DN in the pathToName component. A stored certificale that
I

contalned a name constraints_extension that excluded the complete subtree below base "dc=com; dc=company A"
wouldl fail in certification path validation to that end-entity certificate and would therefore not be a matched valpe for
this spmple assertion.

114 PKI directory syntax definitions
11.4.1 X509 Certificate syntax

x509fettificate SYNTAX-NAME ::= {

DESC "X.509 Certificate"
DIRECTORY SYNTAX Certificate
ID id-1sx-x509Certificate }

A value which has LDAP x509certificate Syntax is the specification of a public-key certificate expressed in a
binary encoding as specified in IETF RFC 4523.

11.4.2  X.509 Certificate List syntax

x509CertificateList SYNTAX-NAME ::= {
DESC "X.509 Certificate List"
DIRECTORY SYNTAX CertificateList
ID id-1sx-x509CertificateList }
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A value which has LDAP x509CertificateList Syntax is the specification of a public-key certificate list expressed
in abinary encoding as specified in IETF RFC 4523.

11.4.3 X.509 Certificate Pair syntax

x509CertificatePair SYNTAX-NAME ::= {

DESC "X.509 Certificate Pair"
DIRECTORY SYNTAX CertificatePair
ID id-1sx-x509CertificatePair }

A vauewhich has LDAP x509CertificatePair Syntax isthe specification of a public-key certificate pair expressed
in abinary encoding as specified in IETF RFC 4523.

11.4.4  X.509 Supported Algorithm

x509BupportedAlgorithm SYNTAX-NAME ::= {
DEBEC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
ID id-1lsx-x509SupportedAlgorithm }

A valpe which has LDAP x509SupportedaAlgorithm Syntax is the specification of supported algorithms expressed in
abinary encoding as specified in IETF RFC 4523,

11.4.4 X.509 Certificate Exact Assertion

x509fertificateExactAssertion SYNTAX-NAME ::=

DEBC "X.509 Certificate Exact Assertion"
DIRECTORY SYNTAX CertificateExactAssertion
ID id-1dx-x509CertificateExactAssertion ¢}

A vgue which has LDAP x509CertificateExactAssertion SyNtax is the specification of public-key |exact
assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523,

11.4.6 X.509 Certificate Assertion

x509FertificateAssertion SYNTAX-NAME ::= {
DEBC "X.509 Certificate Assertion"
DIRECTORY SYNTAX CertificateAssertion
ID id-1dx-x509CertificateAssertion }

A valpe which has LDAP x509certificateAssertion Syntax is the specification of public-key assertion expressed
in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

1147 X.509 Certificate Pair ExacttAssertion

x509fertificatePairExactASsertion SYNTAX-NAME ::=

DEBC "X 509 Certificate Pair Exact Assertion"
DIRECTORY SYNTAX CertificatePairExactAssertion
ID id“1dx-x509CertificatePairExactAssertion }

A vgue which hasyhDAP x509CertificatePairExactAssertion Syntax is the specification of public-key
certificate pair exast assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4. X.509.Certificate Pair Assertion

x509fertificatePairAssertion SYNTAX-NAME ::= {

DEBC "X.509 Certificate Pair Assertion"
DIRECTORY SYNTAX CertificatePairAssertion
ID id-1dx-x509CertificatePairAssertion }

A value which has LDAP x509CertificatePairAssertion Syntax is the specification of a public-key certificate
pair assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.9 X.509 Certificate List Exact Assertion syntax

x509CertificatelListExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate List Exact Assertion"
DIRECTORY SYNTAX CertificateListExactAssertion
ID id-1dx-x509CertListExactAssertion }
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A value which has LDAP x509CertificateListExactAssertion Syntax is the specification of a public-key
certificate list exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.10 X.509 Certificate List Assertion syntax

x509CertificatelListAssertion SYNTAX-NAME ::= {

DESC "X.509 Certificate List Assertion"
DIRECTORY SYNTAX CertificateListAssertion
ID id-1dx-x509CertificateListAssertion }

A vaue which has LDAP x509CertificateListAssertion Syntax is the specification of a public-key certificate
list assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.11 X.509 Algorithm I dentifier syntax

x509hlgorithmIdentifier SYNTAX-NAME ::= {
DEEC "X.509 Algorithm Identifier"
DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}
ID id-1dx-x509AlgorithmIdentifier }

A value which has LDAP x509a1gorithmIdentifie Syntax is the specification of an algorithmyidentifier expressed
in abjnary encoding as specified in IETF RFC 4523.

SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK

The [ttribute certificate framework defined here provides a foundation ‘upon which Privilege Managgment
Infragtructures (PMI) can be built. These infrastructures can support applications.such as access control.

The hinding of a privilege to an entity is provided by an authority through a digitally signed data structure called an
attribpite certificate or through a public-key certificate containing an extension defined explicitly for this purpos¢. The
format of attribute certificates is defined here, including an extensibility mechanism and a set of specific certificate
extensions. Revocation of attribute certificates may or may notsbe needed. For example, in some environments, the
attribpite certificate validity periods may be very short (e.g., mifutes), negating the need for arevocation scheme. |f, for
any reason, an authority revokes a previously issued attribute certificate, users need to be able to learn that revogation
has ofcurred so they do not use an untrustworthy certificate. Revocation lists are one scheme that can be used to potify
users|of revocations. The format of revocation lists isdefined in Section 2 of this Directory Specification, including an
extensibility mechanism and a set of revocation list extensions. Additional extensions are defined here. In both the
certificate and revocation list case, other bodies\may also define additional extensions that are useful to their sgecific
envirpnments.

An altribute certificate-using system needs to validate a certificate prior to using that certificate for an applidation.
Procadures for performing that validation are also defined here, including verifying the integrity of the certificate|itself,
its rejocation status, and its validity:with respect to the intended use.

This framework includes a number of optional elements that are appropriate only in some environments. Although the
modgs are defined as compléte, this framework can be used in environments where not all components of the defined
modgs are used. For example, there are environments where the revocation of attribute certificates is not required.
Privilpge delegation.and the use of roles are also aspects of this framework that are not universally applicable. However,
these|are included:inrthis Directory Specification so that those environments that do have requirements for them can
also ke supportéed.

The Directory-uses attribute certificates to provide rule-based access control to Directory information.

12 Attribute Certificates

Public-key certificates are principally intended to provide an identity service upon which other security services, such as
data integrity, entity authentication, confidentiality and authorization, may be built. There are two distinct mechanisms
provided in this Directory Specification for binding a privilege attribute to a holder.

Public-key certificates, used in combination with the entity authentication service, can provide an authorization service
directly, if privileges are associated with the subject through the practices of the issuing CA. Public-key certificates may
contain asubjectDirectoryAttributes extension that contains privileges associated with the subject of the public-
key certificate. This mechanism is appropriate in situations where the authority issuing the public-key certificate (CA) is
also the authority for delegating the privilege (AA) and the validity period of the privilege corresponds to the validity
period of the public-key certificate. End-entities cannot act as AAs. If any of the extensions defined in clause 15 are
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included in a public-key certificate, those extensions apply equaly to al privileges assigned in the
subjectDirectoryAttributes extension of that public-key certificate.

In the more general case, entity privileges will have lifetimes that do not match the validity period for a public-key
certificate. Privileges will often have a much shorter lifetime. The authority for the assignment of privilege will
frequently be one other than the authority issuing that same entity a public-key certificate and different privileges may
be assigned by different Attribute Authorities (AA). Privileges may also be assigned based on a temporal context and
the 'turn on/turn off' aspect of privileges may well be asynchronous with the lifetime of the public-key certificate and/or
asynchronous with entity privileges issued from a different AA. The use of attribute certificates issued by an AA
provides a flexible Privilege Management Infrastructure (PMI) which can be established and managed independently
from a PKI. At the same time, there is a relationship between the two whereby the PKI is used to authenticate identities
of issuers and holdersin attribute certificates.

121
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Attribute certificate structure

tribute certificate is a separate structure from a subject's public-key certificate. A subject may have miltiple
ite certificates associated with each of its public-key certificates. There is no requirement that the-same authority
both the public-key certificate and attribute certificate(s) for a user; in fact, a separation of duties will freqlently

P otherwise. In environments where different authorities have responsibility for issuing public key and at
cates, the public-key certificate(s) issued by a CA and the attribute certificate(s) issued Byyan Attribute Aut]
would be signed using different private signing keys. In environments where a single entity is both th
g public key certificates, and the AA, issuing attribute certificates, it is strongly recommended that a differef

ed to sign attribute certificates than the key used to sign public-key certificatesExchanges between the is
Fity and the entity receiving an attribute certificate are outside the scope of this-Birectory Specification.
ftribute certificate is defined as follows.

ibuteCertificate ::= SIGNED{AttributeCertificateInfo}

ibuteCertificateInfo ::= SEQUENCE {

rsion AttCertVersion, -- version is v2

lder Holder,

uer AttCertIssuer,

nature AlgorithmIdentifiexr{{SupportedAlgorithms}},

ialNumber CertificateSerialNumber,

rCertValidityPeriod AttCertValidityPeriod,

ributes SEQUENCE OF Attribute{{SupportedAttributes}},
uerUniqueID UniqueIdentifier OPTIONAL,

ensions Extensions OPTIONAL }

rtVersion ::= INTEGER {w¥2%1)}

r ::= SEQUENCE {

eCertificateID [@]\ - IssuerSerial OPTIONAL,
ityName [17” GeneralNames OPTIONAL,
jectDigestInfo [2] ObjectDigestInfo OPTIONAL }
TH COMPONENTS\{..., baseCertificateID PRESENT } |
TH COMPONENTS” {..., entityName PRESENT } |

TH COMPONENTS {..., objectDigestInfo PRESENT } )

rSerigl® ::= SEQUENCE {
GeneralNames,

ibute
hority
e CA,
nt key
ESuing

CertificateSerialNumber,

AL
T

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),
otherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objectDigest BIT STRING,
AttCertIssuer ::= [0] SEQUENCE {
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issuerName GeneralNames OPTIONAL,
baseCertificatelID [0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL,

(WIT

}

H COMPONENTS {..., issuerName PRESENT } |

WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

AttCertvValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

-}

The version field shall specify the version of the attribute certificate. For attribute certificates issued in accordance

with thesyntax-irrthis Directory-Specificatiom verstomrshattbev=-

Then

older field shall convey the identity of the attribute certificate's holder by the following components:

a)

b)

0)

ThebasecertificateID component, if present, shall identify a particular public-key certificate

hat is

to be used to authenticate the identity of this holder when asserting privileges with' this attribute

certificate.

The entityName component, if present, shall hold one or more names for the holder. If entityN
the only component present in holder, any public-key certificate that has one of these names

hme S
as its

subject can be used to authenticate the identity of this holder when asserting.jorivileges with this atfribute

certificate. If thebasecertificateID and entityName cOmponents ase both present, only the p
key certificate specified by baseCertificateID may be usedDIn this case, the entity
component is included only as a tool to help the privilege vefifier locate the identified publ
certificate.
NOTE 1 - There is arisk with the sole use of GeneralNames to identify the holder in that this points only to §
for the holder. This is generally insufficient to enable the authentication of a holder's identity for the purpg
issuing privileges to that holder. Use of the issuer name and serial number of a specific public-key cert
however, enables the issuer of attribute certificates to rely“en’the authentication process performed by the CA

ublic-
Name

c-key

name
ses of
ficate,
when

issuing that particular public-key certificate. Also, some of the options in GeneralNames (e.g., |PAddreds) are

inappropriate for use in naming an attribute certificate holder, especialy when the holder is a role and
individual entity. Another problem with GeneraNames alone as an identifier for a holder is that many name)
within that construct do not have strict registration/authorities or processes for the assignment of names.

The objectDigestInfo component,if present, is used directly to authenticate the identity of ah
including an executable holder (e.g., an applet). The holder is authenticated by comparing a digest
corresponding information, created by the privilege verifier with the same algorithm identifi
objectDigestInfo With (the' content of objectpigest. If the two are identical, the hol
authenticated for the purposes of asserting privileges with this attribute certificate.

publickey shall beThdicated when a hash of an entity's public key is included. Hashing a publ

hot an
forms

ol der,
of the
ed in
der is

c key

may not uniquely jdentify one certificate (i.e, the identical key value may appear in muitiple

certificates). I order to link an attribute certificate to a public-key, the hash is calculated ov
representationof that public key which would be present in a public-key certificate. Specificall
input for_the hash agorithm shall be the DER encoding of a subjectPublicKeyInfo representat
the key~Note that this includes the AlgorithmIdentifier, as well asthe BIT sSTRING. Alsg
that-ifsthe public key value used as input to the hash function has been extracted from a publ
certificate, then it is possible (e.g., if parameters for the Digital Signature Algorithm were inheriteg
this may not be sufficient input for the HASH. The correct input for hashing in this context will ir
the value of the inherited parameters and thus may differ from the subjectPublicKeyInfo preg

br the
y, the
on of
| note
c-key
) that
clude
ent in

the public-key certificate.

publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is over the
DER encoding of the public-key certificate, including the signature bits.

otherObjectTypes shal be indicated when objects other than public-keys or public-key certif

entire

icates

are hashed (e.g., software objects). The identity of the type of object may optionaly be supplied. The
portion of the object to be hashed can be determined either by the explicitly stated identifier of the type

or, if the identifier is not supplied, by the context in which the object is used.

The issuer field shall convey the identity of the AA that issued the certificate.

70

The issuerName component, if present, shall identify one or more names for the issuer.

The baseCertificateID component, if present, shall identify the issuer by reference to a specific

public-key certificate for which thisissuer isthe subject.
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— The objectDigestInfo component, if present, shall identify the issuer by providing a hash of
identifying information for the issuer.

The signature field shal identify the cryptographic algorithm used to digitally sign the attribute certificate.
NOTE 2 —Thisfield is redundant.

The serialNumber field shall be a serial number that uniquely identifies the attribute certificate within the scope of its
issuer.

The attrcertvalidityPeriod field shall convey the time period during which the attribute certificate is considered
valid, expressed in GeneralizedTime format.

The attributes field shall contain the attributes associated with the holder that are being certified (e.g., the
privileges).
NQTE 3 —In the case of attribute descriptor attribute certificates, this sequence of attributes can be empty.

The issuerUniqueID field may be used to identify the issuer of the attribute certificate in instances wherethe jssuer
comppnent is not sufficient.

NQTE 4 — The use of the issuerUniquel D field is deprecated. Thisfield was added because at one time there was some fear| of the
refise of distinguished names.

The dxtensions field alows the addition of new fields to the attribute certificate.

If unknown elements appear within the extension, and the extension is not marked criti¢al, those unknown elgments
shall [be ignored according to the rules of extensibility documented in clause(12:2.2 of Rec. ITU-T X519 |
ISO/IEC 9594-5.

The framework for attribute certificates described in this section is primarily foCused on the model in which privilegeis
placefl within attribute certificates. However, as mentioned earlier, the certificate extensions defined in this sectign can
also ke placed in a public-key certificate using the subjectDirectoryAteributes extension.

12.2| Attribute certification paths

Just gs with public-key certificates, there may be a requirement-to convey an attribute certification path (e.g., within an
appli¢ation protocol to assert privileges). The followingtASN.1 data type can be used to represent an attribute
certification path:

AttrfibuteCertificationPath ::= SEQUENCE{
atkributeCertificate AttributeCertificate,
acpath SEQUENCE OF\"ACPathData OPTIONAL,
-}
ACPafhData ::= SEQUENCE ({
cektificate [0}/ Certificate OPTIONAL,
atkributeCertificate [1) AttributeCertificate OPTIONAL,
-}

13 Attribute Authority, SOA and Certification Authority relationship

The Attribute Authority (AA) and Certification Authority (CA) are logicaly (and, in many cases, physicaly)
completely independent. The creation and maintenance of "identity" can (and often should) be separated from thg PMI.
Thus|theentire PKI, including CAs, may be existing and operational prior to the establishment of the PMI. The CA,
aJtho gh it'is the source of authorlty for |dent|ty Wlthln its domaln is not automatlcally the source of authority for

responsible for the decision as to what other entitieswill be able to functlon asAAs.

The Source of Authority (SOA) is the entity that is trusted by a privilege verifier as the entity with ultimate
responsibility for the assignment of a set of privileges. A resource may limit the SOA authority by trusting certain
SOAs for specific functions (e.g., one for read privileges and a different one for write privileges). An SOA isitself an
AA as it issues attribute certificates to other entities in which privileges are assigned to those entities. An SOA is
analogous to a trust anchor in the PKI, in that a privilege verifier trusts certificates signed by the SOA. In some
environments there is a need for CAs to have tight control over the entities that can act as SOAs. This framework
provides a mechanism for supporting that requirement. In other environments, that control is not needed and
mechanisms for determining the entities that can act as SOAS in such environments may be outside the scope of this
Directory Specification.
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Thisframework isflexible and can satisfy the requirements of many types of environments.

a) In many environments, all privileges will be assigned directly to individua entities by a single AA,

namely the SOA.

b) Other environments may require support for the optiona roles feature, whereby individuals are i
certificates that assign various roles to them. The privileges associated with the role are imp
assigned to such individuals. The role privileges may themselves be assigned in an attribute certi
issued to theroleitself or through other means (e.g., locally configured).

ssued
licitly
ficate

¢) In some scenarios it might be required for an AA to issue privileges to a group of entities that share a
common property, for example, a set of web servers or ateam of people, rather than to asingle entity.

d) Another optional feature of this framework is the support of privilege delegation. If delegation is

done,

the SOA assigns privilege to an entity that is permitted to also act as an AA and further delegate the

priviTege. Daegation may continue through several intermediary AAS untl 1T 1S ultimaiely assigneg
end-entity that cannot further delegate that privilege. The intermediary AAs may or may not also’b
to act as privilege asserters for the privileges they delegate.

€) Insome environments, the same physical entity may be acting as both an AA and a CA. Thisdual |
role for the same physical entity is aways the case when privilege is conveyed withi
subjectDirectoryAttributes extension of a public-key certificate. In other €avironments, sg

instead of public-key certificates.

f)  Some environments, such as virtual organizations, may need to link together their individual PN
form a federated PMI. This requirement is known as Recognition-of Authority in this Dir
Specification since one PMI (the local PMI) recognizes the authority of the SOA (and optional
AAS) in the other PMI (the remote PMI) to have some control oves'the privilege management in the
PMI. Such recognition of authority may or may not be mutuakbetween PMIs.

toan
e able

hoji cal
n the
Darate

physical entities act as CAs and AAs. In the latter case, privilege is assigned using attribute certifficates

fls to
pctory
y the
 local

When attribute certificates point to public-key certificates for their issiers'and holders, the PKI is used to authenticate

holders (privilege asserters) and verify the digital signatures of the issuers.

Two delegation models are described in this Directory Specifieation. The first delegation model is one whel
privilege delegator is an AA that can issue certificates delegating that privilege to others. The second model allo

delegpted within their domain. For example, a set“of one or more DS servers performing delegation, rathe
individual privilege holders, allows the total set-0f privileges delegated within an environment to be determined f
centrglized facility and enables policy and management decisions to be modified accordingly. Two distinct deplo
modgs are possible for DS servers. In onemodel, a privilege is assigned by an SOA to privilege holders and
holdg's are authorized to delegate that privilege to others. However, rather than issue the attribute certificatg
delegpte the privilege themselves, the privilege holder requests the DS to delegate that privilege on their behalf. T
does not itself hold that privilege'and therefore cannot act as a claimant for that privilege; however, the DSis auth
by thé¢ SOA to issue attributelcertificates on behalf of other privilege holders. The second deployment model is g
to thq first with the following’exception. The DS is actualy a holder that is assigned the privilege to be delegate
the DS is not authorizedZo act as a claimant for the privilege, only as a delegator. In this case, the noAssex
extension must be sebinthe AC issued to the DS by the SOA. The DSistermed an indirect issuer.

In both deployment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then request the
issueja subset-of ‘these privilege attributes to other holders. In the second deployment model, the DS can check t
AA i$ delegating within the overall scope set by the SOA; in the first deployment model, the DS cannot check al

re the
vs for

ependent Delegation Service (DS) in which the entity issues certificates on behalf of another AA (that may or

del is
leges
than
rom a
ment
those
S that
e DS
brized
milar
d, but

tion

DS to
hat an
nd the

relyirjggparty will have to check that delegation was performed correctly.

Two recognition of authority models are described in this Directory Specification, static RoA and dynamic RoA.
static ROA, extra information is added into the local PMI policy that is loaded into the local Policy Decision

With
Point

(PDP)s prior to them making access control decisions for users who originate from the remote domain. No support for
static ROA is provided in this Directory Specification. With dynamic RoA, the local SOA issues new supplementary

policy ACs that add additional information to the current policy. Remote SOAs may also be recognized to

issue

supplementary policy ACs for the local PDPs. In both cases, these new supplementary policy ACs need to be read in by

the local PDPs prior to them making access control decisions for requests from a user of the remote domain.
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13.1 Privilegein attribute certificates
Entities may acquire privilege in two ways:

— An AA may unilateraly assign privilege to an entity through the creation of an attribute certificate
(perhaps totally on its own initiative, or at the request of athird party). This certificate may be stored in a
publicly accessible repository and may subsequently be processed by one or more privilege verifiers to
make an authorization decision. All of this may occur without the entity's knowledge or explicit action.

— Alternatively, an entity may request a privilege of an AA. Once created, this certificate may be returned
(only) to the requesting entity, which explicitly supplies it when requesting access to a protected
resource.

Note that |n both procedures the AA needs to perform its due d|||gence to ensure that the entlty should really be
ation—of an

' y/key parr bi ndmg by aCA
The gtribute certificate based PMI is suitable in environments where any one of the following is true:

— Adifferent entity is responsible for assigning a particular privilege to aholder than for issuing public-key
certificates to the same subject;

— thereare anumber of privilege attributes to be assigned to a holder, from a variety.of authorities;

— the lifetime of a privilege differs from that of the holder's public-key certificate validity (general]y the
lifetime of privilegesis much shorter); or

— theprivilegeisvalid only during certain intervals of time which are asynchronous with that user's public-
key validity or validity of other privileges.

132 Privilegein public-key certificates

In sofme environments, privileges are associated with the subject through the practices of a CA. Such privilege may be
put djrectly into public-key certificates (thereby reusing much of. an’ already-established infrastructure), rathef than
issuirg attribute certificates. In such cases, the privilege isincluded'in the subjectDirectoryAttributes extgnsion
of thg public-key certificate.

This mechanism is suitable in environments where one ornore of the following are true:

— Thesame physical entity is acting both asa CA and an AA,;

— thelifetime of the privilege is aigned-with that of the public-key included in the certificate;
—  delegation of privilege isnot permitted; or

— delegation is permitted, .but’ for any one delegation, all privileges in the certificate (ih the
subjectDirectoryAttxributes extension) have the same delegation parameters and all extepsions
relevant to delegation apply equally to all privilegesin the certificate.

14 PMI modeds

14.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifipr.

The bject may be a resource berng protected for example in an access control applrcatron The resource |being
pro ' ] s X eobject
may be a firewall which has an AIIow Entry" object method or the object may be afilein afile system which has
Read, Write, and Execute object methods). Another type of object in this model may be an object that was signed in a
non-repudiation application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of
use.

The privilege verifier isthe entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.
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The pass/fail determination made by the privilege verifier is dependent upon four things:
—  privilege of the privilege asserter;

—  privilege policy in place;
—  current environment variables, if relevant; and
— sendgitivity of the object method, if relevant.

The privilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate issuer, that the
privilege holder will adhere to those aspects of policy which are not enforced by technical means. This privilege is
encapsulated in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its
public-key certificate), which may be presented to the privilege verifier in the invocation request, or may be distributed
by other means, such as via the Directory. Cod|fy| ng pr|V|Iege is done through the use of the Attribute construct
contapphe-an2 butefype-aRt-a-SET—OF butets —Sere-attrbute-types-tses-e-speeHypriviege may
have pery smple syntax, such as a single INTEGER Or an OCTET STRING. Others may have more complex, syrtaxes.
This Directory Specification defines one simple privilege attribute type. Other examples are provided in Anfex E.

The privilege policy specifies the degree of privilege which is considered sufficient for a giventgbject method's
sensitivity or context of use. The privilege policy needs to be protected for integrity and authenticity. A number of
possibilities exist for conveying policy. At one extreme is the idea that policy is not really conveyed-at al, but is gmply
defingd and only ever kept locally in the privilege verifier's environment. At the other extreme’is the idea that|some
policies are "universal" and should be conveyed to, and known by, every entity in the system) Between these extfemes
are many shades of variation. Schema components for storing privilege policy informatien.in the Directory are defined
in thig Directory Specification.

Privilege policy specifies the threshold for acceptance for a given set of privilegessThat is, it defines precisely when a
privilege verifier should conclude that a presented set of privileges is "sufficient" in order that it may grant §ccess
(to the requested object, resource, application, etc.) to the privilege asserter.

Syntgx for the definition of privilege policy is not standardized in this Directory Specification. Annex E contpins a
couple of examples of syntaxes that could be used for this purpose, However, these are examples only. Any syntax may
be uskd for this purpose, including clear text. Regardless of the syntax used to define the privilege policy, each ingtance
of prijilege policy shall be uniquely identified. Object identifiersiare used for this purpose.

PrivfilegePolicy ::= OBJECT IDENTIFIER

The environment variables, if relevant, capture those aspects of policy required for the pass/fail determination
(eg. time of day or current account balance) which are available through local means to the privilege verifier.
Reprasentation of environment variablesis entirely alocal matter.

The gbject method sensitivity, if relevant, may reflect attributes of the document or request to be processed, such jgs the
mongary value of a funds transfer that it purports to authorize, or the confidentiality of a document's content. The
object method's sensitivity may be explicitly encoded in an associated security label or in an attribute certificate hgld by
the olpject method, or it may be implieitly encapsulated in the structure and contents of the associated data object. [t may
be enpoded in one of a number-of different ways. For instance, it may be encoded outside the scope of the PMI fin the
ITU-T X.411 label associatedwith a document, in the fields of an EDIFACT interchange, or hard-coded in the priyilege
verifipr's application. Alternétively, it may be done within the PMI, in an attribute certificate associated with the pbject
meth@d. For some contexts of use, no object method sensitivity is used.

Therg is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as priyilege
holders may have/attribute certificates issued to them by many different AAs, privilege verifiers may accept certiflli cates
issuedl by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular
resoufce;

The thtte—certifreate aMEWOrt armr e useoto aracreprivitecesofvartot vVoesanc ror—a timMper-—orPutrPOSES.
The terms used in this Directory Specification, such as privilege asserter, privilege verifier, etc., are independent of the
particular application or use.

14.1.1 PMI in access control context

There is a standard framework for access control (Rec. ITU-T X.812 | ISO/IEC 10181-3) that defines a corresponding
set of terms that are specific to the access control application. A mapping of the generic terms used in this Directory
Specification to those in the access control framework is provided here, to clarify the relationship between this model
and that Directory Specification.

Service request in this Directory Specification corresponds to the 'access request’ defined in the access control
framework.

74 Rec. ITU-T X.509 (10/2012)


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

Privilege asserter in this Directory Specification would be acting in the role of an 'initiator' in the access control
framework.

Privilege verifier in this Directory Specification would be acting in the role of an 'access control decision function
(ADF)' in the access control framework.

Object method for which privilege is being asserted in this Directory Specification would correspond to the 'target’
defined in the access control framework.

Environmental variables in this Directory Specification would correspond to the ‘contextual information' in the access
control framework.

Privilege policy discussed in this Directory Specification could include ‘access control policy’, and "access control policy
rules as defined in the access control framework.

This model allows a PMI to be overlaid fairly seamlessly on an existing network of resources to be protécted. In
lar, having the privilege verifier act as a gateway to a sensitive object method, granting or denyingrequests for
ion of that object method, enables the object to be protected with little or no impact to the object-itsel{. The
e verifier screens all requests and only those that are properly authorized are passed on to the appropriate pbject

PMI in a non-repudiation context

is a standard framework for non-repudiation (Rec. ITU-T X.813 | ISO/IEC,10181-4) which defipes a
onding set of terms that are specific to non-repudiation. A mapping of the generic terms used in this Dirgctory
Specification to those in the non-repudiation framework is provided here, to clarify therelationship between this nodel
and that Directory Specification.

Privilpge asserter in this Directory Specification would be acting in the roleof an 'evidence subject' or an 'origingtor' in
the ngn-repudiation framework.

Privilege verifier in this Directory Specification would be acting in the role of an 'evidence user' or a 'recipient' in the
non-repudiation framework.

Objegt method for which privilege is being asserted in this Directory Specification would correspond to the ‘farget
defingd in the non-repudiation framework.

Envirpnmental variables in this Directory Specification-would correspond to the date and time the evidencg was
generpted or verified' in the non-repudiation framewerk.

Privilege policy discussed in this Directory Specification could include 'non-repudiation security policy' in the non-
repudiation framework.

14.2 Control model

The ¢ontrol model illustrates how control is exerted over access to the sensitive object method. There arg five
comppnents of the model: the privilege asserter, the privilege verifier, the object method, the privilege policy, and
envirpnmental variables (see)Figure 4). The privilege asserter has privilege; the object method has sensitivity. The
techn|ques described herevenable the privilege verifier to control access to the object method by the privilege asserter, in
accorflance with the privilege policy. Both the privilege and the sensitivity may be multi-valued parameters.

Environmental
variables

Driviloaa I
viey
policy\
Privilege Object method
verifier (sengitivity)
Privilege asserter
(privilege) request X.509(12)_F04

Figure 4 — Control model

The privilege asserter may be an entity identified by a public-key certificate, or an executable object identified by the
digest of its disk image, etc.
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Delegation model

In some environments there may be a need to delegate privilege; however, thisis an optional aspect of the framework
and is not required in all environments. There are four components of the delegation model: the privilege verifier, the

SOA,

other AAs and the privilege asserter (see Figure 5).

Source of authority

Assigns

Asw
privil
privil
SOA

deleg
autho
no A/

Whe
some

privilege Trusis
Attribute Asserts privilege - o
authority | (fauthorized) > Privilege verifier
Delegates Asserts
privilege privilege
'End-entity
privilege holder X509(12)_F05

Figure5— Delegation model

th environments where delegation is not used, the SOA is the initial issuer of-certificates that assign privil

bge to

bge holders. However, in this case the SOA authorizes the privilege holder to.act as AA and further delegale that

bge to other entities through the issuance of certificates that contain the same privilege (or a subset thereof
Mmay impose constraints on the delegation that can be done (e.g., limit the path length, limit the name space
ption can be done). Each of these intermediary AAs may, in certificates that it issues to further privilege hg
rize further delegation to be done by those holders also acting as AAs. A universal restriction on delegation
\ can delegate more privilege than it holds. A delegator may also further restrict the ability of downstream A

delegation is used, the privilege verifier trusts the SOA~10 delegate some or all of those privileges to hg
of which may further delegate some or all of those privileges to other holders.

The
asser

from that of the privilege asserter to one issued by~the SOA. The validation of that delegation path includes che

that

For the case in which privileges are conveyed by means of attribute certificates, the delegation path is distinct frg
certificate validation path used to validate the public-key certificates of the entities involved in the delegation pr
Howagver, the quality of authenticity-offered by the public-key certificate validation process shall be commensurat

the

Ad

deleg
attrib
deleg

144

rivilege verifier trusts the SOA as the authorityfor a given set of privileges for the resource. If the pri

. The
vithin
|ders,
sthat
AS.

Iders,

Vilege

's certificate is not issued by that SOA, then-the privilege verifier shal locate a delegation path of certifiicates

h AA had sufficient privileges and was duly authorized to delegate those privileges.

sitivity of the object methed that is being protected.

egation path shall either_consist completely of attribute certificates or completely of public-key certifical
ptor that obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subsq

bte by issuance’of subsequent public-key certificates. Only AAs may delegate privilege. End-entities cannot.

Greup’assignment model

cking

m the
DCESS.
e with

es. A
pguent

ite certificates. Simiilarly, a delegator that obtains its privilege in a public-key certificate, if authorized, may only

In some.scenarios it might be required for an AA to issue privileges to agroup of entities that share a common prdperty,
for e:[ample, a set of web servers or a team of people, rather than to a single entity. This is achieved by assigning a

group AC to the group.

There are two ways of identifying the members of a group who are assigned a group AC. These methods are called
direct group naming and group role naming.

14.4.1 Direct group naming

In direct group naming, the holder field of the group AC shall take the enti tyName option, and the directoryName
of GeneralName shall name a subtreein the DIT. Each entry in the subtree is assigned the attribute(s) in this group AC.
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14.4.2  Group role naming

In group role naming, the members of the group are identified by the attributes that they hold, such attributes being
assigned to them in role assignment attribute certificates. In group role naming, the holder field of the group AC takes
the entityName option and holds the role(s) of the group members who are being assigned the attributes in this
group AC. The GeneralNames should contain a single GeneralName cOntaining a directoryName With a single
RDN, whose attribute type is the role attribute defined in clause 14.5.1. If roleAuthority in the role attribute is
present, this identifies the attribute authorities who are responsible for issuing the role assignment certificates to holders
who are members of this group. If roleauthority is absent from the role attribute, the identity of the responsible
attribute authorities to issue the role assignment certificates shall be determined through means outside this Directory
Specification. The roleName component of the role attribute identifies the role(s) of the group who are being assigned
theattributes in this group attribute certificate.

fined, by

specifying that members of other (more powerful) roleﬁ are assrgned the roleﬁ of thls group AC
NOTE 2 — Where therole in the holder field isthe same astheroleintheattributes field of this group AC, thisis delggation

of| authority from the issuer of the group AC to the roleAuthority in the role attribute. However, a much.simpler way of
achieving the same effect isto use the roleAuthority as the holder.

14.5 Roles mode

Roleq provide a means to indirectly assign privileges to individuals. Individuals are issued role assignment certiflicates
that gssign one or more roles to them through the role attribute contained in the certificate. Specific privileges are
assigmed to a role name through role specification certificates, rather than to individua privilege holders through
attribyte certificates. This level of indirection enables, for example, the privileges-assigned to a role to be uppated,
withgut impacting the certificates that assign roles to individuals. Role assignment certificates may be attribute
certificates or public-key certificates. Role specification certificates may be attribute certificates, but not public-key
certificates. If role specification certificates are not used, the assignment.of privileges to a role may be done through
other [means (e.g., may be locally configured at a privilege verifier).

Thefpllowing are all possible:

—  Any number of roles can be defined by any AA;
— theroleitself and the members of arole can be defined and administered separately, by different AAs;
—  role membership, just as any other privilege; may be delegated; and
— roles and membership may be assigned’any suitable lifetime.

If the role assignment certificate is an attribute certificate, the role attribute is contained in the attrifutes
comppnent of the attribute certificate. If the nole assignment certificate is a public-key certificate, the role attriute is
contalned in the subjectbirectoryAttributes extension. In the latter case, any additional privileges contained in
the piiblic-key certificate are privilegés:that are directly assigned to the certificate subject, not privileges assigned|to the
role.

Thus| a privilege asserter may. présent a role assignment certificate to the privilege verifier demonstrating only that the
privilpge asserter has a particular role (e.g., "manager”, or "purchaser"). The privilege verifier may know a prigri, or
may have to discover by other means, the privileges associated with the asserted role in order to make a pass/fail
authorization decision.Fhe role specification certificate can be used for this purpose.

A priyilege verifief needs to have an understanding of the privileges specified for the role. The assignment of [those
privileges to<thefole may be done within the PMI in a role specification certificate or outside the PMI (e.g., lpcally
configured)\1f the role privileges are asserted in a role specification certificate, mechanisms for linking that certificate
With he relevant role assignment certlfrcate for the privilege asserter are provrded inthis Drrectory Specrfrcatron A role
o , ate+day be
mdependent of the issuer of the role specrfrcatlon certrfrcate and these may be admi nrstered (expired, revoked, and so
on) entirely separately. The same certificate (attribute certificate or public-key certificate) can be a role assignment
certificate, as well as contain assignment of other privileges directly to the same individual. However, a role
specification certificate shall be a separate certificate.
NOTE —The use of roles within an authorization framework can increase the complexity of path processing, because such
functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment
certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.
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145.1 Roleattribute

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Directory Specification. The single exception to thisis an attribute defined here for the assignment of a holder to arole.
The specification of values for the role attribute is outside the scope of this Directory Specification.

role

ATTRIBUTE ::= {

WITH SYNTAX RoleSyntax

ID id-at-role }

RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,

}

This ;Lrivilege attribute may be used to populate the attributes field of arole assignment certificate or to populate the

hold

If thd

popullate the subjectDirectoryAttributes extension of that public-key certificate.

Whe

role
certif

If ro

br field of arole specification or group attribute certificate, or both.

role assignment certificate is a public-key certificate rather than an AC, the role attributeay be used to

the role atribute is used to populate the attributes field of a role assignment certificatg, the
huthority, if present, identifies the recognized authority that is responsible for issuing the role specifigation
cate. If there are multiple occurrences of GeneralName, they shall all be alternativedames for the same authority.

Speci
the p
thisc

If ro
role

wheré arole specification certificate was used to assign privilegesto therole.

The o
privil
shall

Whe
prese
are m
the id
mean
this ¢
certif

assig]xed to the role, at least one of the names in roleAuthority shall be present in the issuer field of that role

leAuthority iS present, and a privilege verifier uses a role specification certificate to determine the privjleges

ication certificate. If the privilege verifier has used means other than a role specification certificate to determine
ivileges assigned to the role, mechanisms to ensure that those privileges were assigned by an authority named in
bmponent are outside the scope of this Directory Specification.

leauthority is absent, the identity of the responsible authority: shall be determined through other means. The
EpecCertIdentifier extension in arole assignment certifieate is one way to achieve this binding, in the case

oleName component identifies the role to which théholder of this role assignment certificate is assignedl. If a
bge verifier uses a role specification certificate tedetermine the privileges assigned to that role, this rolelname
bl SO appear in the holder field of the role specification certificate.

the role attribute is used to populate the'holder field of a group attribute certificate, the roleauthorilty, if
nt, identifies the recognized authorities-that are responsible for issuing role assignment certificates to holderp who
embers of the group being assigned. the’attributes in this group attribute certificate. If roleauthority is gosent,
entity of the responsible authorities to issue the role assignment certificates shall be determined through| other
5. The roleName component identifies the role(s) of the group of holders who are being assigned the attribytes in
roup attribute certificate. This roleName shall also appear in the attributes field of the role assignment
cates of the group of holders who are being assigned the attributes in this group attribute certificate. Wherd more

than

assig
Wher
attrib

14.6

ne role value is present/in roleName, a group member must be assigned al the role values (in one or morje role
ment certificates)-inorder to be assigned the attributes in this group attribute certificate.

the role attribute is used to populate both the holder field and the attributes field, thisis a role mgpping
ite certificate!

Recognition of Authority Model

Figur
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Figure 6 — The control model for a singledomain PM|

The PMI policy contains information that directs the PDP in making its access control“decisions. This information
typically includes data about the trusted SOA, the delegation rules, which attributes.are known and used, and which
privilpges are needed to gain access to which resources, etc. The policy informatior’may be statically configured into

the PPP, or may be dynamically obtained, for example, by passing a protectediprivilege policy attribute certifigate to
the PDP.

In orfler to support federations between organizations, and the construction of dynamic virtual organizationg it is
essenjial that PMIs can be plugged together, so that attribute certificates issued in one domain can be used effectiviely in
another PMI domain to gain access to its resources. Otherwise, the'second PMI domain will have to issue another|set of
attribyite certificates to the users of the first domain. Thisis both.inefficient and cumbersome for the users to manage.

Recognition of Authority is the feature that will facilitate the rapid integration of PMIs from different domains jnto a
single federated PMI.
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FigL&j\ Two federated PM | domains

In Figure 7, the user, who is a m@ of the TopLeft domain, wishes to access the resources of the Botton

i e BottomRight domain directly, or his or her request may be relayed K
eft domain. Either way, the PDP in the BottomRight domain needs to understal
ain, and the BottomRight policy needs to tell the BottomRight PDP whether th
e requested resource or not.

suffigient to grant access(@

The JOA inthe tru@local) domain (e.g., the BottomRight domain) needs to update its policy so that the SOA
remote domain ?* he TopLeft domain) becomes trusted or recognized. The local policy can be updated in (at
one of two w.

access control decisions;

Right
y the
hd the
by are

of the
least)

aking

,Q)?* atically, by adding extra information into the policy that is loaded into the local PDP prior to it n

b) dynamically, by issuing a new supplementary policy that adds additional information to the current
policy. This dynamic addition to the local policy could be by the local SOA issuing a policy AC to the
remote SOA or by the local SOA issuing an administrative role AC to the remote SOA so that the remote
SOA may issue its own policy AC. In both cases, these need to be read in by the local PDP prior to

validating arequest from a user of the remote domain.
When the local SOA issues a policy AC to the remote SOA, it may be asfollows:
— theholder field identifies the SOA of the remote domain;
— theissuer field identifies the local SOA;

— the attributes of the AC are the union of all the privilege attributes that the remote SOA is trusted to
issue. If any of these privilege attributes are newly defined roles, then new role specification ACs may

also need to be issued;
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basicAttConstraints extension isincluded with authority Set to TRUE to indicate that the remote
SOA isan AA. Path length constraint (pathLenConstraint) iS Set as appropriate to indicate the length
of the delegation chain that is allowed in the remote domain;

holderNameConstraints may be set to limit the name forms and namespaces in which the remote
SOA can assign privilege attributes to users;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

When the local SOA issues an administrative role AC to the remote SOA, it may work as follows:

A de

A dd

B

2)

3

4)

bgated role specification AC comprises:

bgated-attribute mapping policy AC comprises:

FhetocaSOA defimesamadmimistrative Toteforthetocat domarmand-thepermissions that may  be
administered by this administrative role. This may be defined in a role specification AC inwhi¢h the
holder is the administrative role and the attribute is the permission attribute (defined in.cdlause 14.8.1
below). The set of permissions for an administrative role is called the administrative iscope [of an
administrative role. These permissions may aso be assigned to local roles, so that userswith thesg local
roles will inherit these permissions. Issuing an administrative role specification)»AC alows remote
administrators to learn their administrative scope.

The local SOA delegates this administrative role to the remote SOA by issuing a role assignment AC to
the remote SOA containing the assigned administrative role. The remote SOA may aso be alowed to
delegate the administrative role to other administrators in the remote domain, as determingd by
pathLenConstraint inthebasicAttConstraints extension intherole assignment AC.

as an entity able to issue two types of delegated policy AC, either a delegated role specification AC or a
delegated attribute mapping AC. In a delegated role specification AC, the remote SOA (or AA) directly
assigns the permissions from the administrative scope to.new remotely defined attributes as destribed
below. In a delegated attribute mapping AC, new remotely defined attributes are mapped into eXisting
local roles as described below.

In order to ensure that the remote SOA (or AA).eannot overstep its delegated authority, the authorigzation
system has to validate that the privileges-stated or implied by a delegated policy AC lie with|n the
administrative scope defined for the administrative role. If they do, the delegated policy AC is accepted,
and its policy rules become dynamically incorporated into the local SOA's policy. If they do ngt, the
delegated policy AC isrgected, andits policy ruleswill be ignored.

The remote SOA (or subordinate AA) that has been assigned thisadministrative role is now reco?:nized

the holder is the newly specified remote role;
the issuer field identifiesthe remote SOA (or AA) of the remote domain that issued this AC;

the attributes of the AC are the privileges that will be assigned to users in the remote domain wiho are
assigned the remote role;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may
be assigned-these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holdefs can
beassigned which sets of remotely defined privilege attributes.

the holder and the issuer field identify the remote SOA (or AA) of the remote domain that issugd this

AC:
o

the attributes field is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may
be assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings iS Set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.
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The remote SOA will subsequently issue privilege attribute ACs to end users and/or to AAs in its domain. Whether the
remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation chain, may be set by
the pathLenConstraint in the AC issued to the remote SOA. The privilege attributes in the ACs issued by the
remote SOA may contain either:

—  permissions that are understood by the PDPsin the local domain; or
—  roleswhich may or may not be understood by the PDPsin the local domain.

When an AC contains roles that are not understood by the local PDPs, the latter must know how to map these unknown
rolesinto local permissions. This can be achieved in at least one of four ways. If the local SOA knows what these roles
are likely to be prior to recognizing the remote SOA, then if it issues a policy AC to the remote SOA an attribute
mapping extension can be placed in the policy AC issued to the remote SOA, or aternatively attribute mapping rules
can be added into the policy loaded by the local PDP. If the remote roles are not known prior to recognizing the remote
SOA, ~ o T e ST T ' T = e ~ T T XtanNs

inthg ACs that it issues to its users.

If thelremote SOA issues an attribute mapping policy AC, this should contain:

— aholder and issuer name which is that of the remote SOA;

— theattributesfield isnull;

— attributeMappings extension set to describe the attribute mappings.
NOTE — A remote SOA should not issue an attribute mapping AC in which both the holder and attributes are roles, singe this
type of attribute mapping should be issued by the local SOA only.

This gttribute mapping policy AC needs to be made available to the local PDPs at-decision time. This can be dgne by
either storing the policy AC in the directory entry of the remote SOA and giving the local PDPs read access to |t (the
pull model) or by including the policy AC in the set of ACs presented by-the‘remote user when accessing the local
resoufce (the push model).

14.7( XML privilegeinformation attribute

The gpecification of privileges is generally an application-specific issue that is outside the scope of this Dirgctory
Specification. While this attribute does not define any specific-privilege information, it provides a container attriute in
which XML-encoded privileges can be conveyed in attribute certificates.

xmlPfivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegeInfo .}

The XML schema for the role attribute type.can be defined either with ASN.1 or with XML Schema Definition (X[SD).
The XML contained within the uTF8stxing heeds to be self-identifying.

The fpllowing is an ASN.1 schemaydefining an XML role attribute type. It is followed by an XSD specification for the
samejattribute type, and by an‘éxample XML instance. The example instance is avalid instance for both the ASN|1 and
the X|SD schema instances, @nd can be validated by either ASN.1 or XSD tools.

The gxample schema defines arole attribute with an 1D, an issuing authority and the name of therole.

CERT[[FICATE-ATTRIBUTE DEFINITIONS ::=

BEGIN

Role| : := [UNCAPITALIZED] SEQUENCE {
id [ATTRIBUTE] XML-ID,
aukhorities SEQUENCE (1..MAX) OF

name UTF8String }

XML-ID ::= UTF8String
END

The following XSD schemais an aternative (exactly equivalent) definition:

<schema xmlns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="ID"/>
complexType>
<sequence>
<element name="authorities">
<complexType>
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<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
</element>
</schema>

An example of an instance conforming to the above schema definitions, that would be a value of the
xMLPrivilegeInfo atribute typewould be:

<rolp—td=*123*=xmins=*irttpr//www.exampte.org/certificates/attribute®s

<apthorities>

cauthority>Fictitious Organization</authority>
</huthorities>
<npme>manager</name>

</rofle>

14.8 Permission attribute and matching rule

14.8.1 Permission attribute

This gttribute defines a general permission, which is an operation on an object, e.g,a’read operation on a file gbject.
The gpecification of values for the operations or objects is outside the scope of¢this Directory Specification. Note that
the names of both operations and objects are case sensitive.

permfission ATTRIBUTE ::= {
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }

DualBtringSyntax ::= SEQUENCE ({
oppration [0] UnboundedDirectoryString,
objject [1] UnboundedDirectoryString,

-}

The germission attribute is intended to be usedto.populate the attributes field of an attribute certificate and|is not
intengled for storing as an attribute of a directery-entry.

14.8.2 Dual string matching rule
The qualstringMatch matching fulg'is a case sensitive matching rule and is defined as follows:
dualptringMatch MATCHING:RULE ::= {

SYNTAX DualStringSyntax
ID id-mr-dudlStringMatch }

The qualstringMatcH matching rule performs a case sensitive comparison for equality between a pair of pregented
strings and an attribute value of type bualstringSyntax, in which the first presented string is the operation apd the
second presented.string is the object.

15 L =Privilege management certificate extensions

The following certificate extensions may be included in certificates for the purposes of privilege management. Along
with the definition of the extensions themselves, the rules for certificate types in which the extension may be present are
also provided.

With the exception of the SOA identifier extension, any of the extensions that may be included in a public-key
certificate shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key
certificate, that extension appliesto ALL privileges present in the subjectDirectoryAttributes extension.

Revacation lists used to publish revocation notices for attribute certificates (ACRLs and AARLS) may contain any CRL
or CRL entry extensions as defined for use in CRLs and CARLs in Section 2 of this Directory Specification.
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This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of
aprivilege.

b) Privilege revocation: These certificate extensions convey information regarding the location of
revocation status information.

c) Source of Authority: These certificate extensions relate to the trusted source of privilege assignment by a
verifier for agiven resource.

d) Roles: These certificate extensions convey information regarding the location of related role
specification certificates.

e) Dedegation: These certificate extensions alow constraints to be set on the subsequent delegation of
assigned privileges

f)  Recognition of Authority: These certificate extensions allow PMIs to be federated together.

151 Basic privilege management extensions

15.1.1 Requirements

The fpllowing requirements relate to basic privilege management:
a) Issuersneed to be able to place constraints on the time during which a privilege can be asserted.
b) Issuersneed to be able to target attribute certificates to specific serversiServices.

¢) It may be necessary for issuers to convey information intended fordisplay to privilege asserters and/or
privilege verifiers using the certificate.

d) Issuers may need to be able to place constraints on the-privilege policies with which the asgigned
privilege can be used.

€) Issuers may need to be able to issue an AC that can only.be asserted once within itslifetime.

f)  Issuers may need to be able to issue privilege aitributes to a group of entities that share a conmon
property.

15.1.2 Basic privilege management extension fields

The fpllowing extension fields are defined:
a) Time specification;

b) Targeting information;

c) User notice;

d) Acceptable privilegepalicies;
e) Indirect issuer;

f)  Singleuse;

g) GroupAC:

15.1.2.1 Time specification extension

15.1.2.1.1 Timéspecification extension definition

The fime‘specification extension can be used by an AA to restrict the specific periods of time during whig¢h the
privilpgeyassigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an
AA may Issue a certificate assigning privileges which can only be asserted between Monday and Friday and between
the hours of 9:00 am. and 5:00 p.m.. Another example, in the case of delegation, might be a manager delegating the
signing authority to a subordinate for the time that the manager will be away on vacation.

Thisfield is defined as follows:

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAS, to
entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be included in
certificates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as privilege
asserters.
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If this extension is present in a certificate issued to an entity that isan AA, it applies only to that entity's assertion of the
privileges contained in the certificate. It does not impact the time period during which the AA is able to issue
certificates.

Because this extension is effectively specifying arefinement on the validity period of the certificate that containsiit, this
extension shall be marked critical (i.e., the issuer, by including this extension, is explicitly defining the privilege
assignment to be invalid outside the time specified).

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.1.2.1.2 Time specification matching rule

The time specification matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

timekpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

This matching rule returns TRUE if the stored value contains the timeSpecification extensionyand’if compgnents
that are present in the presented value match the corresponding components of the stored value.

15.1.2.2 Targeting information extension

The tprgeting information extension enables the targeting of an attribute certificate to aspecific set of servers/services.
An atfribute certificate that contains this extension should only be usable at the specified servers/services.

This[eld is defined as follows.

targptingInformation EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1l..MAX) OF Targets
IDENTIFIED BY id-ce-targetInformation }

Targ[ts ::= SEQUENCE SIZE (1l..MAX) OF Target

Targpt ::= CHOICE {
tafgetName [0] GeneralName,
tafgetGroup [1] GeneralName,
tafgetCert [2] TargetCert,

-}

TargptCert ::= SEQUENCE {
tafgetCertificate IssuerSerial,
tafpgetName GeneralName, OPTIONAL,
cekrtDigestInfo ObjectDigestInfo OPTIONAL }

The fargetName component, if preSent, provides the name of target servers/services for which the containing attribute
certificate is targeted.

The targetGroup comporent, if present, provides the name of a target group for which the containing attribute
certificate is targeted. How the membership of atarget within a targetGroup is determined is outside the scope ¢f this
Directory Specification:

The gargetcert/component, if present, identifies target servers/services by reference to their certificate.

This pxtension may be present in attribute certificates issued by AAs, including SOAS, to entities that may fct as
privilpge-asserters, including other AAs and end-entities. This extension shall not be included in public-key certifficates
or in cttri i1 i TVi

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's
assertion of the privileges contained in the certificate. It does not impact the AA ability to issue certificates.

This extension is always critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
rejected.

If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.
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15.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

Thisfield is defined as follows:

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAS, to
entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be included in
certificates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as privilege

If thig extension is present in a certificate issued to an entity that is an AA, it applies only to that entity's assertion jof the
privilpges contained in the certificate. It does not impact the AA ability to issue certificates.

This ¢xtension may, at the option of the certificate issuer, be either critical or non-critical.
If thi$ extension is flagged critical, the user notices shall be displayed to a privilege verifier gach’time a privilgge is
assertied. If the privilege asserter supplies the attribute certificate to the privilege verifier (i.e., the'privilege verifier does

not retrieve it directly from arepository), the user notices shall also be displayed to the privilege asserter.

If thi$ extension is flagged non-critical, the privilege asserted in the certificate may de'granted by a privilege verifier
regardlless of whether or not the user notices were displayed to the privilege asserterand/or privilege verifier.

15.1.2.4 Acceptable privilege policies extension

The gcceptable privilege policies field is used to constrain the assertion of<the’assigned privileges for use with a specific
set of|privilege policies.

Thisfield is defined as follows:

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF PrivilegePolicy

This pxtension may be present in attribute certificates or public-key certificates issued by AAs, including SOAS, to
other|AAs or to end-entities. If this extension' is contained in a public-key certificate it relates only to the subject's
ability to act as a privilege asserter for the privileges contained in the subjectDirectoryAttributes extensior).

If pregent, this extension shall be flagged critical.

If thig extension is present and.the-privilege verifier understands it, the verifier shall ensure that the privilege poligy that
these|privileges are being compared to is one of those identified in this extension.

If thig extension is presefitpbut not understood by the privilege verifier, the certificate shall be rejected.

15.1.2.5 Single useextension

In sofne scenarios, an AA may wish to issue an AC that can only be asserted once to a relying party within the lifetime
of thg AC. The singleUse extension is defined as follows:

singlleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in ACsissued by AAs and SOAs to end-entities. This extension shall not be included in
public-key certificates or in attribute certificates issued to AAs.

This extension is always critical.

Any relying party that accepts asingleuse AC should keep arecord of at least the issuer and serial number of the AC,
until after the expiry date of the AC in order to ensure that the holder cannot use the AC again. Ideally, all relying
parties for which the AC is valid should have a coordination capability to ensure that the holder is not able to use the
singleUse certificate with multiple relying parties. Alternatively the issuer of the singleuse AC should include a
targetingInformation extension inthe AC to limit the relying parties at which the AC isvalid.
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15.1.2.6 Group AC extension

In some scenarios it might be required for an AA to issue an AC to agroup of entities that share a common property, for
example, a set of web servers or ateam of people, rather than to a single entity. Each group AC may be flagged as such
by adding the group AC extension into the AC.

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

This extension may or may not be critical. This extension shall only be added to end-entity ACs, and not to AA ACsor
PKCs.

15 2 Drivalonoarocvncatian Aviancianc
. =TTVt cTCvotatror—exteror

15.21 Requirements

The fpllowing requirements relate to the revocation of attribute certificates:

a) Inorder to control CRL sizes, it may be necessary to assign subsets of the set of all cettificates issyed by
one AA to different CRLs.

b) Attribute certificate issuers need to be able to indicate, in an attribute ceytificate, that no revogation
information is available for that certificate.

15.2.2  Privilegerevocation extension fields
The fpllowing extension fields are defined:

a) CRL distribution points;

b) No revocation information.
15.2.2.1 CRL distribution points extension

The CRL distribution points extension is defined in Section, 2'0f this Directory Specification, for use in public-key
certificates. This field may also be included in an attribute cextificate. It may be present in certificates issued to]AAS,
inclugling SOAs, aswell as certificates issued to end-entities.

If prgsent in a certificate, a privilege verifier shall process this extension in exactly the same manner as descrilped in
Section 2 for public-key certificates.

15.2.2.2 No revocation information extension

In sofme environments (e.g., where attribute certificates are issued with very short validity periods), there may nat be a
need o revoke certificates. An AA maysuse this extension to indicate that revocation status information is not prqvided
for th|s attribute certificate. This fieldis defined as follows:

noReyAvail EXTENSION :&=) {
SYNTAX NULL
IDENTIFIED BY id<ce-noRevAvail }

This extension may‘be-present in attribute certificates issued by AAs, including SOAS, to end-entities. This extgnsion
shall pot be included’in public-key certificates or in attribute certificates issued to AAS.

This gxtension.is always non-critical.

If thig extension is present in an attribute certificate, a privilege verifier need not seek revocation status informatioT.

153 Sour ce of Authority extensions

1531 Requirements
The following requirements relate to Sources of Authority:
a) Insomeenvironmentsthere is aneed for tight control by a CA, of the entities that can act as SOAS.

b) There is a need to make the valid syntax definitions and domination rules for privilege attributes
available by the responsible SOAs.
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15.3.2 SOA extension fields

The following extension fields are defined:
a) SOA identifier;
b) Attribute descriptor.

15.3.2.1 SOA identifier extension
15.3.2.1.1 SOA identifier extension definition

The SOA identifier extension indicates that the certificate subject may act as an SOA for the purposes of privilege
management. As such, the certificate subject may define attributes that assign privilege, issue attribute descriptor
certificates for those attributes and use the private-key corresponding to the certified public-key to issue certificates that

subjpctDirectoryAttributes extension containing the privileges.

In soime environments, this extension is not required and other mechanisms may be used to determine the entiti
may &ct as SOAs. This extension is required only in environments where tight centralized control by a CA 'is regui
manage the entities that act as SOAS.

Thisfield is defined asfollows:

sOAIflentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAIdentifier }

If thig$ extension is not present in a certificate, the subject/holder ability to act as.an SOA shall be determined by

Crosg-certification applies only to public-key certificates and not, to attribute certificates. Therefore, a cross-cert
issuedl to the CA that is the issuer of a certificate containing:the"SOA identifier extension does not provide trar
trust o the SOA identified in this extension.

This ¢xtension is always non-critical.

15.3.2.1.2 SOA identifier matchingrule

The JOA identifier matching rule compares a.presented value with an attribute value of type certificate.

sOAIflentifierMatch MATCHING-RULE. ::= {
SYNTAX NULL
ID id-mr-sOAIdentifierMatch }

This matching rule returns TRUE if the stored value contains an SOA ldentifier extension.
15.3.2.2 Attribute deseriptor extension

15.3.2.2.1 Attributedéescriptor extension definition

The gefinition.6f & privilege attribute, and the domination rules governing the subsequent delegation of that priy
are needed by privilege verifiers to ensure that authorization is done correctly. These definitions and rules
provigledto privilege verifiersin a variety of ways outside the scope of this Directory Specification (e.g., they n
locallly ‘eonfigured at the privilege verifier).
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This extension provides one mechanism that can be used by an SOA to make privilege attribute definitions and
associated domination rules available to privilege verifiers. An attribute certificate that contains this extension is called

an attribute descriptor certificate and is a specia type of attribute certificate. Although syntactically identical
AttributeCertificate, an attribute descriptor certificate:

—  contains an empty SEQUENCE initSattributes field;
— isasef-issued certificate (i.e., the issuer and holder are the same entity); and
— includes the attribute descriptor extension.
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Thisfield is defined asfollows:
attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax

IDENTIFIED BY {id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,

attributeSyntax OCTET STRING(SIZE (1..MAX)),

name [0] AttributeName OPTIONAL,

description [1] AttributeDescription OPTIONAL,

dominationRule PrivilegePolicyIdentifier,
AttrfibuteTIdentifier ::= ATIRIBUTE.&I1Id({AttributeIDsj})
AttrlibuteIDs ATTRIBUTE ::= {...}

Attr
Attr
Priv
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The dttributeSyntax component contains the ASN.1 definition of the-attribute's syntax. Such an ASN.1 defi
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15.3.3

ibuteName ::= UTF8String(SIZE (1..MAX))
ibuteDescription ::= UTF8String(SIZE (1..MAX))

ilegePolicyIdentifier ::= SEQUENCE {
ivilegePolicy PrivilegePolicy,
ivPolSyntax InfoSyntax,

-}

dentifier component of avalue of the attributeDescriptor extension is the object identifier ident|
ribute type.

be given as specified for the information component of the.Matching Rules operational attribute defin
TU-T X.501 | ISO/IEC 9594-2.

ame component optionally contains a user-friendly name.by-which the attribute may be recognized.
escription component optionally contains a user-friendly description of the attribute.

ominationRule component specifies, for the attribute, what it means for a delegated privilege to be "less|
prresponding privilege held by the delegator” The privilegePolicy component identifies the instar]
bge policy that contains the rules, by its-object identifier. The privPolsSyntax component contains eith
bge policy itself or a pointer to a location'where it can be located. If a pointer is included, an optional hash
bge policy can aso be included to allow an integrity check on the referenced privilege policy.

bxtension may only be present-inattribute descriptor certificates. This extension shall not be present in publ
cates or in attribute certificates-other than self-issued certificates of SOAS.

bxtension shall always be.non-critical.

is a means by, which the universal constraint of delegating "down" can be understood and enforced
tructure. In..the Directory, attribute certificates that contain this extension would be stored i
i buteDescriptorCertificate atribute of the SOA's directory entry.

p 2.2 Attribute descriptor matching rule
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ttribute descriptor Cextificate, created by the SOA at the time of creation/definition of the corresponding atfribute
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The

pitribute descriptor matching rule compares for equality a presented value with an attribute value off type

AttributeCertificate.

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax

ID

id-mr-attDescriptorMatch }

This matching rule returns TRUE if the stored value containsthe attributebescriptor extension and if components
that are present in the presented value match the corresponding components of the stored value.
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154.1 Requirements

The following requirement relates to roles:

— If a certificate is a role assignment certificate, a privilege verifier needs to be able to locate the
corresponding role specification certificate that contains the specific privileges assigned to the role itself.

15.4.2 Roleextension fields

The following extension field is defined:
— Role specification certificate identifier.

15.4. 77T Rofespecification cartificate iaentifier extension

15.4.2.1.1 Role specification certificate identifier extension definition

This extension may be used by an AA as a pointer to a role specification certificate that contains thegassignment of
privilegesto arole. It may be present in arole assignment certificate (i.e., a certificate that contains the’role attriljute).

A privilege verifier, when dealing with arole assignment certificate, needs to obtain the set of privileges of that folein
order|to determine whether to pass or fail the verification. If the privileges were assigned to the role in @ role
specification certificate, thisfield may be used to locate that certificate.

Thisfield is defined as follows:

roleppecCertIdentifier EXTENSION ::= {
TAX RoleSpecCertIdentifierSyntax
NTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleppecCertIdentifierSyntax ::=

SERQUENCE SIZE (1l..MAX) OF RoleSpecCertIdentifier
RolepPpecCertIdentifier ::= SEQUENCE ({

rol[leName [0] GeneralName,

rolleCertIssuer [1] GeneralName,

rolleCertSerialNumber [2] CertificateSexialNumber OPTIONAL,

rofleCertLocator [3] GeneralNames OPTIONAL,

}

The toleName identifies the role. This name’would be the same as that in the holder component of the role
specification certificate being referenced by-this extension.

The golecertIssuer identifies the AA that issued the referenced role specification certificate.

The golecertserialNumber, if present, contains the serial number of the role specification certificate. Note that if
the privileges assigned to therole itself change, then a new role specification certificate would be issued to the role.
Any gertificates that contaifrthis extension, including the rolecertSerialNumber component, would then need to be
replaged by certificates-that referenced the new serial number. Although this behaviour is required in|some
envirpnments, it is undesirable in many others. Typically, this component would be absent, enabling automatic upglating
of the privileges assigned to the role itsalf, without impacting the role assignment certificates.

The jolecextLocator, if present, contains information that can be used to locate the role specification certificate.

This pxtension may be present in role assignment certificates that are attribute certificates or public-key certificates
issued by AAs, including SOAS, to other AAs or to end-entity privilege holders. This extension shall not be inclugled in
certificates that contain the SOA identifier extension.

If present, this extension can be used by a privilege verifier to locate the role specification certificate.

If this extension is not present, either:
a) other meanswill be used to locate the role specification certificate; or

b) mechanisms other than arole specification certificate were used to assign privileges to the role (e.g., role
privileges may be locally configured at the privilege verifier).

This extension is always non-critical.
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15.4.2.1.2 Role specification certificate |D matching rule

The role specification certificate identifier matching rule compares for equality a presented value with an attribute value
of typeattributeCertificate.

roleSpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

This matching rule returns TRUE if the stored value contains the rolespecCertIdentifier extension and if
components that are present in the presented value match the corresponding components of the stored value.

155 Delegation extensions

155.1 Requirements

The fpllowing requirements rel ate to the delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to proteet againg end-
entities establishing themselves as AAs without authorization. It also needs to be pessible for an AA to
limit the length of a subsequent delegation path.

b) An AA needs to be able to specify the appropriate name space within whichthedelegation of priyilege
can occur. Adherence to these constraints needs to be checkable by the privilege verifier.

¢) AnAA needsto be able to specify the acceptable certificate policies thatprivilege asserters further[down
a delegation path shall use to authenticate themselves when assertingaprivilege delegation by this fA.

d) A privilege verifier needs to be able to locate the corresponding attribute certificate for an issper to
ensure that the issuer had sufficient privilege to delegate the privilege in the current certificate.

€) Thereis arequirement for an independent Delegation Service (DS) to issue certificates that dgegate
privileges, whilst the DS server cannot itself act as a claimant for those privileges.

f)  An independent Delegation Service may wish to Tnsert the name of the authority that requestéd the
privilege assertion to be issued.

155.2 Delegation extension fields

The fpllowing extension fields are defined:

a) Basic attribute constraints;

b) Delegated name constraints;

c) Acceptable certificate policies;
d) Authority attribute idefitifier;
e) Indirect Issuer;

f)  Issued on behalf of;

g) No assertion:

15.5.2.1 Basic attribute constraints extension

15.5.2.1.1 Basic attribute constraints extension definition

This field indicates whether the subsequent delegation of the privileges assigned in the certificate containing this
extension.i's permitted. If so, a delegation path length constraint may also be specified.

Thisfield is defined as follows:

basicAttConstraints EXTENSION ::= {
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasicAttConstraintsSyntax ::= SEQUENCE {
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(0..MAX) OPTIONAL,
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The authority component indicates whether or not the holder is authorized to further delegate privilege. If
authority iS TRUE the holder is also an AA and is authorized to further delegate privilege, dependent on relevant
constraints. If authority iSFALSE, the holder is an end-entity and is not authorized to delegate the privilege.

The pathLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximum number
of AA certificates that may follow this certificate in a delegation path. Value o indicates that the subject of this
certificate may issue certificates only to end-entities and not to AAS. If N0 pathLenConstraint field appearsin any
certificate of a delegation path, there is no limit to the allowed length of the delegation path. Note that the constraint
takes effect beginning with the next certificate in the path. The constraint controls the number of AA certificates
between the AA certificate containing the constraint and end-entity certificate. The constraint restricts the length of the
segment of the delegation path between the certificate containing this extension and the end-entity certificate. It has no
impact on the number of AA certificates in the delegation path between the trust anchor and the certificate containing
this extension. Therefore, the length of a complete delegation path may exceed the maximum length of the segment
constfained by this extension. The constraint controls the number of AA certificates between the AA certificate
contalning the constraint and the end-entity certificate. Therefore, the total length of this segment of the path may
excegd the value of the constraint by as many as two certificates. (This includes the certificates at the two)endpoints of
the sggment plus the AA certificates between the two endpoints that are constrained by the value of this-éxtension.

This pxtension may be present in attribute certificates or public-key certificates issued by AAs including SOAS, to
other|AAs or to end-entities. This extension shall not be included in certificates that contain the SOA identifier
extension.

If this extension is present in an attribute certificate, and authority is TRUE, the elder is authorized to|issue
subsequent attribute certificates delegating the contained privileges to other entities, but not public-key certificates

If this extension is present in a public-key certificate, and if the basicCondtraints extension indicates thgt the
subjest isalso a CA, the subject is authorized to issue subsequent public-key, certificates that del egate these privileges to
other [entities, but not attribute certificates. If a path length constraint is incliided, the subject may only delegate Yvithin
the intersection of the constraint specified in this extension and any specifiéd in the basicConstraints extension. If
this extension is present in a public-key certificate but thebasicconstraints extension isabsent, or indicates that the
subjett is an end-entity, the subject is not authorized to delegate the'privileges.

This ¢xtension may, at the option of the certificate issuer, besé@ither critical or non-critical. It is recommended thg it be
flagged critical, otherwise a holder that is not authorized te\be an AA may issue certificates and the privilege verifier
may dnwittingly use such a certificate.

If thig extension is present and is flagged critical, then:

— if the value of authority is netSet to TRUE, then the delegated attribute shall not be used to further
delegate;
— if the value of authority iS Set to TRUE and pathLenConstraint iS present, then the privilege
verifier shall check-that the delegation path being processed is consistent with the valte of

pathLenConstraint:

If thig extension is present, flagged non-critical, and is not recognized by the privilege verifier, then that system should
use other means to determine.if the delegated attribute may be used to further delegate.

If thig extension is not‘present, or if the extension is present with an empty sEQUENCE value, the holder is constraihed to
being| only an end-entity and not an attribute authority and no delegation of the privileges contained in the atfribute
certificate is peymitted by the holder.

15.5.2.1.2, Basic attribute constraints matching rule

The hyasi© attribute constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value containsthe basicAttConstraints extension and if components
that are present in the presented value match the corresponding components of the stored value.
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15.5.2.2 Delegated name constraints extension

15.5.2.2.1 Delegated name constraints extension definition

The delegated name constraints field indicates a name space within which all holder names in subsequent certificates in
a delegation path need to be located.

Thisfield is defined as follows:

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension for public-key certificates. If

CEFRT R V- HI-S=Y") af ol tha atteiba oot finatac tociind Ihhy tha halday A A il o cnt AN G nth
permittedSubtrees=s—t5present—o-aH-the-attrbute-certteates+ssoed-by-thre-hotder—AA—and wuwu\,l =S [

delegftion path, only those attribute certificates with holder names within these subtrees are acceptaldle. If
excliidedSubtrees iS present, any attribute certificate issued by the holder AA or subsequent AAs in thedelegation
path |that has a holder name within these subtrees is unacceptable. If both permittedSubtreed and
excliidedSubtrees are present and the name spaces overlap, the exclusion statement takes precedence.

This pxtension may be present in attribute certificates or public-key certificates issued by AAS;hcluding SOAS, to
other|AAs. This extension shall not be included in certificates issued to end-entities or certificates that contain thg SOA
identifier extension.

If thif extension is present in a public-key certificate, and if the nameConstraints\extension is aso present, the
subjett may only delegate within the intersection of the constraint specified in thiS‘extension and that specified jn the
namefonstraints extension.

This gxtension may, at the option of the attribute certificate issuer, be eithet.critical or non-critical. It is recommended
that if be flagged critical, otherwise an attribute relying party may not echeck that subsequent attribute certificatgs in a
delegption path are located in the name space intended by the issuing AAS

15.5.2.2.2 Delegated name constraints matching rule

The delegated name constraints matching rule compares for ‘equality a presented value with an attribute value of type
AttrfibuteCertificate.

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

This matching rule returns TRUE if the stored value contains the attributeNameConstraints extension and if
comppnents that are present in the presented value match the corresponding components of the stored value.

15.5.2.3 Acceptable certificate pdligies extension

15.5.2.3.1 Acceptable certificate policies extension definition

The gcceptable certificate™policies field is used, in delegation with attribute certificates, to control the acceptable
certificate policies underwhich the public-key certificates for subsequent holders in a delegation path need to have been
issuedl. By enumerating’a set of policies in this field, an AA is requiring that subsequent issuers in a delegation path
only Helegate the ‘contained privileges to holders that have public-key certificates issued under one or more pf the
enumgrated certificate policies. The policies listed here are not policies under which the attribute certificate was igsued,
but policiesunder which acceptable public-key certificates for subsegquent holders need to have been issued.

Thisfiéld)is defined as follows:

acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF CertPolicyId

CertPolicyId ::= OBJECT IDENTIFIER
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This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This
extension shall not be included in end-entity attribute certificates or in any public-key certificates. In the case of
delegation using public-key certificates, this same functionality is provided by the certificatePolicies and other
related extensions.

If present, this extension shall be flagged critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that all subsequent privilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.5.2.3.2 Acceptable certificate policies matching rule

ceptable certificate policies matching rule compares for equality a presented value with an attribute valuedf type
ibuteCertificate.

tableCertPoliciesMatch MATCHING-RULE ::= {
TAX AcceptableCertPoliciesSyntax
id-mr-acceptableCertPoliciesMatch }

atching rule returns TRUE if the stored value contains the acceptableCertPelicies extension and if
nents that are present in the presented value match the corresponding components of the stored value.

2.4 Authority attributeidentifier extension

.2.4.1 Authority attributeidentifier extension definition

ivilege delegation, an AA that delegates privileges shall itself have at-least the same privilege and the authofity to
ethat privilege. An AA that is delegating privilege to another AAn0rt0 an end-entity may place this extengion in
the AJA or end-entity certificate that it issues. The extension is a back.pointer to the certificate in which the issuer jof the
certif{cate containing the extension was assigned its corresponding.privilege. The extension can be used by a priyilege
to ensure that the issuing AA had sufficient privilege o be able to delegate to the holder of the certificate
contalning this extension.

Thisfield is defined as follows:

authprityAttributeIdentifier EXTENSION (f:= {
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeIdentifier} }

AuthprityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId

AuthAttId ::= IssuerSerial

A cerfificate that contains this extension may include the delegation of multiple privileges to the certificate holder.|If the
assignment of those privileges.to the AA that issued this certificate was done in more than one certificate, thgn this
extension would include piere than one pointer.

This gxtension may bepresent in attribute certificates or public-key certificates issued by AAsto other AAs or to end-
entity] privilege helders. This extension shall not be included in certificates issued by an SOA or in public-key
certif{cates that<ontain the SOA identifier extension.

This gxtension'is always non-critical.

15.5.2.4.2 AA identifier matching rule

The authority attribute identifier matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

authAttIdMatch MATCHING-RULE ::= {
SYNTAX AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }

This matching rule returns TRUE if the stored value contains the authorityAttributeIdentifier extension and if
components that are present in the presented value match the corresponding components of the stored value.
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15.5.2.5 Indirect issuer extension

In some environments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS server issue
a certificate delegating privilege on their behalf to another entity. The indirect issuer field is used in either an attribute
certificate or a public-key certificate issued to aDS server by an SOA. Presence of this extension means that the subject
AA (the DS server) is authorized by that SOA to act as a proxy and issue certificates that delegate privilege, on behalf
of other delegators.

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

This extension is always non-critical.

The presemce—of —this—extensiom—withim—arm —attribute—certificate—mey —be—determited—by —epptying  the

extehsionPresenceMatch matching rule.

15.5.2.6 |ssued on behalf of extension

This gxtension is inserted into an AC by an indirect issuer (DS server). It indicates the AA that has,requested the DS
servey to issue the AC, and allows the delegation chain to be constructed and validated.

issupdOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The deneralName isthe name of the AA who has asked the indirect issuer (DS server) to issue thisAC.

Theigsuer of this AC must have been granted the privilege to issue ACs on behalf of other AAs by an SOA, through the
IndikectIssuer extensioninits AC.

This gxtension may be critical or non-critical as necessary to ensure del egation path validation.

15.5.2.7 No assertion extension

If present, this extension indicates that the AC holder cannot*assert the privileges indicated in the attributes of the AC.
This field can only be inserted into AA ACs, and not inta-end-entity ACs. If present, this extension shall aways be
marked as being critical .

noAspertion EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion\}

15.6 Recognition of Authority Extensions

15.6.1 Requirements

The fpllowing requirementsrelate to recognition of authority:

a) thelocal SOA may wish to specify how attributes assigned in a remote domain are mapped intd roles
knowntorelying parties in the local domain;

b) the'loca SOA may want to constrain which privilege attributes a remote SOA s trusted to ass|gn to
which users;

c)\~the local SOA may need to be able to constrain the name forms and name spaces within which a remote
SOA can assign privilege attributes to users.

15.6.2 ROA extension fields

The following extension fields are defined:
a) Allowed attribute assignments;
b) Attribute mappings;
c) Holder name constraints.
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15.6.2.1 Allowed attribute assignments extension

This extension says which privilege attributes a remote domain SOA is trusted to issue to whom.

allowedAttributeAssignments EXTENSION ::= {
SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttAss }

AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [0] AttributeType,

attributeTypeandValues [1] Attribute{{SupportedAttributes}},

I

holderDomain [1] GeneralName,

defin
have
doma

All th
certif
is not
const
const

If thig
15.6.4

J
EachEIowed attribute assignment comprises a set of attribute types and/or values, together with the name space

the holder domain. Of the name forms available through the GeneralName type, only those name-forn
A well-defined hierarchical structure may be used for the holder domain. The value that is specified for the
n forms the superior node of a subtree within which all the holder names must fall.

cate. If an attribute is specified in this extension, but it is not in the attributes component, then it isignored
trusted). If an attribute is in the attributes component, but not in this extension, thendt 1Strusted and has no f
aints on the holders to which it can be issued (other than that which might optionally be specified in the
aints extension).

extension is present, it shall be flagged as being critical.

.2 Attribute mappings extension

This ¢xtension says how the attributes in the remote, trusted domain map'into attributesin the local domain.

attr

ibuteMappings EXTENSION ::= {

SYNTAX AttributeMappings

ID

Attr
ty

ty!

An at

Wher
equiv
N

Whe
unde]

N

ENTIFIED BY id-ce-attributeMappings }

ibuteMappings ::= SET OF CHOICE {
beMappings [0] SEQUENCE {

local [0] AttributeType,
Femote [1] AttributeType,

L ..},

beValueMappings [1] SEQUENCE-A{

local [0] AttributeTypeAndValue,
Femote [1] ,AttributeTypeAndValue,

..} }
ribute mapping can be &t the type or value level.

plent attribute value in the local domain.
DTE 1 — Attributé,value mappings may have a many-to-many relationship.
attribute.mapping is at the attribute type level, al the values assigned in the remote domain must alres
stood by,and have an equal valuein, the local domain.
DFE 2— This attribute mapping is a one-to-one mapping.

vhich
s that
holder

e allowed attributes specified in this extension should also be specified in the attributes component of the atjri bute

i.e, it
Urther
name

attribute mapping’is+at the attribute value level, each attribute value in the remote domain is mapped ifto an

dy be

15.6.2.3 Holder name constraints extension

This extension constrains the name forms and name spaces in which a subordinate AA or a remote SOA and its
subordinate AAs can issue ACs.

This extension indicates that constraints are being placed on the name forms and name spaces of all name formsin ACs
issued by this AA and all subsequent AAsin the AC chain. If this extension is absent from al ACsin an AC chain, then
no constraints are placed on any name spaces in the AC chain. If this extension is present in an AC certificate, then
constraints are automatically placed on the name spaces of every name form in the AC chain from this point onwards,
regardless of whether the name form is explicitly included in the extension or not, i.e., the default constraint on each

name
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form excludes the entire name space.
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NOTE — Because there can be an unbounded set of registeredlD name forms, then it is not possible for new name forms to be
unconstrained once this extension is present, without the name form being explicitly included in this extension via a permitted
subtree.

Thisf

ield is defined asfollows:

holderNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

-}

Gene

Gene

bage GeneralName,
inimum [0] BaseDistance DEFAULT 0,

ma.

Base

The g
more

optionally, within that subtree, an areathat is bounded by upper and/or lower levels.

An &

ralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

ralSubtree ::= SEQUENCE ({

kimum [1] BaseDistance OPTIONAL,
Distance ::= INTEGER(0..MAX)

ermittedSubtrees and excludedSubtrees cOmponents each specify one @rmore naming subtrees of
name forms. Each subtree is defined by the name of the root of the subtree, i.e., the base component

npty DN sequence is equivalent to awildcard and means that all DNsfall within the subtree.

com
corr
exclu

The gaximum component specifies the lower bound of the-area within the subtree. All names whose last compor

bel ow
top o

the sybtree. For example, if maximum iS set to ene, then the naming subtree excludes all nodes except the subtre

and it

Thep
forms
certif
space
name

The
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but th

C=GB and the éxc1udedsubtrees Will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedSubtre

presel
precey

The i;i.nimum component specifies the upper bound of the area within the subtree. All names whose final

onds to the base, i.e., the top node of the subtree. For example, if minimum iS Set to one, then the naming
Hes the base node but includes subordinate nodes.

the level specified are not contained within the aréa” A value of maximum of zero corresponds to the base, i.
the subtree. An absent maximum component indicates that no lower limit should be imposed on the area

5 immediate subordinates.

ermittedSubtrees component is:used to reduce the constraints placed on the name spaces of one or more]
. Since the entire name space of.each form is automatically fully excluded when this extension appearsin g
cate, the permittedsubtreles)Component describes the name space(s) that is(are) permitted. If an entire
of a particular name form ‘is'to be permitted, this is achieved by setting the base component to the root
space.

i t tedSubtreesy For example, if in the ITU-T X.500 distinguished name space, the subtree C=GB is pern
e subtrees C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedsubtrees Will be

it and_itS’ name spaces overlap with the permittedsubtrees, the excludedSubtrees Statement
Hence.
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certificate to be acceptable. When a certificate holder has multiple names of the same name form then all such names
shall be located in the permitted name space of that name form for the certificate to be acceptable. When a certificate
holder has multiple namesin different name forms, each name shall be located in the permitted name space of that name
form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined
hierarchical structure may be used in these fields.

The directoryName name form satisfies this requirement; when using this name form, a naming subtree corresponds
to aDIT subtree. An AC is considered subordinate to the base (and therefore a candidate to be within the subtree) if the
sequence of RDNs, which forms the full DN in base, matches the initial sequence of the same number of RDNs which
forms the first part of the DN of the holder of the AC. The DN of the holder of the certificate may have additional
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trailing RDNs in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching ruleis
used to compare the value of base with the initial sequence of RDNs in the DN of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If an AC using implementation
does not recognize a name form used in any base component, and

— that name form also occurs in the holder field of a subsequent AC in the chain, then that AC shall be
handled asif an unrecognized critical extension had been encountered; or

— that name form does not occur in the holder field of a subsequent AC in the chain, then this name form
can beignored.

If an AC using implementation does not recognize a name form that occurs in the holder field of a subsequent AC in
the chain from that in which this extension appeared, but that name form does not occur in any base component of this

P +la oot A ol Ll 1l H i |
extensronthenthat-AC-sharberefectes:

This gxtension shall always be critical.

An A[C using system shall check that the attribute certification path being processed is within the constraints specified
by th¢ valuein this extension.

15.6.2.4 Relationship of delegated name constraintsto holder name constraints

The |delegatedNameConstraints extension described in clause 15.5.2.2 has thé same semantics as the
namefonstraints extension of public-key certificates, which is that every name form.is’allowed unless speciflically
constfained. The holderNameConstraints extension on the other hand, whilst having the same syntax, hgs the
opposite semantics, which is that, once the extension is present, every name form is denied unless specifically
permitted. If both the delegatedNameConstraints extension and the holderNameConstraints extension gppear
in thg same AC, then the excluded name spaces are the union of the excluded.name spaces from both extensions, Whilst
the included name spaces are the intersection of the name spaces from both extensions.

16 Privilege path processing procedure

Privilege path processing is carried out by a privilege verifier: The path processing rules for attribute certificates are
someyvhat analogous to those for public-key certificates.

Other] components of the path processing that are not addressed in this clause include verification of certificate
signajures, validation of certificate validity periods, etc.

For privilege paths consisting of a single cerfificate (i.e., the privileges were assigned directly to the privilege agserter
by th¢ SOA), only the basic procedure, as described in clause 16.1 below is required, unless the privilege is assighed to
arolg. In that case, if the privilege verifier is not configured with the specific privileges of the role, it may ng¢ed to
obtainn the role specification certificatethat assigns the specific privileges to the role as described in clause 16.2 helow.
If theg privilege asserter was delegated its privilege by an intermediary AA, then the delegation path procedEe in

clausg 16.3 is also required. /Fhese procedures are not performed sequentially. The role processing procedure and
delegption processing procedure are done prior to the determination of whether or not the asserted privileges are
suffidient for the context(of, use within the basic procedure.

The dignature-on’every certificate in the path shall be verified. Procedures related to validating signatures and public-
ifi i ity i path,
using| the procedures of clause 10 Note that checkmg the signature on an attrlbute cert|f|cate neceﬁsarlly |n olves

§ y ' Ay : cates,
path processing engines will need to consi der elements of both the PMI and the PK1 in the course of determ| ning the
ultimate validity of a privilege asserter's attribute certificate. Not all AC issuers need have PKCs issued by the same
trust anchor CA (or one of its subordinate CAs), in which case multiple PKI certification paths will need to be followed.
Once that validity has been confirmed, the privileges contained in that certificate may be used depending on a
comparison with the relevant privilege policy and other information associated with the context in which the certificate
is being used.

The context of use shall determine if the privilege holder actually intended to assert the contained privilege for use with
that context. The fact that a chain of certificates to a trusted SOA existsis not in itself enough upon which to make this
determination. The willingness of the privilege holder to use that certificate has to be clearly indicated and verified.
However, mechanisms to ensure that such a privilege assertion has been adequately demonstrated by the privilege
holder are outside the scope of this Directory Specification. As an example, such a privilege assertion may be verifiable
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if the privilege holder signed areference to that certificate, thereby indicating their willingness to use that certificate for
that context.

For each attribute certificate in the path that does not contain the norevavail extension, the privilege verifier shall
ensure that the attribute certificate has not been revoked.

The privilege verifier shall ensure that the asserted privilege is valid for the time called "time of evaluation” which can
be done for any time, i.e., the current time of checking or any time in the past. In the context of an access control
service, the checking is always done for the present time. However, in the context of non-repudiation, the checking can
be done for atime in the past or the current time. When certificates are validated, the privilege verifier shall ensure that
the time of evaluation falls within al the validity periods of al the certificates used in the path. Also, if any of the
certificates in the path contain the timeSpecification extension, the constraints placed over the times the privilege
can be asserted need to also allow the privilege assertion to be valid at the time of evaluation.

If thd targetingInformation extension is present in the certificate used to assert a privilege, the privilegewgrifier
shall gheck that the server/service for which it is verifying isincluded in the list of targets.

If thel singleUse extension that is present in the AC is used to assert a privilege, the privilege verifiershall chegk that
the A[C has not been asserted prior to the current use.

If the| certificate is a role assignment certificate, the processing procedure described in clause 16:211s needed to ¢nsure
that the appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly by
the SPA trusted by the privilege verifier, the processing procedure described in clause16:3 is needed to ensure that
delegption was done properly.

The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of
use. The privilege policy establishes the rules for making this determination ‘and includes the specification gf any
envirpnmental variables that need to be considered. The privileges asserted, ‘iAcluding those resulting from the role
procedure in clause 16.2 and the delegation procedure in clause 16.3~and any relevant environmental varjables
ime of day or current account balance) are compared against the grivilege policy to determine whether or nat they
fficient for the context of use. If the acceptablePrivileégePolicies extension is present, the priyilege
on can only succeed if the privilege policy the privilege verifier is comparing against is one of those contaiped in
this ektension.

If the|comparison succeeds, any relevant user notices are provided to the privilege verifier.

16.2 Role processing procedure

If the asserted certificate is a role assignment Certificate, the privilege verifier shal obtain the specific privjleges
assigied to that role. The name of the roleto which the privilege asserter is assigned is contained in the role atE?bjute

of the certificate. The privilege verifier, if not already configured with the privileges of the named role, may nged to

locat¢ the role specification certificate that assigns the privileges to that role. Information in the role attribute @nd in

the r¢lespecCertIdentifier extension may be used to locate that certificate.

The grivileges assigned to therole are implicitly assigned to the privilege asserter and are therefore included amopg the
assertied privileges that areCeampared against the privilege policy in the basic procedure in clause 16.1 to detgmine
whether or not the assertediprivileges are sufficient for the context of use.

16.3 Delegation processing procedure

If the|privileges:asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall ¢nsure
that the pathds a valid delegation path, by ensuring that:

~ each AA that issued a certificate in the delegation path was authorized to do so;
— each certificate in the delegation path is valid with respect to path and name constraints imposed on it;

— each entity in the delegation path is authenticated with a public-key certificate that is valid according to
any imposed policy constraints;

— no AA delegation privilegeis greater than the privilege held by that AA.

In complex delegation-of-authority scenarios, where the delegations form a directed graph, with multiple trusted root
SOAs, it is possible for an AA to combine the privilege attributes it holds in two or more ACs and to delegate a
combination of these attributes to a subordinate in a single, delegated AC. Validating these split delegation paths in
directed graphs is much more complex than validating a simple path through a hierarchical tree of ACsthat lead from a
single root SOA. Implementations need to consider carefully whether to allow directed graph type delegations or to
limit delegations to a simple tree structure.
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Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these may be
provided by the privilege asserter, or obtained by the privilege verifier from another source, such as the Directory. The
attributes of the service may be provided to the privilege verifier in a structured document or by other means.

—  Established trust in the public verification key used to validate the trusted SOA's signature. This trust can
either be established through out-of-band means or through a public-key certificate issued to the SOA by
a CA in which the privilege verifier already has established trust. Such a certificate would contain the
sOAIdentifier extension.

— The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of their public-key certificate.

— Delegation path of certificates from the privilege asserter to the trusted SOA.

— Domination rule for the privilege being asserted; this may be obtained from the attribute descriptor
issued by the SOA responsible for the attribute in question or it may be obtained through out-of-band
means.

—  Privilege policy; this may be obtained from the Directory or from some out-of-band means!
—  Environmental variables, including for example, current date/time, current account balance, etc.

An implementation shall be functionally equivalent to the external behaviour resulting from this.procedure; however,
the ggorithm used by a particular implementation to derive the correct output(s) from ‘the given inputs {s not
standgrdized.

In thg case where attribute certificates are issued by an indirect issuer (DS), which doesnot have a full set of privileges
directly assigned to it, the relying party should fully validate the delegation chain asfoltows:

i)  Starting with the end entity AC, the RP extracts the issuer name and the issuedonBehal£0£ name.

ii) The RP retrieves the AC of the issuer and validates that_the issuer is an indirect issuer of thel SOA
(i.e., hasthe indirectIssuer extension).

iii) The RPretrieves the AC of the issuedonBehalfof AA and validates that the AA has a superset pof the
privilege attributes issued to the end entity.

Howsever, in order to aid path determination and validation, certificates may contain the authority information @ccess
and alithority key identifier extensions, whose usage is described in clause 16.3.1 below.

The RP recurses to step ii) using the AC of the AA, and thereby moves up the chain until it arrives at the AC of an AA
that i$issued by the SOA.

16.3.1 Verifyintegrity of domination rule

The ¢lomination rule is associated with the privilege being delegated. The syntax and method for obtaining the
domimation rule is not standardized. However, the integrity of the retrieved domination rule can be verified. The
attribpite descriptor certificate issued by the SOA responsible for the attribute being delegated may contain a HASH of
the dpmination rule. The privilege yerifier may reproduce the HASH function on the retrieved copy of the domination
rule ghd compare the two hashies, 1f they areidentical, the privilege verifier has the accurate domination rule.

16.3.2 Establish valid’delegation path

The grivilege verifienshial find the delegation path and obtain certificates for every entity in the path. The delegation
path extends fromythe direct privilege asserter to the SOA. Each intermediary certificate in the delegation patt shall
contaln the basicAttConstraints extension with the authority component set to TRUE. The issuer of each certificate
shall be the.same as the holder/subject of the certificate Which is adjacent to it in the delegation path The

approprlate certlflcate; of the issuer of the current certificate in the delegatlon path as descrlbed in clause 16 321
below. The authorityKeyIdentifier extension may be used to locate and identify the public key of the issuer of
the current certificate in the delegation path, as described in clause 16.3.2.2 below. The number of certificates in the
path from each entity to the direct privilege asserter (inclusive) shall not exceed the value of the pathLenConstraint
value in the entity's basicAttConstraints extension by more than 2. This is because the pathLenConstraint
limits the number of intermediary certificates between the two endpoints (i.e., the certificate containing the constraint
and the end-entity certificate) so the maximum length is the value of that constraint plus the certificates that are the
endpoints.

If delegatedNameConstraints extension is present in any of the certificates in the delegation path, the constraints
are processed in the same way as the nameConstraints extension is processed in the certification path processing
procedure in clause 10.
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If the acceptableCertPolicies extension is present in any of the certificates in the delegation path, the privilege
verifier shall ensure that the authentication of each subsequent entity in the delegation path is done with a public-key
certificate that contains at least one of the acceptable policies.

16.3.2.1 Useof authority information access extension
The authority information access (AlIA) extension is defined in RFC 5280.

The AIA extension indicates how to access information and services for the issuer of the certificate in which the
extension appears. In the context of attribute certificates, it is used to point to information about the AA that issued the
AC in which it appears. This information may include online validation services and AA policy data. (Note that the
location of ACRLs is not specified in this extension.) This extension may be included in end-entity or AA ACs, and it
MUST be non-critical.

Each[entry in the sequence AuthorityInfoAccessSyntax describes the format and location of additional
infornation provided by the AA that issued the AC in which this extension appears. The type and format ¢f the
additional information is specified by the AccessMethod field; the accessLocation field specifies thelocat{on of
this gdditional information. The retrieval mechanism may be implied by the accessMethod ©F, -Specifigd by
accepsLocation.

In an| attribute certificate, the id-ad-caIssuers OID is used when the additiona information lists ACs that] were
issuedl to and used by the AA to issue the AC containing this extension. The referenced AC(s) is/are intended o aid
relyirjg parties in the selection of an attribute certification path that terminates at a point (SOA or AA) trusted Iy the

relying party.

Wher) the id-ad-caIssuers OID appears as an accessMethod, the accessLoeation field describes the referenced
description server and the access protocol to obtain the referenced ACs. The accessLocation field is definefl as a
GenekalName, Which can take severa forms. Where the information is available via http, ftp, or|ldap,
accepsLocation should be auniformResourceIdentifier.

The I¢lap URI should specify a distinguishedName and an attribute and:may specify a host name, for example:
I da;]z:// | dap.exampl e.com/cn=Some%20M anager,dc=exampl e,descom?attributeCertificateAttribute;binary

Omitling the host name (e.g., ldap:///cn=Some%20M anager,dc=example,dc=com?attributeCertificateAttribute;bjnary)
has the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the apprdpriate
attribyte description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possiple to
specily the exact set of ACs that were used to issuethe AC containing this extension, but rather the accessLocgtion
points to all the ACs belonging to the issuer of thé.AC containing this extension.

The ffp and http URIs should specify eithef the single DER encoded attribute certificate that was used to issue the AC
contafning this extension, or afilestore directory containing the set of ACs belonging to the issuer of the AC contgining
this extension. Individual DER encoded:attribute certificates should have a file name ending in .ace, for example:

http://mww.exampl e.com/A Csldc=com/dc=exampl e/cn=Some%20M anager/leader.ace
The f{lestore directory containing the complete set of ACs for the same entity might be;
ftpl//mwww.exampl e.con’A Cs/dc=com/dc=exampl /cn=Some%20M anager/

Where the informéation is available via the Directory Access Protocol (DAP), accessLocation should|be a
direftoryName:, The entry for that directoryName contains AA ACsin the attributeCertificateAttribute
attribfite. When.the information is available via electronic mail accessLocation should be an r£c822Namd. The
semalitics,of/other caIssuers accessLocation nameforms are not defined.

16.3.2.2=1Jse of al |fhnrihj/ Izcy identifier

The AKI isused to identify the public key to be used to verify the signature on the AC in which this extension occurs. It
is recommended that the authorityCertIssuer component and the authorityCertSerialNumber COmMponent
are used together to identify and optionally locate the public-key certificate of the AC issuer as follows. The
GeneralNames Of the authorityCertIssuer component should be used to name the CA which issued the public-
key certificate and also to optionally identify where the public-key certificate can be found when it is available via http,
ftp, or Idap. In the latter case, one of the GeneralNames should be a uniformResourceIdentifier as specified in
clause 16.3.2.1 above, and should point to either the LDAP entry holding the public key-certificate or the filestore
directory holding the public-key certificate or the actual file containing the public-key certificate of the AC issuer. The
authorityCertSerialNumber component isused to specify the serial number of the specific public-key certificate
to be used, from the possible set of public-key certificates issued to the AC issuer.
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16.3.3 Verify privilege delegation

No delegator can delegate privilege that is greater than the privilege they own. The domination rule in the att
descriptor attribute provides the rules for when a given value is 'less than' another value for the attribute
delegated.

ribute
being

For each certificate in the delegation path, including the direct privilege asserter's certificate, the privilege verifier shall
ensure that the delegator was authorized to delegate the privilege they own and that the privilege delegated was not

greater than the privilege owned.

For each of these certificates, the privilege verifier shall compare the delegated privilege with the privilege owned by
that delegator, in accordance with the domination rule for the privilege. The privilege owned by the delegator is
obtained from the adjacent certificate in the delegation path, as described in clause 16.2. The comparison of the two

privilegesis done based on the domination rule discussed in clause 16.3.1.

16.3. Pass/fail deter mination

Assuming that a valid delegation path is established, the privileges of the direct privilege asserter are provided as
for the comparison against the privilege policy as discussed in clause 16.1 to determine whether obnot the
privilpge asserter has sufficient privilege for the context of use.

17 PMI directory schema

input
direct

This plause defines the directory schema elements used to represent PMI informetion in the Directory. It in¢ludes

specification of relevant object classes, attributes and attribute value matching rules,

171 PMI directory object classes
This $ubclause defines object class definitions for representing PMI objects in the Directory.

17.1.1 PMI user object class

The BMI user object class is used in defining entries for objectSthat may be the holder of attribute certificates.

pmiUger OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

17.1.2 PMI AA object class

The BAMI AA object classis used indefining entries for objects that act as attribute authorities.

pmi OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}
ID id-oc-pmiAA }

17.1. PM1 SOA object class

bbj ect

The RMLSOA object class is used in defining entries for objects that act as sources of authority. Note that if the

was authorized to act as an SOA through issuance of a public-key certificate containing the soaTrdentifier extension,

adirectory entry representing that object would also contain the pkica object class.

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
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17.1.4  Attribute certificate CRL distribution point object class

The attribute certificate CRL distribution point object class is used in defining entries for objects that contain attribute
certificate and/or attribute authority revocation list segments. This auxiliary class is intended to be combined with the
crlDistributionPoint Structural object class when instantiating entries. Sincethe certificateRevocationList
and authorityRevocationList attributes are optional in that class, it is possible to create entries which contain, for
example, only an attribute authority revocation list or entries which contain revocation lists of multiple types, depending
on the requirements.

attCertCRLDistributionPt OBJECT-CLASS ::

{

SUBCLASS OF {top}

KI

ND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |

ID id-oc-attCertCRLDistributionPts }

17.1% PMI delegation path

The BPMI delegation path object class is used in defining entries for objects that may contain delegation paths.
generplly be used in conjunction with entries of structural object classpmiaa.

SU

KI

MAF CONTAIN {delegationPath}
ID id-oc-pmiDelegationPath }

17.1.6 Privilege policy object class
The grivilege policy object classis used in defining entries for objects that.contain privilege policy information.

priviilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}

KI

MAFY CONTAIN {privPolicy}
ID id-oc-privilegePolicy }

17.1.7 Protected privilege policy object class
The grotected privilege policy object class is used in‘defining entries for objects that contain privilege policies pro

within attribute certificates.
protpctedPrivilegePolicy OBJECT~-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {protPrivBolicy}
ID id-oc-protectedPrivilegePolicy }

17.2

This subclause defines directory attributes used to store PMI datain directory entries.

17.2.1 Attribute certificate attribute

pmiDElegationPath OBJECT-CLASS ::= {

attribunteAnthori fy'annr-ai-'i onl.i ei—}

CLASS OF {top}
D auxiliary

ND auxiliary

PMI Directaryattributes

t will

tected

try of

The fpllowing attribute contains attribute certificates issued to a specific holder and is stored in the directory en
that hplder.
attributeCertificateAttribute ATTRIBUTE ::= {

WI

EQ
ID

TH SYNTAX AttributeCertificate
UALITY MATCHING RULE attributeCertificateExactMatch
id-at-attributeCertificate }
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17.2.2  AA certificate attribute

The following attribute contains attribute certificates issued to an AA and is stored in the directory entry of the
holder AA.

aACertificate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

17.2.3 Attributedescriptor certificate attribute

The following attribute contains attribute certificates issued by an SOA that contain the attributeDescriptor
extension. These attribute certificates contain the valid syntax and domination rule specification of privilege attributes
and igStored in the directory entry of the 1Issuing SOA.

attrfibuteDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }

17.2.4 Attribute certificate revocation list attribute

The fpllowing attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the ispuing authority, or other directory entry (e.g., adistribution point).

attrfibuteCertificateRevocationList ATTRIBUTE ::= {

WIH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList }

17.2% AA certificaterevocation list attribute

The fpllowing attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored |in the
directory entry of the issuing authority or other directory entry\(e.g., adistribution point).

attrfibuteAuthorityRevocationList ATTRIBUTE ,$a= {

WIH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }

17.2.6 Delegation path attribute
The delegation path attribute contains delégation paths, each consisting of a sequence of attribute certificates.

delegationPath ATTRIBUTE .:.:=){

WIH SYNTAX AttCertPath

ID id-at-délegationPath }
AttCprtPath ::= SEQUENCE OF AttributeCertificate

This gttribute can béstored in the AA directory entry and would contain some delegation paths from that AA tol other
AAs.|This attribute;"if used, enables a more efficient retrieval of delegated attribute certificates that form freguently
used (el egation paths. As such, there are no specific requirements for this attribute to be used and the set of valugs that
are stpred jn-the attribute is unlikely to represent the complete set of delegation paths for any given AA.

17.2.7 “_Privilege policy attribute

The privilege policy attribute contains information about privilege policies.

privPolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }

ThepolicyIdentifier component includesthe object identifier registered for the particular privilege policy.
If content is present, the complete content of the privilege policy isincluded.

If pointer is present, the name component references one or more locations where a copy of the privilege policy can
be located. If the hash component is present, it contains a HASH of the content of the privilege policy that should be
found at areferenced location. This hash can be used to perform an integrity check of the referenced document.
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17.2.8 Protected privilege policy attribute
The protected privilege policy attribute contains privilege policies, protected within attribute certificates.

protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

Note that unlike typical attribute certificates, those within the protPrivPolicy attribute contain privilege policies, not
privileges. The issuer and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attributeis either the privpolicy attribute
or the xmlprivPolicy attribute.

1729 XML Protected privilege policy attribute
The XML protected privilege policy attribute contains XML encoded privilege policy information.

xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

17.3 PMI general directory matchingrules

This subclause defines matching rules for PMI directory attributes.

17.3.1 Attribute certificate exact match

The attribute certificate exact match rule compares for equality a presented value with an attribute value of type
AttrfibuteCertificate

attrfibuteCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttrfibuteCertificateExactAssertion ::= SEQUENCE ({
sekrialNumber CertificateSerialNumber,
ispuer AttCertIssuer,

}
This atching rule returns TRUE if the comperignts in the attribute value match those in the presented value.
17.3.2  Attribute certificate match

The |attribute certificate matching~rule compares a presented vaue with an attribute value of | type
AttrfibuteCertificate. Thismatching rule allows more complex matching than the certificateExactMat¢h.

attrfibuteCertificateMateh MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion

ID id-mr-attributeCertificateMatch }
AttrfibuteCertificateAssertion ::= SEQUENCE {

hollder [0] CHOICE {

baseCertificateID [0] IssuerSerial,

holderName [1] GeneralNames,

. <2} OPTIONAL,
iskuer [1] __GeneralNames OPTTONAT
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [31] SET OF AttributeType OPTIONAL,

}

-- At least one component of the sequence shall be present

The matching rule returns TRUE if all of the components that are present in the presented value match the
corresponding components of the attribute value, as follows:

— baseCertificateID matches if it is equal to the Issuerserial component of the stored attribute
value;

— holderName matchesif the stored attribute value contains the name extension with the same name type
asindicated in the presented value;
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— issuer Mmatches if the stored attribute value contains the name component of the same name type as

indicated in the presented value;

— attCertvalidity matchesif it falls within the specified validity period of the stored attribute value;

and

— for each attType in the presented value, there is an attribute of that type present in the attributes

component of the stored value.

17.3.3 Holder issuer match

The attribute certificate holder issuer match rule compares for equality a presented value of the holder and/or issuer
components of a presented value with an attribute value of type AttributeCertificate.

holdEnIssuexMateh—MAECHIN” RULE —s+=—{
SYNTAX HolderIssuerAssertion

ID

Hold
ho

ispuer [1] AttCertIssuer OPTIONAL,

id-mr-holderIssuerMatch }
brIssuerAssertion ::= SEQUENCE {
lder [0] Holder OPTIONAL,

-}

This

comppnents of the attribute value.

17.3.

The delegationPathMatch match rule compares for equality a presented-value with an attribute value of
delefationPath. A privilege verifier may use this matching rule to seleftva path beginning with a certificate
by it4SOA and ending with a certificate issued to the AA that issued the-end‘entity holder certificate being validat

dele
sY.
ID

DelM
fi
la

This

eleme
last
in the

17.3.4

The €
exten

exte
SY.
ID

atching rule returns TRUE if all the components that are present in the presented value'match the correspd

Delegation path match

ationPathMatch MATCHING-RULE ::= {
TAX DelMatchSyntax
id-mr-delegationPathMatch }

tchSyntax ::= SEQUENCE {
stIssuer AttCertlIssuer,
tHolder Holder,

-}

matching rule returns TRUE if the presentéd value in the firstIssuer component matches the correspg
nts of the issuer field of the first certificate in the sEQUENCE in the stored value and the presented value
Holder component matches the corresponding elements of the holder field of the last certificate in the sEQU
stored value. This matching rutereturns FALSE if either match fails.

Extension presencematch

5ion, with the exterigions component of acertificate.

hsionPresendéeMatch MATCHING-RULE ::= {
NTAX EXTENSION.&id
id-mr-extensionPresenceMatch }

This llnatchi ng rule returns TRUE if the certificate contains the particular extension.
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xtension presence match rule compares for equality a presented object identifier value, identifying a particular
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SECTION 4 — DIRECTORY USE OF PUBLIC-KEY &
ATTRIBUTE CERTIFICATE FRAMEWORKS

The Directory uses the public-key certificate framework as the foundation for a number of security services including
strong authentication and protection of Directory operations, as well as protection of stored data. The Directory uses the
attribute certificate framework as the foundation for rule-based access control scheme. The relationship of the elements
of the public-key certificate framework and of the attribute certificate framework to the various Directory security
services is defined here. The specific security services provided by the Directory are fully specified over the complete

set of

18
Thel

Directory Specifications.

Directory authentication

irectory supports the authentication of users accessing the Directory via DUAs and the authentication\oOf dir

systeqms (DSAS) to users and to other DSAs. Depending on the environment, either ssmple or strong authenticatiol

be us|
subcl

18.1
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Wher|
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bd. The procedures to be used for ssmple and strong authentication in the Directory are described-in the foll
BLISES.

Simple authentication procedure

ed by several means:

a) thetransfer of the user's distinguished name and (optional) password in the clear (non-protected)
recipient for evaluation;

b) thetransfer of the user's distinguished name, password, and a random number and/or a timestamp,
which are protected by applying a one-way functien;

timestamp, all of which is protected by applying a one-way function.
DTE 1 — There is no requirement that the one-way functions applied be different.
DTE 2 — The signalling of procedures for protecting passwords may be a matter for an extension to the document.

e passwords are not protected, a minimal degree of security is provided for preventing unauthorized acc

greater degrees of security. The agorithms to be used for the protection mechanism are typically non-encipherin

way f
Thed

unctions that are very simple to implement.

eneral procedure for achieving simple authentication is shown in Figure 8.

Directory

e authentication is intended to provide local authorization based upon the distinguished name of a u
rally agreed (optional) password, and a bilateral understanding of the means of using and handling this pas
h a single domain. The utilization of simple authentication is primarily intended for local use only, i.e., fg
authentication between one DUA and one DSA or between one DSA and©ne DSA. Simple authentication njay be

H not be considered a basis for secureServices. Protecting the user's distinguished name and password pr$vid$

bctory

N may
bwing

Ser, a
sword
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c) the transfer of the protected information -described in b) together with a random number angl/or a

bss, |t

one-

X.509(12)_F08

Figure 8 — The unprotected ssimple authentication procedure
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The following steps are involved:

1) Anoriginating user A sends its distinguished name and password to a recipient user B.

2) B sends the purported distinguished name and password of A to the Directory, where the password is
checked against that held as the userprassword attribute within the directory entry for A (using the
Compare operation of the Directory).

3) The Directory confirms (or denies) to B that the credentials are valid.
4) The success (or failure) of authentication may be conveyed to A.

The most basic form of simple authentication involves only step 1) and after B has checked the distinguished name and

password, may include step 4).

18.1. Generation of protected identifying information
Figurg 9 illustrates two approaches by which protected identifying information may be generated. f1 and f2 are ehg-way
functions (either identical or different) and the timestamps and random numbers are optional and subject.fo bilateral
agregments.
Annex K provides a suggested algorithm to be used for protected passwords.
A -
N Protectedd
passw > >
n
1’ >
1" > Protected?
q . f2 &S
t2 »
qu >
X.509(12) _F09
A User's distinguished name
t Timestamps
passw*  Password of A
d Random numbers, optionally with a counter included
Figur€&9- Protected smple authentication
18.1.2 Procedurefor protected simple authentication
Figurg 10 illustrates the procedurefor’protected simple authentication.
X.509(12)_F10
Figure 10 — The protected ssmple authentication procedure

The following steps are involved (initially using f1 only):

108

1)

An originating user, user A, sends its protected identifying information (Authenticatorl) to user B.
Protection is achieved by applying the one-way function (f1) of Figure 9, where the timestamp and/or

random number (when used) is used to minimize replay and to conceal the password.

The protection of A's password is of the form:
Protected1 = f1 (t1*, q1*, A, passw”)

The information conveyed to B is of the form:
Authenticatorl = t1*, q1”, A, Protected1
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2) B verifies the protected identifying information offered by A by generating (using the distinguished
name and optional timestamp and/or random number provided by A, together with a local copy of A's
password) a local protected copy of A's password (of the form Protectedl). B compares for equality the
purported identifying information (Protectedl) with the locally generated value.

3) B confirmsor deniesto A the verification of the protected identifying information.

The procedure can be modified to afford greater protection using f1 and f2. The main differences are as follows:

1) A sendsits additionally protected identifying information (Authenticator2) to B. Additional protection is
achieved by applying a further one-way function, f2, as illustrated in Figure 9. The further protection is
of the form:

Protected2 = f2 (t2*, g2*, Protectedl)
— Theinformation-conveyedtoB-isof theform:
Authenticator2 = t1*, t2*, q1#, g2*, A, Protected2

For cpmparison, B generates alocal value of A's additionally protected password and compares it for equality with that
of Prgtected2.

2) B confirmsor deniesto A the verification of the protected identifying information.,

NOTE — The procedures defined in these clauses are specified in terms of A and B. As applied to the Directory (specified ijn Rec.
ITU-T X.511 | ISO/IEC 9594-3 and Rec. ITU-T X.518 | ISO/IEC 9594-4), A could be aDUA binding to aDSA, B; alterngtively,
Acould be aDSA binding to another DSA, B.

18.1.3

The multi-valued User Passwords attribute type contains the current and possibly, previous passwords of an objegt. An

User Password attribute type

attribyte value for a user password is a string specified by the object.
userPassword ATTRIBUTE ::= {
WIFH SYNTAX OCTET STRING(SIZE (0..MAX))
EQPALITY MATCHING RULE octetStringMatch
LDAP-SYNTAX octetString.&id
LDAP-NAME {"userPassword"}
ID id-at-userPassword, }
18.2 Password policy
18.2.1 Introduction

Password policy is a set of rules that contrfols’how passwords are used and administered in the Directory. It imgroves
the sdcurity of the Directory and makes it.difficult for password cracking programs to break into the Directory. [These
rules ensure that users change their jpasswords periodically, that passwords meet quality requirements, that the reise of
old pgssword isrestricted, and that users are locked out after a certain number of failed attempts. This policy also forces
the usger to update its password after it has been set for the first time, or has been reset by a password adminigrator.
Howaever, in some cases, it js desirable to disallow users from adding and updating their own passwords.

A pagsword is supposed ot to be well known. If a password is frequently changed, the chance of misuse is minirpized.
Password policy administrators may deploy a password policy that causes passwords to expire after a given amopnt of
time thus forcing users to change their passwords periodically. There must be away to make users aware of the nped to
change their password before being locked out of their accounts. One or both of the following methods could be uged:

A warning may be returned to the user sometime before the password is due to expire. If the user ignores
this warning before the expiration time, the account will be locked.

D110 10 C o1y

the password following

otrec—H-the user
ons, the account will be locked.

failsto change one of the 'grace’ authenticati
Password quality rules are rules for how a password shall be constructed. It is not the intention to provide a
specification for password qualities, as requirements on quality may change over time. Password quality includes things

like:

minimum length;
amixture of characters (uppercase, lowercase, figures, punctuations, etc.); and

avoidance of trivial passwords.
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A particular quality rule requires specialized code within the implementation. It may therefore be advantage to

standardize password quality rules and assign object identifiers to such rules. An implementation may then
support to one or more of such standardized quality rules.

clam

An intruder may try to guess a password to get access to protected information. Currently, two different safeguards have

been identified:

—  Spexification of the maximum number of failed attempts before a successful attempt within a given time

span (which could be indefinitely). This approach alows for "denial of service attacks'. One or
genuine users could have their access to the directory barred by the action of an attacker.

more

—  The other mechanism is to insert a delay before returning information on authentication failure, and

increasing this delay for repeated failed authentications on the same connection. This approach
authentication, and makes brute force attacks impractical.

slows

Password history is a mechanism to prevent password reuse. Previously used passwords should be stored to allg
Diredory to ensure that a new password has not been previously used. Old passwords are stored for a time spécif

w the
ed by

the pi ord policy, and after this time a password may be reused. The history is maintained in a usefPwdHigtory
multitvalued operational attribute. A value is purged after a specific time, and the purged password may-in principle be
reusefl. The maximum time a password is kept in the in userPwdHistory attribute isyspecified ip the

pwdMaxTimelnHistory operational attribute, and the minimum time is specified in the pwdMinTimelnH

istory

opergiona attribute. The number of passwords stored is limited by the pwdHistorySlots operationa attri bule and

the p
than
chang

Theq
encry

All entriesin the same specific password administrative area shall use the same password attribute type.

18.2.2

The

passw
Wher
attrib

may
actior

ord cannot be changed if there is no free dot in the history and no passwords inthe-history have been for less
he pwdMinTimelnHistory, so a user cannot revert to a "preferred password” simphyvy making lots of password
es.

assword policy can be used with clear passwords (using the clear aterndtive of the userpwd attribute), of with
pted passwords (using the encrypted aternative of the userpwd atfribute) or with another password attifibute.

Operational attributesand procedures

password policy uses specific operationa attributes to register policy parameters, times and dates relaled to

ord management.

a password value is first stored in the directory,~int the userpwd attribute, the pwdstartTime opergtional

the p

or

oper.
N
at

the user (orsan administrator acting on behalf of the user) changes the userpwd attribute within the pwaMdxage
, the pwdstartTime operational attribute should be updated. The pwdExpiryTime and the pwdEndTime
ional aftributes should be recomputed and updated to reflect the new password creation time.

TE- If a user does bind with the Directory for a long time, the values of pwdExpiryTime and pwdEndTime opergtional
ribttes may be exceeded and the account automatically |ocked.
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Time the password i
" Cel’(EHTPd o Deletion of attribute
X.509(12)_F11

Figure 11 —Time chart for password attributes

the user (or an administrator acting on behalf of the user) changes the value of the passweord, the new va

blly not known by all the Directory servers immediately because of replication delays:” To prevent authenti
bms, the previous password remains available for the pwdRecentlyExpiredDufation duration time (
be greater than the replication periods used in the Directory system).

the user (or an administrator acting on behalf of the user) changes the value'of-the password, the old value s
opied into the recently expired password attribute. (The userPwd attribute is copied intd
pwdRecentlyExpired). When the recently expired password dufation time is over, the recently e)
ord attribute (userPwdRecentlyExpired) should not be available to the user. If the user (or an adminig
on behalf of the user) changes their password again during the fecently expired password duration time
Fecently expired password should be overwritten and the duration should be set to start again (see Figur
a recently expired password will only be kept in the recently expired password attribute for the shorter

ly expired password duration time or until the user changes their password again. However, it will be kept
ord history table.

pwdRecentlyExpiredDuration (secs)

pwdRecentlyExpiredDuration (secs)

| *‘ T *‘
pwdStartTime Ti metﬁe user  Deletion of attribute Deletion 61‘ attribute

changesthe
password again

A
A

. time
L

Time the usérfjrst
changes the password

X.509(12)_F12

Figure 12 —Timelinefor recently expired passwords

B C~Password history
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thould
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then
P 12).
bf the
in the

The password history attribute is used to prevent password reuse, by storing old values of the user's password so that the
user cannot reuse the same password again whilst it is stored in the password history (see Figure 13). When the user
(or an administrator acting on behalf of the user) changes their password, it may be copied into the password history
(userPwdHistory) operational attribute along with the time that the password was changed. The password maximum
time in history attribute (pwdMaxTimelnHistory) specifies the maximum duration (in seconds) that a password should
remain in the password history. Once this time has expired for a particular password, then it is removed from the
password history, and the user may use this password again.

The number of dlots in the password history table (or password history attribute values) is defined in the
pwdHistorySlots operational attribute. When al the slots arefilled, the oldest password may be removed subject to it
having been in the history for a minimum duration time (as specified in the pwdMinTimeInHistory attribute).
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NOTE — If an administrator has to change the password of a user when all the history slots are full and no password are older
than pwdMinTimeInHistory, then the administrator might free two slots in the history table (i.e., delete two attribute
values), reset the user's password to a temporary value (which is copied into the history), leaving one spare slot for the user to
choose their own new password.

pwdMaxTimelInHistory (secs)

» time

T

T

T

18.24

18.2.4

The
Dired
comp
passiA
(seeq
conta|
passw

user
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Time the user  Time the user  Time the user Soapa
, », Slot is emptied
first changes changes the changes the \
the password password password ':
—"“*-‘.____ l-‘\‘-.ﬁ \\\ ;‘
RSO S Time userPwd !
==z PN e
">~ "7~ »  First password - X
S~ pwdHistorySlot: \
k'\‘ A SBCOIld password opcrational att i
"I Third password
X609(12)_F13
NOTE — If the Directory system changes its encryption algorithm then a user will be able to 0s¢)the same

password again since the encrypted password will be different.
Figure 13 —user PwdHistory attribute
| Simple Authentication attributes held by object entries

l.1 User Password attribute

fory can store either variants but, implementations be aware that storing encrypted passwords is not 3

ord in the bind or compare operations but this can only be'safely used when the passwords are stored in the
ection 18.2.6.1 userPwdMatch for more details). The attribute value of the encrypted alternative is an octet
ning the encrypted value, with the encryption algoerithm identifier, as well as parameters such as seeds. [
ord rollover, the old password value may be copiedhinto the userPwdRecentlyExpired attribute value.

pwd ATTRIBUTE ::= {
'H SYNTAX

JALITY MATCHING RULE
NGLE VALUE

P - SYNTAX

hP - NAME

UserPwd

userPwdMatch

TRUE
usexPwdDescription.&id
{W"userpPwd"}
id-at-userPwd }

Pwd
bar

::= CHOICE {
UTF8String,

en

..

Ann

SEQUENCE {
AlgorithmIdentifier{{SupportedAlgorithms}},
OCTET STRING,

crypted
lgorithmIdentifier
ncryptedString

Il

L"Centains examples of some encryption methods.

nserPwd attribute type contains either the clear text password<er ‘the encrypted password of an object.

The
ways

ptible with passing encrypted passwords in the protocol. The.encrypted aternative may be used for passimg the

clear
string
uring

18.2.4.2 Password Start Time attribute

The pwdstartTime operational attribute indicates when the password has been created for the object represented by

the entry in which the attribute is present.

pwdStartTime ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE
USAGE
LDAP-SYNTAX
LDAP-NAME
IDp

112

{

GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

directoryOperation
generalizedTime.&id
{"pwdStartTime"}
id-oa-pwdStartTime }
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18.2.4.3 Password Expiry Time attribute

The pwdExpiryTime Operational attribute indicates when the password will expire for the object represented by the
entry in which the attribute is present. This is an optional attribute that can be set by an administrator. If the attribute is

missing, its default value is computed by the addition of the pwdExpiryage to the pwdstartTime of the entry.

{

GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

pwdExpiryTime ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"pwdExpiryTime"}

ID id-oa-pwdExpiryTime }
18.2.4.4 Password End Time attribute
The gwdEndTime Operationa attribute indicates when the password will be no longer valid for the object repregented
by the entry in which the attribute is present. This is an optional attribute that can be set by an-administrator. (If the
attribyte is missing, its default value is computed by the addition of the pwdMaxage to the pwdstaxtTime Of the gntry.
pwdEpndTime ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

EQUALITY MATCHING RULE generalizedTimeMatch

ORPDERING MATCHING RULE generalizedTimeOrderingMatch

GLE VALUE

18.2.4.5 Password Fails attribute
The

pwdFhils ATTRIBUTE ::= {
WIH SYNTAX
EQPALITY MATCHING RULE
ORPERING MATCHING RULE
SINGLE VALUE

gwdFails operational attribute specifies the current numper of consecutive failed bind or compare attempts
password attribute. The value of this attribute is incremented by one after a failed bind or compare attempt and i
to zerp after asuccessful bind or compare operation.

TRUE
directoryOperation
generalizedTime. &id
{"pwdEndTime"}
id-oa-pwdEndTime }

bn the
b reset

INTEGER (0...MAX)
integexMatch
integerOrderingMatch
TRUE

dSAOperation
integer.&id
{"pwdFails"}
id-oa-pwdFails }

= {

GeneralizedTime
EQUALITY MA!

n the
lue.

TCHING RULE generalizedTimeMatch

ORDBE c—MATC - o gene ed eOxde pragMataeh
SINGLE VALUE TRUE

USAGE dSAOperation

LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"pwdFailureTime"}

ID id-oa-pwdFailureTime }

18.2.4.7 Password Graces Used attribute

The pwdGracesUsed operational attribute specifies the number of grace authentication attempts that have already been
used with an expired password. The value of this attribute is set to 0 when the password is changed and incremented by
one after successful authentication using an expired password. When the value is greater or equal to the pwdGraces

attribute, the password is not usable again.
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pwdGracesUsed ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdGracesUsed"}

ID id-oa-pwdGracesUsed }

18.2.4.8 User Password History attribute

The userPwdHistory oOperational attribute is used to hold previous passwords for the user represented by the entry in

which the attribute is present.

userpwdittstory ATTRIBUTE TT=
pwdHistory{userPwd,userPwdHistoryMatch, id-oa-userPwdHistory}

This gttribute is multi-valued. Each value consists of a sequence of the time the password was put in the histery al
password.

18.2.4.9 User Password Recently Expired attribute

hd the

The yserPwdRecentlyExpired dattribute type contains the old user password after it has been replaced durimg the

pwdRpcentlyExpiredDuration. During this period, this password and the userpwd attribute are both considg
be valid. This attribute is removed when the pwdRecentlyExpiredDuration EXPIr€S,

userpPpwdRecentlyExpired ATTRIBUTE ::=
pwdRecentlyExpired{userPwd, id-oa-userPwdRecentlyExpired}

18.2.

Password policy attributes

ord policy attributes may be placed in an object entry and/or.in-a subentry. If an object entry holds su
attribyte and is also within the scope of a password administration subentry, the value of the attribute in the object
itself fakes precedence.

18.2.%.1 Passwsord ModifyEntry Allowed attribute

The gwdModi fyEntryAllowed operational attribute specifies if the password or the encrypted password of an
can be modified by an Administrator with a ModifyEntry operation. If this attribute is missing, or the value is FA
ord or the encrypted password cannot be modified with a Modify Entry operation.

difyEntryAllowed ATTRIBUTE £:="{
H SYNTAX BOOLEAN
ALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX boolean.&id

P-NAME {"pwdModifyEntryAllowed"}
id-oa-pwdModifyEntryAllowed }

18.2.5.2 Password/Ghange Allowed attribute

The gwdchangeallowed operational attribute specifies if the password or the encrypted password of an entry g
modified by the*owner of that entry with a Change Password operation. If this attribute is missing or the va
FAL$E, thepassword or the encrypted password cannot be modified with a Change Password operation.

red to

ich an
entry

entry
LSE,

tan be
lue is

pwdChangeallowed ATTRIBITE - := {
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX boolean. &id
LDAP-NAME {"pwdChangeAllowed"}
ID id-oa-pwdChangeAllowed }

18.2.5.3 Password Maximum Age attribute

The pwdMaxage operational attribute holds the number of seconds after which a password will be no longer avai
It shall have avalue greater than zero.

If this attribute is missing, then the default value isinfinity.
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pwdMaxAge ATTRIBUTE
WITH SYNTAX INTEGER (1 .. MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

n
~

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdMaxAge"}

ID id-oa-pwdMaxAge }

18.2.5.4 Password Expiry Ageattribute

The pwdExpiryAge operational attribute holds the number of seconds after which a modified password will expire. It
shall haveavauegreater-thanrzero:

If thig attribute is missing, then the default value isinfinity.

pwdEkpiryAge ATTRIBUTE ::= {
WIffH SYNTAX INTEGER (1 .. MAX)
EQUALITY MATCHING RULE integerMatch
ORPERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdExpiryage"}

ID id-oa-pwdExpiryAge }

18.2.%.5 Password Quality Rule attributes
18.2.%.5.1 Password Minimum Length attribute

This gpecifies the minimum length, in characters, which is acceptablefor a password.

pwdMiinLength ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0..MAX)
EQPALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdMinLiength"}
ID id-oa-pwdMinLength }

18.2.%.5.2 Password Vocabulary attribute
This gpecifies the type of words that“are forbidden to be used for passwords. If a bit is set, the corresponding type of

pwdVpcabulary ATTRIBUTE::= {

WIH SYNTAX PwdVocabulary
EQUALITY MATCHING-RULE bitStringMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP - SYNTAX pwdVocabularyDescription.&id
LDAP-NAME {"pwdVocabulary"}
ID id-oa-pwdVocabulary }
e—¢
noDictionaryWords (0),
noPersonNames (1),

noGeographicalNames (2) }

18.2.5.5.3 Password Alphabet attribute

This specifies the sets of characters that shall be used in creating a password. The password shall contain at least one
character of each UTF8String of the value.

pwdAlphabet ATTRIBUTE ::= {
WITH SYNTAX PwdAlphabet
SINGLE VALUE TRUE
USAGE directoryOperation
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LDAP-SYNTAX pwdAlphabetDescription.&id
LDAP-NAME {"pwdalphabet"}
ID id-oa-pwdAlphabet }

PwdAlphabet ::= SEQUENCE OF UTF8String

18.2.5.5.4 Password Dictionaries attribute

This attributes points to one or more dictionaries containing words that are forbidden from being passwords on their

own.
pwdDictionaries ATTRIBUTE ::= {
SUBTYPE OF uri
USAGE directoryOperation
LD v.y directoryStringT&td
LDAP-NAME {"pwdDictionaries"}
ID id-oa-pwdDictionaries }

18.2.5.6 Password Expiry Warning attribute

The gwdExpiryWarning operational attribute specifies a period in seconds before password expiration. Durin

g this

periofl a warning indication shall be returned whenever an authenticating requester binds. If this attribute is mifssing,

then @ warning indication shall not be returned.

pwdEkpiryWarning ATTRIBUTE ::= {
WIH SYNTAX INTEGER (1. .MAX)
EQPALITY MATCHING RULE integerMatch
ORPDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdExpiryWarning"}

ID id-oa-pwdExpiryWarning ¢}

If thejuser does not attempt to bind during this period, the account should be locked, but the user should have a0
to change the password.

18.2.5.7 Password Graces attribute

The gwdGraces operationa attribute specifies theiumber of times an expired password can be used to authentic
this atribute is missing, authentication shall fail-

pwdGraces ATTRIBUTE ::= {
WIH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORPDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdGraces"}

ID id-oa-pwdGraces }

18.2.%.8 Password Failure Duration attribute

The gwdFailureDuration operational attribute holds the number of seconds a response to a failed bind or col
attempt should be delayed.

hance

fte. If

mpare

pwdFailureDuration ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdFailureDuration"}

ID id-oa-pwdFailureDuration }
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18.2.5.9 Password Lockout Duration attribute

The pwdLockoutDuration operational attribute holds the number of seconds that the password cannot be used to
authenticate due to too many successive failed bind or compare attempts (more than the limit specified by
pwdMaxFailures operational attribute or its default). If this attribute is missing, the default timeisinfinity.

pwdLockoutDuration ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdLockoutDuration"}

ID id-oa-pwdLockoutDuration ;

18.2.5.10 Password Maximum Failures attribute

The gwdMaxFailures operational attribute specifies the number of consecutive failed bind or compare attempts after
whiclp the password may not be used to authenticate. If this attribute is missing, thereis no limit on failed attempts

pwdMpxFailures ATTRIBUTE ::= {
WIH SYNTAX INTEGER (1..MAX)
EQPALITY MATCHING RULE integerMatch
ORPERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMaxFailures"}

ID id-oa-pwdMaxFailures }

18.2.

The
repl

.11 Password Maximum Timein History attribute

gwdMaxTimeInHistory operational attribute specifies the maximum time, in number of seconds, during which a
ated password is kept within the userPwdHistory operationa attribute. If this attribute is missing, the default is

infini
pwdMpxTimeInHistory ATTRIBUTE ::= {
WITH SYNTAX INTEGER (1..MAX)

EQPALITY MATCHING RULE integerMatch

ORPERING MATCHING RULE integerOtderingMatch

GLE VALUE TRUE

AGE directoryOperation

AP - SYNTAX integer.&id

LP - NAME {vpwdMaxTimeInHistory"}
id-oa-pwdMaxTimeInHistory }

gwdMinTimeInHisEory operational attribute specifies the minimum time, in number of seconds, during which a
ated password shall’ be kept within the userPwdHistory operational attribute. If this attribute is missing, the

inTimeInHistory ATTRIBUTE ::= {

WIfH ,SYNTAX INTEGER (0..MAX)
EQUALITY MATCHING RULE integerMatch
:_-._ (A L. PP ~ P LI
SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMinTimeInHistory"}

ID id-oa-pwdMinTimeInHistory }

18.2.5.13 Password History Slots attribute

The pwdHistorySlots operational attribute specifies the number of slots in the history which can be used to store
replaced passwords. The minimum number of slotsis 2 because two slots are needed when an administrator has to reset

apassword.
pwdHistorySlots ATTRIBUTE ::=
WITH SYNTAX INTEGER (2. .MAX)
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EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdHistorySlots"}

ID id-oa-pwdHistorySlots }

18.2.5.14 Password Recently Expired Duration attribute

The pwdRecentlyExpiredDuration attribute type defines the period in seconds during which an expired password

iskept inthe userPwdRecentlyExpired attribute.

pwdRecentlyExpiredDuration ATTRIBUTE ::= {

WI

PwdE

The 4
18.2.4

18.2.¢
The 1

password stored in the Directory.
userpwdMatch MATCHING-RULE ::= {
SYNTAX UserPwd
LDAP-SYNTAX usefPwdDescription.é&id
LDAP-NAME {"“userpwdMatch"}
ID id-mr-userPwdMatch }
It thg presented, password is clear text and the stored password is clear text, then comparison is performed

case

If the

TAX INTEGER (U..MAX)

ALITY MATCHING RULE integerMatch

ERING MATCHING RULE integerOrderingMatch

GLE VALUE TRUE

GE directoryOperation

P-SYNTAX integer.&id

P-NAME {"pwdRecentlyExpiredDuration"}
id-oa-pwdRecentlyExpiredDuration }

.15 Password Encryption Algorithm attribute

dEncAlg operationa attribute indicates the algorithm to be used during the creation of an encrypted passwi

cAlg ATTRIBUTE ::= {

H SYNTAX PwdEncAlg
ALITY MATCHING RULE pwdEncAlgMatch
GLE VALUE TRUE

AGE directoryOperation
AP - SYNTAX integer.&id
AP - NAME {"pwdEncalg"}
id-oa-pwdEncAlg }
hcAlg ::= AlgorithmIdentifier{{SupportedAlgorithms}}
gorithms specified in pwdEncalg shall be defined in Annex L.

Password policy matching rules

.1 User Password matching rule

hserPwdMatch rule determines.\whether a presented clear text or encrypted password matches a cled

ExactMatch.

presented password is clear text and the stored password is encrypted, then the clear text assertion is enc

brd.

I text

using

ypted

using

the’al gnrifhm identified in the stored Pmnlnrd and-the mr\r\]/pfnrl valueis anpnrnrl with the stored value

using

octetStringMatch.

If the presented password is encrypted and the stored password is clear text, then comparison is performed by
encrypting the stored password using the encryption algorithm passed in the assertion and then the encrypted password
is compared to the asserted encrypted password using octetStringMatch.

If the presented password is encrypted and the stored password is encrypted, then the algorithm identifier and algorithm
parameters are compared for equality. If they are different, matching fails. If they are the same, the encrypted passwords
are compared using octetStringMatch.
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18.2.6.2 Password Encryption Algorithm matching rule

The pwdEncalgMatch rule compares for equality a presented password encryption algorithm with the algorithm stored
with an encrypted password. The encryption algorithms are equal only if the algorithm identifiers and algorithm
parameters are equals.

pwdEncAlgMatch MATCHING-RULE ::= {
SYNTAX PwdEncAlg
LDAP-SYNTAX pwdEncAlgDescription.&id
LDAP -NAME {"pwdEncAlgMatch"}
ID id-mr-pwdEncAlgMatch }

18.2.6.3 User Password History matching rule

The y PWaH v
encrypted password stored as an attribute value of type pwdHistory. The timestamp component present n the
userPwdHistory isignored. The remaining passwords are compared using the userPwdMatch matching.fule.

userpwdHistoryMatch MATCHING-RULE ::= pwdHistoryMatch{userPwd,id-mr-userPwdHiStoryMatich}

18.3 Strong Authentication

Stronp authentication makes use of PKI as specified by this Directory Specification, whieh-provides the basic apgroach
to authentication. However, many authentication procedures employing this approach-are possible. In general, itfis the
business of a specific application to determine the appropriate procedures, so as-to-meet the security policy pf the
appligation. This clause describes three particular authentication procedures whichwmiay be found useful across ajrange
of applications.

NOTE — This Directory Specification does not specify the procedures to thedetail required for implementation. Hopvever,
additional standards could be envisaged which would do so, either in an application-specific or in a general-purpose way.

The three procedures involve different numbers of exchanges of authentication information, and consequently provide
differpnt types of assurance to their participants. Specifically:

a) One-way authentication, described in clause 18.3.1, involves a single transfer of information fromn one
user (A) intended for another (B), and establishes the following:

— theidentity of A, and that the authentication token actually was generated by A;
— theidentity of B, and that the authentication token actually was intended to be sent to B;

— the integrity and "originality" (the property of not having been sent two or more times) of the
authentication token being-transferred.

The latter properties can,al so be established for arbitrary additional data accompanying the transfer.

b) Two-way authentication, described in clause 18.3.2, involves, in addition, a reply from B to|A. It
establishes, in additian, the following:

— that the authentication token generated in the reply actually was generated by B and was intengled to
be sento.A;

— theintegrity and originality of the authentication token sent in the reply;

— «(O6ptionally) the mutual secrecy of part of the tokens.

c) _Three-way authentication, described in clause 18.3.3, involves, in addition, a further transfer fronp A to
B. It establishes the same properties as the two-way authentication, but does so without the negd for
association timestamp checking.

; R : ; rfrcation
path from B to A, prior to any exchange of information. Thrs may mvolve accessto the Di rectory, as described in clause
18.2. Any such access is not mentioned again in the description of the procedures below.

The checking of timestamps as mentioned in the following clauses only applies when either synchronized clocks are
used in a local environment, or if clocks are logically synchronized by bilatera agreements. In any case, it is
recommended that Coordinated Universal Time be used.

For each of the three authentication procedures described below, it is assumed that party A has checked the validity of
all of the certificates in the certification path.
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18.3.1

One-way authentication

The following steps are involved, as depicted in Figure 14:
A generatesr*, a non-repeating number, which is used to detect replay attacks and to prevent forgery.
2) A sendsthe following message to B:

1)

BA, A{t", I, B}

where t* is a timestamp. t* consists of one or two dates: the generation time of the token (which is
optional) and the expiry date. Alternatively, if data origin authentication of "sgnData" is to be provided
by the digital signature:

3

RA AL:A A N oo
DGt 1, O, SghRoatay

In cases where information is to be conveyed which will subsequently be used as a private key
information isreferred to as "encData"):

BA, A{t*, r*, B, sgnData, Bp[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully;-e.gz, to be a strong k|
whatever cryptosystem is used asindicated in the "sgnData" field of the tokén:

B carries out the following actions:

a)
b)
<)
d)
€)

obtains Ap from BA, checking that A's certificate has not expired;
verifies the signature, and thus the integrity of the signed information;
checksthat B itself isthe intended recipient;

checks that the timestamp is " current";

optionally, checks that r* has not been replayeti:This could, for example, be achieved by hay|
include a sequential part that is checked by adocal implementation for its value uniqueness.

r* isvalid until the expiry date indicated by-t". r* is always accompanied by a sequential part,
indicates that A shall not repeat the token during the timerange t* and therefore that checking
value of r* itself is not required.

In any case, it is reasonable forarty B to store the sequential part together with timestamp t*
clear and together with the hashed part of the token during timerange t*.

9
X.509(12)_F14

Figure 14 — One-way authentication

(this

ey for

ng r*

hich
of the

in the

18.3.2 Two-way authentication
The fpllowing steps are involved, as depicted in Figure 15:
1) asfor clause 18.3.1;
2) asfor clause 18.3.1;
3) asforclause18.3.1;
4) B generates r®, anon-repeating number, used for similar purpose(s) to r*;
5) B sendsthe following authentication token to A:

120

B{t% 1%, A, '}

where t® is atimestamp defined in the same way ast”.
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Alternatively, if data origin authentication of "sgnData" isto be provided by the digital signature:

B{t® % A, r*, sgnData}

In cases where information is to be conveyed which will subsequently be used as a private key (this

information isreferred to as "encData"):

B{t%, r® A, r*, sgnData, Ap[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g., to be a strong key for

whatever cryptosystem is used asindicated in the "sgnData" field of the token.
A carries out the following actions:

18.3.1
Thef

1)
2)
3)
4)
5)
6)
7)
8)

9)

a) verifiesthe signature, and thus the integrity of the signed information;

b) checksthat A istheintended recipient;

¢) checksthat the timestamp t® is "current”;

d) optionally, checks that r® has not been replayed (see clause 18.3.1, step 3), d)).

%509(12)_F15

Figure 15 — Two-way authentication

8 Three-way authentication

Dllowing steps are involved, as depicted in Figure 16:

asfor clause 18.3.2;

asfor clause 18.3.2. Timestamp t* may, be zero;

asfor clause 18.3.2, except that the tiestamp need not be checked;
asfor clause 18.3.2;

asfor clause 18.3.2. Timestamp t® may be zero;

asfor clause 18.3.2, except that the timestamp need not be checked,;
A checks that the rfeceived r” isidentical to the r* which was sent;
A sends the fellowing authentication token to B:

A{r® B}
B_carries out the following actions:

a)V checks the signature and thus, the integrity of the signed information;
b) checksthat the received r® isidentical to the r® which was sent by B.

6 X.509(12)_F16

Figure 16 — Three-way authentication
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19 Access control

The Directory exists in an environment where various administrative authorities control access to their porti
the DIB. The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);
—  enforce access rights defined by that access control information;
— maintain access control information.

The enforcement of access rights applies to controlling access to:

—  Directory information related to names,
—  Directory user information;

on of

—  Directory operationa information including access control information.

Admijnistrative authorities may make use of all or parts of any standardized access control scheme in implenienting their

security policies, or may freely define their own schemes at their discretion.

asic Access Control (BAC) scheme defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 is an accesscontrol list
e that enables Directory Administrators to tie permissions to the level of authentication performed to bind
ory. The public-key certificate framework defined in this Directory Specification is used to provide the
ti cation scheme used for this binding.

ules Based Access Control (RBAC) scheme defined in Rec. ITU-T X.501 | |SO/NEC 9594-2 makes use

defingd within each of the Directory pretocols in these Directory Specifications.

based
to the
strong

Of the
aking

hed in
ipient
c key
c-key

metric
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Annex A

Public-K ey and Attribute Certificate Frameworks

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Directory
Specification in the form of four ASN.1 modules. AuthenticationFramework, CertificateExtensions, and
AttributeCertificateDefinitions and PasswordPolicy.

-- A.1l - Authentication framework module

AuthpnticationFramework {joint-iso-itu-t ds(5) module(l) authenticationFramework (7)\7|}
DEFINITIONS ::=
BEGI

EKPORTS All
The types and values defined in this module are exported for use in thé)other ASN.[1
-- mpdules contained within the Directory Specifications, and for the us€)of other
applications which will use them to access Directory services. Other -applications may
uge them for their own purposes, but this will not constrain extensions and
mpdifications needed to maintain or improve the Directory servieés

IMPORTS
bagicAccessControl, certificateExtensions, id-asx, id-at, d¢d*1ldx, id-1lsx, id-mr, id-nf,
idfoa, id-oc, id-sc, informationFramework, selectedAttriblteTypes

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(¥) usefulDefinitions(0) 7}

ATTRIBUTE, DistinguishedName, MATCHING-RULE, Name, NAME-FORM, OBJECT-CLASS,
SYNTAX-NAME, top
FROM InformationFramework informationFramework

bifStringMatch, boolean, booleanMatch, caseExactMatch, commonName,
difectoryString, distinguishedNameMatch, géneralizedTime,
geheralizedTimeMatch, generalizedTimeOrderingMatch, integer, integerMatch,
inkegerOrderingMatch, objectIdentifierMatch, octetString, octetStringMatch,
UnpoundedDirectoryString, UniqueIdentifier, uri

FROM SelectedAttributeTypes selectedAttributeTypes

algorithmIdentifierMatch, certificateExactMatch, certificateListExactMatch,
cefrtificatePairExactMatch, CertificatePoliciesSyntax, CertPolicyId, GeneralNames,
KeyUsage,

CefrtificateAssertion, CertificateExactAssertion, CertificatelListAssertion,
CekrtificateListExactAssertion, CertificatePairAssertion,
CeftificatePairExactAssertion

FROM CertificateExtensions certificateExtensions ;

-- pprameterized/~types

ENCRYPTED{ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY {
- shall be the result of applying an encipherment procedure

-l t6 the BER-encoded octets of a value of -- ToBeEnciphered } )
HASH = {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashValue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),
. )

ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
-- octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
-- to those octets -- } )

SIGNATURE{ToBeSigned} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

Rec. ITU-T X.509 (10/2012) 123


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

encrypted ENCRYPTED-HASH{ToBeSigned},
cee }
SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE{ToBeSigned},

-- public-key certificate definition
Certificate ::= SIGNED{TBSCertificate}

TBSCertificate ::= SEQUENCE {

version [0] Version DEFAULT vl,
CertificateseriaINumber;
AlgorithmIdentifier{{SupportedAlgorithms}},
Name,
Validity,
Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
ispuerUniquelIdentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
[[R: -- if present, version shall be v2 or v3
subjectUniqueIdentifier [2] IMPLICIT UniqueIdentifier OPTIONAL]I
[[B: -- if present, version shall be v2 or v3
exkensions [3] Extensions OPTIONAL]]
--| If present, version shall be v3]]

Versfion ::= INTEGER {v1(0), v2(1), v3(2)}
CertlificateSerialNumber ::= INTEGER
AlgofrithmIdentifier {ALGORITHM: SupportedAlgorithms} “::= SEQUENCE {

aljorithm  ALGORITHM.&id ({SupportedAlgorithms}),
pafameters ALGORITHM.&Type ({SupportedAlgordithms}{@algorithm}) OPTIONAL,

A

Efinition of the following information object set is deferred, perhaps to

andardized profiles or to protocol implementation conformance statements. The
t is required to specify a tableconstraint on the parameters component of
lgorithmIdentifier.

SuppprtedAlgorithms ALGORITHMt::= {...}

ALGORITHM ::= CLASS {
&Tlpe OPTIONALY,
&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[&Typel
IDENTIFIED BY .&id }

Valiflity ::=~SEQUENCE {
nokBefore\ \Time,
nokAftex Time,

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
cee }
Time ::= CHOICE {
utcTime UTCTime,

generalizedTime GeneralizedTime }
Extensions ::= SEQUENCE OF Extension
-- For those extensions where ordering of individual extensions within the SEQUENCE is

-- significant, the specification of those individual extensions shall include the
-- rules for the significance of the order therein
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Extension ::= SEQUENCE {
extnId EXTENSION.&id ({ExtensionSet}),
critical  BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION.&ExtnType ({ExtensionSet}{@extnId})
ENCODED BY der),

)

der OBJECT IDENTIFIER ::=
{joint-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= {...}

EXTENSTON—TT=—CLASS
&if OBJECT IDENTIFIER UNIQUE,
&EktnType }
WITH| SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

-- okher PKI certificate constructs

Certfificates ::= SEQUENCE {
usprCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL,

Forw[rdCertificationPath ::= SEQUENCE SIZE (1..MAX) OF CrossCertificates
CrosgCertificates ::= SET SIZE (1l..MAX) OF Certificate

CertfificationPath ::= SEQUENCE {

usprCertificate Certificate,
thpCACertificates SEQUENCE SIZE (1l..MAX) OF«\CertificatePair OPTIONAL,

PkiPpth ::= SEQUENCE SIZE (1..MAX) OF Certificate
-- cprtificate revocation list (CRL)
CertfificateList ::= SIGNED{CertificateListContent}

CertfificateListContent ::= SEQUENCE {

vegsion Versgion OPTIONAL,

--|if present, version ,shall be v2

signature AlgorithmIdentifier{{SupportedAlgorithms}},
ispuer Name,

sUpdate Time,

tUpdate Time OPTIONAL,
okedCertificates SEQUENCE OF SEQUENCE {
erialNumbex CertificateSerialNumber,
evocationDate Time,

rlEntryExtensions Extensions OPTIONAL,

..} \OPTIONAL,

crlExtensions [0] Extensions OPTIONAL }

-- PKI object classes

pkiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
ID id-oc-pkiUser }
pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
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KIND auxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair}

LDAP-NAME {"pkicar}

LDAP-DESC "X.509 PKI Certificate Authority"

ID id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName}

MAY CONTAIN {certificateRevocationList |

FuthorttyRevocationtitst—
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}
LDAP-DESC "X.509 CRL distribution point™"
ID id-oc-cRLDistributionPoint }

cRLDfistPtNameForm NAME-FORM ::= {

NAMES cRLDistributionPoint
WIH ATTRIBUTES {commonName}
ID id-nf-cRLDistPtNameForm }

deltpCRL OBJECT-CLASS ::=

SUBCLASS OF {top}

KIND auxiliary

MAFY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"

ID id-oc-deltaCRL }

cpCpp OBJECT-CLASS ::=

SUBCLASS OF {top}
KIND auxiliary
MAF CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
ID id-oc-cpCps }
pkiCprtPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MA}Y CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
ID id-oc-pkiCertPath }
-- PKI directory attributes
userfertificaté ATTRIBUTE ::= {
WIH SYNTAX Certificate
EQUALITY. MATCHING RULE certificateExactMatch
LDAP <SYNTAX x509Certificate.&id
LDAPZNAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }
cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate.&id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch
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LDAP-SYNTAX x509CertificatePair.&id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }

CertificatePair ::= SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL,
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

certificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist

EQ X L N = = = = DA d 1d LCI1
LDAP-SYNTAX x509Certificatelist.&id

LDAP-NAME {"certificateRevocationList"}
LDAP-DESC "X.509 certificate revocation list™"

id-at-certificateRevocationList }

rityRevocationList ATTRIBUTE ::= {

WIH SYNTAX CertificateList

ALITY MATCHING RULE certificateListExactMatch

AP - SYNTAX x509CertificatelList.&id

LD -NAME {"authorityRevocationList"}
AP-DESC "X.509 authority revocation list"
id-at-authorityRevocationList }

delthRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
LDAP-SYNTAX x509CertificatelList.&id
LDAP-NAME {"deltaRevocationList"}
LDAP-DESC "X.509 delta revocation ‘list"
ID id-at-deltaRevocationlist }

brtedAlgorithms ATTRIBUTE ::= {

WIH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedAlgorithm. &id
LDAP-NAME {"supportedAlgorithms"}
LDAP-DESC "X.509-'support algorithms"
ID id-at~supportedAlgorithms }

brtedAlgorithm ::= SEQUENCE {

jorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
infendedUsage [0] KeyUsage OPTIONAL,
infendedCertificatePolicies [1l] CertificatePoliciesSyntax OPTIONAL,

certlificationPradticeStmt ATTRIBUTE ::= {
WIFH SYNTAX _ InfoSyntax
ID id-at-certificationPracticeStmt }

InfoPyntax.: := CHOICE {
coptent' UnboundedDirectoryString,
pofinter SEQUENCE {

name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,
oo}

POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type ({Policies})
Policies POLICY ::= {...} -- Defined by implementors
certificatePolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
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PolicySyntax ::= SEQUENCE {
policyIdentifier PolicyID,
policySyntax InfoSyntax,

oo

PolicyID ::= CertPolicyId

pkiPath ATTRIBUTE ::= {
WITH SYNTAX PkiPath
ID id-at-pkiPath }
userPassword ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING(SIZE (0..MAX))
EQPALITY MATCHING RULE—octetstrimgMatch
LDAP-SYNTAX octetString.&id
LDAP-NAME {"userPassword"}
ID id-at-userPassword }

-- LPAP syntaxes defined by IETF RFC 4523

x509fertificate SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate"
DIRECTORY SYNTAX Certificate
ID id-1sx-x509Certificate }

x509fertificateList SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List"

DIRECTORY SYNTAX CertificateList

ID id-1lsx-x509CertificateList }
x509fertificatePair SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair"

DIRECTORY SYNTAX CertificatePair

ID id-1lsx-x509CertificatePair ¢}

x509BupportedAlgorithm SYNTAX-NAME ::= {

LDAP-DESC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
ID id-1sx-x509SupportedAlgorithm }

-- object identifier assignments

-- opject classes

id-of-cRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
id-of-pkiUser OBJECT IDENTIFIER ::= {id-oc 21}
id-op-pkiCA OBJECT IDENTIFIER ::= {id-oc 22}
id-of-deltaCRL OBJECT IDENTIFIER ::= {id-oc 23}
id-of-cpCps OBJECT IDENTIFIER ::= {id-oc 30}
id-of-pkiCertPath OBJECT IDENTIFIER ::= {id-oc 31}
-- npme forms

id-nf-cREBistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
-- djiréctory attributes

id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER ::= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ::= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER ::= {id-at 68}
id-at-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70}
-- syntaxes
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id-1sx-x509Certificate OBJECT IDENTIFIER ::= {id-1sx 8}
id-1sx-x509CertificatelList OBJECT IDENTIFIER ::= {id-1lsx 9}
id-1sx-x509CertificatePair OBJECT IDENTIFIER ::= {id-1sx 10}
id-1sx-x509SupportedAlgorithm OBJECT IDENTIFIER ::= {id-1sx 49}

END - AuthenticationFramework
-- A.2 - Certificate extensions module
CertificateExtensions {joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 7}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EKPORTS ALL

IMPORTS
idlat, id-ce, id-1ldx, id-mr, informationFramework, authenticationFramework,
sellectedAttributeTypes

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

Naje, RelativeDistinguishedName, Attribute{}, MATCHING-RULE,
SupportedAttributes, SYNTAX-NAME
FROM InformationFramework informationFramework

CeftificateSerialNumber, CertificateList, AlgorithmIdentifier{}, EXTENSION,
Time, PolicyID, SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

UnpoundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1)};

-- Uphless explicitly noted otherwise, there~is no significance to the ordering
-- Of components of a SEQUENCE OF construct in this Specification.

-- ppblic-key certificate and CRL extensions
authprityKeyIdentifier EXTENSION‘\::= {

SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthprityKeyIdentifier ::=/SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
aukhorityCertIssuer [1] GeneralNames OPTIONAL,
aukhorityCertSeridalNumber [2] CertificateSerialNumber OPTIONAL,
3
(WLTH COMPONENTS {..., authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT } |

WLTH COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT } )

KeyIfilentifier ::= OCTET STRING

subjectKeyIdentifier EXTENSION ::= {
SYNTAX SubjectKeyIdentifier
IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
keyUsage EXTENSION ::= {

SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {

digitalSignature (0),
contentCommitment (1),
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keyEncipherment (2),
dataEncipherment (3),

keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7).,
decipherOnly (8) }
extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId

IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeId ::= OBJECT IDENTIFIER

rd

Ti= {
PrivateKeyUsagePeriod
NTIFIED BY id-ce-privateKeyUsagePeriod }

teKeyUsagePeriod ::= SEQUENCE {

Before [0] GeneralizedTime OPTIONAL,
After [1] GeneralizedTime OPTIONAL,
TH COMPONENTS {..., notBefore PRESENT
TH COMPONENTS {..., notAfter PRESENT

i
-

ificatePolicies EXTENSION ::= {
TAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertfificatePoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF-PolicyInformation

PolifyInformation ::= SEQUENCE {
pollicyIdentifier CertPolicyId,
pollicyQualifiers SEQUENCE SIZE (1l..MAX) OF PolicyQualifierInfo OPTIONAL,

R

CertpPolicyId ::= OBJECT IDENTIFIER

PolifyQualifierInfo ::= SEQUENCE {
pollicyQualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
quplifier CERT-POLICY-QUALIFIER.&Qualifier
({supportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,

SuppprtedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}
anyPplicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
CERT| POLICY-QUALIFIER” ::= CLASS {

&ifl OBJECT IDENTIFIER UNIQUE,

&Qpualifier OPTIONAL }

WITH| SYNTAX {
POLICY-QUALIFIER-ID &id
[QPALIFIER-TYPE &Qualifier] }

polipyMappings EXTENSION ::= {
SYETAX PolicyMappingsSyntax

IDENTIFIED BY 1id-ce-policyMappings ;

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyId,
subjectDomainPolicy CertPolicyId,

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-subjectAltName }
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {
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otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,
dNSName [2] TIAS5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
o)

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
naeAsstigner [0 UnboundedbirectorysString OPTIONAL;
paftyName [1] UnboundedDirectoryString,
Y

issuprAltName EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }

subjpctDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttrfibutesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

basifConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasifConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pakhLenConstraint INTEGER(0..MAX) OPTIONAL,

oy

namefonstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints'\}

NamefonstraintsSyntax ::= SEQUENCE\{
pefmittedSubtrees [0] GeneralSubtrees OPTIONAL,
exfludedSubtrees [11] GeneralSubtrees OPTIONAL,
(WLTH COMPONENTS {..., permittedSubtrees PRESENT } |
WELTH COMPONENTS {..., 'excludedSubtrees PRESENT } )

GenekralSubtrees ::= «SEQUENCE SIZE (1l..MAX) OF GeneralSubtree
GenefalSubtree ;.= )SEQUENCE {
bage GéneralName,

mipimum [0 BaseDistance DEFAULT O,
makimum _ [1] BaseDistance OPTIONAL,

Basepistance ::= INTEGER(0..MAX)
policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY id-ce-policyConstraints }

SEQUENCE {
1 SkipCerts OPTIONAL,
] SkipCerts OPTIONAL,

PolicyConstraintsSyntax ::=
requireExplicitPolicy [0
inhibitPolicyMapping [1
ce. }

(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |
WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

SkipCerts ::= INTEGER(0..MAX)
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inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)
crlScope EXTENSION ::= {
SYNTAX CRLScopeSyntax

IDENTIFIED BY id-ce-cRLScope }

PerAhithorityScope ::= SEQUENCE {
aukhorityName [0] GeneralName OPTIONAL,
diptributionPoint [1] DistributionPointName OPTIONAL,
onflyContains [2] OnlyCertificateTypes OPTIONAL,
on[lySomeReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,
supjectKeyIdRange [6] NumberRange OPTIONAL,

nameSubtrees [7] GeneralNames OPTIONAL,

bageRevocationInfo [9] BaseRevocationInfo OPTIONAL,
OnlyfertificateTypes ::= BIT STRING ({

uspr (0),

authority (1),
atkribute (2)}

NumbErRange ::= SEQUENCE {

sthrtingNumber [0] INTEGER OPTIONAL,
enflingNumber [1] INTEGER OPTIONAL,
moflulus INTEGER OPTIONAL,

BaseRevocationInfo ::= SEQUENCE {
cRLStreamIdentifier [0] CRLStreamIdentifier OPTIONAL,

cRLNumber [1] CRLNumbet,

bageThisUpdate [2] GeneralizedTime,
stathisReferrals EXTENSION o=

SYNTAX StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }

StatpisReferrals ::=«SEQUENCE SIZE (1l..MAX) OF StatusReferral
StatfisReferral ;.jf=)CHOICE {
cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL,

Ll

CRLRFferral ::= SEQUENCE {

ispuér [0] GeneralName OPTIONAL,
location l1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,

DeltaRefInfo ::= SEQUENCE ({

deltalocation GeneralName,

lastDelta GeneralizedTime OPTIONAL,
OTHER-REFERRAL ::= TYPE-IDENTIFIER
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cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier
IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)
orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax

IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),

ascRevDate (1),
B
delthInfo EXTENSION ::= {
SYNTAX DeltaInformation

IDENTIFIED BY id-ce-deltaInfo }

DeltpInformation ::= SEQUENCE ({
delltalocation GeneralName,

nektDelta GeneralizedTime OPTIONAL,
toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax

IDENTIFIED BY id-ce-toBeRevoked }
ToBeRevokedSyntax ::= SEQUENCE SIZE (1l..MAX) OF ToBeRevokedGroup

ToBeRevokedGroup ::= SEQUENCE {
certificateIssuer [0] GeneralName OPTIONAL,

repsonInfo [1] ReasonInfo OPTIONAL,
rejocationTime GeneralizedTime,
cefrtificateGroup CertificateGroup,
)

ReaspnInfo ::= SEQUENCE {
repsonCode CRLReason,
holldInstructionCode HoldInstructioir OPTIONAL,
3

CertfificateGroup ::= CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] ,~CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
b

CertfificateGroupNumberRange ::= SEQUENCE {
sthprtingNumber \ [0] INTEGER,
enflingNumber [1] INTEGER,

oy

CertlificateSerialNumbers ::= SEQUENCE SIZE (1l..MAX) OF CertificateSerialNumber

revokedGroups EXTENSION ::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup

RevokedGroup ::= SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,
.o}

RevokedCertificateGroup ::= CHOICE {

serialNumberRange NumberRange,
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nameSubtree

expiredCertsOnCRL
SYNTAX
IDENTIFIED BY

ExpiredCertsOnCRL
reasonCode EXTENS

SYNTAX
IDENTIFIED BY

GeneralName }

EXTENSION ::= {
ExpiredCertsOnCRL
id-ce-expiredCertsOnCRL }

GeneralizedTime
ION ::= {

CRLReason
id-ce-reasonCode }

T e=

CRLReason ::= ENUMERATED {

unspecified (0),

I~

cAfompromise (2),

affiliationChanged (3),

superseded (4),

cepsationOfOperation (5),

certificateHold (6),

removeFromCRL (8),

priivilegeWithdrawn (9),

aAfompromise (10),
hold[nstructionCode EXTENSION ::= {

SYNTAX HoldInstruction

IDENTIFIED BY id-ce-instructionCode }
Hold[[nstruction ::= OBJECT IDENTIFIER
invallidityDate EXTENSION ::= {

SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }
cRLDfistributionPoints EXTENSION ::= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPointys }
CRLDfistPointsSyntax ::= SEQUENCE SIZE (l..MAX) OF DistributionPoint
DistfibutionPoint ::= SEQUENCE {

diEtributionPoint [0] DistributionPointName OPTIONAL,

repsons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL,
DistfibutionPointName_&::%* CHOICE {

fu

nameRelativeToCRLIgsuer

Reas
un
ke
cA|
af

|l 1Name

-}

ised

yCompromise
Compromise
filiationChanged

[ol]
[1]

bnFlags % BIT STRING {

(0),
(l)l
(2)I
(3)'

GeneralNames,
RelativeDistinguishedName,

superseded
cessationOfOperation
certificateHold
privilegeWithdrawn
aACompromise

(4),
(5)'
(6)I
(7).,
(8) }

issuingDistributionPoint EXTENSION
SYNTAX
IDENTIFIED BY

IssuingDistPointSyntax
id-ce-issuingDistributionPoint }

IssuingDistPointSyntax SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certificate types
distributionPoint [0] DistributionPointName OPTIONAL,
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BasefRLNumber T = CRLNumber
basepPpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

aAispuingDistributionPoint EXTENSION ::= {
SYNTAX AATssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AATIspuingDistPointSyntax ::= SEQUENCE {

diptributionPoint [0] DistributionPointName~ OPTIONAL,
on[lySomeReasons [1] ReasonFlags OPTIONAL,
inflirectCRL [2] BOOLEAN DEFAULT FALSE,
coptainsUserAttributeCerts [3] BOOLEAN DEFAULT .TRUE,
coptainsAACerts [4] BOOLEAN DEFAULT 'TRUE,
coptainsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,

b

-- PKI matching rules

certfificateExactMatch MATCHING-RULE ::=-{

SYNTAX CertificateExactAssertion
LDAP-SYNTAX certExactAssertion.'&id
LDAP-NAME {"certificateExactMatch"}
LDAP-DESC "X.509 Certificate Exact Match"
ID id-mr-certificateExactMatch }
CertlificateExactAssertion\.{:= SEQUENCE {
sefpialNumber CertificateSerialNumber,
ispuer Name,
b
certfificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
LDAP-SYNTAX/ certAssertion.&id
LDAP -NAME {"certificateMatch"}
LDAP<DESC "X.509 Certificate Match"
ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE (
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
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nameConstraints [12] NameConstraintsSyntax OPTIONAL,
e}
AltNameType ::= CHOICE {

builtinNameForm ENUMERATED {
rfc822Name (1),
dNSName (2),
x400Address (3),
directoryName (4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress (7),
registeredId (8),

OBJUECTIDENTIF LR,

= SEQUENCE SIZE (1..MAX) OF CertPolicyId

certfificatePairExactMatch MATCHING-RULE ::= {

SYNTAX CertificatePairExactAssertion
LDAP-SYNTAX certPairExactAssertion.&id
LDAP-NAME {"certificatePairExactMatch"}
LDAP-DESC "X.509 Certificate Pair Exact Match"
ID id-mr-certificatePairExactMatch }

CertfificatePairExactAssertion ::= SEQUENCE {
ispuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
ispuedByThisCAAssertion [1l] CertificateExactAssertion, OPTIONAL,

(WETH COMPONENTS { ..., issuedToThisCAAssertion PRESENT } |
WLTH COMPONENTS { ..., issuedByThisCAAssertion PRRESENT } )

certfificatePairMatch MATCHING-RULE ::= {

SYNTAX CertificatePairAssertion
LDAP-SYNTAX certPairAssertion.&id
LDAP-NAME {"certificatePairMatch"}
LDAP-DESC "X.509 Certificate Pair Mateh"
ID id-mr-certificatePairMateh }

CertfificatePairAssertion ::= SEQUENCE{
ispuedToThisCAAssertion [0] CextificateAssertion OPTIONAL,
ispuedByThisCAAssertion [1l] CertificateAssertion OPTIONAL,
(WETH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WLTH COMPONENTS {..., 4isSsuedByThisCAAssertion PRESENT } )

certfificateListExactMatch MATCHING-RULE ::= {

SYNTAX CertificateListExactAssertion
LDAP-SYNTAX certLiistExactAssertion.&id
LDAP-NAME {"certificateListExactMatch"}
LDAP-DESC ©X.509 Certificate List Exact Match"
ID id-mr-certificateListExactMatch }

CertfificateListExactAssertion ::= SEQUENCE {
ispuen Name,
thfisUpdate Time,

distributionPoint DistributionPointName OPTIONAL ;

certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
LDAP-SYNTAX certListAssertion.&id

LDAP-NAME {"certificateListMatch"}
LDAP-DESC "X.509 Certificate List Match"
ID id-mr-certificateListMatch }

CertificatelListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
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dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
. )

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
LDAP-SYNTAX algorithmIdentifier.&id
LDAP-NAME {"algorithmIdentifierMatch"}
LDAP-DESC "X.509 Algorithm Identifier Match"
ID id-mr-algorithmIdentifierMatch }

policyMatch MATCHING-RULE ::= {
SYNTAX PolicyID

ID—td=mr-poticyMatcir—F

pkiPpthMatch MATCHING-RULE ::= {
SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

fifstIssuer Name,
lagtSubject Name,

3

enhahcedCertificateMatch MATCHING-RULE ::= {
SYNTAX EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }

PkiPEthMatchSyntax ::= SEQUENCE {

EnhahcedCertificateAssertion ::= SEQUENCE ({

sefialNumber [0] CertificateSerialNumber )OPTIONAL,

ispuer [1] Name OPTIONAL,

subjectKeyIdentifier [2] SubjectKeyIdentifiexr ‘OPTIONAL,

authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

certificatevalid [4] Time OPTIONAL,

priivateKeyValid [5] GeneralizedTime ‘OPTIONAL,

supbjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,

keyUsage [7] KeyUsage OPTIONAL,

supjectAltName [8] AltName OPTIONAL,

pollicy [9] cCertPolicySet OPTIONAL,

pakhToName [10] GeneralNames OPTIONAL,

supject [11] Name\.OPTIONAL,

napeConstraints [12] NameConstraintsSyntax OPTIONAL,

b

(ALL EXCEPT ({ -- none; at least one component shall be present --}))
AltNpme ::= SEQUENCE {

alfnameType AltNameType,
alfNameValue GeneralName OPTIONAL }

certExactAssertion )SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Exact Assertion"
DIRECTORY ,SYNTAX CertificateExactAssertion
ID id-1dx-certExactAssertion }

certhsgertion SYNTAX-NAME ::= {

LDAP=DESC "X.509 Certificate Assertion"
DIRECTORY SYNTAX CertificateAssertion
ID id-1ldx-certAssertion }

certPairExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Exact Assertion"

DIRECTORY SYNTAX CertificatePairExactAssertion

ID id-ldx-certPairExactAssertion }
certPairAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Assertion"

DIRECTORY SYNTAX CertificatePairAssertion

ID id-1ldx-certPairAssertion }

certListExactAssertion SYNTAX-NAME ::= {

Rec. ITU-T X.509 (10/2012) 137


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

LDAP-DESC "X.509 Certificate List Exact Assertion"
DIRECTORY SYNTAX CertificateListExactAssertion
ID id-1ldx-certListExactAssertion }

certListAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Assertion"

DIRECTORY SYNTAX CertificateListAssertion

ID id-1ldx-certListAssertion }
algorithmIdentifier SYNTAX-NAME ::= {

LDAP-DESC "X.509 Algorithm Identifier"

DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}

ID id-ldx-algorithmIdentifier }
- - Opjecttdenmtifier—=ssigmments
id-cp-subjectDirectoryAttributes OBJECT IDENTIFIER ::= {id-ce 9}
id-cp-subjectKeyIdentifier OBJECT IDENTIFIER ::= {id-ce 14}
id-cE-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}
id-cp-privateKeyUsagePeriod OBJECT IDENTIFIER ::= {id-ce 16}
id-cp-subjectAltName OBJECT IDENTIFIER ::= {id-ce 17}
id-cp-issuerAltName OBJECT IDENTIFIER ::= {id-ce 18}
id-cp-basicConstraints OBJECT IDENTIFIER ::= {id-ce 19}
id-cp-cRLNumber OBJECT IDENTIFIER ::= {id-ce 20}
id-cp-reasonCode OBJECT IDENTIFIER ::= {id-ce 21}
id-cp-instructionCode OBJECT IDENTIFIER ::= {id-ce 23}
id-cp-invalidityDate OBJECT IDENTIFIER ::= {id-ce“24}
id-cp-deltaCRLIndicator OBJECT IDENTIFIER ::= {id-¢e 27}
id-cp-issuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 28}
id-cp-certificateIssuer OBJECT IDENTIFIER ::=-{id-ce 29}
id-cp-nameConstraints OBJECT IDENTIFIER :y=“\{id-ce 30}
id-cp-cRLDistributionPoints OBJECT IDENTIFIER.::= {id-ce 31}
id-cp-certificatePolicies OBJECT IDENTIFIER \:= {id-ce 32}
id-cp-policyMappings OBJECT IDENTIFIER ::= {id-ce 33}
-- dpprecated OBJECT IDENTIFIER ::= {id-ce 34}
id-cp-authorityKeyIdentifier OBJECT IDENTIFIER ::= {id-ce 35}
id-cp-policyConstraints OBJECT IDENTIFIER ::= {id-ce 36}
id-cp-extKeyUsage OBJECT IDENTIFIER ::= {id-ce 37}
id-cp-cRLStreamIdentifier OBJECT, IDENTIFIER ::= {id-ce 40}
id-cp-cRLScope OBJECT IDENTIFIER ::= {id-ce 44}
id-cp-statusReferrals OBJECT IDENTIFIER ::= {id-ce 45}
id-cp-freshestCRL OBJECT IDENTIFIER ::= {id-ce 46}
id-cp-orderedList OBJECT IDENTIFIER ::= {id-ce 47}
id-cp-baseUpdateTime OBJECT IDENTIFIER ::= {id-ce 51}
id-cp-deltalInfo OBJECT IDENTIFIER ::= {id-ce 53}
id-cp-inhibitAnyPolicy OBJECT IDENTIFIER ::= {id-ce 54}
id-cp-toBeRevoked OBJECT IDENTIFIER ::= {id-ce 58}
id-cp-RevokedGroups OBJECT IDENTIFIER ::= {id-ce 59}
id-cp-expiredCertsOnCRL OBJECT IDENTIFIER ::= {id-ce 60}
id-cp-aAissuingDigtributionPoint OBJECT IDENTIFIER ::= {id-ce 63}
-- mptching rule OIDs
id-mp-certificateExactMatch OBJECT IDENTIFIER ::= {id-mr 34}
id-mf-certificateMatch OBJECT IDENTIFIER ::= {id-mr 35}
id-mf-cdertificatePairExactMatch  OBJECT IDENTIFIER ::= {id-mr 36}
id-mfp-~€ertificatePairMatch OBJECT IDENTIFIER ::= {id-mr 37}
id-mr-certificateListExactMatch OBJECT IDENTIFIER ::= {id-mr 38;
id-mr-certificateListMatch OBJECT IDENTIFIER ::= {id-mr 39}
id-mr-algorithmIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 40}
id-mr-policyMatch OBJECT IDENTIFIER ::= {id-mr 60}
id-mr-pkiPathMatch OBJECT IDENTIFIER ::= {id-mr 62}
id-mr-enhancedCertificateMatch OBJECT IDENTIFIER ::= {id-mr 65}
-- Object identifiers for LDAP X.509 assertion syntaxes
id-1ldx-certExactAssertion OBJECT IDENTIFIER ::= {id-1ldx 1}
id-1ldx-certAssertion OBJECT IDENTIFIER ::= {id-1dx 2}
id-1ldx-certPairExactAssertion OBJECT IDENTIFIER ::= {id-1dx 3}
id-ldx-certPairAssertion OBJECT IDENTIFIER ::= {id-1dx 4}
id-1ldx-certListExactAssertion OBJECT IDENTIFIER ::= {id-1dx 5}
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id-1dx 6}

dx-certListAssertion OBJECT IDENTIFIER ::=
HH id-1dx 7}

dx-algorithmIdentifier OBJECT IDENTIFIER

e Lat)

he following OBJECT IDENTIFIERS are not used by this Specification:
id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

id-ce 22}, {id-ce 25}, {id-ce 26}

-- CertificateExtensions

-- A.3 - Attribute Certificate Framework module

Attr

at
DEFI
BEGI
-- E
IMPO

ba

au

AT
Re

At

Al

ibuteCertificateDefinitions {joint-iso-itu-t ds(5) module (1)
tributeCertificateDefinitions(32) 7}

ITIONS IMPLICIT TAGS T =

KPORTS ALL

RTS

BicAccessControl, id-at, id-ce, id-mr, informationFramework,

thenticationFramework, selectedAttributeTypes, id-oc, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDéfinitions(0) 7}

TRIBUTE, Attribute{}, AttributeType, MATCHING-RULE, Name, OBJECT-CLASS,
lativeDistinguishedName, SupportedAttributes, top
FROM InformationFramework informationFramework

tributeTypeAndValue
FROM BasicAccessControl basicAccessControl

jorithmIdentifier, Certificate, Certificatelist,|'CertificateSerialNumber,
EXTENSION, Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

TimeSpecification, UnboundedDirectoryString, UniqueIdentifier

ce

Us

Attr

Attr
ve
ho
is
si
se
at
at
is

ex

AttC

Hold
ba
en
ob

FROM SelectedAttributeTypes selectedAttributeTypes

rtificateListExactMatch, GeneralName&, GeneralNames, NameConstraintsSyntax
FROM CertificateExtensions certificateExtensions

prNotice
FROM PKIX1Implicit93 {iso(l) identified-organization(3) dod(6) internet (1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-implicit-93(4)};

hless explicitly noted/otherwise, there is no significance to the ordering

f components of a SEQUENCE OF construct in this Specification.
Ftribute certificate constructs

ibuteCertificate ::= SIGNED{AttributeCertificateInfo}
ibuteCertificateInfo ::= SEQUENCE {

rsion AttCertVersion, -- version is v2

l de'n Holder,

puer AttCertIssuer,

gnature AlgorithmIdentifier{{SupportedAlgorithms;;,
rialNumber CertificateSerialNumber,
trCertvValidityPeriod AttCertValidityPeriod,

tributes SEQUENCE OF Attribute{{SupportedAttributes}},
suerUniqueID UniqueIdentifier OPTIONAL,

tensions Extensions OPTIONAL }

ertVersion ::= INTEGER {v2(1)}

er ::= SEQUENCE ({

seCertificateID [0] IssuerSerial OPTIONAL,

tityName [1] GeneralNames OPTIONAL,

jectDigestInfo [2] ObjectDigestInfo OPTIONAL }
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(WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., entityName PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID UniqueIdentifier OPTIONAL,

o}

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

stherobiectTypes (27

otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

diggestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
obfjectDigest BIT STRING,

AttCprtIssuer ::= [0] SEQUENCE {
ispuerName GeneralNames OPTIONAL,
bapeCertificateID [0] IssuerSerial OPTIONAL,
obljectDigestInfo [1] ObjectDigestInfo OPTIONAL,
(WELTH COMPONENTS {..., issuerName PRESENT } |

WLTH COMPONENTS {..., baseCertificateID PRESENT } |

WLTH COMPONENTS {..., objectDigestInfo PRESENT } )

AttCprtvalidityPeriod ::= SEQUENCE {
nokBeforeTime GeneralizedTime,
noktAfterTime GeneralizedTime,

3

AttrfibuteCertificationPath ::= SEQUENCE {
atkributeCertificate AttributeCertificate,

acpPath SEQUENCE OF ACPathData OPTIONAL,
L
ACPatkhData ::= SEQUENCE {
cefrtificate [0] Certificate OPTIONAL,
atkributeCertificate [1l] AttributeCertificate OPTIONAL,
PrivfilegePolicy ::= OBJECT ,IDENTIFIER

-- privilege attributes

role| ATTRIBUTE ::= {
WIH SYNTAX RoleSyntax
ID id-at-role }
RolePyntax i==(SEQUENCE {
rolleAuthoxrity [0] GeneralNames OPTIONAL,
rofleName [1] GeneralName,
by

xmlPrivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege information

ID id-at-xMLPrivilegeInfo }
permission ATTRIBUTE ::= {

WITH SYNTAX DualStringSyntax

EQUALITY MATCHING RULE dualStringMatch

ID id-at-permission }
DualStringSyntax ::= SEQUENCE {

operation [0] UnboundedDirectoryString,

object [1] UnboundedDirectoryString,
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dualStringMatch MATCHING-RULE ::= {
SYNTAX DualStringSyntax
ID id-mr-dualStringMatch }

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

targetingInformation EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1l..MAX) OF Targets
IDENTIFIED BY —td-re-targetInformation—F

Targpts ::= SEQUENCE SIZE (1l..MAX) OF Target
Targpt ::= CHOICE {
tafgetName [0] GeneralName,

tafgetGroup [1l] GeneralName,
tafpgetCert [2] TargetCert,

oy

TargptCert ::= SEQUENCE {
tafgetCertificate IssuerSerial,
takrgetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

singlleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse,}

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

noReyAvail EXTENSION :&=) {
SYNTAX NULL
IDENTIFIED BY id<ce-noRevAvail }

sOAIflentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED\BY id-ce-sOAIdentifier }

sOAIfertifierMatch MATCHING-RULE ::= {
SYNTAX NULL

ID i1d-mr-sOAIdentifierMatch ;
attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax

IDENTIFIED BY {id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {
identifier AttributeIdentifier,
attributeSyntax OCTET STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyIdentifier,
e}
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AttributeIdentifier ::= ATTRIBUTE.&id({AttributeIDs})
AttributeIDs ATTRIBUTE ::= {...}

AttributeName ::= UTF8String(SIZE (1..MAX))
AttributeDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyIdentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax,

attDescriptor MATCHING-RULE ::= {

CLLlPLOLOYIlLaa
id-mr-attDescriptorMatch }

pecCertIdentifier EXTENSION ::= {

TAX RoleSpecCertIdentifierSyntax
NTIFIED BY {id-ce-roleSpecCertIdentifier} }
pecCertIdentifierSyntax ::=
UENCE SIZE (1l..MAX) OF RoleSpecCertIdentifier

pecCertIdentifier ::= SEQUENCE {

eName [0] GeneralName,

eCertlIssuer [1] GeneralName,

eCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
eCertLocator [3] GeneralNames OPTIONAL,

rolefpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

basifAttConstraints EXTENSION ::= {
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasifAttConstraintsSyntax ::= SEQUENCE‘\{

aukhority BOOLEAN DEFAULT FALSE,
pakhLenConstraint INTEGER(0..MAX) OPTIONAL,

basipAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax

ID id-mr-basicAttCenstraintsMatch }
delegatedNameConstraifits EXTENSION ::= {
SYNTAX NameConstraintsSyntax

IDENTIFIED BY,‘id-ce-delegatedNameConstraints }
delegatedNameCénstraintsMatch MATCHING-RULE ::= {

SYNTAX NameéConstraintsSyntax

ID id-mr-delegatedNameConstraintsMatch }

acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF CertPolicyId
CertPolicyId ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
authorityAttributeIdentifier EXTENSION ::= {

SYNTAX AuthorityAttributeIdentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeIdentifier} }
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AuthorityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId

AuthAttId ::= IssuerSerial

authAttIdMatch MATCHING-RULE ::

SY.
ID

indi
SY.
ID

issu
SY]
ID

noAs
SY
ID

allo
SY.
ID

Allo
at

ho

attrif

SY.
ID

Attrij

ty!

ty!

hold
SY.
ID

Hold

pe
ex

Gene

Gene
ba
mi
ma.

Base

= {
NTAX AuthorityAttributeIdenti
id-mr-authAttIdMatch }

fierSyntax

rectIssuer EXTENSION ::= {
NTAX NULL
ENTIFIED BY id-ce-indirectIssuer }

edonBehal fOf EXTENSION ::= {

NTAX—CermeraiName
ENTIFIED BY id-ce-issuedOnBehalfOf }

ertion EXTENSION ::= {
TAX NULL
ENTIFIED BY id-ce-noAssertion }

vedAttributeAssignments EXTENSION ::= {
TAX AllowedAttributeAssignments
NTIFIED BY id-ce-allowedAttAss }

edAttributeAssignments ::= SET OF SEQUENCE {
ributes [0] SET OF CHOICE {
ttributeType [0] AttributeType,

ttributeTypeandvValues [1] Attribute{{SupportedAttributes}},

Y

derDomain [1] GeneralName,

}

buteMappings EXTENSION ::= {
TAX AttributeMappings
NTIFIED BY id-ce-attributeMappings }

buteMappings ::= SET OF CHOICE {
eMappings [0] SEQUENCE {

ocal [0] AttributeTyps,

emote [1] AttributeType,

..},

eValueMappings [1l] SEQUENCE.{

ocal [0] AttributeTypeAndValue,
emote [1] ,AttributeTypeAndValue,

.- 1}

rNameConstraints EXTENSION ::= {
TAX HoldérNameConstraintsSyntax
ENTIFIED BY id<ce-holderNameConstraints }

prNameConst¥aintsSyntax ::= SEQUENCE {
FmittedSubtrees [0] GeneralSubtrees,
rludedSubtrees [1] GeneralSubtrees OPTIONAL,

-}

ralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
ralSubtree ::= SEQUENCE {

se GeneralName,

nimum [0] BaseDistance DEFAULT O,

ximum [1] BaseDistance OPTIONAL,

Distance ::= INTEGER(0..MAX)

-- PMI object classes

pmiU
SU.
KI

ser OBJECT-CLASS ::= {
BCLASS OF {top}
ND auxiliary
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MAY CONTAIN {attributeCertificateAttribute}

ID id-oc-pmiUser }

pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAF—CONTAIN—{attributecertificaterRevocattionttst—
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
attCprtCRLDistributionPt OBJECT-CLASS ::= {

SUECLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList}
ID id-oc-attCertCRLDistributionPts }

pmiDElegationPath OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {delegationPath}

ID id-oc-pmiDelegationPath }

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAFY CONTAIN {privPolicy}
ID id-oc-privilegePolicy }

protEctedPrivilegePclicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy}

ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes

attrfibuteCertificateAttribute ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING ‘RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

aACeftificate ATTRIBUTE ::= {

WIH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attrfibGteDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeDescriptorCertificate }
attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeCertificateRevocationList }
attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuthorityRevocationList }

144 Rec. ITU-T X.509 (10/2012)


https://standardsiso.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

delegationPath ATTRIBUTE ::= {
WITH SYNTAX AttCertPath
ID id-at-delegationPath }

AttCertPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax

ID id-at-privPolicy }

protPrivPolicy ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }
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xmlPpivPolicy ATTRIBUTE ::= {

WITH SYNTAX UTF8String -- XML-encoded privilege policy information

ID id-at-xmlPrivPolicy }
-- Afktribute certificate extensions and matching rules

attrfibuteCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttrfibuteCertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
ispuer AttCertIssuer,

Ly

attrfibuteCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttrfibuteCertificateAssertion ::= SEQUENCE ({
hollder [0] CHOICE {
baseCertificateID [0] IssuerSerial,
holderName [1] GeneralNames,
...} OPTIONAL,
ispuer [1] GeneralNames \OPTIONAL,
atgCertValidity [2] GeneralizedTime OPTIONAL,
atEType [3] SET OF AttributeType OPTIONAL,

3

-- ALk least one component of ‘the sequence shall be present

holdprIssuerMatch MATCHING-RULE ::= {
SYNTAX HolderIssuerAssertion
ID id-mr-holdeflIssuerMatch }

HoldprIssuerAssertion ::= SEQUENCE {
hollder [0] . Holder OPTIONAL,
ispuer [11~ (AttCertIssuer OPTIONAL,

3

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax

ID id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE ({
firstIssuer AttCertIssuer,
lastHolder Holder,

)

extensionPresenceMatch MATCHING-RULE ::= {
SYNTAX EXTENSION.&id
ID id-mr-extensionPresenceMatch }

-- object identifier assignments

-- object classes
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id-ak-role

id-oc-pmiUser OBJECT IDENTIFIER ::= {id-oc 24}
id-oc-pmiAA OBJECT IDENTIFIER ::= {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER ::= {id-oc 26}
id-oc-attCertCRLDistributionPts OBJECT IDENTIFIER ::= {id-oc 27}
id-oc-privilegePolicy OBJECT IDENTIFIER ::= {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER ::= {id-oc 33}
id-oc-protectedPrivilegePolicy OBJECT IDENTIFIER ::= {id-oc 34}
-- directory attributes
id-at-attributeCertificate OBJECT IDENTIFIER : {id-at 58}
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER : {id-at 59}
id-at-aACertificate OBJECT IDENTIFIER : {id-at 61}
OBJUECTIDENTIFIER {J.u-al: 04}
id-af-attributeAuthorityRevocationList  OBJECT IDENTIFIER : {id-at 63}
id-af-privPolicy OBJECT IDENTIFIER : {id-at 71}
OBJECT IDENTIFIER : {id-at 72}
id-afk-delegationPath OBJECT IDENTIFIER : {id-at 73}
id-af-protPrivPolicy OBJECT IDENTIFIER : {id-at 74}
id-af-xMLPrivilegeInfo OBJECT IDENTIFIER : {id-at 75}
id-af-xmlPrivPolicy OBJECT IDENTIFIER : {id-at 78}
id-af-permission OBJECT IDENTIFIER : {id-at~82}
-- aktribute certificate extensions
id-cp-authorityAttributeIdentifier OBJECT IDENTIFIER : {id-ce 38}
id-cp-roleSpecCertIdentifier OBJECT IDENTIFIER : {id-ce 39}
id-cp-basicAttConstraints OBJECT IDENTIFIER {id-ce 41}
id-cp-delegatedNameConstraints OBJECT IDENTIFIER : {id-ce 42}
id-cp-timeSpecification OBJECT IDENTIBIER : {id-ce 43}
id-cp-attributeDescriptor OBJECT IDENTIFIER : {id-ce 48}
id-cp-userNotice OBJECT IDENTIFIER : {id-ce 49}
id-cp-sOAIdentifier OBJECT IDENTIFIER : {id-ce 50}
id-cp-acceptableCertPolicies OBJECT IDENTIFIER : {id-ce 52}
id-cp-targetInformation OBJECT- IDENTIFIER : {id-ce 55}
id-cp-noRevAvail OBJECT IDENTIFIER : {id-ce 56}
id-cp-acceptablePrivilegePolicies OBJECT IDENTIFIER : {id-ce 57}
id-cp-indirectIssuer OBJECT IDENTIFIER : {id-ce 61}
id-cp-noAssertion OBJECT IDENTIFIER : {id-ce 62}
id-cp-issuedOnBehalfOf OBJECT IDENTIFIER : {id-ce 64}
id-cp-singleUse OBJECT IDENTIFIER : {id-ce 65}
id-cp-groupAC OBJECT IDENTIFIER : {id-ce 66}
id-cp-allowedAttAss OBJECT IDENTIFIER : {id-ce 67}
id-cp-attributeMappings OBJECT IDENTIFIER : {id-ce 68}
id-cp-holderNameConstraints OBJECT IDENTIFIER : {id-ce 69}
-- PMI matching rules
id-mfp-attributeCertificateMatch OBJECT IDENTIFIER ::= {id-mr 42}
id-mf-attributeCertificateExactMatch OBJECT IDENTIFIER ::= {id-mr 45}
id-mf-holderIssuerMatch OBJECT IDENTIFIER ::= {id-mr 46}
id-mf-authAttIdMatch OBJECT IDENTIFIER ::= {id-mr 53}
id-mf-roleSpecCertIdMatch OBJECT IDENTIFIER ::= {id-mr 54}
id-mf-bagicAttConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 55}
id-mf-delegatedNameConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 56}
id-mf~timeSpecMatch OBJECT IDENTIFIER ::= {id-mr 57}
id-mr-attDescriptorMatch OBJECT IDENTIFIER ::= {id-mr 58}
id-mr-acceptableCertPoliciesMatch OBJECT IDENTIFIER ::= {id-mr 59}
id-mr-delegationPathMatch OBJECT IDENTIFIER ::= {id-mr 61}
id-mr-sOAIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 66}
id-mr-extensionPresenceMatch OBJECT IDENTIFIER ::= {id-mr 67}
id-mr-dualStringMatch OBJECT IDENTIFIER ::= {id-mr 69}

END -- AttributeCertificateDefinitions

-- A.4 - Password policy module

PasswordPolicy {joint-iso-itu-t ds(5) module (1)

DEFINITIONS ::=
BEGIN
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-- EXPORTS All

-- The types and values defined in this module are exported for use in the other ASN.1
-- modules contained within the Directory Specifications, and for the use of other

-- applications which will use them to access Directory services. Other applications may
-- use them for their own purposes, but this will not constrain extensions and

-- modifications needed to maintain or improve the Directory service.

IMPORTS
authenticationFramework, id-asx, id-at, id-mr, id-oa, informationFramework,
selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module (1)
usefulDefinitions (0) 7}

Al I I I
FROM AuthenticationFramework authenticationFramework

ATRIBUTE, MATCHING-RULE, pwdHistory{}, pwdRecentlyExpired{},
pwiHistoryMatch{}, SYNTAX-NAME
FROM InformationFramework informationFramework

bikStringMatch, boolean, booleanMatch, directoryString, generalizedTime,
geheralizedTimeMatch,

geheralizedTimeOrderingMatch, integer, integerMatch, integerOrderingMatch, uri
FROM SelectedAttributeTypes selectedAttributeTypes;

userpwd ATTRIBUTE ::= {
WIH SYNTAX UserPwd
EQPALITY MATCHING RULE userPwdMatch
SINGLE VALUE TRUE
LDAP-SYNTAX userPwdDescription.&id
LDAP-NAME {"userprwd"}
ID id-at-userPwd }
UserPwd ::= CHOICE ({
clpar UTF8String,
enfrypted SEQUENCE {
lgorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
ncryptedString OCTET STRING,
1
-- Operational attributes
pwdSkartTime ATTRIBUTE ::= {
WIH SYNTAX GeneralizedTime
EQPALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"pwdStartTime"}
ID id-oa-pwdStartTime }
pwdEkpiryTime ATTRIBUTE ::= {
WIH ‘SYNTAX GeneralizedTime

EQPALITY MATCHING RULE

ORDERING MATCHING RULE

generalizedTimeMatch

SINGLE VALUE

generalizedTimeOrderingMatch
TRUE

USAGE directoryOperation
LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"pwdExpiryTime"}

ID id-oa-pwdExpiryTime }

pwdEndTime ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE
USAGE
LDAP-SYNTAX

{

GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

directoryOperation
generalizedTime.&id
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LDAP-NAME
ID

pwdFails ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE
USAGE
LDAP-SYNTAX
LDAP-NAME
ID

pwdFailureTime ATTRIBUTE
WI

{"pwdEndTime"}
id-oa-pwdEndTime }

INTEGER (0..MAX)
integerMatch
integerOrderingMatch
TRUE

dSAOperation
integer.&id
{"pwdFails"}
id-oa-pwdFails }

=

LTAA

EQPUALITY MATCHING RULE
ORPERING MATCHING RULE

Gelnerat zedTime
generalizedTimeMatch
generalizedTimeOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation

LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {"pwdFailureTime"}

ID id-oa-pwdFailureTime }
pwdGpacesUsed ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0..MAX)

EQPALITY MATCHING RULE integerMatch

ORPERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdGracesUsed"}

ID id-oa-pwdGracesUsed }
userpwdHistory ATTRIBUTE ::=

user

PwdRecentlyExpired ATTRIBUTE
pwdRecentlyExpired{userPwd, id-oa-userPwdRecentlyExpired}

pwdHistory{userPwd, userPwdHistoryMatch, id-oa-userPwdHistory}

te=

pwdMpdifyEntryAllowed ATTRIBUTE ::= {

WIH SYNTAX BOOLEAN

EQPALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX boolean.&id

LDAP -NAME {"pwdModifyEntryAllowed"}

ID id-oa-pwdModifyEntryAllowed }
pwdChangeAllowed ATTRIBUTE ::= {

WIH SYNTAX BOOLEAN

EQPALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX boolean.&id

LDAP -NAME {"pwdChangeAllowed"}

ID id-oa-pwdChangeAllowed }
pwdMaxAge ATTRIBUTE ::= |

WITH SYNTAX INTEGER (1 .. MAX)

EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMaxage"}

ID id-oa-pwdMaxAge }
pwdExpiryAge ATTRIBUTE ::= {

WITH SYNTAX INTEGER (1 .. MAX)

EQUALITY MATCHING RULE integerMatch

OR
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SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdExpiryAge"}

ID id-oa-pwdExpiryAge }

pwdMinLength ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0..MAX)
EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX integer.&id

| SO/l EC 9594-8:2014 (E)

LDAP-NAME {"pwdMinLength"}

ID id-oa-pwdMinLength }
pwdVpcabulary ATTRIBUTE ::= {

WITH SYNTAX PwdVocabulary

EQPALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX pwdVocabularyDescription.&id

LDAP-NAME {"pwdvVocabulary"}

ID id-oa-pwdVocabulary }

PwdVpcabulary ::= BIT STRING {
hoDictionaryWords (0),
hoPersonNames (1),
hoGeographicalNames (2) }

pwdAllphabet ATTRIBUTE ::= {
WIH SYNTAX PwdAlphabet
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX pwdAlphabetDescription. &id
LDAP-NAME {"pwdAlphabet"}
ID id-oa-pwdAlphabet

PwdAllphabet ::= SEQUENCE OF UTF8String

pwdDfictionaries ATTRIBUTE ::= {
SUBTYPE OF uri
USAGE directoxyOperation
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"pwdDictionaries"}
ID id=oa-pwdDictionaries }
pwdEkpiryWarning ATTRIBUTE/::= {

WITH SYNTAX INTEGER (1..MAX)
EQPALITY MATCHING ‘RULE integerMatch
ORPERING MATCHING~RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdExpiryWarning"}

ID id-oa-pwdExpiryWarning }

pwdGfaces ATTRIBUTE

n
~

WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdGraces"}

ID id-oa-pwdGraces }
pwdFailureDuration ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
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USAGE
LDAP-SYNTAX
LDAP-NAME
ID

pwdLockoutDuration ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

directoryOperation
integer.&id
{"pwdFailureDuration"}
id-oa-pwdFailureDuration }

{

INTEGER (0..MAX)
integerMatch
integerOrderingMatch
TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdLockoutDuration"}

ID id-oa-pwdLockoutDuration }
pwdMpxFailures ATTRIBUTE ::= {

WIH SYNTAX INTEGER (1. .MAX)

EQPALITY MATCHING RULE integerMatch

ORPDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMaxFailures"}

ID id-oa-pwdMaxFailures }
pwdMpxTimeInHistory ATTRIBUTE ::= {

WITH SYNTAX INTEGER (1..MAX)

EQPALITY MATCHING RULE integerMatch

ORPERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMaxTimeInHistory"}

ID id-oa-pwdMaxTimeInHistory }
pwdMinTimeInHistory ATTRIBUTE ::= {

WIH SYNTAX INTEGER (0. .MAX)

EQPALITY MATCHING RULE integerMatch

ORPERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer\&id

LDAP-NAME {"pwdMinTimeInHistory"}

ID idsoa-pwdMinTimeInHistory }
pwdHistorySlots ATTRIBUTE-::= {

WIH SYNTAX INTEGER (2..MAX)

EQUALITY MATCHING RULE integerMatch

ORPDERING MATCHING ‘RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdHistorySlots"}

ID id-oa-pwdHistorySlots }
pwdRpcentlyExpiredDuration ATTRIBUTE ::= {

WIH, SYNTAX INTEGER (0. .MAX)

EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE
LDAP-SYNTAX
LDAP-NAME
ID

pwdEncAlg ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
LDAP-SYNTAX
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directoryOperation
integer.&id

{"pwdRecentlyExpiredDuration"}
id-oa-pwdRecentlyExpiredDuration }

PwdEncAlg
pwdEncAlgMatch

TRUE

directoryOperation
pwdEncAlgDescription.&id
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LDAP-NAME {"pwdEncalg"}

ID id-oa-pwdEncAlg }
PwdEncAlg ::= AlgorithmIdentifier{{SupportedAlgorithms}}
userPwdMatch MATCHING-RULE ::= {

SYNTAX UserPwd

LDAP-SYNTAX userPwdDescription.&id

LDAP-NAME {"userPwdMatch"}

ID id-mr-userPwdMatch }
pwdEncAlgMatch MATCHING-RULE ::= {

SYNTAX PwdEncAlg

LDAP-SYNTAX pwdEncAlgDescription.&id

LDEP= TtTih* S

ID id-mr-pwdEncAlgMatch }
userpwdHistoryMatch MATCHING-RULE ::= pwdHistoryMatch{userPwd, id-mr-userPwdHistoryMat
-- LPAP syntaxes defined by this Directory Specification
userpPwdDescription SYNTAX-NAME ::= {

LDAP-DESC "User Password Description"

DIRECTORY SYNTAX TUserPwd

ID id-asx-userPwdDescription }
pwdVpcabularyDescription SYNTAX-NAME ::= {

LDAP-DESC "Password Vocabulary Description"

DIRECTORY SYNTAX PwdVocabulary

ID id-asx-pwdVocabularyDescription }
pwdAllphabetDescription SYNTAX-NAME ::= {

LDAP-DESC "Password Alphabet Description!

DIRECTORY SYNTAX PwdAlphabet

ID id-asx-pwdAlphabetDescription” }
pwdEhcAlgDescription SYNTAX-NAME ::= {

LDAP-DESC "Password Alphabet Description”

DIRECTORY SYNTAX PwdEncAlg

ID id-asx-pwdEncAlgDescription }
-- object identifier assignments
-- dlirectory attributes
id-af-userPwd OBJECT IDENTIFIER ::= {id-at 85}
-- operational attributes --
id-op-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22}
id-oph-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23}
id-op-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24}
id-op-pwdFails OBJECT IDENTIFIER ::= {id-oa 25}
id-op-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26}
id-op-pwdGracesUsed OBJECT IDENTIFIER ::= {id-oa 27}
id-op-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28}
id-op-tGserPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29}
id-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30}
id-oa-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31}
id-oa-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa 32}
id-oa-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa 33}
id-oa-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34}
id-oa-pwdVocabulary OBJECT IDENTIFIER ::= {id-oa 35}
id-oa-pwdAlphabet OBJECT IDENTIFIER ::= {id-oa 36}
id-oa-pwdDictionaries OBJECT IDENTIFIER ::= {id-oa 37}
id-oa-pwdExpiryWarning OBJECT IDENTIFIER ::= {id-oa 38}
id-oa-pwdGraces OBJECT IDENTIFIER ::= {id-oa 39}
id-oa-pwdFailureDuration OBJECT IDENTIFIER ::= {id-oa 40}
id-oa-pwdLockoutDuration OBJECT IDENTIFIER ::= {id-oa 41}
id-oa-pwdMaxFailures OBJECT IDENTIFIER ::= {id-oa 42}
id-oa-pwdMaxTimeInHistory OBJECT IDENTIFIER ::= {id-oa 43}
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id-oa-pwdMinTimeInHistory OBJECT IDENTIFIER ::= {id-oa 44}
id-oa-pwdHistorySlots OBJECT IDENTIFIER ::= {id-oa 45}
id-oa-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46}
id-oa-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47}
-- matching rules

id-mr-userPwdMatch OBJECT IDENTIFIER ::= {id-mr 71}
id-mr-userPwdHistoryMatch OBJECT IDENTIFIER ::= {id-mr 72}
id-mr-pwdEncAlgMatch OBJECT IDENTIFIER ::= {id-mr 73}
-- syntaxes

id-asx-userPwdDescription OBJECT IDENTIFIER ::= {id-asx 0}
id-a —asX 1}
id-apx-pwdAlphabetDescription OBJECT IDENTIFIER {id-asx 2}
id-apx-pwdEncAlgDescription OBJECT IDENTIFIER {id-asx 3}

END |- Password policy
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Annex B

Reference definition of algorithm object identifiers

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex defines object identifiers assigned to authentication and encryption agorithms, in the absence of a formal
register. It isintended to make use of such aregister asit becomes available. The definitions take the form of the ASN.1
module, AlgorithmObjectIdentifiers

AlgorithmObjectIdentifiers {joint-iso-itu-t ds(5) module (1)

a
DEF

lgorithmObjectIdentifiers(8) 7}
INITIONS ::=

BEGI

IMP
a

EKPORTS All

The types and values defined in this module are exported for use in the other/ASN.
mpdules contained within the Directory Specifications, and for the use of other
applications which will use them to access Directory services. Other applications
uge them for their own purposes, but this will not constrain extensions-and
mpdifications needed to maintain or improve the Directory service.

ORTS
lgorithm, authenticationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) uséftlDefinitions(0) 7}

AL{FORITHM

nul
enc
has
sig

Key

fun
id-
id-
id-
mD5

I

sha

FROM AuthenticationFramework authenticationFrameworkj;

cptegories of object identifier

1plgorithm OBJECT IDENTIFIER ::= {algorithm 0}
ryptionAlgorithm OBJECT IDENTIFIER ::= {algofithm 1}
hhlgorithm OBJECT IDENTIFIER ::= {algorithm 2}
nptureAlgorithm  OBJECT IDENTIFIER ::= {algorithm 3}
synonyms
e OBJECT IDENTIFIER ::= encryptionAlgorithm
hE OBJECT IDENTIFIER ::= hashAlgorithm
s OBJECT IDENTIFIER ::= signatureAlgorithm
allgorithms

RL.GORITHM ::= {

KeySize

DENTIFIED BY id-ea-rsa

Slize ::= INTEGER

the following object identifier assignments reserve values assigned to deprecated

(=)

may

ckions

ehrrsa OBJECT IDENTIFIER ::= {id-ea 1}
hbh-sgMad-n ORJECT IDENTIEIER .= {4a_h= 1}
sa-sgMod-nWithRSA OBJECT IDENTIFIER ::= {id-sa 1}

the following object identifier are related to password hashing methods

Algorithm ALGORITHM ::= {

NULL
DENTIFIED BY {iso(1l) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) md5(5)}}
1Algorithm ALGORITHM ::= {

NULL

IDENTIFIED BY {iso(l) identified-organization(3) oiw(1l4) secsig(3) algorithm(2) 26}}

END

-- AlgorithmObjectIdentifiers
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Annex C

CRL generation and processing rules

(Thisannex forms an integral part of this Recommendation | International Standard.)

C.l I ntroduction

A relying party needs the ability to check the revocation status of a certificate in order to determine whether or not to
trust that certificate. Certificate Revocation Lists (CRL) are one mechanism for relying parties to obtain the revocation
information. Other mechanisms may also be used, but are outside the scope of this Directory Specification.

SSUeS.
Drities
may $plit these into separate lists. Some authorities may partition their certificate population onto CRE~fragments and
somefauthorities may issue delta updates to a revocation list between regular CRL intervals. As a result, relying parties
need fo be able to determine the scope of the CRLs they retrieve to enable them to ensure they havethe complete|set of
revocgtion information covering the scope of the certificate in question for the revocation reasons of interest, given the
policy under which they are working. This annex provides a mechanism for the relying partiesto determine the scpe of
retrieyed CRLs.

This pnnex is written for revocation status checking of public-key certificates using-CRLs, Full and Completd End-
Entity CRLs (EPRLs) and CA Revocation Lists (CARLS). However, this descriptien can also be applied to revogation
statug checking of attribute certificates using Attribute Certificate Revocation_Lists (ACRL) and Attribute Authority
Revogation Lists (AARL). For the purposes of this annex, ACRL can be considered in place of CRL, EPRL can Ipe full
and cpmplete end-entity ACRL, and AARL in place of CARL. Similarly;ithe directory attributes identified in clauge C.4
shall pe mapped to those for the AARL and ACRL and the fields identifying certificate types in the Issuing Distrilpution
Point|extension can be mapped to those applicable to PMI.

c.11 CRL types

CRLg of one or more of the following types may be available to a relying party, based on the revocation aspects pf the
policy of the certificate issuing authority:

—  Full and complete CRL ;

—  Full and complete end-entity CRL ,(EPRL);

—  Full and complete CA Revocation List (CARL);
—  Didtribution Point CRL, EPRL or CARL;

— Indirect CRL, EPRL'oPCARL (ICRL);

— DetaCRL, EPRL or CARL;

— Indirect dCREJEPRL or CARL.

A full and complete GRL"is a list of al revoked end-entity and CA-certificates issued by an authority for any gnd al
reasofs.

A full and complete EPRL isalist of all revoked end-entity certificates issued by an authority for any and all reasgns.
A full and cemplete CARL isalist of revoked CA-certificates issued by an authority for any and all reasons.

A didribution point CRL, EPRI or CARL is one that covers all or a subset of certificates issued by an authority. The
subset could be based on avariety of criteria

An indirect CRL, EPRL or CARL (ICRL) isa CRL that contains a list of revoked certificates, in which some or al of
those certificates were not issued by the authority signing and issuing the CRL.

A delta CRL, EPRL or CARL isaCRL that only contains changes to a CRL that is complete for the given scope at the
time of the CRL referenced in the dCRL. Note that the referenced CRL might be one that is complete for the given
scope or it might be adCRL that is used to locally construct a CRL that is complete for the given scope.

All of the above CRL types (except for the dCRL) are CRL types that are complete for their given scope. A dCRL shall
be used in conjunction with an associated CRL that is complete for the same scope in order to form a complete picture
of the revocation status of certificates.
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