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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This International Standard is a sector-specific supplement to ISO/IEC 27001:2013 and
ISO/IEC 27002:2013 for use by information sharing communities. The guidelines contained within this
International Standard are in addition to, and complement, the generic guidance given within other
members of the ISO/IEC 27000 family of standards.

ISO/IEC 27001:2013 and ISO/IEC 27002:2013 address information exchange between organizations,
but they do so in a generic manner. When organizations wish to communicate sensitive information

tormuttipte—other—organizations;—the—originater—musthave—confidence—that—its—use—n—thpse other
organizations will be subject to adequate security controls implemented by the receiving organizations.
This can be achieved through the establishment of an information sharing community, where each
member trusts the other members to protect the shared information, even though-the’orggnizations
may otherwise be in competition with each other.

An information sharing community cannot work without trust. Those providing informagion must
bd able to trust the recipients not to disclose or to act upon the data inappropriately. Those |receiving
information must be able to trust that information is accurate, subject to.ahy qualifications nptified by
the originator. Both aspects are important, and must be supported by{demonstrably effective security
pdlicies and the use of good practice. To achieve this, the community members must all implement a
common management system covering the security of the sharediinformation. This is an information
sefurity management system (ISMS) for the information sharing community.

In|addition, information sharing can take place between information sharing communities yhere not
al] recipients will be known to the originator. This will:only work if there is adequate trus{ between
the communities and their information sharing agreements. It is particularly relevant to the §haring of
sepsitive information between diverse communities,Such as different industry or market secfors.

© ISO/IEC 2015 - All rights reserved vii
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is International Standard provides guidelines in addition to the guidance cgive

formation sharing communities.

is International Standard provides controls and guidance specifically relating to
plementing, maintaining, and improving information security in inter-organizational 4
ctor communications. It provides guidelines and general principles on how the specified reqy

is International Standard is applicable to all forms of exchange and’sharing of sensitive inff
th public and private, nationally and internationally, within the'same industry or market
tween sectors. In particular, it may be applicable to informidtion exchanges and sharing r
e provision, maintenance and protection of an organization’s or nation state’s critical infraf
is designed to support the creation of trust when exchanging and sharing sensitive inf|
ereby encouraging the international growth of information sharing communities.

Normative references

lispensable for its application. For dated references, only the edition cited applies. Foj
ferences, the latest edition of the referenced document (including any amendments) applies

D/IEC 27000:2014, Information. technology — Security techniques — Information security ma
btems — Overview and vocabulary

D/IEC 27001:2013, Information technology — Security techniques — Information security ma
btems — Requirements

D/IEC 27002:2013; Information technology — Security techniques — Code of practice for in
Curity controls

Termis’and definitions

F(1r the'purposes of this document, the terms and definitions in ISO/IEC 27000:2014 apply.

n in the

D/IEC 27000 family of standards for implementing information security managément within

nitiating,
nd inter-
lirements

brmation,
sector or
elating to
tructure.
brmation,

e following documents, in whole or in part, are normatively referenced in this documenjt and are

undated

nagement

nagement

formation

4

4.

Concepts and justification

1 Introduction

ISMS guidance specific to inter-sector and inter-organizational communications has been identified in
Clauses 5 to 18 of this International Standard.

ISO/IEC 27002:2013 defines controls that cover the exchange of information between organizations on a
bilateral basis, and also controls for the general distribution of publicly available information. However,
in some circumstances there exists a need to share information within a community of organizations
where the information is sensitive in some way and cannot be made publicly available other than to

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=c17db123004a1ff519232b0965ffb5db

ISO/IEC 27010:2015(E)

members of the community. Often the information can only be made available to certain individuals
within each member organization, or may have other security requirements such as anonymization of
information. This International Standard defines additional potential controls and provides additional
guidance and interpretation of ISO/IEC 27001:2013 and ISO/IEC 27002:2013 in order to meet these
requirements.

There are four informative annexes. Annex A describes the potential benefits from sharing sensitive
information between organizations. Annex B provides guidance on how members of an information
sharing community can assess the degree of trust that can be placed in information provided by other
members. Annex C describes the Traffic Light Protocol, a mechanism widely used in information sharing
communiftes To indicate the permitted distribution of Information. Annex D contains some examples|of
models fdr organizing an information sharing community.

4.2 Infprmation sharing communities

To be effefctive, information sharing communities must have some common interest or pther relationship
to define the scope of the shared sensitive information. For example, communities may be market sector
specific, and limit membership to organizations within that one sector. Of coursg; there may be otHer
bases for|common interest, for example, geographical location or common ownexship.

There myst also be trust between members, in particular that all memberswill follow the informatipn
sharing agreement.

4.3 Community management

Informatfon sharing communities will be created from ‘%ndependent organizations or parts |of
organizafions. There may, therefore, not be clear or uniform/erganizational structures and managemgnt
functiong applying to all members. For information security management to be effective, managemgnt
commitmlent is necessary. Therefore, the organizationalstructures and management functions applyipg
to commuynity information security management should be clearly defined.

Differencps among member organizations of an information sharing community should also pe
considerdd. The differences could include:

— diffefing legal or regulatory environments,
— whether member organizations already operate their own ISMS, and

— memper rules on protections of assets and information disclosure.

4.4 Supporting entities

Many infprmation sharing communities will choose to establish or appoint a centralized supportipg
entity to[organize.vand support information sharing. Such an entity can provide many supportipg
controls fuchtas' anonymization of source and recipients more easily and efficiently than whdre
members|communicate directly.

There are a number of different organizational models that can be used to create supporting entities.
Annex D describes two common models, the Trusted Information Communication Entity (TICE) and the
Warning, Advice and Reporting Point (WARP).

4.5 Inter-sector communication

Many information sharing communities will be sector based, as this provides a natural scope of
common interest. However, there may well be information shared by such communities that would be
of interest to other information sharing communities established in other sectors. In such cases it may
be possible to establish information sharing communities of information sharing communities, again
based on some common interest, such as the nature of the shared information. We refer to this as inter-
sector communication.

2 © ISO/IEC 2015 - All rights reserved
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Inter-sector communication is greatly facilitated where supporting entities exist within each
information sharing community, as the necessary information exchange agreements and controls
can then be established between the supporting entities, rather than between all members of all
communities. Some inter-sector communities will require anonymization of the source or recipient
organizations; this also can be achieved by use of supporting entities.

4.6 Conformity

There are a number of places where ISO/IEC 27001:2013 will need to be interpreted when applied to

a

information sharing community (or, for inter-sector communication, a community of com

T}

ISP/IEC 27001:2013 requires that an ISMS is established, implemented, maintained and cc

i

the information sharing community. However, the members of the information sharing comm
thpmselves be organizations - see Figure 1.

K¢
Ay

It

e first area where interpretation is required is the definition of the organization concerned.

proved by an organization (ISO/IEC 27001:2013, 4.4). In this context, the relevant organ

Boundary of the information sharing community

y
Member organization k 0f the community (k = 1 ... n), including any supporting entity.
Figure 1 — Communities and organizations
condly, in many<information sharing communities, not all persons within the member org3

1l be permitted-access to the sensitive information shared between members. In this case,
ember organization will be within scope of the community ISMS and part will be outside.
tside the'community scope will only have access to community information if it is marked
easet>see Figure 2.

ispossible that members of the information sharing community may have their own inf

unities).

ntinually

ization is
linity will

nizations
art of the
The part
for wider

ormation

security management systems and, in consequence, some processes might fall within scope of both the
community and members’ management systems. In this case, there is at least a theoretical possibility
that there might be conflicting and incompatible requirements upon those processes. This might be an
issue justifying exclusion from the scope of the member’s ISMS - see ISO/IEC 27001:2013, 4.3.
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Boundary of the information

] : Community member
sharing community

Shared Wider
sensitive release
information information

Figure 2 — Member ISMS partially in scope

When defining its risk assessment process (ISO/IEC 27001:2013, 6.1.2); the information shari
communi
the community. The community will, therefore, need to choose a risk assessment methodology that c
handle ngn-uniform impact, and similarly for its risk assessment criteria.

[ty will need to recognize that the impact of risks may be different on different members

4.7 Communications model

Commun
written, yerbal or electronic - provided that the selected control requirements are met.

In the remainder of this International Standard, individual sensitive communications are described|i

terms of the following participants:

5

The fource of an item of information-i§ the person or organization that originates an item

infor

mation; the source does not need to be a member of the community.

The ¢riginator is the member ofian information sharing community that initiates its distributi
within the community. The originator may distribute the information directly, or send it tg

supp

brting entity for distribution. The originator may, but need not be, the same as the source

the ipformation; the originator may conceal the identity of the source. Communities may provi

facili

Fies to enable a member to conceal its own identity as the originator.

A redipient is a r€ceiver of information distributed within the community. Recipients need 1

be m

embers of the community if the information is identified as available for wider distributig

Cominunities.may provide facilities to enable recipients to conceal their identities from t

origi

Info

nators;of information.

ng
of

cations of sensitive information as covered by thisdnternational Standard can take any form -

ot
n.
he

rmation security policies

5.1 Management direction for information security

5.1.1 Policies for information security

ISO/IEC 27002:2013, control 5.1.1 is augmented as follows:

Implementation guidance

An information sharing policy should define how the community members will work together to set
security management policies and direction for the information sharing community. It should be made
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available to all employees involved in information sharing within the community. The policy may

re

strict its dissemination to other employees of community members.

The information sharing policy should define the information marking and distribution rules used
within the community.

5.1.2 Review of the policies for information security

[SO/IEC 27002:2013, control 5.1.2 is augmented as follows:

Im

Th
sh
6
N

IS
Iy

Sc
Cd

employees or contractors of membetrswho will be given access to shared community informa

7
N

N

7.
N

Jl Prior to employment

.1.1 Screening

.1.2 Terms and conditions\of employment

.2 During employment

prementationrguidance
e review should include information on significant changes to membership of the inf
aring community.

Organization of information security

additional information specific to inter-sector or inter-organizational €otitmunications.

Human resource security

D/IEC 27002:2013, control 7.1.1 is augmented as:follows:

lementation guidance

mmunities should consider defining minimum levels of verification checks to be appl

additional information(speécific to inter-sector or inter-organizational communications.

additional information specific to inter-sector or inter-organizational communications.

3 Termination and change of employment

additional information specific to inter-sector or inter-organizational communications.

8

8.

Asset management

1 Responsibility for assets

8.1.1 Inventory of assets

No additional information specific to inter-sector or inter-organizational communications.

8.1.2 Ownership of assets

No additional information specific to inter-sector or inter-organizational communications.

© ISO/IEC 2015 - All rights reserved
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8.1.3 Acceptable use of assets

ISO/IEC 27002:2013, control 8.1.3 is augmented as follows:

Implementation guidance

Information provided by other members of an information sharing community is an asset and should
be protected, used and disseminated in accordance with any rules set by the information sharing

communi

ty or by the originator.

8.1.4 Returnofassets

No additi

bnal information specific to inter-sector or inter-organizational communications.

8.2 Infprmation classification

821 (C

lassification of information

ISO/IEC 47002:2013, control 8.2.1 is modified as follows:

Control

Informat

on should be classified in terms of legal requirements, valde, credibility, priority, critical

and sensifivity to unauthorized disclosure or modification.
Implementation guidance

As well as the criteria given in ISO/IEC 27002:2013, inforivation should be classified in terms of

credibilit
content, ¢

y and priority. Credibility should be assessed in terms of the reputation of its source, techni

such as fyrther distribution.

Likewise

sensitivity can depend on many aspects of information beyond a need for maintaining

confidentfiality, such as the impact of disclosure or potential to compromise the anonymity of its sour

Care should be taken in interpreting’ classification markings assigned by other members of
information sharing community.

EXAMPLE

displaying emails where the sensitivity header field has been set to “company confidential” (RFC 4021[1]). If i

not clear i
or intende

One well-known email client displays the message “Please treat this as Confidential” wh

h this case if the originator intended “company confidential” (and the message has been sent in err
d “confidential toy0ou, the recipient”.

8.2.2 Lpbelling ofiinformation

No additi

8.2.3

bnal infermation specific to inter-sector or inter-organizational communications.

ts
al

Ind quality of description. Priority should, indicate the need for urgent or immediate actign,

ts
Ce.

br)

andling of assets
ot 5o~ Ao

No additional information specific to inter-sector or inter-organizational communications.

8.3 Media handling

No additional information specific to inter-sector or inter-organizational communications.
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8.4 Information exchanges protection

A control objective additional to ISO/IEC 27002:2013, Clause 8, asset management, is:

Objective: To ensure adequate protection of information exchanges within an information sharing community.

Information exchanged between members of an information sharing community should be protected in a con-
sistent manner, even though the members are independent entities or parts of entities that may mark, distribute
and protect their own information in different ways.

Where anonymity is requested, any information identifying the source of the information exchange should be

r oouad Tilbauica it chonldba noccibhlato vacaiuacharad i o ation atbh ot oo lingtha raciiont’c ldentlt
gRovea—THew S 5HoUra B e PO SsBreto-Feecerve-SaareaHrormatoi-wirnottrevearigtaereepienys y.

R¢lease of shared information outside the community should be controlled.

8.4.1 Information dissemination

Cantrol

Information dissemination within the receiving member should be limited, based on pre-defined
difsemination markings defined by the community:.

Implementation guidance

Information which has no assigned dissemination marking shotld be given a default diss¢mination
ddfined by the information sharing community. If in doubg, or where there is no generally|accepted
agreement on default dissemination, information should*be treated conservatively. If pogsible, the
regipient should request the originator to re-transmit with an explicit dissemination marking

Dissemination restrictions may include limitations.on‘use such as controlling electronic copy and paste,
preventing screen shots being taken, or preventing printing and export.

O;Iher information
Diffferent attributes or components of shared information may have different sensitivities. In garticular,

krjowledge of the existence of a message or other shared information may have a different sengitivity to
it contents.

Information rights management functionality is often used to enforce in-use limitations. If 4o, a clear
uder rights policy or model is-needed so that users understand what their system will allow them to do
arld where they will be bloeked.

8.4.2 Information'disclaimers

Cantrol

Eqch information exchange should begin with a disclaimer, listing any special requirements|to follow
by| the recipients in addition to the normal information markings.

Implementation suidance

A recipient should request clarification from the originator if the disclaimer is not fully understood, or
cannot be implemented.

8.4.3 Information credibility

Control

Each information exchange should indicate the originator’s degree of confidence in the transmitted
information’s credibility and accuracy.

Implementation guidance

© ISO/IEC 2015 - All rights reserved 7
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Based on urgency, potential consequences and technical constraints, it may not be possible to
validate all information before transmission. Where limitations exist, these should be indicated as
part of the message.

Indicating reservations on credibility of information is particularly important where the source is
anonymous or unknown. It is also important to indicate where the originator has been able to validate
the information given directly, and can vouch for its authenticity.

8.4.4 Information sensitivity reduction

Control

The origihator of an information exchange should indicate if the sensitivity of the information-supplied
will reduge after some external event, or the passage of time.

Even if the sensitivity of supplied information reduces with time, it may still,need protecti¢n.
Classification guidelines (see 8.2.1) may need to include defaults for sensitivity réduction.

8.4.5 Anonymous source protection

Control

A community member should remove any source identification information in any communication it
originatep or receives where anonymity is requested.

Implem ion guidan

The origjnator of information is responsible for obtaining approval from the source (if differept)
before communicating the information to other members of the information sharing community. The
originatof should also ask the source if it can be identified as the original provider of the information.

It is impgrtant that the source protection precess looks at message content as well as message origjn,
because gnalysis of the content may reveali\the identity of the source. Where possible, the originator
of the mdssage should ask the source te review the anonymized information and the list of intendpd
recipient$ before it is distributed.

EXAMPLE A message such as “our ATMs were disabled today by a new virus that was not detected by dqur
firewall bfit was detected by ourpplicy server” could reveal the source if only one bank suffered public servjce
disruptior] on the day in questiom

There arg technical mechanisms that can be used to provide authenticity without compromisipg
anonymity. For example; shared cryptographic secrets could be used to confirm that a communicatipn
originatefl from adnember of the community without revealing the actual identity of the originator.

8.4.6 nonymous recipient protection

Control

With the approval of the originator, members of a community should be able to receive communications
without revealing their own identities.

Implementation guidance

Anonymous receipt can be implemented by both technical means (e.g. cryptography) and procedural
means (e.g. routing through a supporting entity). Care must be taken to ensure anonymity does not
breach legal constraints or reduce the overall level of trust within the community.

Other information
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Anonymous receipt is often necessary for effective inter-sector communications because sector

co

mmunities will wish to keep their membership details private.

8.4.7 Onwards release authority

Control

Unless it is marked for wider release, information should not be distributed beyond the information

sh

aring community without formal approval from the originator.

Im

E4
th

In
in

1 PR T |
PICTICTILALIUIT S UTUdIILE

ch recipient should be responsible for obtaining any necessary authorizations for wider, rel
P originator prior to onwards distribution.

inter-sector communications, the originator cannot know who all the organizations that r¢
formation will be. In such a case, a general or specific sector release approvalwill need to b¢

Otlher information

T}
di

9
N

14

1(
IS
I

Cn
sh

1(
N

e Traffic Light Protocol (see Annex C) is often used to indicate-how information can b
stributed without seeking additional approval.

Access control

additional information specific to inter-sector or inter~organizational communications.

D Cryptography

10.1 Cryptographic controls

.1.1 Policy on the use of cryptographic controls
D/IEC 27002:2013, control 10.1.1 is augmented as follows:

plementation guidance

yptographic techniques can also be used to implement the dissemination rules of inf
aring, e.g. through.information rights management.

.1.2 Key nranagement

additional information specific to inter-sector or inter-organizational communications.

1

base from

pceive the
e granted.

e further

ormation

1 Physical and environmental security

No additional information specific to inter-sector or inter-organizational communications.

12 Operations security

12.1 Operational procedures and responsibilities

No additional information specific to inter-sector or inter-organizational communications.
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12.2 Protection from malware

12.2.1 Controls against malware
ISO/IEC 27002:2013, control 12.2.1 is augmented as follows:

Implementation guidan

Information received from other members of an information sharing community should be scanned for
the presence of malware, regardless of whether the communications service between members of the

community provides message scanning or not.

12.3 Ba¢kup

No additipnal information specific to inter-sector or inter-organizational communications.
12.4 Logging and monitoring

12.4.1 Eyentlogging
ISO/IEC 27002:2013, control 12.4.1 is augmented as follows:

Implementation guidance

When required by the information sharing community, members.should log the internal disseminati

of shared|information.

12.4.2 Protection of log information

No additipnal information specific to inter-sector or\inter-organizational communications.

12.4.3 Administrator and operator logs

No additipnal information specific to inter-sector or inter-organizational communications.

12.4.4 (Clock synchronization

No additipnal information specific to inter-sector or inter-organizational communications.

12.5 Control of operational software

No additipnal information specific to inter-sector or inter-organizational communications.

12.6 Tec¢hnical vulnerability management

NO addltl Jlla} illfUl ulatiuu DIJCLifiL tU illtCl DCLtUl Ul iutc1 Ul gauibatiuual \.uuuuuui\,atiuuo.
12.7 Information systems audit considerations

12.7.1 Information systems audit controls

No additional information specific to inter-sector or inter-organizational communications.

12.7.2 Community audit rights

A control additional to ISO/IEC 27002:2013, 12.7, information systems audit considerations, is:

Control
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Every information sharing community should specify the rights of members to audit the systems of
other members and of any trusted service providers.

Implementation guidan

The authority to audit member systems could be limited to a trusted third party, such as a TICE or WARP.

13 Communications security

13-t Networksecurity nramagenrernt

N¢ additional information specific to inter-sector or inter-organizational communicatiofs,
13.2 Information transfer

13.2.1 Information transfer policies and procedures

N¢ additional information specific to inter-sector or inter-organizational\communications.

13.2.2 Agreements on information transfer
ISP/IEC 27002:2013, control 13.2.2 is augmented as follows:
Implementation guidan

All information sharing communities should define information transfer agreements, and shiould only
pgrmit members to join the community if such agreements are signed and accepted.

13.2.3 Electronic messaging
ISP/IEC 27002:2013, control 13.2.3 is augmented as follows:

Implementation guidance

All information sharing communities should define rules for the protection of information in transit,
arld only permit members_€o)join the community if such rules are accepted and implementgd by the
prpspective member. Any'supporting entity should implement such rules internally.

Information sharingZcommunities should consider implementing alternative mechanisms for
information sharifg that do not rely on electronic messaging, and enabling members to spgcify that
specific messages.are distributed by such other routes.

13.2.4 Confidentiality or non-disclosure agreements

N¢ additional information specific to inter-sector or inter-organizational communications.

14 System acquisition, development and maintenance

No additional information specific to inter-sector or inter-organizational communications.
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15 Supplier relationships
15.1 Information security in supplier relationships

15.1.1 Information security policy for supplier relationships

No additional information specific to inter-sector or inter-organizational communications.

15.1.2 Addressing security within supplier agreements

ISO/IEC 27002:2013, control 15.1.2 is augmented as follows:

Implementation guidance

All comnjunity members should be made aware of the identities of all third parties, inyolved in the
provision of community services, in case they have objections to particular parties deing involved|in
the handliing of information that they provide.

—

The agre¢ments with suppliers associated with provision of community services\should enable security
reviews gnd audits of their services to be performed on a regular basis.

15.1.3 Information and communication technology supply chain

No additipnal information specific to inter-sector or inter-organizational communications.

15.2 Supplier service delivery management

No additipnal information specific to inter-sector or inter-organizational communications.

16 Information security incident management
16.1 Management of information security incidents and improvements

16.1.1 Responsibilities and procedures

No additipnal information specificto inter-sector or inter-organizational communications.

16.1.2 Reporting information security events

ISO/IEC 47002:2013,.céntrol 16.1.2 is augmented as follows:

Implementation.guidance

Members| of an’ information sharing community should consider whether detected events should pe
reported to-other members of the community The community should agree and hl]h]lQh onldnnr‘p bn
the types of incident that will be of interest to other members. Members should exercise ]udgement to
ensure only events potentially of interest to other members are reported.

There is a strong tendency for incidents to be kept confidential and for a community member not to
disclose incident information in order to protect the originator’s reputation. However, communicating
incident information to others will foster future cooperation and coordination in incident prevention,
prompt rapid reaction to incidents and improve overall security within the community. Events and
incidents can be reported without necessarily revealing all of their consequences.

Likewise, members should examine all reported events promptly to see if they will have an impact upon
their own operations. For example, a routine announcement by a member providing a shared service of
a planned maintenance operation might require other members to review the reliability of alternative
providers before the maintenance activity starts.
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16.1.3 Reporting information security weaknesses

No additional information specific to inter-sector or inter-organizational communications.

16.1.4 Assessment of, and decision on, information security events

No additional information specific to inter-sector or inter-organizational communications.

16.1.5 Response to information security incidents

N

16
IS
In
In

pe
fa

additional information specific to inter-sector or inter-organizational communications.

.1.6 Learning from information security incidents

D/IEC 27002:2013, control 16.1.6 is augmented as follows:

lementation guidan

vestigations based on information distributed by an information sharing community
rformed, to reduce the risks of similar incidents and develop a better understanding of
ring the community and any related significant information infrastructures. Such inve

could be performed by the community members involved, or by asupporting entity, if one exi

Fo
in
pr
qu
le

llowing reported incidents, post incident reviews should be performed by membe
formation sharing community to trigger updates to“Security incident response plan
ocedures and the business risk profile, even if the ‘member was not affected by the iy
estion. Each member should ensure that reported incident responses are assessed,

continuously improve its own response processes.

16

N¢

16

A
i

Cd

.1.7 Collection of evidence

additional information specific to_inter-sector or inter-organizational communications.

.1.8 Early warning system

provements, is:

ntrol

An early warning-system should be deployed within the information sharing community to ¢

C
Iy

Pr

municatépriority information as soon as it is available.

plementation guidance

hould be
the risks
btigations
b tsS.

's of the
5, related
cident in
and any

sons or possible improvements to the member!s-own processes are identified and acted upon to

control additional to ISOAEC 27002:2013, 16.1, management of information security inciglents and

ffectively

minimize

iérity information is information that may enable other community members to avoid or

si

analysed or confirmed.

17 Information security aspects of business continuity management

17.1 Information security continuity

17.1.1 Planning information security continuity

ISO/IEC 27002:2013, control 17.1.1 is augmented as follows:

Implementation guidance
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Business continuity and disaster recovery plans developed by members of an information sharing
community should address the need to exchange sensitive information with other members in a secure

manner a

s part of the recovery process.

17.1.2 Implementing information security continuity

No additional information specific to inter-sector or inter-organizational communications.

17.1.3 Verify, review and evaluate information security continuity

No additi

17.2 Re
No additi

18 Com

bnal information specific to inter-sector or inter-organizational communications.

Hundancies

bnal information specific to inter-sector or inter-organizational communications;

pliance

18.1 Compliance with legal and contractual requirements

18.1.1 Identification of applicable legislation and contractual reguirements

ISO/IEC 2
Implem

The infor
regulatio
prevent c

7002:2013, control 18.1.1 is augmented as follows:
ion guidan

mation sharing community should take due account of any relevant agreements, laws a
hs relating to information sharing, such ascanti-cartel legislation or regulations. This coy
prtain organizations joining the community, or place restrictions upon their representation

18.1.2 Intellectual property rights

No additi

18.1.3 P

No additi

18.1.4 P
No additi

bnal information specific to inter=sector or inter-organizational communications.

rotection of records

bnal information specific to inter-sector or inter-organizational communications.

rivacy and protection of personally identifiable information

bnal informiation specific to inter-sector or inter-organizational communications.

18.1.5 Regulation of cryptographic controls

hd
1d

No additi

18.1.6 L

) o 4 sl o ook i ads 4 4 1 o 4
Ulldl IITTUTTITIAUIUIT SPTUITIU TUTTIITI TS TLTUT U HITCTFUT g dIITZ4tIUTTdl CULITTITUIIICAUIULLS.

iability to the information sharing community

A control additional to ISO/IEC 27002:2013, 18.1, compliance with legal and contractual requirements, is:

Control

Liability issues and remediation should be clarified, understood and approved by all members of
an information sharing community, to address situations in which information is intentionally or

unintenti

onally disclosed.

Implementation guidance

14
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Remediation should include, at a minimum, notification of any unauthorized disclosure back to the
originator, with sufficient detail to identify the information disclosed.

Where possible, notification should be provided back to the source, even if the information has been
sanitized and does not reveal its origin. This could be achieved by the intermediary of a trusted third
party, such as a TICE.

Unauthorized disclosure consequences could affect directly the responsible parties and might
involve eliminating or restricting access to some members for some period of time to re-establish
community trust.

12L.2 Information security reviews

N¢ additional information specific to inter-sector or inter-organizational communicatiofs.
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Annex A
(informative)

Sharing sensitive information

A.1 Introduction

Sensitive
between
decisions

Informat
people. C
with a fo
located ix

is a cominon wish to share sensitive information of some type, and to ‘aecept agreed controls a

processeq

To secure
to design
The proc
providing
indiscrim

The effed

information is an asset of important value that must be securely managed whensharj
organizations. It must be delivered in time to address business issues and to make bett
even more so if it is critical to the organization.

on sharing communities may represent many types of organization and |even individy
pbmmunities may be extraordinarily diverse in their membership, or be aligned very closg
'm of business activity, such as a particular industry or market sectors€ommunities may
both the public and private sectors, or may contain members of both kinds. The requireme

governing the use of that information.

implement and monitor processes to provide a secured flow of information on a timely bas
esses should ensure that information is disseminated to the appropriate persons, whi
reasonable assurance that the information cannotbe used for malicious purposes and is 1
inately re-distributed so as to become essentially public information.

the relati

mechanigms relating to communications should prevent distributing information to persons
organizafions that would likely:

— use

— publicly disseminate informatienwithout permission of the information originator;

— prov
actio

For infor
empower
encourag

A.2 Ch

nships established by the information sharing community. At the same time, the secur

accumulate the data to perform-malicious acts;

de information that hasnot been sufficiently analysed and, therefore, induces inappropriz
hs which could waste-er mislead resources and the impact on organizations.

mation sharimg,-communities to function effectively, recipients of information must
ed by their imember organizations to act upon the information received, and must not
bd to misuse that information, for example for commercial advantage.

allenges

tiveness of distribution will be determined, by the degree of trust that members hold |i

er

al
bly
be
nt
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ly exchange sensitive information within an informationfsharing community, it is necessdry

is.
st
ot

ty
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be
be

Adequate information security management for inter-sector and inter-organizational communications
is strongly recommended to face the following challenges; failure to do so could impact normal business

condition

s and cause disruptions during incidents:

— New security threats and vulnerabilities.

— System and network increased dependencies.

— Contractual, legal, regulatory and business evolution and limits.

— Adequate communications models establishment.

— Attack and reaction processes coordination.

16
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Secured and resilient communications between community members should include the following
elements:

Risk knowledge and management.
Dissemination and communication.

Monitoring.

C

It

re
to
cr
w
th

WOI::le these three elements should be taken for their specific value, they are closely,li

plement each other.

s difficult to develop trust between members of an information sharing communitywithout
ationships with the representatives of other members. People need to meet face'to face

pate trust using only remote communications technologies. It is also difficult torestablish me]
hich give confidence in the credibility of the source of information whilst'retaining the ano
ht source. People will often speak more freely if they have confidence that their identity w

w
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C(Ilfidential.
An information sharing community can be effective even if not\all members share all inf

th all other members. Distribution mechanisms must be flexible enough to enable distribu
hited to specific members of the community, or to be limitéd)by topic.

hally, when sharing information between communities\(for example, in inter-sector commur
e gatekeepers between the communities face special difficulties. Sources of informatior
cessarily have knowledge of the membership of ethér communities and must rely on the int
otect anonymity and other conditions of release.”The gatekeepers may lack the specialist k
realize when certain community communications should not be passed further. These pro
pically even worse in inter-national ratherthan inter-sector communications.

3 Potential benefits

aring sensitive informationywith others inevitably increases the potential risk of inap
bclosure. For a community\to be effective, these risks must be managed and minimized
nefits seen as outweighingthe accepted residual risks.

e potential benefits.of’sharing sensitive information include:

Early warningyof any significant change in the risk situation, like new threats, updated lik
attack, newlydiscovered vulnerabilities, etc.

Improved security through shared best practice.

Access to useful information not available from any public source.

hked and

personal
in order

build relationships and create confidence in each other’s credibility and discretion. It is dfifficult to

chanisms
hymity of
1l be kept

ormation
Lion to be

ications),
 will not
brfaces to
howledge
blems are

propriate
, and the

blihood of

Cost savings through elimination of duplicated effort.
Better risk assessments through greater understanding of threats and vulnerabilities.

Better organization of maintenance and intervention from information concerning similar
at other organizations.

Better preparedness for security incidents.
Benchmarking of security measures against similar organizations.
Corporate social responsibility.

Compliance with legal requirements or corporate policy.
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It is essential that the community monitoring and review processes identify concrete benefits (and
drawbacks) from community membership for use by members in assessing their continued membership
of the community.

A.4 Applicability

Information can be exchanged between many types of organization, large or small, government or
private, similar or diverse. However, the greatest benefits may often be experienced by organizations
operating within the same sector or with the same corporate objectives, which share sector-specific
categoriepof irformmatiomrsecurity Tisk1SOAEC 276061 2 dentifies somesuchsectors:

There mdy also be great benefits in sharing information across sectors, either by defining communities
based uppn other characteristics (such as geographical location) or by sharing information with otHer
sector-based information sharing communities in a hierarchical structure of communities:

A.5 Defining and operating an information sharing community

The inforjmation sharing community should define the rules and conditions-geverning its operatign.
Such rulef and conditions should include:

— the rjules and conditions governing membership of the informatienh“sharing community and fts
interhal organization;

— the opjectives of the information sharing community and intended benefits to members;
— the pfocedures for members joining or leaving the information sharing community;

— the rfules and conditions governing any centralized*community processes or entities such ag a
TICE|or WARP;

— the rpiles and conditions regarding obligations of community members, disciplinary and expulsipn
procgsses and criteria;

— clear|rules for how members may use€ and pass on shared information;
— the ofher legal and financial obligations and conditions of community membership.
The rules|and conditions of the information sharing community should also:

— ensure that information-is communicated in an efficient and secure manner that ensures that jts
targdt audience propérly receives the data in good time;

— speciffy and priogitize potential and selected communication channels, in terms of priority usage|to
comrhunicatethe data for each identified information type;

— speciffy the’permitted circumstances under which information is transmitted to members of the
comrhunity;

— specify the mandatory and optional data protection and distribution attributes associated with
community communications;

— specify clear rules for interpreting the data protection and distribution attributes concerning
information dissemination;

— require members to provide feedback on the relevance, timeliness and accuracy of the
information received;

— where possible, specify or adapt existing messaging standards for the exchange of information.

The communication rules should define the frequency of communication, any requirements for
confirmation of receipt, and any priority or escalation criteria. The rules should recognize that
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members of the information sharing community may have varying levels of trust in other members of
the community. That degree of trust may vary over time and situation.

Appropriate communication channels should be selected by assessing their strengths and weaknesses
when delivering the identified information types supported by the community, based on criteria such
as: target audience; attributes of the information to be delivered; channel reach; and frequency, and
cost. Examples of possible communication channels are: electronic messaging; public or member-only
sites; conference or two-way phone calls; letters sent by public postal services; or face-to-face meetings.
The influence a communication has on its target audience depends on the effectiveness of the channel
in reaching the audience, its credibility with the audience and its appropriateness to the issue or the
information subject.

Not all information needs to be communicated in real-time; some information can.best e shared
thfough routine contact.

Pgssible examples of when information will be transmitted to members of\the commpnity are
immediate reporting of detected incidents fitting predefined profiles, routine réporting on a t{me basis,
orfresponses to requests for information from other members. Possible ekamples of data grotection
arld distribution attributes are a requirement to conceal the origin of the:rformation, the senkitivity of
the information or the originator’s assessment of the trustworthiness of the information. Ar} example
offa set of rules for interpreting data protection and distribution attfibutes is the Traffic Light Protocol
- $ee Annex C. Attributes may vary depending on the communications channel used. For exgmple, the
mandatory attributes for postal distribution may well be differentfrom those for Internet empil.

Whatever technical solutions are selected and implemented, they should be appropriate for the types of
information shared within the community and consistentwith the defined objectives of the community.
Face to face contact builds trust and may be a necessary way to grow communities by invjting new
members. However, the existence of a trusted platform or other sharing infrastructure may itself
encourage membership.

Al6 Information exchange agreements

The information sharing community should define (in an information exchange agreerhent) the
mechanisms and processes governing community communications. Information can be exchanged
by letter, or orally at face-to-face meetings, as well as electronically. Information can be exchanged
formally, using predefined fermats and protocols, or informally, in an unstructured way. Information
could be exchanged on & routine or ad-hoc basis. Information can be exchanged by pegr-to-peer
cglglmunications, hierarchically or through a centralized supporting entity such as a TICE or WARP.

The information exchdange agreement may permit information to be shared with only selected[members
of|the informatién)Sharing community, or only to be made shared anonymously. Likewise, eyen where
ceptralized reporting facilities exist, it may permit information to be passed between memberf directly.

The information exchange agreement should specify the types of information that may be exchanged
bdtweetw~members of the community. This is in order to ensure a common understanding by the
munity members of the communicated information and to ensure that members dg¢sign and

Examples of possible information types are:
o ”n . - . .
— “announcements”, which correspond to informative explained events;

— “alerts and warnings”, which correspond to unexplained physical or IT-related events, denial of
service attacks, scanning or spoofing;

— “incident handling”, which correspond to analysis, response support and response coordination
relating to actual incidents;

— “information requests”, which correspond to requests for information from one member of the
community addressed to all or some other community members;
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— “quality of service predictions”, which provide information on the predicted effectiveness and
reliability of the various community communications channels.

Too much information sharing can be as bad as too little, unless a suitable method of filtering the data
is included. If building trend information is seen as a main benefit of sharing, there must be a method
for differentiating high priority “act now” information from low priority “for the record” information.

A.7 Success factors

Effective cc ave genuine shared interests,althoughnota embe ay-beinteres
in all aspgcts. For example, fixed line telecom companies will not be interested in wireless problems,
but will ipterested as interested as mobile companies in identifying hoax calls.

Memberq of effective communities will use empowered representatives that can miake thinlgs
happen ipternally.

Effective [communities may limit or otherwise constrain membership, for example” to ensure fair
representation in decision making.

A.8 Scope of the ISMS for an information sharing community
The scop¢ of the ISMS for an information sharing community should ificlude:

— all prjocesses used for the communication of information between community members, includipg
intermediaries;

— the storage of information as relevant during the commhication;
— the processes implemented by the relevant members to send and receive shared information;
— the processes implemented by community members for the destruction of shared information.

The scoge should not include information-Security management processes implemented by the
relevant fommunity members to manage ;their own information security, and possibly covered py
other inf¢rmation security management systems, apart from restrictions placed on the nature of the
informatjon to be shared and the interfaces to the information sharing system. The ISMS could pe
managed|centrally by a supporting‘entity such as a TICE or WARP, or it could be managed collaborativ¢ly
by the mgmbers of the community-
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2.1 Introduction

1 Statement of trust

recipient’s degree of trust in a received statement is largely predicated on the degreeito {
urce of the message is trusted, and the source’s own trust in the statement.

is is perhaps best encapsulated in the “5 by 5” model used within the/\law enforce]
felligence communities:

{A - E} Decreasing degree of trust in source;
{1 - 5} Decreasing degree of trust placed by source in informaticn;

us “A-1” information is expected to be implicitly trusted, whépeas “E-5” information will
discarded.

t, of course, in the real world there is very little “A-1” information. Perhaps the best known
nere both the source and information are expected tobe implicitly trusted, but for which d
Fors have to be expected, is the use of Global Positioning System (GPS) based satellite n
stems, where instances of mapping or route>planning system errors have been ac
sleading, causing large vehicles to be misdirgcted down small tracks, which are often th

further issue with regard to trust in statements is the risk of specious reinforcement. T
frinsic tendency - or underlying assumption - that multiple instances of the same inform
emingly differing sources is confirjmatory.

is, to some extent, is of coursetrue, but such trust cannot be taken too literally, and, in parti
hthematical model of sucH trust should not assign linear weighting to additional instances.

2 Technological support

ere aren@ number of technologies that have recently been developed to support
ectronically supplied information generated by unknown or unfamiliar entities. Such tec
2 closely associated with the concept of "Web 2. 0”[_1 Web 2.0 isnota set of technologle
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Two facets of Web 2.0 are of particular relevance to this International Standard:

B

pseudo anonymity;

reputation systems, also called reputation engines.

.2.2 Anonymity and pseudo-anonymity

Sources and recipients of information may wish to remain anonymous for a variety of reasons. The
strength to which anonymity is actually achievable depends on the knowledge of the context i.e. how well
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the entire messaging system is understood. In large, decentralized systems the messaging system may
not be fully known to any participant, and in many cases the context of the message will change over time.

The concept of anonymity is tied to the concept of unlinkability, where items of interest are no more
and no less related after any observation than they are related from a-priori knowledge.

Relationship anonymity implies a degree of untraceability as to who communicates with whom: thus,
it is not possible to link an originator to the recipient or recipients.

Unobservability is being unable to observe when the originator sends and the recipient receives.

Relationship unobservability means it is not possible to observe the communication between-the
originatof and the recipient.

Pseudonymity involves the replacing of a person’s name and other identifying characteristics with
a label, i order to prevent identification of the data subject or, at least, to make such~identificatipn
substantiplly difficult. Being pseudonymous is the state of using a pseudonym as an identification lablel.

With respgect to the degree of linkability, various types of pseudonyms may be possible:

a) Persdn pseudonym: A person pseudonym is a substitute for the holder’s(name which is regarded
as representation for the holder’s civil identity. It may be used in all confexts, e.g.: a number of pn
identjity card; the social security number; DNA; a nickname; the pseudonym of an actor; or a mobjle
phong number.

b) Role pseudonym: The use of role pseudonyms is limited to specific roles, e.g., a customer pseudonym
or an|Internet account used for many instantiations of the same role “Internet user”. The same r¢le
pseuglonym may be used with different communication partners.

c) Relatfonship pseudonym: For each communication parther, a different pseudonym is used. This mealns
that different communications partners cannot telb that they are communicating with the same usgr.

d) Role-felationship pseudonym: For each role and for each communication partner, a different role-
relationship pseudonym is used. This means‘that the communication partner does not necessarjly
know whether two pseudonyms used.in-different roles belong to the same holder. On the other
hand| two different communication partners who interact with a user in the same role do not kngw
from|the pseudonym alone whether it is the same user.

EXAMPLE Suppose a souree.of information regularly uses the name “Wool” when communicating
inforpation not in the public demain to Bernstein, and uses the name “Touched” when communicating
the sgme information to Woodward. Bernstein then receives information about a new subject from “Dgep
Throgt” and Woodward.from “Watergate”. Bernstein and Woodward do not know if “Deep Throat” and
“Watgrgate” are the sameé person and also do not know if “Deep Throat” is the same person as “Wool”|or
“Toudhed”, or both.

e) Trandaction pseudonym: For each transaction, a transaction pseudonym unlinkable to any otHer
trangaction“pseudonyms (and at least initially unlinkable to any other transaction pseudonynjs)
is used,€.g., randomly generated transaction numbers for online-banking. Therefore, transactipn
pseudloniyms can be used to realize as strong anonymity as possible.

In general, anonymity of both role pseudonyms and relationship pseudonyms is stronger than
anonymity of person pseudonyms. The strength of anonymity increases with the application of role-
relationship pseudonyms, the use of which is restricted to both the same role and the same relationship.

Anonymity is stronger if less personal data of the pseudonym holder can be linked to the pseudonym.

B.2.3 Reputation engines

The concept of a reputation engine forms the basis of many social media and social networks on the
Web. Reputation engines are used to filter the most relevant information and they become more
relevant as the quantity and variety of information increase dramatically.
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A reputation engine can be defined as a formalized set of policies and procedures that are used
to compute a reputation score for an individual based on their past activity. In the online world, a
reputation engine is tied to the idea of a digital footprint. Digital footprints are traces of someone’s
activity in a digital environment.

Credit reports and other mechanisms have always provided a means to quantify reputation - but a
comparison of the Web mechanisms of reputation (such as Internet auction ratings) to traditional credit
reports is interesting. As we transact on the Web (buy, sell, borrow, repay) we create digital data. This
data is captured by others (like credit rating agencies) and although it belongs to us - it is ‘owned’ by
the credit rating agency (and indeed we may be charged for accessing it!).

Th
di
is

A

reputation engine could be used to increase trust by incorporating insights from

ere are more refined form of reputation engines such as the eBay reputation enginel). The‘éBay engine
'fers from a credit score because it is transparent. Every piece of feedback (including negative feedback)
fed back to the person about whom the comment is made - thus giving an opportunity for appeal.

e wider

community sources through tasks like: validating new information sources; validating contenf sources;

re

complementing search by external insights; bringing in new/externalsideas to the truste

da
2

m

B

Th
sy

can be taken to the problem: a solution where the majority of the desired result can be

w
di

Pg

d)

bl time alerts, such as Twitter search and Google alerts; reinforcing trust from unknowr
main; forecasting opportunities and threats from external sources, €tc. However, many cut

pdel internally.

3 Assessing trustworthiness of information

e concepts underpinning trust are intrinsically of a\stibjective rather than objective natu
ch, are not necessarily amenable to mechanistic-tépresentation. Nonetheless, a Pareto ap

th a relatively small amount of effort, althgugh any attempt to perfect the model would
sproportionate amount of effort.

ssible components of such an approachare:

That originators of information,;should assign a degree of trust in information they pul
usefulness of this approach' has been validated by the United Kingdom’s Centre for H
of National Infrastructufe) where it is used to automatically profile and disseminate
information to a variety-of information sharing communities.

That all informationbe clearly identified with its source, ideally using a structured data f}

Notwithstanding the concept of source identification, there should also be support for ar
reportingas'experience from the safety world indicates that provision for anonymity sig
increasesinformation sharing.

Thatthe concept of a Boundary Object be used to encapsulate the substance of any in
ekchanged. Boundary Objects are structured assemblages of information that have a

sources;
l sharing
rent Web

.0 technologies (e.g. wikis) have limitations for building trust sinc€they do not have a robust trust

e and, as
proach[4]
achieved
require a

plish. The
rotection
warning

brmat.

onymous
hificantly

formation
degree of

mutual recognition within a community of interest, and as such both enable communicati

01l aCross

linguistic and domain boundaries: the success of initiatives such as Mitre’s Common Vulnerability

Enumeration (CVE) notation is attributed in part to their de facto adoption as such Boundar

y Objects.

1) Names of products used in B.2.3 are examples of relevant products available commerecially. This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO or IEC of these
products.

© ISO/IEC 2015 - All rights reserved

23


https://standardsiso.com/api/?name=c17db123004a1ff519232b0965ffb5db

ISO/IEC 27010:2015(E)

f)

g)

— e ——

| essage
Bube 2
A2)
SoLca

TR T
”W \
|

.a.a]

Boundary DD}Ect
En{:apsumkln

S
N‘h‘lbu‘be 4
I
Sink’s Trust In
&y v
| o

Source

originator’s judgement of trustworthiness of information in message

recipient’s judgement of‘trustworthiness of information in message
FigureB;1 — Assessment of message content trustworthiness

That poth originator and recipient of a trusted information exchange should provide an assessmgnt
as to|whether and how many times, the information is supportive of previously received content:
althopgh. there is some scope for automated parsing of information for this purpose, it has to pe

recognized that automated parsing of messages for such purposes w1th1n the current state of the
art is unwnl-nkln Tosminimizatha riclec of concioic watnfornrannt o Al c hing ratiirn Coipans 15 ative

I CTITooTC T T O T T ITItr ZC T T IO S U o pttIoT S T CITITOT COTTICTIC, o Ottt STITTT S I CtUr It currorot

Distribution Function will need to be applied to the count of number of previous instances, which will
therefore mean that the weighted value of additional information decreases as the count increases.

That the source or recipient assign a flag as to whether the information has been confirmed
independently, to guard against enshrining so-called urban legends as useful information. This
enshrines a further degree of critical scepticism about information received.

That recipients of information should assign a subjective rating of the source, based on the precepts
of the “5 by 5” model (see B.1).

Suitably weighted, such criteria can enable members of an information sharing community to quantify
the trust they can and should place in the information that they receive from other members of the
community. This is represented pictorially in Figure B.1 above.
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Annex C
(informative)

The Traffic Light Protocol

This annex describes the Traffic Light Protocol (TLP), a mechanism widely used in information sharing

communities to indicate the permitted distribution of information. Although the basic concepf

ur
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consult the originator if wider dissemination is required.
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derstood, there are a number of slightly different variations in use. This description is taker
od Practice Guide for Network Security Information Exchanges published by the European
d Information Security Agency (ENISA).[5] The concept was originally developed®y-the Ul
" the Protection of National Infrastructure (CPNI).

e TLP was created in order to encourage greater sharing of sensitive”information
canizations. The originator needs to signal how widely they want theirinformation to be ¢
yond the immediate recipient, if at all.

e TLP is based on the concept of the originator labelling inforniation with one of four ¢
licate what further dissemination, if any, can be undertakenby the recipient. The recip

e four colours and their meanings are as follows:

RED - Personal for Named Recipients Only. In the context of a meeting, for example, RED inf
is limited to those present at the meeting. In mest circumstances, RED information will |
verbally or in person.

AMBER - Limited Distribution. The recipient may share AMBER information with othe
their organization, but only on a ‘needsto-know’ basis. The originator may be expected
the intended limits of that sharing:

community. However, the information may not be published or posted on the Internet, no
outside of the community:

WHITE - Unlimited. Subject to standard copyright rules, WHITE information may be dji
freely, without restriction.

nsitive informatien, howsoever provided by an originator, should be marked at the time of ¢
accordancedwdith the TLP. All sensitive information will be deemed to be AMBER unless

e identityof the source of the sensitive information will always be RED.

e TLP can also be adapted for use within an organization, for example, where only some in
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GREEN - Community Wide. Information in this category can be circulated widely within a particular

" released

stributed

isclosure
therwise

hted or written. However, by default, and unless specifically stated otherwise at the time of djisclosure,

dividuals

e granted full access to all shared information. See Figure 2.
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