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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
wark

echnical
that are
echnical
echnical
national
rt in the

he procedures used to develop this document and those intended for its further mair
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document jwas dr
ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire

tenance
criteria
hfted in
tives or

ww.iec.ch/members_experts/refdocs).

IO and IEC draw attention to the possibility that the implementation of this decument may iny
se of (a) patent(s). ISO and IEC take no position concerning the evidence;validity or applic3
ny claimed patent rights in respect thereof. As of the date of publicationof this document, ISO
ad not received notice of (a) patent(s) which may be required to implement this document. K
mplementers are cautioned that this may not represent the latest iniformation, which may be
Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. [SO and
ot be held responsible for identifying any or all such patent-rights.

el Nt

Any trade name used in this document is information given for the convenience of users and
donstitute an endorsement.

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tel
xpressions related to conformity assessmeunt, as well as information about ISO's adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 38, Cloud computing and distributed platforms.

This first edition of ISO/IEC® 22123-2, together with ISO/IEC 22123-1 cancels and
IPO/IEC 17788:2014, whiclirhas been technically revised.

The main changes are-as follows:

- cloud computing terminology has been moved to ISO/IEC 22123-1;
—+ the descriptions of the key characteristics have been expanded;
-+ the number and descriptions of the cloud service categories have been expanded;

+ “he cloud deployment model descriptions have been expanded and corrected;

rolve the
bility of
and IEC
[owever,
btained
EC shall

Hoes not

'ms and
ence to
BT) see

hnology,

replaces

— added differentiation between cloud computing parties and roie,

— the descriptions of the cross-cutting aspects have been expanded;

— anew Clause 8 was added to address data and cloud services concepts;
— anew Clause 9 was added to address virtualization concepts;

— anew Clause 10 was added to address considerations when using multiple CSPs;

— anew Clause 11 was added to address logical and physical organization of cloud computing;

— Annex A was expanded to identify additional cloud service categories, not described in this

document.
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Alist of all parts in the ISO/IEC 22123 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Information technology — Cloud computing —

Part 2:
Concepts

Scope

his document specifies concepts used in the field of cloud computing. These concepts’expand {
oud computing vocabulary defined in ISO/IEC 22123-1 and provide a foundation for other do
that are associated with cloud computing.

his document also provides detailed descriptions on the application ,of these concepts
mputing.
Normative references

he following documents are referred to in the text in such,a*way that some or all of their
nstitutes requirements of this document. For dated references, only the edition cited app
ndated references, the latest edition of the referenced do¢ument (including any amendments)

IPO/IEC 22123-1, Information technology — Cloud computing — Part 1: Vocabulary

Terms and definitions

or the purposes of this document, the terms and definitions given in ISO/IEC 22123-1 and the fi
ply.

IF0 and IEC maintain terminology databases for use in standardization at the following addres|

- ISO Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at https://www.electropedia.org/

31
II principal
atural person to'whom the personally identifiable information (PII) relates

=

Note 1 to €ntry: Depending on the jurisdiction and the particular data protection and privacy legislg
synonym-data subject” can also be used instead of the term “PII principal.”

[FOURCE: ISO/IEC 29100:2011, 2.11]

ipon the
cuments

n cloud

content
lies. For
applies.

bllowing

Ses:

ition, the

3.2
PII controller

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) other than natural persons who use data for personal purposes

Note 1 to entry: A PII controller sometimes instructs others [e.g. PII processors (3.3)] to process PII on its behalf

while the responsibility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2011, 2.10]
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3.3
PII processor

privacy stakeholder that processes personally identifiable information (PII) on behalf of and in

accordance with the instructions of a PII controller (3.2)

[SOURCE: ISO/IEC 29100:2011, 2.12]

4 Symbols and abbreviated terms

API application programming interface

CaaS communications as a service

CDN content distribution network

CompaalP compute as a service

CPU central processing unit

CSA cloud service agreement

CSC cloud service customer

CSN cloud service partner

CSP cloud service provider

CSuU cloud service user

DSA data sharing agreement

DSaaS data storage as a service

FaaS function as a service

[aaS infrastructure as a service

ICT information and communication technology
NaaS network as a(service

PaaS platforni-as'a service

PII personally identifiable information

PIMS privacy information management system
PSTN public switched telephone network

RAM random access memory

SaaS software as a service

SLA service level agreement

SLO service level objective

SQO service qualitative objective

TCP/IP transmission control protocol/internet protocol
2 © ISO/IEC 2023 - All rights reserved
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TDM time division multiplexing
VM virtual machine
VPN virtual private network

5 Cloud computing foundational concepts

4 yal 1
1 UcCIlICI dl

IBO/IEC 22123-1 defines cloud computing and notes that examples of resources in¢lude
perating systems, networks, software, applications, and storage equipment.

he concepts in this document expand upon the cloud computing vocabulary definedin ISO/IEC
nd provide a foundation for other documents that are associated with cloud comptting.

Ih this document, a name such as cloud service customer (CSC) or cloud”service provid

5.2 Key characteristics of cloud computing

3.2.1 General

Subclauses 5.2.2 to 5.2.7 identify and describe key characteristics of cloud computing.

he concept of key characteristics refers to the fundamental properties of cloud comput
ifferentiate it from other Information Technology-paradigms. Each key characteristic covers
roperties that are needed by users of cloud computing.

he key characteristics of cloud computing-provide a high-level statement of the distinguishing
f cloud computing. The key characteri$tics are decomposed in order to understand the con
loud computing for typical delivery s¢enarios.

Q0O = Q. —

|

he analysis of a key characteristi¢ is not always definitive because the requirements for deli
loud service can vary depending on the CSC. All the involved parties in the use and provision
ervices benefit from a verifiable statement describing what the characteristic means.

w_Q

3.2.2 Broad network access

Hroad network access is a characteristic in which the CSP’s physical and virtual resources are 3
dver a network and accessed through standard mechanisms that promote use the CSC. The focy
Key characteristic is that cloud computing offers an increased level of convenience in that u
dccess resources from wherever they work, as long as it is network accessible, using a wide v
devices,such as mobile phones, tablets, laptops, and workstations.

represents a cloud computing party while CSC role or CSP role indicates.a«cloud computing rold.

Servers,

22123-1

er (CSP)

ing that
specific

features
cepts of

vering a
of cloud

ivailable
1s of this
sers can
hriety of

(Jloud services are widely accessible using network services from a variety of network pj

oviders.

his can include the public internet, an exchange provider’s network or the CSP’s own network.
This characteristic can apply to all cloud deployment models. Access is provided to cloud computing

resources at all required times and locations from any CSC, within policy and security constrai

Broad network access includes accessibility and interoperability for many forms of cloud
network including:

— user (client) access to cloud services;
— application access to cloud services;

— peer cloud service interaction (intra- and inter-cloud); and

© ISO/IEC 2023 - All rights reserved
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— cloud management and control interaction including the use of application programming interfaces
(APIs).

5.2.3 Measured service

Measured service is a characteristic in which the metered delivery of cloud services is such that usage
can be monitored, controlled, reported, and billed. This is an important feature needed to optimise and
validate the delivered cloud service. The focus of this key characteristic is that the customer only pays
for the resources that they use. From the customers’ perspective, cloud computing offers the users value

by enabl

Measurgd service can refer to a wide variety of metering functions that can be required for servide
operatiqns, administration, maintenance, provisioning, and security. Consumption-based |billinig
requireq that cloud service use be measured using an agreed upon measuring algorithm which ca

be specified in a service level agreement (SLA) (see ISO/IEC 19086). Metered cloud seryices provide
sufficient detail to meet cloud SLA requirements. This can include measurements for the underlyinig
virtual gnd physical resources (see ISO/IEC TR 23613[13]),

5.2.4 Multi-tenancy

Multi-tehancy is a characteristic in which physical or virtual resources areallocated in such a way thgt
multiplg tenants and their computations and data are isolated from and inaccessible to one anothey.
Typically, and within the context of multi-tenancy, the group of cloud service users (CSUs) that form ja
tenant dll belong to the same CSC. Some cloud computing deployments, particularly public cloud and
commui)ity cloud, can have a group of CSUs that are from multiple different CSCs. However, a givep
CSC can| have many different tenancies with a single CSP¢xépresenting different groups within thie
organizgtion such as by department, division, or subsidiary, In some cases, this is for internal securitly
and confidentiality. In other cases, it can be for regulatory.compliance reasons. This can require identitly
and accgss management.

5.2.5 DPn-demand self-service

On-dempnd self-service is a characteristic(in which a CSC can provision cloud services, as needeq
automa‘:llilcally or with minimal interactign with the CSP. The focus of this key characteristic is that clou
computing offers users a relative reduction in costs, time, and effort needed to take an action, since
grants the user the ability to do whatthey need, when they need it, without requiring additional huma
user int¢ractions or overhead.

="

The cloyd services can be provisioned and configured by the CSC without operator interaction with thie
CSP. For{example, changing.the random access memory (RAM) available or disk space available can be
done without human igtervention.

5.2.6 Rapid elasticity and scalability

[¢)

Cloud sdrviees'can be rapidly and elastically adjusted, in some cases automatically, to quickly increas|
or decrefpse,capacity. For the CSC, the resources of cloud services available for provisioning often apped
to be urthimited-and—canrbepurchasedimany quantity atamny tinte; subjecttoconstraintsof servic
agreements. From the perspective of the CSC, there is no longer a concern about limited resources or
possibly capacity planning.

—

There are two possible directions for scalability with respect to cloud computing. Horizontal scaling is
the term used for scalability where more instances of a given resource are allocated [e.g. running more
virtual machines (VMs) or containers in parallel, each running an instance of the same application].
Vertical scaling is when an increase is made in the size of a resource allocated to a cloud service, for
example when the amount of RAM or the number of central processing units (CPUs) allocated to a single
virtual machine is increased, or the storage capacity of a single storage resource is increased. This can
sometimes necessitate some delay while new capacity is added to an existing resource, in contrast to
horizontal scaling which often has less latency. For a full description of elasticity and scalability, see
ISO/IEC TS 23167111,

4 © ISO/IEC 2023 - All rights reserved
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The CSP describes the cloud services scalability features including any associated latency and any
limitations. The CSC determines that the cloud service’s scalability features, associated latency and
limitations meet its requirements based on the CSP’s description.

To the CSC, the resources available to a cloud service can be increased or decreased by any amount at
any time, subject to any limitations imposed by the CSP or according to the pre-arranged policies in a
cloud SLA. For the detailed information, refer to ISO/IEC 19086-1[31,

5.2.7 Resource pooling

esource pooling is a characteristic in which a CSP’s physical or virtual resources can be aggregated to
serve one or more CSCs. CSPs are able to support multi-tenancy while also using abstraction |to mask
the complexity of the process from the CSC.

rom the CSC’s perspective, all they know is that the service works; they generally’have no c¢ntrol or
nowledge over how the resources are being provided or where the resources arelocated. This|offloads
spme of the CSC’s original workload, such as maintenance requirements, to the GSP.

ecifying a location at a higher level of abstraction is also possible in somée€nvironments.

Hesources of a similar type (e.g. compute or storage) can be pooled in-support of cloud service pfovision,
ut resources of different types cannot be pooled. The CSC can stipulate that the cloud resources are
ot shared by multiple CSCs or by multiple tenants.

= O

Hesource pooling includes but is not limited to:

— Two or more share cloud resources from a commonresource pool.

- Two or more tenants share cloud resources~ffom a common pool, using a multi-tenant model,
regardless of how many CSCs are served.

—

he cloud service can appear to the CSC to\be location independent because the CSC generally has no
ontrol or knowledge of the precise geographical location where the cloud service is being run. However,
SCs can generally specify a location for their instances of the cloud service at an abstract level.

O Q

(n |

.3 Cloud capabilities types

cloud capabilities type isa‘classification of the functionality provided by a cloud service to [the CSC,
ased on the resources used. Cloud capabilities types follow the principle of separation of concerns, i.e.
hey have minimal furictionality overlap between each other.

o o

The cloud capabilities types are:
-+ applicatiofrcapabilities type: A cloud capabilities type in which the CSC can use the CSP’s appljcations;

-1 infrastructure capabilities type: A cloud capabilities type in which the CSC can provision|and use
proeessing, storage or networking resources;

-+ ~platform capabilities type: A cloud capabilities type in which the CSC can deploy, manageland run
customer-created or customer-acquired applications using one or more programming languages
and one or more execution environments supported by the CSP.

NOTE - In this context “applications” includes scripts, containers, complete programs, partial programs, code
and function libraries, microservices, Al training data, and other forms of compliable or executable software.
There are only three cloud capabilities types defined in this document. These cloud capabilities types should not
be confused with other categorizations of cloud services.

© ISO/IEC 2023 - All rights reserved 5
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5.4 Cloud service categories

5.4.1 General

A cloud service category is a group of cloud services that possess some common set of qualities. A cloud
service category can include capabilities from one or more cloud capabilities types.

The primary determining factors for categorizing a cloud service are:

— thecloud computing capabilities types thatare provisioned (application, platform orinfrastructure);

— itsiptended use.

Cloud sdrvice categories are typically referred to using something “as a service.”

The thrge best known cloud service categories are:

— softjware as a service (SaaS), which offers application capabilities types (5.4.2);

— platform as a service (Paa$S), which offers platform capabilities types (5.4.3);

— infrpstructure as a service (IaaS), which offers infrastructure capabilities’types (5.4.4).

However, there are many other examples of cloud service categories.cOne example often used in t
telecom|industry is network as a service (NaaS) (5.4.5) which offets networking-related application,
platform or infrastructure capabilities types.

-

Some clpud service categories can offer two or all three of the cloud capabilities types. For exampl¢
commuijications as a service (CaaS) (5.4.6) can offer both-platform and application capabilities typ¢
(see Annex A for more examples).

[72)

5.4.2 Poftware as a service (SaaS)

SaaS is f cloud service category in which the eloud capabilities type (5.3) provided to the CSC is ap
applicatjon capabilities type.

The cloud service provisioned for the CSCuses the CSP’s software application running on CSP resources.
The usefand provision of the cloud service category are in accordance with the cloud service agreemer
and its gssociated cloud SLAs. The applications are accessible from various CSC devices through eithg
a thin client interface, such as a-web browser (e.g. web-based email), or an Application ProgrammirE

(s

—

Interfacg (API). The customer.does not manage or control the underlying resources including networ
servers,| operating systems;’ storage, or even individual application capabilities, with the possib
exceptidn of limited user-specific application configuration settings.

The CSH providing the SaaS product is typically responsible for making all aspects of the software
service favailablesincluding deploying, configuring, maintaining and updating the operation of t

softwarg applications on the CSP resources. It is worth noting that the entity responsible for maki&E
the servjice’available can be different from the SaaS$ application developer.

Note that some SaaS$ services are extensible in that they include limited customer scripting or other
code execution within their own functionality, however the execution of such code is not central to the
service being offered.

5.4.3 Platform as a service (Paa$)

PaaS is a cloud service category in which the cloud capabilities type (5.3) provided to the CSC is a
platform capabilities type.

The capability provided to the CSC is to develop or deploy onto the CSP resources customer-created or
acquired applications created using programming languages, libraries, services, and tools supported

6 © ISO/IEC 2023 - All rights reserved
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by the CSP. This capability does not necessarily preclude the use of compatible programming languages,
libraries, services, and tools from other sources.

The term “platform” in the PaaS context refers to a development or deployment platform for cloud-
enabled applications. The term “platform” is broadly used in the computing industry. It therefore helps
to understand the context of the term regarding PaaS. PaaS is distinguished from an extensible SaaS or
web application by its primary customers: developers and operations staff versus end users.

The CSC does not manage or control the underlying resources including network, servers, operating
systems, or storage, but has control over the deployed applications and possibly configuration settings
fpr the application-hosting environment. The CSC can verify the service meets the requirent-]ents in
dccordance with the cloud service agreement and its associated SLAs. The CSUs of the CSCprimarily
design, implement, and deploy applications into the cloud computing environment.

3.4.4 Infrastructure as a service (IaaS)

[l

ha$ is a cloud service category in which the cloud capabilities type (5.3) provided to the (SC is an
hfrastructure capabilities type.

—-

The capability provided to the CSC is to provision physical or virtual\processing, storage, n¢tworks,
nd other fundamental computing resources where the customerds;able to deploy and run drbitrary
spftware, which can include operating systems and applications, The CSC does not manage o1 control
the underlying resources but has control over operating systerus, storage, and deployed applications.
hey possibly have limited control of select networking compénents (e.g. host firewalls).

n laaS service provides, for example, hosting of CSC-defined virtual machine images on a CSP-provided
nd operated hypervisor (see Clause 9). Because, in this example, each VM runs directly on vintualised
ardware, there are fewer limits on the software choices available to the CSC, however this flexibility

mes at the cost of requiring management and maintenance of all the software components they select
nd deploy.

The CSCs can create, install, monitor, and manage applications deployed in an IaaS$ cloud service. The
(SC can verify the service meets their réquirements in accordance with the cloud service agreement
and its associated SLAs.

The terms “software” and “application” in the [aaS context refers to software and applications|sourced
and deployed by the CSC and\which remain under the control of the CSC. It is typical that the CSP is
unaware of what this software is and has no control over it. The term “arbitrary software| in this
dontext means that the ESC can deploy and run any type of software, subject only to any linpitations
imposed by the nature.of the environment made available by the cloud service.

5.4.5 Networkyas a service (NaaS)

NaaS is a_elotd service category in which the capability provided to the CSC is transport coninectivity
nd related network capabilities. NaaS can provide the application, platform and infrastructure cloud

[he-canabili nraovided to the is to provision and manage ph ical o i al network connections.
The CSC does not manage or control the underlying physical network infrastructure, but the CSC can
control the creation, management and removal of network connections between their own choice of
endpoints.

Note that these network connections can be quite sophisticated and can include the use of complex
network resources such as physical or virtual switches, routers, transmission links, satellite uplinks
and transponders, content distribution networks (CDNs), caches, proxies, firewalls, redundant links,
relays, repeaters, multiplexors, or other network resources.

Note that, while the NaaS itself operates as a cloud service, the networks that it manages can include non-
[P networking technologies such as time division multiplexing (TDM) connections, optical connections,
or satellite transmission links. For example, a TV broadcaster can employ a NaaS to establish a high-
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definition television contribution? link over terrestrial and satellite resources from a remote location
to their studio for coverage of a sporting event.

A NaaS service is primarily concerned with the provision of connectivity services (including related
network capabilities) between endpoints. A NaaS can offer infrastructure capabilities type functions,
such as raw connectivity and can offer platform capabilities type functions, such as the ability to
execute customer code for dynamic routing, call queuing or redirection, or specialist CDN, caching
or firewall behaviours. A NaaS$S can offer application capabilities type functions, by offering CSP-built
network-oriented applications that simplify or coordinate management of the connections.

The network connections it controls need not be Internet or cloud-related. In the context of shle
definitign of NaaS$, “transport” is not to be assumed to mean the TCP/IP transport layer. It can refertp
any kind of network connection, using any network protocol or none. For example, a NaaS can‘he-usefd
to alloc3te capacity on a satellite transponder for a regional television broadcast, or to plaée or route
telephorje calls through the public switched telephone network (PSTN).

5.4.6 [LCommunications as a service (CaaS)

CaaS is 4 cloud service category in which the capability provided to the CSC is réal-time interaction and
collaborption.

For the purposes of CaaS, “real-time” refers to sufficiently low latency in cémmunication that it occurs
without|perceivable delay for the average human user.

The cappbility provided to the CSC is to enable real-time commymications between humans or with
softwarg entities that act like humans (e.g. bots). The CSC does not manage or control the underlyinjg
networl connections or communications features.

CaasS setjvices can include, but are not limited to the follewing:
— textichat;

— scrgen sharing (whole or partial);

— spoken voice;

— vidqo;

— file transfer;

— pregence?);

— shafed editing; or

— oth¢r communicdtion modes.

CaaS sefvices«typically support calls between more than two endpoints, typically referred to as
conferencing.

CaaS sertvzices can pprmit‘ cfnr:\gp of shared files

CaaS services can permit recording of communication for later reference.

CaasS services can interface with a non-cloud communications system such as the PSTN, and can use a
NaasS to control the interaction between the two.

1) In television, “contribution” is the format in which companies transfer broadcasts and materials between
companies and locations, as opposed to “distribution” which is the format used in transmission to local broadcasters
and to the public. Contribution links are typically much higher in quality, bandwidth, and fault tolerance.

2) Presence means the indication to others of a user being online, available, away, busy, their location. etc.
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CaaS application can include complex functionality such as private branch exchange/Centrex features,
call routing, queuing, and connection security functions.

5.4.7 Compute as a service (CompaaS)

CompaasS is a cloud service category in which the capability provided to the CSC is the provision and use
of processing resources needed to deploy and run arbitrary software.

Some software needs capabilities other than processing resources to run, however these capabilities
re often obtained hy pmplnying ather cloud services such as data storage as a service outside of the

(JompaasS service itself, often but not always from the same CSP.

A VM-based cloud service where all storage is external to the cloud service can qualifiesTas’Compaas.

—

he primary stakeholders are information and communication technology (I€T) operators or
evelopers creating, installing, monitoring, and managing software executing in a CompaaS cloud
ervice.

v Q.

ompaas is distinctly different from the underlying processing resources/ The compute serfvice can
ptionally include a pre-installed operating system and other support for software and appliications.
he term “arbitrary software” in this context means that the customer'can deploy and run any type of
pftware, subject only to any limitations imposed by the nature of\the environment made avajlable by
he cloud service. If the service includes data storage functions oranything more than basic conpectivity
h addition to processing, it is usually better categorised as afxlaaS.

ekl o 72— l© Ml an)

3.4.8 Data storage as a service (DSaaS)

=

SaaS is a cloud service category in which the capability provided to the CSC is the provision and use of
ata storage and related capabilities.

QL

hese capabilities can range from the most“basic storage of files or blocks of raw binary {data, up
hrough relational databases, up to advanced big data platforms. The storage can be relatively §imple in
single location, or can offer automatic backup, disaster recovery, geographical redundancy, advanced
hilover, and other more sophisticated features. See ISO/IEC TS 23167 and ISO/IEC 27040[23],

Q) =t

1

or a basic file storage service,thé DSaa$ exhibits only infrastructure capabilities type functfons. For
more sophisticated storage.service such as a relational database, the DSaaS can support exeg¢ution of
cripts and software with exposed APIs, thus also exhibiting platform capabilities type functions.

72 <5

he DSaaS$ often also provides a user interface for database administrators and storage usg¢rs, thus
xhibiting some application capabilities type functions. A DSaaS is often employed alongsifle other
loud service categories such as CompaasS, laaS, or Paa$, providing secure and reliable storage for CSC
ode that is runhing on those services.

o O O

he primary'stakeholders are end users, developers, and ICT Operations roles creating and maiptaining
loud data storage structures, uploading, downloading and manipulating data, and managing [the data
torédin the DSaaS. The CSC can verify the cloud service category provided meets the requirements as
tipulated in accordance with the cloud service agreement and its associated SLAs. lln

v _n O =

5.5 Cloud deployment models

5.5.1 General

A cloud deployment model represents the way in which cloud computing can be organized based on the
control and sharing of physical or virtual resources.

Cloud deployment models illustrate the basic patterns for interaction between CSCs and CSPs. Cloud
deployment models do not specify implementation details or how resources are configured.
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5.5.2 Private cloud deployment model

A private cloud is a cloud deployment model in which the cloud services are used exclusively by a single

CSC and
The CSC

the underlying resources are controlled by that CSC.

can authorize access to other parties for its benefit.

A private cloud can be owned, managed, or operated by the CSC itself or a third party and can exist
on premises or off premises.. When a private cloud is hosted off premises, the cloud resources can be
owned, managed, and operated by the CSP.

Private

the CSU
assuran
A privat]
infrastr

Anothen

A privat]
logical
data and

A privat
infrastr
and app|
their co
guarant

Clouds 11
provide
in the c3
their CS
mechan
subsequl

When a
manage
cloud ar

private
(see 5.5)

Figure 1

Clouds seek to set a narrowly controlled boundary around the private cloud based on limitir%
5 to a single CSC. The CSC can provide stricter control over security and data protection,
e over data location, and potential simplification of legal requirements across jurisdictions.
e cloud gives a single CSC the exclusive access to and usage of the cloud servicesyand related
icture.

term for "off premises private cloud" is “dedicated cloud."

e cloud can operate as a multi-tenant deployment and support multiple’ groups of CSUs, wit
artitioning between the CSUs. Many CSCs can choose to partition their users and associate
functions into isolated tenant groups for business, legal, or compliance reasons.

[oFp-y

e cloud gives a single CSC the exclusive access to and usage of_the cloud services and relatefd
icture, and thereby it allows the CSC much greater contrel over data, underlying systems
lications. The CSC can verify the service meets their réquirements with the private cloud ip
ntrol. The CSC can determine the size (and hence the cost) of the reserve capacity needed tp
be that the desired level of rapid elasticity and scaling;

equire substantial surplus idle capacity, or significant pre-emptible and reserve workloads, tp
elasticity and scalability. The cost of that surplus capacity has to be borne somehow. Usually,
se of public cloud deployments, this is directly handled by the CSP and then amortized across
Cs. If the surplus capacity underpinning a private cloud is potentially used elsewhere, the
sms protecting those reserve private_cloud resources from the consequences of their prior gr
ent use outside that private cloud«can be communicated to the CSC.

CSP hosts a dedicated privaté cloud off premises for a CSC, the cloud resources are owned,
1, and operated by that CSEiFErom a CSC perspective, many aspects of this off premises private
e very similar to those of-a-public cloud. The implication of this is that combining an on premises
floud with an off premises private cloud has similar challenges to that of creating a hybrid cloud
5) that combines agrivate cloud with a public cloud.

and Figure 2 illustrate an example of an on premises private cloud and an off premises private

cloud ha

sted by a CSR/réespectively.
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Private cloud
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Cloud service users (CSUs) CSuU

Figure 1 — Example of an on premises private cloud

/ CSP premises \

/ CSC premises \

Private cloud

I Cloud access netweork
S

\_ >\‘ N —

CSU

Figure 2 — Example of an off premises private cloud

[&x ]

.5.3 Public cloud deployment model

vailable to (almost)-any CSC and in which the resources are potentially made available to

o o

public cloid~can be owned, managed, and operated by a business, academic, or gov

loud services and located on the premises of the CSP. Actual availability for specific CSCs can b
b jurisdictional regulations.

Hublic clouds have very broad boundaries where CSC access to pnh]ir cloud services has fexy

A
drganizatiory, or some combination of them. Public clouds can also be owned by the CSP providing the
g
t

public cloud is a cleud deployment model in which cloud services (and resources) are pofentially

iny CSC,

ypically over a pablic network. Figure 3 presents a simple view of a public cloud and its custorers.

ernment

e subject

v, if any,

restrictions. While the CSP can limit access to a cloud service, the CSC has no control and no visibility

over the use of the public cloud service and no control over which other CSCs and their CSUs
users of the same cloud service.

are also

One characteristic of cloud services is that two or more CSCs can share the resources associated with

the cloud service.
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/ CSP premises \

Public cloud

/ CSC premises \
Cloud access network

(possibly Internet) o

l -
CSU

5.5.4

A community cloud is a cloud deployment model in which the_cloud services exclusively support and

are shar
another,
an on pr

A commjunity cloud can be owned, managed, and operated by one or more of the organizations in the

commur

Community clouds limit participation to a greup of CSCs who have a shared set of concerns, in contrast tp

the oper
These s

policy, a

As Figu
particip

\// _v . /

Public CSCs/CSUs

Figure 3 — Example of a public cloud

Community cloud deployment model

ed by a specific collection of CSCs who have shared. requirements and a relationship with onle
and where resources are controlled by at least ong, member of this collection. Figure 4 depictls
emises community cloud comprised of a number©f participant organizations.

ity, a third party, or some combination ofthem, and it can exist on or off premises.

ness of public clouds, while commuwity clouds have broader participation than private clouds.
nared concerns include, but are.not limited to, mission, information security requirements,
hd regulatory compliance considerations.

e 4 illustrates, a CSC ean~access the local cloud resources, and also the resources of othdr
hting organizations, throtugh the connections between the associated organizations.
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Figure 4 — Example of an on premises community cloud

igure 5 shows an off premises community cloud, where the server side is off premises. In this|case, an
ff premises community cloud builds its infrastructure off premise and serves a set of orgarlizations
hat request and consume cloud services:ln addition, various combinations of Figure 4 and 5|are also
uitable for use as a community cloud,
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Community cloud B
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Figure 5 — Example of an off premjses community cloud

The community of CSCs verifies its membership. The-ESP verifies that only authorized CSUs have accegs
to the clpud services.

The CSH organization’s cloud resources can bé-operated by one or more of the organizations in t
commui)ity or a third-party. Community clouds generally get the cost benefits of a public cloud whi
providirlg heightened privacy, security and regulatory compliance. A cloud auditor can condugqt
indepenflent assessment of cloud services to verify the scope of the group and verify that the servide
and underlying infrastructure are-€xelusive to the group and its users.

5.5.5 Hybrid cloud deployment model

[®))

A hybrid cloud is a cloud-deployment model which uses a private cloud and a public cloud. Figure
presentg a simple example of a hybrid cloud.

The indiyvidual cleudsinvolved remain unique entities but are bound together by appropriate technologly
that enables intexoperability, data portability and application portability. A hybrid cloud can be owned,

cloud reflect its two base deployments.

In practice, a hybrid cloud can be a composition of a private cloud and a public cloud that remain as
distinct entities but are bound together by standardized or proprietary technology that enables data
and application portability.
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Figure 6 — Example of hybrid cloud

oy

CSC can combine cloud services from an on premises private eloud and a public cloud an
sing cloud services from two or more CSPs. It is possible thatthe CSPs are not aware of t
ybrid cloud or the other CSPs.

oo il et

6 Cloud computing parties and roles

6.1 Cloud computing parties

law]

arties are entities that play roles (see 6.2)A’party can play more than one role at any given
me and can only engage in a specific subset of activities of that role.

—

Vithin the context of cloud computing;it is often necessary to differentiate requirements and i
ertain parties. The major parties-af'cloud computing are:

Q <

— Cloud service customer_{CSC): A party which is in a business relationship with cloud

with one or more cloud service partner for a variety of purposes.

+ Cloud service pantner (CSN): A party which is engaged in support of, or auxiliary to, acti
either the cloud service provider or the cloud service customer, or both.

—+ Cloud service provider (CSP): A party which is in a business relationship for the purpose of p
cloud@ervices. The business relationship is with a cloud service customer or a cloud service

6.2 Cloud computing roles

N—

1 can be
he CSC’s

point in

sues for

service

provider(s) for the punpgse of using cloud services. This party can also have a business relationship

vities of

roviding
partner.

6.2.1 General

The major roles of cloud computing are cloud service customer role (CSC role), cloud service
role (CSN role), and cloud service provider role (CSP role). These roles can be further organi
sub-roles (see ISO/IEC 22123-3[7]),

partner
zed into

Roles and sub-roles, in turn, are sets of activities (see [SO/IEC 22123-3). All cloud computing activities

can be categorized into three main groups: activities that use cloud services, activities that
cloud services and activities that support cloud services.

© ISO/IEC 2023 - All rights reserved
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As an example, organizations operate an internal private cloud and also use cloud services; they are both
a provider of cloud services as well as a customer of the same or different services. The organization
therefore serves both as a CSP and as one or more CSCs.

Another example can involve an organization that has multiple independent divisions, with each
serving as a CSC. This leads to a single organization acting as multiple CSCs at the same time.

Scenarios can arise in which a CSC chooses to separate the activities of the CSC role such that
administration and management is centralized while user control and users are distributed. In this
configuration, not all CSC sub-roles are implemented in each CSC role within a CSC.

6.2.2 loud service customer role

The CSC|role includes activities for the purpose of using cloud services. The CSC role can includelensuring
the smojoth operation of the cloud services, acquisition and use of cloud services, and integration of
cloud sefvices with a CSC’s existing ICT systems. Specific descriptions of sub-roles for.the'CSC role and
associated activities are described in ISO/IEC 22123-3.

6.2.3 loud service provider role

A CSP if a party that is acting in the cloud service provider role (CSP role). The CSP is in a businegs
relationghip with a CSC or a CSN for the purpose of providing cloud services.

The CSP|role is a set of activities that make cloud services available,The CSP role focuses on activitigs
necessafy to provide a cloud service and activities necessary tolénsure its delivery to the CSC as well

services, deploying and monitoring services, managing business plans, providing audit data, etc. as well
as numgrous sub-roles, e.g. business manager, service manager, network provider, security and risk
managet, etc. Specific descriptions of sub-roles for the CSP role and associated activities are describefd
in ISO/IEC 22123-3.

6.2.4 loud service partner role

The CSNis a party that is acting in the cletid Service partner role (CSN role).

The CSN role is a set of activities thatisupport, or are auxiliary to, either the CSP role or the CSC role, g
both. Activities of a CSN role varyqdepending on the type of partner and their relationship with the CS
role and|the CSC role (see ISO/IEG TR 23187[13]), Specific descriptions of sub-roles for the CSN role an
associated activities are descfibed in ISO/IEC 22123-3.

= U =

7 Cloud computing cross-cutting aspects

7.1 General

In the cpntext of cloud computing, cross-cutting aspects include both architectural and operational
considerfations. Cross-cutting aspects are behaviours or capabilities which are coordinated acrogs
roles and implemented consistently in a cloud computing system. Such aspects can impact multiple
roles, activities, and functional components (a functional building block needed to engage in an
activity, backed by an implementation), in such a way that it is not possible to clearly assign them to
individual roles or functional components, and thus become shared issues across the roles, activities
and functional components.

Cross-cutting aspects often affect the cloud computing activities performed by roles. Roles can
coordinate supporting a cross-cutting aspect amongst themselves and their cloud computing activities.
Supporting cross-cutting aspects also needs functional components to provide support for the cloud
computing activities, technical capabilities and implementations.
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Many of these cross-cutting aspects, when combined with the key characteristics of cloud computing,
represent good reasons for using cloud computing. However, cross cutting aspects like security,
protection of PII, and governance have been identified as major concerns and in some cases an
impediment to the adoption of cloud computing.

For each cross-cutting aspect a set of cloud computing activities and functional components are defined
to support them. Different roles and solutions can use different subsets of these.

The following clauses describe key cross-cutting aspects of cloud computing. Many of these cross-
cutting aspects are also the subject of one or more other standards, which are referenced in the relevant
auses.

2 Auditability

uditability is the capability of collecting and making available necessary eyidential infdrmation
lated to the operation and use of a cloud service, for the purpose of conductingar audit.

uditability is concerned with the capability of being able to gather necessary evidential infdrmation
lated to the operation and use of a cloud service. Any issues with achieving this capability jeppardize
the completion of audits (see ISO/IEC TR 3445[1). An audit evaluates the evidence objectively to
etermine the extent to which the audit criteria are fulfilled. Audits-are generally performed fto check
that processes and systems meet requirements (e.g. requirements of a standard) and thus|provide
ssurance such processes and systems are operating to meetexpectations (typically expectatjons of a
overning body or of senior management).

udit evidence is data gathered relating to the processes and systems being audited - the precise set
f data required varies depending on the type of audit concerned. In general, the data relat¢s to the
rocesses involved and to the usage, the environfient, the performance of cloud services and their
ssociated resources. The data can take various forms but generally includes records and logs related to
the use and provision of cloud services, potentially from both the CSC and from the CSP. These|records
nd logs need to be collected and maintained'in a secure manner.

Audits can be performed on the CSC's use of cloud services, or they can be performed on the CSPs
drovision of cloud services. An audit’is often associated with the CSP provision of cloud services, as a
means for the CSP to advertise td GSCs that their cloud services meet significant requirementg, e.g. for
ipformation security, for PII protection, etc.

Another use of audits is,to_verify that the CSP is providing the cloud services in line with the cloud
service agreement (CSA)‘and its associated cloud SLA, as described in ISO/IEC 19086.

1

1.3 Availability

oY

vailability, wiich is the ability to be in a state to perform as required, depends upon the cpmbined
dharacteristics of the reliability, recoverability, and maintainability.

Availability is usually a significant cloud service level objective (SLO) in the cloud SLA fora cloud
serv1ce as descrlbed in ISO/IEC 19086-1. The typical availability SLO is “the amount or percegntage of

» .
thy an adthat +ha ~losid cngion ac cbhla and oo hla Axzoilalhilityy son ndaag ll‘lclude

HetHha slv\,ll l.l\,l oGt atT tRe o ServceISatceesSsioreanauSante—hY aITaUTIICy IICTT €S—€at

some element of planned (or allowable) downtime (e.g. for maintenance purposes).

Availability is also a key aspect of information security relating to cloud services, as described in
ISO/IEC 270171121,

7.4 Governance

Governance is the system by which the provision and use of cloud services are directed and controlled
by the decision-makers of the organisation (CSP or CSC). Cloud governance is cited as a cross-cutting
aspect because of the requirement for transparency and the need to rationalize governance practices
with SLAs and other contractual elements of the CSC to CSP relationship. The term internal cloud
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governance is used for the application of design-time and run-time policies to ensure that cloud
computing based solutions are designed and implemented, and cloud computing based services are
delivered, according to specified expectations. The term external cloud governance is used for cloud
service agreement between the CSC and the CSP concerning the provision of cloud services by the CSP
and the use of cloud services by the CSC.

Governance of cloud services has no specific standard, but ISO/IEC 38500[3% applies to ICT systems
in general and so covers both the use and the provision of cloud services. Central to governance are
the creation and maintenance of policies which cover the use and provision of cloud services and the
effectivemanitoring and reporting in relation to cloud services

7.5 Interoperability

Cloud irfteroperability is the ability of a CSC’s system to interact with a cloud service, or the ability
for one|cloud service to interact with other cloud services, by exchanging information’ accordinjg
to a pre¢scribed method to obtain predictable results. This is based on the genesal definition of
interopdrability as ability of two or more systems or applications to exchange infermation and tp
mutually use the information that has been exchanged.

Cloud interoperability covers both the interaction of the CSCs with a cloud service and also t
interactjon of one cloud service with another cloud service. In each of the cases, there are typicall
multipld interfaces involved in the interaction (e.g. service interface, administration interface, businegs
interface).

7.6 Mpintenance and versioning

Maintenjance is the process of modifying a system or component after delivery to correct flaws, improve
performjance or other attributes, or adapt to a changed efivironment (ISO/IEC 21827(8]).

Versioning is the assignment of either unique versioh names or unique version numbers to uniqule
states of software configuration items, usually for-a'specific purpose, such as a release of the softwarje
product|to an external group or the identificatiow of a specific baseline (ISO/IEC/IEEE 24765017]).

Maintenjance can take place for a variety of reasons, including fixing faults and also upgrading dr
extending facilities for business reasons! Maintenance actions can have the effect of changing the
behaviopir of cloud services - in particular, changes can affect how a service operates when used by
customqr.

Maintenfance of cloud servicesyand of the resources that cloud services use is advantageous. This is
securityfenhancing aspectf@fjcloud services, with the CSP ensuring that all resources use by the clou
service dre up to date with the latest security fixes.

[o TS

It is impprtant to distinguish between maintenance performed by the CSP and maintenance performefd
by the CSC. This depends on the cloud service capabilities type and on the responsibility for ownership
and confrol of relevant components.

jom

Through) the'use of techniques such as DevOps and continuous delivery, it has become common for clou

3 dtabho nndatod fraogiiantlir vazith ot d ~vralac sl A o haoth d 1 o fuaanctionalisds
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This can be good for maintenance, but it puts more emphasis on the need for clear versioning.

An important area for careful versioning is any APIs provided by the cloud service. User interfaces can
be changed without too great an impact on the use of the cloud service. API changes can have significant
impact on client software. It is important to aim to achieve forward compatibility when updating APIs
to avoid breaking client software. Any breaking API changes need to be introduced cautiously and with
warnings given to CSCs, and only introduced when absolutely necessary, for example when caused by
fixing bugs or solving security issues.

Maintenance and versioning procedures and targets can be described in the CSA and cloud SLA, as
described in ISO/IEC 19086.
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7.7 Performance

Performance is a general term covering a number of non-functional aspects of a cloud service. The most
common aspect is the response time to complete service requests, but it can include other aspects such

as
— transaction rate at which service requests are executed;

— latency for service requests;

-Fdatathroughput Tate;

-+ number of concurrent service requests;

1 data storage capacity;

-+ number of concurrent execution threads;

-+ amount of runtime memory (RAM) available;

—+ limits on the rapidity and extent of elasticity and scaling.

loud service performance is covered by a number of components’in the cloud SLA, as desq
50/IEC 19086-1. The definition of performance can vary depending on the cloud service, the
potentially) the CSC. Performance considerations are vital for the overall use of cloud set
onsideration of reliability, scalability and optimum cost oficloud services.

(@ WannNamllan)

.8 Portability

~1

ortability for cloud services involves cloud application portability and cloud data portabilit]
ndividually or together, depending on the nature of the cloud service. Cloud application port
he ability to migrate an application from one‘¢loud service to another cloud service or betwee
ystem and a cloud service. Cloud data pertability is data portability from one cloud service to
loud service or between a CSC’s systemrand a cloud service - where data portability is the g
asily transfer data from one system(to another without being required to re-enter data.

@ 0O W ot =

ortability in cloud computing is Tarely confined to a binary decision of possible or impossih
ften, portability is possiblessubject to switching costs (see ISO/IEC 19941[3]). A cost/benefit
b required to determing ‘whether porting applications or data is worthwhile. The similarit
SC and CSP’s systems is-therefore more of a matter of lowering the switching cost than of “e
ortability to take place, since almost any portability is possible if the customer is willing an
ay for it. Switchinig-concerns are not limited to costs; it also usually involves some risks and
ntails the CSCspending effort and time and perhaps a period of service interruption.

Q4T O = O "
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here is the\potential to port data or applications to and from the CSC's system and a cloud ser

1.9 . Protection of PII
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and disposal of PII. A privacy information management system (PIMS) can be used in the context of an

organisation’s approach to protection and management of PII (ISO/IEC 27701[23]),

PII is any information that can be used to establish a link between the information and the
person to whom such information relates, or is or can be directly or indirectly linked to a
person. The person to whom the PII relates is termed the "PII principal” or "data subject”.

natural
natural

The PII controller is an entity (typically an organization) that determines the purposes and means for
processing PII. A PII processor is an entity (typically an organization) that processes PII on behalf of

and in accordance with the instructions of a PII controller.
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In cloud computing, the most common situation is that the CSC is a PII controller and the CSP is a
PII processor, with the PII being contained within CSC data within the cloud service. In this case, it
is the CSC organization that has the relationship with the PII principals and which is responsible for
collecting and processing the PII. There are some cases where the CSP acts as a PII controller - for
example, where the cloud service is offered directly to customers and is used to hold the customers’
PII or where the CSP generates, holds and processes per-customer data. ISO/IEC 27018291 establishes
commonly accepted control objectives, controls and guidelines for implementing measures to protect
Personally Identifiable Information (PII) in line with the privacy principles in ISO/IEC 29100[2¢8] for the
public cloud computing environment.

The appropriate collection, processing and disposal of PII is covered by the privacy principles-of
ISO/IEC|29100, but it is also subject to many laws and regulations in different jurisdictions aroungd
the world. Some types of PII are subject to more stringent control. For example, personal hedlth datp
is typicqlly subject to strict controls. It is necessary for both the CSC and the CSP to be aware of thie
privacy principles and the applicable laws and regulations.

A PIMS |is applicable to both PII controllers and to PII processors. ISO/IEC 27701 defines a set of
requirements and sets of controls for both PII controllers and PII processors.

Where 4 CSC uses cloud services to process PII, the interface between the CSCvand the CSP is of vit3
significdnce. It is necessary to clearly understand the roles of the CSC and the €SP, typically acting as P
controller and PII processor respectively. ISO/IEC 27018 addresses the interface between the CSC an
the CSP for public cloud services and describes a set of controls that can(be applied in the context of thg
interface.

— L — —

One of the major items that forms part of the interface between a*CSC and a CSP that relates to privac
and profection of PII is the cloud service agreement and its associated SLAs. The CSA and SLAs element
specificglly relating to privacy and security are described in ISO/IEC 19086-4[4l. It is advisable fg
clarity ajnd transparency purposes to use the SLOs, Service qualitative objectives (SQOs) and associate
elementf described in 19086-4 where a cloud service-is‘being used to process PII.

2= e <<

Another| factor to consider when processing PII' is the need to provide transparency about the
processing of PII to the PII principals. It is adwisable and can be legally necessary to provide the P
principals with data use statements which.cover the various elements of PII processing which take plad
within dloud services. Where the PII controller is the CSC, the CSP provides such data use statement
to the CSC. The CSC in turn provides data use statements to the PII principals whose PII the CSC i
processing. I1SO/IEC 19944-1[6] prevides a comprehensive set of elements for creating appropriat
data us¢ statements. Similarly, 4SO/IEC 29184[28] provides a structure for online privacy notices |
PII pring¢ipals and separately for-gathering consent from PII principals, if consent is the basis used fo
lawful pirocessing of PII.

o=

= O ®©® »nh \»n @

7.10 Regulatory

The use|and proyision of cloud services are influenced by a range of legal and regulatory provisions,
which npturally-tend to vary from one jurisdiction to another. Both CSCs and CSPs need to be full
aware of thé légal and regulatory provisions which apply. This can be made more complex by the cross
jurisdictiénal nature of cloud services, many of which are provided on a global or on a regional basis.

<<

Some legal and regulatory provisions are specific to cloud services. Other provisions are not specific
to cloud services but do apply generally, such as those relating to security and to privacy. There are
also provisions that depend on the particular use that is being made of cloud services, or the area of
application covered by the cloud services. This latter case is exemplified by cloud services that have
functionality relating to health, which are typically closely regulated in most jurisdictions. The
provision of financial services is similarly closely controlled.

There are regulations that target the operations processes of cloud services, which are rising in
importance. These regulations relate to logging of information about the use of cloud services, lawful
interception, digital evidence, child protection, the use of Al including facial recognition. Standards
relating to such regulations include ISO/IEC 270501241 on electronic discovery and ISO/IEC 27037[22] for
identification, collection, acquisition, and preservation of digital evidence.
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Also notable in the area of laws and regulations are moves to change tax laws relating to organizations
operating across multiple jurisdictions, typical of many CSPs, with the result that careful accounting of
cloud service use is necessary.

It is likely that CSCs are fully aware of the use that is being made of cloud services, but this does not
necessarily apply to CSPs.

The core mechanism for establishing that a cloud service meets the necessary legal and regulatory
provisions is the cloud service agreement (CSA) and its related SLA. Itis important that the CSP provides
appropriate transparency about the cloud services they offer. In this case, the content of ISO/IEC 19086
gelps establish a common vocabulary for the CSA and SLA. Where security and privacy are gohcerned,

dditional sources of both requirements and guidance are provided by ISO/IEC 27017, ISO/IHC 27018
nd ISO/IEC 27701.

Hor further transparency about the processing taking place within a cloud service-and the use being
nade of data, ISO/IEC 19944-1 applies.

=

or those developing or updating governmental laws, regulations, or policies-affecting the purchase,
eployment, or use of cloud services it is useful to consider ISO/IEC TRJ22678[191, This dpcument
rovides advice on various aspects of crafting regulatory, advisory, or\procurement policies for cloud
omputing, for all levels of government and where appropriate also for.organizations.

Q4 O

.11 Resiliency

~1

ow]

esiliency is the ability of a system to provide and maintaiman acceptable level of service in the face of
hults (unintentional, intentional, or naturally caused) affecting normal operation.

—-

esiliency describes the set of monitoring, preventive and responsive processes that enablg a cloud
ervice to provide continuous operations, or predictable and verifiable outages, through failure and
ecovery actions. These can include hardware, communications and/or software failures, and can
ccur as isolated incidents or in combination,ncluding serial failure. These processes can inclfide both
qutomated and manual actions, usually~spanning multiple systems, and thus their description and
ealization are part of the overall cloud infrastructure, not an independent function.

o = »n

Ihherent in resiliency is the realization of risk management - since resiliency is determined by the least
esilient component in the system, and cost/performance or other factors can limit the extent fo which
esiliency is possible or praetical. The association of risk to value is realized in the implemgntation
dhoices to provide resiliency:

.12 Reversibility

Heversibility is¢thé& process for the CSC to retrieve their CSC data and application artefacts and for the
(ISP to delete'dll CSC data as well as contractually specified cloud service derived data after an agreed

[he acdtivity related to reversibility can in most cases involve a series of steps, typically requiring the
doud“service customer to retrieve their data and inform the cloud service provider that the cloud

erFee e r-delete-thei ie hre te-servee mer-data—safteguardingbackdp copies
until that point in case of failures in the exit process. These steps can also apply to any peer services
that are used by the cloud service provider to support the cloud service provider's services.

SerHeeproviacr-cahaere opteso Y€ HStoer-6 egHatreHing o

It is generally expected that reversibility is covered by the CSA and related cloud SLA. However, in
some jurisdictions and for some types of information such as PII, regulations exist that place specific
requirements on cloud services regarding reversibility. CSPs and CSCs need to be aware of such
regulations.

ISO/IEC 19086 has SQOs and SLOs which relate to reversibility elements of the CSA and cloud SLA.
ISO/IEC 19941 deals with the application portability and cloud data portability issues involved in CSCs
retrieving their assets from a cloud service.
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7.13 Security

Information security is the preservation of confidentiality, integrity and availability of information. In
addition, other properties, such as authenticity, accountability, non-repudiation, and reliability can be
involved.

Information security applies both to the provision of cloud services by the CSP and to the use of
cloud services by the CSC. Cloud services are significant in that they involve shared responsibilities
for information security between the CSC and the CSP, where the split of responsibilities can vary
depending on the capabilities provided by the cloud service. For example, it is likely that the majority of
responsjbilities lie with the CSP for cloud services of application capabilities type. By contrast, for cloud
serviced of infrastructure capabilities type, much more responsibility is likely to lie with the CSC-

As descifibed in ISO/IEC 27017, which deals with information security for cloud services, it ishecessarly
for the (SA to describe the responsibility split between the CSP and CSC for a particular clofid service.
ISO/IEC|19086-4 contains a series of SLOs and SQOs which provide the detail necessaryrtodescribe th
informatfion security components of the CSA and the cloud SLA. It is common for cloud services to hay
certificqtions to one or more information security schemes, which can include/certification agains
ISO/IEC|27001M18] using the extended control set defined in ISO/IEC 27017.

~ ( (D

ISO/IEC|27036-4[21] provides detail on the supplier relationship aspects hetween the CSC and the CSP
in the arjea of information security.

Important elements of the relationship between the CSC and the CSRinvolve monitoring and reportin
in relatéilEn to information security. Security incidents can be defected and reported by either party.
Appropifiate processes need to be in place to deal with security incidents and these processes necessaril
need appropriate communication to take place between the parties. Security vulnerabilities need to b
address¢d without delay and affected hardware and software updated appropriately. ISO/IEC 29147(21]
deals with the topic of vulnerability disclosure and ISQ/IEC 30111[29] covers vulnerability handlin|
processgs.

7.14 Service levels and service level agreement

[

Service [level agreements are important.cémponents of cloud computing governance and represer]
measurgble elements needed to assure dn agreed upon quality of service between a CSC and a CSP.

The cloyd service level agreement (cloud SLA) as described in ISO/IEC 19086, all parts, is a part of thie
cloud sqrvice agreement (CSA) that includes cloud service level objectives (SLOs) and cloud servige
qualitat{ve objectives (SQOs)-for-the covered cloud service. Details of cloud SLAs, SLOs and SQOs cap
vary for|different cloud seryice categories (5.4), cloud capabilities types (5.3), key characteristics (5.2
cross-cuytting aspects (7)and different cloud deployment models (5.5). CSAs and their associated clou
SLAs vary between CSPs,and in some cases different CSCs can negotiate different contract terms wit
the samg CSP for the'same cloud service.

> <

The CSA and cloud SLA define the properties of the cloud service in terms of a set of observable and
measurgble,components. Implementing a cloud SLA involves setting up processes for monitoring and
managirLg cloud service characteristics, reporting any failures to meet SLOs and SQOs and identifyinF
any remedies-

8 Data and cloud services

8.1 General
Data is an important element of any ICT system, and this applies to cloud services. There are a number

of topics relating to data and cloud services which need to be addressed and these are covered by a
series of standards, which are described in the following clauses.
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8.2 Data processing within cloud services

Data is processed within many cloud services. The simplest form of data processing is data

storage,

which is the basic capability of DSaaS. However, many cloud services process data in various other

ways, such as performing analytics on the data.

There is a need to describe the data processing that goes on within a cloud service. The description can

assist with providing transparency to CSCs or to CSUs concerning the functionality of the cloud

service.

The transparency can also be required for some types of data, such as PII, where the interests of the PII

principal need to be addressed.

IFO/IEC 19944-1 includes foundational concepts, including a data taxonomy for use in the des
df data processing within cloud services. The standard also provides a series of data proces
data use categories. The data taxonomy and data processing categories enable the constructio
Use statements that enable the CSP to provide the necessary information about data proces
sfandard form.

IBO/IEC 22624[9] extends the data taxonomy and data use categories of ISO/IEC 19944-1 and ¢
framework for the creation of data-related policies and practices for cloud.services. ISO/IEC 22
describes codes of conduct for practices regarding data at rest and in\transit, including cros
data transfer, as well as remote access to data. Data-related policies and codes of conduct can
Hoth CSPs and CSCs.

8.3 Data flow

=

ata flow takes place into and out of cloud services. Data flow can involve other cloud servicg
hvolve devices connected to the cloud services; it cartinvolve nodes within edge computing tie

—

ata flow between cloud services is described*in terms of interoperability and data porta
BO/IEC 19941. Data flow to and from edge coinputing nodes, described in ISO/IEC 23188[14],
he same aspects of interoperability and data‘portability. Data flow between devices and cloud
b addressed by ISO/IEC 19944-1 and alseby ISO/IEC 23188 in the context of edge computing.

—  —

o0

.4 Processing of data frommultiple sources

he scalability of resources available in association with cloud services, both in terms of la
torage capacity and in termms-of high processing capacity, can simplify the bringing together of
ata sets from a range 0f different sources and the processing and analysis that spans acro
hultiple data sets. Such processing can provide insights and outcomes that are not possible
sing all of the data‘sets.

o 0 Q. »n
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rocessing of data from multiple sources involves a series of challenges for the organization co
s the data flows through the processing steps to produce some outputs, a series of trust elem
elevant, ingluding:
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— chain of custody;
— security and privacy;

— immutable proof of regulatory compliance.

ISO/IEC 23186[12] provides organizations with a framework which aims to enable trustworthy

processing of data from multiple sources, particularly in the context of cloud computing.
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8.5 Data sharing

It is increasingly evident to organisations of the value of being able to share and exchange data. This
approach can drive collaboration across the ecosystem of stakeholders, and this can improve and drive
enhanced business mission outcomes. Such sharing can be on a no-cost basis, but sharing can also
involve significant payments by receiving organizations. Data sharing tends to be a significant part of
the processing of multi-sourced data, since it is often the case that a single organization is unable to
source all relevant data itself.

Data sharing between two or more organizations raises a question regarding the basis on which the
sharing takes place. On the side of the data holder (the provider), there is a need to describe whatwap
be done|with the data by the data user (the customer), what obligations are placed on the data user,
what regtrictions exist. For the data user, there is a need for assurance about the origins of the data, fqr
clarity about any processing done on the data.

As aresplt, it is expected that data sharing is performed under the terms of a data sharing agreemerjt
(DSA). It is the DSA that describes the terms on which the data is shared, the ebligations for t

data holder and for the data user, data provenance, data quality, data integrity-and any processi&E
restrictions placed on the data user.

Data shqring agreements, their structure and contents, are described in ISOQMNEC 23751[16],

9 Virtualization concepts

9.1 General

One of the key characteristics of cloud computing is its ability to share resources. Sharing of compuf]
resources involves some level of virtualization.

D

For an aflditional description of virtualization concepts, see ISO/IEC TS 23167.
9.2 System hardware virtualization

9.2.1 [General

One approach to the virtualizatigmof compute resources is the use of virtual machines (VMs), whic
often inyolve using a hypervisar to virtualize the physical resources of the system hardware, whic
enables multiple virtual machihes to run on a particular physical system. This permits the system to b
shared ljy the software rutiding inside each VM.

=p=x

[}

9.2.2 Virtual machines

jom

A virtugl machine’/is an isolated execution environment for running software that uses virtualize
physical resourees. In other words, this involves the virtualization of the system - and the softwarje
within ¢ach\VM is given carefully controlled access to the physical resources to enable sharing ¢
those re ' ' ' ' ' i
functionality needed to execute complete software stacks including entire operating systems and the
application code that uses the operating system.

=)

The purpose of VMs is to enable multiple applications, or instances of an application, to run at the
same time on one hardware system, while remaining isolated from each other. The software running
within each VM appears to have its own system hardware, such as processor, runtime memory, storage
device(s) and networking hardware.

Each VM running on a system can contain its own operating system - and this permits multiple different
operating systems to run on a single system, each in its own VM.
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9.2.3 Hypervisors

A hypervisor, sometimes termed a virtual machine monitor, is software that virtualizes physical
resources and allows for running virtual machines. Virtualization means control of the abstraction of
the underlying physical resources of the system. A hypervisor also manages the operation of the VMs.
A hypervisor allocates resources to each running VM including central processing unit (CPU), memory,
disk storage and networking capabilities and bandwidth.

9.3 Containers

container is an isolated execution environment for running software that uses a virtualized’operating
system kernel (termed the host operating system). Virtualized operating system kernel@eans access
tp the resources of the operating system is mediated and the software within the container only gets to
see and use a carefully controlled and limited version of the operating system resources.

he key point of the operating system kernel virtualization is that it limits what'cah be accessgd by the
spftware in the container - the software in the container is isolated (it cannotacCess other softtware on
the same system, or be accessed by other software), but also the softwaré is presented with g strictly
limited version of the host operating system itself, in an analogous wag/to the virtualizatign of the
hysical resources for a VM.

ach container contains its own application software, and runs that'software in a set of procesdes using
irtualized resources such as memory, CPU, storage and netwerking, where the resources gvailable
tp the container are usually a subset of the resources of the‘host operating system. The software in
the container is isolated from software running in othercontainers running on the same system, but
Il share the kernel of the host operating system. Thissmeans that the operating system used by the
spftware in the containers is compatible with the host.operating system kernel.

9.4 Serverless computing

Serverless computing is a cloud service category in which the CSC can use different cloud capabilities
types without the CSC having to provision, deploy and manage either hardware or software resources,
dther than providing CSC application;code or providing CSC data. Serverless computing repriesents a
form of virtualized computing.

Hunctions as a service is a form of serverless computing in which the capability used by the C5C is the
xecution of CSC applicationycode as one or more functions that are each triggered by a CSC gpecified
vent.

(el ¢)

@)

erverless databasé-is a form of serverless computing in which the capability used by the [CSC is a
atabase, where the database is provisioned, managed and operated by the CSP and its functlions are
hade available via an API.

= Q)
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.5 Virtualized networking

Network capabilities are often virtualized and are oriented towards the applications or syst¢ms that
se-the capabilities rather than the underlying networking hardware. The capabilities involved include
virtual private networks (VPN), which provide secure networking between specific machines, even
where those machines are attached to different networks.

9.6 Virtualized DSaaS

Data storage as a service is discussed in 5.4.8. It is common for DSaaS to be virtualized, in that the
storage capabilities offered to CSCs are abstracted from the underlying hardware by software and can
offer advanced capabilities without intervention by the CSC, such as distribution, replication, sharding,
affinity.
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10 Concepts of cloud computing involving multiple CSPs

10.1 General

Instead of accessing the cloud services provided by a single CSP, a CSC can access cloud services directly
from more than one CSP. The concept of a CSC using the cloud services of multiple CSPs comes from the
desire of the CSC to make use of resources or to utilize capabilities beyond the capabilities of any single
CSP. The potential benefits to the CSC include improved reliability, performance optimization, choice
of best cloud services and cost savings. As a result, CSCs can adopt solutions that take advantage of
multipld cfoud services from ditferent CSPs.

Clause 1J0 introduces basic concepts of cloud computing involving multiple CSPs.
10.2 Types of cloud computing involving multiple CSPs

10.2.1 [General

One wayf to look at the different ways of using and combining cloud services is to‘examine the ways thely
can intefact with each other. Interactions between CSPs often function differently depending on who i
involved, how they are organized, the division of responsibilities and whatlelotd services are involved,

v

ISO/1EC(5140[2] provides more detail on multi-cloud and inter-cloud cofaputing.

10.2.2 Multi-cloud computing

=}

A CSC often requires public cloud services from two or morée €SPs and can provide for the integratio
and marjagement of these disparate cloud services.

When cloud services from one or more CSPs are combined or integrated by the CSC for their own usg,
the resullt is often referred to as a cloud solution.

—

Multi-clpud is a cloud deployment model that can be used to deliver application, platform d
infrastrficture capabilities types.

10.2.3 [nter-cloud computing

jon

A CSP that uses one or more cloud services provided by other CSPs is said to be in an inter-clou
relationghip. The CSP using the:€loud services is referred to as the primary CSP while a CSP whos
cloud sefrvices are being used-is referred to as a secondary CSP. The purpose of the relationship is t
jointly provide cloud seryices to a CSC.

[©l¢Y

jom

The use|of inter-cloud-€omputing can be invisible to the CSC who thinks they are only using the clou
services| from the-primary CSP even though some of those cloud services are actually provided by
secondafry CSP.

s¥)

10.2.4 Pther types of cloud computing involving multiple CSPs

Other types of cloud computing can involve configurations in which two or more CSPs separately deliver
one or more cloud services to a single CSC.

For example, the other CSPs can be used to address elasticity and scalability requirements that exceed
the capabilities of an on premises private cloud (see 5.5.2).

A common use case occurs when the CSC uses a cloud service on a private cloud supported by one CSP
which is used in combination with one or more cloud services provided by one or more other CSPs.
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10.3 Considerations when using multiple CSPs

10.3.1 Identity and access management

In operating with multiple CSPs, it is important to understand that each CSP needs the ability to both
identify the users making requests as well as determine if they have the authorization to make those

requests.

10.3.2 Policy considerations

Ih dealing with multiple CSPs, one important consideration is that the CSPs can exist in differe
vironments (such as jurisdictional, governance, regulation, etc.). Resolving these differer
ncerns can impact the interaction between those CSPs and alter the definition of theit cloud

0.3.3 Management

anagement across multiple CSPs typically focuses on the level of how-~the’ CSC and CSPs
ssociated cloud services act together. Important issues that need to be addressed by the CSPs,
b successfully work together, range from dealing with issues of how,a¢cess is managed, to hoy
b handled and to how resources are managed.

— o+ Q)

10.3.4 Operations

(Jperational interactions across multiple CSPs focus on_the actual provision of cloud serv
resources to the CSC. Issues range from how to allocatexesources, to broadcasting available r§
and capabilities, to monitoring and metering current-activities.

11 Organization of cloud computing
11.1 Logical organization of cloud<¢omputing

11.1.1 Cloud service instance

ht policy
It policy
bervices.

and the
in order
v billing

ces and
bsources

rvice, as

When a CSC uses a cloud service, the CSC can allocate one or more instances of that cloud se
shown in Figure 7.
)
CSPA
cs1
ClOl.ld Uses | Cloud instance
service > .
service 1 cs1
customer L instance
N

Figure 7 — CSC allocating and using multiple cloud service instances
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