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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC
Internat

The mai
Standar
Publicat
casting

Attention is drawn to the possibility that some of the elements of this documentmay be the subject ¢

patentr

ISO/IEC
Subcom

ISO/IEC
techniqu

— Par
— Par

Further

JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

—

h task of the joint technical committee is to prepare International Standards. Draft Internationa
1s adopted by the joint technical committee are circulated to national bodies for voting.
ion as an International Standard requires approval by at least 75 % of thé wational bodig
h vote.

[72)

—n

ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

20008-1 was prepared by Joint Technical Committee ISO/IECJTC 1, Information technology,
mittee SC 27, IT Security techniques.

20008 consists of the following parts, under the general titlée Information technology — Securit
es — Anonymous digital signatures:

~

1: General
2: Mechanisms using a group public key

parts may follow.

iv
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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data origin
authentication, non-repudiation, and data integrity. A digital signature mechanism enables the holder
(or holders) of a private key (or keys) to singly or collectively generate a digital signature for a message.
The corresponding verification key (or keys) can be used to verify the validity of the signature on the
message. A digital signature mechanism satisfies the following requirements.

— Given either or both of the following:

— the verification key but not the signature key,

— asetof signatures on a sequence of messages that an attacker has adaptively chosen,
it should be computationally infeasible for an attacker:

— to produce a valid signature on a new message,

— torecover the signature key, or

— in some circumstances, to produce a different valid signature.on a previously signed njessage.

-+ Itshould be computationally infeasible, even for the signer, to\find two different messages with the
same signature.

NOTE Computational feasibility depends on the specific séeurity requirements and environment.

Anonymous digital signature mechanisms are a speécial type of digital signature mechanism. In an
anonymous digital signature mechanism, given a digital signature, an unauthorised entity, inclyding the
vlerifier, cannot discover the signer’s identifier. However, such a mechanism still has the propgrty that
dnly alegitimate signer can generate a valid signature. For authorised entities involved in an anqnymous
signature mechanism, there are four different cases:

d) amechanism involving an authorised entity that is capable of identifying the signer of a signature;

H) a mechanism involving an authorised entity that is only capable of linking two signatured created
by the same signer withoutidentifying the signer;

d amechanism involving both of the authorised entities in Cases a) and b);
d) amechanism invalving neither of the authorised entities in Cases a) and b).

An example application of anonymous digital signatures is to achieve anonymous entity authenftication.
Anonymous entity authentication mechanisms are specified in ISO/IEC 20009.
A

s is the ease for conventional digital signature mechanisms, anonymous digital signature mechanisms
dre based*on asymmetric cryptographic techniques, and involve three basic operations:

-c.a'process for generating private signature keys and public verification keys;

— aprocess for creating an anonymous digital signature that uses the signature key;
— aprocess for verifying an anonymous digital signature that uses the verification key.

NOTE A private signature key is also known as a signing key or a private key, and a public verification key is
also known as a verification key or a public key.

One of the major differences between a conventional digital signature and an anonymous digital
signature is in the nature of the public keys used to perform the signature verification. To verify a
conventional digital signature, the verifier makes use of a single public verification key which is bound
to the signer’s identifier. To verify an anonymous digital signature, the verifier makes use of either a
group public key or multiple public keys, which are not bound to an individual signer. In the literature,

© ISO/IEC 2013 - All rights reserved \%
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an anonymous signature using a group public key is commonly known as a group signature, and an
anonymous signature using multiple public keys is commonly known as a ring signature. The anonymity
strength (i.e. degree of anonymity) provided by a mechanism depends upon the size of the group and the
number of public keys.

Like conventional digital signature mechanisms, the security of anonymous digital signature
mechanisms depends on problems believed to be intractable, i.e. problems for which, given current
knowledge, finding a solution is computationally infeasible, such as the integer factorization problem and
the discrete logarithm problem in an appropriate group. The mechanisms specified in ISO/IEC 20008
are based an at least one of these and ather similar probhlems

ISO/IEC| 20008 specifies anonymous digital signature mechanisms. This part of ISO/IEC 2000B
specifie$ principles and requirements for two categories of anonymous digital signatures mechanismg:
signatufe mechanisms using a group public key, and signature mechanisms using multiple ptiblic keys.
ISO/IEC[{20008-2 specifies a number of anonymous signature mechanisms in the first category.

<

NOTE If a business need for the development of mechanisms of the second category is dis¢ovéered, then a ney
part of IYO/IEC 20008 should be added, which might, for example, be entitled Part 3: Mechanisms using multipl
public kelys.

[¢)

(@)

The mefhanisms specified in ISO/IEC 20008 use a variety of other standardised cryptographi
algorithms, for example, as follows.

— Thely can use a collision resistant hash-function to hash the message to be signed and to comput]
sigratures. ISO/IEC 10118 specifies hash-functions.

[¢)

— Thely can use a conventional digital signature mechanism to certify public keys when such
certfification is required. Conventional digital signature miechanisms are specified in ISO/IEC 979
and|ISO/IEC 14888.

[®))

— Thelcanrequiretheuse ofaconventional entity authentication mechanism, ifthe entities performinjg
the mechanism require the data communicatedds part of the mechanism to be authenticated. Entitly
authentication mechanisms are specified indSO/IEC 9798.

— The}y can require the use of a conventional asymmetric encryption mechanism, if some informatio
of the entities involved in the anonymaus digital signature mechanisms is required to be encrypte
for the purposes of privacy and confidentiality. Asymmetric encryption mechanisms are specifie
in I$O/1EC 18033-2.

[ enge)

Revocatjon is defined as ‘the withdrawal of some power or authority that has been granted.” In thie
context pf conventional digital’signature mechanisms, it refers to withdrawing the power of a signinj
key that has been granted.~Typically, a Certificate Revocation List is used for this purpose. Such
list spedifies the certificate or public key corresponding to the signing key that needs to be revoked.
A verifigr can checkiwliether or not a given signature was generated using a revoked signing key bj
checking the Certificate Revocation List. A verifier can also generate a personal blacklist of public keys
as a locgl revoeation list, and can then reject any signatures generated using a key corresponding to a
entry infthe ist:

In an anbonyma digital signa e mechanism inom

the same way as in a conventional signature mechanism.

In an anonymous digital signature mechanism using a group public key, it is possible to revoke three
different levels of authorization granted to an entity or a group of entities.

a) The entire group can be revoked.

b) The membership of a certain group member can be revoked. As a result, the revoked member is no
longer authorised to create a group signature on behalf of the group.

c) A signature verifier can revoke the authorization for a group member to create a certain type of
anonymous signature. After such a revocation, the member to whom the revocation applies might
still be able to create other anonymous signatures on behalf of the group.

vi © ISO/IEC 2013 - All rights reserved
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Information technology — Security techniques —
Anonymous digital signatures —

Part 1:

Scope

his part of ISO/IEC 20008 specifies principles, including a general model, a set of entities, a nt
rocesses, and general requirements for the following two categories of anonymous digital s
echanisms:

signature mechanisms using a group public key, and

signature mechanisms using multiple public keys.

Terms and definitions

or the purposes of this document, the following terms.and definitions apply.

A

nonymous digital signature
signature which can be verified using a group public key or multiple public keys, and which c3
traced to the distinguishing identifier of its.Signer by any unauthorised entity including the s
erifier

ote 1 to entry: Anonymous digital sigiratures are also known as anonymous signatures or simp
signatures.

2

nonymity strength

umber derived from the;probability that an unauthorised entity can correctly determine
signer from a given signature

ote 1 to entry: Anfanonymity strength of n means that the probability that an unauthorised entity can
ess the true signer from a signature is 1/n.

3
llision=resistant hash-function
ash-function satisfying the following property: it is computationally infeasible to find any two

Imber of
gnature

innot be
gnature

y digital

the true

correctly

distinct

ihputs which map to the same output

[SOURCE: ISO/IEC 10118-1:2000]

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

24
data element
integer, bit string, set of integers, or set of bit strings

[SOURCE: ISO/IEC 14888-1:2008]

© ISO/IEC 2013 - All rights reserved
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2.5
distinguishing identifier
information which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770-2:2008]

2.6
domain
set of entities operating under a single security policy

[SOURCE:TSU/TEC 148838-1:2008]

EXAMPLE Public key certificates created by a single authority or by a set of authorities using the\sam
security policy.

[}

2.7
domain|{parameter
data element which is common to and known by or accessible to all entities within thie'domain

[SOURCE: ISO/IEC 14888-1:2008]

2.8
evidende of binding
data elefnent which demonstrates the cryptographic binding between the'signer and the signature, and
which igan output from the group membership opening process

2.9
evidende evaluation process
process [which takes as inputs the evidence of binding, the>group signature, and the group public key,
and gives as output the result of evidence evaluation: valid*or invalid

Note 1 to|entry: The group signature input to an evidence(valuation process must be valid, i.e. the signature shall
have preyiously been successfully verified using the group signature verification process.

2.10
evidenge evaluator
entity which checks the validity of the evidence of binding

2.11

group
set of enftities operating under-a single membership management policy

Note 1 toentry: A group includes multiple group members and each member has a membership credential which
is creategl by a group membership issuer as part of the group membership issuing process.

2.12
group member
entity which has a group membership credential and can create a group signature on behalf of the group

2.13

group member private key
private data element which is part of the group member signature key, specific to a group member and
usable only by the member in the group membership issuing and group signature processes

2.14

group member signature key

set of data elements specific to a group member, consisting of the group member private key and group
membership credential, and usable only by the member in the group signature process

2 © ISO/IEC 2013 - All rights reserved
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2.15

group membership credential

data element specific to the group member, rendered unforgeable using the group membership issuing
key, and usable by the group member in the group signature process

Note 1 to entry: The group membership credential is also called the membership credential.
Note 2 to entry: The group membership credential is part of the group member signature key.

2.16
Toup membershnip i1Ssuer
gntity which creates group membership credentials

Note 1 to entry: The group membership issuer is also called the group issuer or the issuer.

.17

group membership issuing key
drivate data element specific to a group membership issuer and usable only by-the issuer in the group
issuing process

Note 1 to entry: The group membership issuing key is also called the group issuing key or the issuing kdy.

.18

group membership issuing process

drocess which takes as inputs the group membership issuingKey, the group public key, the group public
fdarameters, and optionally the distinguishing identifier,@and’ which gives as output the group member
signature key

Note 1 to entry: The group membership issuing processis,also called the issuing process.

Note 2 to entry: The group membership issuing progess is also referred to in the literature as the groug member
joining process or simply as the joining process:

2.19

global revocation

group signature revocation progcess’which, by updating the group public key, other group public
fdarameters, and/or revocation, lists used in the group environment, has the effect of revoking the
signature keys of some previously legitimate group members, who as a result become illegitimpte

Note 1 to entry: A revocationlist used in a global revocation process is also known as a group global rg¢vocation
Iist.

Note 2 to entry: Group member signature keys might be updated in the global revocation.

.20
roup membership opener
ntity which determines the identifier of the signer from a group signature

Qe N

Noté 1.to entry: The group membership opener is also called the group opener or the opener.

2.21

group membership opening key

private data element specific to a group membership opener and usable only by the opener in the group
membership opening process

Note 1 to entry: The group membership opening key is also called the group opening key or the opening key.

© ISO/IEC 2013 - All rights reserved 3
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2.22

group membership opening process
process which takes as inputs the group signature, the group membership opening key, the group public

key, and

the group public parameters, and which gives as output the signer distinguishing identifier and

optionally also gives evidence of binding between the signer and signature

Note 1 to entry: The group membership opening process is also called the opening process.

Note 2 to entry: It is required that the opening process takes as input a valid group signature, that means the
signature has already been verified successfully using the group signature verification process.

2.23

group public key

public d
involved
verificat
a group

Note 1 to

2.24

group public parameter

data ele}
involved

2.25
group s
data ele

2.26

group s
entity w
the sam

Note 1 to
Note 2 to

2.27

group s
public d
signatut
required

Note 1 to

Note 2 td
used int

hta element which is mathematically related to a group membership issuing key, and ‘which i

in the group membership issuing process, the group signature process, the group’ signatur
ion process, and optionally in any other processes of an anonymous signature mechanism usinig
public key

D wn

entry: A group public key can be updated in some mechanisms for enabling reyocation.

ment which is specific to the group and is accessible to all entitieswithin the group, and which i
in all the processes of an anonymous signature mechanismasing a group public key

[72)

jgnature
ment resulting from the group signature process

jgnature linker
hich determines whether or not two anonymous signatures are linked, i.e. they were created bfy
P signer

entry: The group signature linker is.also'called the linker.

entry: Depending on the mechanism, the linker might or might not possess a linking key.

jgnature linking base
ata element, optiondlly specific to a group signature linker, which is involved in the group
e process if using.this date element to link multiple signatures created by the same signer i
|

[72)

entry: The group signature linking base is also called the linking base.

entry«Fhe linking base is also sometimes referred to in the literature as the name base. This term {s
he specification of direct anonymous attestation given in ISO/IEC 20008-2.

2.28

group signature linking key
private data element specific to a group signature linker and usable only by the linker in the group
signature linking process

Note 1 to entry: The group signature linking key is also called the linking key.

© ISO/IEC 2013 - All rights reserved
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2.29

group signature linking process

process which takes as inputs two anonymous signatures, the group public parameters, and optionally
the group signature linking key, and which gives as output the result of the signature linkage: linked or
not linked

Note 1 to entry: The group signature linking process is also called the linking process.

Note 2 to entry: In some ISO/IEC documents, e.g. ISO/IEC 20009-2, the linking process using a group signature
linking key is referred to as providing local linking capability.

ote 3 to entry: Distinct signatures are linked if they were created under the same signature keyjand|with the
spme parameters required for the linking process; distinct signatures are not linked if they weré ¢creatfed under
to different signature keys, or if they did not use the same parameters required for the linking pr¢cess, for
ample, they were created under two different group signature linking bases.

.30

roup signature process
rocess which takes as inputs the message, the group member signature Key, the group publidkey, the
roup public parameters, and optionally the linking base, and which give$4as output the group slgnature

ote 1 to entry: The group signature process is also called the signature ptacéss.

31

roup signature verification process
rocess which takes as inputs the group signed message; the group public key, and the group public
arameters, and which gives as output the result of the.group signature verification: valid or irjvalid

ote 1 to entry: The group signature verification process:is‘also called the verification process.

.32

roup signature revocation list
ata element which can be used to identify'an anonymous signature that has been generated by a group
ember not authorised to create such assignature

ote 1 to entry: A group signature revorcation list can include a range of types of content, including the private
ys of revoked group members, components of revoked group membership credentials, and previously created
signatures or partial signatures:

ote 2 to entry: Dependingon-the mechanism, a group signature revocation list can serve as a group public key
revocation list, a group global revocation list, or a verifier local revocation list.

.33
roup signature revocation process
rocess which/revokes the authorization of a group member to create a certain type of group slgnature

ote 1 toenpry: A group signature revocation process can involve the revocation of an entire group, a grloup level
obal revocation, or a group signature verifier local revocation.

.34
group signed message
signed message in which the signature is a group signature and which optionally includes a linking base

2.35
hash-code
string of bits which is the output of a hash-function

[SOURCE: ISO/IEC 10118-1:2000]
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning

as hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value, and
imprint are some examples.

© ISO/IEC 2013 - All rights reserved 5
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2.36
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;

— for a given input, it is computationally infeasible to find a second input which maps to the same
output

[SOURCE: ISO/IEC 10118-1:2000]

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

2.37
key
sequencg of symbols that controls the operation of a cryptographic transformation

[SOURCE: ISO/IEC 9798-1:2010]

Note 1tolentry: Examples of the operations are encryption, decryption, cryptographic chéekfunction computation,
signatur¢ generation, or signature verification.

2.38
local reyocation
group sjgnature revocation process which enables a signature verifier to reject an invalid group
signatute on the basis of a group signature revocation list

Note 1 td entry: A group signature revocation list used in a local revecation process can be generated either b
the verifjer itself or by some other resource (e.g. it could be a part of a group global revocation list adopted by th
verifier).

o<

=

Note 2 tq entry: A group signature revocation list used i-alocal revocation process is also known as a verifig
local revgcation list.

2.39
message
string of bits of any length

[SOURCE: ISO/IEC 14888-1:2008]

2.40
parameter
integer, pit string, or function

[SOURCE: ISO/IEC 14888-1:2008]

241

potentviVElﬂ signer

entity whosé public key is used by the true signer in the ring signature process
2.42

ring

set of entities consisting of the true signer and the potential signer (or signers)

2.43

ring public parameter

data element which is specific to the ring and is accessible to all entities involved in all the processes of
anonymous signature mechanisms using multiple public keys

2.44
ring signature
data element resulting from the ring signature process

6 © ISO/IEC 2013 - All rights reserved
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2.45

ring signature process

process which takes as inputs the message, the signature key owned by the true signer, the public key
(or keys) belonging to the potential signer (or signers), and the ring public parameters, and which gives
as output the ring signature

2.46

ring signature verification process

process Wthh takes as inputs the rlng 51gned message, the public keys belonglng to the true 51gner and
11t of the

ing signed message
signed message in which the signature is a ring signature

2.48

security strength
umber associated with the amount of work (that is the number of operations) that is required [to break

a cryptographic algorithm or system

ote 1 to entry: Security strength is specified in bits. A security strength-ef b bits means that of the order of 2b
perations are required to break the system. Common values of securjty strength are 80, 112, 128, 192 |and 256.

2.49
signature
dne or more data elements resulting from the signature process

ote 1 to entry: A signature is also called a digital signature.

.50
signature key
set of private data elements specific to amentity and usable only by this entity in the signature [process

ote 1 to entry: A signature key is sométimes called a private signature key, both in ISO/IEC 20008 and in other
standards, e.g. ISO/IEC 9796-2 and ISO/IEC 9796-3.

signature key pair
fair of keys consisting of-@/signature key and a verification key, where:

-+ the signature key shall be kept partially or completely secret, and is intended for use only by the
signer;

— the verification key can be made public, and is intended for use by any verifier

2.52
ignature process
rocess which takes as inputs the message, the signature key, and the domain parameters, arjd which
gIVES as output the signature

[SOURCE: ISO/IEC 14888-1:2008]

2.53

signed message

set of data elements consisting of the signature, the part of the message which cannot be recovered from
the signature, and an optional text field

[SOURCE: ISO/IEC 14888-1:2008]

© ISO/IEC 2013 - All rights reserved 7
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2.54
signer

entity generating a digital signature

[SOURCE: ISO/IEC 13888-1:2009]

2.55
true sig

ner

entity which creates a ring signature on behalf of the ring

Note 1 td

2.56

Verificztlrion key

set of p
used by

Note 1 to

other standards, e.g. ISO/IEC 9796-2 and ISO/IEC 9796-3.

2.57

verification process

process
which g

[SOURCH

2.58
verifier

entity which checks the validity of a signature

Note 1 to

3 Abl

entry: The true signer 1s also called the signer.

blic data elements which is mathematically related to an entity’s signature key and which is
the verifier in the verification process

=]

entry: A verification key is sometimes known as a public verification key, both in ISO/IEC 20008 and i

which takes as inputs the signed message, the verification key, and'the domain parameters, and
ves as output the result of the signature verification: valid oy invalid

: 1ISO/IEC 14888-1:2008]

entry: The verifier is also known as the signatute verifier.

previations and legend for figures

DAA Direct Anonymous Attestation
TPM  Trusted Platform Module
The leggnd for the figures in this-part of ISO/IEC 20008 is the following.
data
optional data
| o
procedure
—
entity in procedure
data passed from one procedure to another
8 © ISO/IEC 2013 - All rights reserved
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-

data flow

optional data flow

{mm

4 Options for a group public key and multiple public keys

In a conventlonal digital 51gnature mechanlsm as shown in Flgure , a prlvate 51gnature key and a
K )

rocess to create a signature on a given message A verifier uses the public verificationdkdy in the
erification process to check whether or not the signature was signed under the corresponding private
ey. If the verifier is convinced that the signature was created using the signature key conresponding to
he verification key, the verifier outputs valid; otherwise the verifier outputs invalid.”As a resylt, from
he verifier’s point of view, the signature is bound to the signer via the public verifieation key, which acts
s a distinguishing identifier for the signer.

Q) t+

h an anonymous digital signature mechanism, itis notnecessary thata private signature key and a public
erification key form a signature key pair, and that one is used in the signature process and thqg other is
sed in the verification process. This part of ISO/IEC 20008 specifies-principles and requirements for
wo types of anonymous signature mechanisms which use different types of public verification keys.
hese two classes are known as mechanisms using a group public key and mechanisms using multiple
ublic keys.

s o T B il <l el

signature | i verification domain
key key parameter

$ ln$\‘ s*gner

message

(i

[ signature process
signed’>
message
signature
message
. verification domain
optional text field key parameter

4 3

verifier

verification process

1 ]
valid/invalid

Figure 1 — Signature & verification processes in a conventional signature mechanism

In an anonymous signature mechanism using a group public key, as shown in Figure 2, a signer is a group
member. The group has a single group public key. Each group member has a distinct group member
signature key which consists of the group member private key and a corresponding membership
credential. A signer uses the group member signature key in the signature process to create a group

© ISO/IEC 2013 - All rights reserved 9


https://standardsiso.com/api/?name=7692b0854f305c23a0b973920de2bcc1

ISO/IEC 20008-1:2013(E)

signature on a given message. A verifier uses the group public key in the group signature verification

process
without
verifier

to check whether or not the group signature was signed under a group member signature key,
revealing which of the group member signature keys was used to create the signature. If the
is convinced that the signature was created using one of the group member signature keys

corresponding to the group public key, the verifier outputs valid; otherwise the verifier outputs invalid.
As aresult, from the verifier’s point of view, the group signature is not bound to an individual signer, but
is instead bound to the group via the group public key. The anonymity strength depends upon the size
of the group.

NOTE
group sig

In an ay
mechan
a privat
as in a

signatut
potentig
set of pu
not the {
without
an indiv
dependd

nature Verlflcatlon processes. For the purposes of Figure 2, the nonce is treated as part of the messag.

jonymous signature mechanism using multiple public keys (also known as a ring signdture
sm), shown in Figure 3, each signer, including the true signer and each potential signer, hals
e signature key and a public verification key which form a signature key pair in the'same wal
onventional digital signature mechanism. In the signature process, the truecsigner uses hi
e key along with a public key (or a set of public keys), belonging to a potential,signer (or a set ¢
| signers), to create a signature on a given message. In the verification process, a verifier uses
blic keys containing those of the true signer and all the potential signets, to check whether o
ignature was signed under a signature key corresponding to a publie Key in the public key s¢
revealing which one. As a result, from the verifier’s point of view, the-Signature is not bound t
dual signer, but is instead bound to the set of owners of the public Keys. The anonymity strengt
upon the number of public keys.

=R B )

group member group*public group public
signature key parameter key

< T

$ signer (a group member)

message linking base

=
il

[ group signature process

A

group signed message— §

e

group sighature
message linking
base
. . group group
optional text field public key public
‘ parameter
verifier
[ group signature verification process ]
. - y)
1 3
valid/invalid

Figure 2 — Signature & verification processes in an anonymous signature mechanism using a

group public key

As shown in Figures 1-3, the message input to the signature process may or may not be divided into
two parts. If it is so divided, one part can be recovered from the signature and the other part cannot be

10
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recovered from the signature. The message partincluded in the signed message is the part which cannot
be recovered from the signature.

- blic key(s) of potential ring
signature key of pu X 4
message
9 true signer signer(s) and (eptlonally) public
the true signer parameter
true signer
FRE-SHREHHFEPreeess
ring signed
message
ring signature
message
public keys of true ring
. i signer and public
optional text field potential signer(s) parameter
- ] -
A2\ i
AO verifier
[ ring signature verification process
valid/invalid

Figure 3 — Signature and verification processes for a ring signature mechanism

L

General requirements

ach entity involved in an‘anonymous digital signature mechanism shall be aware of a commpn set of
omain parameters whichrare used to compute a variety of functions in the mechanism. In an angnymous
ignature mechanismusing a group public key, the domain is associated with a group and thg domain
arameters are atso-known as group public parameters. In an anonymous signature mechanigm using
hultiple publickeys, the domain is associated with aring and the domain parameters (also known as the
ing public parameters) include all the parameters related to a set of public keys and the corresponding
ignatureand verification processes.

W =5 S v o

Hach Sighature verifier shall have access to an authentic copy of the necessary public keys. In an
3 nonymous 51gnature mechanlsm usmg a group pubhc key, the pubhc key belongs to a group of signers

: plepubliekeys, the
public keys areaset of1nd1v1dual publlc keys each ofwhlch belongs toa true 51gner or a potential signer.
The verifier is unable to distinguish a true signer from a potential signer.

Each signer shall have a distinguishing identifier which is unambiguously bound to the signer’s private
key. This information must be accessible to the relevant entities when performing the processes of
the mechanism. In an anonymous signature mechanism using multiple public keys, the distinguishing
identifier for a signer can be the signer’s public verification key. In an anonymous signature mechanism
using a group public key, the distinguishing identifier for a signer could take a variety of forms.

In an anonymous signature mechanism using a group public key, an entity authentication mechanism
shall be used to allow a group member (as a signer) and a group membership issuer to run the group
membership issuing processin an authentic manner. Thatensures that the group membership issuer only

© ISO/IEC 2013 - All rights reserved 11
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provides a group membership credential to a legitimate group member. When this entity authentication
mechanismis notanonymous, use of one of the mechanisms specified in ISO/IEC 9798[3] is recommended.
When this entity authentication mechanism is anonymous, use of one of the mechanisms specified in
ISO/IEC 20009[13] is recommended.

ISO/IEC 20008 does not specify mechanisms for key management or for certification of group public keys
or multiple individual public keys. A variety of means are available for obtaining a reliable copy of a public
key, e.g., a public key certificate. Techniques for managing keys and certificates are outside the scope of
ISO/IEC 20008. For further information, see ISO/IEC 9594-8,[1] ISO/IEC 11770-2,[5] ISO/IEC 11770-3[6]
and ISO/IEC 15945 [10]

For anofhymous signature mechanisms using a group public key, this standard does not specify hov
the groyip membership issuer authenticates a group member, and in which circumstances @ grou
memberjship opening process or a group signature linking process is used. In addition it does net'specif]
how a group membership issuer, a group membership opener, or any other entity decides‘that a grou
member|is no longer authorised to create a certain type of group signature. However, whena revocatio
mechan|sm is used, it is required that each signature verifier has access to the latest'group public ke
and any|necessary group public parameters, and also that, if a group signature reyocation list is in usg
the verifier has access to it.

< S < O <

6 Merhanisms using a group public key

6.1 General model

An anonlymous digital signature mechanism using a group publickey is also known as a group signaturje
mechan{sm. This type of mechanism involves a group and a'set of group members. There is a group
memberjship issuer; also, if tracing a signature to its signefis required, a group membership opener is
also required. The anonymity strength of the mechanism depends on the number of legitimate group
members.

Depending on the mechanism, it may be possibléto link two signatures created by the same signer. A
entity which is capable of linking is known as\a group signature linker; such an entity is not necessarily
member| of the group. In some mechanismsyahyone can be a linker; in this case, a linking base is usuall
included in a signature. In other mechanisms, a linker must hold a group signature linking key; in thi
case, th¢ public parameters corresponding to the linking key are included in a signature.

< o =

[%2)

Depending on the mechanism, it may be possible to revoke a group member private key or a grou
memberfship credential; in either of these two cases a group member signature key will be revoked.
group signature created undera revoked group member signature key will be rejected during the grou
signatuie verification process.

o O

An anonlymous digital'signature mechanism using a group public key is defined by the specification gf
the following processes:

— key[genefation process (including the group membership issuing process),

— groyp signature process,

— group signature verification process,

— group signature opening process (optional),

— group signature linking process (optional), and
— group signature revocation process (optional).

Specific instances of anonymous signature mechanisms using a group public key are specified in Part 2
of ISO/IEC 20008.

12 © ISO/IEC 2013 - All rights reserved
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6.2 Entities

A number of types of entity are involved in an anonymous signature mechanism using a group public
key, as listed below. Some types of entity are present in every mechanism, whereas others are only
involved in mechanisms providing optional features.

— Signer: a signer is a group member that generates a digital signature. A signer owns a distinguishing
identifier and a group member signature key, which consists of a group member private key and a
membership credential.

=z

OTE1 The group member signature key is sometimes known as the signer’s signing key.

h some mechanisms, a signer role is split between multiple entities. For example, in Dirgét)Angnymous
ttestation (DAA) mechanisms, specified in Part 2 of ISO/IEC 20008, the signer role can be’split between
principal signer with limited computational and storage capability, e.g. a Trusted/Platform Module
TPM), and an assistant signer with more computational power but less secutity tolerancd, e.g. an
rdinary computer platform (namely the Host containing the embedded TPM).

O QO N =

NOTE 2  The TPM technology is specified in ISO/IEC 11889I[Zl.
-+ Verifier: a verifier is an entity verifying a digital signature.

-+ Group membership issuer: a group membership issuer is an entity issuing a group membership
credential to a signer. This entity exists in all the mechanisms specified in Part 2 of ISO/IEC 20008.

—+ Group membership opener: a group membership openeris an entity that determines the signer of a
signature. This entity exists in some of the mechanisms specified in Part 2 of [ISO/IEC 20008 In some
mechanisms, the group membership issuer and the’group membership opener are the sanje entity.
Depending on the mechanism, the group membérship opener may output evidence of bindling, that
binds the signature to its signer’s distinguishing identity.

-+ Evidence evaluator: an evidence evaluato¥ checks the validity of the evidence of binding.

-+ Group signature linker: a group sigriature linker is an entity that is capable of linking two signatures
generated by the same signer. This entity exists in some of the mechanisms specified in Part 2 of
ISO/IEC 20008. In some mechanisms, the linker is also the verifier. The number of linkgrs in an
anonymous signature mechanism may vary.

6.3 Key generation precess

The key generation-process includes key generation algorithms for creating the group membership
ifsuing key, the group membership opening key, and the group signature linking key (or keyg) if they
dre required inth€ mechanism. A typical key generation algorithm takes as input a security parameter
which is depénident on the security strength of the mechanism, and gives as output a private ard public
ey pair.

y on the
nvolve a
or,

If such a protocol is required, both the group member and group membership issuer shall contribute
to generation of the group member signature key. On completion of the protocol, the group member
possesses a group member signature key, which consists of the member’s group member private key
and membership credential; the group membership issuer will know the membership credential and the
distinguishing identifier of the member, which are related to each other. The form of the distinguishing
identifier depends on the mechanism, and it may or may not be input to the group membership issuing
process.
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Alternatively, the group membership issuer shall solely generate the group member signature key, and
give it to the group member. In this case, a group member private key and membership credential are
not distinct, and both the member and issuer shall be in possession of the value of the signature key.

NOTE Ifthe group membership issuer knows the signer’s group member signature key, the group membership
issuer must be trusted not to impersonate a group member. Otherwise the group signature mechanism will not
possess the non-repudiation property.

distinguishing group group public group
identifier issuing kevy parameter public key

i

group membership issuer and optionally group membership requestor

group membership issuing process ]
group group
member membership
private key credential

group member
signature key

Figure 4 — Group membership issuihg process

6.4 Group signature process

The sigrfature process is performed by a group member acting as a signer. The signer uses its membedr
signatute key to compute a group signature on a_ given message.

If the rhechanism supports group membekship opening, the signature process will embed the
distingdishing identifier in the signatureihsuch a way that the group membership opener can recover |t
but not gny other party. This can be achievéed by asymmetrically encrypting the distinguishing identifigr
using the group opener’s public key.before inclusion in the signature.

If the mechanism supports group signature linking, the signature process will use the same linkinjg
base or linking key when genérating two signatures that are to be linkable, in such a way that the group
signature linker can link them but not any other party. Depending on the mechanism, the linker may dr
may not|be a signature verifier.

(i

If the mpchanism alléws signers to be revoked, the signature process shall include functionality th4
ensures|a verifief ¢an verify that a signature was created by a non-revoked signer.

6.5 Group. signature verification process

The verification process is performed by a verifier, who is able to associate the correct group public key
with the signature, but is not able to determine the identifier of the signer from the signature.

Depending on the mechanism, the verification process may or may not be independent of a signature
linking process and/or a signature revocation process.

6.6 Group membership opening process

The opening process, shown in Figure 5, is performed by a group membership opener. It enables the
opener to determine the distinguishing identifier of the signer of an anonymous signature.
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group opening gr%l:.p gr%Lll.p
signature key public public
parameter key

—

group membership opener

¥ {

opening process

| | =

distinguishing identifier evidence of binding

Figure 5 — Group membership opening process

evidence of group group public
binding signature key
evidery:e@aluator
[ evidence evaluation pfogess ]
l\\
valid/invalid

Figure 6 — Evidence evaluation process

epending on the mechanism, it may;or may not involve an evidence evaluation process. If ¢
valuation is required, in the opening process the group membership opener creates evidence of

Uhich, based on the evidence of binding, checks whether or not the opener has correctly ident|
igner from a given signature. If the evidence evaluator is convinced that the signature matches

[
e
\
sfigner. The evidence evaluation process, as shown in Figure 6, is performed by an evidence ej
!
S
gvidence of binding,the’evaluator outputs valid; otherwise, the evaluator outputs invalid.

NOTE Thereare/various reasons why an opening process might or might not include an evidence e
process. Generallywspeaking if the result of the opening process needs to be verified by an external evalu
the evidence'evaluation process is used. How to decide whether or not to include the evidence evaluatio
als part of.the opening process is outside the scope of this part of ISO/IEC 20008.

o

.7~ \Group signature linking process

bvidence
binding,

Uhich indicates that a given signature is cryptographically bound to the distinguishing identifier of the

raluator,
ified the
with the

yaluation
htor, then
h process

The group signature linking process, shown in Figure 7, is performed by a group signatur

e linker,

who checks whether or not two given valid signatures were created by the same signer. Depending on
the mechanism, the group signature linker may or may not have a linking key. Also depending on the
mechanism, the group signature linking process may or may not involve a linking base, which may or
may not be created by the group signature linker. If such a linking base is required, it is used in the group

signature process when creating both the signatures.

NOTE
linkability or controllable linkability (e.g. [14]).
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6.8 Group signature revocation process

6.8.1 General

Three djfferent ‘levels’ of revocation can be defined for an anonymous ‘digital signature mechanism
using a group public key. These three levels allow different types of authorizations to be revoked.

6.8.2 Level 1 revocation

The entilre group is revoked. If the authorization of an entire group needs to be revoked, the appropria]
group pyiblic key shall be added to a group public key revoeation list. Any anonymous digital signature
associated with a revoked group public key shall be rejected. This revocation method is the same as th3
used with a conventional digital signature scheme.

NOTE Mechanisms for this type of revocation are not specified in ISO/IEC 20008-2.

6.8.3 Level 2 revocation

The membership of a specified group ‘member is revoked, and as a result the revoked member is n
longer apithorised to create group sighatures on behalf of the group. This shall be achieved using one
the following two methods.

a)

b)

16

anonymous anonymous linking group public
signature #1 signature #2 key parameter

| |

|ITITITE
|ITITITE

group signature linker

[ linking process

I

linked/not linked

Figure 7 — Group signature linking process

—~+ »n O

=~=]

A grioup membership issuer updates the group public key (which might or might not involve updatin|
its private key and/or the group public parameters). The issuer then updates the credentials
all lpgitimate signers-using the new group public key. In subsequent uses of the group signatun
progess, verification process, opening process and linking process, the newly updated keys an
credentials will’be used. Depending on the mechanism, this updating method may be performe
regilarly, whehever the group membership issuer wishes to revoke certain group members, or i
botl casés:

')

o @ v = Py T

NOTE 2 Depending on the mechanism, one of two different procedures can be involved in this revocation
method. In the first, a group issuer interacts with each legitimate group member to update the member’s
group membership signature key. In the second, a group Issuer creates certain public information and
then each legitimate group member updates its own group membership signature key accordingly to this
information.

An alternative method makes use of a group global revocation list. The contents of such a revocation
list depend on the mechanism, and a number of general cases are specified below. An anonymous
digital signature associated with an authorization specified in the group global revocation list shall
be rejected by a group signature verifier.
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