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Foreword

020(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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bditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the

ights. Details of any patent rights identified during the development of\the document will b

ist of patent declarations received (see http://patents.iec.ch).

constitute an endorsement.

so/foreword.html.

[his document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec
bubcommittee SC 32, Data management andinterchange.

A list of all parts in the ISO/IEC 15944 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards
complete listing of these bodies can be found at www.iso.org/members.html.

[he procedures used to develop this document and those intended for its further maintenajnce are
lescribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nedded for
the different types of document should be noted. This document was drafted in aceordance With the

subject

pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent

b in the

ntroduction and/or on the ISO list of patent declarations received (seewww.iso.org/patents) or|the IEC

Any trade name used in this document is information given for:the convenience of users and does not

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific terms and
expressions related to conformity assessment, as wellas information about ISO's adherencg to the
World Trade Organization (WTO) principles in the Téchnical Barriers to Trade (TBT) see www.]so.org/

inology,

body. A
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Introduction

NOTE
ISO/IEC

This document is intended to be used in conjunction with ISO/IEC 14662, ISO/IEC 15944-1,
15944-5 and ISO/IEC 15944-8.

0.1 Purpose and overview

Modelli

ng business transactions using scenarios and scenario components includes specifying the

applicable constraints on the data content using explicitly stated rules. ISO/IEC 14662 identifies two

basic ¢
apply t
person:
from ar

Jurisdid
Annex

domain
in a by
documg

The fod
individ
transad

This dd
informd

asses of constraints, "internal constraints” and "external constraints”. External constraintg
b most business transactions. External constraints have governance over any processing of
1l information including that exchanged among parties to a business transaction and doing sd
information life cycle management (ILCM) requirements perspective.

tional domains are the primary source of external constraints on business transactions (seg
[). Privacy protection requirements in turn are a common requirement of maést’jurisdictiona
s, although they may also result from explicit scenario demands from or on the-parties involved
siness transaction. (Requirements for secrecy or confidentiality are ot addressed in this
nt, unless they are implicitly needed to apply privacy protection requirements to data).

us of this document is on any kind of recorded information coneerning identifiable living
hals as buyers in a business transaction or whose personal information is used in a businesg
tion or any type of commitment exchange.

cument describes the added business semantic descriptive techniques needed to suppor
ition life cycle management (ILCM) aspects as part of\privacy protection requirements wher

modelli

are cerftral to the ability to ensure that privacy protection requirements (PPR) are passed on ang
supported among all the parties to a business transaction using EDI.

This document applies to any organization which xg¢éeives, creates, process, maintains, communicates
etc. perfsonal information (PI) and, in particular, to those who receive, create, capture, maintain, use
store of dispose of sets of recorded information (SRIs) electronically. This document applies to private
and public sector activities of Persons irrespective of whether such activities are undertaken on a for

profit o

This dd
apply 3
transad
this doq
a) ma
b) IT 4

c) pri
for

g business transactions using the external constraints of jurisdictional domains. ILCM aspect§

not-for-profit basis.

cument is intended for use:by those organizations to which privacy protection requirementg
nd who therefore need\to ensure that the recorded information (electronic records and
tions) in their IT Systems'is trustworthy, reliable and recognized as authentic. Typical users of
ument include

hagers of privateand public sector organizations;
ystems angirecords/information management system professionals;

acy protection officers (PPOs) and other personnel in organizations, including those responsibléd
risk mianagement; and

d) leg
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by the organization.
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0.2 Use of ISO/IEC 14662 and ISO/IEC 15944
0.2.1 ISO/IEC 14662: Open-edi reference model?)

ISO/IEC 146622 states the conceptual architecture necessary for carrying out electronic business
transactions among autonomous parties. That architecture identifies and describes the need to have
two separate and related views of the business transaction.

The first is the business operational view (BOV). The second is the functional service view (FSV).
Figure 1, taken from ISO/IEC 14662:2010, Figure 1, illustrates the Open-edi environment. (For
Jefinitions of the terms used, see Clause 3.)

Open-edi reference model
Business operational view
comply with
. BOM-related
Business aspects
of covered by 3 standards
business transactions A

Viewed as
)> l/ T interrelated

Functional service view \

Information technology|  comply with

FSV-related

aspects of
covered by standards

business transdctions

nNzZo—~3arPunzrxxxg4 ounm=Z— uncw

Figure 1 — Open-edi reference model environment

SO/IEC 15944 is a multipart eBusiness standard which is based on and focuses on the BOV perdpective
pf the ISO/IEC 14662 Open-edi reference model. This document focuses on addressing commmonly
lefinable aspeetsiof external constraints that relate to information life cycle management|(ILCM)
n a privacyand data protection3) context when the source is a jurisdictional domain. A useful
Characteristie of external constraints is that, at the sectoral level, national and international levgls, etc.,
focal points and recognized authorities often already exist. The rules and common business practices
n many-sectoral areas are already known. Use of this document (and related standards) addresses the
[rahsformation of these external constraints (business rules) into specified, registered, and re-useable
bcenarios and scenario components

1) The Memorandum of Understanding between ISO, IEC, ITU and UN/ECE (2000) concerning standardization
in the field of electronic business is based on this Model. See https://www.unece.org/fileadmin/DAM/oes/MOU/
2000/24March2000_IEC_ISO_ITU.pdf.

2) ISO/IEC 14662 is freely-available at https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html.

3)  “Privacy protection” is the common set of worldwide requirements. In the European Union, “data protection”
is the equivalent concept (used mainly due to historical reasons). In many other non-European countries,(Australia,
Canada, New Zealand, USA, etc., "privacy" is the legal term used in applicable legislation and pursuant regulations.
This is because "privacy” applies to not just "data" but any form of recorded information containing "personal
information". Thus from an international standards perspective "privacy protection” integrates "privacy"” and "data
protection” requirements. In many other countries, "privacy” is the legal term used in applicable legislation and
pursuant regulations.
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This d
which

ocument is based on ISO/IEC 14662 as well as existing parts of the ISO/IEC 15944 series,
serve as its key normative references and overall boundaries for the scope of this document.

ISO/IEC 15944-5 and ISO/IEC 15944-8, in particular, serve as the basis for this document as they both
focus on external constraints.

0.2.2

ISO/IEC 15944-1: Business operational view (BOV) - operational aspects of Open-edi for

implementation

ISO/IEC 15944-1 states the requirements of the BOV aspects of Open-edi in support of electronic

busine

semantfc descriptive techniques for modelling e-business transactions and components thereof as te
useablg business objects. They include:

— Corpmercial frameworks and associated requirements.
— Legal frameworks and associated requirements.

— Public policy requirements particularly which apply to individuals, i.e., are rights of individuals

whjch are of a generic nature such as consumer protection, privacy protection, and accessibility
(se¢ ISO/IEC 15944-5:2008, 6.3).

— Requirements arising from the need to support cultural adaptability. This includes meeting
localization and multilingual requirements, (e.g., as can be required*by a particular jurisdictiona
dormain or desired to provide a good, service and/or right in a patticular market). Here one needs
the|ability to distinguish, the specification of scenarios, scenarig components, and their semantics
in the context of making commitments, between:

a)

b)

Figure |2, based on ISO/IEC 15944-1:2011;cFigure 3, shows an integrated view of these business

operati

jurisdidtional domains are the primary source, these primary sources have been shaded in Figure 2.

viii

s transactions Thpy are rpr}nirpd to be taken into account in the dpvp]npmpnf of business

the use of unique, unambiguous and linguisticallyoneutral identifiers (often as compositg
identifiers) at the information technology interface level among the IT systems of participation]
parties on the one hand; and, on the other,

their multiple human interface equivalent,(HIE) expressions in a presentation form appropriatg
to the Persons involved in the making of the resulting commitments.

bnal requirements. Since the foeus of this document is that of external constraints for which

© ISO/IEC 2020 - All rights reserved
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Sources of requirements on the business operational view (BOV) aspects of Open-edi
which need to be integrated and/or taken into account in business transactions

4 )

Business transactions Legal framework

(Open-edi based) and requirements

q&g

Commercial

framework
and requirements

Characteristics of Open-edi ,

¢ Rule-based
o Commitment exchange

* Unambiguous identification

Information

* Business transaction model (BTM) technology

requirementp

Public policy
: Key components and standard
requirements

e Person

(privacy protection
(PPR), consumer
protection, etc.)

e Process

e Data h

Telecommu
ications

requiremenjts

and standarfs

e Business transaction model:

Classes of constraints

Sectoral (and

cross-sectoral) e Specification, identification and

. classification of Open-edi
requirements

scénarios (and components)
¢~ FSV business demands on

Open-edi support infrastructure ISO and other

standards

Open-edi scenario templates

environments

Cultural adapta@@

locahzatl

multlll@a
(IT vs hl@ interface)

Functional services view (FSV)

Figure 2 — Integrated view of business operational requirements with
an external constraints focus

In electronic business transactions, whether undertaken on a for profit or not-for-profit basis, the key
element is commitment exchange among Persons made through their decision-making applications
(DMAs) of their information technology systems (IT Systems, see ISO/IEC 14662:2010, 5.2) acting on
behalf of "Persons". "Persons" are the only entities able to make commitments.
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The business operational view (BOV) was defined as:

“perspective of business transactions limited to those aspects regarding the making of business
decisions and commitments among Persons which are needed for the description of a business
transaction”.

[SOURCE: ISO/IEC 14662:2010, 3.3]

There are three categories of Person as a role player in Open-edi, namely: (1) the Person as "individual”,
(2) the Person as "organization”, and (3) the Person as "public administration". There are also three
basic (dr primitive) roles of Persons in business transactions, namely: "buyer”, "seller”, and "regulatox|
When rhodelling business transactions, jurisdictional domains prescribe their external constraints, i

the rold of "regulator” and execute them as "public administration".

0.2.3 Link to ISO/IEC 15944-5 and ISO/IEC 15944-8

ISO/IE( 15944-5 focuses on external constraints the primary source of which is jurisdictional domains
at variqus levels. It also identified a common class of external constraints known.as “public policy”]
which gpply where and when the “buyer” in a business transaction is an “individwal”. It identified three
key subl-types, along with applicable rules; of public policy constraints, namely:/consumer protection”
“privacy protection” and “individual accessibility” (see ISO/IEC 15944+5:2008, 6.3). In addition
ISO/IE( 15944-5 specifies how and where (common) external constraints of jurisdictional domains

impact |the “Person”, “process”, and “data “components of the business transaction model (BTM), as
introduced in ISO/IEC 15944-1.

ISO/IEG 15944-8, which is based on ISO/IEC 15944-5, focus€s on providing a more detailed
identififation and specification of the common privacy protection requirements as they apply to any
busineds transaction where the buyer is an individual.

This document:

— is bHased on both ISO/IEC 15944-5 and ISO/IEC.15944-8;

(g

— intg¢grates applicable concepts and definitions, principles, rules, etc., found in both ISO/IEC 15944-5
and ISO/IEC 15944-8 (as well as applicable elements of the Open-edi reference model and othet
paifts of the ISO/IEC 15944 series); and

— foclises on information life cycle management (ILCM) aspects at a more granular level, i.e., thaf

required to be able to supportimplementation of the same.

0.3 Link to Privacy-by-Design (PbD) 48l approach

ign (PbD) approach is to ensure that privacy protectior
ents (as statédyin applicable legal and /or regulatory requirements) are identified and specified
in a sysfematic and riile-based manner for those developing any IT systems within their organization.

It is notfed that'although this is the first part in the ISO/IEC 15944 series in which Privacy by Design is
formallly mentioned, the PbD approach has always been supported and “imbedded” in the development

of the I$Q/1EC 15944 series. The need to comply with and support privacy protection requirements was;
alread}, inccwnnwnf-nrl M ISOA/ITC 15044 1-2002 N1 1

TPpUOTatCOUTIT IOU/ TLG TO7TT L.aUUL, Dot ts

The development of the ISO/IEC 15944 series fully supports the seven “foundation principles” of the
PbD approach?®). In particular it provides the detailed rules, definitions and related guidelines necessary

4) While “public administration” is one of the three distinct sub-types of Person, most of the rules in this
document applicable to “organization” also apply to “public administration”. In addition, an unincorporated seller is
also deemed to function as an “organization”. Consequently, the use of “organization” throughout this document also
covers “public administration”. Where it is necessary to bring forward specific rules, constraints, properties, etc.,
which apply specifically to “public administration”, this is stated explicitly.

5) 1.Proactive and notreactive; preventative and notreactive; 2. Privacy as the default setting; 3. Privacy embedded
in design; 4. Full functionality - positive-sum, not zero-sum; 5. End to end security - full lifecycle protection; 6.
Visibility and transparency - keep it open; 7. Respect for user privacy - keep it user-centric. [48]

X © ISO/IEC 2020 - All rights reserved
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to ensure that privacy protection requirements are identified and implemented not only throughout
the entire life cycle of the recorded information involved, i.e., “cradle-to-grave”, information life cycle
management (ILCM) but especially that for any personal information interchanged via EDI among
parities to a particular business transaction.

0.4 Importance and role of terms and definitions

The ISO/IEC 15944 series sets out the processes for achieving a common understanding of the business
operational view (BOV) from commercial, legal, ICT, public policy and cross-sectoral perspectives. It is
therefore important to check and confirm that a “common lmdm‘chnding" in any one of these domains

s also unambiguously understood as identical in the others.

['his subclause is included in each part of the ISO/IEC 15944 series to emphasize that Harmonized
concepts and definitions (and assigned terms) are essential to the continuity of the oyérall serigs.

n order to minimize ambiguity in the definitions and their associated terms, each definition|and its
hssociated term has been made available in at least one language other than English in the document
n which it is introduced. In this context, it is noted that ISO/IEC 15944-7 alfeady also contains{human
nterface equivalents (HIEs) in ISO Chinese, ISO French, and ISO Russian®)(

D.5 Based on rules and guidelines

['his document is intended to be used by diverse sets of users havifig different perspectives anfl needs
[see Figure 2).

[he [SO/IEC 15944 series focuses on "other precise criteria.to be used consistently as rules, guidelines,
pr definitions of characteristics, to ensure that materials, products, processes and services arg fit for
their purpose”.

Dpen-edi is based on rules which are predefinéd and mutually agreed to. They are precise |criteria
hind agreed-upon requirements of business transactions representing common business operational
practices and functional requirements.

[hese rules also serve as a common understanding bridging the varied perspectives of the commercial
'ramework, the legal framework, the information technology framework, standardisers, consumers, etc.”)

D.6 Use of “Person”, “orgamization”, “individual” and “party” in the context of byisiness
fransaction and commitment exchange

[hroughout this documeént:

— the use of Person'with a capital "P" represents Person as a defined term, i.e., as the entity wjthin an
Open-edi Party-that carries the legal responsibility for making commitment(s);

— "individGal”, "organization”, and "public administration" are defined terms representing tle three
common sub-types of "Person”; and

— theuse of the words “person(s)” and “party (ies)” without a capital “P” indicates their use in algeneric
context independent of “Person”, as a defined concept in ISO/IEC 14662 and the ISO/IE( 15944

series

NOTE A "party" to a business transaction has the properties and behaviours of a "Person”.

6) The designation ISO before a natural language refers to the use of that natural language in ISO standards.

7) The working principle is that of "coordinated autonomy", i.e., all parties are autonomous. Therefore, the extent
to which they cooperate, agree on common needs, business rules constraints, practices, etc., and reach agreement
on the same in form of precise rules, terms and definitions, etc., is a key influence on the creation of necessary
standards as well as common scenarios, scenario attributes and scenario components.

© ISO/IEC 2020 - All rights reserved Xi
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0.7 Use of “identifier” (in a business transaction) and roles of an individual

ISO/IEC 15944-1:2011, 6.1.4 focuses on the requirement for the unambiguous identification of entities
in business transactions (see also ISO/IEC 15944-1:2011, Annex C). "Unambiguous” is a key issue in
business transactions because states of ambiguity and uncertainty are an anathema from commercial,
legal, consumer and information technology perspectives. Issues of unambiguousness apply to all
aspects of a business transaction and even more so to those which are EDI-based. Open-edi transactions
anticipate that all entities are fully and clearly identified prior to the instantiation of a business
transaction.

provindes, lander, cantons, territories, municipalities, etc., as "jurisdictions"”, and in{eontract law it i
custompry to specify a particular court of law as having jurisdiction or a defined national body, or ar
internafional body as having jurisdiction (even if that is not legally enforceable),and so on. Finally, therg
are differing "legal” definitions of "jurisdiction". Readers should understand that/in this document:

— theluse of the term "jurisdictional domain" represents its use as a definied term; and

— thel use of the terms “jurisdiction(s)” and/or “country (ies)” represents their use in their generic
cortexts and do not imply any legal effect per se.

0.9 Upse of “privacy protection” in the context of business transaction, EDI and any type of
commifment exchange

Jurisdidtional domains, such as UN member states (and/or their administrative sub-divisions), havg
enacted various “privacy” laws, “data protection” laws, “protection of personal information” laws, etc
(as well as pursuant regulations). Some of these souirces of legal requirements focus on the protection
of persgnal information in IT systems only (e.g./“data protection”), while others focus on the protectior]
of perspnal information irrespective of the medium (see ISO/IEC 15944-1:2011, 6.4.1) used for the
recordipg of personal information and/or ifs communication to other Persons.

In the ¢ase of personal information, this is currently defined by most jurisdictional domains to be 2
specifid sub-set of recorded infornration relating to the Person as an “individual” — where the qualities
of such fype of Person are that they.are required to be an identifiable, living individual. As a consequence
this maly only apply to some proportion of the specific role players in a business transaction (including
their pgrsonae) and not others.

The deliivery of “privacy-protection” requires action both at the business operational level (BOV) and
functiopal services{view (FSV) (or technology levels). Where human beings interact with recorded
informdtion once-ithas passed through an Open-edi transaction, they have the potential to compromisg

dissemination and So on. In thls regard the 1nterplay of the BOV and FSV views of all orgamzatlons is
important.

0.10 Use of “set of recorded information” (SRI) and “set of personal information” (SPI) versus
record, document, message, data, etc.

The concepts of “record”, “document”, “data”, “message”, etc., are defined and used in ISO standards
and in different levels of jurisdictional domains. However, multiple differing definitions exist for each
of these terms. To address this polysemy issue, the unifying concept and definition of “set of recorded
information” was introduced and defined in ISO/IEC 15944-5.
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In Open-edi, SRIs are modelled as information bundles (IBs) and semantic components (SCs) when they
are interchanged among participating parties in a business transaction. Within the IT systems of an
organization, and especially within its decision-making applications (DMAs), the recorded information
pertaining to a business transaction is usually maintained as one or more (linked) SRIs.

In order to maximize linkages between Open-edi (external behaviour) aspects and data management
(internal behaviour) aspects of an organization (as well as associated record management and EDIFACT
standards), SRI is used as a common higher level concept, which incorporates essential attributes of the
concepts of “record”, “document”, “message”, etc. as defined in various ways in existing ISO standards.

Where and when a SRI is of the nature of personal information or contains personal information,
privacy protection requirements (PPR) apply. Within the context of PPR and with the focus~of IIL.CM the
concept and definition of “set of personal information (SPI)” is as follows:

— set of personal information (SPI);
— set of recorded information (SRI) which is of the nature of or contains personal informatiop.

[his document focuses on ILCM of personal information in support of PPR and as such “set of personal
nformation (SPI)” is used throughout this document while “set of reégrded information (SR]) when

referrin he mor neric ILCM .

D.11  Aspects currently not addressed

[his first edition of this document focuses on the essential and basic ILCM aspects of privacy prqtection
"equirements.

Many other aspects identified in the development of this*document remain to be addressed. For detailed
nformation on these see Annex I.

D.12  IT-systems environment neutrality,

[his document, like all the other parts of\ISO/IEC 15944, does not assume nor endorse any specific
bystem environment, database management system, database design paradigm, system development
methodology, data definition language, command language, system interface, user interface, |syntax,
Computing platform, or any technolegy required for implementation, i.e., it is information technology
heutral. At the same time, this deeument maximizes an IT-enabled approach to its implementatiion and
maximizes semantic interopérability.

D.13 Organization and description of this document

[his document identifies basic common requirements of information life cycle management (LCM)
Fequirements in@-privacy protection context, as external constraints of jurisdictional domaing, on the
modelling of abuSiness transaction through scenarios and scenario components.

Following- €lauses 0, 1, 2, 3 and 4, which have a common approach and similar content] in the
SO/IEC:15944 series, Clause 5 summarizes the 11 “Fundamental privacy protection prinhciples”
ntreduced and defined in detail in ISO/IEC 15944-8:2012, Clause 5 along with its associated ryles and
puidelines. Clause 5 also provides a link to related “consumer protection” and “individual accessibility”
nnnnnnnnnnn tc zaunprnaca o fF Clo o n B i dbn oy sedvgonyg s b nbi oy st ad g 10+ n c bt fILCM
b\iull CITICIICO. I'X l\\/-y Pul PUJL{ Ul UIdUJOGC J 1O LU }Ilu\,\/ }Il AV(A\,] tll \van ey waviyy l.ll lll\/ltll\/.) IIT LITCO CUITItCU 11U
requirements. A related purpose is to bring forward the requirement that any and all sets of personal
information (SPIs) are identified, i.e., tagged or labelled, as such in support of privacy protection
requirements.

Clause 6 identifies an integrated (minimum) set of ILCM principles along with associated rules and
guidelines required to support both general information law requirements and in particular those
required to be implemented in support of privacy protection requirements.

Clause 7 focuses on the need to ensure accountability for and control of personal information by any
organization (or public administration). Clause 8 expands on this by providing the rules governing
specification of ILCM aspects of personal information, i.e., from an implementation perspective.
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The fact that in their “normal” operations organizations need to undertake data conversions and data
migration in the decision-making applications (DMAs) of their IT systems is recognized in Clause 9.
However, it is also important that applicable privacy protection requirements remain being supported,
i.e., within and among, organizations including data synchronization among their IT systems.

Clause 10 summarizes key rules and requirements found in ISO/IEC 15944-1, ISO/IEC 15944-5 and
ISO/IEC 15944-8 which govern EDI of personal information between the primary ILCM Person, i.e.,
seller, and its use of agents and/or third parties. The clause concludes with a conformance statement.

Fina]ly, annexes are prnvidpd for elaboration of points raised in the main hndy Qf these Annexes A and
B are nprmative, and the remaining annexes are informative.

Annex A is a consolidated list of the definitions and their associated terms introduced in this doclimen
in ISO English and ISO French. (For the complete set of ISO French (and ISO Russian and ISO Chinese]
equiva%nts of the entries in Clause 3, see ISO/IEC 15944-7)) As stated in the main body of this document
the issye of semantics and their importance of identifying the correct interpretation |across officia
aspectdis critical.

Annex BB identifies rules stated in the other parts of ISO/IEC 15944 that are applicable to this document

Annex € is common to ISO/IEC 15944-2, ISO/IEC 15944-4, ISO/IEC 15944<5\and ISO/IEC 15944-8. [{
summayizes the business transaction model (BTM).

The focpis of Annex D is to link the ILCM process to the process phases of a’ business transaction. Annex §
providds a generic approach to ILCM decisions in a privacy protection requirements context along with
an ILCM compliance decision tree template.

The pufrpose of Annex F is to provide a generic approach)to the identification of properties and
behaviqurs of PI as SRI transitory records and their dispgsition/expungement. In Annex G some noteg
on referential integrity in Open-edi are presented.

Annex H provides details on a number of exclusions to the scope of this document while Annex |
identifips aspects of the scope of this document which have not yet been addressed in this currenf
edition

Annex | provides the list of all parts/n.the ISO/IEC 15944 series. Annex K contains abstracts if
ISO English, French and Chinese.
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Information technology — Business operational view —

Part 12:

Ayl .y wee s we s gw oy weae oy wa AW
C \/ va o v

nformation (P)

Scope

[his document:

identifying the additional external constraints to be applied to\récorded information in b
transactions relating to personal information of an individual, as required by legal and reg
requirements of applicable jurisdictional domains;

are already identified in ISO/IEC 14662 and ISO/IEC<{15944-1, ISO/IEC 15944-2, ISO/IEC 1
ISO/IEC 15944-5, ISO/IEC 15944-8, ISO/IEC 159449, and ISO/IEC 15944-10;

— provides overarching, operational ‘best practice’ statements for associated (and not nec
automated) processes, procedures, practices and governance requirements that act in

of implementing and enforcing technical;mechanisms which support the privacy/data prqd
requirements necessary for implementation in Open-edi transaction environments;

— focuses on the life cycle management of personal information i.e., the contents of SPIs (a
SRIs) related to the businesstransaction interchanged via EDI as information bundles a
associated semantic components among the parties to a business transaction.

NOTE Privacy protectipn~requirements (PPR) on information life cycle management (ILCM)
bf personal information as stated in this document serve as a minimum set of ILCM policy and opd
Fequirements for all reeorded information pertaining to a business transaction in particular, as well
mplementation in anyerganization in general.

['his documentdoes not specify the technical mechanisms, i.e., functional support services (FSV|
hre requireddo-support BOV-identified requirements. Detailed exclusions to the scope of this do
hre providedin Annex H.

P _“Normative references

Privacy protection requirements (PPR) on information

— provides method(s) for identifying, in Open-edi modelling technelégies and development of
scenarios, the additional requirements in business operationalwiéw (BOV) specifications for

usiness
ulatory

— integrates existing normative elements in support of privacy and data protection requirenjents as

6944-4,

pssarily
support
tection

d their
d their

hnd EDI
rational
as ILCM

) which
cument

T'he following documents are referred to in the text in such a way that some or all of their
constitute requirements of this document. For dated references, only the edition cited appl

content
ies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 14662:2010, Information technology — Open-edi reference model

ISO/IEC 15944-1:—,8)Information technology — Business operational view — Part 1: Operational
of Open-edi for implementation

aspects

ISO/IEC 15944-5:2008, Information technology — Business operational view — Part 5: Identification and

referencing of requirements of jurisdictional domains as sources external constraints

8) Third edition under preparation. Stage at time of publication: ISO/IEC DIS 15944-1.
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ISO/IEC 15944-8:2012, Information technology — Business operational view — Part 8: Identification of
privacy protection requirements as external constraints on business transactions
3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

For the human interface equivalents (HIEs) of each term in Clause 3 in ISO French, Annex A applies.

[SO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISQ Online browsing platform: available at https://www.iso.org/obp

— IE(JElectropedia: available at http://www.electropedia.org/

31
addresps
set of dqta elements (3.32) that specifies a location (3.67) to which a recorded information (3.110) item(s)
a busingss object(s) (3.8), a material object(s) (3.73) and/or a person(s) can be sent-or from which it cary
be recejved

Note 1 tp entry: An address can be specified as either a physical address and/orelectronic address.

Note 2 tp entry: In the identification, referencing and retrieving of registered-business objects, it is necessary td
state whether the pertinent recorded information is available in both physical and virtual forms.

Note 3 tp entry: In the context of Open-edi, a recorded informationitem is modelled and registered as an Open
edi scenprio (OeS), information bundle (IB) or semantic component.(SC).

[SOUR(E: ISO/IEC 15944-2:2015, 3.1]

3.2

agent
Person |(3.89) acting for another Person in a‘clearly specified capacity in the context of a business
transaction (3.10)

Note 1 tp entry: Excluded are agents as "automatons"” (or robots, bobots, etc.). In ISO/IEC 14662, "automatons'
are recdgnized and provided for but as\patt of the Functional service view (FSV) where they are defined as aj
"Informftion processing domain (IPD)"

[SOURQE: ISO/IEC 15944-1:—,371]

3.3
anonymization
process|(3.100) whereby the association between a set of recorded information (SRI) (3.128) and ar
identifipble individual (3.52) is removed where such an association may have existed

[SOUR(E: ISOAEC 15944-8:2012, 3.3.]

3.4
attribute
characteristic (3.14) of an object (3.73) or entity (3.43)

[SOURCE: ISO/IEC 15944-5:2008, 3.4]

3.5
authentication
provision of assurance of the claimed identity of an entity (3.43)

[SOURCE: ISO/IEC 10181-2:1996, 3.3]
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3.6

back-up copy of data

copy that is any of the following: (a) additional resource or duplicate copy of data (3.28) on different a
storage medium (3.68) stored off-line for emergency purposes; (b) disk, tape or other machine-readable
copy of a data or program file; (c) data or program file recorded and stored off-line for emergency or
archival purposes; and, (d) record that preserves the evidence and information it contains if the original
is not available

3.7

beries of processes (3.100), each having a clearly understood purpose, involving more than-ong Person
3.89), realized through the exchange of recorded information (3.110) and directed téwards some
mutually agreed upon goal, extending over a period of time

SOURCE: ISO/IEC 14662:2010, 3.2]

8.8

business object
inambiguously (3.141) identified, specified, referenceable, registered and\re-useable Open-edi ycenario
3.81) or scenario component (3.124) of a business transaction (3.10)

Note 1 to entry: As an object, a business object exists only in the context 'efia business transaction.
SOURCE: ISO/IEC 15944-2:2015, 3.6]

8.9

business operational view
BOV

berspective of business transactions (3.10) limitedZto those aspects regarding the making of business
3.7) decisions and commitments (3.20) among Persons (3.89), which are needed for the description of a
business transaction

SOURCE: ISO/IEC 14662:2010, 3.3]

8.10

business transaction
predefined set of activities and/or processes (3.100) of Persons (3.89) which is initiated by & Person
o accomplish an explicitlysshared business (3.7) goal and terminated upon recognition of ong of the
hgreed conclusions by all the involved Persons although some of the recognition may be implicit]

SOURCE: ISO/IEC 14662:2010, 3.4]

8.11

pusiness transaction audit trail
chronologi€al* record of IT system (3.59) activities that is sufficient to enable the reconstruction,
reviewingand examination of the sequence of environments and activities surrounding or leading to an
bperation, a procedure, or an event pertaining to sets of recorded information (SRIs) (3.128) in a business
Fransdaction (3.10) through all its processes (3.100), i.e., from planning to the end of post-actualization

Note 1 to entry: Note to entry: The ability to support a business transaction audit trail is required in order to be
able to support privacy protection transactional integrity (PPTI) requirements.

3.12

business transaction identifier

BTI

identifier assigned by a seller (3.125) or a regulator (3.116) to an instantiated business transaction (3.10)
among the Persons (3.89) involved

Note 1 to entry: The identifier assigned by the seller or regulator shall have the properties and behaviours of an
identifier (in a business transaction).
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Note 2 to entry: As an identifier (in a business transaction), a BTI serves as the unique common identifier for
all Persons involved for the identification, referencing, retrieval of recorded information, etc. pertaining to the
commitments made and the resulting actualization (and post-actualization) of the business transaction agreed to.

Note 3 to entry: A business transaction identifier can be assigned at any time during the planning, identification
or negotiation phases but shall be assigned at least prior to the start or during the actualization phase.

Note 4 to entry: As and where required by the applicable jurisdictional domain(s), the recorded information
associated with the business transaction identifier (BTI) may well require the seller to include other identifiers,
(e.g., from a value-added good or service tax, etc., perspective) as assigned by the applicable jurisdictional
domain():

[SOUR(E: ISO/IEC 15944-5:2008, 3.12]

3.13
buyer
Person (3.89) who aims to get possession of a good, service and/or right through providingan acceptablg
equivalent value, usually in money, to the Person providing such a good, service and/érsright

[SOUR(E: ISO/IEC 15944-1:—, 3.8]

3.14
characteristic
abstradtion of a property (3.102) of an object (3.73) or of a set of objects

Note 1 tp entry: Characteristics are used for describing concepts.
[SOUR(E: ISO 1087-1:2000, 3.2.4]

3.15
character set
finite s¢t of different characters that is complete for aigiven purpose

EXAMPLE The international reference version ofthe character set of ISO/IEC 10646.
[SOUR(E: ISO/IEC 2382:2015, 2121547]

3.16
code
<coded|domain> identifier, i.e., an\ID code (3.49), assigned to an entity (3.43) as member of a codeq
domain|(3.17) according to the pre-established set of rules (3.120) governing that coded domain

[SOUR(E: ISO/IEC 15944-5;2008, 3.19]

3.17
coded dlomain

domain| for which, (1) the boundaries are defined and explicitly stated as a rulebase (3.121) of a codeqd
domain|source_auithority (cdSA) (3.18); and, (2) each entity (3.43) which qualifies as a member of tha
domain| is jdentified through the assignment of a unique ID code in accordance with the applicablg
registrdtion schema (RS) (3.114) of that source authority (SA) (3.129)

Note 1 to entry: The rules governing the assignment of an ID code to members of a coded domain reside with its
source authority and form part of the coded domain registration schema (cdRS) of the source authority.

Note 2 to entry: Source authorities which are jurisdictional domains are the primary source of coded domains.

Note 3 to entry: A coded domain is a data set for which the contents of the data element values are predetermined
and defined according to the rulebase of its source authority and as such have predefined semantics.

Note 4 to entry: Associated with a code in a coded domain can be: (a) one and/or more equivalent codes; (b)

one and/or more equivalent representations especially those in the form of human interface equivalent (HIE)
(linguistic) expressions.
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Note 5 to entry: In a coded domain the rules for assignment and structuring of the ID codes are required to be
specified.

Note 6 to entry: Where an entity as member of a coded domain is allowed to have, i.e., assigned, more than one ID
code, i.e., as equivalent ID codes (possibly including names), one of these are required to be specified as the pivot
ID code.

Note 7 to entry: A coded domain in turn can consist of two or more coded domains, i.e., through the application of
the inheritance principle of object classes.

Note-8—toentryA ctoded domai may corntaim an 1Dtode whith pertains to predefimed tomditions other than
ualification of membership of entities in the coded domain. Further, the rules governing a coded domain may or
may not provide for user extensions.

EXAMPLE 1 (1) The use of ID Code "0" (or "00", etc.) for “Others, (2) the use of ID Code "9"|(or "99",|etc.) for
Not Applicable”; (3) the use of “8” (or “98”) for “Not Known”; and/or, if required, (4) the pre-reservation of a
beries of ID codes for use of “user extensions”.

Note 9 to entry: In object methodology, entities which are members of a coded domain are referred to as ifstances
bf a class.

EXAMPLE 2 In UML modelling notation, an ID code is viewed as an instance of an object class.
SOURCE: ISO/IEC 15944-2:2015, 3.13]

8.18

roded domain source authority
cdSA

Person (3.89), usually an organization (3.86), as a source authority (3.129) which sets the rules|(3.120)
boverning a coded domain (3.17)

Note 1 to entry: Source authority is a role of a Persen and for widely used coded domains the coded| domain
source authority is often a jurisdictional domaine

Note 2 to entry: Specific sectors, (bankinggtransport, geomatics, agriculture, etc.), may have particulgr coded
Homain source authority(ies) whose coded domains are used in many other sectors.

Note 3 to entry: A coded domain sqturee authority usually also functions as a registration authority buff can use
hn agent, i.e., another Person, to execute the registration function on its behalf.

SOURCE: ISO/IEC 15944 2:2015, 3.14]

8.19

collaboration space
business (3.7) activity space where an economic exchange of valued resources is viewed independently
hnd not fromthe’ perspective of any business partner

Note 1 tontry: In collaboration space, an individual partner’s view of economic phenomena is de-emphasized.
[hus, thesCommon use business and accounting terms like purchase, sale, cash receipt, cash disbufsement,
faw/materials, and finished goods, etc. is not allowed because they view resource flows from a partfcipant’s
berspective.

[SOURCE: ISO/IEC 15944-4:2015, 3.12]

3.20

commitment

making or accepting of a right, obligation, liability or responsibility by a Person (3.89) that is capable of
enforcement in the jurisdictional domain (3.62) in which the commitment (3.20) is made

[SOURCE: ISO/IEC 14662:2010, 3.5]
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3.21

composite identifier

identifier (in business transaction) (3.51) functioning as a single unique identifier consisting of one or more
other identifiers, and/or one or more other data elements (3.32), whose interworkings are rule-based

Note 1 to entry: Identifiers (in business transactions) are for the most part composite identifiers.
Note 2 to entry: The rules governing the structure and working of a composite identifier should be specified.

Note 3 to entry: Most widely used composite identifiers consist of the combinations of: (a) the ID of the overall
identifidation/numbering schema (the ISO/IEC 6523 series, ISO/IEC 7812, the ISO/IEC 7501 series, UPC/EAN
ITU-T E 164, etc.), which is often assumed; (b) the ID of the issuing organization (often based on a block numeri
number|ng schema); and, (c) the ID of the entities forming part of members of the coded domain of each-issuing
organization.

[SOUR(E: ISO/IEC 15944-2:2015, 3.16]

3.22
computational integrity

expresdion of a standard (3.137) in a form that ensures precise description of behaviour and semantics
in a mapner that allows for automated processing to occur, and the managed evolution of such standards
in a way that enables dynamic introduction by the next generation of information systems

Note 1 [to entry: Open-edi standards have been designed to be able to-support computational integrity
requirements especially from a registration and re-use of business objects perspectives.

[SOURJE: ISO/IEC 15944-2:2015, 3.18]

3.23
constraint
rule (3{120), explicitly stated, that prescribes, limits,"governs or specifies any aspect of a business
transaction (3.10)

Note 1 fo entry: Constraints are specified as rules~forming part of components of Open-edi scenarios, i.e., af
scenariq attributes, roles, and/or information bundles.

Note 2 fo entry: For constraints to be registered for implementation in Open-edi, they are required to havg
unique gnd unambiguous identifiers.

Note 3 tp entry: A constraint may be’agreed to among parties, (condition of contract) and is therefore considered
an interhal constraint. Or a constfaint may be imposed on parties, (e.g., laws, regulations, etc.), and is thereforg
consideffed an external constraint:

[SOUR(E: ISO/IEC 15944-1—, 3.11]

3.24
consumer
buyer (8.13) wheis an individual (3.52) to whom consumer protection (3.26) requirements are applied
as a setlof external constraints (3.45) on a business transaction (3.10)

Note 1 toentry: Consumer protection is a set of explicitly defined rights and obligations applicable as externa
constraints on a business transaction.

Note 2 to entry: The assumption is that a consumer protection applies only where a buyer in a business
transaction is an individual. If this is not the case in a particular jurisdictional domain, such external constraints
should be specified as part of scenario components as applicable.

Note 3 to entry: It is recognized that external constraints on a buyer of the nature of consumer protection may be
peculiar to a specified jurisdictional domain.

[SOURCE: ISO/IEC 15944-1:—, 3.12]
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3.25

consumer information profile

CIP

any one or more, personal information profiles (PIPs) (3.92) and any related personal informatio
on or about an identifiable individual (3.52) to which consumer protection (3.26) requirement
i.e., in addition to applicable privacy protection (3.97) requirements

3.26
consumer protection

hs obligations (and possible liabilities) of a vendor (3.143) in a business transaction (3.10) which
the good, service and/or right forming the object (3.73) of the business transaction includifg ds9
nformation management and interchange requirements including applicable set(s)of r

nformation (SRIs) (3.128)

Note 1 to entry: Jurisdictional domains may restrict the application of their consumer-protection requi
hs applicable only to individuals engaged in a business transaction of a commercial-activity undert
personal, family or household purposes, i.e., they do not apply to natural persons_in their role as organiz
brganization Person.

Note 2 to entry: Jurisdictional domains may have particular consumer protection requirements whi
bpecifically to individuals who are considered to be a "child" or a “ming¥*)(e.g., those individuals who
Feached their thirteenth birthday).

Note 3 to entry: Some jurisdictional domains may have consumexrprotection requirements which are p3
o the nature of the good, service and/or right being part of the)geoal of a business transaction.

SOURCE: ISO/IEC 15944-5:2008, 3.33]

8.27

controlled vocabulary
CV

bocabulary (3.144) whose entries, i.e., definition (3.37)/term (3.138) pairs, are controlled by 4
quthority (3.129) based on a rulebase (3.321) and process (3.100) for addition/deletion of entrieq

EXAMPLE The contents of Clause 3 in ISO/IEC standards are examples of controlled vocabularies
bntities being identified and referenced through their ID codes, i.e., via their clause numbers.

Note 2 to entry: In a multilingual CV, the definition/term pairs in the languages used are deemed to be eq
.e., with respect to their.semantics.

Note 3 to entry: Flie’rulebase governing a CV may include a predefined concept system.
SOURCE: ISO/IEC 15944-5:2008, 3.34]

8.28
lata
réinterpretable representation of information in a formalized manner suitable for commun

Note 1 to entry: In a controlled vocabulary (CV), there is a one-to-one relationship of definition and term.

n (3.90)
s apply,

nd thus

pply to
ociated
ecorded

rements
hken for
ation or

Ch apply
have not

rticular

| source

with the

hivalent,

ication,

nterpretation, or processing
Note 1 to entry: Data can be processed by humans or by automatic means.
[SOURCE: ISO/IEC 2382:2015, 2122101]

3.29

data

<business transaction> representations of recorded information (3.110) that are being prepared
been prepared in a form suitable for use in a computer system

[SOURCE: ISO/IEC 15944-1:—, 3.14]
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3.30

data back-up

process (3.100) of duplicating and archiving data (3.28), often on a different storage medium (3.68), so
that it may be restored to its original state after a data loss event

Note 1 to entry: The primary purpose of back-up is to recover data be it by data deletion or corruption.

Note 2 to entry: A secondary purpose of back-up is to be able to recover data from an earlier time according to a
predefined retention policy.

3.31

data cdnversion
process|(3.100) of changing data (3.28), i.e., as set(s) of recorded information (SRI(s)) (3.128), from’ong
format jor representation to another while maintaining the characteristics (3.14) of the SRIs‘inecluding
the authenticity, integrity, reliability and usability of the sets of recorded information (SRI(s)) as wel
as relevyant information life cycle management (ILCM) (3.58) requirements, and especially those of ar
externd| constraints (3.45) nature including privacy protection (3.97) requirements-where the datq
involvep personal information (3.90)

Note 1 fo entry: A characteristics of data conversion is a change in the format uséd for managing and/o1
represefting the contents of the SRI.

EXAMPILE Data conversion resulting from a change in text processing¢software (e.g. Microsoft Word tg
HTML), from one database software to another, from a non-data based software to a database based softwarg
approach or vice-versa, etc.

Note 2 tp entry: A data conversion does not change the content value of the SRI(s).
[SOUR(E: Adapted from CAN/CGSB-72.34-2005, 3.16 and 1S0:13008:2012, 3.5]

3.32
data elpment

unit of flata (3.28) for which the definition (3.37),\identification (3.50), representation and permissiblg
values are specified by means of a set of attributes (3.4)

[SOUR(E: ISO/IEC 15944-1:—, 3.15]

3.33
data mfgration

process|(3.100) of moving data,(3.28), i.e., as sets of recorded information (SRIs) (3.128) including theit
existing characteristics (3.14) from one IT System (3.59), (e.g., hardware or software configuration]
to another, as required by-changes in an IT System configuration or as requested by the user, whilg
assuring that the SRI(s)will remain addressable and that data authenticity, integrity, reliability and
usabilitly of the SRI(s) il be maintained in the new environment

Note 1 tp entry: Data‘migration does not change the content of the SRIs.

[SOUR(E: Adapted from ISO 13008:2012, 3.12]

3.34
data synchronization

<business transaction> process (3.100) of continuous harmonization of a set(s) of recorded information
(SRI(s)) (3.128) among all the parties to a business transaction (3.10) to ensure that the current state of
the content value(s) of such a set(s) of recorded information (SRI(s)) is the same in the IT systems (3.59) of
all the participating parties

[SOURCE: ISO/IEC 15944-8:2012, 3.35. Adapted from GS1 Global Traceability Standard (GDSN)
Glossary.]
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3.35
decision-making application
DMA

model (3.69) of that part of an Open-edi system (3.84) that makes decisions corresponding to the role(s)
(3.119) that the Open-edi Party (3.78) plays as well as the originating, receiving and managing data
(3.28) values contained in the instantiated information bundles (3.56) which is not required to be visible

to the other Open-edi Parties (OeP)
[SOURCE: ISO/IEC 14662:2010, 3.7]

B.36
e facto language

bf an official language in that jurisdictional domain without having formally been declared as
that jurisdictional domain

Note 1 to entry: A de facto language of a jurisdictional domain is often establishied through long t
hind custom.

Note 2 to entry: Unless explicitly stated otherwise and for the purposes of‘medelling a business tra

Homain is assumed to have the same properties and behaviours of an official language.

SOURCE: ISO/IEC 15944-5:2008, 3.42]

hatural language (3.72) used in a jurisdictional domain (3.62) which has the properties and behfviours

such by

erm use

hsaction

hrough scenario(s), scenario attributes and/or scenario components, a de\facto language of a jurisdlictional

8.37
lefinition
representation of a concept by a descriptive statement which serves to differentiate it from|related
Concepts
SOURCE: ISO 1087-1:2000, 3.3.1]
8.38
esignation
Fepresentation of a concept by a sign'which denotes it
Note 1 to entry: In terminology work three types of designations are distinguished: symbols, app¢llations
ind terms.
SOURCE: ISO/IEC 15944-2:2015, 3.79.]
8.39
bBusiness
business transaction (3.10), involving the making of commitments (3.20), in a defined collaboratiqn space
3.19), among‘Pérsons (3.89) using their IT systems (3.59), according to Open-edi standards (3.82))
Note 1 to.entry: eBusiness can be conducted on both a for-profit and not-for-profit basis.
Noté.2'to entry: A key distinguishing aspect of eBusiness is that it involves the making of commitment(f) of any
kKind among the Persons in support of a mutually agreed upon goal, involving their IT systems, and floing so
through the use of EDI (using a variety of communication networks including the internet).
Note 3 to entry: eBusiness includes various application areas such as e-commerce, e-administration, e-logistics,

e-government, e-medicine, e-learning, etc.

Note 4 to entry: The equivalent French language term for “eBusiness” is always presented in its plural form.

[SOURCE: ISO/IEC 15944-7:2009, 3.06]
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3.40

electronic address

address (3.1) used in a recognized electronic addressing scheme (telephone, telex, IP, etc.), to which
recorded information (3.110) item(s) and/or business object(s) (3.8) can be sent to or received from a contact

[SOURCE: ISO/IEC 15944-2:2015, 3.32]

3.41

electronic data interchange
EDI
automaed exchange of any predefined and structured data (3.28) for business (3.7) purposes amaong
informgtion systems of two or more Persons (3.89)

Note 1 tp entry: This definition includes all categories of electronic business transactions.
[SOUR(E: ISO/IEC 14662:2010, 3.8]

3.42
electrdnic signature

signatufre that consists of one or more letters, characters, numbers or other§ymbols in digital form
incorpdrated in, attached to or associated with a particular digital/electronieset of recorded information
(SRI) (3.128)

Note 1 tp entry: A Person signature may be in the form of an electronic signature or not.
[SOUR(E: Adapted from PIPEDA, Part 2, section 31(1); CAN/CGSB:72.34-2005, 3.28.]

3.43
entity
any comcrete or abstract thing that exists, did exist;»Qr might exist, including associations among
these tmings

EXAMPIE A person, object, event, idea, process, etc:
Note 1 tp entry: An entity exists whether data about it are available or not.
[SOUR(E: ISO/IEC 2382:2015, 2121433]

3.44
expungement

process|(3.100) of ensuring complete elimination, wiping out, destroying, or obliteration of any recordeq
informdtion (3.110) [or sets-of-recorded information (SRIs)] (3.128), often including the medium (3.68) o]
which it is recorded, so thatthere can be no reconstruction of any its contents in whole or in part

3.45
externgl constraint

constrafnt (3.23)which takes precedence over internal constraints (3.60) in a business transaction (3.10)
i.e., is externalto those agreed upon by the parties to a business transaction

Note 1 tio entry: Normally external constraints are created by law, regulation, orders, treaties, conventions o1
similar instruments.

Note 2 to entry: Other sources of external constraints are those of a sectoral nature, those which pertain to
a particular jurisdictional domain or a mutually agreed to common business conventions, (INCOTERMS,
exchanges, etc.).

Note 3 to entry: External constraints can apply to the nature of the good, service and/or right provided in a
business transaction.

Note 4 to entry: External constraints can demand that a party to a business transaction meet specific
requirements of a particular role.

EXAMPLE1 Only a qualified medical doctor may issue a prescription for a controlled drug.

10 © ISO/IEC 2020 - All rights reserved
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EXAMPLE 2 Only an accredited share dealer may place transactions on the New York Stock Exchange.
EXAMPLE 3  Hazardous wastes may only be conveyed by a licensed enterprise.

Note 5 to entry: Where the information bundles (IBs), including their semantic components (SCs) of a business
transaction are also to form the whole of a business transaction, (e.g., for legal or audit purposes), all constraints
are required to be recorded.

EXAMPLE4  There may be a legal or audit requirement to maintain the complete set of recorded information
pertaining to a business transaction, i.e., as the Information Bundles exchanged, as a record.

Note 6 to entry: A minimum external constraint applicable to a business transaction often requiref one to
lifferentiate whether the Person, i.e., that is a party to a business transaction, is an individual, organizption, or
bublic administration. For example, privacy rights apply only to a Person as an individual.

SOURCE: ISO/IEC 15944-1:—, 3.23]

B.46
formal description technique
FDT
specification method based on a description language (3.63) using rigérous and unambiguous|(3.141)
(ules (3.120) both with respect to developing expressions in the\anguage (formal syntgx) and
nterpreting the meaning of these expressions (formal semantics)

SOURCE: ISO/IEC 14662:2010, 3.9]

8.47
functional service view
FSV
pberspective of business transactions (3.10) limited,to those information technology interopdrability
hspects of IT Systems (3.59) needed to support the execution of Open-edi transactions (3.85)

SOURCE: ISO/IEC 14662:2010, 3.10]

8.48

human interface equivalent
HIE

Fepresentation of the unambiguous (3.141) and IT-enabled semantics of an IT interface equivalgnt (in a
business transaction (3.10))s0ften the ID code (3.49) of a coded domain (3.17) (or a composite identifier
[3.21)), in a formalized manner suitable for communication to and understanding by humans

Note 1 to entry: Humahn jinterface equivalents can be linguistic or non-linguistic in nature but their sgmantics
‘emain the same altholgh their representations may vary.

Note 2 to entryi\ln most cases there will be multiple human interface equivalent representations as required to
meet localization requirements, i.e., those of a linguistic, jurisdictional, and /or sectoral nature.

Note 3 toentry: Human interface equivalents include representations in various forms or formats [in adflition to
vrittén-text those of an audio, symbol (and icon) nature, glyphs, image, etc.].

SOURCE: ISO/IEC 15944-2:2015, 3.35]

3.49

ID code

identifier assigned by the coded domain source Authority (cdSA) (3.18) to a member of a coded domain
(317)ID

Note 1 to entry: ID codes should be unique within the registration schema of that coded domain.

Note 2 to entry: Associated with an ID code in a coded domain can be: (a) one or more equivalent codes; or, (b) one
or more equivalent representations, especially those in the form of human equivalent (linguistic) expressions.

Note 3 to entry: Where an entity as a member of a coded domain is allowed to have more than one ID code, i.e., as
equivalent codes (possibly including names), one of these should be specified as the pivot ID code.
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Note 4 to entry: A coded domain may contain ID codes pertaining to entities which are not members as peer
entities, i.e., have the same properties and behaviours, such as ID codes which pertain to predefined conditions
other than member entities. If this is the case, the rules governing such exceptions should be predefined and
explicitly stated.

EXAMPLE (1) The use of an ID code "0" (or "00", etc.), for “Other”; (2) the use of an ID code "9" (or "99") for
“Not Applicable”; (3) the use of “8” (or “98”) for “Not Known”; if required, (4) the pre-reservation of a series or set
of ID codes for use for user extensions.

Note 5 to entry: In UML modelling notation, an ID codes is viewed as an instance of an object class.

[SOUR(E: ISO/IEC 15944-2:2015, 3.37]

3.50
identifjcation

rule-baped process (3.100), explicitly stated, involving the use of one or more attributes (8.4), i.e., datd
elemenf(s) (3.32), whose value (or combination of values) are used to identify uniquely.the occurrencsg
or existlence of a specified entity (3.43)

[SOUR(E: ISO/IEC 15944-1:—, 3.26]

3.51
identifjer

<busingss transaction> unambiguous (3.141), unique and a linguistically neutral value, resulting from
the application of a rule-based identification (3.50) process (3.100)

Note 1 tp entry: Identifiers are required to be unique within the identificdtion scheme of the issuing authority.

Note 2 fo entry: An identifier is a linguistically independent ségquence of characters capable of uniquely ang
permangntly identifying that with which it is associated [see 1SQ;19135:2015 (4.1.5)].

[SOUR(E: ISO/IEC 15944-1:—, 3.27]

3.52
individual

Person (3.89) who is a human being, i.e., a natural person, who acts as a distinct indivisible entity (3.43]
or is copsidered as such

[SOUR(E: ISO/IEC 15944-1:—, 3.28]

3.53
individual accessibility
set of ekternal constraints({345) of a jurisdictional domain (3.62) as rights of an individual (3.52) with
disabilities to be able to~use IT Systems (3.59) at the human, i.e., user, interface and the concomitan{
obligation of a seller {3.125) to provide such adaptive technologies

Note 1 tp entry: AMthough accessibility typically addresses users who have a disability, the concept is not limited
to disabllity issues:

hearing impaired; (e) people with physical disabilities; and, (f) people with language or cognitive dlsabllltles
[SOURCE: ISO/IEC 15944-5:2008, 3.60]

3.54

individual anonymity

state of not knowing the identity or not having any recording of personal information (3.90) on or about
an individual (3.52) as a buyer (3.13) by the seller (3.125) or regulator (3.116), (or any other party) to a
business transaction (3.10)

[SOURCE: ISO/IEC 15944-8:2012, 3.57]
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3.55

individual identity

ii

Person identity (Pi) (3.93) of an individual (3.52) consisting of the combination of the persona (3.95)
information and identifier used by an individual in a business transaction (3.10), i.e., in the making of any
kind of commitment (3.20)

[SOURCE: ISO/IEC 15944-8:2017, 3.59]

3.56

nformation bundle

B
formal description of the semantics of the recorded information (3.110) to be exchanged by Open-edi

barties (3.78) playing roles (3.119) in an Open-edi scenario (3.81)

SOURCE: ISO/IEC 14662:2010, 3.11]

B.57

nformation law
hny law, regulation, policy, or code (or any part thereof) that requires:the creation, receipt, collection,
lescription or listing, production, retrieval, submission, retention, stonage, preservation or desffruction
bf recorded information (3.110), and/or that places conditions on-the access and use, confideptiality,
brivacy, integrity, accountabilities, continuity and availability of the processing, reproduction,
listribution, transmission, sale, sharing or other handling of#ecorded information

SOURCE: ISO/IEC 15944-8:2012, 3.62]

8.58

nformation life cycle management
LCM

beries of actions and rules (3.120) governing:the management and its electronic data interchange (EDI)
3.41) of set(s) of recorded information (SRIS)N3.128) under the control of (3.142) a Person (3.89) from its
Creation to final disposition, including.éxpungement (3.44), in compliance with applicable infofmation
aw (3.57) requirements

Note 1 to entry: The inclusion of infopmation law brings into this definition all the resulting various infgrmation
management requirements andrelated activities.

8.59

nformation technology system
T System

bet of one or more computers, associated software, peripherals, terminals, human operations, physical
brocesses (3.100),-information transfer means, that form an autonomous whole, capable of performing
nformation precessing and/or information transfer

SOURCENSO/IEC 14662:2010, 3.13]

B.60

nternal constraint
constraint (3.23) which forms part of the commitment(s) (3.20) mutually agreed to among the parties to
a business transaction (3.10)

Note 1 to entry: Internal constraints are self-imposed. They provide a simplified view for modelling and re-use
of scenario components of a business transaction for which there are no external constraints or restrictions to
the nature of the conduct of a business transaction other than those mutually agreed to by the buyer and seller.

[SOURCE: ISO/IEC 15944-1:—, 3.33]
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3.61

IT-enablement

transformation of a current standard (3.137) used in business transactions (3.10), (e.g., coded domains
(3.17)), from a manual to computational perspective so as to be able to support commitment (3.20)
exchange and computational integrity (3.22)

[SOURCE: ISO/IEC 15944-5:2008, 3.65]

3.62

jurisdictional domain
jurisdigtion, recognized in law as a distinct legal and/or regulatory framework, which is a source of
externd| constraints (3.45) on Persons (3.89), their behaviour and the making of commitments (3.20]
among Persons including any aspect of a business transaction (3.10)

Note 1 o entry: The pivotal jurisdictional domain is a United Nations (UN) recognized member, state. From &
legal angl sovereignty perspective they are considered peer entities. Each UN member state, (a.kla,"Country) may
have sup-administrative divisions as recognized jurisdictional domains, (e.g., provinces, territories, cantons
lander, gtc.), as decided by that UN member state.

Note 2 tp entry: Jurisdictional domains can combine to form new jurisdictional domains, (e.g., through bilateral
multilatpral and/or international treaties).

EXAMPLE European Union (EU), NAFTA, WTO, WCO, ICAO, WHO, Red Crgss, 150, IEC, ITU-T.
Note 3 tp entry: Several levels and categories of jurisdictional domains may eXist within a jurisdictional domain

Note 4 to entry: A jurisdictional domain may impact aspects of the temimitment(s) made as part of a busines§
transacfion including those pertaining to the making, selling, and-transfer of goods, services and/or rights
(and redulting liabilities) and associated information. This is independent of whether such an interchange of
commitments is conducted on a for-profit or not-for-profit basiszand/or includes monetary values.

Note 5 tp entry: Laws, regulations, directives, etc., issuediby a jurisdictional domain are considered as parts of
that jurisdictional domain and are the primary source$.ofexternal constraints on business transactions.

[SOURCE: ISO/IEC 15944-5:2008, 3.67]

3.63
language
system|of signs for communication, tsually consisting of a vocabulary (3.144) and rules (3.120)

Note 1 [to entry: In this document, language refers to natural languages or special languages, but no
"programming languages" or "artificial languages".

[SOURCE: ISO 5127:2017,11.2.01]

3.64
legally|recognized name
LRN
persond assogtated with a role (3.119) of a Person (3.89) recognized as having legal status and sq

recognized in a jurisdictional domain (3.62) as accepted or assigned in compliance with the rules (3.120]
applicableZof thatjurisdictional- domaini-e—as-governingthe-coded-domain{3-17) of which-thefegall

C—or—rot o ot e oaT ot T OO UV eI & T CoaC O OOttt Ly Tty

recognized name (LRN) (3.64) is a member

Note 1 to entry: A LRN may be of a general nature and thus be available for general use in commitment exchange
or may arise from the application of a particular law, regulation, program or service of a jurisdictional domain
and thus will have a specified use in commitment exchange.

Note 2 to entry: The process of the establishment of a LRN is usually accompanied by the assignment of a unique
identifier.

Note 3 to entry: A LRN is usually a registry entry in a register established by the jurisdictional domain (usually

by a specified public administration within that jurisdictional domain) for the purpose of applying the applicable
rules and registering and recording LRNs (and possible accompanying unique identifiers accordingly).
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Note 4 to entry: A Person may have more than one LRN (and associated LRN identifier).
[SOURCE: ISO/IEC 15944-5:2008, 3.72]

3.65

list

ordered set of data elements (3.32)

[SOURCE: ISO/IEC 15944-5:2008, 3.73]

.00

ocalization

pbertaining to or concerned with anything that is not global and is bound through spegified
ronstraints (3.23) of: (a) a linguistic nature including natural language (3.72) and special la
[3.130) and associated multilingual requirements; (b) jurisdictional nature, i.e., legal, reg
beopolitical, etc.; (c) a sectoral nature, i.e., industry sector, scientific, professional; etc.; (d) a
rights nature, i.e., privacy, disabled/handicapped persons, etc.; (e) constumer (3.24) be
requirements; and/or, (f) safety or health requirements

Note 1 to entry: Within and among "locales", interoperability and harmonizatién objectives also apply.
SOURCE: ISO/IEC 15944-5:2008, 3.75]

B.67
ocation
blace, either physical or electronic, that can be defined as-an/address (3.1)

SOURCE: ISO/IEC 15944-2:2015, 3.50]

8.68

medium

bhysical material which serves as a functionalunit, in or on which information or data (3.28) isn
recorded, in which information or data can'be retained and carried, from which information
fan be retrieved, and which is non-volatile in nature

Note 1 to entry: This definition is independent of the material nature on which the information is 1
hind /or technology used to record thé information, (e.g., paper, photographic, (chemical), magnetic, op
integrated circuits), as well as«ther categories no longer in common use such as vellum, parchment (a
hinimal skins), plastics, (e.g., bakelite or vinyl), textiles, (e.g., linen, canvas), metals, etc.).

Note 2 to entry: The inclusion of the "non-volatile in nature" attribute is to cover latency and records r

fequirements.

he physical dimiension and/or size; and, (c) any container or housing that is physically separate from
being housed,and without which the medium can remain a functional unit.

bropekty of medium as a material in or on which information or data can be recorded and retrieved
)roperty of storage (0 the property of physical carrier; (d) the property of phy51cal manifestation, i. e, 1

Note 4 to*entry: This definition of medium also captures and integrates the following key propertied:

sets of
hguages
ulatory,
human
haviour

brmally
or data

ecorded
ical, ICs
hd other

etention

Note 3 to entry: This definition of medium is independent of: (a) the form or format of recorded informaftion; (b)

material

(@) the
(b) the
haterial;

L6 +1

L 1 | £ [ Lals £+l 1
C} CrCproptt L_y ot attetiorat uuu., oITCL (1) CaCpTOPteT l._y O Ut ucsl T UlJ oLauulL_y of-thefatertat

which the information or data is recorded.
[SOURCE: ISO/IEC 15944-1:—, 3.34]

3.69
model
abstraction of some aspect of reality

[SOURCE: ISO 19115:2014, 4.9]
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3.70

multilingualism

ability to support not only character sets (3.15) specific to a (natural) language (or family of languages
(3.63)) and associated rules (3.120) but also localization (3.66) requirements, i.e., use of a language from
jurisdictional domain (3.62), sectoral and/or consumer (3.24) marketplace perspectives

[SOURCE: ISO/IEC 15944-5:2008, 3.82]

3.71
name
designation (3.38) of an object (3.73) by a linguistic expression

[SOUR(E: ISO/IEC 15944-1:—, 3.35.]

3.72
natural language

language (3.63) which is or was in active use in a community of people, and the rules{3.120) of which
are mainly deduced from the usage

[SOUR(E: ISO 5127:2017, 3.1.5.2]

3.73
object
anything perceivable or conceivable

Note 1 tp entry: Objects may be material (e.g., engine, a sheet of paper, adiamond), or immaterial (e.g., conversior
ratio, a project play) or imagined, (e.g., a unicorn).

[SOUR(E: ISO 1087-1:2000, 3.1.1]

3.74
object class

set of ideas, abstractions, or things in the real world that can be identified with explicit boundaries and
meaninig and whose properties (3.102) and behaviour follow the same rules (3.120)

[SOUR(E: ISO/IEC 11179-1:2015, 3.3.18]

3.75
official language

externaf constraint (3.45) in the ferm of a natural language (3.72) specified by a jurisdictional domain
(3.62) fpr official use by Persons(3.89) forming part of and/or subject to that jurisdictional domain foj
use in gommunication(s) either: (a) within that jurisdictional domain; and/or, (b) among such Persons
where quch communicatiens are recorded information (3.110) involving commitment(s) (3.20)

Note 1 tp entry: Unless‘official language requirements state otherwise, Persons are free to choose their mutually
acceptalple naturallanguage and/or special language for communications as well as exchange of commitments.

Note 2 tp entry:-A jurisdictional domain decides whether or not it has an official language. If not, it will have a d¢
facto lafjguage.

Note 3 to entry: An official language(s) can be mandated for formal communications as well as provision of goods
and services to Persons subject to that jurisdictional domain and for use in the legal and other conflict resolution
system(s) of that jurisdictional domain, etc.

Note 4 to entry: Where applicable, use of an official language may be required in the exercise of rights and
obligations of individuals in that jurisdictional domain.

Note 5 to entry: Where an official language of a jurisdictional domain has a controlled vocabulary of the nature
of a terminology, it may well have the characteristics of a special language. In such cases, the terminology to be
used is required to be specified.

Note 6 to entry: For an official language, the writing system(s) to be used shall be specified, where the spoken

use of a natural language has more than one writing system.
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EXAMPLE1 The spokenlanguage of use of an official language may at times have more than one writing system.
For example, three writing systems exist for the Inuktitut language. Canada uses two of these writing systems,
namely, a Latin-1 based (Roman), the other is syllabic-based. The third is used in Russia and is Cyrillic based.

EXAMPLE 2  Norway has two official writing systems, both Latin-1 based, namely, Bokmal (Dano-Norwegian)
and Nynorsk (New Norwegian).

Note 7 to entry: A jurisdictional domain may have more than one official language but these may or may not have
equal status.

Y ANMDI L 2 Caonada b
T O Cotata Tt

sravavass

bleven official languages.

Note 8 to entry: The BOV requirement of the use of a specified language will place that requirerhent onjany FSV
bupporting service.

EXAMPLE 4 A BOV requirement of Arabic, Chinese, Russian, Japanese, Korean, etc.,,as<an official language
Fequires the FSV support service to be able to handle the associated character sets.

SOURCE: ISO/IEC 15944-5:2008, 3.87]

B.76

Dpen-edi
blectronic data interchange (3.41) (EDI) among multiple autonomous Persons (3.89) to accomplish an
explicit shared business (3.7) goal according to Open-edi standards (3.82)

SOURCE: ISO/IEC 14662:2010, 3.14]

B.77

Dpen-edi disposition
process (3.100) governing the implementation of“formally approved records retention, destfruction
lor expungement (3.44)) or transfer of recorded information (3.110) under the control of (3.142) a
Person (3.89) which are documented in a reeords scheduling and disposition authority(ies) or|similar
nstrument of the organization (3.86)

Note 1 to entry: Within an organization,-Open-edi disposition shall be in accordance and compliant ith the
hpplicable Open-edi records retentiony(©@eRR) and disposal schedule (RRDS) of the organization.

SOURCE: ISO/IEC 15944-5:2008, 3.90]

8.78

Dpen-edi party

DeP

Person (3.89) that patticipates in Open-edi (3.76)

Note 1 to enfryy Often referred to generically in this and other eBusiness standards, (e.g., partf of the
SO/IEC 15944 series) as party or parties for any entity modelled as a Person as playing a role in Open-edi
bcenarios:

SOURCE: ISO/IEC 14662:2010, 3.17]

379
Open-edi record retention

OeRR

specification of a period of time that a set of recorded information (SRI) (3.128) is required to be kept by
a Person (3.89) in order to meet operational, legal, regulatory, fiscal or other requirements as specified
in the external constraints (3.45) (or internal constraints (3.60)) applicable to a Person who is a party to
a business transaction (3.10)

[SOURCE: ISO/IEC 15944-5:2008, 3.92]
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3.80

Open-edi registry item

OeRI

recorded information (3.110) within a registry (3.115) relating to a specific Open-edi scenario (3.81) or
scenario components (3.124) of a scenario (3.122) including linkage information to a scenario content

[SOURCE: ISO/IEC 15944-2:2015, 3.70]
3.81

Open-edi scenario

OeS
formal ppecification of a class of business transactions (3.10) having the same business (3.7) goal

[SOURJE: ISO/IEC 14662:2010, 3.18]

3.82
Open-¢di standard
standand (3.137) that complies with the Open-edi (3.76) reference model

[SOUR(E: ISO/IEC 14662:2010, 3.19]

3.83
Open-gdi support infrastructure
OeSI
model (B.69) of the set of functional capabilities for Open-edi systems{3.84) which, when taken togethe;
with the decision-making applications (3.35), allows Open-edi (3J/6€) parties to participate in Open-ed
transactions (3.85)

[SOURJE: ISO/IEC 14662:2010, 3.20]

3.84
Open-gdi system

informdtion technology system (IT system) (3.59) which enables an Open-edi party (3.78) to participats
in Opentedi transactions (3.85)

[SOUR(E: ISO/IEC 14662:2010, 3.22]

3.85
Open-€di transaction
busines§ transaction (3.10) that{is)in compliance with an Open-edi scenario (3.81)

[SOUR(E: ISO/IEC 14662:2010, 3.23]

3.86
organitation
unique framewark'of authority within which a person or persons act, or are designated to act, towardy
some pyrpose

Note 1 [o-entry: The kinds of organizations covered by this International Standard include the following
examplds:

EXAMPLE1 An organization incorporated under law.

EXAMPLE 2  An unincorporated organization or activity providing goods, services and/or rights including:
(a) partnerships; (b) social or other non-profit organizations or similar bodies in which ownership or control is
vested in a group of individuals; (c) sole proprietorships; and, (d) governmental bodies.

EXAMPLE 3  Groupings of the above types of organizations where there is a need to identify these in
information interchange.

[SOURCE: ISO/IEC 15944-1:—, 3.44.]
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3.87
organization part

any department, service or other entity (3.43) within an organization (3.86), which needs to be

identified for information interchange
[SOURCE: ISO/IEC 6523-1:1998, 3.2]

3.88
organization Person

r)rgnni7nf'inn part ('2 97) which has the properties ('2 107) of a Person ('2 RQ) and thus is able to make

rommitments (3.20) on behalf of that organization (3.86)

Note 1 to entry: An organization can have one or more organization Persons.

n a specified capacity.

Note 4 to entry: An organization Person can be a legal person, i.e., another organization.
SOURCE: ISO/IEC 15944-1:—, 3.46]

8.89

Person

bntity (3.43), i.e., a natural or legal person, recognized by {aw as having legal rights and duties
make commitment(s) (3.20), assume and fulfil resulting ohligation(s), and able of being held acco|
for its action(s)

Note 1 to entry: Synonyms for "legal person” include. 7a¥tificial person”, "body corporate”, etc., dependin
erminology used in competent jurisdictional domains:

Note 2 to entry: Person is capitalized to indicatethat it is being used as formally defined in the standard
lifferentiate it from its day-to-day use.

Note 3 to entry: Minimum and common external constraints applicable to a business transaction often
bne to differentiate among three common sub-types of Person, namely individual, organization, an
hdministration.

SOURCE: ISO/IEC 14662:2010, 3.24]

8.90

personal information
P1

hny information)on or about an identifiable individual (3.52) that is recorded in any form, in
blectronically.or on paper

EXAMPLE Recorded information about an individual’s religion, age, financial transactions, medicall
hddress;or blood type.

Note 2 to entry: An organization Person is deemed to represent and act on behalf of the organization and|to do so

Note 3 to entry: An organization Person can be a natural person such as an employee orofficer of the organization.

able to
untable

g on the

s and to

require
d public

cluding

history,

SOURCE: ISO/IEC 15944-5:2008, 3.103]
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391

personal information controller

PIC

organization Person (3.88) authorized and so formally designated by the organization (3.86) to ensure
that personal information (3.90) remains (fully) under the control of (3.142) the organization and
ensures its privacy protection transactional integrity (PPTI) (3.99) in compliance with applicable privacy
protection (3.97) requirements including in any use by the organization of agents (3.2) and/or third
parties (3.139) in support of a business transaction(s) (3.10)

NOte 1 U Clltly. T}lc pl illldly lU}C aud lCDlJUllDilUi‘lity lJCl tclill tU Cllld fULub UIl TIISUIl ills t}ldt. (ﬂ] PCI SUIId
informafion remains under the control of the organization; and, (b) required ILCM aspects are implementeq
in a ver{fiable manner. A PIC also bridges the BOV-to-FSV with respect to all aspects of information handling
(procesging and EDI) of personal information of IT system(s) of an organization.

Note 2 tp entry: A PIC has a defined set of responsibilities which can be “outsourced” should a seller decide to use
anagenfand/or third party based on a contractual agreement to ensure that the privacy protectién‘tequirements
(rights) pf the buyer as an individual are fully supported.

Note 3 tp entry: An organization may authorize and designate its privacy protection officer (PPO) to also functioi
in the rdle of its personal information controller (PIC).

Note 4 tp entry: A privacy protection officer (PPO) is a role of an officer in an grganization. It may well be tha
the samg organization Person is assigned responsibility for more than one role‘'within an organization including
those pgrtaining to corporate information law compliance, responsibility for corporate internal constraints such
as inforgation/records management, security, etc.

3.92
person@l information profile
PIP
any collection of personal information (PI) (3.90) or aggregation of sets of personal information (SPIs]
(3.127)] including associated identifiers, linkages and/or associations, on or about an identifiablg
individdal (3.52) being collected, retained, managed, used, etc., by any other Person (3.89) and if
particular an organization (3.86) or public administration (3.105) and as such to which privacy protection
(3.97) rlequirements apply including those of &/£CM (3.58) nature

Note 1 tp entry: A personal information profile.(PIP) includes any personal information (PI) created by the seller
(and parties acting on its behalf such as an/agent) in the instantiated business transaction, (e.g., in the post:
actualizption phase assigning an applicable warranty for the good, service and/or right purchased to anothey
individyal where the original buyer fas\an individual) “gifts” the good to another individual.

Note 2 fo entry: A personal infermation profile (PIP) often includes personal information (PI) resulting fron
more than one instantiated business transaction.

3.93
Person|identity
Pi
combinption of\persona (3.95) information and identifier (3.51) used by a Person (3.89) in a busines
transacgion,(3:10)

[SOURJEZISO/IEC 15944-1:—, 3.49]

3.94

Person signature

signature, i.e., a name (3.71) representation, distinguishing mark or usual mark, which is created by
and pertains to a Person (3.89)

[SOURCE: ISO/IEC 15944-1:—, 3.50]
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3.95

persona

set of data elements (3.32) and their values by which a Person (3.89) wishes to be known a
identified in a business transaction (3.10)

[SOURCE: ISO/IEC 15944-1:—, 3.51]

3.96
principle
fundamental primnry qccnmpfinn and qnn]ify which constitutes a source of action dete

nd thus

mining

barticular objectives or results

Note 1 to entry: A principle is usually enforced by rules that affect its boundaries.

Note 2 to entry: A principle is usually supported through one or more rules.

Note 3 to entry: A principle is usually part of a set of principles which together form a unified whole.
EXAMPLE Within a jurisdictional domain, examples of a set of principles include a charter, a constitu
SOURCE: ISO/IEC 15944-2:2015, 3.81]

8.97
privacy protection
set of external constraints (3.45) of a jurisdictional domain (3.62) pertaining to recorded info

nformation about that individual including its accuracy,timeliness, and relevancy

.e., the explicitly shared goal of the business transaction involving an individual, shall not be used for

nformation is accurate and up-to-date¢

Note 3 to entry: Where jurisdictional domains have legal requirements which override privacy prj
hgencies, etc.).

SOURCE: ISO/IEC 15944-5:2008, 3.109]

8.98

privacy protection officer

PPO

brganization Person (3.88) authorized by the organization (3.86) to act on behalf of that organiza
entrusted by the organization as the officer responsible for the overall governance and implemd
pf the(privacy protection (3.97) requirements for information life cycle management (3.58) 1
Within that organization but also with respect to any electronic data interchange (3.41) of 4

tion, etc.

rmation

[3.110) on or about an identifiable individual (3.52), i.e., pérsonal information (3.90), with redpect to
fhe creation, collection, management, retention, access“and use and/or distribution of such recorded

Note 1 to entry: Recorded information collected or created for a specific purpose on an identifiable inglividual,

another

burpose without the explicit and informed consentof the individual to whom the recorded information pertains.

Note 2 to entry: Privacy protection requirements include the right of an individual to be able to view the rlecorded
nformation about him/herself and to request corrections to the same in order to ensure that such rlecorded

otection

requirements these are required to be specified, (e.g., national security, investigations by law enfofrcement

jon and
ntation
ot only
ersonal

nformation (3-90) on the ndividual (3-52) concerned withh parties to the pusiness transactio

(3.10),

including a regulator (3.116) where required, as well as any agents (3.2), third parties (3.139) involved

in that business transaction

[SOURCE: ISO/IEC 15944-8:2012, 3.115]
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3.99

privacy protection transactional integrity

PPTI

process (3.100) of ensuring that the seller (3.125) ensures that data synchronization (in business
transaction) (3.34) requirements among the IT systems (3.59) of all parties to a business transaction (3.10)
conform to, and are compliant with, applicable privacy protection (3.97) requirements (PPR) of (all) the
jurisdictional domain(s) (3.62) applicable to that instantiated business transaction where and whenever
such a business transaction involves a buyer (3.13) as an individual (3.52), i.e., whenever any part of the
recorded information (3.110) of that business transaction involves personal information (PI) (3.90)

Note 1 tp entry: The concept and requirement of transactional integrity which focuses on EDI among IT systenis
is based|on the requirements for referential integrity within an IT system of an organization.

3.100
process
series ¢f actions or events taking place in a defined manner leading to the accomplishment of ar
expectqd result

[SOUR(E: ISO/IEC 15944-1:—, 3.53]

3.101
procesging of personal information

any op¢ration or set of operations which is performed upon personal<information (3.90), whether o}
not by automatic means, such as collection, recording, organization, storage, adaptation or alteration
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available
alignmé¢nt or combination, blocking, erasure, destruction, or expungement of such personal information

[SOURCE: ISO/IEC 15944-8:2012, 117]

3.102

property
peculiafity common to all members of an object class (3.74)

[SOUR(E: ISO/IEC 15944-5:2008, 3.111]

3.103
pseudgnym

use of & persona or other identifier\by an individual (3.52) which is different from that used by the
individdal (3.52) with the intention/that it be not linkable to that individual (3.52)

[SOUR(E: ISO/IEC 15944-8:2012, 3.119]

3.104
pseuddnymization

particujar type oftgronymization (3.3) that removes the association with an individual (3.52) and adds5
an assolciation Yetween a particular set of characteristics (3.14) relating to the individual and one morég
pseudonym (3.103)

[SOUR(E~SO/IEC 15944-8:2012, 3.120.]

3.105

public administration

entity (3.43), i.e., a Person (3.89), which is an organization (3.86) and has the added attribute (3.4) of
being authorized to act on behalf of a regulator (3.116)

[SOURCE: ISO/IEC 15944-1:—, 3.54]
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3.106

public policy

category of external constraints (3.45) of a jurisdictional domain (3.62) specified in the form of a right
of an individual (3.52) or a requirement of an organization (3.86) and/or public administration (3.105)
with respect to an individual pertaining to any exchange of commitments (3.20) among the parties
concerned involving a good, service and/or right including information management and interchange
requirements

Note 1 to entry: Publlc pollcy requlrements may apply to any one, all or combinations of the fundamental

N odivgibiAC Sl Cl i A hhicinmace Franmca ki 3 a nlanning AN EIfI At A gatiadi o st alig ki o d ost-
P 5 THES 7 afid p

hctualization (see further ISO/IEC 15944-1:— 6 3)

Note 2 to entry: Itis up to each jurisdictional domain to determine whether or not the age of an individual qualifies
h public policy requirement, (e.g., those which specifically apply to an individual under the age, of thirteen as a
Child), those which require an individual to have attained the age of adulthood, (e.g., 18 years or 21 years of age)
bf an individual to be able to make commitments of a certain nature.

Note 3 to entry: Jurisdictional domains may have consumer protection or privacy pretection requirements which
hpply specifically to individuals who are considered to be children, minors, etc., ie,, those who have not|reached
heir 18th or 21st birthday according to the rules of the applicable jurisdictional domain.

SOURCE: ISO/IEC 15944-5:2008, 3.113]

8.107

bublicly available personal information
PAPI

bersonal information (3.90) about an individual (3.52) thatthe individual knowingly makes or permits to
be made available to the public, or is legally obtained ‘and accessed from: (1) government recoyds that
hre available to the public; or, (2) information required by law to be made available to the publid

EXAMPLE 1 Personal information which an individual knowingly makes or permits to be made gvailable
nclude public telephone directories, advertisemeits in newspapers, published materials, postings of this nature
bn the internet, social media, etc.

EXAMPLE 2 Government records thatare publicly available include registers of individuals who are|entitled
o vote, buy or sell a property, or any(other personal information that a jurisdictional domain requirfes to be
bublicly available, etc.

SOURCE: ISO/IEC 15944-8:2012, 3.123]

8.108

recognized individual identity
Fii

ndividual identity{(ii) (3.55) established to the extent necessary for the specific purpose of a business
Lransaction (3:10)

SOURCE: ISO/IEC 15944-8:2012, 3.124]

8.109

récognized Person identity
Pl

Person identity (Pi) (3.93), established to the extent necessary for a specific purpose in a business
transaction (3.10)

[SOURCE: ISO/IEC 15944-1:—, 3.56]

3.110

recorded information

information that is recorded on or in a medium (3.68) irrespective of form, recording medium or
technology used, and in a manner allowing for storage and retrieval

Note 1 to entry: This is a generic definition and is independent of any ontology, (e.g., those of "facts" versus "data"
versus "information" versus "intelligence" versus "knowledge", etc.).
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Note 2 to entry: Through the use of the term "information," all attributes of this term are inherited in this
definition.

Note 3 to entry: This definition covers: (a) any form of recorded information, means of recording, and any
medium on which information can be recorded; and, (b) all types of recorded information including all data
types, instructions or software, databases, etc.

[SOURCE: ISO/IEC 15944-1:—, 3.56]

3.111
registe
set of files containing identifiers assigned to items with descriptions of the associated items

[SOURCE: ISO 19135-1:2015, 4.1.9]

3.112
registrption

rule-baged process (3.100), explicitly stated, involving the use of one or more data-elements (3.32)
whose Yalue (or combination of values) is used to identify uniquely the results of assigning an Open-ed
registry item (OeRI) (3.80)

[SOURJE: ISO/IEC 15944-2:2015, 3.95]

3.113
registrjation authority
RA
Person (3.89) responsible for the maintenance of one or more registration schemas (RS) (3.114) including
the assignment of a unique identifier for each recognized entity(3.43) in a registration schema (RS)

[SOUR(E: ISO/IEC 15944-1:—, 3.57]

3.114
registrjation schema
RS
formal Hdefinition (3.37) of a set of rules (3.120) governing the data (3.28) fields for the description of
an entify (3.43) and the allowable contents’ of those fields, including the rules for the assignment of
identifigrs (3.51)

[SOURAE: ISO/IEC 15944-1:—, 3.58}

3.115
registryy
informdtion system on which a register (3.111) is maintained

[SOURJE: ISO/IEC 15944-2:2015, 3.99]

3.116
regulator

Person [(3.89) who has authority to prescribe external constraints (3.45) which serve as principleq
(3.96), policies or rules (3.120) governing or prescribing the behaviour of Persons involved in a business
transaction (3.10) as well as the provisioning of goods, services, and/or rights interchanged

[SOURCE: ISO/IEC 15944-1:—, 3.59]

3.117

regulatory business transaction

RBT

class of business transactions (3.10) for which the explicitly shared goal has been established and
specified by a jurisdictional domain (3.62), as a Person (3.89) in the role (3.119) of a regulator (3.116)

Note 1 to entry: A regulatory business transaction (RBT) can itself be modelled as a stand-alone business
transaction and associated scenario(s).
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EXAMPLE The filing of a tax return, the making of a customs declaration, the request for and issuance of
a licence, the provision of a specified service of a public administration, a mandatory filing of any kind with a

regulator, etc.

Note 2 to entry: A regulatory business transaction (modelled as a scenario) can form part of another business

transaction.

Note 3 to entry: A RBT may apply to a seller only, a buyer only or both, as well as any combination of parties to a

business transaction.

4. A . LS B 1 c 1. 1
‘{'ULU T LOCIY. A [\BT iday TCUUITT O pTUOIITDIUUIC UST Ul dll dgCTIL O LIHITU Pdlty.

Note 5 to entry: A regulatory business transaction (RBT) may be specific to the nature of the goodservi
br right forming part of a business transaction.

SOURCE: ISO/IEC 15944-5:2008, 3.124]

8.118
retention period
ength of time for which data (3.28) on a data medium (3.68) is to be preserved

SOURCE: ISO/IEC 15944-5:2008, 3.136]

3.119
role

bdi party (3.78)
SOURCE: ISO/IEC 14662:2010, 3.25]

3.120
Fule
statement governing conduct, procedure, cofiditions and relations

Note 1 to entry: Rules specify conditions that should be complied with. These may include relation
bbjects and their attributes.

Note 2 to entry: Rules are of a mandatory or conditional nature.

Note 3 to entry: In Open-edj,-fules formally specify the commitment(s) and role(s) of the parties invol
he expected behaviour(s) ef’the parties involved as seen by other parties involved in (electronic) }
ransactions. Such rules.are’applied to: (a) content of the information flows in the form of precise and cdg
brocessable meaning; ‘i.e!, the semantics of data; and, (b) the order and behaviour of the informati
hemselves.

Note 4 to entryyRules should be clear and explicit enough to be understood by all parties to a business trar
Rules also sheuld be capable of being able to be specified using a using a formal description technique(s)

KX AMPLE A current and widely used FDT is "unified modelling language (UML)".

SOURCE: ISO/IEC 15944-2:2015, 3.101]

res and/

specification which models an external intended behaviour (as allowed within a scenario) of ajn Open-

5 among

ved, and
business
mputer-
n flows

saction.
(FDTs).

3.121
rulebase
pre-established set of rules (3.120) which interwork and which together form an autonomous w

Note 1 to entry: One considers a rulebase to be to rules as database is to data.

[SOURCE: ISO/IEC 15944-2:2015, 3.102]
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3.122
scenario
formal specification of a class of business (3.7) activities having the same business goal

[SOURCE: ISO 9735-1:2002, 4.89]

3.123

scenario attribute
formal specification of information, relevant to an Open-edi scenario (3.81) as a whole, which is neither
specifictoroles (3119) nor to Information Bundles (3.56)

[SOURAE: ISO/IEC 14662:2010, 3.26]

3.124
scenarjo component

one of the three fundamental elements of a scenario, namely role (3.119), information bundlé (3.56), and
semantic component (3.126)

[SOUR(QE: ISO/IEC 15944-2:2015, 3.104]

3.125
seller
Person [3.89) who aims to hand over voluntarily or in response to a demiand, a good, service and/of
right to|another Person and in return receives an acceptable equivalentwalue, usually in money, for thg
good, s¢rvice and/or right provided

[SOUR(E: ISO/IEC 15944-1:—, 3.62]

3.126
semantic component
SC
unit of fecorded information (3.110) unambiguously/43.141) defined in the context of the business (3.7]
goal of the business transaction (3.10)

Note 1 tp entry: A SC may be atomic or composed:of other SCs.
[SOUR(E: ISO/IEC 14662:2010, 3.27]

3.127
set of personal information
SPI
set of rdcorded information({5R1) (3.128) which is of the nature of, or contains, personal information (3.90]

3.128
set of recorded information
SRI
recordefd information (3.110) of a Person (3.89), which is under the control of (3.142) the same and which
is treated as g unit in its information life cycle

Note 1 t-ehtry ACDI canm ha A phocical ar digital docyisant o wacns d o fila ate that capn ha paad nareaiund o
CHtF - o i De PRy SiCar o e gtar aocume R aFeecoraathe etcsthateahBeFeae pereervea—s

heard by a Person or computer system or similar device.

Note 2 to entry: A SRI is a unit of recorded information that is unambiguously defined in the context of the
business goals of the organization, i.e., a semantic component.

Note 3 to entry: A SRI can be self-standing (atomic), or a SRI can consist of a bundling of two or more SRIs
into another new SRI. Both types can exist simultaneously within the information management systems of an
organization.

[SOURCE: ISO/IEC 15944-5:2008, 3.137]
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3.129

source authority

SA

Person (3.89) recognized by other Persons as the authoritative source for a set of constraints (3.23)

Note 1 to entry: A Person as a source authority for internal constraints may be an individual, organization, or
public administration.

Note 2 to entry: A Person as source authority for external constraints may be an organization or public
administration.

EXAMPLE In the field of air travel and transportation, IATA as a source authority, is an organizatiqn, while
CAO as a source authority, is a public administration.

Note 3 to entry: A Person as an individual shall not be a source authority for external constraints.

Note 4 to entry: Source authorities are often the issuing authority for identifiers (or composite identifierd) for use
n business transactions.

Note 5 to entry: A source authority can undertake the role of registration authority or have this role undertaken
bn its behalf by another Person.

Note 6 to entry: Where the sets of constraints of a source authority contngla-Coded domain, the SA has tHe role of
h coded domain source authority.

SOURCE: ISO/IEC 15944-2:2015, 3.109]

8.130

special language
anguage (3.63) for special purposes (LSP), language used in a subject field and characterized by the
1se of specific linguistic means of expression

Note 1 to entry: The specific linguistic means @f expression always include subject-specific terminology and
bhraseology and also may cover stylistic or syntactic features.

SOURCE: ISO/IEC 15944-5:2008, 3.139]

8.131

bPI expungement
process (3.100) of ensuring-expungement (3.44) of a set of personal information (SPI) (3.127) in acc¢rdance
With privacy protection (3.97) laws and regulations of the applicable jurisdictional domain (3.62)

Note 1 to entry: In a-business transaction the seller shall ensure that all parties to the business trapsaction
ncluding agents, and/or third parties with whom such a set(s) of personal information was exchanged|are also
bxpunged, i.e., aspart of ensuring transactional integrity.

8.132

SRI custoedy
hssociation between a Person (3.89) having physical or virtual possession of a set(s) of recorded
nformation (SRIs) (3.128) in the role (3.119) of an agent (3.2) or a third party (3.139) on behalf of the
Person who is responsible for under the control of (3.142) associated legal/regulatory requinements
pertaining to the SRI(s), in particular privacy protection (3.97) requirements

Note 1 to entry: On the whole, the default is that of the SRI pertaining to any business transaction as being the
Person in the role of seller for the instantiation of that business transaction.

3.133

SRI destruction

process (3.100) of eliminating or deleting a set of recorded information (3.128), beyond any possible
reconstruction
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3.134

SRI integrity

reliability and trustworthiness of a set(s) of recorded information (SRI(s)) (3.128), as well as of any as
copies, duplicates or comparable representations of the SRI(s); and reliability and trustworthiness of
the IT system(s) (3.59) in which the SRI(s) were recorded or stored to produce reliable and trustworthy
copies and duplicates of set(s) of recorded information (SRI(s))

Note 1 to entry: SRI integrity is important in the electronic records provisions of the evidence acts in the phrases
“the integrity of the electronic records system” and “the integrity of the electronic record.” However, the term
integritu is not defined-in rules ggverning forensic data in ‘evidence acts’-In the absence of 3 cf:\hlfnry fa)
judicially created definition, the principles of this document shall serve as an operational definition of the worg
“integrity” when used in the context of ‘evidence acts’.

Note 2 fo entry: Certain evidence acts provide that the integrity of the electronic record may be (proved by
evidenc¢ of reliable and adequately implemented encryption.

Note 3 fo entry: Organizations which implement the requirements of the rules (and assoCiated guidelines]
pertaining to records retention requirements and state changes to the content values of atf_SRI, as defined iy
Tables 1}-7 are deemed to meet basic SRI integrity requirements.

3.135
SRI1 lif¢d cycle

stages In the life cycle of a set of recorded information (SRI) (3.128) whieh“include but are not limited
to its planning; creation and organization; the receipt and capture of‘data; the retrieval, processing
dissemination and distribution of a set of recorded information (SRI); its storage, maintenance and
protectjon; its archival preservation or destruction or expungement/(3.44)

3.136
SRI retention period

specifidd period of time that a set(s) of recorded information (SRI(s)) (3.128) is kept by a Person (3.89) ir
order t¢ meet operational, legal, regulatory, fiscal or ether requirements

3.137
standard
documgnted agreement containing technical specifications or other precise criteria to be used
consistently as rules (3.120), guidelines; or definitions (3.37) of characteristics (3.14), to ensure thaf
materidls, products, processes (3.100) and services are fit for their purpose

Note 1 tp entry: This is the definition of standard in ISO and IEC (see also ISO/IEC Guide 2:2004, 1.7).
[SOUR(E: ISO/IEC 15944-1:+;3.64]

3.138
term
designafion (3.38) of@defined concept in a special language (3.130) by a linguistic expression

Note 1 tp entry: Asterm may consist of one or more words (simple term or complex term) or even contain symbols

[SOURJE:-1SO 1087-1:2000, 3.4.3]

3.139

third party

Person (3.89) besides the two primarily concerned in a business transaction (3.10) who is agent (3.2) of
neither and who fulfils a specified role (3.119) or function as mutually agreed to by the two primary
Persons or as a result of external constraints (3.45)

Note 1 to entry: It is understood that more than two Persons can at times be primary parties in a business
transaction.

[SOURCE: ISO/IEC 15944-1:—, 3.65]
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3.140

transitory record

set of recorded information (SRI) (3.128) that is required only for a very limited and specified (retention
period) time to ensure the completion of a routine action or the preparation of a subsequent set of
recorded information (SRI)

Note 1 to entry: A transitory SRI is expunged at the end of a short existence.

3.141

mambiguous
evel of certainty and explicitness required in the completeness of the semantics of thé wecorded
nformation (3.110) interchanged appropriate to the goal of a business transaction (3.10)

SOURCE: ISO/IEC 15944-1:—, 3.66]

8.142

inder the control of
bet of requirements on an organization (3.86), especially those of external\constraint (3.45) |nature,
.e., privacy protection (3.97) and related information law (3.57) requirements, requiring flull and
complete information life cycle management (ILCM) (3.58) of personalsinformation (3.90) gs set(s)
Df recorded information (SRIs) (3.128) related to the agreed upon(goal of the instantiated business
fransaction (3.10), including state changes to the content of the SRIs with respect to their creation/
Collection, recording processing, organization, storage, use, retrieval, disclosure, retrieval, aggregation,
lissemination, disposition (including expungement (3.44)), electronic data interchange (EDI) (3.41), etc.,
hind in particular that of any and all state changes in the décision making application (DMAs) (B.35) of
the organization and any of its agents (3.2) and/or third parties (3.139) (as well as any other pafties) to
the business transaction

Note 1 to entry: The fact that a Person responsible£or the control of a SRI(s), especially SPI(s), delegates or
Contracts out physical custody of the SRI(s) to an agent or third party does not take away from the respopsibility
bf that Person for ensuring ILCM management @spects in support of privacy protection requirementq remain
ully supported and executed.

Note 2 to entry: If and where a disposition or expungement of SPIs pertaining to a business transaction [involves
he transfer of the related SPIs to anqoth@rorganization the applicable ILCM requirements of a privacy prptection
hature continue to apply to the organization to which the SPIs are being transferred to.

8.143

yendor
beller (3.125) on whom._tonsumer protection (3.26) requirements are applied as a set of ¢xternal
Constraints (3.45) on'a business transaction (3.10)

Note 1 to entry:.Colisumer protection is a set of explicitly defined rights and obligations applicable as pxternal
Constraints on-a‘business transaction.

Note 2 to€ntry: Itis recognized that external constraints on a seller of the nature of consumer protection may be
pbeculiartoa specified jurisdictional domain.

SOURCE: ISO/IEC 15944-1:—, 3.67]

3.144

vocabulary

terminological dictionary which contains designations (3.38) and definitions (3.37) for one or more
specific subject fields

Note 1 to entry: The vocabulary may be monolingual, bilingual or multilingual.

[SOURCE: ISO 1087-1:2000, 3.7.2]
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4 Abbreviated terms

ATI access to information

BTM business transaction model

cdRS coded domain registration schema

CGSB Canadian General Standards Board

CRPD (UN) Convention on Rights of Persons with Disabilities
FOI freedom of information

FTC (USA) Federal Trade Commission

HTML hypertext mark-up language

HTTP hypertext transfer protocol

ICT information communication technologies

IPD information processing domain

NAFTA North American Free Trade Agreement

0eDT Open-edi descriptive techniques

OeR Open-edi registry

OeRA Open-edi registration authority

Oe-RRI}S Open-edi records retention and disposal schedule

OVN open value network

PbD privacy by design

PIPEDA Personal Information‘Protection and Electronic Documents Act (Canada)
PPR privacy protection requirement

pRS persona registration schema

RAI registration authority identifier

RRDS records retention and disposal schedule

SI semantic identifier

UML unified modelling language (specified in ISO/IEC 19501 [25])
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5 Fundamental privacy protection principles

5.1 Overview

This Clause is based on [SO/IEC 15944-8:2012, Clause 5. The rules found in ISO/IEC 15944-8:2012, Clause
5 are specified in Annex B.7. As such, this document shall meet the requirements of ISO/IEC 15944-8.

Rule 001:

Rule 002:

‘Aspects not currently addressed” as identified in ISO/IEC 15944-8:2012, 1.3 also apply
Hocument.

Unambiguous” is an issue in business transactions because states of ambiguity and uncertai
not desired from commercial, legal, consumer and information techndlogy perspectives. Ig

EDI-based. The need to support unambiguity facilitates requires intetnational semantic interopg
hmong parties to a business transaction and thus the use of huian interface equivalents (H
support of these eBusiness requirements, Annex A provides the HIEs in ISO English and ISO

multilingual equivalents, i.e., as HIEs).

.2 Primary sources of privacy protection principles

i ies; hose of
SO/IEC 15944-8 (see Annex B.7), are relevant and shall be applied as specified in Annex)B.

to this

nty are
sues of

Inambiguousness apply to all aspects of a business transactions and even more so to those which are

rability
[Es). In
French

anguage equivalents and does so in a matrix-based approach which facilitates it being extepded to
bther HIEs for other languages (see ISO/IEC 15944-7 shich provides the fundamental prjnciples
hnd rules for the development of a definition for a cencept and the rules governing development of

Figure 3 is taken from ISO/IEC 15944-8:20%2, Figure 3. It is repeated to provide an overview of the
sources of requirements of the privacy protection principles as they also apply to this document.
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International external constraints
» OECD Guidelines

» Directive 95/46/EC of the European Parliament
» 2005 APEC Framework

(Common) Laws and regulations of

UN member states of a privacy Relevant international

protection nature and of their admin

standards

units (states, provinces, lander, etc.,

at whatever level) (including Privacy and data
external constraints of localization commissionels
requirements nature)

e > guidélines
Relevant added public policy > ¢ publications
requirements of jurisdictional domains, > tools
(e.g., consumer protection, individua 1 > rulings
accessibility) requirements/standards of > etc.
ajurisdictional domain

4

eBusiness and
user-driven Eleven (11) privacy protection principles

requirements

(ofaBOV
nature) ISO/IEC 15944-8:—,
Clause 5

Figure 3 — Primary sources for privacy protection principles

— Privacy protection principle 2: Accountability

— Privacy protection principle 3: Identifying purposes

— Privacy protection principle 4: Informed consent

— Privacy protection principle 5: Limiting collection

— Privacy protection principle 6: Limiting use, disclosure and retention

— Privacy protection principle 7: Accuracy
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— Privacy protection principle 8: Safeguards

— Privacy protection principle 9: Openness

— Privacy protection principle 10: Individual access

— Privacy protection principle 11: Challenging compliance

These eleven (11) privacy protection principles are placed in a business transaction context, i.e.,
that of Persons, as parties, making a commitment on the commonly agreed upon goal for a business
Fransaction.

From a FSV perspective, this includes ensuring that the IT systems of an organization are-able¢'tq and do
provide associated required technical implementation measures which need be capable of exchanging
fhe necessary information among the parties to a business transaction. This is ne¢esSary to [be able
0 determine when personal information is to be processed as opposed to all,other (non-pgrsonal)
recorded information forming part of the business transaction. This includes,eénsuring that applicable
Controls are in place in the decision-making applications (DMAs) of the IT\systems of organjzations
[and public administrations) where personal information is processed @nd interchanged among all
barties to a business transaction?).

Finally, the privacy protection principles enumerated above representa whole and should be intefpreted
hnd implemented as a whole and not piecemeal. Implementers of this document should be awar¢ that in
subsequent clauses of this document, two or more of the priya€y protection principles referended may
be instantiated together and simultaneously.

5.4 Link to “consumer protection” and “indiyidual accessibility” requirements (s¢e
SO/IEC 15944-8:2012, 6.3)

[his document, as with ISO/IEC 15944-5 and ISO/IEC 15944-8, is based on the following assumptions:

1) The privacy protection requirements 'of the individual, as a buyer in a business transactjon, are
those of the jurisdictional domainiiftwhich the individual made the commitments associated with
the instantiated business transadtion. As such, this document shall be implemented in acc¢rdance
with the requirements of ISOAEE€ 15944-1 and ISO/IEC 15944-5;

P)  Where the seller is in a jurisdictional domain other than that of the individual, as the buyer, this
document incorporates.and supports the:

— OECD Guidelines-en the Protection of Privacy and Transborder Data Flows of Personal Datg;

— Directive-95/46/EC of the European Parliament and of the Council of 24 October 1993 on the
protection’ of individuals with regard to the processing of personal data and on the free mgvement
of such-data (1995);10)

— “APEC Privacy Framework. (2005);
— UN Convention on the Rights of Persons with Disabilities (CRPD) (2006+).

3 Where the buyer s an tndividuat thisatso incorporates maividuat accessibitity TequiTements.

4) Where the buyer is an individual this also invokes consumer protection and individual accessibility
requirements.

9) Relevant concepts and their definitions include: decision-making applications (DMAs), information processing
domain (IPD), and Open-edi support infrastructure (OeSI) in IT systems, see ISO/IEC 14662:2010, 5.2 and Figure 3.

10) The "1995 Directive" is replaced by Regulation EU 2016/679. This Directive and associated rules applies from
25 May, 2018. EU member states transposed the new Directive into their national law by 6 May, 2018. It remains to
be determined whether this reform of EU data protection rules introduces PPRs which are not already covered in
the rules in this document.
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In order to support ILCM implementation requirements in this document, it is important that these
assumptions are explicitly stated, i.e., in the form of a rule.

Rule 004:

Laws and regulations governing privacy protection (as well as consumer protection and
individual accessibility requirements) which apply where, in a business transaction. the buyer
is an individual, are those of the jurisdictional domain of the buyer.1)

5.5

The puypose of this subclause is to supplement, from an ILCM perspective, the rules and associated\téxt
from edch of the eleven privacy protection principles specified in ISO/IEC 15944-8:2012, 5.3.

where|the buyer is an individual

It is a beStbusiness practice, as well as a contractual obligation, for the seller to make available to the
buyer, as an individual, all the personal information pertaining to the business transaction and to do so
in a timely manner. Often organizations include access to tracking of the shipping of a project, updates
on services, (e.g., travel, monthly statements, or provide real time online access) to the buyer/client to
his/her business transaction information.

The focus of this document is on the personal information held by an organization on a buyer as an
individual including not only the personal information of an instantiated business transaction but also
and especially that of any SPIs independent of those pertaining to an instantiated business transaction
and its associated business transaction identifier (BTI) (e.g. as a personal information profile).

11) This rule mirrors that of the EU requirement in online business transactions that apply sales taxes, (e.g., VAT)
are those of the jurisdictional domain of the buyer.
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Rule 006:

Upon request by an individual (as a buyer), the seller shall make available to that individual all
personal information pertaining to that business transaction including associated metadata.

5.8 Rules governing ILCM aspects of personal information profiles (PIPs)12)

It is a common occurrence and business practice for a seller to establish and maintain a “profile” on its
customers, i.e., in addition to or apart from the SPI resulting from an instantiated business transaction.
TS understood thiat Wiere the buyer 15 an individuat, I-e;, @ CUSTOImer, that:

h) the individual has consented to the organization, in the role of seller, retaining personalinformation
on or about herself/himself;

p) the individual has provided the information to the organization including beth “basic” plersonal
information as well as that of the nature of personal preferences, etc., pertaining to the business
transaction;

() the organization preparing and retaining the “personal profile” has‘made clear to the individual
detailed information, including those of RRDS nature, as to its use aswell as choices with regpect to
further distribution or not of such personal information;

1) the right of the individual to update/change his/her PIP withithe organization at any time injcluding
the “privacy controls”, accessibility, “preference settings’, etc.;

the right of the individual to request an organizatign”with which it has established a personal
information profile (PIP) for a copy of the completeset of recorded information at any time

1
L

n a PPR context, there are 3-5+ common sources,dmong jurisdictional domains for any organizption to
be able to collect/create and maintain sets of pefsonal information on an individual:

h) as collected from publicly posted persofal information services, [e.g., telephone directories, that
are required to be made publicly available by public/governmental institutions (known as “publicly
available information”)];

b) as agreed to by the individual,via expressed informed consent by the individual to be retdined by
the collecting organization (or shared with other secondary, tertiary organizations);

) as created/collected (by*an organization as part of the identification and negotiation phase in
a business transaction process which was not actualized but where the prospective buygr as an
individual agreed that the seller could retain as part of its “customer information profile (C|P)”;

1) as created/collected by an organization as part of the end of the negotiate phase leading|into an
agreed upon commitment to start the actualization phase;

b) as part of permitted state changes pertaining to a post-actualization phase of an instgntiated
business transaction.

[here is also a need to differentiate between (a) SPIs pertaining to a buyer as an individual which

| : . . i . : . . uyer as

an individual which the relevant seller organization maintains on an ongoing basis on that individual.
This may apply even when no instantiated business transaction has occurred. Another example is
where a seller may well invite an individual to agree to receive a catalogue or be kept informed, (e.g., via
email) of product/service offerings by the seller on an ongoing basis. For example, a seller may invite a
(prospective) customer to enrol in an “affinity” (points) programme even if the prospective customer
has not (yet) engaged in an instantiated business transaction with that organization.

In support of these common practices of organizations (and public administrations) personal
information profile (PIP) is defined in 3.92.

12) This is consistent with the overall approach of the ISO/IEC 15944 series starting with ISO/IEC 15944-1:—,
6.2.8.
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Rule 007:

Before any Person, i.e., an organization or public administration, establishes a personal
information profile (PIP) on or about an identifiable individual, it shall have: (a) the explicit
and informed consent of that individual; and (b) have clearly identified and specified legal or
regulatory requirements (of the applicable jurisdictional domain) which explicitly authorize
the establishment of a PIP including the coverage or extent of the sets of personal information
involved; or (c) a combination of (a) and (b).

Rule 008:

Any Person authorized to establish and maintain a personal information profile (PIP), as per-Ruleg
007, shall ensure that applicable PPR information life cycle management (ILCM) requiréiments
are ideptified and implemented, i.e., including those stated in this document.

A significant set of consumer protection requirements are similar in nature or complenient privacy
protectjon requirements. This was recognized in ISO/IEC 15944-1:—, 6.2.8 with regar'ds to Person and
externdl constraints for a consumer?3) and vendor!4). As such, it is useful to introduce’the concept ang
definitipn of consumer information profile (CIP) as defined in 3.25.

It is assjimed that:

— any SRIs in a CIP can consist of one or more SPIs unless expressly desighated as not containing any
personal information (PI);

— on [the whole, consumer protection requirements from apylLCM and EDI perspective are to beg
corlsidered as supplementary or additional to (the more generic) privacy protection requirements.

Finally,|itis understood that all SRIs comprising a consumes information profile are also sets of persona
information. However, not all the SRIs or SPIs in a PIP aréconsumer specific/related.

6 Integrated set of information life cycle management (ILCM) principles in
suppgdrt of information law and privacy protection requirements (PPR)15)

6.1 Primary purpose of Clause 6

The primary purpose of Clause 63s to bring forward a high level set of generic information life
cycle management (ILCM) principles which integrate and consolidate the essential elements of
any law, regulation, etc., which”have an information law component(s). These ILCM principles and
their inpjplementation are éssential in order to ensure that any organization (or public administration]
compli¢gs with ILCM related requirements which are embedded in their compliance with privacy
protectjon requirements of applicable jurisdictional domains. These principles are generic in nature
On the whole they.apply to both internal constraints and external constraints. These ILCM principles
therefore also provide an overall context for the privacy protection principles presented in 5.3 and
in partjcular,sthose which are required to be implemented in order to support PPR of applicable
jurisdigtiodal’domains. The text and rules found in ISO/IEC 15944-8:2012, Annex D apply.

13) Basically a consumer is a buyer acting in the role of an individual (is an individual) and thus consumer
protection requirements apply (see 3.24).

14) Basically, a vendor is a seller acting in the role of organization dealing with a buyer as a consumer and thus
consumer protection requirements apply. Where a seller deals with a buyer who is an organization, this is commonly
referred to as “B2B” and where a seller deals with a public organization, this is commonly referred to as “B2G”
(G = government, i.e., public administration). Since for both B2B and B2G the buyer is not an individual, privacy
protection requirements do not apply.

15) SPIs that are accurate, up-to-date and relevant with associated necessary ILCM policies and (auditable)
procedures will likely not only be non-compliant with applicable privacy protection requirements but also all other
applicable legal and regulatory requirements, and likely its fiduciary responsibilities.
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Further, there are also legal requirements which pertain to any set of recorded information
interchanged among parties to a business transaction. These include record retention requirements,
those of an evidentiary nature, archiving, contingency/disaster planning, etc., a.k.a., “information law”
requirements, governing information management and data interchange of an organization.

The procedures, documentation and related activities pertaining to business transactions and resulting
sets of recorded information (SRIs) (consisting of one or more IBs or SCs) used in EDI require that the
highest standards of integrity and trustworthiness are maintained. A primary factor is that business
transactions represent the most common form of making and executing (legally binding) commitments

+la 43 pa |
PTITUITS TIIC PdT TITS CUTITTT IITU.

[hese information law requirements pertain not only to the flows of information and (the’ contents
pf the recorded information but also to the many other existing laws, regulations, ete., impacting
nformation management and EDI among persons, including supporting documentation. Examples of
such laws impacting business transactions include those pertaining to records keeping, access and
1se, disposition, archiving, etc. These are stated in the form of laws, pursuant,régulations, statutory
nstruments, policies, codes, etc.

From a high level perspective, and taking into account specific information law requirements of
urisdictional domains (as well as those pertaining to privacy protection\requirements), one cah group
'hese ILCM requirements into a number of discrete categories.

Discrete categories of "information law" already identified with.respect to personal informatjon (PI)
nclude those that:

— require one to keep or retain certain personal information;

— require one to track, note, any state changes to pérsonal information;
— require one to have the ability to produce or’retrieve certain types of personal information ($ee 7.4);
— require one to submit or file personal information to a government or regulatory agency;

— require one to create and/or make'available personal information if one undertakes a particular
activity, i.e., pertaining to a product, service and/or right;

— require one retain personal information “indefinitely” or for a specified period of time;
— require one to destroy;iie., “expunge”, personal information;

— place conditions en the manner in which one handles personal information;

— place conditjenson the reproduction, distribution or sale of personal information; and

— place conditions on the sharing, linking or flows of personal information (within or|among
jurisdi€tions).

With réspect to these categories:

[Y-one or more of these categories of information law can apply to a set of recorded infofmation
(SRIJ;and

2) an"information law" can include more than one category of requirements.

Two basic approaches are possible. The first, which is the current, traditional approach, is that of
addressing each information law requirement on its own, i.e., as a "vertical silo". Different operational
areas within an organization comply with information law requirements on their own, integrate them
into their applications, and deal with issues as they are identified - a crisis occurs, an audit discovers
gaps, lack of compliance results in court actions, liability suits, etc. Convergence in information
communication technologies (ICT) has increased the need for trustworthiness, integrity, accountability,
etc., which has made this "traditional” approach increasingly less viable.
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The second approach is that of an integrated approach, which is more viable and practical. It is vital that
an integrated approach to information life cycle management (ILCM) of the recorded information of an
organization be approved and driven by senior management. It is also very important that such ILCM
principles focus on the WHATSs not the HOWs and be stated in simple, non-technical language (see 0.12).

The focus of Clause 6 is that of ILCM principles in support of enabling an organization to be able to
comply with privacy protection requirements (PPR) applicable to personal information. It does so in
the context of a business transaction where the (prospective) buyer is an individual and that most, if
not all, of the sets of recorded information (SRI(s)) pertaining to that business transaction are sets of

1ol 3 (CDIAN16)
persongrirot hration ICLE S D

6.2 Information life cycle management (ILCM) principles that support privacy
protedtion requirements (PPR)

6.2.1 |Compliance with privacy protection requirements (PPR) and associated information law
requir¢ments

Rule 009:

Where| external constraints (of a relevant jurisdictional domain(s)){ with respect to privacy
protection requirements to a business transaction apply, the Person 'as a seller shall ensure that
such privacy protection requirements (PPR) are identified and supported. This generic rule alsd
applieq to the identification of any and all ILCM related requirements!7).

These gnd related information law-based requirements are often quite similar in nature. It thereforsg
benefit$ an organization to take an integrated approach to supporting and complying with informatior
law requirements.

Guidelipe 009G1:

Any organization (for-profit or not-for-profit basis) (or public administration): (a) should havg
an accyrate and up-to-date list of all information law requirements (ILCM) which apply to thé
organization, i.e., both of a generic horizontal nature and those specific to the mix of goods and
or servjces it provides; (b) these need to.include any and all applicable ILCM requirements; and (c]
should be in full compliance with such\information law requirements.

Guidelipe 009G2:

In support of the implementation of this rule, an organization should have in place a systematiq
and IT-enabled record retention and disposal schedule (RRDS) which applies with and implement;
PPR as|well as other information law requirements (see 8.6).

6.2.2 |Directrelevance, informed consent and openness
Rule 010:

Any personal information (PI) which exists within an organization pertaining to a (potential]}
buyer In-a business fransaction shall be directly relatable and relevant to the (agreed upon
goal of the business transaction, including applicable ILCM requirement, as well as being able to
support applicable PPR.

16) Itisup to users and implementers to decide whether or not to extend privacy protection ILCM requirements to
other types of SRIs under the control of their organization and/or in their EDI, e.g., with respect to SRIs interchanged
as IBs and their SCs with respect to business transactions of a “B2B” (business-to-business) or “B2G” (business-to-
government/ government-to-business) nature.

17) Annex B.7 provides a consolidated list of rules found in ISO/IEC 15944-8 which identify external constraints
of relevance to supporting privacy protection requirements. Further, ISO/IEC 15944-8:2012, Clause 7 identifies a
number of other public policy requirements of jurisdictional domains which apply where and when the Person in
the role of a buyer in a business transaction is an “individual”. These include “consumer protection”, and “individual
accessibility”.
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Privacy protection requirements include the need that only personal information that one collects or
creates which is directly related to the goal of the business transaction may be retained.

As to what is personal information of direct relevance to a business transaction, this is determined by
the goal of the business transaction.

Each business transaction pertains to a specific and specified goal which the parties to the transaction
have committed themselves.

This clause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.3, which are applicable.

Rule 011:

n specifying the goal of a business transaction, the organization collecting or ereatjng the
personal information shall also identify and specify applicable ILCM aspectstand inform the
ndividual accordingly.

t is very important in a business transaction (or any form of commitment,éxchange) that where the
puyer is an individual, that individual is fully informed on any and all ALCM aspects related to the
bersonal information created or collected as part of that business transaction. For example, the personal
nformation pertaining to the business transaction will be kept for two years after the transdction is
rompleted after which it will be expunged.

['he records retention period for the set of personal informationy(SPI) depends on the type of Husiness
rransaction and the applicable laws in the jurisdictional domain, e.g., all finance records are kept for
b-7 years. There is thus a link to the organization’s records.retention schedule, which in turn syipports
hpplicable laws/regulations in the jurisdictional domain. The personal information may have to be
retained, for example, if the purpose for which it wastcallected is still valid, i.e., it has to meet legislation.
f the finance/tax laws do not require the retention of personal information, then there is another
fask: to delete all personal information but keepithe rest of the record for tax purposes. Logistics of an
LCM nature in support of the same are requited to be specified in rules/guidelines which in tjurn are
required to be linked to RRDS.

Rule 012:

As part of the identifying purpose, the seller shall state to the potential buyer, when thjs is an
ndividual, whether personal information collected on or received from that individual will be
expunged or retained fora'specified time period, should the intended business transaction not
be actualized (see 8.6),

Rule 013:

Fhe default rule)in support of Rule 008 is that, if the individual does not provide explicit
nformed consent, that such personal information be expunged by the seller as soon as p¢ssible,
as permitted by applicable information law requirements.

Rule 014

As part of identifying purpose, the organization collecting or creating the personal information
Hthe-conte B sespecificod hucing apsactien-shs atetothe buver whather gr nbt such
personal information will be shared, (e.g., via EDI) with other organizations and, if so, only with
those organizations which in their operations support privacy protection requirements.

Rule 015:

The default rule is that the individual (as the prospective buyer) needs to (a) be formally/
explicitly requested to provide his/her informed consent to the seller (organization) to share
her/his personal information with other organizations; and (b) be informed of which explicitly
stated ILCM and “under the control of” conditions exist with any and all other organizations.

The principle of “informed consent” requires that the individual, as prospective buyer, be fully and
explicitly informed by the seller as to why and for what purpose the individual is requested (or required)
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to provide (additional) personal information (of various kinds), i.e., in addition to that which may be
required with respect to payment aspects. This principle is clearly a requirement to flag personal
information, i.e. any SPI, supplied as being for limited use.

Rule 016:

The principle of informed consent applies to any and all ILCM aspects of the personal information
created or collected as may be required, especially that of keeping a record of such an informed
consent and being able to produce it as evidence of the same.

Guidelipe 016G1:

Organigations should have and make available to prospective buyers, i.e., as individuals, the
organization’s ILCM policy as it applies to the personal information forming part of the buSiness
transagction.

The pripciple of “openness” pertains to the privacy protection requirement that any organization which
collect ind uses personal information shall be fully transparent in its use of personal‘information. This
means fhat all of its policies and business practices pertaining to the collection use and management
of any fersonal information shall be made readily and publicly available, free of.charge, and via various;
means and media of communication. This also applies to those of an ILCMmature. This clause and it
rules cqmplement those of ISO/IEC 15944-8:2012, 5.3.9, which are applicable:

Rule 017:

An organization shall have and make available to any individual, as a buyer in a business
transagtion, specific information about its policies and practices of an ILCM nature including
state changes, retention periods, disposal, etc., including. how these are enforced with respect tq
the usq of agents and/or third parties to the business transaction.

Guidelipne 017G1:

An orgpnization can do so on a case by case-basis. However, a systematic approach, which i
recommended, would be the development and maintenance of a record retention and disposal
schedule (RRDS).

6.2.3 [Ensuring that personal information is “under the control of” the organization throughout
its ILCM

Rule 018:

An organization shall -ensure that any personal information (PI) pertaining to a business
transa¢tion remains-completely “under the control of” that organization (at all times) including
any EDI as well as‘the use an PI by agents and/or third parties in support of any phase of the
process componentof the business transaction.

Guidelipe 018G1:

In orddr{for an organization to be able to support business transaction audit trail requirements
from both internal constraints (e.g., jiduciary, operational) and external constraints, an

organization should ensure that all its recorded information remains under its control.

[t is noted that even if the particular business transaction is not actualized, the individual prospective
buyer, i.e., as consumer, may give informed consent to his/her personal information profile (PIP) being
retained by the (prospective) seller organization.

Clause 7 expands on this fundamental ILCM principle of “under the control of” in a privacy protection
requirements context.
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6.2.4 Limiting use, disclosure and retention

This subclause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.6, which apply here.
Further, 8.6 provides the added rules necessary for systematic and IT enabled approach to “limiting
retention” of personal information.

Rule 019:

The integrated set of ILCM principles applies to and supports the external constraints of a
rivacy protection nature for any business transaction involving an individual and its personal
nformation.

From an ILCM perspective, this principle is particularly relevant and important especially that the
requirement on an organization to limit the retention of personal information pertainingto a business
'ransaction be supported in the IT systems of that organization.

Rule 020:

[nless expressly required to be retained due to external constraints of the applicable
urisdictional domain(s), or directly linked to the purpose afhd~ nature of the buysiness
[ransaction, all personal information (PI) collected, created -or received pertaining|to the
planning, initialization and/or negotiation of a business transaction shall be expunged when the
business transaction is not actualized.

Rule 021:

[he seller in a business transaction shall ensure that any and all use within an organization of
any PI shall be limited to the purpose of the business transaction.

Fuideline 021G1:

It is advised that personal information peritaining to (the same type of) business transadtion be
managed within a specified DMA(s) to-facilitate implementation of required functional Support
bervices.

Rule 022:

Personal information shall be retained by the seller only for as long as is necessary ffor the
fulfilment of those purposes as specified as part of the business transaction.

Note that this rule may require that some personal data are retained specifically for this purppse and
that, therefore, thispurpose is implicitly necessary to a transaction involving personal data.

Personal information is required to be identified as having a specific "life" of time of existence {f this is
[0 be other than‘that demanded for the purposes of national record-keeping. This retention timg period
bhall form part of the scenario definition and the time period will be explicit.

Rule 023:

Drganizations shall have in place auditable rules and procedures as are necessary to [ensure
that personal information no longer required for the post-actualization phase of a business
transaction shall be destroyed (expunged) by the organization or its agents where applicable,
and in a manner which can be verified via audit procedures.

Guideline 023G1:

For most, if not all, instantiated business transactions, external constraints of the applicable
jurisdictional domain(s) require that specific sets of recorded information (SRIs) pertaining to any
business transaction be retained by the seller for a specified period of time and then disposed of,
including their expungement.
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It is recognized that, depending on the nature of the good, service and/or right which is the goal of the
business transaction specified, additional records retentions requirements of applicable jurisdictional
domains may apply to all or specified subsets of all the recorded information pertaining to a business
transaction.

Itis also recognized that where the purchase of a good, service and/or right involves “post-actualization”
aspects of a temporal nature that these will also impact record retention requirements and obligations
resulting from an actualized business transaction. A primary example of an internal constraint nature

is that of a “warranty” for “n” number of years!8). This includes the possibility that the individual who

det I Ll o« PR T 5 DY)
made cpurcase may ot oetie— watrtratrcy 1moraet—

EXAMPLE Where the good or service is purchased as a gift, the recipient of the gift, as an individual,(wauld
become|the owner and also would complete the warranty information including personal information required
for the warranty to be invoked.

The following rules summarize these requirements from a BOV perspective:
Rule 024:

The seller shall identify to the buyer, especially where the buyer is an individual, any and al
record|retention and disposal requirements pertaining the resulting. SRIs, and in particulai
any SP[s forming part of the specified goal of a business transaction-as a result of applicablg
external constraints of jurisdictional domain(s) as a result of thecactualization of the business
transaction.

Guidelipe 024G1:

The seller organization should incorporate all record retention and disposal requirements intc
the mapagement of its business transaction audit trail in order to be facilitate its compliance with
privacy protection transactional integrity requirements.

Rule 025:

Where|the seller offers a warranty, or extefided warranty, as part of the business transaction
the seltr shall inform the buyer, when the/buyer is an individual, of the associated added records
retentipn and disposal requirements for-the sets of personal information (SPIs) associated with
the warranty (including the purchase-by the individual of an extended warranty).

The salg of many types of goods orservices require the seller to inform the buyer of possible safety and
health ¢onsiderations with respect to whatever was purchased. These include product recalls, repairs
verifications checks or testing,of specific function or components, etc.

Rule 026:

Where|the buyer inva-business transaction is an individual, the seller shall inform the individua
of any gnd all records retention and disposal requirements of sets of personal information (SPIs]
which is recorded as the result of the actualization of the business transaction, including:

1) personal information which is required to actualize the business transaction and the time
peti . . . L
2) additional personal information, i.e., in addition to (1), which is required to be collected

and retained as a result of applicable external constraints, of whatever nature, of relevant
jurisdictional domain(s); and/or

3) additional personal information, i.e. in addition to (1) or (2), which is required to be
collected and retained as a results of the invocation of an associated warranty, purchase of

18) In order to be able to support a “warranty” of whatever nature, the seller will need to maintain personal
information for a time period other, i.e. longer, than that required by law as part of the applicable external constraints
of the relevant jurisdictional domain(s). This is especially so where consumers purchase an “extended warranty”.
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an extended warranty, or any other personal information which is required to be collected
or retained as part of the post-actualization phase of an instantiated business transaction.

From a customer service perspective, many sellers, i.e. organizations (including public administrations)
wish to stay in contact with their customers for a variety of reasons. These include providing catalogues
of their offerings, possible associated goods or services, as well as obtaining client feedback, surveys,
new product announcements, etc.

Rule 027:

Where the buyer in business transaction is an individual, the seller shall inform that indElvidual
bf the applicable record retention conditions where these pertain to personal informatiop.

t is important when the buyer is an individual that, prior to and at the actualizatioh phdse in a
business transaction, the individual is fully informed by the seller of its records retention and disposal
requirements and practices of the seller particularly as these pertain to the pefsonal infofmation
forming part of the set(s) of recorded information. Here it may well occur, depending on the nature of
'he business transaction, that certain types of personal information may be subject to differing fecords
retention periods.

tis noted that where the business transaction is one of the nature ofthe provision of a service of a right
[such as a license or authority of some kind) the seller needs to. retains a specified set(s) of plersonal
nformation for as long as a business transaction of this nature remains active.

Rule 028:

Where a business transaction does not reach the actualization phase, any personal information
Collected by the organization in support of thati#ransaction shall be deleted, i.e. expunged, by
the organization (unless the individual concerned explicitly consents to the retention pf such
personal information for a defined period of'time by that organization).

An individual may have provided personal’information to a seller as part of the identificgtion or
hegotiation phase. However, in this case the individual decides not to commit to the actualization of
fhe business transaction. As such the peérsonal information provided by the individual to the geller is
no longer relevant, and therefore the organization concerned shall delete the personal infoymation
pbertaining to that individual.

t is noted that this rule makes provision for the possibility that the individual, as a prospectivg buyer,
may consent to be kept informed by the seller about product information via a catalogue, specigl sales,
hew offerings, etc. Such'a.decision by the individual is of the nature of obtaining “informed condent”.

Particular care needs to be taken to avoid collecting or providing data that are not actually necessary
for the purpose(s)of the transaction itself. By way of example, for a purchase and payment, it fnay not
be necessaryforthe seller to know the actual personal identity of the buyer. The seller may need only to
have an identifier by which that buyer may be uniquely identified to the seller. It may be sufficient that
the selleris certain of payment because the seller has an authority from a third party such ag a bank
that the transaction will be paid. Thus the bank may need to know the identity of the buyer and seller
n order to fulfil its requirements in the transactlon (but not the content of the transactlon) whilst
sed, or
when a pubhc admlmstratlon is a superv1sor to a transactlon Where the other partles need to know
and perhaps be able to prove that the public administration was involved, but not be able to identify the
individual within the public administration actually involved (although the internal functions of the
public administration may need that information for their own supervisory purposes).

6.2.5 Timely, accurate, relevant

NOTE This sublause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.1 and 5.3.7, which
apply here.
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Rule 029:

All personal information pertaining to a business transaction shall be timely, accurate and
directly relevant to the goal of the business transaction.

Rule 030:

Where the organization needs to share personal information pertaining to a specified business
transaction (e.g., via EDI), such personal information shared shall also be limited to that which
is absolutely necessary and relevant.

Most often the EDI aspects pertain to a limited sub-set of the personal information pertainingto-3
busineds transaction.

Rule 031:

Any personal information which is not accurate, timely or relevant shall not be eéntered or, if
enteregl, shall be expunged immediately from (all the DMAs in) the IT systenivof the Open-ed
party, and the DMAs in all the IT system of all the Persons with which the Open-edi party shared
such pe¢rsonal information.

Guidelipe 031G1:

Any personal information of the nature identified in Rule 029 should.be expunged immediately or
at the minimum no later than as part of the ILCM update cycle af the relevant DMA (or IT system)
of the seller (and its agents as well as any third parties associated with the instantiation of thé
business transaction).

It is vital that Persons do not collect or retain any personal information which may harm an individual
This applies especially where such personal information s not accurate, timely and/or relevant to the
businegs transaction.

It is to the mutual benefit of all parties to a busingss transaction, and also a good business practice, td
ensure fhatany and all recorded information pertaining to a business transaction be as timely, accurate
complete, up-to-date, etc., as possible. Accuracy of recorded information is an essential componen{
of “intggrity” which is a major asset ofiany organization. Organization should not keep recorded
information on its business transaction-er its clients which is not accurate or out-of-date, especially ir
the DMAs of its IT systems. Organizdtions concluding business transactions with buyers, as individuals
should have no difficulties in supporting the external constraint of “accuracy” of a privacy protectior
nature [including in the DMAs of their IT systems).

An orgdnization which does not have policies and auditable procedures in place as part of its overal
governgnce should ensure‘that the recorded information on which its decisions and commitments arg
made be documented'and publicly available with respect to its privacy protection policy and associated
ILCM pelicies and procedures.

The prijacy pretéction “accuracy” principle is closely related to ensuring the “SRI integrity” in an ILCM
context], i.e;, the trustworthiness of personal information throughout its life cycle [including, whersg
applicaple;personal protection transactional integrity (PPTI)].

Rule 032:

Personal information shall be as accurate, complete and up-to-date as is necessary for the
specified purposes for which it was collected in support of the business transaction.

The scenario definition shall make it clear that the data identified shall subsequently be capable
of amendment (including deletion). It may be that there are other data for which alteration may be
forbidden, either by automatic or manually inspired processes.

One should consider the implementation of this principle to be of the nature of good corporate
governance and best practice. For a variety of reasons, organization should not retain personal
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information, or retain the same in its IT systems, if such personal information is not accurate, complete
and up-to-date.

Guideline 032G1:

In order to support the privacy principle of accuracy, organizations should consider informing their
clients, who are individuals, of the state of personal information retained on that individual, and do
so on a cyclical basis in order to ascertain whether such personal information, collected earlier and
still maintained by the organization, is still accurate.

ruideline 032G2:

It is recommended that the organization make available such ILCM information at-the planning
bhase or, if not, during the identification phase and no later than the negotiation.-phase of the
business transaction.

b.2.6 Data integrity and quality
Rule 033:

nformation management policies and practices, including those 'of an ILCM nature, as well as
those of supporting information handling systems for persofnal information shall ensufre that
the level of trustworthiness, data integrity, i.e., SRI integrity, quality and dependability fpr such
personal information supports applicable privacy protegction requirements.

t is to the mutual interest of the two primary parties te a‘business transaction, i.e., the seller pnd the
buyer, to ensure and maintain a “100 %" level of datavintegrity and quality with respect to the SRIs
pertaining to any instantiated business transaction.*Privacy protection requirements serve as a set
pf external constraints to ensure the data integrity and quality of a SIR pertaining to the Husiness
fransaction and especially any sets of personalhinformation (SPIs) forming part of the (prospective)
business transaction.

h.2.7 Safeguards for non-authorized-disclosure requirements

['his principle also introduces thé.concept of protection. Protection involves one or more congtraints
that are to be applied to specific'data which are expected to provide the safeguard that is apprppriate.
t should be noted that the a¢tual sensitivity of the data to be protected may be of national or ¢ultural
expectation and need nat)be consistent. It should also be noted that, in modelling, specific data
fields are labelled with(the type of privacy protection that is to be provided, but that it is for the FSV
mplementation to determine how such privacy protection requirements are given technical effect.
n this document-only the means of determining the agreed (or required) privacy protectior] that is
httaching to specified SRIs (data elements fields, records, etc.) is addressed.

NOTE This subclause and its rules complement those of ISO/IEC 15944-8:2012, 5.3.7, which applies here.

Rule 034:

Where required (or warranted), personal information should be protected from premature
nd/for-nen-autheorized-diselosure-Adequs afeguardsshall-be-enactedte-ensure-therequired

levels of privacy protection within the seller orgaization (and its EDI parties).

It is important to note that the corollary of this ILCM principle, i.e., mandated disclosure, is supported
equally. That is, recorded information, which the public in general and/or specified Persons have a right
of access to, should not be withheld from disclosure.

Rule 035:

Personal information shall be protected by operational procedures and safeguards appropriate
to the level of sensitivity of such recorded information and shall have in place (and tested)
measures in support of compliance with privacy protection requirements of applicable
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jurisdictional domains, as well as any other external constraints which may apply, including such
measures as are appropriate to ensure that all applicable legal requirements are supported.

Guideline 035G1

The organization should have in place the specified role/function of a privacy protection officer
(PPO) who is responsible for ensuring that organization-wide policies and operation procedures
are in place to support the same.

Guideline 035G2:

The oiqanization should have in place the specified role/function of personal information
controller (PIC) who is responsible for ensuring that, with respect to any instantiation of a business
transagtion of the organization, all the privacy protection requirements are implemented dnd in
particular all of those of an ILCM nature.

Rule 036:

To support the “safeguard” principle in an ILCM requirements context, an organization shal
ensure| that no personal information, i.e., including any state change to £he’content value of 3
SR], is|destroyed, altered, falsified, rendered meaningless or useless,.gtc., by non-authorized
means|thereby ensuring the continued integrity and authenticity of any and all SRIs, IBs, and
SCs pertaining to a business transaction.

Guidelipe 036G1:

Where|an organization does not have a single designated facal point and officer, i.e., a privacy
protecﬂ:'on officer (PPO) responsible for ensuring the identification and implementation o
safeguard requirements applicable to all of its recorded-information, it should ensure that all of its
persongl information meets privacy protection requirements.

-

Rule 037:

With re¢spect to implementing Rule 036, rulés found in 6.2.8 apply.

6.2.8 |Back-up, retention and archiving

It is refognized that prudent admiftistration of data within an organization involves the systematid
creation of back-up copy(ies) of data in whole or in part of SRIs contained in its IT systems. Back-up
copies ¢f data and their retention (including SPIs) are developed and maintained:

— in qupport of ILCM reduirements as a whole;

— for(those specificto a business transaction (including associated applicable external constraints)
and/or,

— for|those required for archival purposes;

— forfhisterical, statistical and/or research purposes (see 6.2.11).

Rule 038:

Organizations shall ensure adequate back-up and contingency planning for any and all sets of
personal information (SPIs) pertaining to a business transaction.

Rule 039:

Organizations shall retain any and all set(s) of personal information (SPIs) at the required level
of detail as required by applicable information law and/or post actualization requirements
(e.g., in relation to a warranty) and, in particular, in support of applicable privacy protection
requirements.
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Rule 040:

Any set of personal information (SPI) which has long-term value, i.e., forms part of the corporate
memory and/or for historical, archival and/or research value should be identified and conserved.
This includes SPIs information required for contingency planning, back-up, emergency response
and related requirements.

Rule 041:

Where the buyer is an individual, personal information shall be considered confidential among
the parties to the business transaction and not disclosed to any other party unlessj (a) so
permitted or authorized under applicable privacy protection legislation and regulation} or (b)
with the explicit and informed consent of the individual whose personal informationi-it is

b.2.9 Disposition and expungement

Rule 042:

which does not meet the above criteria should be disposed of immediately, i.e., in accordance
with the organization’s ILCM policy and practices, which in tarn shall be privacy progection
requirements-compliant. This includes any personal information whose ILCM propertig¢s from
part of the business transaction.

Any personal information which is no longer relevant to an organization’s operati(()]Es and

Rule 043:

he disposition and expungement of any and all sets.of personal information (SPIs) shall yise and
pe done in accordance with rule 040 and associated (more) detailed rules as provided|in this
Hocument.

6.2.10 Organizational archiving
Rule 044:

Where a business transaction involves personal information, the Open-edi records retention
and disposal schedule (Oe-RRDS) period shall be established by the (seller) organization prior
fo the actualization of the business transaction.

ruideline 044G1:

It is advised that with respect to any good, service and/or right which is the goal of business
transactions offered, that the seller (organization) prepares and makes available the inforimation
ind the associated Oe-RRDS to prospective individuals as buyers.

Luideline 044.G2:

It is also advised that with respect to any business transaction, and particularly those where the
buyer'is an individual, there be a link between the Oe-RRDS process and the business transaction
dentifier(BTI) in order to ensure efficient and systematic application of the Oe-RRDS |and in
support of meeting applicable privacy protection requirements.

Organizations (and public administrations) can group or categorize their Oe-RRDSs generally or by
categories of their (offered) business transactions. For cost-effective and efficient conduct of their
business activities, organizations also have in place Oe-RRDS which are cost-effective, efficient and
implemented in a very systematic manner.

6.2.11 Historical, statistical and/or research value
It is a common practice, as well as one sanctioned and supported through relevant applicable

information law, that personal information collected or provided as SPIs for a specific purpose in
support of particular decision-taking and commitment-making pertaining to the individual, i.e., in any
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type of business transaction, is and can be used for other purposes where so permitted or sanctioned
based on applicable information law (and pursuant regulations and related legal instruments). This is
especially so with respect to SPIs provided to or collected by public administrations use in a business
transaction.

Rule 045:

Personal information which has historical value should be identified and conserved (as part of
the organization’s and/or electronic cultural heritage (“patrimoine informatisée”).

It is notfuncommon that personal information resulting from a business transaction may have historica
or resefirch value. This is especially so in public organizations and governments. For example, shaiy
jurisdidtional domains have archiving legislation which allows their archives to retain noniactivs
persondl information. However, the archiving of such personal information is often accompanied by
protocdls restricted access to and use of such personal information. The same situation is.common ir
medical institutions.

becomd publicly available after the death of the individual, after<l00 years, or according to legislative o}
regulatpry constraints which are similar in nature.

Rule 047:

As part of his explicit and informed consent in entering into a business transaction, an individua
may re¢quest or agree to allow the party in.the role of seller to retain specified persona
informption after normal or statutory retention period has expired.

Rule 048:

Where|the buyer in a business transaction is an individual, the seller shall provide detailed
informption on the seller’s retention and disposal schedule for personal information created oj
collected during any of the five'phases of the business transaction.

Apart ffom the fact that privacy protection requirements apply to the seller with respect to retention
and digposal of any and(all personal information pertaining to the prospective individual buyer
dependjng on the nature-of the business transaction, various legal, regulatory, statutory, etc., records
retentign and disposal authorities apply. For example, the financial aspects of a business transactior
may belrequired te-be retained for a minimum of seven (7) years following the completion of a business
transadtion. Also,)certain types of personal information may be required to be retained “forever”
Many of these‘involve information law requirements of a generic nature and are usually maintained by
public gdministrations or their agents, (notaries, lawyers, etc.). Examples include titles of property (salg
recordd),-marriage (and divorce) records, etc.

Rule 049:

Any personal information which would have been expunged in the normal and ordinary
course of the business transaction in compliance with applicable ILCM and privacy protection
requirements, but which was not expunged because it is to be used for research or historical
purposes, shall be anonymized in any of its research use until such time as privacy protection
ceases to apply to the such sets of personal information (SPIs).
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6.3 Requirement for tagging (or labelling) data elements in support of privacy
protection requirements (PPR)

The application of the general privacy protection principles, as stated in ISO/IEC 15944-8:2012, 5.3,
requires an organization to be able to identify and tag any and all personal information when it is
created or collected in its IT systems. Such tagging is required to enable an organization’s compliance
with specific privacy protection requirements, (e.g., via metadata or properties/actions assigned to
cells in a database). An organization can do such tagging of sets of recorded information at the records
level (e.g. client file level) down to the more granular data element level.

Rule 050:

An organization shall have in place policies and procedures in order to identify,and ftag (or
abel) all sets of recorded information (SRIs) which contain personal information-(e.g., as SPIs),
.e., where the buyer to a business transaction is an individual, and to do sotat the apprppriate
evel of granularity to facilitate compliance with both generic and specificprivacy progection
requirements. This includes any labelling needed to support impleméentation of any and all
LCM requirements.

Rule 051:

Where necessary to comply with ILCM requirements, the organization shall add tags fo SRIs
required to support the execution and management ofistate changes, retention periods,
Hlisposition, etc.

7 Rules governing ensuring accountability-for and control of personal
nformation (PI)

7.1 Purpose

[his document shall conform to Open-edi reference model specified in ISO/IEC 14662.

['he purpose of this Clause is:

— to support key characteristics’of Open-edi;

— to introduce in summary form, key aspects and requirements of “under the control of”; and

— to do so in the eontext of privacy protection requirements generally and that of asdociated
information life.cycle management requirements specifically.

7.2 Key aspects of Open-edi requirements

A key and very relevant characteristic of Open-edi is that “parties control and maintain their states”, as
specified'in ISO/IEC 15944-1:—, 5.4.

Fhls Open edi requlrement is Very relevant when and wherever the buyer in a busmess transaction is

' ’ 944-1:—
Clause 5). Further as a business transactlon 1nvolves the maklng of a commltment(s) among partles
to a business transaction, the ISO/IEC 14662 Open-edi reference model introduced the concept and
definition of decision-making application (DMA) which is where all set(s) of recorded information and
associated state changes of a SRI are managed and controlled, including their EDI through information
bundles (IBs) and their semantic components (SCs) with all parties to the business transaction. This
Open-edi approach is especially relevant and applicable in the context of ILCM aspects in support of
privacy protection requirements.
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7.3 Key aspects of “under the control of”

The phrase “under the control of” is used in several international conventions and laws, as well as
those of jurisdictional domains of UN member states. Included are related concepts of “held by”, “in
possession of”, “controls”, “in the care of” (i.e., “custody”), etc. The concept of “under the control of”
with respect to sets of recorded information of an organization is widely used, including at all levels
of jurisdictional domains, and is found most often within information law (and associated regulatory)
requirements. The concept itself is not well-defined.

The le(r'\] and raoulatary raciyivamante of yarinanie lauale of e dictional doymiaince ica athaor nhraco
g Tegthatory—Feqtitre et o vaouSeverS o SacHohar— eSS U560t r—PpniaSsSes

to convey similar and/or parallel intent to include varying degrees of “control” and “custody". Thess
phraseg include:

— held by;

— responsibility of;

— in the possession of;
— in the custody off;

— majntained by;

— majntain and manage;

— in the care of.

7.4 “under the control of” in support of PPR and in:an ILCM context
The requirements and rules in ISO/IEC 15944-8:2012, 54 apply to this subclause.

Existing Open-edi and eBusiness concepts and theixidefinitions which are integrated into the definitior
for the foncept of “under the control of” (see 3.144) include:

— aggnt;

— Dbudiness transaction;

— dedision-making application (DMA);
— eleftronic data interchange-(EDI);

— external constraint;

— infgrmation law;
— infgrmation(life cycle management (ILCM);

— organization;

— organization Person;
— personal information;

— privacy protection;

— set of recoded information (SRI);
— third party.

Information life cycle management (ILCM) pertains to all stages of a set of recorded information (SRI)
from its initial creation/collection, processing and use (including EDI) to its eventual disposition. What
privacy protection requirements (PPR) add to this is that all parties to a business transaction shall
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maintain the same high level of “under the control of” and associated state changes with respect to
personal information interchanges with both the individual and any other parties to the business
transaction, (e.g., via EDI). Consequently, “under the control of” is defined as in 3.142.19)

Rule 052:

The organization which is the primary party to a business transaction, i.e., the seller, shall
ensure that it establishes and retains “control” of all personal information pertaining to a
business transaction, including where such personal information (PI) and/or set of personal
nformation (SPI) is shared with an agent or third party (e g., via EDI)

[he fact that a Person as seller - and as such responsible for the control of a SRI(s), especially SPI(s)
related to a business transaction or a personal information profile (PIP) - delegates out or cqntracts
put physical custody of the SRI(s) to be processed, which are managed by the IT systém ‘of an ggent or
third party, does not take away the responsibility of that Person for ensuring that.such a SRI(s) and in
pbarticular SPI(s) remains under the control of that Person.

Rule 053:

Before a seller in a business transaction, where the buyer is an individual and thus ipvolves
personal information, uses an agent or third party for any jpart of the processes apnd EDI
pertaining to the business transaction, the seller shall ensurethat an agent or third party has in
place controls in the governance of its IT systems in support.of privacy protection requirgments
[PPR) in compliance with Open-edi standards and related IIL.CM requirements.

A key responsibility of a privacy protection officer is tonsure that the organization shall noy permit
the EDI of any personal information outside the jurisdictional domain of an individual as buyer in a
business transaction without assurance and demonstrated proof that the jurisdictional domdin(s) to
which such personal information is being interchanged (e.g., via EDI) has equivalent legal /regulatory
privacy protection requirements.

Basically, an individual as buyer in a business transaction has privacy protection requirements based
bn those of his/her jurisdictional domain. The seller, as an organization or public administratjon, can
lecide to “outsource” any of its IT system support activities (as permitted by applicable infoymation
aw), which would take place via EDl;'to anywhere in the world as long as the jurisdictional domain in
which such information processing, storage, etc., takes place provides privacy protection requifements
pquivalent to those of the jurisdictional domain of that individual.

7.5 Implementing “‘under the control of” and accountability
['his clause and its fules complement those of ISO/IEC 15944-8:2012, 5.3.2 which applies.

While the roletof PPO focuses on responsibility for corporate governance compliance with applicable
PPR, the roledof the personal information controller(s) (PIC) focuses on responsibilities pertalning to
'he impleémentation of the related ILCM requirements. On the whole, in (large) organizationd, a PPO
nas orgahization-wide responsibility while those of a PIC may pertain to one or more DMAs in the IT
bystem(s) of the organization, or that of a specified organizational unit. In smaller organizatipns, the
oles of a PPO and PIC may well be carried out by a single organizational Person.

ISO/IEC 15944-8 introduced the concept and definition of a privacy protection officer (PPO) (see
ISO/IEC 15944-8:2012, 5.3.2). In an Open-edi reference model context, the focus of the privacy protection
officer (PPO) is primarily one of governance from a business operational view (BOV) perspective. The
definition in ISO/IEC 15944-8 for the concept of privacy protection officer is given in 3.98.

Figure 4 illustrates the role of a privacy protection officer based on ISO/IEC 15944-8.

19) This definition integrates key aspects of “under the control of” as found in the APEC Privacy Framework as well
as the Directive 95/46/EC on “data protection”. The new EC "GDPR" has replaced the 1995 Directive. However, the
essential "under the control of" requirements have not changed.
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Applicable external constraints of

jurisdictional domain(s) -including

information management policy

information law compliance

v

Corporate governance and

/A

\ Privacy protection requirements -
including IL.CM and-EDI

Business operational view

(BOV)
Role/functions of )
to Figure 5 (PIC)

Privacy protection officer (PPO)

v

] ] ] Responsible within an organizatipnfor overall
Functional services view

(FSV) governance and implementation of privacy protection

requirements including ILCM andEDI with parties to

The rol
related

require]
require

The inf]

aspects

is a sm

ensurin

implen:Fnted. This is the rple-and function of a personal information controller in an organization. This
n

role a

Figure
an Open-edi context:

a business trdnsaction

Figure 4 — Role of a privacy protection-officer (PP0O) based on
ISO/IEC 15944-8 in an ILCM and’Open-edi context

e and responsibilities of a privacy protectioff officer (PPO) are of an organization-wide nature
to ensuring that corporate governance complies with and supports applicable privacy protection]
ments. However, ensuring that privacy protection requirements are actually implemented
s management and (detailed) contr@lbat the operational level.

prmation life cycle management (ILCM) of this document is more focused on implementatior
as well as serving as a bridge between the BOV and FSV. Whether or not the seller organizatior
all or large organization;.it needs to have a designated director, manager, etc., in charge of
g that at the day-to-day'eperational and ICT technical level privacy protection requirements arg

function in an erganization of a PIC is defined in 3.9120).

b illustratestherole and function of a privacy information controller (PIC) in an organization in

20) This definition draws heavily on and is harmonized with the concept and definition of “data controller” as

found in

52

the Directive 95/46/EC on “data protection” of the European Union.
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__________________

Role/function of
| = =
! privacy protection

Role/function of personal information
controller(s) (PICs) -including ILCM and EDI

Business operational view (BOV) /

Responsible for ensuring detailed implementation at the

SRI level of privacy protection requirements for any.

Functional services view (FSV) creation, state changes, and all ILCM and EDI-Wwith

- especially including all decision respect to any SPI(s) pertaining to business transqotion,

making applications (DMAs) as well as any PIPs, both within the organization as well

as ensuring compliance of the same withespect to use

of any agents or third parties, i.e,, afty and all parties to

a business transaction

Figure 5 — Role, responsibilities and relationship ofa personal information controller (
an organization in Open-edi context

Rule 054:

An organization shall ensure that it has a’designated role and function of personal infor
controller (PIC), i.e., an organization Person who is responsible for ensuring that all prod
state changes, EDI, etc., of set(s) ‘of personal information (SRIs) pertaining to a by
[ransaction remain under the control of the organization, i.e., in its role as a seller.

tuideline 054G1:

It is also recommended that from a data processing and EDI perspective, that the organizat
ts personal informatian controller (PIC):

h) review any (prospective) EDI of the (seller) organization of any SPIs, as well as an
changes to the.contents (and/or metadata on the same); and

in compliance with the ILCM requirements which apply to the SPIs of the business tran
including those of the IT system(s) of agents and/or third parties who may be involved.

yuideline 054G2:

PIC) in

mation
essing,
1Isiness

ion has

y state

h) ensure that such SPIs remain under the control of the (seller) organization at all times, and

saction

Where the organization is large, it may benefit from having a PIC for each of its DMAs which
personal information?1),

Rule 055:

involve

An organization should ensure that its privacy protection officer (PPO) has direct liaison with

the (senior) officer(s) in that organization responsible for ILCM related aspects for any

and all

SRIs maintained by the organization and in particular the organization’s personal information

controller (PIC).

21) The assignment of PICs can be linked to each IT system where an organization has multiple IT systems, etc.
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It is up to each organization to decide how to assign responsibility for ILCM, i.e., among records
managers, archiving, information managers, IT managers, security managers, etc. However, in order
to ensure that legal and regulatory requirements applicable to personal information in an IT system of
that organization are implemented, it is vital that the PPO of that organization is given the mandate on
an organization-wide basis, to be able to ensure that there is a very clear and transparent organization
policy and process able to ensure and support full compliance with applicable ILCM aspects of privacy
protection requirements.

Rule 056:

Where| an organization interchanges personal information (e.g., through EDI) with one (o1
more other organizations, i.e., as via its agent(s) and/or third party(ies), it shall ensure (eg.,lits
privacy protection officer (PPO)) that the other organization in their operations and IT systems
supporjt privacy protection requirements.

Guideline 056G1:

It is recommended from a legal, risk management and business best practice$ perspective, thag
an org@nization request its privacy protection officer (PP0), to review any (prospective) EDI oj
the (seller) organization of any SPIs pertaining to a (prospective) business_transaction with any
(potential) agent and/or third party, to ensure that any such Open-edi parties have in place in their
IT systéms the ability to support applicable privacy protection requirements, and are willing to sign
a contnactual arrangement in support of the same (e.g., of the nature of conformance statementg
provided in Clause 11).

~

The organization acting in the role of “seller” (or “regulator) has an obligation to ensure that privacy
protectjon requirements are applied to personal information. This applies especially where thg
organization interchanges such personal information with“another organization (as per informed
consent of the individual for that business transaction),

Guidelipe 056G2:

For mgst, if not all, instantiated business_transactions, external constraints of the applicablé
jurisdig¢tional domain(s) require that specific'sets of recorded information (SRIs) pertaining to any
businegs transaction be retained by the:seller for a specified period of time.

It is reqognized that, depending on the nature of the good, service and/or right which is the goal of the
businegs transaction, specified additional records retentions requirements of applicable jurisdictiona
domainfs may apply to all or spgecified sub-sets of all the recorded information pertaining to a business
transadtion.

Itis alsg recognized thatwhere the purchase of a good, service and/or right involves “post-actualization’
aspectd of a temporalnature, these will also impact record retention requirements and obligationg
resultijg from an actudlized business transaction. A primary example of an internal constraint naturs
is that ¢f a “warranty” for “n” number of years22). This includes the possibility that the individual whq
made the purchidse may not be the “warranty holder”.

EXAMPIE Where the good or service is purchased as a gift, the recipient of the gift, as an individual, would
become [the/owner and also would complete the warranty information including personal information requireg
for the warranty to be invoked.

The following rules summarize these requirements from a BOV perspective:
Rule 057:

Where the seller offers a warranty or extended warranty as part of the business transaction, the
seller shall inform the buyer, when the buyer is an individual, of the associated added records
retention requirements for the personal information associated with the warranty (including

22) In order to be able to support a “warranty” of whatever nature, the seller will need to maintain personal
information for a time period other, i.e. longer, than that required by law, as part of the applicable external constraints
of the relevant jurisdictional domain(s). This is especially so where consumers purchase an “extended warranty”.
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the purchase by the individual of an extended warranty), and be so be specified in execution of
the organization’s ILCM.

The sale of many types of goods or services require the seller to inform the buyer of possible safety and
health considerations with respect to whatever was purchased. These include product recalls, repairs,
verifications checks or testing of specific function or components, etc.

Rule 058:

Where the buyer in a business transaction is an individual, the seller shall inform the individual
bf (1) any and all records retention requirements of personal information which is recorded as
the result of the actualization of the business transaction, including personal information which
s required to actualize the business transaction, and (2) the time period(s) for which such sets
bf personal information are to be retained:

h) additional personal information, i.e., in addition to (1), which is requireéd to be cdllected
and retained as a result of applicable external constraints, of whatever nature, of relevant
jurisdictional domain(s); and/or

p) additional personal information, i.e. in addition to (1) or (2), which is required to be
collected and retained as a results of the invocation of an associated warranty, purchase of
an extended warranty, or any other personal information“which is required to be cdllected
or retained as part of the post-actualization phase of an‘instantiated business transagtion.

From a customer service perspective, many sellers, i.e. organizations (including public administiations),
vish to stay in contact with their customers for a variety«f reasons. These include providing catplogues
pf their offerings, possible associated goods or services, as well as obtaining client feedback, qurveys,
hew product announcements, etc.

Rule 059:

Where the buyer in a business transactiofris an individual, the seller shall inform that indjividual
pf the applicable SRI retention and associated ILCM conditions where these pertain to p¢rsonal
nformation.

tis important that when the buyeris an individual, prior to and at the actualization phase in a business
fransaction, the individual is fully informed by the seller of its records retention requiremepts and
bractices of the seller particularly as these pertain to the personal information forming part of the set(s)
bf recorded information. Here it may well occur, depending on the nature of the business trangaction,
fhat certain types of persdnal information may be subject to differing records retention periodsg.

tis noted that wher@the business transaction is one of the nature of the provision of a service of a right
[such as a license“or authority of some kind), the seller needs to retains a specified set(s) of personal
nformation fords long as a business transaction of this nature remains active.

Rule 060:

Where a business transaction does not reach the actualization phase, any personal information

rollected by the organization in support of that transaction shall be deleted by the organlization
MMWMWWMWWHm the

(prospective) seller with respect to the retention of such personal information, i.e., SPIs for a
seller requested for a defined period of time].

An individual may have provided personal information to a seller as part of the identification or
negotiation phase. However, in this case the individual decides not to commit to the actualization of
the business transaction. As such the personal information provided by the individual to the seller is
no longer relevant and, therefore, the organization concerned shall delete the personal information
pertaining to that individual.

It is noted that this rule makes provision for the possibility that the individual, as a prospective buyer,
may consent to be kept informed by the seller about product information, e.g., via a catalogue, special
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sales, new offerings, etc. Such a decision by the individual is of the nature of obtaining “informed
consent”.

Particular care needs to be taken to avoid collecting or providing data that are not actually necessary
for the purpose(s) of the transaction itself. By way of example, in the transaction given in Rule 028 in
Clause 6 of a purchase and payment, it may not be necessary for the seller to know the actual personal
identity of the buyer, but to have an identifier by which that buyer may be uniquely identified to the seller.

transadtion), whilst the seller does not need to know the identity of the buyer.

The same is true when agents are used, or when a public administration is a supervisor to a transaction
where the other parties need to know and perhaps be able to prove that the public administration wag
involvefl, but do not need to be able to identify the individuals within the public administtation actually
involvefl (although the internal functions of the public administration may need thdt;information fof
their oyn supervisory purposes).

8 Rules governing the specification of ILCM aspects of personal information

8.1 (verview?23)

The purpose of this clause is to bring forward, in an integrated manner and in an Open-ed
context], applicable concepts and their definitions as well rules-and related normative text found ir
ISO/IE( 15944-5 and ISO/IEC 15944-8, in the particular context of this document which focuses or
privacy|protection of personal information in the context of an ILCM nature requirements:

1) those pertaining to state changes in the sets.of recorded information (at whatever level of
granularity); and

2) those pertaining to records retention‘requirements, including assured disposition, i.e.
expungement of personal information.

As such), the purpose of this clause is‘to bring forward normative text, rules and associated coded
domains from ISO/IEC 15944-5:2008, 6.6.4.2 and 6.6.4.3 and present them in an amended form, as ang
where fequired, in the context gf\privacy protection requirements focusing on ILCM aspects. (This
approa¢h is similar to that taken for Clause 7 which also applies normative text from other parts of thg
ISO/IE( 15944 series and appljes it in a privacy protection requirements and ILCM context.)

Generid aspects of external constraints of jurisdictional domains as rules and definitions governing
businegs transactions\are found in ISO/IEC 15944-5.

Users of this doecuiment are advised to familiarize themselves with the rules, definitions and associated
text of ISO/IE€-15944-5:2008, 6.6.4.

Within p data management and interchange context, it is important that parties to a business transactior
controllthe states of their IT systems. This is a fundamental characteristic of Open-edi- Under interna
constraints, it is a best practice of organizations and public administrations to maintain control of the
sets of recorded information (SRIs) in their IT systems (as especially those in their DMAs). This includes
both state changes as well as records retention and scheduling requirements. This pertains to basic
information life cycle management (ILCM) principles in support of information law compliance (see
Clause 5).

The need for information law compliance is mandatory when the set(s) of recorded information pertain
to a business transaction, i.e., a “commitment exchange”, where the buyer is an individual.

23) Thetables, (coded domains) in Clause 8 are amended and a more detailed version of the original coded domains
as found in ISO/IEC 15944-8.
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These generic Open-edi aspects and rules pertaining to a business transaction are mandatory in
any business transaction context which involves an individual as a buyer. This is because, where
this is the case, privacy protection requirements apply. The generic aspects of external constraints
of jurisdictional domains of a privacy protection nature as rules and definitions governing business
transactions are found in ISO/IEC 15944-8.

A common requirement of external constraints of a public policy nature is that they mandate records
retention (and deletion) requirements (consumer protection, privacy protection, etc.). In order to
bridge legal, operational, public policy and IT perspectives, records retention is defined as in an Open-

q: & £24)
PO Context—"as:

Open-edi records retention and disposal schedule (Oe-RRDS)
specification of a period of time that a set of recorded information (SRI) shall be retained by a
Person in order to meet operational, legal, regulatory, fiscal or other requirements.as/specifigd in the
external constraints (or internal constraints) applicable to a Person who is a\party to a business
transaction

As stated in ISO/IEC 15944-1, records retention requirements need to be specified:

— in the scoping of an Open-edi scenario (e.g., as a post-actualization requirement of a data conpponent
requirement);

— as an attribute of an information bundle (e.g., fér" specifying internal consftraints)
(see ISO/IEC 15944-1:—, 8.5.2.8 and Rule 140; and for external constraints see ISO/IEC 1594#4-1:—,
8.5.2.9 and Rule 141).

t is important to be able to specify which of the parties to a business transaction is respongible for
retention of IBs or the complete set(s) of recorded<information.2%) Many, if not most, of the [privacy
brotection requirements are of an information management nature. A key reason here is that [privacy
protection requirements are a type of informatioh law. Consequently, the integrated set of infoymation
ife cycle management (ILCM) principles applies.

Rule 061:

Management and control of state,change, retention and destruction of personal information
shall be based on the application of the integrated set of information life cycle management
[ILCM) principles.

t is noted that where arl_SRI life cycle pertains to or contains an SPI(s), that in such cases [privacy
brotection requirements.of an ILCM nature apply, i.e., are mandatory.

B.2 Rules goveriiing establishing ILCM responsibilities for personal information (PI)

tis importantin the modelling of a scenario for a business transaction that one establishes whidh party
[or combination of parties) to the business transaction has (primary) responsibility for ILCM aspects.

Rule 062:

Where an individual is a buyer to a business transaction, the seller shall specify who is
responsible for the retention and disposal of any (combination) of SRIs and in particular all SPIs

24)  Multiple definitions exist for “records retention” within a single jurisdictional domain as well as among
jurisdictional domains, professional organizations, etc. In order to differentiate the concept of “records retention”
within the context of e-business, e-government, etc. (an Open-edi context), a unique label or term has been
invented: Open-edi records retention and disposal schedule (Oe-RRDS). This definition links to privacy protection
requirements in that these are legal or regulatory in nature.

25) The concept of “information bundle (IB)” pertains to the grouping of one or more semantic components (SCs)
of data interchanged among Open-edi parties to a business transaction. From a data management perspective, and
in an ILCM context, the concept of “set of recorded information (SRI)" is used. A SRI can be the content value of a
single data element, several grouped and managed together, a complete record or file, etc.
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and do so during, or before, the negotiation phase and no later than at the actualization phase in
accordance with privacy protection requirements.

Guideline 062G1:

Unless requested or negotiated otherwise, the default is that the Person in the role of seller is
responsible for all aspects of ILCM of the SRIs pertaining to a business transaction and especially
all SPIs.

Rule 063:

Where|an individual is a buyer in a business transaction, the seller shall ensure that all other
partieq to the instantiated business transaction, as applicable (e.g., a regulator, an agent and/oj
third party), are informed of records retention (and disposal requirements) and agreeto‘abide
by and[support them.

Guidelipe 063G:

In support of Rules 062 and 063, the seller, as well as any other parties to the business transaction
involvipng an individual as buyer (e.g., a regulator, an agent, and/or third pdrty), should use coded
domain 01 codes representing specification of ILCM responsibility for personal information (PI]
where the buyer is an individual. This coded domain is presented in Table-1.

Guidelipe 063G2:

The nafure of the goods, services, and/or rights of the businéss transaction may limit or specify
which of the options in coded domain 01 can be used or are valid.

Guidelipe 063G3

Use of qn ID code 02 in coded domain 01 is considered-a “rarity” and the individual as a prospectivé
buyer in a business transaction should be informed of the rationale for being responsible for ILCM
requirgments pertaining to the relevant personal information.

Rule 064:

Unless|otherwise specified by the seller, the business transaction identifier (BTI) shall serve ag
its common unique ID for the instantiated business transaction for linking ILCM requirement td
applicdble SRIs.

Externgl constraints of a public/policy nature such as privacy protection (and consumer protectior
as well) require, i.e., make-mandatory, both (1) the retention of personal information pertaining to
businegs transaction where’ the individual is the buyer and (2) the assured destruction of persona
informgtion based ondoth legal requirements and contractual obligations (see Annex D).
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Table 1 — 01: Codes representing specification of records retention responsibility
for personal information (PI)

01: Codes representing specification of ILCM responsibility
for personal information (PI) where the buyer is an individual

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domain ID code
15944-12 01 00  [Other ajitre

If Code "00" (Other) is used, there should be an associ-
ated linked data element to capture the data value of

the "Other™".

15944-12 01 01 Seller is responsible for all ILCM aspects and shall
inform the buyer of what they are.

15944-12 01 02 Individual as buyer is responsible for [LGM-dspects

and the seller shall specify what theseare.2
The seller shall inform the buyer of¢hébasis as to why
ILCM responsibilities are assignedto the buyer.

15944-12 01 03 Seller and buyer are both respensible and seller shall
inform the buyer, as an individual, what his/her ILCM
responsibilities are.

15944-12 01 04 Seller shall specify td the individual as buyer what
specific IBs to retdin resulting from the business
transaction.

15944-12 01 05 Seller and individual shall use a common third party,
(e.g., a notdry).

15944-12 01 06 Regulator is responsible for retaining the personal
inforfation.b

15944-12 01 07 Regulator and seller are responsible.

15944-12 01 08 Regulator and individual are responsible. (The buyer

as individual is informed of the personal information
being retained.)

15944-12 01 09 Regulator, buyer and individual are all responsible.
(The buyer as individual is informed of the personal
information being retained.)

15944-12 01 10 Regulator mandates the involvement of a (role) qual-
ified or designated third party, i.e., on behalf of seller,
the individual and regulator.c

15944-12 01 98 not known inconnu
1594442 01 99 not applicable sang objet

a  Usé&ofID code 02 is a “logical” possibility. Its use is considered a “rarity”.

b _“An example would be the personal information for a driver’s licence, or any other transaction where the reglator is
th€ Yauthoritative” source.

¢ Examplesinclude notarial acts, a regulator assigning a record-keeping registry, etc., function to a third party.

8.3 Rules governing establishing specifications for retention of personal information
(PI) — applicable “SRI retention triggers”

External constraints of a record retention nature have requirements which specify (1) when a
retention requirement is to start, i.e., via a limited number of triggers and (2) a specified (minimum)
retention period. On the whole, records retention requirements are triggered by an action or event.
The basic conditions from an external constraints perspective for "retention triggers" are limited. The
most common ones are presented in coded domain 04 of ISO/IEC 15944-5 (see ISO/IEC 15944-5:2008,
Annex F). It has been amended in the context and focus of this document.
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Rule 065:

Where an individual is a (potential) buyer to a business transaction, the seller shall specify
the “retention triggers” activating records retention requirements for the SRIs (and any
combination of the same) pertaining to that business transaction and do so in accordance with
applicable privacy protection requirements of the applicable jurisdictional domain(s) for that
business transaction.

Guideline 065G1:

The seller, as well as any other parties to the business transaction (e.g., a requlator, an agent, and,

or third party), should use coded domain.

Table 2 — 02: Codes representing SRI retention triggers for retention of

personal information (PI)

02: Codes representing SRI retention triggers
for retention and disposition of personal information (PI)

IT interface

linguistic — written\form

Human interface equivalents\(HIEs):

Source
authority ID

Coded
domain ID

ID
Code

ISO English

ISO French

15944-12

02

00

Other

If Code "00" (Other) is used there should be an
associated linked data element to capture the
data value of the "Other".

autre

15944-12

02

01

Start applicable required retention period at
the date/time for sét(s) of recorded informa-
tion as received,s¢reated and/or collected as
part of the “idéntification phase” of the busi-
ness transaction.

15944-12

02

02

Start applicable required retention period at
date/time for set(s) of recorded information as
received, created or collected as part of the “ac-
tualization phase” of the business transaction
(including those based results of completion of
the “negotiation phase”).

15944-12

02

03

Start applicable required retention period
from date of last action or use of the SRIs with
respect to the business transaction.

15944-12

02

04

Start applicable required retention period at
end of calendar year when the business trans-
action was completed at end of the “actualiza-
tion phase”.

15944-12

02

05

Start applicable required retention period at end
of fiscal year when the business transaction was

r‘nmp]ph:d atend ofthe “actualization phacn"

15944-12

02

06

Start applicable required retention period at
end of calendar year when the business trans-
action was completed at end of the “post-actu-
alization phase”.

15944-12

02

07

Start applicable required retention period at
end of fiscal year when the business transac-
tion was completed at end of “post-actualiza-
tion phase”.

15944-12

02

99

not applicable?

sans objet

a  This would apply to recorded information, i.e., a particular SRI, deemed to be ephemeral or transitory in nature (such
as a “session cookie”).
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It is also important to state the actual retention period, i.e., temporally. At the same time, it is a not
uncommon occurrence that privacy legislation, or pursuant regulation, does contain a minimum
temporal period for the retention of personal information, particularly where such personal information
pertains to decision-taking or commitment-making such as takes place in the formation of a business
transaction.

In many jurisdictional domains (e.g., consumer protection-based) it is a requirement that the potential
buyer is fully informed of all the conditions which apply to an eventual purchase of a good, service
and/or right. Similarly, privacy protection requirements require informed consent with respect to any
H £3 1o 3 . £ 4 £ 1 3. C 43 1o £l lo 3 33a-daxxid 3
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ncludes the seller providing full and complete information on the duration of the retentionef personal
nformation. These and related requirements are captured in the following rules.

[he record retention period(s) for SRIs and associated IBs (and SCs) need to be specified and stated
pxplicitly. The retention period is independent of the retention triggers.

Rule 066:

Che period that recorded information pertain to a business transaction, where the indivijdual is
a buyer, is retained (as once or more SRIs) shall be specified and made known to the individual.

uideline 061G1:

In support of Rule 066, the seller as well as any other party(ies) to the business transaction (e.g., a
regulator, an agent and/or third party), should use coded-domain 03.

Rule 067:

Where the (prospective) buyer is an individual, the seller shall inform the buyer of mipimum
record retention period(s) of applicable privacy protection requirements which apply where a
business transaction enters the “identification phase” and further.

Fuideline 067G1

bellers should apply Rule 050 as a-best business practice and inform all buyers of the applicable
minimum retention period for SRIs-of buyer information.

Rule 068:

Where the (prospectiye).-buyer is an individual, the seller shall inform the buyer of a maxkimum
record retention period(s) of applicable privacy protection requirements which apply where a
business transaction-enters the “identification phase” and further.

tuideline 06861

bellers should apply Rule 068 as best business practice and inform all buyers of their applicable
maximumretention period for SRIs of buyer information.

Rule 069:

here the (prospective) buyer is an individual, the seller shall inform the buyer of any record
retention period(s) as required by applicable laws or regulations requirements which apply and
which “override” those of a privacy protection nature, including “permanent” retention where a
business transaction enters the “identification phase” and further.

Rule 070:

Where the (prospective) buyer is an individual, the seller shall inform the buyer of the
record retention period(s) of applicable privacy protection requirements (other than those
of a minimum or maximum nature) which apply where a business transaction enters the
“identification phase” and further.
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Table 3 — 03: Codes representing the specification of types of record retention period

03: Codes representing the specification of types of record retention period

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domainID | code
15944-12 03 00 Other autre

Iecda "N Al o) 2 d 1 1 1d 1 H S
T COUC— U0 (UtICT J 15 0 SC e T SO uTa ot aiT aSSOTTact

ed linked data element to capture the data value of the
"Other".

15944-12 03 01 Minimum retention period is stated in applicable priva-
cy protection requirements.2

15944-12 03 02 Maximum retention period as stated in applicable
privacy protection requirements. (Seller to provide
information to individual as buyer.)P

15944-12 03 03 Nature of the good, service and/or right as the gaal

of the business transaction invoke other minishim
retention periods which of a longer tempoyaknature
than that of privacy protection requirements.c (Seller to
provide information to individual as buyer.)

15944-12 03 04 Nature of the good, service and/opright as the goal of
the business transaction requires\permanent retention
of specified personal information.d

15944-12 03 05 The retention period is specified using date/time ref-
erencing based on the ISO'8601 series, i.e. a temporal
period specified in yeats, months, weeks, days, hours,
minutes, etc. (the Gregorian calendar).¢

15944-12 03 06 The retention périod is specified based on a tempo-
ral referencing'schema_other than that based on the
IS0 8601 series, and, if so, this needs to be specified.f

a A cpmmon default for personal informationcisitwo (2) years after business transaction completed. For SRIs off
a financjal nature, it is a minimum retention period of seven (7) years. At times, it is possible that telecom and internet
service providers are required to maintain persenal information on their users for a minimum period of time (six months,
two yeafs, etc.).

b Forjexample, IBs pertaining to thé use of a telecom service often have a maximum retention period after which the
telecom[deletes the record of the same. This varies per jurisdictional domain.

=

¢ An [example would be financial information pertaining to an actualized business transaction where financial
information possibly has to be.retained for a minimum of seven years.

d A cqde “04” would apply-to the purchase and sale of what are commonly known as “immovables” (a piece of land, a
house, efc.)

¢ Ontlemporal referencing, see ISO/IEC 15944-5, 6.6.4.5.

f Seelfootnot&22. ISO/IEC 15944-5 provides information on other temporal referencing schemas such at the “atomic
clock”, the “GPS/calendar/clock”, etc.

8.4 Rules governing identification and specification of state changes of personal
information (PI)

8.4.1 General requirements

This clause integrates text and rules from ISO/IEC 15944-5:2008, 6.6.4.3 and ISO/IEC 15944-8:2012, F.2.

A fundamental aspect of data management and interchange among autonomous Persons (or even within
an organization or public administration) is that of ensuring th r imelin nd relevan
of its (sets of) recorded information (SRI). A second fundamental aspect here is that any Person (or
whatever nature) shall do so in compliance with applicable external constraints of the relevant
jurisdictional domain.
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A key characteristic of Open-edi is that "parties control and maintain their states"
(see ISO/IEC 15944-1:—, 5.4). As such, it is important to know whether or not the value of an
information bundle (IB) (or one of its semantic components (SCs) interchanged among parties to a
business transaction is allowed to be changed during any stage in the process component. Knowing
whether or not state changes are allowed for a specific IB or SC is important for the management of
state description and automated change management of the state machines of the parties involved in
an electronic business transaction.

This is a requirement which also exists in modelling business transactions involving internal
£ et 1 11 +1o laiala et lo 1:1 1 £ 1o 1o + £ 1 laiala H f
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pxternal constraints.

During the life cycle of a business transaction (i.e., from its planning through postiactualization
phases), there are more SRIs of a personal information nature that pertain to the business transaction
which may require a state change to their content value(s). For example, the addresg of the buygr as an
ndividual may change; the planned delivery date or delivery location may changeetc.

At the same time, there are SRIs pertaining to personal information in a business transaction for which
no state changes are allowed, e.g., the business transaction identifier (BTD.

t is also understood that, with respect to any personal information pertaining to an individpal as a
party to a business transaction, privacy protection requirements-apply.

Rule 071:

Where the recorded information pertaining to a)business transaction contains personal
nformation (as one or more SRIs), the seller shall'specify: (a) for which SRIs, there will be no
state changes; and (b) for which SRIs state changésdre allowed and, if so, under which conditions.

Rule 072:

n a business transaction involving an iiindividual as buyer, the seller shall inform and|obtain
nformed consent from the buyer, as individual, to any state changes to any SRIs pertaining to
the business transaction, including those forming the basis for one or more SCs or SRlIs, a5 IBs in
EDI with parties to a business transaction.

A related issue is “What happens to recorded information, i.e., SRIs, which existed prior to|a state
thange being made?” It is impertant for parties to a business transaction to know this. To addrjess this
ssue, two attributes are required to specify state change of data. They are:

— number of state Changes allowed, if any; and

— store changétype.

[he inter-wotking of these two attributes, i.e., as codes in two-coded domains, covers the [various
fombinations of state changes in the data value for each IB and SC. It also covers which actipns are
requiredswith respect to both “new” and “old” data including those required for information lirf)e cycle
managément (ILCM) within an organization, audit trails, evidentiary requirements, dispsition/
bxXpungement, etc., and any external constraints of this nature of jurisdictional domains.

8.4.2 Specification of state changes allowed to personal information (PI)

Before any information is recorded at any phase in a business transaction it is important to establish
whether or not such recorded information may be changed, i.e., undergo a "state change" of the initial
value(s) recorded. Examples of an SRI whose value is recorded with respect to the instantiation of a
business transaction, for which a state change is not allowed, is the business transaction identifier
(BTI). Others include those SRIs which, when shared via EDI as SCs and IBs with parties to a business
transaction, are not allowed to undergo a state change due to applicable external constraints.
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Rule 073:

Where an individual is a party to a business transaction, i.e., as a buyer, the seller (as an
organization or public administration) shall have in place rules governing state changes, if any,
for personal information (at whatever level of granularity required) in support of ILCM and EDI
required to comply with privacy protection requirements.

Rule 074:

Where the buyer is an individual, the seller shall inform the buyer whether or not state changes
will be|allowed for one or more of the SRIs constituting the recorded information pertaining-td
that bulsiness transaction.

Guidelipe 074G1:

Depending on the nature of the good, service and/or right which is the goal of the business
transaqtion, external constraints of applicable jurisdictional domain(s) may ppohibit a staté
change to one or more SRIs.

An exartpple of an IB (or SC) having a Code “09” with respect to state changes wouldbe in item tracking in
alogist|cs system (e.g., the seller provides to a buyer a facility to access the sellér’s or logistic provider'y
system|to track the movement of an item to be delivered to the buyer). The content value of the related
SRI woulld undergo state changes of a dynamic basis.

Guidelipe 074G2:

If sevenal SRIs pertaining to a business transaction are allowed to be changed, care is required to be
taken tp prevent the business transaction from transforminyg itself into a completely new business
transagqtion. A factor to be considered is for those SRIs,allowing (too many) changes, which may
lead to|“disharmony” among the various SRIs, thereby compromising the integrity of the recorded
information on a business transaction.

Rule 075:

An instiantiated business transaction shall-have one or more IBs or SCs for which no state changes
are permitted. One of these is to serve.as’the transaction ID number, i.e., a business transactior
identifijer (BTI), for the instantiated business transaction.

Guidelipe 075G1:

It is adlvised that in modelling scenarios, scenario attributes roles, information bundles and
scenarijo components, the stdate change code is set to “00” wherever applicable, especially for thosé
pertainiing to personaldnformation.

This glrxlEdeline servés-to ensure that all parties to a business transaction agree to, and have knowledgs
of, permitted state\Change to the value of an IB or SC.

Rule 076:

If a state_change is required, the seller (and/or regulator) shall specify the number of state
changes permitted.

Guideline 076G1:

In support of Rules 075 and 076, the seller, as well as other parties to the business transaction as
applicable (e.g., the regulator, an agent, or third party), should use coded domain 04 to specify the
applicable state change ID codes.
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Table 4 — 04: Codes for specifying whether state changes allowed for the content values of SRIs
containing personal information (PI)

04: Codes for specifying whether state changes allowed
for the content values of SRIs containing personal information (PI)

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domain ID | code

15944-12 04 000 |no state change allowed (default)

15944-12 04 010 |One state change allowed as per nature of business
transaction.

15944-12 04 011 |One state change allowed as requested by buyer as an
individual.

15944-12 04 012 |One state change allowed as requested by the seller and
consented to by the buyer as an individual.

15944-12 04 013 |One state change allowed as may be required by the
regulator.

15944-12 04 020 |Two state changes allowed as per ndture of business
transaction.

15944-12 04 021 |Two state changes allowed as requested by buyer as an
individual.

15944-12 04 022 |Two state changes allowed.as requested by the seller and
consented to by the buiyer as an individual.

15944-12 04 023 |Two state changes allowed as may be required by the
regulator.

15944-12 04 030 [Three state changes allowed as per nature of business
transaction,

15944-12 04 031 [Three state changes allowed as requested by buyer as an
individual.

15944-12 04 032 | Three state changes allowed as requested by the seller and
consented to by the buyer as an individual.

15944-12 04 033. |Three state changes allowed as may be required by the
regulator.

15944-12 04 090 |No limit on the state changes allowed as per nature of the
business transaction.

15944-12 04 091 |No limit on the state changes allowed as requested by
the buyer as individual and agreed to by the buyer as an
individual.

15944-12 04 092 [No limit on the state changes allowed as per nature of the

business transaction as requested by the seller and agreed
to by the buyer as an individual.

15944-12 04 093 [No limit on state changes allowed as may be required by
the regulator

An example of use of code “000” would be the transaction record ID number as the business transaction
identifier (BTI) (see ISO/IEC 15944-8:2012, 11.2) i.e., the unique ID number assigned by the seller to an
instantiated business transaction. Codes “1”, “2”, “3”, etc., are used to deal with IBs and SCs pertaining
to location information, such as physical or electronic addresses, price and terms negotiations, the
buyer changing its decision on a choice of options, etc.

8.4.3 Specification of store change type

It is important to specify clearly and explicitly the action to be taken and the processes to be followed
by the seller (as well as its agents and third parties) with respect to the original content value of an
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SRI (and related IBs and SCs) when the content value for these is changed during any of the phases in a
business transaction. The key issues addressed in the following rules and Table 5 are "What happens to
the original data value(s) entered when a state change for it is permitted to occur? Is the original data
value simply deleted or does it need to be retained?"

Rule 077:

If a state change is permitted to the original data value of the SRI and resulting IB (or its
associated SCs), i.e., (1) any entered in the DMA(s) of the IT system(s) of the organization or
public . . . o . - ion
involving an individual and/or (2) as interchanged among the Persons involved, it is necessary
to spedify in the business object being modelled the store change type permitted.

Guidelipe 077G1:

The selfer, as well as other parties to the business transaction as applicable (e.g., the.régulator, arn
agent gr a third party) should use coded domain 05 to specify store change type.

The ID fode in this coded domain defines and specifies what action is to be takenm when a state changg
in the fontent value of an SRI is allowed. This is necessary to support required audit trails, dat3
integriy and ILCM including archiving/disposition requirements as well as\from a legal/evidentiary
requirements perspective. The ID codes for store change type in Table 5 identify whether the previous
content value of an SRI is required to be retained, in addition to the most current data value. If it is
not reqpiired, the new value can replace the existing content value. }f an audit history is required to bg
maintajned then the relevant DMA in the IT system of the seller¢(and its agents and/or third parties]
is required to be able to maintain multiple versions of the content value of the SRI including possiblg
associafed IT systems-generated date/time stamps.

EXAMPLE By analogy, an historical record of changes to the’balance in one’s bank account. Another example
(linked to ISO/IEC 15944-9) is that of traceability data in thé form of SRIs pertaining to the movement/logistics
of a “godd” being delivered from a seller to a buyer.

Table 5 — 05: Codes representing store change type for SPIs (and SRIs)

05: Codes representing store change type for SRIs
as informationjbundles and semantic components
IT interface Human interface equivalents (HIEs):
linguistic — written form
Sourfe Coded ID ISO English ISO French
authority | domain ID code
1594412 05 00 Other autre
If Code "00" (Other) is used there should be an associat-
ed linked data element to capture the data value of the
"Other".
1594412 05 01 Store new data value for the specified SRI and expunge
previous data value.
1594412 05 02 Store new data value, expunge previous value for the
specified SRI with date/time stamp when state change
occurred.
15944-12 05 11 Store new data value for the specified SRI and previous
data value only.
15944-12 05 12 Store new data value for the specified SRI and previous
data value for the specified SRI only and add a date/
time stamp.
a2 For example, a code 99 here is automatic when a code 00 was assigned to the SRI or SPI based on coded domain 4 in
ISO/IEC 15944-12.

66 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

Table 5 (continued)

05: Codes representing store change type for SRIs
as information bundles and semantic components

IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority | domain ID code
15944-12 05 21 Store new data value for the specified SRI and “nn” previ-

ous values for the specified SRI maintaining a sequence
number of all state changes. here “nn” is required to be
specified.

15944-12 05 22 Store new data value and “nn” previous values maintain®
ing security and maintaining a date/time stamp for each
state change. Here “nn” is required to be specified set‘of
unique identifiers.

15944-12 05 31 Store new data value for the specified SRI andall changes
maintaining a sequence number of all staté changes for
the specified SRI.

15944-12 05 32 Store new data value for the specified SRI and all chang-
es, maintaining a date/time stampfor each state change
for the specified SRI.

15944-12 05 99 not applicable, i.e., no state’change allowed?

2 For example, a code 99 here is automatic when a code 00 was&ssigned to the SRI or SPI based on coded domain 4 in
ISO/IEC 15944-12.

Dne notes that a code “99” here works in tandem with a Code “00” in the previous coded domgin. Use
pf a code “01” or “02” means that having the previous value only is sufficient. This is often the fase for
thange in location, (e.g., for physical or electronic address information). The use of the other cods links
[0 ensuring record of decision, audit trails,“evidentiary requirements and other external congtraints
wvhich may apply due to the nature of the business transaction.

B.4.4 Rules governing specification of source of state changes

[here are three primary sources of state changes to SRIs pertaining to a business transaction: (1) those
nitiated by the buyer; (2)-those initiated by the seller; and (3) those required by applicable gxternal
Constraints.

[he state change requirements of these three sources are not necessarily exclusive and may [well be
complementary to‘each other.

Rule 078:

n order.to comply with privacy protection requirements, the source of the state chanige to a
content value of any SRI forming part of a business transaction shall be specified as seller, buyer
andy/or an external constraint.

Guldeline U/76G1:

The seller, as well as other parties to the business transaction as applicable (e.g., the regulator, an
agent or a third party), should use coded domain 06 to specify the source of state change type (and
an ID code of “99” for those SRIs for which no state change is allowed). It is noted that use of one or
more of the ID codes in this coded domain are not exclusive but may well be complimentary.

Rule 079:

Where the state change code in Table 4 is "000", i.e., no state change allowed, then code "99" in
Table 5 (not applicable) applies and shall be used.
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Table 6 — 06: Codes representing source of state change type ID code for SRIs

06: Codes representing source of state change type ID code

IT Interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French

authority | domainID | code

15944-12 06 01 [Buyer originated, i.e., the buyer as an individual is the only autre
one who can request a state change to the content of one or
more SRIs pertaining to a business transaction.

15944-12 06 02 |Seller originated, i.e., those which the seller identifies and
proposes to the buyer as state changes associated with the
business transaction.

15944-12 06 03 |Regulator originated, i.e. those which apply to the nature
of the good, service and/or right and which are identified
as such by the seller to a (prospective) buyer in a (pro-
posed) business transaction.

15944-12 06 11 |The seller has informed the buyer of conditions pettaining
to ID codes 01, 02 and 03; and, the buyer has agreed to the
application of a combination of the same, i.e,..as a result of
the negotiation phase, with respect to the bulsiness trans-
action to be actualized.

15944-12 06 99 [Notapplicable, i.e., no state change is‘allowed, (therefore
source of state change does not apply).

8.5 Rules governing disposition of personal information (PI)

This clguse integrates text and rules from ISO/IEC 15944-5:2008, 6.5.4.3 and ISO/IEC 15944-8:2012
F.4. It does so in a privacy protection requirementsicontext and from a more granular, ILCM-need;
perspegtive.

A key privacy protection requirement is that ofthe mandatory destruction of personal information, i.e
as the reverse of records retention. Within @n information/records management and archiving context
this prgcess requirement of an organization is known as "disposition". Disposition is an authorized
action fo remove (i.e., alienate) a set of recorded information from under the control of a Person and
thereby| extinguishing ownershipSand accountability2). In the context of this document, “Open-ed
disposifion” is defined in 3.77.

In this dlocument, only the mare basic, i.e., primitive, disposal actions are identified. However, even this
limited|set covers more-thah 85 % of the statutory requirements and best business practices of mos
organizations worldwide; and especially those of public administrations.

A key gspect of a\*disposition” action is that the specified SRI(s) is removed from the normal and
ordinarly course of business use of the organization, i.e. “control”. Another key aspect of any disposa
action i thatno state changes of any kind are allowed to the content value of any SRI(s) which has beer
“disposed”’ by the organization.

While the normal default result of a disposition action is the destruction (i.e., expungement) of the
recorded information, it is not uncommon for other results of a disposition action to occur. Examples of
these include:

— The transfer of the “disposed” SRI(s) to an archive (IT system) within the organization, and if so
with the same or different access and use controls.

26) Thisis more than “erasing” or “deleting” an SRIin an IT system. From an “evidentiary” requirements perspective,
the requirement here is that of “expungement” (= eliminate completely, wipe out, destroy or obliterate an electronic
record).
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EXAMPLE1  When an SRI(s) has as disposal action to be assigned the status of “archival”, it is normally
physically removed from the DMA of the organization and transferred to the “archival IT system” of the
organization at which time access to and use of such SRI(s) fall under the control of the "archivist” as an
officer of the organization.

— The transfer of the “disposed” SRI(s) to an archive (IT system) of (a) an agent of the organization;
(b) an organization which is a third party to the organization; or (c) a totally separate, and largely
removed, separate organization.

EXAMPLE 2  For (a): an organizational entity of a public administration, i.e. an organizational entity
of a jurisdictional domain government organization which has established a separate and |distinct
organizational part” as a separate entity governed by separate legislation, regulationc(e?| similar
legal instrument). As a result, it is possible that such an organizational entity has its\own |distinct
legal basis and associated rules for access to and use of such associated personal information for
all the SRIs which constituting the specified “archival collection” for that naturalnpetson which are
physically (and logically) maintained as a distinct “collection” the specified archival répository.

In addition, it is not an uncommon occurrence for all the personal information (public or private) for a “very
important person” (VIP) in an organization to be transferred to a new separate ‘erganization, or legpl entity
within an existing organization, e.g., as a presidential archive, a prime,ministerial archive or g private
archive (including those of a university).

EXAMPLE 3  For (b): A private sector organization disposing of’its specified SRIs to a university or a
private sector (often non-profit) organization.

— Thetransferof personal information by an organization for (officially recognized) research pyrposes;
along with associated legally-supported access and usetrequirements, including formally afcepted
(and legally permitted) access and use protocols.These are normally specified via formpl rules
(and associated guidelines) and supported by dpplicable coded domains as necessary/applicable.
Here such transfers may need to incorporater ensure “individual anonymity”, i.e., all Pls being
anonymized.

EXAMPLE4  Public administrations providing personal information on specified data elements|relating
to an (identified) individual on a systematic (including continuous) basis with respect to an ¢fficially
approved research project.

Rule 080:

Where the buyer in a (prospective) business transaction identifies himself/herselff as an
individual” in the “identification phase’ of a business transaction, the (prospective) seller
shall inform the (prospective) buyer of any and all ILCM conditions and options as part of the
applicable personalinformation privacy protection requirements and associated rules rgquired
[0 be provided by-the buyer as part of the “planning phase’ or, at the latest, at the end of the
identification phase” of a potential business transaction.

Rule 081:

Where-an‘individual is a buyer to a business transaction, the seller shall specify the disposition

the (to be) actuallzed busmess transactlon, and in partlcular those SRI retentlon requirements
which are mandatory based on the nature of a the good, service and/or right which is the agreed
upon goal of the business transaction.

Guideline 081G1:

The seller, as well as any other parties to the business transaction (e.g., a regulator, an agent, and/
or third party), should use coded domain 05.

Itis also a common and well-established practice for sets of personal information (SPIs) to be scheduled
and disposed of by transfer to an archive for historical and research purposes. As a matter of fact, many
jurisdictional domains have in place legislation (and pursuant regulations) for this purpose (e.g., in the
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form of a “national archives act”, a “medical research act", legally enforced protocols governing access
and use of personal information retained as part of longitudinal research, sampling). This is especially
so with respect to public administrations.

On the whole, once an SPI is “disposed”, according to the applicable RRDS, the content value(s) cannot
be changes, i.e., if state changes were permitted on the SPI while it was active and being retained,
once it is disposed no more state changes are allowed. Where SPIs, including SRIs, are not destroyed/
expunged as the disposal action, they are transferred to an archive either within the organization itself
or to archive of another organization as per (legal/contractual) agreement as supported by applicable
informationtaw:

Certain| types of SRI and associated SPIs resulting from completing the goal of a business transactior]
may befrequired to be retained permanently. This is the case for various types of business transactions
which flo not have any “post-actualization” requirements. Examples of these include educationa
recordg, i.e. those pertaining to completion of high school, a degree at a college or university, sale ang
transfef of an immovable property, etc.

Rule 082:

Where|the disposition action of an SRI, and in particular that of a SPI, is<that of transfer to an
archive to be retained permanently (i.e., as “permanent” SPI or SRI),(no further state changes
are allopwed for the same.

Guidelipes 082G1:

Where|the condition of Rule 061 applies, it is recommended t0 use ID codes 11 or 12 in coded
domain 07.

In addiffion, it can happen that the individual would like an organization to retain its SPIs (and associated
SRIs) after the scheduled disposition date/action. Thisxapproach is provided for in privacy protection
where the organization is able to ask an individual whether or not PI collected for one purpose may bg
used arld retained for another purpose.

EXAMPLE An organization establishes a dossier on an individual (with the individual’s consent) with
respect |to security clearance, level of competerncy, qualifications and so on, especially those which includg
letters ¢f reference, certified copies of key‘documents, etc. It is possible that, according to applicable PPR
the partlicular applicable SPI(s) is mandated’to be destroyed/expunged two years after last use. However, thg
individdal concerned, having used significant resources and time to compile the dossier and have it accepted by
the orgdnization, could very possibly request that the organization retain such SPIs.

It may [well be that, according to the applicable privacy protection requirements for the relevanf
SPI(s), tthese SPI(s) are mandated to be destroyed/expunged after two years of last use. However, the
individpial to whom these,SPI(s) pertain may well wish to have those SPI(s) returned to that individua
(whether as original-or copies, electronic/digital form, etc.). One reason here is that an individual may
have uged significant resources and time to provide its personal information to the organization. Also
an indiyidual hds)the right to request a copy of its SPI(s) from the organization at any time. Finallyj
where the SPI(s)*are returned to the individual, one should consider using code 20 in Table 7.

Rule 02]23:

Where the disposition action of an SRI, and in particular that of an SP], is that to be retained
permanently for historical or research purposes (i.e., as a “permanent” SPI or SRI), no further
state changes are allowed and the SPIs (or SRIs) are not subject to access and use conditions and
no longer permitted to be used for decision-making actions with respect to the individual whose
SPI(s) it is.

Guideline 083G1:

Where the condition of Rule 083 applies, it is recommended to use ID code 13 in coded domain 07.
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Table 7 — 07: Codes representing disposition types as actions of personal information (as SPIs)

07: Codes representing disposition of personal information (as SPIs)
IT interface Human interface equivalents (HIEs):
linguistic — written form
Source Coded ID ISO English ISO French
authority ID | domainID | code
15944-12 07 00 Other. autre
If CUdC "CC" (Othcl} ;.) uocd thcl A>3 ohuu}d bC dall aoouu;at
ed linked data element to capture the data value of the
"Other™".
15944-12 07 01 Disposition as complete destruction, i.e., expungement,
of the applicable SRI(s) by the organization which
controls the ILCM aspects of the specified personal
information as SPIs.
This not only includes expungement by the.seller as the
originating institution, i.e. Person, but also ensuring
that any of its associated agents and/or third parties, to
the relevant business transactions
15944-12 07 02 Disposition as complete destruction, i.e. expungement,
of the applicable SPI (and related SRIs) and notification
to the individual of the disposal action.
15944-12 07 10 Disposition via transférto an archival institution for
permanent retentiohor specified time period reten-
tion - General (nofurther state changes are permitted).
15944-12 07 11 Disposition via transfer to an archival institution, for
permanentyetention, which functions as a separate
legal entity. (When such a transfer takes place, no
further;state changes are allowed to the SPI(s) and its
related SRI(s).)
15944-12 07 12 Disposition via transfer to another organizational enti-
ty within the same organization, as an archival record,
for permanent retention. (When such a transfer takes
place, no further state changes are allowed to the SPI(s)
and its related SRI(s).)
15944-12 05 13 Transfer to an archival institution (for historical and
research purposes). (When such a transfer takes place,
no further state changes are allowed to the SPI(s) and
its related SRI(s) and specified (new) access and use
conditions apply.)
15944-12 05 20 Destruction of the complete SRI, including its SPIs, by
the organization with or without the return to the indi-
vidual whose personal information it is (via a printout
of the (final) record, an email with a pdffile, etc.)
15944-12 05 80-89 |User/implementing organization specified.
15{)44 12 95 98 llUt }\ll\) vv il ;ll\, nnu
15944-12 05 99 not applicabled sans objet
a2 This would apply to recorded information deemed to be transitory or ephemeral which can be discarded anytime, if the
organization is able to ensure that such recorded information is not subject to any external constraints of an “information
law” nature.

8.6 Rules governing the establishment and maintenance of record retention and
disposal schedules (RRDS) for sets of personal information (SPIs)

Increasingly, the resources of an organization (and especially a public administration) are of the nature
of “recorded information”. This is also true of any organization in which EDI plays a significant role in
the provisioning and delivery of goods, services and/or rights, especially those of an eBusiness nature.
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In many organizations, apart from its human resources, sets of recorded information (SRIs) are its
major resources.

A vital factor in efficient and cost-effective management of one’s information resources is that of a
systematic approach to 1) ensuring that the recorded information that one has is up-to-date, timely and
relevant; and, 2) deciding what to keep, for how long, what to discard, etc. based on applicable internal
and external constraints which, with respect to this document, require compliance with external
constraints of a privacy protection requirements nature. Such a systematic approach is commonly
known as the establishment of a “records retention and disposal schedule” (RRDS)27).

The establishment of an RRDS is a key element in any ILCM-based approach. Basically, an RRDS
prescribes the requirements of: 1) the length of time an SRI shall be retained while it is active partof
the opefation of the organization; 2) the criteria and appropriate disposal action of an SRI at the lend of
its life dycle. The primary sources of RRDS requirements are:

a) Internal constraints as established by an organization (and formally approved\sby its senioj
mahagement) with respect to its ILCM approach to and policy for with respeet-té managing its
respurces in the form of recorded information - based on the nature of the good, services and/o1
rights that it provides.

2) Extlernal constraints, especially those of an applicable legal and regulatory nature, based on the
nature of the goods, services, and/or rights which the organization.provides to its clients. Where

individual ltself) and 1f SO the number of state Changes (see 8.4.2 and Table 4).

d) The rules governing specification of store change type for IBs and SCs. This is of particular
importance in a PPR context as all state changes pertaining to personal information form part of an
SPI (see 8.4.3 and Table 5).

27) Itis outside the scope of this document to prepare rules for planning, establishing and maintenance of an RDDS.
Examples are available from professional organizations in the fields of archiving, records management, information
management etc., such as: https://www.alberta.ca/assets/documents/IM-Developing-Schedules.pdf or
https://archives.un.org/content/retention-schedules

Public administrations in most countries have similar detailed documents on RRDS. In addition, ISO 15489-1 is also
useful.
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e) The rules governing specification of source of change state type. This is also of particular
importance from a PPR perspective, especially where the buyer, as an individual in a business
transaction, is the one who requests a change state in its SPI pertaining to the business transaction
(see 8.4.4 and Table 6).

f) The rules governing specification of disposition types of all or parts of an SPI(s) pertaining to a
business transaction and/or forming part of a personal information profile (PIP).

Guideline 085G1:

fAn organization should implement the rules and coded domains (as decision tables) in a systematic
npproach in support of the organization, as a seller in a business transaction, to a buyer, as an
ndividual, in an integrated and IT-enabled manner in order to be able to comply with PPR in a cost-
pffective and efficient manner.

D Data conversion, data migration and data synchronization?)

D.1 Purpose
tis necessary to differentiate between:

h) information life cycle management which focuses on the “data”or content values themselve$, and is
a BOV perspective; and

h) system life cycle management (i.e. of IT systems, softwate), which is (should be) independent of any
“data” and is basically an FSV perspective, i.e., the.BOV requirements inform/instruct what FSV
shall be able to support.

['his approach is supported by the fact that Opeh-edi BOV standards, such as the ISO/IEC 15944 series,
fake a neutral approach to IT systems (see0:13). As such, data conversion, data migration ahd data
synchronization pertaining to privacy protéction and ILCM requirements are quite indeperjdent of
software and IT systems life cycle aspects.

Dne characteristic of information aridd communication technologies (ICT) is that many of its components
nave a relatively short life cycle{ Examples include system upgrades, new and different softwafe, data
storage devices, data processing approaches, communication devices and protocols, etc. As sych, it is
not an uncommon occurrence that, during the lifetime of a business transaction, especially ywhere a
business transaction cqovers several years (including post-actualization), the organization, in the role
bf seller, undertakes a~data conversion of its recorded information. Similarly, during the life time of the
recorded information pertaining to a business transaction, it may well happen that the organization
indertakes an [T’systems upgrade, migration to another IT system, etc., with one result being|a “data
migration”. Ineither case, it is essential that all ILCM requirements are maintained and, in pafticular,
rhose pertaining to personal information.

A differentiation is made between (1) data conversion, which deals with/focuses on change$ to the
format” and “representation” of the content of an SRI; and, (2) data migration, which deals with/
facuses on changes to the medium of recording, IT system (but not the application software).

It is also necessary to ensure “data synchronization” of personal information pertaining to a business
transaction, not only within all the DMAs of the IT system of the seller but also where the seller has an
agent(s) or the nature of a business transaction involves the participation of a third party(ies) among
the DMAs of the seller and its agents and/or third parties.

28) The principles and rules presented in this Clause incorporate existing requirements and long-established best
practices in the records management and archival community with respect to microfilming standards, evidentiary
requirements, etc.
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9.2 Rules governing data conversion of set(s) of personal information (SPI)
NOTE This approach is based on that of ISO 13008.

It is necessary to differentiate between changes in the use of ICT by an organization which are (a)
of the nature which impact the format and/or representation of the content of the SRI(s), i.e., “data
conversion” which applies at the “format or representation level; and (b) of the nature which involves
"data migration" of the SRI(s) from one IT system, data storage medium, etc., to another without any

change to the application software used to manage and/or represent the contents of the SRIs pertaining
to a bu~innoc francaction

TTIC OO trorroTrctroTtT

In this fontext and in support of this e-business, it is necessary to differentiate between the concepts
and defjinitions of data conversion and data migration as per 3.31 and 3.33.

Rule 086:

Where| an organization undertakes a data conversion of its SRIs pertaining to a business
transaction and the SRIs contain personal information (i.e., as part of an SRkand/or as one of
more §PIs), the organization shall ensure that applicable ILCM aspects in support of privacy
protection requirements are fully maintained (and carried forward).

Rule 087:

Where|an organization undertakes a data migration of its IT systeni(s) to another IT system and
that IT|system contains SRIs pertaining to a business transactien and the SRIs contain persona
informption, i.e., as either part of a SRI and/or as one of more SPIs, the organization shall ensure
that applicable ILCM aspects in support of privacy protection requirements are fully maintained
(and cdrried forward).

Rule 088:

Wheneyver an organization undertakes a data conversion or a data migration, it shall maintain
the authenticity, integrity, reliability and usability of the SRI(s) as well as relevant ILCM
requir¢ments, and especially those of an’ external constraints nature, including privacy
protection requirements where the SRIs-are of the nature of personal information.

Rule 089:

Whenejver an organization undertakes a data conversion or a data migration, it shall maintain
an audjt log/audit trail to provide proof and evidence that the processes involved maintain thg
authentticity, integrity and reliability of the contents of the SRIs and in particular those which
are of the nature of personal information.

Rule 090:

Whenejver an organization plans to undertake a data conversion or a data migration pertaining
to SRIs which-contain personal information, it shall inform its privacy protection officer (PPO]
and reguest’its PPO to review and assess whether such data conversion or data migration
plans, processes, audit trails/logs, etc., comply with and support applicable privacy protection
requiruucuta.

9.3 Rules governing requirements for data synchronization of sets of personal
information (SPI)

The need to ensure “data synchronization” for the information bundles (IBs) [and their semantic
components (SC)] interchanged among Open-edi parties to a business transaction has always
been assumed. It is a fundamental and logical conclusion of the application of the six fundamental
characteristics of Open-edi, especially from a BOV perspective.

Data synchronization is the process of establishing consistency of the content value(s), semantic
components (SCs) and any SRI from the source IT system to and among any and all other IT systems
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involved in a business transaction, and vice-versa, through ensuring continuous harmonization
of data over time, i.e.,, whenever a state change occurs. Within IT systems of an organization, data
synchronization can involve a number of tools such as referential integrity, file synchronization,
version control, synchronized distributed systems, mirror computing and back-ups., etc., as well as
timestamp synchronization, where all state changes to the content value are marked with time stamps.
Data synchronization needs to be well designed and managed in order to prevent “sprawl” of data, and
to ensure that data integrity safeguards are in place, security management can be implemented, etc.

Not only is ensuring data synchronization among the IT systems of Open-edi parties participating in a
3 'y A3 3 'y £ £ laaotla nOLL Jd 1 QV7 3 A A3 1o h
PDUSIIITSS LI AdllSdULIUIL VCl_y llll}JUl L4dlit 11UIll DUl d DUV dllu 1I"'o'Vv lCLiLlll CIIITIILS IJCI D}JCLLIVC ptg, where

the buyer is an individual, privacy protection requirements make data synchronization mandatpry.

Rule 091:

Where the buyer in a business transaction is an individual, the seller (pessibly using more
than one DMA (or IT system) to process the SPIs pertaining to the instantiation of the business
[ransaction) shall ensure that complete data synchronization exists or isenacted among all such
DMASs (and their IT system) including those of a back-up nature.

Rule 092:

Where Rule 090 applies and the seller uses an agent and/or a third party, the seller shall lensure
that data synchronization exists, or is enacted, prior to any EDI of SPIs with such parties.

Fuideline 092G1:

A seller should make data synchronization capabilities for SPIs, as stated in Rules 090 and 091, a
bre-condition as part of a contractual agreement before engaging in EDI with any agent|and/or
third party with respect to SPIs pertaining to a business transaction.

Privacy protection requirements (PPR) allows for state changes to the content value of s¢mantic
components (SCs) forming part of a set of ;personal information (SPIs) in business transactions under
certain and specified conditions. These and'associated rules and guidelines are summarized in §.4. This
ncludes the seller ensuring that when astate change occurs in the DMA(s) in its IT system(s) pertaining
fo all or part of a set(s) personal information (SPIs) on a buyer as an individual in an instdntiated
business transaction, that the sami€ state change occurs in the content value of SPI(s) maintajined by
h1] parties with which the seller, via EDI, has made parties to that business transaction as eithef agents
pr third parties. This requirement also applies to any and all coded domains pertaining to, apd used
hs, references with respect/ to parties and their IT systems involved in a business transactign. This
bperational if known,as “transactional integrity” and in a PPR context is labelled as “privacy pratection
rransactional integrity” (PPTI), which is defined in 3.99.

Rule 093:

Where in a’business transaction the buyer is an individual, the seller shall ensure that: 1) in its
pwn IT-system(s) it has in place policies and procedures which ensure that privacy progection
fransactional integrity (PPTI) requirements are supported; and 2) any, and all, of the|agents
nd/or third partles which the seller lnvolves, via EDI, in the executlon of an instaptiated
are able

to and will support PPTI requlrements in their IT system(s)
Guideline 93G1:

Any organization (including public administrations) should ensure that, prior to involving any
agents and/or third parties in the instantiation of a business transaction, these parties are capable
of and do implement PPTI requirements.

To conclude, one should view PPTI requirements with respect to personal information as being similar in
nature to existing requirements of a transactional integrity nature in “real time” (business) transactions
in sectors such as finance and banking services, logistics and management services, medical services,
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etc.29 In these and other sectors that support PPTI requirements, it is vital that all parties to a business
transaction, engaging in EDI ensure that the state of their recorded information pertaining to any
business transaction including state changes, remains harmonized and is synchronized with respect to
the content value of a data element at whatever level of granularity.

10 Rules governing EDI of personal information (PI) between primary ILCM

» «

Person, i.e., the seller, and its “agent”, “third party” and/or “regulator”

10.1 General requirements

This clquse integrates and summarizes existing rules from ISO/IEC 15944-1:—, 6.2.3 to 6.2.6and of
applicaple clauses in ISO/IEC 15944-8 such as ISO/IEC 15944-8:2012, 5.3.2.

This clquse focuses on EDI aspects of personal information, i.e., criteria and rules which \are required
to be cqmplied with by both the primary ILCM Person (i.e., the seller) and a prospectivey“agent” and o1
“third garty” prior to the seller deciding to use an “agent”, or “third party” as a separate autonomous
party, ih support of an instantiated business transaction where the buyer is an indiyidual.

The incfeased use of organizations to outsource some, or most of, their IT systems including their DMA;5
and relpted processing to “cloud-based” services increases the important-of ensuring that applicablg
ILCM agpects of SPIs continue to be supported (see ISO/IEC 15944-8:2012;'5.3.2).

With r¢spect to the engagement of a third party in a business-fransaction, it is already stated in
ISO/IE( 15944-1:—, 6.2.5, that a third party is not an agent of either the buyer or seller but is one whd
fulfils a specific role or function in the execution of a business:transaction as mutually agreed to by the
two primary Persons or as a result of applicable external counstraints.

One current approach to offering supporting ICT-based services to an organization (or publid
adminigtration) as a seller in a business transaction isnow known as cloud computing.

Rule 094:

The rulles governing the delegation to an-agent and/or third party by either the seller, buyel
and/or| regulator of any aspect of the:commitment exchange(s) among parties to a businesy
transac¢tion as stated in ISO/IEC 15944-1:—, 6.2.6 apply (see B.3).

5:

Rule 09

Any de¢legation by a seller, buyer and/or regulator of any aspect of the instantiation of 3
businefs transaction to @n-agent or third party shall include identification of applicable ILCM
requir¢ments and, in particular, applicable personal information requirements.

Rule 096:

Where|the delegation by a seller or regulator of any aspect of the instantiation of a business
transactiontinvolves an individual as buyer, the organization or public administration in its
role as|a-s h applicablg

a) pertaining to whether or not the specific role or sub-role(s) can be delegated in the first
place depending on the good, service and/or right being provided; and

b) ensuring that the individual provides explicit and informed consent with respect to such a
delegation by the seller to an agent or third party.

29) A key aspect of “blockchain” business transactions is that they provide (100 %) transactional integrity, and
thus where a blockchain business transaction contains personal information (Pi) it is able to be constructed to
provide (100 %) PPTI.
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Rule 097:

Irrespective of the location of the SRIs/SPIs pertaining to a business transaction and the use
of agents and/or third parties, the organization that is the seller is, and remains, solely and
uniquely responsible for ensuring privacy protection for personal information including all
associated ILCM requirements.

10.2 ILCM rules pertaining to use of an “agent”

A Setter should ot Interciiange SPIs withr Its agent(S) uniess the agent t1ias 1 ptace proceauyes and
mechanisms which support privacy protection requirements (PPR).

Rule 098:

Where a seller uses an agent, the seller shall ensure before interchanging any personal
nformation (PI) with an agent (and its IT system), that the agent (and its I'T systems) support
applicable privacy protection requirements.

[his is essential for the seller to be compliant with PPRs when the buyer,is an individual,, i.e., the seller
may not interchange PI with another organization, including its agent(s], unless the agent is|also in
fompliance with applicable privacy requirements.

ruideline 098G1:

Prior to an organization delegating part (or all) of the instantiation of a business transactiqn to an
ngent via EDI, the organization should obtain (written) dssurance of the agent’s compliance with
brivacy protection requirements and particularly in-the DMAs in the IT systems of the agent. This
ncludes the agent having a designated privacy protection officer (PP0O) and a personal inforimation
rontroller (PIC).

Rule 099:

Where a state change occurs to personal information pertaining to a business transactipn, and
the seller has interchanged such personal information to its agent(s), the seller shall notify the
agent of such a state change(s) and the agent shall acknowledge receipt of the same and verify
that it has made the same state change in its IT systems.

Rule 100:

Where a seller uses an agent and interchanges personal information pertaining to a buisiness
[ransaction, the seller shall ensure that the agent in its IT systems supports applicable ecords
retention and disposal scheduling of that personal information.

ruideline 1006G1:

A seller<can ensure that records retention and disposal requirements pertaining to personal
nforntation of a seller in a business transaction are maintained by its agent(s) through the use of
state changes.

For exampte, whermr the sefter destroys{ie; expunges)the persomatinformatiomras required pertaining
to a specified business transaction, the seller could send a state change whereby the SCs (and IBs)
pertaining to that business transaction would be changed in their content value to “00”.

Rule 101:

At the completion of a business transaction, where the buyer is an individual and the seller does
not dispose of all related SPIs but instead transfers those SPIs to an archive for added temporal
or permanent retention, the seller shall inform the individual of the same along with (new)
access and use provisions which may apply and, where applicable, the name and coordinates of
the agent, i.e., another party.
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10.3 ILCM rules pertaining to use of a “third party”

While the rules and guidelines in 10.3 may seem similar to those in 10.2, the crucial difference is that
the role and actions of an “agent” are solely under the control of the seller, while the role and actions of a
“third party” are on behalf of both the buyer and seller, as mutually agreed to by them both.

Rule 102:

Where a seller uses a third party, the seller shall ensure before lnterchanglng any personal

A seller should not interchange IBs or SCs with a third party unless the third party has in ‘place
procediires and mechanisms which support privacy protection requirements.

Rule 103:

Where|a state change occurs to personal information pertaining to a business thansaction, and
the seller has interchanged such personal information to its third party(ies), the seller shal
notify the agent of such a state change(s) and the third party shall acknowledge receipt of the
same and verify that it has made the same state change in its IT systems.

Rule 1(4:

Wherela seller uses a third party and interchanges personal information pertaining to a business
transaction, the seller shall ensure that the third party in-its IT systems supports applicable
records retention and disposal scheduling of that personal information.

Guideline 104G1:

A seller can ensure that records retention and disposal requirements pertaining to personal
information of a seller in a business transaction are maintained by its third party(ies) through thé

use of T:te changes.

For example, when the seller destroys (i.e., expunges) the personal information as required pertaining
to a spgcified business transaction, thesseller could send a state change whereby the SCs (and IBs]
infing to that business transaction'would be changed in their content value to “000”.

At the ¢ompletion of a business transaction, where the buyer is an individual and the seller does
not dispose of all related-SPIs but instead transfers those SPIs to an archive for add temporal o1
permanent retention, theseller shall inform the individual of the same along with (new) access
and usg provisions #which may apply and, where applicable, the name and coordinates of thg
third pparty, i.e., aniether party, rather than by the organization itself.

10.4 ILCM rules pertaining to involvement of a “regulator”

It may [pe-that, in addition to the involvement of third party(ies), as mutually agreed by the buye;

of a regulator depending on the nature of the good, service and/or right which is the goal of that
business transaction. This may well introduce ILCM-related requirements as external constraints of
the regulator.

Rule 106:

Where the nature of the business transaction requires the participation of EDI with a regulator
(and its IT systems), the seller shall ensure that the regulator (and its IT system(s)) support
applicable PPR.

A seller should not interchange IBs or SCs with a regulator unless the regulator has in place procedures
and mechanisms which support privacy protection requirements.
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Rule 107:

Where a state change occurs to personal information pertaining to a business transaction, and
the seller has interchanged such personal information to a regulator(s), the seller shall notify
the regulator of such a state change(s) and the regulator shall acknowledge receipt of the same
and verify that it has made the same state change in its IT systems.

Rule 108:

Where a seller uses a regulator and interchanges personal information pertaining to a business
[ransaction, the seller shall ensure that the regulator in its IT systems supports applicable
records retention and disposal scheduling of that personal information.

suideline 108G1:

A seller can ensure that records retention and disposal requirements pertaining to personal
nformation of an individual in a business transaction are maintained by theregulator(s) through
the use of state changes.

For example, when the seller destroys (i.e., expunges) the personal information as required peftaining
[0 a specified business transaction, the seller could send a state change whereby the SCs (qnd IBs)
bertaining to that business transaction would be changed in their eontent value to “000”.

t is assumed that a regulator is involved in EDI pertaining to a-business transaction due to applicable
pxternal constraints which require some or all of the SRIs pertaining to the business transacti¢n to be
nterchanged with the regulator by the seller.

11 Conformance statement

11.1 Overview

[he first two types of conformance statements presented in this clause are at the most pifimitive
evel only.

[his clause is modelled on that found in ISO/IEC 14662:2010, Clause 6.
[here are two different categories of conformance statements for this document:
h) Category A — ISO/IEG 14662 Open-edi reference model; and, ISO/IEC 15944 compliance; and

p) Category B —dSO/IEC 15944-12 conformance only. These basically apply for use by a seller or
regulator.

[he reason for these two categories is to permit users and implementers of ISO/IEC 159448 to be
ronformantto its requirements without using the Open-edi modelling constructs as well as regigtration
bf Open-edi scenario(s) (OeS) and scenario components as re-usable business objects.

nraddition, there are conformance statements for use by “agents” and “third parties” (see 11.4).

11.2 Conformance to the ISO/IEC 14662 Open-edi reference model and the ISO/
IEC 15944 series

Rule 109:

Any user/implementer conformance statement of this nature shall state: (a) that it is conformant
to the BOV class of ISO/IEC 14662; (b) the list of the basic concepts of the ISO/IEC Open-edi
reference model and the ISO/IEC 15944 series as stated in ISO/IEC 15944-7; and (c) whether
or not it has any Open-edi compliant scenarios and scenario components registered using
ISO/IEC 15944-2.
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11.3 Conformance to ISO/IEC 15944-12

Rule 110:

Any user/implementer conformance statement of this nature shall state: “The existence,
management, use and/or interchange of personal information (i.e., as SPIs) by XYZ [insert name
of organization or public administration] with any other party (to the business transaction) is
conformant and consistent with the eleven privacy protection principles and associated information
life cycle management (ILCM) requirements as stated in the definitions, concepts, rules, guidelines

L i FISO/IEC 15944.12"
and relgtedrequirements-of ISOAEC15944-12".

11.4 Conformance by agents and third parties to ISO/IEC 15944-12

Itis the
to a bug

This means personal information maintained under the control of the organization‘acting in the rolg
of sellef, including as ILCM of the organizations’ IT systems (and related DMAs).-Where and when ar

(seller)

containfing personal information, the seller organization shall ensure that any'agent or third party with

which i
Rule 11

An org
and th
of any
party i

Conformance statement for use by parties who function as agents or third parties to a sellel

organiz
involve

seller in a business transaction who is responsible for ILCM of personal information’/peftaining
iness transaction where the buyer is an individual.

organization decides to use an agent or a third party in the fulfilment of a-business transactior

f interchanges personal information is “conformant” with ISO/IEC 594 4-12.
1

hnization, in the role of seller, in a business transaction where the buyer is an individua
e business transaction contains personal information shall ensure before interchanges
such personal information occur with an agent or. third party that such an agent or third
5 conformant with applicable privacy protection requirements.

ation in a business transaction where the buyer is an individual and the business transactior
5 personal information.

ganization “XYZ” [insert name of orgdnization] acting as an agent or third party [indicate which|
brganization “ABC” [insert name.-of.organization acting as the seller in a business transaction|
by states that it is conformant iw/its IT systems with respect to the content value(s) of any and
SPIs pertaining any EDI of such SPIs with the eleven privacy protection principles and associated
rmation life cycle management (ILCM) requirements as stated as in the definitions, concepts, rules
related requirements of ISO/IEC 15944-12. This includes organization "XYZ” having a designateq
/function of privacy( protection officer (PPO) and personal information controller (PIC) as an
anization person(s).”
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Annex A
(normative)

Consolidated list of terms and definitions with cultural
adaptability: ISO English and ISO French language equivalency

A.1 Purpose

All parts of the ISO/IEC 15944 series maximize the use of existing standards where and whenever
possible including relevant and applicable existing terms and definitions, TFhese are prgsented
n Clause 3. This annex contains only those new concepts and their definitions introduced|in this
Hocument, i.e. as [SO English and ISO French language HIEs.

SO/IEC 15944-7:2009, Annex D already contains the consolidated ISO English and ISO French lgnguage
pquivalents for all the other concepts and definitions found in Clause™3: ISO/IEC 15944-7 also dontains
SO Russian and ISO Chinese language HIEs for all the concepts and-their definitions.

A.2 ISO English and ISO French

[his document recognizes that the use of English and French as natural languages is n_ot(;lmiform
br harmonized globally as this is the nature of any-hatural language. For example, there different
Variations in the spellings of the same words in the’English language (and in some cases in the|French
anguage). Other examples include use of Arabic,"German, Portuguese, Russian, Spanish, etc., asnatural
anguages let alone as “official languages” (see ISO/IEC 15944-5:2008, 6.2.3) in different jurisdjictional
Homains at various levels, including those-o0f provinces, states, cantons, lander, etc.

Consequently, the terms "ISO English{' and "ISO French" are used to indicate ISO/IEC's specialized use
bf English and French as natural lariguages in the specific context of international standardizatfion, i.e.,
hs a "special language". In addition, international standards often contain terms (and words) which are
not (yet) found in natural language dictionaries. As such, the variant use of the English and [French
language in this documentis referred to as “ISO English” and “ISO French”.30)

A.3 Cultural adaptability and quality control

SO/IEC JTClchas "cultural adaptability” as the third strategic direction which all stgndards
levelopmentwork should support. The two other existing strategic directions are "portability" and
'interoperability”. Not all ISO/IEC JTC1 standards are provided in more than one langua|;e31)(in
hddition'te "I1SO English").

[hissannex supports "cultural adaptability” by ensuring that, if a standard is developed in opne 1SO/
ECG official" language anly at the minimum the terms and definitions are made availabhle in mdre than

one language.

30) The same approach is taken in [ISO/IEC 15944-7 which, in addition to ISO English and ISO French equivalencies
for definitions and associated terms, also does so in ISO Russian and ISO Chinese.

31) Many of the ISO/IEC JTC1 standards pertain to “programming languages” (e.g., Fortran, C++, Java, etc.) or
“markup” languages e.g., SGML or its derivative XML). These are not “natural” or “special” languages and thus do not
have multilingual equivalents.
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Translating terms and definitions:

A.4 (Qrganization of Annex A — Consolidated list in matrix form

The tefms/definitions are organized in matrix form in alphabetical order’ (English language). The
columng in the matrix are as follows:

The primary reason for organizing the columns in this order is to facilitate the addition of equivalen{

Adds a level of a "quality control check” in that establishing an equivalency in another language
identifies ambiguities in the source language.32)

Recognizes that in languages other than English, the grammatical gender of the term is important
as the same word, i.e., character string may have a completely different meaning depending on its
grammatical gender (see [SO/IEC 15944-5:2008, 6.2.6).

Enhances the widespread adoption and use of standards worldwide, especially by users of this
doqument who include various industry sectors, different legal perspective, policymakers ang
corjsumer representatives, other standards developers, IT hardware and service providers, et¢.

Tales an IT-enabled approach which promotes interoperability from both IT and human‘interface
perfspectives (see ISO/IEC 15944-5). An essential aspect of this approach is to use the unique and
unambiguous composite identifier of each term/definition pair as the ID code withh which are
asspciated multiple bilingual/multilingual textual equivalent representations.

Table A.1 — Columns in TableA\2

Col. No. Use

IT-interface — Identification

eBusiness vocabulary ID (as assigneddn*[SO/IEC 15944-7)2

Source. International standard refetrenced or that of ISO/IEC 15944-12 itself

Human interface equivalent.(HIE) components

N | =

ISO English language — term

Gender of ISO English language termb

ISO English language +- definition

ISO French langitagé — term ¢

N Ww

Gender of thé ISO French language termb

8 ISO French language — definition

a  eBusiness Vocdbulary IDs are assigned based on the next available Dnnn sequential number.

b The codesrépresenting gender of terms in natural languages are found in ISO/IEC 1594 4-5:2012,
6.2.6 and Table 1 (they are “01 = masculine/masculine”, “02 = feminine/feminine”, and “03 = neuter/
neutre”).

¢ Theuse of French language equivalents, required in Column (8), means that these also serve as
inputs thto ISO/IEC 15944-7:2009, Annex D.

terms/definitions in other languages as added sets of paired columns, €.g., Spanish, Japanese, German,
Russian, Chinese (see ISO/IEC 15944-7).

A.5 List of newly introduced in Part 12 terms and definitions with cultural
adaptability: ISO English and ISO French

32)

No quality management system standards exist pertaining to the quality, integrity and unambiguity of the

“data” or “data element” itself, let alone unambiguity in its semantics. However, ISO/IEC 20016-1 does address and
resolve many of these issues.
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Annex B
(normative)

Consolidated set of rules in the ISO/IEC 15944 series of particular
relevance to privacy protection requirements (PPR) as external
constraints on business transactions which apply to personal

B.1 Purpose

This dog
privacy]
[SO/IE(
privacy]

The puj
of IS0/

pertain|

the primary source of external constraints. The existing parts of the ISO/IEC 15944 series address, ir

an integ
of juris
specifid

Only th rules themselves are presented here. For related text, as well as associated guidelines, whersg

There dre parts of the ISO/IEC 15944 series.which do not contain any rules (or guidelines) of relevancg

applica
to priva
1) ISO
paf
2) 1ISO
cor]

B.2 (

The ru
numeri
Table B

—imformmation (P imamItCEMrequiremrents comtext———

cument makes extensive use of rules and guidelines in ISO/IEC 15944-1 and adapts them in g
protection requirements context. Similarly relevant rules and guidelinés in ISO/IEC 15944-2
15944-5,1SO/IEC 15944-7 and ISO/IEC 15944-8 serve as the basis forriflés required to support
protection requirements.

pose of this annex is to provide a consolidated presentation of dll the rules in the existing partg
EC 15944 for the scoping and specification of Open-edi scenarios and their components which

to external constraints relevant to privacy protection regdirements. Jurisdictional domains arsg

frated manner, many of the requirements pertaining tespecifying common external constraint
lictional domains which are relevant to privacy protection requirements either in a generic of
manner.

ble, see the relevant clauses in the ISO/IEG15944 series as identified in B.2 to B.7.

cy protection requirements (PPR}:These are:

IEC 15944-4, which focuses ‘on “accounting and economic ontology” at the Person level as
ties to a business transaction,i.e., in their roles as buyers, sellers, and/or regulators.

[EC TR 15944-6, which-provides a technical introduction to e-Business modelling and, as such
tains no rules.

rganization-of Annex B: Consolidated list in matrix form

es and-associated references are presented in matrix form. The rules are presented in thg
c orderin which they are presented in ISO/IEC 15944-1. The columns in the matrix are listed ir]
1,

Table B.1 — Columns in Table B.2

Col. No Use

Number of rule as per part of the ISO/IEC 15944 series.

Clause in ISO/IEC 15944-1 of which the rule is part.

Rule statement as per ISO/IEC 15944-1.

NOTE Only text of the rule itself is presented. For associated guidelines, requirements and text see
the relevant clauses in that part of the ISO/IEC 15944 series.
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B.3 Consolidated list of rules in ISO/IEC 15944-1 pertaining to external
constraints relevant to supporting PPR

Table B.2 — Consolidated lists of rules and associated guidelines

Rule No.

Clause ID

Rule statement

[£))

(2)

(3)

6.1.3

In (electronic) business transactions, all commitments shall be stated explicitly and

h 1 1 a b 1 11D H 1 - 1 H . H
UITdIITUTE UUUSTY dIU UTUITUTT STUUU U Y dIT TTISUITS TITVUTVEU TIT a UUSTITTS S U amsaction.

13

6.2.2

The level of unambiguity, i.e., certainty/reliability of a persona and resulting-identifi-
cation of the Person identity used by a Person shall be appropriate to the goal|of the
business transaction.

15

6.2.2

Business transactions having different goals may allow a Person to'use the same per-
sona and its associated identification schema (including resulting identifiers)| while
others may prohibit this.

27

6.2.4

Unless bound by external constraints, buyers and sellers'asPersons are free to
undertake any business transaction involving any goad,service, and/or right|they
mutually agree to.

28

6.2.4

External constraints governing rules and practices of buyers and sellers in bulsiness
transactions apply either to Persons (undifferentiated) or distinguish among jndi-
viduals, organizations, and public administtations.

29

6.2.5

Rights or obligations arising from comrhitments in a business transaction shalll be ful-
filled either directly by the Person asthe end entity or by an agent acting on itg behalf.

30

6.2.5

The ability to delegate a role to airagent shall be explicitly stated. If constrainits shall
be satisfied before such delegdtion can take place they shall be explicitly statgd.

31

6.2.5

Where delegation of a role gafinot take place this shall be explicitly stated.

32

6.2.5

A business transaction takés place between two Persons. Other Persons, i.e., third
parties, may fulfil speeijfied role(s) or functions(s) on mutual agreement or asfa result
of external constraints.

33

6.2.6

External constraints exist on the provisioning of goods and services and the He-
haviour of Petsons as players in business transactions including those provided via
electronje ecommerce.

34

6.2.7

From a:minimal external constraints perspective, the three basic sub-types of Per-
sons.ds role players in any business scenario are: (a) individual, (b) organizatjon, and
(€) public administration.

35

6.2.7

A'legal (or artificial) Person consists of one or more natural persons and/or ope or
more other legal persons.

38

6(2-8

From a minimal external constraints perspective, a common set of constraintfs on a
business transaction where the buyer is an individual are those of a consumef pro-
tection nature.

39

6.3.1

Conceptually a business transaction can be considered to be constructed from a set
of fundamental phases. They are planning, identification, negotiation, actualization
and post-actualization.

40

6.3.1

The five fundamental phases may take place in any order.

44

6.4.1

Electronic business transactions require recorded information.

47

6.4.2

The definition of data, and related information technology terms and definitions
found in ISO/IEC 15944-1 shall able to be mapped into legal frameworks.

48

6.4.2

Standards development work in support of electronic business transactions shall
incorporate and support data granularity requirements. The level of granularity
reflects the degree of detail appropriate to the level of certainty required in the data
being interchanged among the parties participating in a business transaction.

49

6.5.1

Open-edi scenarios and Information Bundles shall therefore be capable of reflecting
constraints to be applied which may be as a result of: (a) commitments among par-
ties, i.e., as internal constraints; and, (b) external constraints.
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Table B.2 (continued)

Rule No. | Clause ID Rule statement

1) (2) (3)

50 7.2 The requirement for an Open-edi scenario to incorporate external constraints on a
business transaction shall be stated at the outset.

51 7.2 It is necessary to state whether the Open-edi Parties in the business transaction
being modelled are (a) Persons in general, i.e., undifferentiated; or (b) differentiated
among categories of Persons, i.e., subtypes, as individuals, organizations and public
administration.

57 7.2 If the business transaction being modelled through an Open-edi scenario (OeS)
incorporates external constraints which impact FSV demands on Open-edi Suppert
Infrastructure (OeSI), these shall be specified.

66 8.3.2.4 The OeS set of roles attribute applicable to the scenario shall be specified.and refer-
enced through their Role Identifiers.

67 8.3.2.4 One shall state which roles of the OeS are mandatory, conditional, ‘erymandatory
subject to a conditional.

68 8.3.2.4 Where applicable, constraints on the same Open-edi Party playing more than one of
the roles in the set of roles applicable to the OeS shall bespecified.

70 8.3.2.5 If applicable, one should state which IBs are mandataory;conditional, or mandatory
subject to a conditional.

71 8.3.2.5 Where applicable, constraints on IBs pertaining to Toles in the OeS shall be specified.

72 8.3.2.6 The business requirements, rules and practices applicable at the scenario level shall
be specified. This specification shall be stated at a level of detail to ensure that there
is no ambiguity in the commitments among Open-edi parties at the scenario level.

73 8.3.2.6 Business constraints, if any at the scéhario level, pertaining to Open-edi parties and
scenario components shall be specified. All of these shall be accounted for in scenar-
io components, i.e., roles and/arinformation bundles.

74 8.3.2.7 Requirements or constraints\arising from applicable laws or regulations at the sce-
nario level shall be explieitly stated including the source jurisdictional domains.

75 8.3.2.7 Where multiple laws'dnd regulations apply at the scenario level, the constraints
applicable shall beintegrated.

101 8.4.2.5 Constraints, if any, on an Open-edi party being able to play a role shall be specified.

103 8.4.2.7 Any external'constraints arising from laws or regulations to any aspect of the role
and its attributes shall be identified and stated including the reference/source of
the applicable law or regulation, i.e., qualifications for a role, prescribed behaviour,
restrictions on the delegation of a role, etc.

135 8.5.2.4 Any business rules controlling the content of an IB shall be identified and the nature
and functioning of these rules explicitly stated. The source of such business rules
shall also be referenced.

136 8.5:2(5 Any external constraints arising from laws and regulations governing the content of
an IB shall be identified, the requirements explicitly stated and the source referenced.

137 8.5.2.5 Any IB created to meet a requirement of external constraints of the nature of laws
and regulations should be so identified, the contents of the IB explicitly defined, at
thetevelof gramutarity required; amd the source taw/regutation referenced:

140 8.5.2.8 Requirements for retention of recorded information for an IB, if any, shall be
specified as well as which OePs involved in the associated role(s) have the primary
responsibility for retaining this recorded information.

141 8.5.29 Requirements arising from laws or regulations for the retention of recorded informa-
tion applicable to the IB, if any, shall be explicitly stated and the source(s) referenced.

146 8.5.5.1 A semantic component can be a single (simple) data element, a composite data
element, or a data structure, (e.g., a set of data elements which interwork in order to
ensure semantic completeness and ensure the required unambiguousness).

147 8.5.5.1 A semantic component shall be a component of at least one Information Bundle when
exchanged among Open-edi Parties.

98 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

Table B.2 (continued)

SC name as equivalent linguistic expressions may be associated with an SC ID
as "aliases").

Rule No. | Clause ID Rule statement
1) (2) (3)
153 8.5.5.2.2 |A SC name is the designation of the SC ID by a linguistic expression. More than one

, (e.g.,

A4 o
] v

constraints of relevance to supporting PPR

register are made available to the public.

Rule No. | Clause ID Rule statement
1) (2) (3)
2 5.3 The registration of any scenario or scenario component shall be capable of sypport-
ing multilingual semantic equivalents at the human interfage.
3 5.3 On the while, and from an internal constraints only hased perspective, parti¢s to a
business transaction are free to choose the language(s) to be used.
9 6.5 Only valid, superseded, and retired OeRIs shall(be'exposed when the contentfs of a

B.5 Consolidated list of rules in ISO/IEC 15944-5 pertaining to external
ronstraints of relevance to supporting PPR

Rule No. | Clause ID Rule statement

1) (2) (3)

002 521 Unless a particular external constraint governing the commitment made reqpires
that it be made in a\specific jurisdictional domain, Persons are free to choosg the
jurisdictional domain in which the business transaction is (deemed) to take place

003 5.2.3 Depending oni.the nature of the goods, services or rights being provided (as the goal
of the business transaction being modelled), applicable external constraints may
specify‘and require the business transaction to be enacted in a specified jurigdic-
tional domain.

004 5.2.3 Within a particular jurisdictional domain, it may be required to reference a gpecific
act or regulation as well as require the participation (in some form) of a regullator.

005 5.2.3 For any business transaction (or part thereof) which involves an external coh-
straint(s), a role of regulator(s) shall be included and modelled as part of the scenar-
io and scenario components.

006 5.3 The primary source of a regulator having the authority to prescribe externallcon-
straints is that of a jurisdictional domain.

008 5.4 When modelling a business transaction, where one includes external constrgints, it
is necessary to differentiate among the three common sub-types of Person, namely
individual, organization and public administration. A jurisdictional domain ghall be
modelled as a public administration

016 5.7 An external constraint may specify the "explicitly shared goal" of a business trans-
action as a whole.

017 6.2.1 [t is vital that all parties to a business transaction have a complete and unambig-

uous understanding, i.e., level of certainty and explicitness required, to ensure
that the commitments being entered into are fully and completely understood and
agreed upon by all the parties involved.

© ISO/IEC 2020 - All rights reserved
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

018

6.2.1

Persons, whether as individuals or as organization Persons acting on behalf of
their organization or public administration (on whose behalf they are qualified and
authorized as role players to make commitments), shall agree to the language(s) to
be used in a business transaction, i.e., by all the parties involved, in order to ensure
that the semantics of the commitments being entered into are completely under-
stood by all parties involved.

019

Choice of use of languagels)is governed bv three primarv factors:
s haha A G R ) o4 r o

1) seller, i.e., supplier choice;
2) Dbuyer, i.e., user, demands; and/or;

3) regulator, i.e., requirements of a jurisdictional domain.

020

6.2.1

In business transactions which are modelled and registered as scénarios and sce-
nario components which involve internal constraints only, the parties involved are
free to choose and decide among themselves the natural language(s) to be used for
the recorded information in a business transaction.

021

6.2.1

In modelling a business transaction which involves intérnal constraints only, it is
advisable that parties concerned use the 3-alpha langliage code set as stated in
ISO 639-2 for the identification of the language(s) to be used and/or supported.

022

6.2.2

In business transactions which are modelled (and registered) as scenarios and sce-
nario components, i.e., as business objects,hich involve external constraints, one
shall specify the official language(s) to be supported based on the requirements of
the jurisdictional domain(s) which is the'source(s) for these external constraints.

023

6.2.2

In modelling a business transactioncfor parts thereof) and registering them as
re-useable business objects involizing external constraints, these shall be modelled
in a manner which supports the\language requirements, including a multilingual ap-
proach, of the source of such(éxternal constraint(s), (e.g., jurisdictional domain(s)).

024

6.2.2

Ajurisdictional domainhas either an official language(s) or a de facto language.

025

6.2.2

It is for a jurisdictional domain to decide whether or not it has an official language.
If not, it will haveia'de facto language.

026

6.2.2

Alaw or regulatien of a jurisdictional domain may require the use of or the ability
to support dispecific language within a particular context, i.e., as a legally recog-
nized language (LRL).

027

6.2.3

Whereé a)jurisdictional domain has more than one official language, Persons as sup-
pliérs shall be capable of communicating with buyers (particularly as individuals)
in‘any one of the official languages of that jurisdictional domain.

028

6.2.4

A jurisdictional domain may have either one or more official languages and, if not,
may have only one de facto language.

029

626

In order to be able to specify the grammatical gender of a noun or term used as may
be required based on the official (or de facto) language used, the set of "Codes Rep-
resenting Gender in Natural Languages" shall be used in the modelling of a business
transaction and registration of any related business object.

030

_C'\
!\)
[«)

AL +la £Eiaiall L da foaral o f o radiass 1d 13a-la.
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gender this shall be stated.

031

6.2.7

Where a jurisdictional domain has more than one official language, human interface
equivalents (HIEs) are required in each official language in order to ensure unambi-
guity in the semantics of the commitments made.

032

6.2.7

Itis up to a jurisdictional domain to establish HIEs in its official language(s) where
these are part of the specification and implementation of external constraints.

033

6.2.8

In order to ensure unambiguity in the use of a natural language in business trans-
actions it is necessary to specify the jurisdictional domain for the varied forms of
that natural language to be used using common standard default conventions for
the unambiguous identification, interworkings and referencing of combinations of
codes representing countries, language and currencies.

100

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=bab6c93d8b0da1df2f8f5a9a7f8d9e4c

ISO/IEC 15944-12:2020(E)

Rule No.

Clause ID

Rule statement

1)

(2)

3)

034

6.2.8

In modelling a business transaction through scenarios and scenario components
which involve external constraints and for which the source authority isa UN
member state (or an administrative sub-division of the same), it is advisable that all
parties concerned use the 3-digit numeric country code plus the 3-alpha language
code, and in this order.

035

6.2.9

The official language of a treaty-based international organization recognized as

having prim:\ry comnetencein asnecificsector can override the officiallang lage
5

requirements of the jurisdictional domains of UN member states.

036

6.2.9

In modelling a business transaction (or parts thereof) as scenarios and.scéngrio
components, and registering them as re-useable business objects involving ifhternal
constraints, these should be modelled in a manner which supports the langupge(s)
of the source authorities referenced and used in such referencedspecificatiops.

038

6.3.2

Where the buyer is an individual, the seller shall ascertain that the individual has
the age qualification required by the jurisdictional domain’to be able to be involved
in and make commitments pertaining to the good, sepvice and/or right being of-
fered in the proposed business transaction.

039

6.3.2

A seller shall ensure that where its intends to sella'good, service and/or righf to
a buyer as an individual that consumer protectien requirements of the applidable
jurisdictional domain of the buyer are supported.

041

6.4

When an external constraint of a jurisdictional domain requires use of a speg¢ific
identification system with respect te-atecognized Person identity (rPi) and/pr with
respect to a good, service and/or right, pertaining to the business transactiop being
modelled as scenarios and scenario’components as re-useable business objedts,
such modelling shall be done inna manner which supports the requirement of{the
identification system referenced.

043

6.5

Where a classification system uses identifiers for each distinct entry, (with the
associated semanticsin that classification system), such identifiers (or "composite
identifiers") shall besused as well as their structure in modelling a scenario dr sce-
nario component.

044

6.6.2.2

Any externallconstraint of a jurisdictional domain which governs, limits or gpalifies
a Person,<aPérson sub-type, any role qualification, etc., with respect to a busfness

transaction of a particular nature shall be specified unambiguously and in a manner
so as to be able to be modelled using an OeDT.

046

6.6.2.3

The-formation of a LRN of an incorporated organization, i.e., a legal person, i$ gov-
erned by the rules of the jurisdictional domain in which it is incorporated, regis-
tered and recognized as such.

047

6.6:2:3

The establishment and representation of name(s) of a public administration, fi.e., its
personae, is determined by the jurisdictional domain of which it is part.

048

676.2.3

The personae of an individual shall include at least one LRN in order to confifm the
existence of that individual as a "natural person,” i.e., the birth certificate name (or
a similar name).

049

6.6.2.3

The establishment and representation of an individual, i.e., its personae, is d¢ter-
mined by the role and context of that individual within a jurisdictional domarn, ie.,
as controlled by a regulator and the associated public administration

052

6.6.3

A Person may terminate a business transaction by any agreed method of conclusion.

054

6.6.4.3

An instantiated business transaction shall have one or more IB or SC for which no
state changes are permitted. One of these is to serve as the transaction ID number,
i.e., a business transaction identifier (BTI), for the instantiated business transaction.

055

6.6.4.5

In the modelling of a business transaction, through a scenario and scenario compo-
nents, and/or registering them as referenceable and reusable business objects, one
shall specify the temporal schema, i.e., date/time referencing system, if one is used
as well as the level of granularity supported.

056

6.6.4.5

Any calendar, date/time referenced, etc., identified and referenced shall be one
based on (or linkable to) an ISO 8601 series or ISO 19108 and conformant to the
requirements of either one of these two standards.
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Rule No. Clause ID Rule statement
1) (2) (3)
057 66.4 Where the Gregorian calendar is used, the ISO 8601 series compliant representation
of

1) adateinaYYYY-MM-DD format; and

2) atime of day in an hh:mm:ss format,
challbaond

St otusStor

058

6.6.4.5 Where from an IT-system perspective and/or financial system needs perspective)a
“GPS calendar clock” or an “atomic clock” is to be used, this shall be specified,

059

7.1 The basic rules for the formation and identification of jurisdictional domaifis are
governed by the Charter of the United Nations and more specifically by the Vienna
Convention on the Law of Treaties.

060

7.2 UN member states as peer jurisdictional domains are to be referenced by their
3-digit numeric code as stated by the UN statistical system.

061

7.2 Where the 3-digit numeric code of a UN member state is to be.used in conjunction
with, i.e. required to interwork with (1) a code representihg.dan official (or de facto)
language of that jurisdictional domain; (2) a code représenting a currency recog-
nized for use in that jurisdictional domain; and/or, (3} both (1) and (2), one shall use
the standard default conventions for the identification, interworking and referenc-
ing of combinations of codes representing countries, languages and currencies as
provided in Annex D.

066

7.8.2 In order to ensure unambiguous identification in referencing UN member states, the
3-digit numeric codes of the UN Statistical Division representing the UN member
state shall be used as its primary identifier.

070

8.2 It is important in scoping an Opentedi Scenario (OeS) to specify at the outset wheth-
er or not external constraints apply to the business transaction being modelled.

B.6 C
constl

1SO/IE(
all the
ISO/IEC

Althoug
(Cv)y’,i
the nat
inform
privacy]
many a

Finally,
protect]

onsolidated list of rules in ISO/IEC 15944-7 pertaining to external
raints of relevance to supporting PPR

15944-7 provides the ISO English and ISO French language equivalents, i.e., as HIEs, fol
definitions of concepts (and associated terms) found in ISO/IEC 14662, ISO/IEC 15944-1
15944-2,1SO/IEC 15944£4)and ISO/IEC TR 15944-6.

h ISO/IEC 15944-7 {s)of the nature of a consolidated and integrated “controlled vocabulary
F does contain rulésowhich are relevant from a PPR perspective. These are rules which are of
ire of supporting’and assuring “unambiguity” in definitions of (key) concepts in the recorded
ition provided‘in support of a business transaction where the buyer is an individual and thug
protectionirequirements apply. These rules also support (and facilitate) the provision of HIEs ix
languages:

it i d requirement that any organization or public administration, which is subject to privacy
jorDrequirements, shall make publicly available its privacy protection policy. As such, it i

advise

that any definitions in an organization's privacy protection policy apply and implement these

ISO/IEC 15944-7 rules to support and ensure “unambiguity” in any definitions as well as HIE support.

Rule No. | ClauseID Rule statement
1) (2) (3)
001 5.2 The use of a rule-based and flexible object oriented approach for ISO/IEC 15944-

7 requires rigorous quality and integrity control of the definitions to ensure that
there is no tautology, i.e. circularity, in the full set of concepts defined in the inter-
national standard.

005

5.2 The presentation for a HIE eBusiness vocabulary shall be in a form and format as
already provided in ISO/IEC 15944-7:2009, Annexes D, E or F.
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Rule No.

Clause ID

Rule statement

1)

(2)

3)

006

5.3

The set of essential elements of each entry (or record) in the eBusiness Vocabulary,
for each defined concept, consists of:

a) the definition (of the concept);

b) the term (representing the concept);

c) theabbreviation of the concept (as applicable);
d) the gender code for the term;
e) the composite identifier (for the concept); and

f)  the internal eBusiness vocabulary identifier.

007

5.3.1

The characteristics (and their unique combination) of a (newJ concept shall be iden-
tified and agreed to prior to the drafting of a definition for that concept.

008

5.3.1

In the identification of the unique combination of characteristics for a concept, one
shall maximize use of those already defined in existing international standatds, i.e.,
where and whenever applicable or relevant.

009

5.31

Any concept requiring a definition for the elarity of the understanding and uge of the
ISO/IECJTC1 international eBusiness standards shall be included in that starjdard.

010

5.31

There shall be 1) a business case andrationale for the need to introduce a (ngw)
concept into an international standard with its resulting definition and assigned
term; and, 2) such a business case.and rationale shall maximize re-use and irfftegra-
tion of existing international stahdards, i.e. those of ISO, IEC, ISO/IEC and/or|{ITU.

011

531

The descriptive statementcomprising a definition shall be clear, explicit andjunam-
biguous and stated in the'form of a single sentence.

012

531

Only a concept with @single definition shall be included and both the definition and
associated term shall be stated in the singular.

013

5.31

Any definition of-an eBusiness concept shall be developed with two or more human
interface equivalencies (HIEs) in order to maximize its unambiguity and sube-

quent usein support of any and all commitments made among parties to a bysiness
transaction.

014

5.31

Assstated in 5.1, a concept can consist of, i.e. inherit, one or more other concepts.
Consequently, where this occurs, the definition for a concept of this nature shall
explicitly support this requirement.

015

5.3%

When a concept incorporates one or more other concepts, the terms representing
these concepts shall be included in bold in the definition for that concept.

016

53.2

The issue of “polysemy” shall be avoided in international standards development.

017

5.3.2

The term chosen to designate a concept and its definition shall be unambigugus and
not easily confused with terms representing other concepts.

018

5.3.2

The fact that the primary use of the eBusiness vocabulary is to support the mjaking
of commitments, it is important that the term chose to designate a concept apd its
definition, is unambiguous and not confused with other concepts (meanings{

019

5.3.2

A term assigned to a definition of a concept is deemed to be a “noun” (or the gerun-
dial form of a noun like “identification”).

020

5.3.3

In the development of a definition for a concept, the committee responsible shall
decide as to whether or not an abbreviation or acronym needs to be assigned to the
definition of a concept in addition to the term.

021

5.3.4

The gender of each term, as a noun, in the eBusiness vocabulary shall be specified
using a coded domain in ISO/IEC 15944-5:2008, Table 1.

022

5.3.5

The identifier of any eBusiness vocabulary entry is of the nature of a composite
identifier and shall meet the requirements of “identifier (in business transaction)”.
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

023

5.3.5

The eBusiness vocabulary composite identifiers are composed of a minimum set of
four discrete and mandatory data elements, consisting of:

a) the source international standard reference for the vocabulary entry;

b) the unique identifier assigned by international standards organization for the
standards;

c¢) document including part number where applicable;
d) the date of the standard document as applicable

e) theidentifier of the clause number in the standards document referenced.

024

5.3.5

An eBusiness vocabulary identifier, as a composite identifier is deemed to be lin-
guistically neutral and as such will have one or more human intefface equivalents
(HIESs) for the definitions and terms they represent.

027

5.4

In the development of a controlled vocabulary (CV) for an ifitérnational standard, or
a family of international standards (e.g. as here in the field ‘of eBusiness), one shall
maximize use (re-use) of applicable concepts already,defined in existing interna-
tional standards.

028

5.4

Where the term assigned to a defined concept, essential to the identification and
referencing of a concept is already in use, the-térm shall be accompanied by the
qualification, (e.g., as for “identifier (in a business transaction))”.

029

6.2

The members of ISO/IEC JTC 1/SC 32, working with and through their national
body standards organizations, are respensible in their jurisdictional domains for
developing the human interface equivalents (HIEs) of the term/definition of a con-
cept into the official language(s) ‘of that jurisdictional domain as an annex to ISO/
IEC 15944-7.

047

8.4

An eBusiness vocabulary Dnnn once assigned is deemed to be permanent and if
retired shall not be re-assigned.

048

8.4

The definition in an-eBusiness vocabulary entry, in a Clause 3, which is part of more
than one documentin the ISO/IEC 15944 series, shall not be changed without taking
into consideratien the other standards in which it is also included.

B.7 Gonsolidated list of rules in ISO/IEC 15944-8 pertaining to external
constraints of relevance)to supporting PPR

Rule No.

Clause ID

Rule statement

(€))

(2)

3)

001

532

Where exceptions to the application of privacy protection principles exist, they
shall be:

1) limited and proportional to meeting the objectives to which these exceptions

Tetate;amd
2) a) made known to the public; or,

b) in accordance with law.

002

5.31

The protection of personal information shall be designed to prevent the misuse of
such personal information.

003

5.3.2

An organization subject to privacy protection requirements in the jurisdictional
domain (at whatever level) in which it delivers a good, service and/or rights, shall
have in place implemented, enforceable policies and procedures with the proper
accountability controls required to ensure its compliance with applicable privacy
protection requirements.
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Clause ID
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1)

(2)

3)

004

5.3.2

An organization is responsible for all personal information under its control and
shall designate an organization Person, i.e., a privacy protection officer (PPO), who
is accountable for the organization's compliance with established privacy principles
which, in turn, are compliant with and support the legal requirements of a privacy
protection nature of the applicable jurisdictional domain(s) in which the organiza-
tion operates.

[ATALN

Any organization towhich nrivnr‘y prnfnrh'nn reguirements anply shall have
l=)

in place policies and practices which make it clear as to who (and where), inngn
enforceable and auditable manner, in their business operations is respensibl¢ for

compliance with these external constraints as applicable to the condt¢tof bysiness
transactions where the buyer is an individual.

006

5.3.2

Where an organization, as a seller, delegates any aspect of a business transadtion
involving an individual , and interchanges personal information pertaining tp that
individual, to an “agent” (and/or “third party”), the organization shall ensur¢ that:
(1) in its arrangement with the designated agent (and/or'third party), the agent
(and/or third party) is fully aware of the applicable priyacy protection requife-
ments; and, (2) such parties commit themselves to.support the applicable privacy
protection requirements pertaining to the business transaction.

007

5.3.2

An agent (and/or third party) which commitsitself to act on behalf of a Persgn
acting as a seller in a business transaction,where th r is an individual ipn a
jurisdictional domain where privacy protection requirements apply, shall enqure
that the DMA(s) in its IT system(s) is'capable of supporting applicable externgl con-
straints requirements.

008

5.3.2

An organization shall ensure thatin the execution of an (instantiated) businegs trans-
action, i.e., as identified by its business transaction identifier (BTI), that wher¢ these
involve parties, other thanctire individual as a buyer, that such parties, are capable of
and have implemented therequirements of the privacy protection principles.

009

5.3.3

The specified purpoese(s) for which personal information is collected with regpect to
the (potential) goal*of the business transaction shall be identified by the orggniza-
tion at or before'the personal information is collected.

010

5.34

Where in a business transaction, the seller requires the buyer, as an individugl, to
provide/personal information, the seller shall ensure that the collection and yise

of such pérsonal information shall have the informed and explicit consent of the
individual and that the same be directly linked to the specified goal of the business
transaction (to be) entered into.

011

5.3.4

Any secondary use of personal information of the individual in a business trgnsac-
tion requires the explicit and informed consent of the individual.

012

3.4

Any use of “automatic opt-ins” shall be explicitly agreed to by the individual, fi.e.,
as informed consent, and be recorded as such by the seller, i.e., in compliancd with
documentary evidentiary rules of the applicable jurisdictional domain.

013

5.3.4

Except with the explicit informed consent of the individual, or as required by law,
personal information shall not be used or disclosed for purposes other than those
for which it was collected, i.e., in the context of the specified goal of the business

transaction to which it pertains.

014

5.3.0

I'he collection of personal information shall be [imited to only that which 1s nec-
essary and relevant for the identified and specified purpose, i.e., the goal, of the
specified business transaction.

015

5.3.5

Any collection of personal information by the seller, or other parties to a business
transaction, which pertains to a buyer as an individual in that business transaction,
shall be lawful and fair.
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Rule No.

Clause ID

Rule statement

(€3]

(2)

3)

016

5.3.5

An organization collecting personal information shall inform the individual con-
cerned whether or not the personal information collected is:

1) essential to the intention of the business transaction;

2) required to be provided by the individual due to identified and specified
constraints of jurisdictional domains applicable to the nature and goal of the

business transaction; and/or

3) “optional”, i.e., desired to have by the organization, acting as the seller, butaot
required.

017

5.3.6

The integrated set of ILCM principles applies to and supports the external‘con-
straints of a privacy protection nature for any business transaction invélving an
individual and its personal information.

018

5.3.6

Personal information shall not be used or disclosed by the seller {or regulator) for
purposes other than for those it was originally collected as part of the business
transaction, except with the informed consent of the individual, or as required by
law. Secondary or derivative uses of personal information\are not permitted.

019

5.3.6

Where the organization, having collected personal information for a specific
purpose and goal of the execution of the business fransaction, desires to use the rel-
evant personal information for another purpose, it'is necessary to obtain revised/
new “informed consent” directly from the individual concerned.

020

5.3.6

Personal information shall be retained by the seller only for as long as is necessary
for the fulfilment of those purposes as.spéecified as part of the business transaction.

021

5.3.6

The seller shall identify to the buyeryespecially where the buyer is an individual,
any and all record retention requiréments pertaining to the sets of recorded infor-
mation forming part of the specified goal of a business transaction of applicable
external constraints of jurisdictional domain(s) as a result of the actualization of
the business transaction.

022

5.3.6

Where the seller offers'awarranty, or extended warranty, as part of the business
transaction, the seller shall inform the buyer, when the buyer is an individual, of the
associated added records retention requirements for the personal information as-
sociated with the'warranty (including the purchase by the individual of an extended
warranty).

023

5.3.6

Where-the/buyer in a business transaction is an individual, the seller shall inform
the individual of any and all records retention requirements of personal informa-
tion.which is recorded as the result of the actualization of the business transaction,
including:

1) personal information which is required to actualize the business transaction
and the time period(s) for which such sets of personal information are to be
retained;

2) additional personal information, i.e., in addition to (1), which is required to
be collected and retained as a result of applicable external constraints, of

whatever nature, orrelevant jurisdictional domain(sj; and/or

3) additional personal information, i.e. in addition to (1) or (2), which is
required to be collected and retained as a results of the invocation of an
associated warranty, purchase of an extended warranty, or any other personal
information which is required to be collected or retained as part of the post-
actualization phase of an instantiated business transaction.

024

5.3.6

Where the buyer in business transaction is an individual, the seller shall inform
that individual of the applicable record retention conditions where these pertain to
personal information.
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1)

(2)

3)

025

5.3.6

Where a business transaction does not reach the actualization phase, any personal
information collected by the organization in support of that business transaction
shall be deleted by the organization (unless the individual concerned explicitly
consents to the prospective seller to the retention of such personal information for
a defined period of time).

026

5.3.7

Personal information shall be as accurate, complete and up-to-date as is necessary

forthe cpar‘ifinﬂ purposes forwhich itwas collected in cnppnrl’ ofthe business

transaction.

027

5.3.8

Personal information shall be protected by operational procedures and safeguards
appropriate to the level of sensitivity of such recorded information.andsshalljhave
in place (and tested) measures in support of compliance with privacy protection
requirements of applicable jurisdictional domains, as well as any’other exterjal
constraints which may apply such measures as are appropriate to ensure thgt all
applicable legal requirements are supported.

028

5.39

An organization shall have and make readily available-to any Person specific|infor-
mation about its policies and practices pertaining t6,the management and infer-
change of personal information under its control.

029

5.3.10

An individual has the right to know whether grnot an organization has pers¢nal
information under its control on or about thatindividual.

030

5.3.10

An organization, subject to privacy protection requirements, upon receiving|a
request from an individual shall informithat individual of the existence, use gnd
disclosure of his or her personal information in any and all records managenjent/in-
formation systems and in partictilatr the DMAs of the IT systems which support the
business transactions of that ‘erganization.

031

5.3.10

Where an organization discévers that it has personal information on the individual
who made the request, that individual shall be given full and complete accesg to any
and all personal information which the organization maintains on that indivijdual
(unless there exist specified and referenced external constraints of the applifable
jurisdictional demain(s) which prohibit access to one or more sets of such pefsonal
information).

032

5.3.10

Where an.erganization has and maintains personal information on the indiv]dual
making\the request for access to his/her personal information and such perspnal
information does exist, the organization shall provide access to the personalfinfor-
mation in a manner which is convenient to that individual.

033

5.3.11

An individual shall be able to challenge the accuracy and completeness of his|or her
personal information held by an organization with respect to a business trarnsaction
(and/or part of a general client file) and have it amended or deleted as appropriate.

034

5311

An individual shall be able to challenge an organization concerning its complliance
with the above privacy protection principles 1 through 10, including assurarce of
privacy protection for any personal information that is interchanged with other
organizations as agents or third parties (as well as secondary or derivative ujses of
personal information).

035

5.4

An organization shall have in place policies and procedures in order to identify and
tag (or label) all sets of recorded information (SRIs) which contain personal infor-

mation and do so at the appropriate level of granularity to facilitate compliance
with specific privacy protection requirements.

036

5.4

For a field or data element comprising the recorded information pertaining to a
business transaction, for personal information the following requirements apply
from a data interchange perspective, the need to ensure the provision of a tag(s) to
note that the personal information:

1) shall not be communicated with other parties;
2) may be communicated to other parties but with restrictions; or,

3) may be communicated to other parties with no restrictions.
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