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Foreword
ISO (the International Organization for Standardization) and IEC (the

International

Electrotechniel Commission) form thespecalized system for worldwide standardization.
Natioral bodies that ae members of IS) or IEC part|C|pate mthe developmetrof Internatlonal

particular fields of EChnlcaI activity. ISO and IEC technlcal commedecollaborate in ﬁlds
mutual interest. Other integtional organizations, governmehand non-governental, infiais
with 1SO and IEC, ale takepart inthe work.

International Standards are drafted in accordance with the rules given in theSO/IEC
Part 3.

In the field of infornation technology, ISO and IEC have estaldh joint technial commitig
ISO/IEC JTC 1.Draft International Standards adoptby the joint:technid commitiee 3
circulated to national bodies for voting. Publication as an latiemal-Standard requires app
by at kast 75 % ofthe national bodies castiag/ote.

International Standard ISO/IEC 15408+As preparedy~Joint Techmial Commitee ISO/IE

JTC 1, Information technologyin collaboration witty €ommorCriteria Project Sponsd
Organisations. The idendkctext of ISO/IEC 15408-1:s.published byhe Common Criteri&rojs
Sponsoring Organisations @®mmon Criteria for{lnformation Thnology Security Evalua
Additional information on the Common Criteria?Project and contact information on its Sg
Organisatiosis providedin AnnexA of ISOAEE 154081.

ISO/IEC 15408 consists of the following parts, under the generallnitemation technology
Security techniques — Evaluation-criteria for IT security

- Part 1: Introduction and general model
- Part 2: Security functional requirements
- Part 3: Security assurance requirements

Annexes B and C-form a normatiyeart of this part ol SO/IEC 15408Annexes A and D are
information anly.

This LEGAL NOTICE hasbeen placed in all Parts of ISO/IEC 15408 by request:
The seven governmental organisations (cedtively called “the Common Criteria Prg
Sponsoring Organisations”) identified in ISO/IEC 184D Annex A, as the joint holders {
copyrlght in the Common Criteria for InformatloT\echnoIogy 8:ur|ty Evaluation, Part

Directives,

e,
hre
roval

C

ring

2Ct

ion.
onsoring

for

ject
f the
5 1

llllUUgll 3 \L,ollleu theCc }, IIBIBUY gldlll naexctusieticense to 1SOHEtoussthe €Cin

he

development of thdSO/IEC 15408 international standard. However, the Common Criteria
Project Sponsoring Organisations retahe right to use, copyistribute, or modify taCC as they

see fit.

Vii
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 1:
Introduction and general model

1 Scope

This multipart standard ISO/IEC 15408 defisecriteria, which for historicd,.and continu
purpogs are eferred to herein as the Common Criteria (CC), to be used,as'the basis for

ty
bvaluation

of securityproperties of IT produciandsystems. By establishing such acommon criteria, bigse

results of an ITsecurity evalwation will be meaningful to a wider audience.

The CCwill permit comparaility betweenhe resilts of independent,Searrity evaluations. It do
so by poviding a common set oéqurements for the sedty furictions of IT products and sys

eS
tems

and for asswance measures applied to them duriagecurityevaluation. The evaluation pregs

estblishes a lewel of confidence thathe security functions of such products and systems H
assurance measures apglie them meet tlese equirements.The evaluation results may¢g
consuners to determine whether the IT product, or system is secure enough for their
application and whether the securiigksimplicit jn its use are tolerable.

The CC is seful as a guidéor the developmentfgroducts o systemswith IT security functi
and fa the procurement otommercal..product and systems wittsuch functions. Du
evaluationsuch & IT product or system iknownas a Target of Evaluation (TOE). Such
include, forexample, operating systentmmpuer networks, distributed systenas)d applicatic

The CC addresses protectiof information from unauthoried disclosuremodification, or 10ss
use. The cakgories of progction relating to trese thee types of failure of security are comm
called confidentiality, irggrity, andavailability, respectively. The CC may also be applicg
aspects of T security putside of thesthree. The CC comntrates on threats toahinformati
arising from huran activities whether malicious or otherwise, but may agplicable to somag
human threats as-well. &ldition, the CC mape appled inother areas of IT, butakes no clé
of compeéncecoutside the strict damm of IT security.

e
P

intended

DNS
ing
[OEs
ns.

5 Oof
bnly
ble to
DN

n_

im

The CC is<applicabléo IT securitymeasures implementad hadware, firmware @ software.

Where particularaspects of evahtion are intended onlyto apply to cedin method
implémentation, this will bendicatedwithin the relewant criteria statements.

of

Cerain topics, beause they involvespecialied techniques or bcause they arsomew

hat

periphera to IT security, are considered to be outside the scope of the CC. Some of these are

identified below.

a) The CC does not coamh security evaluatiorcriteria peréining to administrative
security measures hoelated diectly to the IT security mesures. However, it is

recognised that a sigrmifint part of the smirity of a TOE can often be achi

eved

through administrative measures sumh or@nisational, personnel, physal, and
proceduratontrols. Administative seurity measues in the operating environment of
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b)

0)

d)

———of physicaiprotection of thar O F:

the TOE are treated as secwgage assumptions are these &ve an impact on the

ability of the IT securityneasuresto counter tkidentified threats.

The evaluation of techecal physical asgcts of IT seurity swch aselectromagnetic

emanation control is not sgécally cowvered, although many of the concepts

addressed will be applicable to that area. In particular, the CC addresses satse

aspe

The CC addresses neither the esiadun methodology nor the adminigtive and legl

framework under which the criteria may be applied by evaluation authorjties.

However, it is expcted that the CC will be used for evaluation purposes;iochiext
of such a frarework and such a methodology.

The procedures for use ofatwation results in product or systent@editation are
outside the scapof the CC.Prodict or system ecreditation<distle administetive

process whereby authority is granted for the operation of-an IT product or system in its

full opemtional environment. Evaluation focuses oe th security parts othe produat
or system and those pad&the operatioriaenvironment'themay directly affect the
secure use of IT elements. The results of the evaluation processrasguently a

valuable input to the accreditation pess. Howver, as other techniques are mqre

appropriate for the assessmaeawitaon-IT relaed‘product osystem securitproperties
and their rehbtionship to the IT security parts, accreditsrshould make segrate
provision forthose aspss.

The subjecbf criteriafor the assessmenf the inherent qualites of cryptographic
algorithms is not coved in the C@; Should irgbendent assessment of mathenahti
properties of cryptographyemtedded in a TOE be requiredhe evaluation schem
underwhichthe CC is appliedmustake provisiorfor such assessments.

[

1Y%
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2 Definitions

ISO/IEC 15408-1:1999(

2.1 Common abbrev iations

CcC

EAL

PP

SF

SFP

SOF

ST

TOE

TSC

TSF

TSFI

TSP

—Thefollowing ablyeviations are common to methanone part of the CC.

2.2 Scopeof glossary

This subchuse 2.2 corins only those érms which are used iaspecialised way throughod
CCi The ngjority of terms in the CC are udeeither acording to their acepted diction
definitions or according to commonlaccepted definitions that may be found in ISO s¢

E)

Common Crigria, the name used historically for this multipart-standard

ISO/IEC 15408 in lieu of its officialSO nane of “Evaluation criteria
informationtechnology security”

Evaluation AssurarelLevel
Information Technology
Proection Profie
Security Function
Security FunctioriPolicy
Strength of Funion
Security Target

Target of Evaluation
TSF Scope ofontrol
TOE Security Furctions
T8FInteface

TOE Security Policy

cloccame ar athanvall lknaown calbetione af carritvy tarme Sama caomhinatinne nf cammaon
GroSSHES OBt EH-KHOWH-COECHO RS- OH-SEurty e S>> 0He-CombmanOnSO+-comHoH

for

t the
ary
BCurity
erms

used in the CC, while not eriting glossary definition, are explained for clarity in the context where
they are used. Explanations of the use of terms and concepts used irlsepaay in ISO/IEC
15408-2 and ISO/IEC 15408€an befound intheir respetive “paradigm” sulzlauses.
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2.3 Glossary
Assets— Informationor resources to be protected ttne countermeasures of a TOE.

Assignment— The specifiation of anidentified pararaterin a component.

A$surance— Grounds for confidese thal an entity meefits securityobjectives.

eqjpressed iterms of an attzker’'s expertiseresources and motivation.

Atigmentation — Theaddition of o or more assuraecomponent(sfrom Pat 3tg-an EAL or
qsuranceackage.

Atthentication data — Information used to verify the aimed identity of & user.
Authorised user— A user who may, in accordanegth the TSP, pérforman operation.
Class— A grouping of families that share a common focus:
C

C
TOE. This includes exchange of datawiye on by wireless means, ovany disance in any

as
packag.
environment or configuration.
D

upon must normally be satiedi for the otler requirements to be abie meettheir objectives.
ement — An indivisible security requirement.

E
Eyaluation — Assessmentf-a PP, an ST or a TOE, against defined criteria.
E
3

that epresents peinton the CQopredefined assurance scale.

Eyaluation authority — A body that implements the CC for a sifie community by mens of
an evaluation scheme and thiey sets thestandards and monitors the quality evfaluations
cgnducte by bodieswithin that community.

Eyaluation scheme— The administrative and regulatory framework under Whibe CC is

Aftack potential — The perceived pential for sucessof an attack, shouldhaattak be launched,

pmponernt — The snall est seéctable set of elements thaeynbe ircluded in aPP, an ST, or g

bnnectivity — The property of the TOE whidilows intelactionwith IT entities external to thg

bpendency— A relationship betweerequirements such that the requirement that is degaer

aluation Assurance tevel (EAL) — A package consisting obssuranceomponents from Par

nd

t

applied byan ewaluation authority withira specificcommunity.

Extension — Theadditionto an ST or PP of functionegéquirements not contained iarP2 and/
or assuance requirements not contathin Part 3of the CC.

External IT entity — Any IT productor system, umtsted o trusted,outside & the TCE that
interacts with th& OE.
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Family — A grouping of compoentsthat share s&urity objectives but nay differ in emphasis or
rigour.

Formal — Expressed in a&estrictedsyntax language with definegtmantics based on well-
estblished mathematical compts.

Identity — A representation (e.g. a string) uniquely identifying an authorised usef, which can
either bethe full or abbeviatedname of tlat user orapseudonym.

Informal — Expressd in natual language.
Internal communication chamel— A communcation chanal between,separated parts of[TOE.
Internal TOE transfer — Communicating datdetveen separated-gaof the TOE.

Inter-TSF transfers — Communicating datbetween the TOE.and the security ftions of other
trusted IT products.

Iteration — The use of a componemntore tharonce with' varying operations.

Object — An entity within the TSC thaiontains or receives information and uponehsubjects
perform operations.

Organisational security policies— One; or more ekurity rules, procedurespractices pr
guidelines imposed bgn organisation upon its operations.

Package— A reusable & of either;functional or assurance components &.§AL), combined
togetler to satisfy a setof identified securityobjectives.

Product — A packag of IT-software, firmware and/or hardave, providing futionality designed
for use or incorporatiop-within a multiplicity of systems.

Protection Profile(PP) — An implenmentation-independent set of securitgquirements foa
category of TOES that mesgpecificconsumemneeds.

Reference<monitor— The concept of an abatt machine that enfoes TOE acces contiol
policies:.

Reference valdation medanism — An implementation of the refence monitor concept|that
possesses the following propesti it is tamperproof, always invel, and simple enough to be
subjetedto thorough analysiand testing.

Refinement— The additiorof details toacomponent.
Role— A predefined st of rules esdblishing the allowed interactions be#en a user and the TOE.

Secret— Information that must be known only to autised uses and/or the TSF in order to
enforce a specific SFP.
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Searity attribu te — Information associated with subjects, users and/or objects that is used for
the enforcement dhe TSP.

Searity F unction (SF) — A part or parts of the TOE that hawebe elied upon forenforcing a
closelyrelated subset of theles fran the TSP.

Security Function Poticy (SFP)— T e Security potly enforced by SF-

Searrit y objective — A statement of intent to counter identified thresmtd/or satisfy identigd
ofganisation security polies and assumptions.

Searity Target (ST) — A set of gcurity requirementand specifications to be used the basis
for evaluatiorof anidentified TOE.

Selection— Thespecifcationof one or more itesifrom alist in a component.
Semiformal — Expressednia restricte syntax languagwith defined-semantics.

Strength of Function (3OF) — A qualification of a TOE, sécurity function expressing the
mjnimum efforts assumed necessarydfea its expeatd security behaviour by directly attacking
it§ uncerlying security nechanisms.

SOF-basic— A level of tre TOE strength of function whes analysis shows that ¢tfunction
prlovides adequate prettion against casual beeh of TOE seurity by attackers possssing a low
atfack potential.

SPF-medium— A level of the TOE strength of function where analysis shows that the fungtion
prlovides adequate prettion against straightforward or intentional breach of TOE security by
atfackers possessing a navdte attack potential.

SOF-high — A levd of the TOE Sstength of function where analysishows that the function
prlovides adequate protetion againg deliberately planned or ompised breach of TOE se&urity by
atfackers possessing a high/attack poténti

ibject— An entity-within the TSC that causes agiiems to be prformed.

hrget of Evaluation (TOE) — An IT produd or systen and itsassociated administrator daser

S
System— A specificlT installation with a particulapurpose and opational environment.
T
glidanedocunentation that is the subjeof an evaluation.

TOE resource — Anything useabl®r consumablén the TOE.

TOE Seaurity F unctions (TSF) — A set consistingf all hardwaresoftware and firmwareof the
TOE that musbe ©lied uponfor the correct enfeementof the TSP.

TOE Security Functions Interface (TSFI) — A set ofinterfaces, whether interactive (man-
mechine interbce) or progammatic (applicatiorprogramming intedce), through whichTOE
resources &accessed, mediated byethSF, orinformation is obtaineffom the TSF.
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TOE Security Policy (TSP)— A sd of rules that regulate how assetsmenaged protectedand

distributal within a TOE.

TOE sewrity policy modd — A striwcturedrepregntation of the security policyo beenforced

by the TOE.

Transrersoutside 1SF control— Communicating datto entities not undecontrol ot tre 1S

Trusted channel— A mears by which aTSF am a remote trustél T product can communicate

with ne@ssary confidence tasupport the TSP.

Trusted path — A means by which a user and a T@Rcommuniate with necessy confidence

to support the TSP.

TSF data— Data created bgnd for tle TOE, that might affect the op@tion of the TOE.

TSF Scope of Control (TSC)— Theset of interactions that can-occur with or within a Tape

are subjecto the rules of the TSP.
User — Any entity (human user external IT entity) outside the T@ that interacts with th€O

User data — Datacreated by and forthe user, that does not affehe operation of the TSF.
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3 Overview

This clause introdees the main concepts of the CC. It ident# thetarget audience, evaluation

conext, and the approach taén to present thenaterial.

3.1 Introduct ion

Information held by IT products or systems is a critical resouticat enables organisatiofns to

sweceed in their mission. Additionallyindividuals havea reasoreble expectation that

personal information comined in IT products or sysins lemain privat, be available to therss

needed, and not be subject to unauthorised modification. IT products or-systems shou
their functions while exercising proper contradf the informationto ensure jitis proteced agaif
hazards such as unwanted or unaated dissemination, alteration,.@rloss. The term IT s
is used tocover prevention and mitagon of these and simildrazards.

Many consumers of IT lack the knowledge, expertise or regpuessary to judgewhether tigir

confidence in the serity of their IT products or systems is appref®j and they ray not wish
rely solelyon the assertions ofhe developers. Consumers minerefore chooseo increase th
confidencein the security measws®f an IT product or syste by ordering an analysis (¢
security(i.e. a security evaluation).

The CC an be used to dect the approprate™lT" securitymeasurs and it containscriteria fpr

evaluationof security requiremnts.

3.2 Target audience of the CC

There are thee groups wittageneédl interest inevaluation ofthe security properties ¢f produ
and systems: TOE consumefOE developersand TOE evaluator3.he criteria presentdn th
docunent havebeen structiad to support theeeds of all three groups. They areahsicered
be the principal users of this CC. The three groups can benefit from the estexighined in t
following paragraphs.

3.2.1 Consumers

The CC ‘playsan important role in supporting techniques éonsumer settion of IT secu
requiréments to express therganisational eeds. The CCsiwritten to ensure that evalu

their

Id perform
st
ecurity

to
eir
f its

Cts
is
to
he

ity
ation

fulfilssithe needs othe consumers as this is the fundamental pur@ose justifcation for the

eVvaluation process.

Consumers an use the results of evaluat®to help decidevhether an evalated productor

system fulfils their ecurity needs. These security needs are typically identified as a resu

It of both

risk analysisand policy direction Consumers can alsose the evaluatiorresults to compare
different products or syains. Presentation of thassurance aquirements within a hiereny

supports tte need.
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The CC gives consumers — esjally in consumer groupand communities of interest -an
implementation-indeperedt structure termed the Protection Profile (PP) in which to express their
special requirementsr IT security measures ia TOE.

3.2.2 Developers

prfoducts or systems and in identifyisgcurity requirements to be satisfied bycleaof their
prloductsor systems. Itsalso quite possiblthat an associatbevaluation methodology, potentially
aqcompanied by a mutual recognition agreement for evaluation results, would ferthértpe
C[C to support someone, other than the TOE deeglap prering for and assisting in th¢
eyaluation of a developersOE.

1%

The CC constructs can then be used to make claims that the TOE ,conforms to iteddentifi
requirements by means of specifiedséy functions and assances to be €valuated. Each TOH's
rgquirements areontained in an im@mentation-depereht construct termed thSecurity Target
(§T). One or more PPs may provide tbguirementf a broad constimer base.

The CC desribes security fuctions that a developer could include in the TOE. The&the usd
toldetermine theesponsibilities andcions to suppot evidence thatsinecesary to support the
eMaluation of tle TOE. Italso dfines the content and presSernitation of that ewd.

3.P2.3 Evaluators

The CC contains criteria to be used by evaluaters when forming judgeaeuntshe conformance
off TOEs to their securityequirements. The-CCedcribes the set of@neral actions the evaluatd
is[to carry out and the security fitions on which to perform these actions. Nt the CC doeg
ngt specify procedures to be followed i-carrying out taosens.

=

3.4 Others

While the CC s oriented tovards speification ard evaluation of the IT security properties of
TOEs, it may also be usefulas reference materiall parties with an interest inor responsibility
for IT security. Some of.the additi@hinterest groups thatan berefit from information contaied
in[the CCare:

a) systém custodianand systm security officers responsite for determining and
meeting organisational I'Security policies andequirements;

b)—auditors, both intea and external, responsible for essing the adeqog of the
security of a system;

C) Security archit€fS and designers responsible 1oe speciitafion of the Seurity
content of IT systems amqoducts;

d) accreditors responsible for aapting an IT system for use withia particular
environment;

e) sponsors okvaluationresponsible forequesting and supfdog an evaluation; and

10
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f) evaluationauthorities responsible for the management and oversight of IT security
evaluation programmes.

3.3 Evaluation context

: S ; be
performed within theframework ofan authoritatie evaluation scheme thaetsthe standargs,
monitors the quality of the evaluatioasd administers the regulations to which theZevajuation
facilities and evaluators must conform.

The QC does not séte requirements for the regidry framework. However, consistenbetwegen
the regulatory frameworks of different evaluation authorities will lmessaryto achieve the|goal
of mutual recognitiof the resuls of such evaluations. Figure 3depictsthe major einents that
form the context fo evaluations.

Useof a comma evaluation methodolggcontribues to tre repeatabiliy and objectivity of the
results but is not by itsekufficient. Many of the evaluatiorriteria require the application of
expert judgment andbackground knowledge for whictonsisteny is moredifficult to achieye.
In order toenharee the consistency ofheevaluation findingsthe find evaluation resultsould be
submitted to a certification process.€ldertification pro@ssis the indepeneht inspection ofjthe
results othe evaluation lading to the production of thinal certificate orapproval. The certificate
isnormally publcly available. It is noted that the certification process ameans ofjaining greater
consisteny in the application of IT security critexi

The evaluation heme methodology, adcertification processeare tte responsibilityof the
evaluationauthorities that run evaluation sohes and are outside the scope of @€.

Evaluation

Criteria
/ (the CC) \

Evaluation
< Methodology )

Evaluation

A’ | Scheme ‘

Final A / List of
Evaluate Evaluation ggig;lye Certifi_cates
Results Register

Figure3.1 - Evaluation context
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3.4 Organisation of Common Cr iteria
The CC is presented as a set of distinct buteelparts as identified below. Termsedsn the
description of the parts are eajpled in clause 4.

a) Part 1, Introduction and general model,is the introduction to the CC. It defines
genedl conapisand principles of T security evaluaiion and psents a gnerd model
of evaluation. Part 1 also presents cortssrfor expressing IT security objectives; tqr
selecting and defining IT seurity requirements, and for writing high-ledv
specificationgor productsand systems. In additipthe usefulness of eagartof the
CC is aescribed interms of each dhe target audiemes.

b) Part 2, Security functional requirements establishes a set of funetidrcomponents
as a standard \ay of expressing the functional requirements for TOEs. Paf

catalogues the set of funct@rromponents, families, and classes.

—
N

Part 3, Security assurance requirementsgstablisiks a set 0f assance components
as a sndard vay of expressing the assurance fequirements for TOEs. Fart
catalogues theet of assurar® componentsamilies and classes. Part 3 also defines
evaluatiorcriteriafor PRsand STsand presentsvaluationassurancedvels tha define
the predefied CC gale for ratingassuraoe for"TOEswhich is called tk Evaluation
Assurance Levels (EALS).

support of the three parts of the CC listed &y@us anticipated that other types ofcdments
Il be published, including technical rationale:material and gueawocuments.

In
w

The following table presents, for the threg ka&rget audience groupingsow the pars of theCC
w|ll be of interest.

Table 3.1-,;Roadmap to the Common Criteria

Consumers Developers Evaluators

Part 1 Use for backgound iforma- | Usefor backgound infama- | Use for backgound informa-
tion andtefgferce purposes.| tion and reérence for the| tion and referencepurposes.
Guidance strucne for PPs. development of requirements | Guidance structer for PPs

and famulating security | and STs.
specifications for TOEs.

Part 2 Use for guidance and Use for reérene when | Use as maralory sttement
reference when formuting | interpreting statements of of evaluation criteria when
statements of reqwments | functiond requirements and| determining whether a TOH
for securityfunctions. formulating furtional | effectively meets claimed

cpnr\ifih::tinne for TOEs secl wity functions

Part 3 Use for guidance when| Use for reérene when | Use as maralory setement
determining required levels | interpreting statements of of evaluation criteria when
of assuance. assurance requirements anddetermining the assures of

determining assurance TOEs and when evaluating
appoaches of TOEs. PPs and STs.

12
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4 General model

This clause presents the ggal corcepts usd throughout the CC, including the context in which
theconcepts are to be udrand treCC approach for apply@nthe conepts Part 2 and Part 3 e>and

some knowledge air securlty and does not proctasa tutorlalln thls area

The CC discussegaurity using a seof securiy concepts athterminology. An understanding of
these conceptand the terminology is prerequisite to theffective use of th&CC. However, the

concepts themselvese quite general andare not intened to restrict the class-of IT sequrity
problems to which theCC is applicable.

4.1 Security con text

4.1.1 General security context
Security is concerned witle protection of assets from threats, where threats are categomgsed
the poential for abuse of protecteassets. Allcategories-of thias should be considered; but jn the

domain of sectity greater attention is giveto those threatthatare related tonalicious or other
human ativities. Figure4.1 illustrates highlevel concepts and relationships.

~ value
[ Owners wish to minimise \
),
impose \
~ to reduce
countermeasures )
) that may
that-may be possess
reduced by
N vulnerabilities
may-be aware of
leadingto Y
that
[ Threat agents ] exploit risk
give that increase Y
fise-to1- /4 lto -
QL threats to | assets
J
K wish to abuse and/or may damage j

Figure4.1 - Security concepts and relatioships
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Safeguarding assets of interest is the responsibility of owners who place value on those assets.
Actual or presumedhreat agents ay also place value othe assts and seek t@abuse assets in a
manne contrary to the interests of the owner. Owners will percaieé threats as potential for
impairment otthe assets suc¢hatthe value ofthe assetto the owners would beeduced Security

specfic impairment commonly includes, but is not limited to, damaging disclosure of the asset to
unauthor|$d recipients (Ios of confidentiality), damage to th assetthrough unauthor@d

Cpuntermasures are imposed tedwce vulnerabilitiss and to met security palicies of tke owners
ofl the assetgeither directly o indirectly by providing direction to otheparties). Residua
vulnerabilities may remain after the imposition of countesuees. Sueh vulnerabilitiesaynbe
eqploited by threat agents regenting a residal level of risk to theassets. Owners will seek to
mjnimise that risk gien other constraints.

[ 'Iiz Scshunr;r:f;i Evaluation

produce L»[ assurance ]‘J gives evidence of
giving

[ Owners j

require :
a confidence ]

that
countermeasures
. ‘P‘ risk ]
minimise
o 4
assets. ]
to

Figure 4.2 - Evaluation concepts ad relationships
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Ownes will need to be confident that the countermeasare adequatto counter the thresito
assets before they will allow exposure of their assets to the specified threats. Oanerst m
themselves possessttapability to judg all aspets of the counterneasures, and may thefore
seek evaluation of the countermeasures. The outcome of evaluation is a statement exteat the
to which assurase is gained that the countezasures can be trusted tuce the risks to the
protected assets. Thstatement assigns assuance ratingof the countermeasureassurance

bengthat property othe coumermeaswsaha gives groundSor confidencem ther proper
operation. This statement canused by th@wner of the assets in deciding whestto acept-the
risk of exposing thassts tothe threats. Figuré.2 illustrates theseslationships.

Ownes d assets will normally be held responsible for those assets and should be atd@do de

the cecision to acept the risks ofexposing the assets to the threats. This requires that the
statemergresultingfrom evaluation are efensible. Thus, eauation should,leado objective apd
repetable results it canbe cited as evighce.

4.1.2 Information technology security context

Many assets ari@ the form of information that is stored, processed and transmitted by IT |products
or systems to meet requirements laid down by owners of the information. &itorowners may
require th& disemination awnl modification of ay such-information representationsat@ pe
strictly controlled They may demand thatehT prodict‘or System imptment IT specific securjity
controls as part of the overall set ofséty countermeasures put in péato counteract the threats

to thedat.

reasons, ke maximum use of existing commodity IT prodwsiish as operatyysystems, general
purpose application components, and hardwaptatforms. IT scurity counermeas
implemented by a system may ds@ctions of the undling IT products and depend upgn the

correct operation of IT producealrity functions. The IT products may, therefore, be subject to
evaluationas part othe IT sysém-security evaluation.

IT systems are procured aodnstructed taned specific requirements drmmay, for e:onoE
n

Where an IT product is incorporated or being consttléar incorporation in multiple IT systems,
there arecost adantages.in eauating the security aspects of such a product indepen
building a catalogue of evaledit products. The results of suah evaluation should be expre¢ssed

in a manner that-supports incorporation of the product in multiple IT systems without unnecessary
repetition of workrequired to examine éproduct’s security.

An IT system acreditor hastheauthority of the owner of the information tetdrmine wheth
combination of IT and non-IT securitpunermeasures furnishes adequate protection for the data,
and thus to decide whethto permit the operation ahe systemThe accreditormay call fpr
evaluation ofthe IT countermeasusen orde to determine whethiethe IT counermeas
provide adequatperotection and whether the specéd countermeasures are properly implemented

by The TT system. Thigvaluationmay take various formand degresof rigour, dependig upon
therules mposed uponor by, the acceditor.

4.2 Common Cr iteria approach

Confiderce in IT security can beamed through actions that may teken during the processes of
development, evaluation, and operation.

15
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4.2.1 Development

The CC dosnot mandatany specift developmehmethodologyor life cycle model. Figure4.3
depictsunderlying assumptions about the relatiopdigtween the securitgguirements and the
TOE. The figure is used to providecontext for discussion dnshould no be construed as
advocating a prefence for one rethodology(e.g. waterdll) over another €.g. prototyping).

It[is essentialthat the security requirements imposed dhe IT development be effecavn
cqntributing to the security osgjtives of consumers. Unless suitable requirements ataisied
af the start of the development prsg;ethe resulting endrpduct, howevewell engineered, may
ngt meet the objectiveof its anticipatecconsumers.

Security
requirements

Sg‘ejg‘fjtgt‘l";'n Desigrand
implementation

refinement

High-level
design

-
I
L — o
| |
L — —
Correspandence
analysis and Saurce code!
integration testing ';;’mz:

/%*Implementatio
n

Figure 4.3 - TOE developmen model

The proess is lased on the kfinement ofthe securityrequiremerd into a TOE summary
specificationexpressedn the curity target. Each lower level of refinement represeatsiesign
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decomposition with additional designdetail. The ledasabstract representation is the TOE
implementation itself.

TheCC does not mandatespecific set of desigrepregntations. The CC requementis that there
should be suffi@nt design repreentations presented at a sufiéoit level of granularity to
demonstete where requéed:

a) that eachrefinementlevel is acomplete instandtion of the higter levels (i.e. allFfQE
security functionspropertiesand behaviou defined at tke higher bvel of abstactipn
mustbe cemonstrably present in the lewlevel);

b) thateach refirement lee is an accurate instantiation of the higher levels (i.¢. there
should be no TOE seqty functions propertiesand behaviour daned at the loyer
level of abstraction that are not recgdrbythe higher level).

The CC assurance cettia identify the design abstractioavels of functional speciation, high-
level design, low-level design, and ineptentation. Depending updheassurancéevel spgecified,
developers may be required to show how the developmetitaaiology mets theCC assurapce
requirements.

Evaluation
l criteria
Security .
requirements Develop MEeY[ﬁI(;J; élé)n
(PPand ST) TOE 9y
A >
I ) 7 Evaluation
| Y, TOE and Scheme
| > / Evaluation Evaluate
L , Evidence TOE
| A
l | / 7
| I /
| | ~ d Evaluation Operate
I | 7 Results
| L / TOE
| | T
| | | |
Lo . _ _Feedbek r

Figure 4.4 - TOE evaluationprocess
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4.2.2 TOE evaluation

The TOE evaluation rpcess as desbed in Figue 44 may be cared out inparallel with
development, ot may follow. The princip&inputs to TOE evaluation ee:

a) the set of TOEevidence, which inclues the evaluated ST as the basis for TOE

cvaluation;
b) theTOE for which the ealuation is required,;
c) theevaluation crited, methodology and seme.

Infaddition, informatie material (suchsapplication nags of thre CC)and the IT sécCurity expertise
ofithe evaluator and the @uation community arékely to beused as inputs-to trealuation.

The expectedesult of the evaluation press is a confirmation that the . TOHRisfies its seurity
requiremergas stated ithe ST withone ormore repod documentig theevaluator findings about
the TOE & determined by the evaluation erit. These reports will be useful to actual a
potential consumetof the product or systerepreserdd bythe TOE awell as to the eveloper.

The degree of confidence gained through an evaluation ‘depends on the assurance requ
(¢.9. Exdluation Assurage Level) met.

Eyaluation can lead toetier IT security products.in‘twoays. Evaluation is intended todutify
erfors or vulnerabilits in the T that the developer magorrect, theeby redwing the probability
ofl security failures in future operation. AIS0 in pagpg for the rigours of evaluation, th
developer may takmore @rein TOE design-am development. Thereforthe evaluation proces
cgn exert a strong, though indirect, positive @ffen the initial requirements, thievelopment
prlocess, the engroduct, and the opational environment.

42.3 Operation

Cpnsumers maglect to use.evaluated TOEs in their environments. Once a TOE is in operat
is| possible that previqusly unkwa erors or vulnerabilities may siace or enviromental
agsumptions ray need.te’berevised. As a resutif operation, feedbaatould be gien that would
rejquire tke developérto correct the TOE or redefine its security requirememts/wonmental
agsumptions. Such chaegy may require the TOE to be re-evaluated the security of its
operational environment tobe strengthened. In some instaes this mayonly require that the
ne¢ede updafes are evalwet in order to regaisonfidence in th& OE. Although tle CC contains
criteria_to-cover assurance manénce, dtailed proedures for re-eauation, including reuse o
aluation esults, are outside the scope of @@.

(4]

hd

irements

vJ

ion, it

4.3 Security concepts

Evaluationcriteria ae most usefulin the contex of the engineering processand regulatory
frameworks that i@ suppdive of secue TOE development and evaluation. §kubclause is

provided for illustration and guidance purposes only and is not intended to constrain the analysis

processes, development approaches, or evaluatiemmeshwithin which the € might be
employed.
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TheCC is applicable when IT is being usl there is concern about the ability of the Idmant

to sabguard assets. In order tshow that the assets are secure, the security @osanust be
addressedt all levels from the most absttato the firel IT implementation in its operational
environment. These levels of repantation, as described in the following subclaes permit
security problems and issues @ chaacterised and discussed but do not, of themselves,
demonstete that the final IT implementatiorctaally exhibits the requad security lthaviourand

Carn thereforebe trusted:

The CC requires that certain levels of representaticontain a rationale for thepresentatiorpf
the TOE at that leal. That is, such a lek must contain a reasoned and convincing argurtiat
shows that its in conformance withthe highedevel,and is itelf complete, correct;and internally
consistent Statements ofrationale demonstratingconformance with the adjacent higher level
representatiorcontribute tothe casefor TOE correctness.Rationale directly demonstrating
compliarce with scurity objectives supports the case that T@E iseffective in counering the
threats and enforcinthe organisational securipolicy.

The CC &yers the differertevels of gpresentation as describedEigure 4.5, which illustrasthe
means by which theesurity requirements and spications might be derived when developing a
PP or ST. All TOE security requirements ultimately arise froomsiceration of the purposand
coniext of the TOE.This chart is not interedl to constrain,theneans by which PPs and ST[s are
developed, but illustrates how the results of somalydic’ approaches rafe to the content of[PPs

and STs.

19


https://standardsiso.com/api/?name=463e8839781590bbcda6e2f759c5d064

ISO/IEC 15408-1:1999(E) © ISO/IEC

<
Assets requiring
TOE physical protection TOE purpose
environment v
Security
Establish Environment
security material (PP/ST)
environment
Assumptions Threats Organisational
security policies
<
Establish
security
objectives
Security
Security Objectives
CC requirements objectives material (PP/ST)
catalogue
Establish
security,
requirements
Security
Functional Assurance Requirements for Requirements
requirements requirements the environment material (PP/ST)
Establish
TOE summary
specification
v Security
TOE summary Specification
sueciicaton < a(ST)

Figure4.5 - Derivation of r equirements andspecifications
4.3.1 Security environment

The security environment includes all thers, organisationalecurity policies, customsexpertise
and knowkdge that are determined to be relevant. It thus defines thextontvhich the TOE is
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intenced to be used. Theecurity environment also includes the threats to security that are, or are
held to be, present in thenvironment.

To establistihe securityenvironment, the PP or ST writer B#o take intoaccount:

a) the TOE physicaknvironment which identifes all aspcts of the TOE operating
—_____enviromment Tetevant to 1 OE ®@#ity, nctuding Kmown physicat—and personnel

b)

c)

Investigation othe securitypolicies, threats and risks should pertié following securityspecifi

securityarrangements;

the assets requiring protection lilge element ofthe TCE to whieh. security

requirements or polies will apply; this may iolude assets that arecdirectly e
to, such as fds and databases, as well as assets that are indirectly subject t
requirementssuch as authorisationetlentels and thd T impleméntation itdlf;

bd
D security

the TOE purpose, which would address the peotygpe and.the intendedage of {he

TOE.

statements tbe made about the TOE:

a) A statement olssumptions which are to'be” met bg émvironment of th TOE

b)

orde for the TOE to be considered securbis statement can be @ptel as axionatic

for the TOE evaluation.

A statement ofhreats tosecurityof the assets would identify all €threats percei
by the gcurity aralysis as rekbvant to theTOE. The CC chacterises a thgat in ter

Cc

n

ved
ms

of a thret agent, a presumed-attack method, any vulnerabilities thahar®undatjon

for the attack and identifcation of the assé under attack. An assessment iigks
security would qualify-gzh threat with an assessment of the likelihood of such

to
athreat

developing intcancactual attackhe likelihood of such an attagkoving successful,

and the consequen®of any damagehat may result.

A statement_of applicable organisational security policies wouddtifg relevant

policies.and rules. For an IT system, such policies mayekgicitly referenc
whereas-for a general purpd3eproduct @ product class, wiking assmptions ab
organisational security poliapay need tde made.

4.3.2 Security obj ectives

The esults of the analysis dhe securiy environment could threbe used to statthe secu
objectives that counter the édtified threas and address identified organisational security p
and assumptions. The security objectives should be camtsigth the stated operatidnaim

bd,
put

ity
plici
or

product purpose of the TOE, and any knowledge abephyisical environment.

The intent of defrmining curity objectives is to address all of the security concanalsto
declare which security aspects are either adddedsectly by the TCE or by its environment. This
categorisation is badeon a process incorporating engiaeng judgement, swmirity policy,
economic factors and risk @ptancelecisions.
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The security objectives for thenvironmentvould be implemented within 1T domain, andy
non-technical or predul means.

Only the security olgctives for the TOE and & IT environment are addressed by ITcuegy
requirements.

4 3-3— 1T Security TEqUITEMENts

The IT security requirementge therefinement of the securityobjectives intoa set ofsegurity
rgquirements for the TOE and security requirements farieonment which, if met, will ensure
thiat tre TOE canmeet its security objecties.

The CC presents sarity requirements undereldistinctcategorie of functional requirements ang
rance regirements.

The functional requirements atevied on those functions of the TOE that aeecifically in
support of ITsecurity, and definethe desired security behaviour. P2defines the CC functiah
requirements Examples of functional requirements iclude requirements for identification
thenttation, securityaudit and non-repudiatioof origin.

hen the TOE contains sarity functions that a realised/by a probabilistc or permutatiosal
mechanism (e.g. a password or hash function), the assuranceenegnis may spcify that a
mjnimum strength lest consistent with theecurity objetives is to be @med. In thiscase, the
lejel specified will be ore of the following SQOF=basic, SOF-medium, SOF-higlach sgh
function will be requiredto meet that minimum, l€ével or at leaah optionally defined specific
meetric.

The degree of assurancande varied faraiven set of functional requirements; tere it is
typically expressed indrms of increasing levels of rigour built with assurance components. Rart 3
defines the CCassuranceequirements aha scale ofevaluation assurance les (EALS)
cqnstructed usinghesecomponents. The assuran@guirementsare kvied on actions of the
developer, on evehce produed and on the actions of the evaluatorafiples of assurance

a) <confidence in the correctness of thelementation of the gcurity functions, i.e., the
assessent whetler they are correctly implemented; and

b) confidence in the effectiveness of theisey functions, i.e., the assessment whether
they actually safisfy the Sstated secuyjectives.

Security requirenents generally include both requireents forthe presence afesiredbetaviour
and requirements for thebsencef undesiredehaviour It is normally possibleo demonstrate,
by use or testing,the presence of the desire@Haviour.It is na always possible toperfom a
conclusive demonstration of absencd andesired behaviour. Testing, desiggview, and
implementation reviewontributesignificantly to reducing tk risk thatsuch undesired batiour
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is present. Theationale statenents provide further support to threaim that such undesired

behaviou is absent.

4.3.4 TOE summary specification

The TOE summary specification provided in the Sfings the instantiation of the security

meet the functional requirements, and assiganeasures taken to meet thassura
requirements.

4.3.5 TOE implement ation

The TOE implementation is ¢hrealisation of the TOE based ro its ,Security functio
requirements and the TOE summarycspEation contained in the STFOE implementatio
accomplished using a process of applying security and IT engineéringastlilknowledge.
TOE will meet tle securiy objectives if it correctly ad effectively-itnplements all the secu
requirements contained the ST.

4.4 CC descriptive material

The CC presents the framework in which an evaluatem take pice. By presenting
requirements for evider ard aralysis, a more olgctive, and hence useful evaluation resudt
beachieved The CC incorporas a commorsetcefconstructsand a énguage inwhich to expg
andcommunicate the relemt aspets of IT s@urity, and permits those responsible for IT s
to benefit fom the pior expeience ad expatise of others.

4.4.1 Expression of security requirements

| to
nce

nal
N is
The
ity

PCurity

The QC defines a set of constrgcthat combine into meaningful asserndsliof security

requirements foknown validity, which can be sed in establishing securitsequrements f
prospective products disysems. The radtionships among #wvariousconstructs forequireme
expression are described below and illustratddyure 4.6.

or
hts
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Packages

Class,

Reusable set of functional or
assurance requirements.
Optional input to PP or ST [~ Protection Profile

Possible input
sources for PP

Class 4

|
Security Tatget

Possible input
T sources for ST

Optional extended (non-CC)
Security Requirements

CC Catalogues

Figure 4.6 - Organisation and construction/of requirements

The organisation ahe CC security requirements into the hierarchy ofsldamily - component
is|proviced tohelp consumers tiocate speific security requirements.

The CC preants requiements for functional and assuranagpects in the same general style gnd
ugesthe sme organisatiomand terminology foeach.

44.1.1 Class

The term class is used for the most'general groupingcafity requirements. All the mendos of
atlass share a common focus, while differinganverage of security olegtives.

Tlhe members dliclass are\termed families.
44.1.2 Family

Alfamily is a grouping of sets of security requirements that share security objectivesy llitfen
infemphass or ¥vigour.

The members odfamily are termedomponents.

44H3 Component

A component describes a specific set of security requirements aredimdhestselectable set of
security requirements for inclusiom the structures defed in the CC. The set of components
within a family may be alered to regesentincreasing strength rocapability ¢ security
requirements that share a common purposey firtay also be partially ordered to repent relastd
non-herarchical sets. In some instances, there is only one componeahiiiyaso ordering is not
applicable.
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The components are constructed from individual elemdrtis. element ighe lowest level
expression of securitgguirements, and is the indivisiblecsgity requirement that can be verified
by the evaluation.

Dependencies between components

compktenes of the TOE requirements, dependesc@ould be satisfied when incorporating
components into PRand STs where appropriate.

Permitted operations on components

CCcomponents may hesedexactly as dfinedin the CC, or thy may betailored throughhe yse
of permitted operations in order taet a specific security policy or counter a specific thregt. Each
CC component identi#s and defineany permitted operations of assigamhand sedction, aze

circumstances under which these operations may be applied to the component, and tle results of

the application of the operation. The operations of.iteramhrefinement can be perfoethfor

any componenfThese four operations are debedas follows:

a) Iiteration, which permits th use ofa component more than once with varying
operations;

b) assignment which permits’the specification of a parameter to be filled in when the
component is used;

c) selection which permits the speatftion of items that are to be seketfrom alist
given in the component;

d) refinement;”whichpermits the addition of extra detail whigv® component is ed

Some requed-gperations may be completed (in whole at)pga the PP or may be & to be
compktedindhe ST. Neverthess, all opeations musbe completed in the ST.

4.4.2 Use of security requirements

TheCC defines three types of requirement constructs: packBgedST. TheCC further defigs
asd of IT security criteriathat can address thneeds of manycommunities and thussere a$ a

major expert inputto the prodation of these constructs. The ¢ias ben developed aroundhe
central notion of usingzherever possible the security requirements components dafitrelCC,
which represent a well-known and understdochain. Figure # shows theelationship between
these different constructs.
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Figure 4.7 - Use of;sagqity req uirements

N intermediate combination of-‘compams is termed a paee. The package permits the
pressionof a set of functionabr’assuranceequiremens that meetan identifiable subset of
curity obgctives. A package'is inteed to be reusable and tefthe requirements that are known
be useful and efttive_in meeting the identified objectives. Adggage may be used in the
nstruction of larger mikages, PPsnd STs.

neevaluationassurance levels (EALS) are predefined assuraameages contained in Part 3. An
AL is a baseline set of assurance requirements for evaluation. Eétl define aconsistent et
assurace requirements. Togher, the EALs forman ordeed set that is the predefined assurance
ale of the .CC.

1.2 .2 Protection Profile

Th

b " DDAt oo ook ~Ff ooy iy o i o ot o B st " ot oot ;o bl
1IC rroulitainiioda ol Ul ocuunt_y ICqUIICIIICIILD CIuraulin uirc ©oe,uUr stattu Cl\pllbllly, VVIulT

shouldinclude an EAL (possibly augmented by additicesdurance component3he PP permits

th

e implemerdtion independent expssion of seurity requirenents for a set of TOEs that will

comply fully with a set ofsecurity objectives. A PP is intendetb be reusable artd defineTOE

re
fo
re

quirements thare known tobe uful and efective in meeting the ehtified objectives, both
r functions andassuance. A PP alsgontainsthe ratiorale for securityobjectives andsecurity
quirements.
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A PP could be developed by usentounities IT product developersr othe parties interested
in defining sucha common sebf requirements. A°P gives consumera meas of referring toa
specific setof security neesland facilitates future exaluation against those needs.

4.4.2.3 Security Target

reference to CC fuctlonal or assurane componentsor stated explicitly. AnST permnst
expressiorof security requirements for aesjific TOE tha are shown, byevaluation, to.be ug
and effetive in meeting the identified objectives.

An ST contains the TOE summary speeéificn, together with the security. requiremeafgl
objectives, and the rationale for each. An ST is bbasis foragreement between all parties
what securitythe TCE offers.

4.4.3 Sources of secu rity requirements

TOE security requiementscan be constructed hysing the follewing inputs:

a)

b)

d)

Existing PPs
The TOE seurity requirements in an ST may be adegyaexpressed byor &
intenced to comply with, a pre-existing statemt of requirementgontained in
existing PP.

ExistingPPs may besed as-adsis for a ew PP.

Existing packages

Part of the TOEeurity requirements in a PP or ST may have already been e
in a packagéhat nay be used.

as to

an

Xpressed

A set of predefined packeg is the EALs defined in Part 3. The T@Esurance

requirements in afPor ST should include an EAL from Part 3.
Existingfunctional or assurance requiremecdasnporents

The TOE fumtional or assurancerequirements in a PP or STagn be expres
directly, using the componentskart 2 or 3.

Extended requirements

sed

Additional furctional requirenents not cordined In Part 2 and/or additionassurance

requirements not containedbart 3 maye used irma PP 0IST.

Existing requiements naterial from Parts 2 and 3 should be used whesa#able. The use of an
existing PP will lelp to ensure that the TOE will meet a well known seteafds of known utility
and thus benore widelyrecognised.
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4.5 Types of evaluation

4.

5.1 PP evaluation

The PP evaluatiorscarried out against @evaluatiorcriteriafor PPs contained in PartBhe gal
of suwch an ewduation is to emonstete that the PPis compete, consistentand technically sound

an
4,
Tl
in
CC

B.3 TOE evaluation

d suitablefor useas a siiement of requements for an evaluatable TOE.
5.2 ST evaluation
e evaluationf the ST for the T@ is carried out against the evaluation criteria forSTs comtai

nsistent, and technically sound dahce suitable for use @ basis for theonresponding TOE
aluation; second, in the case where an ST claims conformance to a PP, to demonstratg
I properlymeets the requirements of the PP.

ne TOE ewuation is carried out against the evaluationegat-contained in Part 3 usirn
aluated ST sthe basisThe goal of such an alation is toddemonstrateahthe TOE meets the
curity requirementsontainedn the ST.

6 Assurance maintenance

DE assuance maintenane is carried ou agaifist the evaluation @ita contined in Part3 using
previouslyevaluatel TOE as tte basis. The goal iso derive confidence that assuramdready
tablished im TOE is maintainedand thatthe TOE wiltontinue taneet its securityrequirements
changes are ade to tle TOE or its@nvironment.

L
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5 Common Criteria requirements and evaluation

results

5.1 Introduct ion

ISO/IEC 15408-1:1999(E)

This clause presentise expetedresults fromPP andl OE evaluation. PP or TOE evaluatsje
respetively to catlogues of evaluated PPs or TOEs. ST evaluati@dddo intermediateest

that are used ithe frameof a TCE evaluation.

ad

Its

Evaluated
PP

Catalogue
Certificates

Evaluate PP Evaluation Catalogue
PP Results PP
Evaluate ST Ewluation
ST Results
Evaluate TOE Evaluatio
TOE Results

Evaluated
TOE

Evaluation should lad to objective andepeatable results that can be cited as evidence
there is nadtally objective scalefor representing the results af IT security evaluation. T
exisence-0f a sebf evaluation criterids a neessry precondition for evaluation to lead
meaningful result and provides a tedahibasis for muta recognition of evaluation re
betw&en evaluation authorites. But the applietion of criteria contains both obgtive apd
subjective elements, that'why precise and universl ratings for T securityare not, theref

feasible.

Figure5.1 - Evaluation results

even if
he

@

sults

Dre,

A rating made relative to the C@presents the findings of a specific type of invesioy of the
security properties of a TOE. Such a rating does not guarantee fitness for use in any particular
application environment. The decision to accept a TOE for use in a specificatippli
environment is basl onconsiceration of manysecurity issusincluding the ewluation findings.
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5.2 Requirements in PPs and STs

The CC defines a set of I'Baurity criteria that can address theeds ofmany communigs. The
CC has beedevelopedroundhe central notion that #use of the security functionalcomponents
contained in Part Zand the EALs and assurance componentgained in Part 3, represents the

preferred course of action for expression of TOE requirements in PPs and STs, as they represent a
wgll-known and understoadbmain.

The CC ecognisgs the possibility that functional and assurance requirements noteddluthe
prlovided catalogues @y be required in order to represent the complete set of.dlirige
requrements. The follwing shall apply to the inclusiorf these extended functional@f assurance
regquirements:

a) Any extended functiond or assurance requiremsrncluded in @ PP oS8T shall be
clearly and unambiguouslgxpressed such that evaluation’,and demonstratiop of
compliance is feasible. The lehof detail and manner ofrexpression of existing €C
functionalor assurance components shall be used as@model.

b) Evaluation esults obtained using extded functional or assurance requirements shall
be caveated as such.

c) The incorpoation of extended functionabr assuranerequirements into a PP &T
shall conform to the APE or ASE classes of the B, as appropriate.

5.1 PP evaluation r esults
The CC contains thevaluation criterigdhat.permit an evaluator to state whether a PP is comglete,
cqnsistent, and technically sound amthd¢e suitable for use astatement of requements foran
eyaluatable TOE.

Eyaluation of the PP shall result in a pass/fail statenA PP for which the eluation results in
a pas statement shall beligible for inclusion within a registry.

5|3 Requirements—~in TOE

The CC contaifs thevaluationcriteria that permitn evaluator todeermine whether ta TOE
sgtisfies the securityequirements expressed in the ST. By using the CC in evaluation of the [TOE,

thie evaluatowill be able to make statements about:

a) whether the specified security fttions of the TOE meet the functional requiremepts
andare thereby effective in meeting the securityeobyes of tle TOE;

b) whether the spfied security functions of the TOE are correctly implemented.

The security requirements expressadthe CC define theknown working dorain of applicability
of IT security evaluation criteriaA TOE for whidh the securityequirementsre expressd only
in terms of the functional and assurarequirements drawn from th€C will be evaluatable
against the CC. Use @ssurancgackages that do not contam EAL shall be justified.
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However, therenay be a need for BOE to meet security reqements not diectly expressed in
the CC. The CC recognises the necessity to eveduaha TOE but, as thadditionad requirements
lie outside tle known domairof applicability of the CC, the resuls of such arevaluationmug be

caveated ecordingly. Sud a caveat may pte at risk universal acceptancetbé evaluat
resultsby theinvolved evaluatiorauthaities.

CC terms to describe thecseity of a TOE mgrmits comparison othe security chacteristics
TOEsin general.
5.3.1 TOE evaluation r esults

The esult of the TOE evaluation shall be a statement that describes théextent to whig
canbe trusted to conform to therequirements.

Evaluation of the TOE shaiésult in a pass/fail statemeAtTOE for-which the evaluation res
in apass statemeshall be eligible for inclusion withiaregistry.
5.4 Caveats on evaluation results
The pass result of eluation shall bea setement that.describes thetent to which the PP or |
can be trusted to conform to the requirements, The results shall be caveated with resp
a) Part 2 conformant - A PPor TOE is Rrt 2 conformantf the functional equireme
are onlybase upon functional componesiin Part 2.

b) Part 2 extended - A PPor TOE is Part 2 extended if the functionedjuireme
includefunctional components not ireR 2.

c) Part3 confamant- A PP or TOE is Part 3 confoamt if theassuranceequireme
are in theferm of anEAL or assurance packagéhatis based only uponassura
components ifPart 3.

d) Part-3"augmented- A PP or T is Part 3 augmenteiflthe assuranceequiremel
Part 3.

€) Part 3 extended- A PP or TOE is Part 3 extended if the aasce requirements
in the form of arEAL associated with additional assutamequirements not in P

(functionalrequirements)Part 3(assuranceequirements) or diretly to a PP, as listed below.

arein the form ofanEAL or assurance packageplus other assancecomponentn

ion

se of

of

h the TOE

ults

"OE
ect to Part 2

U

hts

nts
nce

ts

are
art 3
nce

or an assurance packagehat includes (or is entirely madep from) assura

requirements not IRart s.

f) Conformantto PP- A TOE is conformant to a PP only if it is compliant with alitp

of thePP.

31


https://standardsiso.com/api/?name=463e8839781590bbcda6e2f759c5d064

ISO/IEC 15408-1:1999(E) © ISO/IEC

5.5 Use of TOE evaluation resul ts

IT prodwcts and systems differ in rexp to theuse of the results of the evaluation. Figar2
shows options for processing the results of evaluation. Products caallsgexy and catogued

at sucessiely higher levels of aggregation until operatbsystems are achieved, at which time
they may besubject to esluation in connetion with systen accreditation.

\
Evaluated \
PPs \
Products |- X
Catalogue
Catalogue \
(optional) (optiona) \ \ Catalogue Evaluated
product product
Security Develop Evaluation \ (alternatives)
requirenents & evaluate results < TN T T T T T T T
q TOE 3
/
Accredit Accredited
// system system
/
/
/
/ System
/ accreditation
criteria

Figure 5.2 - Use of TOE evaluation results

The TOE is develag in-response to requirements that nakg taccount of the security propertig¢s
ofl ary evaluate prodiets incorporatd and PPs refenced. Subsequemtaluation ofthe TOE
lepds to a set of eyaluatioresults docurenting thefindingsof the evaluation.

Following an_evaluation of an IT produintended for wider use, a summary of #valuation
findings might be ented in a catalogue of evaluated products so that it beconaéislde® to a
w|der market seeking tase securell products.

Wherethe TOE is owill be included in an installed IT systenattihas been subject to evaluatiop,
the evaluation results will bavailable to the system accreditor. The CC evaluation resajts m
then be consited by the ecreditor when applying organisation specifaceeditation criteria tht
call for CC evaluationCC e\dluation results a& oneof the inputs t@n accredition process @t
leads to a ckcision on acceptinthe riskof system operation.
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Annex A
(informative)

The Common Criteria project

A.1 Background to the Common Criteria project

TheCC represents the outcomiea series of efforts tdevelop criéria for evaluationofT securjity
that are broadlyuseful withinthe inernational community. Inthe early 1980's tk Trusted
Computer System Evaluation Cri@{TCSEC) was desfoped in the.Unitd States. In [the
suwcceeding decade, various courdifiegan initiatives to devagbeevaluatioreriteria that buil uppn
the concepts of the TCSEC but were more flexible and adaptatiie &volving naturef IT |in
general.

In Europe the Information TechnologySecurity Evaluation(Critea (ITSEC) version 1.2 was
published in 199by the Europea@ommissionafter joint.development by the nationsfefarge,
Germany, te Netherbnds and the United Kingdom. I@anada, th&€anadan Trustel Computer

Product Evaluation €Gteria (CTCPEQ version 3.0 was published in early 1993 as a comRination
of the ITSEC ad TCSEC approaches. In the“UndeStates,the deft Federal Criteria fpr
Information Tehnology Security (FC) version.2:0 was also published in early B8 secpnd
appro&h to combining Norh American andEurepean cotepts forevaluation criteria.

Work had legun in 1990n the InternationlaOrganization for Standardization (I9®@o developjan
internatioral standard evaluation criteérfar general us The new criteria was foe responsive to

the ned for mutual ecognition of ‘séndardised gcurity evaluation results in a gladT markgt.

This task wasssigned to Working Group 3 (WG 3) of subcommittee 27 (SC 27) of the Joint
Technical Committee 1 (JTC'1). Initially, pregs was slow within WG3 because of the extensive
amountof work ard intensive multilateral negotiations required.

A.2 Development of the Common Cri teria

In June 1993; the sponsoring organisations of the CTCPECTCSEC and ITSEC (which are
identified ig'the nextsubclausgpooled their efforts and begaa jointactivity to align their sparate
criteriainto a single set of IT security criteria that could be widely ud@d.activity was named
the CC\Praggct. Its purpose was to resolve tbenceptual athtechnica differences found in

contributedseveral.early versions of the CC to WG 3 via the liaison channel. As a reduhe
interaction between W@ and the CCEB, these vers®mwere adoped as sucessive working
drafts of various Parts of th80O criteria beginningn 1994.

Version 10 of the CC was completed by the CCEB in January 1996 and wawe@y BO in

April 1996 for distributionas a Committee Draft (CD). The CC Project then peréranumber
of trial evaluations using CC Version 1.0, and an extensive public review of the docuasent w
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conductedThe CC Poject subsequently undertook an extensive revision of the CC based on the
comments regived from trial use, public review and interaction with ISO. The revision work has

been carried out by the successor to the CCEB, now called the CC kntaiison Board (CCIB).

The CCIB compkted CGC version 2.0 Beta” in Cctober 1997 and prested it to WG 3, which
approved it as a Second Commlt@mft Subsequent |Htmed|ate draft verS|ons Wemzowded

NationalBodies via theCD balloting. The culmiration of this pr@essis CC Version2.0.

For historical and continuity purposs, ISO/IEC JTC 1/6 27/WG 3 has a@pted theegntinued
use of theerm “Common Crieria” (CC) within the deument, whilerecognising that its offiel
name inthe ISO contex is “Evaluation Criteia for Information Technology Security”.

Al3 Common Criteria project sponsoring organisations

The seven European and North &inan governmental oegisations listed below constitute th
C[C progct sponsoring organisations. Thesganisations have provided early all of theeffort that
went into developing the CQdm its inception to its compléetiomhese oganisations are als
gvaluation authorities” fa their respectig national gevernments. Thehave commitied

hnical development hasdpecompleted and it_iS-in the final sesgof aceptanceas an

andresponded t@a seres of comments that came badirectly fromWG 3 experts and from ISC

mseles to replacing theirespective evaluatiooriteria:with the CC wersion 2.0 now that itg
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Annex B
(normative)

Specification of Protection Profiles

B.1 Overview

A PP defines an impinentation-independent & of IT security requements farya categor
TOEs. Such TOEs are intended to meet common caaguweads for IT secutity. Consumer
therefore construct or citeRP to express their IT @gity needs without refence toany spec
TOE.

This annex contains theequirements for the PP in aeptive form_The assurance clas\PE,

contined in clause 4 of ISO/IEC 15408-@&ntains these reg@ments in the form obssura
components tbe usedor evaluatiorof the PP.

B.2 Conten t of Protection Profile

B.2.1 Content and pres entation

A PP shall coform to the contentequrements desgbed in this annexA PP should be prese
as a user-oriented document that minimises reference to other material that mightead

available to the Puser. Theaationalemay be supplied separately, if that is appropriat

The contents othe PPare portrayed inFigure B.1, whit should beused wherconstructing
structural outline of the PP doeuent.

B.2.2 PP introduction

The FP introduction shall contain document management and/@ve information necessa
operate a Pregistryas follows:

a) <Fhe PP identification shall provide the abelling and degiptive informati
necessary to ahtify, catalogue, egister, and crossference a PP.

b) The PP overviewshall summarise the PP in narrative form. The overview s

y of
5 can
fic

nce

nted
e r

the

y to

ould be
s

PP
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PROTECTION PROFILE

PP identification

B

T
re

Tl
de
ng

FPF Introduction

PP overview

TOE Description

| TOE Security Assumptions
environment Threats

Security objectives | Security objectives for the TOE

- IT security

requirements requirements

TOE security

Security requirements for the IT environment
— PP application notes

Rationale

—|: Security objectives rationale

Organisational security policies

Security objectives for the environment

Security requirements rationale

TOE security functional
requirements

TOE security assurance
requirements

2.3 TOE description

If

the’ TOQE is a pro

Rigure B.1 - Protection Profile content

nis part of the-'PP shall desbe the TOE asan aid to the understanding of itscaaty
quirementsyand shall aggsthe product type and the generaf€itures of th@ OE.

ne TOE description provides context for the evaluafidre information presented in the TOE
pscription will be used in the course of the evaluationdwtify inconsistencies. As a PP dog
pt normally efer to a specific implementation, the described TOE features may be assum

usedto describe the wider application context indchich such a TOE will fit.

B.2.4 TOE security environment

bS
ptions.

The statement offOE security environment shall describe the esurity aspects of the
environment in which the TOE is imhded to be used and the manner in which it is expected to be
employed This satement shall include the following:

38


https://standardsiso.com/api/?name=463e8839781590bbcda6e2f759c5d064

© ISO/IEC ISO/IEC 15408-1:1999(E)

a) A de<ription ofassumptionsshall describe theecurity aspects of thenvironment

in

which the TOE will be used or is mtded to be used. Thisahinclude the following:

information about the intended usage of the TOE, including suclttaspe
intenced applicationpotentialasst value, and possible limitations of usad

the

— — , - et P el

and connectivity aspects.

b) A de<ription of threats shall includeall threats tahe asset against which spe

Cific

protection within theTOE or i environment is required.Note that ne@ll possible
threats thammight be encountered in themvironment need to belisted, only those

which are releant for secure TOBperation.

A threat shall be described in terms of an identified thfeaitathe attackandt
asset that is thsubject otthe attack Threat agents should be descdlby address
aspects suclas expertise, availablresourcesand motiation. Attacks should
described by addressing aspects such as attack-methgpdsinerabilities exploi
and oppatunity.

If security objetives are drived from only~organisational eerity policies and

assumptions, thetme description of thegés fmay beomitted.

he
ng
be
ed,

c) A description of organisational security policiesshall identify, and if necesgary
explain, anyorganisational ecuritypolicy statements orules with which the TQE

must comply. Explanation and. interpretatio may be recessary to preserdny

individud policy statemenin-azmanner that permits it te used to set clear segurity

objectives.

If security objectivesc-are drived from only threatsand assumptions, then the

description of organisationatcurity policies maye omitted.

Where the TOE is physieally distributed, it may be necessary to discussuhitysnvironmental

aspects (assumptions,.threats, organisational security policies) separately for distinct
the TOE environment:

B.2.5 Securitsy objectives

The statement o$ecurity objectives shall define the security olgves for tle TOE and
environmment. The security object&veshall addess all of the securityenvironment aspg
identified The security objective shallreflectthe statedintent and shall be suitable tmunter
identified threats ad coverall identified organisational security policiesdaassumptionsT

domains of

its
bCts
all
he

following categores of objectives shall be idengl. No&: when athreat or organisational sec

lrity

policy IS to be covered partly by the TOE and partly by Its environmeani fiie related objective

shell be repeagd in each @tegory.

a) Thesecurity objectives for the TOEsHell be clearly statd and traced back to aspects
of identified threats to be countered by the TOE and/@anisgiional security polices

to be met by the TOE.
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b) Thesecurity objectives for the environmentshall beclearly stated and tcad bak
to aspects of identified thetes not completely countered by the TCQdad/or
organisational sirity policies or assumptions not completely met by the TOE.

Note that security objectives for the environment may ba re-statement, in whelor
part, of theassumptions portion of tretatement of the TOE secur#gvironment.

1)

2)

B{2.6 IT security requirements

This part of thd®P defines the detailed I'€curity requirements #i shall be atisfied by theTOE
ollits environmentThe IT securityequirements sl be staéd as follows:

a) The satement of TOE security requirements shall dfine the ‘functioml and
assurance security requirementst tthee TOE and the supportingyidence for its
evaluation need to satisfy in order to meet the security objectives for the TORH.
TOE securityrequirements shall ketated afollows:

The stagément of TOE security functional requirements should define the
functional requirements for the TOE as functiooamporents drawn from
Part 2 where applicabé.

Where necessary to cover different asigeof the same requiresmt (e.g.
identification of more than one typ€ of user), repetitive (ige applying the
operation of itegtion) of the same’Par2 componento cover each aspecs

paossible.

WhereAVA_SOF.1 s included in tle TOE securityassurance requiremen
(e.g. EAL2 and higher), the statement of TOE securitgtional requirementg
shall include a minimum strength level for the TOE security functions rea
by a probabilisticor permutational maanism (e.g. a password osesh
function). All such functions shatheet this minimum level. Théevel shall be
one of thesfallowing: SOF-basic, SOF-medium, SOF-high. Thetsmteof the
level skdll_be consistent with the identified security objectives for the T¢(
Optiorally, specific strength of function metrics may befohed for selead
functional requirementsin order to meet certain security obgives for the
TOE.

As partof thestrength ofTOE security functions evaluation (AVA_SOF.1),
will be assessed whether the strength claims made for individual TOE se
functions and theverall minimum strength level are met byetfROE.

The

ised

t
curity

The statemenof TOE security assurancerequirements should state the

assurape requirements @aone of tre EALS optionally augmentedy Part 3
assuraoe components. ThePPmayalso extend th EAL by explicitly stating
additional assurance requirements not taken fPan 3.

b) The optional statement @ecurity r equirements for the IT environment shall
identify the IT security requirements thateaio be met by the IT environment of the
TOE. If the TOE has nasserted degmdencies othe IT environment, tts part of the
PP may be ontted.
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Note thatsecurity requirements for the non-IT environment while often useful in
practie, are not required the a formal part of the PP as they do efzte directly to
the implementation of thEOE.

c) The followingcommon conditionsshall apply equaly to the expressionf security
functional and assurancequrements for tle TOE and its T envirorment:

1)

2)

3)

4)

5)

B.2.7 Application notes

This optional part of the PP may contaaditional supporting information that is consi
relevant omsefalfor the constructiorgvaluation, omuse of theTOE.

B.2.8 Rationale

This part of the PP presents the evidence used in tlewdPiation. This evience supports
elaims that the PR acompleteand cohesive set of requirementd trat aconformant TOE wg

All IT security requiements should be stated bgfarence to secyrity
requirements components dmavifrom Part2 or Part 3 where applicable.

Should none of the a2 o Part 3requrements components. bea

ily

applicable to all or part of theeaurity requirements, the PRymay state those

requirements explicitly without refence to theCC.

Any explicit statement of TOE security functional er assuramegeireme
shal be clearly aml unambiguouslyexpressd such” that evaluatio
demonstration of compliae is feasible. The level of detail and man
expression of existing CC functional or assgearequirements shall be
as a model.

When equiremens comporents that specifyaquired operations (assigrment

or selection) a& selected, the PP shall use those operationsamaplify t

hts

d

f
Ised

ne

requirements to the level otdil-necessary to demonstrate that the security

objectives are met. Any required operations that are adbpned within t
PP shall be identified as such:

By using operations @n the regements components, the TOE se
requirements statementmay optiorlly prescrite or forbid the use
particular security.mechaniswhere necessary.

All dependeties among the IT security requirements stidog satisfi
Depen@ncies may be satisfied by the inclusion of the relevant req
within the TCE security requilements, oras a requirement on the environ

ne

Curity
pf

d.

ment.

dered

the
uld

provide an eective set of Il security countegasures within the security environmen

rationale shll include the following:

.. The

a) Thesewrity objectivesrationale shall demonstrate that thetsid security objectrs
are tra@eable to all of the aspes identified in the TOE seurity environment ath are
suitable to covethem.
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