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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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Information technology — Security techniques —

Key management —

Pa

+ ).
L.

Mechanisms using asymmetric techniques

1. |[Scope

This part of ISO/IEC 11770 defines key management
mechianisms based on asymmetric cryptographic tech-
niques. It specifically addresses the use of asymmetric
technigues to achieve the following goals:

1| Establish a shared secret key for a symmetric
cryptographic technigue between two entities
A and B by key agreement. In a secret key
agreement mechanism the secret key is the re-
sult of a data exchange between the two entiz
ties A and B. Neither of them can prede-
termine the value of the shared secret key.

2| Establish a shared secret key for.a.symmetric
cryptographic technigque between’/two entities
A and B by key transport. \In ‘a secret key
transport mechanism the_secret key is chosen
by one entityA and is transferred to another
entity B, suitably_protected by asymmetric
techniques.

3] Make an entity's public key available to other
entities~by key transport. In a public key
transpoert mechanism, the public key of an en-
tity VA must be transferred to other entities in
an authenticated way, but not requiring se-

- mechanisms to generate,or validate asymmet-
ric key pairs,

- mechanisms to<tore, archive, delete, destroy,
etc. keys.

While this part of ISO/IEC 11770 does not exglicitly
cover the distribution of an entity's private key [(of an
asymmetrickey pair) from a trusted third party to a
requestingentity, the key transport mechanisms de-
scribed-can be used to achieve this.

This part of ISO/IEC 11770 does not cover the [imple-
mentations of the transformations used in the kgy man-
agement mechanisms.

NOTE - To achieve authenticity of key mgnage-
ment messages it is possible to make provis|ons for
authenticity within the key establishment prptocol
or to use a public key signature system to dign the
key exchange messages.

2. Normative references

The following normative documents contain proyisions
which, through reference in this text, constitute|provi-
sions of this part of ISO 11770. For dated refefences,
subsequent amendments to, or revisions of, |any of
these publications do not apply. However, pafties to

crecy.

Some of the mechanisms of this part of ISO/IEC 11770
are based on the corresponding authentication mecha-
nisms in ISO/IEC 9798-3.

This part of ISO/IEC 11770 does not cover aspects of
key management such as

- key lifecycle management,

© ISO/IEC 1999 — All rights reserved

agreements based on this part of 1sO 11770 are en-
couraged to investigate the possibility of applying the

most recent editions of the normative documents indi-

cated below. For undated references, the latest edition
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ISO 7498-2:1989 Information processing systems -
Open Systems Interconnection - Basic Reference
Model - Part 2: Security Architecture

ISO/IEC 9594-8:1995Information technology - Open
Systems Interconnection — The Directory: Authentica-
tion framework.

ISO/IEC 9798-3:1998Information technology - Secu-

transformation suffices for both signing and de-
crypting messages, and one public transformation
suffices for both verifying and encrypting mes-
sages. However, since this does not conform to the
principle of key separation, throughout this part of
ISO/IEC 11770 the four elementary transforma-
tions and the corresponding keys are kept separate.

3.2, asymmetric encipherment systema system

rity techniques - Entity authentication - Part 3:
Mechanisms using digital signature techniques.

ISO/IEC| 10118-1:1994,Information technology -
Security [techniques - Hash-functions - Part 1: Gen-
eral.

ISO/IEC| 10181-1:1996,Information technology -
Open Systems Interconnection - Security frameworks
for open ystems Overview.

ISO/IEC| 11770-1:1996,Information technology -
Security [ techniques - Key management - Part 1:
Framewaqrk

3. Definitions

For the purposes of this part of ISO/IEC 11770, the
following|definitions apply.

3.1. hsymmetric  cryptographic technique a
cryptogragphic technique that uses two related (trans-
formationps, a public transformation (defined:by the
public kgy) and a private transformation. (defined by
the privdgte key). The two transformations have the
property|that, given the public transformation, it is
computagionally infeasible to derive the private trans-
formation.

NOTE - A system based on asymmetric crypto-

graphjic techniques<can either be an encipherment
system, a signature system, a combined encipher-
ment|and signature system, or a key agreement
system~With asymmetric cryptographic techniques

Arm four alamantans trancfarmatinne: ol AanA

based on asymmetric cryptographic techniques-whose
public transformation is used for encipherment and
whose private transformation is used for decipherment.

3.3. asymmetric key pair. a pair of re€lated key
where the private key defines the fyrivate transforma-
tion and the public key defines the“public transforma-
tion.

3.4. certification authority (CA): a center trustegl
to create and assign public key certificates. Optionally,
the certification authority may create and assign Keys
to the entities.

3.5. cryptagraphic check function a crypto-
graphic transformation which takes as input a segret
key andan arbitrary string, and which gives a crypto-
graphic check value as output. The computation ¢f a
¢orrect check value without knowledge of the segret
key shall be infeasible [ISO/IEC 9798-1:1997].

3.6. cryptographic check value information
which is derived by performing a cryptographic traps-
formation on the data unit [ISO/IEC 9798-4:1995].

3.7. decipherment the reversal of a correspong-
ing encipherment [ISO/IEC 11770-1:1996].

3.8. digital signature a data appended to, or|a
cryptographic transformation of, a data unit that allqws
a recipient of the data unit to prove the origin gnd
integrity of the data unit and protect the sender and the
recipient of the data unit against forgery by third par-
ties, and the sender against forgery by the recipient

3.9. distinguishing identifier: information which
unambiguously distinguishes an entity [ISO/IEC

vJ

therelarefourelementary-transformations—sigh-and

verify for signature systems, encipher and decipher
for encipherment systems. The signature and the
decipherment transformation are kept private by
the owning entity, whereas the corresponding veri-
fication and encipherment transformations are pub-
lished. There exist asymmetric cryptosystems (e.qg.
RSA) where the four elementary functions may be

achieved by only two transformations: one private

11770-1:1996].

3.10. enciphermentthe (reversible) transformation
of data by a cryptographic algorithm to produce ci-
phertext, i.e. to hide the information content of the data
[ISO/IEC 11770-1:1996].

3.11. entity authentication the corroboration that
an entity is the one claimed [ISO/IEC 9798-1:1997].

© ISO/IEC 1999 — All rights reserved
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3.12.  entity authentication of A to B the assur-
ance of the identity of entity A for entity B.

3.13.  explicit key authentication from A to B: the
assurance for entity B that A is the only other entity
that is in possession of the correct key.

NOTE - implicit key authentication from A to

B and key confirmation from A to B together
imply explicit key authentication from A to B.

ISO/IEC 11770-3:1999(E)

formation. In the case of an asymmetric encipher-

ment system the private key defines
ment transformation.
3.25.  public keythat key of an entity's
key pair which can be made public

the decipher-

asymmetric

NOTE - In the case of an asymmetric signature
system the public key defines the verification trans-

3.14. implicit key authentication from A to B: the
assurance for entity B that A is the only other entity
that can possibly be in possession of the correct key.

3.15. key a sequence of symbols that controls the
operation of a cryptographic transformation (e.g. enci-
pherment, decipherment, cryptographic check function
computation, signature calculation, or signature verifi-
cation) [ISO/IEC 11770-1:1996].

3.16. key agreementthe process of establishing a
shared secret key between entities in such a way that
neither of them can predetermine the value of that key.

3.17.  key confirmation from A to B: the assurance
for entity B that entity A is in possession of the correct
key.

3.18.  key control: the ability to choose the key or
the parameters used in the key computation.

3.19. key establishment the process of ‘making
available a shared secret key to one_or'more entities.
Key establishment includes key agreement and key
transport.

3.20. key token key mamagement message sent
from one entity to anotherentity during the execution
of a key managementmechanism.

3.21. key transport the process of transferring a
key from onecentity to another entity, suitably pro-
tected.

3.22. Smutual entity authentication entity authen-
ticationswhich provides both entities with assurance of
each other's identity.

formation ln the case of an asvmme.
Y

ment system the public key defines

ric encipher-
he encipher-

ment transformation. A key that 'is)'publicly known'

is not necessarily globally available. ]
only be available to all members of a

group.
3.26. public key certificate the public

'he key may
pre-specified

key infor-

mation of an entity signed by the certificafion authority

and thereby rendered unforgeable.

3.27. publi¢ key information: informa
taining at\least the entity's distinguishing
public/key. The public key information i
data-regarding one entity, and one publi
entity. There may be other static informat
the certification authority, the entity, the
restrictions on key usage, the validity p
involved algorithms, included in the publ
mation.

3.28.  secret keya key used with symm
graphic techniques by a specified set of e

3.29. sequence numbera time variant
whose value is taken from a specified s¢
is non-repeating within a certain time per
11770-1:1996].

3.30. signature systema system base
metric cryptographic techniques whose
formation is used for signing and whose
formation is used for verification.

3.31. time stamp a data item which
point in time with respect to a common tim

tion con-
dentifier and
5 limited to
C key for this
on regarding
public key,
eriod, or the
¢ key infor-

ptric crypto-
ntities.
parameter

quence which
od [ISO/IEC

d on asym-
private trans-
public trans-

denotes a
e reference.

sted  third

3.23.  one-way function: a function with the prop-
erty that it is easy to compute the output for a given
input but it is computationally infeasible to find for a
given output an input which maps to this output.

3.24. private key that key of an entity's asymmet-
ric key pair which can only be used by that entity.

NOTE - In the case of an asymmetric signature
system the private key defines the signature trans-

© ISO/IEC 1999 — All rights reserved

332 time stamping authority a tru
party trusted to provide evidence which
time when the secure time stamp is gener
13888-1:1997].

3.33.
verify that a message is not a replay, suc

includes the
ated [ISO/IEC

time variant parameter. a data item used to

h as a random

number, a sequence number, or a time stamp.
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3.34. trusted third party: a security authority, or KT key token.
its agent, trusted by other entities with respect to secu- KT

|
rity related activities [ISO/IEC 10181-1:1996].

the key token sent by entith after proc-
essing phase i.

. Pa entity A's public key agreement key.
4. Symbols and abbrevia-

) PKila entity A's public key information
tions

r a random number generated in the course of

amachanicnm
e CHaH T OTH

The follgwing symbols and abbreviations are used in
this part pf ISO/IEC 11770. ra a random number issued by entiyin a'key

agreement mechanism.

AB distinguishing identifiers of entities.
) Sa entity A's private signature transformation.
BE enciphered data block
] S entity A's private signature key.
BS signed data block "
e . Texti an optional data fieldywhose use is beygnd
CA certification authority.

the scope of this'part of ISO/IEC 11770.
Certy entity A's public key certificate

TVP time-variantCparameter, such as a random
DA ent|ty A's private deCipherment transforma- number7 a.time Stamp, or a sequence npm-
tion. ber.
da entity A's private decipherment key. Va entity A's public verification transformation,
Ea entity A's public encipherment transforma- Va entity A's public verification key.
tion. :
W one-way function
g entity A's public encipherment key.
" YASP P Y > the digital signature

F(h, the key agreement function. .
(hg) vag || concatenation of two data elements.

f cryptographic check function NOTES

f(2) cryptographic check value whichis the
result of applying the cryptographic check
functionf using as input a secret kd§ and
an arbitrary data string.

1. No assumption is made on the nature of the [sig-
nature transformation. In the case of a signajure
system with message recovei§y(m) denotes the

signaturel. itself. In the case of a signature system

g the common element;shared publicly by all with appendix,Sy(m) denotes the message to-
the entities that tse the key agreement func- gether with signaturg..
tion F.

2. The keys of an asymmetric cryptosystem fare
ha entity A'sprivate key agreement key. denoted by a lower case letter (indicating the func-
tion of that key) indexed with the identifier of ifs
owner, e.g. the public verification key of entifyis

hash hash-fuhction

H set of elements denoted bw,. The corresponding transformations
G set of elements are denoted by upper case letters indexed with the
' identifier of their owner, e.g. the public verification
K a secret key for a symmetric cryptosystem. transformation of entity is denoted by/,.
Kag a secret key shared between entithesind
B.

5. Requirements

NOTE - In practical implementations the shared

secret key may be subject to further processing be- |t js assumed that the entities are aware of each other's
fore it can be used for a symmetric cryptosystem. claimed identities. This may be achieved by the inclu-

4 © ISO/IEC 1999 — All rights reserved
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sion of identifiers in information exchanged between 2. In practical implementations of the key agree-
the two entities, or it may be apparent from the context ment mechanisms the shared secret key may be
of the use of the mechanism. Verifying the identity subject to further processing. A derived shared se-
means to check that a received identifier field agrees cret key may be computed (1) by extracting bits
with some known (trusted) value or prior expectation. from the shared secret kd{¢,g directly or (2) by

If a public key is registered with an entity then that passing the shared seci€{s and optionally other
entity shall make sure that the entity who registers the nonsecret data through a one-way function and ex-
key is in possession of the corresponding private key tracting bits from the output.

(see Part 1 for registration of key). 3. It will in general be necessary to)¢heck the re-

ceived function value$-(h,g) for Weak|values. If
such values are encountered; the prgtocol shall be
aborted. An example knowr'as Diffie-Hellman key

6. Secret key ag reement agreement is given in clause B.5.

Key agreement is the process of establishing a shared .
secret key between two entitidsandB in such a way 6.1 Key agreement mechanism 1
that neither of them can predetermine the value of the
shared secret key. Key agreement mechanisms may
provide for implicit key authentication; in the context
of key establishment, implicit key authentication means
that after the execution of the mechanism only an iden-

This key agreement mechanism non-interactively es-
tablishes‘a shared secret key between epthiesnd B
with mutual implicit key authentication. The following
reguirements shall be satisfied:

tified entity can be in possession of the correct shared 1. EachentityX has a private key agreement key
secret key. hy in H and a public key agreement key =

The key agreement between two entitfeand B takes F(hx9).

place in a context shared by the two entities. The con- 2. Each entity has access to an |authenticated
text consists of the following objects: a 98t a\setH copy of the public key agreement key of the
and a functionF. The functionF shall satisfy the fol- other entity. This may be achieved using the
lowing requirements: mechanisms of clause 8.

1. F operates on two inputs, one elemérftom H

and one elemeny from ‘G, and produces a re- B '

sultyin G, y = F(h,g).

2. F satisfies the.” commutativity condition Key Kely
F(ha F(he,9))ZF(hg,F(ha,0)). i s
3. It is «computationally intractable to find
F(h.Fhs,9)) from F(h,,g), F(h,,g) andg. This «@»

implies thatF(:,g) is a one-way function.

A4~The entitiesA andB share a common elemegt Figure 1 - Key Agreement Mechanigm 1
in G which may be publicly known.

5. The entities acting on this setting can efficiently Key Construction (Al) A computes, using its own

compute function value&(h,g) and can effi- private key agreement kefn and B's public key
ciently generate random elementdHn agreement kepg, the shared secret key as
Depending on the particulgr key agreement mechanism Kag = F(Na Pp)
further conditions may be imposed.
NOTES Key Construction (B1) B computes, using its own
1. An example of a possible functidhis given in private key agreement kefis and A's public key
Annex B. agreement kep,, the shared secret key as

© ISO/IEC 1999 — All rights reserved 5
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Kag = F(hg, Pa)

As a consequence of requirement 2Fofthe two com-
puted values for the kely,g are identical.

NOTE - This Key Agreement Mechanism has the
following properties:

1. Number of passes: 0. As a consequence, the se-}::
cret shared kev has always the same value (but seet::

Key Token
Construction
(A1)

Key Key
Construction w Construction
(A2) (B1)

clausg 6 note 2).

2. K¢y authentication: this mechanism provides

mutugl implicit key authentication.

3. Kgy confirmation: this mechanism provides no
key confirmation.

4. This is a key agreement mechanism since the
established key is a one-way function of the private
key agreement keys, and hg of A and B respec-
tively] However, one entity may know the other
entity|s public key prior to choosing their private
key. Buch an entity may select approximatghits

of thg established key, at the cost of generatifg 2
candiflate values for their private key agreement
key i the interval between discovering the other
entityls public key and choosing their own private
key.

5. Example: an example known as Diffie-Hellman
key agreement is given in clause B.5.

6.2 Key agreement mechanism 2

This key|agreement mechanism establishes in one pass
a shared secret key betwearand B with implicit key
authentidation fronBB to A, but'no entity authentication
from A t¢ B (i.e. B does\not know with whom it has
established the shared secret key). The following re-
quirements shall be satisfied:

1. EntityBhas a private key agreement Kayin
HCand a public key agreement kepg=

Figure 2 - Key Agreement Mechanism 2

Key Token Construction (Al)-A randomly and se
cretly generates in H, computed-(r,g) and sends th
key token

KTx,= F(r,0) || Text
to B.

Key Construction (A2) FurtherA computes the key &

Kag= F(r,pp)

Key Construction (B1) B extractsF(r,g) from the
received key tokenKT,; and computes the shar

secret key

Kag= F(hg,F(r,9))

According to requirement 2 oF, the two computed

values for the keYK,g are identical.

NOTE - This Key Agreement Mechanism has
following properties:

1. Number of passes: 1.

2. Key authentication: this mechanism provig
implicit key authentication fronB to A (B is the

11%

he

es

only entity other thanA who can compute th

F(hg,g) -

2. Entity A has access to an authenticated copy
of B's public key agreement keyg. This may

be achieved using the mechanisms of clause 8.

shared secret key).

3. Key confirmation: this mechanism provid
no key confirmation.

4. This is a key agreement mechanism since

es

the

established key is a one-way function of a random
value r supplied byA and B’'s private key agree-
ment key. However, since entity may know en-

tity B's public key prior to choosing the value

© ISO/IEC 1999 — All rights reserved
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entity A may select approximately bits of the es-
tablished key, at the cost of generatirfigcandidate
values forr in the interval between discoveririgjs
public key and sendingTa;.

Construction
(A1.1)

Key Token
Signature
(A1.2)

5. Example: an example of this key agreement f;;
mechanism (known as ElGamal key agreement) is
described in clause B.3. :
——6—Key-tsage—aBreeeivesthekelgfromthe

non-authenticated entit, secure usage df,g at

Key
Construction
(B1.1)

SignatFre
Verificajion

(B1.9)

B's end is restricted to functions not requiring trust
in A’'s authenticity such as decipherment and gen-
eration of message authentication codes.

Figure 3 - Key Agreement Mechanism 3

6.3 Key agreement mechanism 3
Key Construction.(A1.1) A randomly and secretly

generates in--and computes-(r,g). A computes the
shared sécret key as

This key agreement mechanism establishes in one pass
a shared secret key betwefrand B with mutual im-
plicit key authentication, and entity authenticationfof

to B. The following requirements shall be satisfied: Kag= F(r.pg)

1. Entity A has an asymmetric signature system
(Sa V).

2. Entity B has access to an authenticated copy
of the public verification transformatioW,.
This may be achieved using the meghanisms

Using the shared secret ki&g. A compute
graphic check value on the concaten
sender's distinguishing identifieA and &
number or time stampVP.

s a crypto-
ation of the
sequence

of clause 8. . .
3. Entity B has a key agreement system with Key Token Signature (_Al._2) A .5|gns .twe crypto-
keys 0z, Pg)- graphic check value, using its private signature trans-

Entity A has access to an authenticated copy
of the public key agreement kegy of entity

B. This may be~achieved using the mecha-
nisms of clause, 8.

5. TVP:The TP shall either be a time stamp or
a sequence number. If time stamps are used,
secure and synchronized time clocks are re-
quired; if sequence numbers are used, the
ability to maintain and verify bilateral count-
ersis required.

formation Sy. ThenA forms the key token

of the sender's distinguishing identifir the
F(r,0), the TVP, the signed cryptographic
and some optional data

KTp= AlIF(rG)IITVP |
S AlITVP)|[Textl

and sends it t@.

Key Construction (B1.1) B extractsF(r,g)

consisting
key input
Check value,

from the

received key token and computes the shg

red secret key,

6. The entifiesA andB have agreed on a crypto-
graphic check functiori (such as those stan-
dardized in ISO/IEC 9797) and a way to in-
corporateK, g as the key in this check func-

tion.

USIy itS private kKey agreement Rey,

Kag= F(hg,F(,9))

Using the shared secret k&g B computes the cryp-

tographic check value on the sender's distinguishing
identifier A and theTVP.

© ISO/IEC 1999 — All rights reserved
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Signature Verification (B1.2) B uses the sender's
public verification transformationV, to verify A's

signhature and thus the integrity and origin of the re-
ceived key tokerKT,;. ThenB validates the timeliness

of the token (by inspection GfVP).

NOTE - This Key Agreement Mechanism has the
following properties:

Key Token
Construction
(B1)

Key Token
Construction
(A1)

Key
Construction
(A2)

Key
Construction
(B2)

1. fomberof passes—i:

2. ey authentication: this mechanism provides
expligit key authentication from to B and implicit
key apithentication frorB to A.

3. ey confirmation: this mechanism provides
key cpnfirmation fromA to B.

4. This is a key agreement mechanism since the
established key is a one-way function of a random
value|r supplied byA and B's private key agree-
ment key. However, since entiy may know en-
tity B|s public key prior to choosing the value
entity|A may select approximately bits of the es-
tablished key, at the cost of generatirfigcandidate
valueg forr in the interval between discoverirgjs
publiq key and sendingTa;.

5. TYP: provides entity authentication ok to B
and prevents replay of the key token.

6. [Example: an example of this key agreement
mechpnism (known as Nyberg-Rueppel Key agree-
ment) is described in clause B.4.

7. Public key certificates: ifTextlis used to
transferA’s public key certificate, then requirement
2 at the beginning of this clause can be relaxed to
the requirement thaBiSvin possession of an
authenticated copy,.6f the CA's public verification
key.

6.4 Key'agreement mechanism 4

Figure 4 - Key Agreement Mechdnism 4

Key Token Construction (A1) A ‘randomly and se
cretly generates, in H, computes(r,,g), constructs

the key token

KTae= F(rag) || Text1

and sends it td:

Key TokenConstruction (B1) B randomly and se
cretly generatesg in H, computes-(rg,g), constructs

the key token

KTg= F(rg.0) || Text2
and sends it té\.

Key Construction (A2) A extractsF(rg,g) from the
received key tokenKTg; and computes the shargd
secret key

Kag= F(raF(rs,0))

Key Construction (B2) B extractsF(r,,g) from the
received key tokenKT,; and computes the shargd
secret key

Kag= F(ra,F(ra,0))

NOTE - This Key Agreement Mechanism has the

This key agreement mechanism establishes in two
passes a shared secret key between ent#tiesd B
with joint key control without prior exchange of keying
information. This mechanism provides neither entity
authentication nor key authentication.

following nroperties:
1GHOWHRGPFEREIHES:
1. Number of passes: 2.

2. Key authentication: this mechanism does not
provide key authentication. However, this mecha-
nism may be useful in environments where the
authenticity of the key tokens is verified using other
means. For instance, a hash-code of the key tokens
may be exchanged between the entities using a sec-
ond communication channel. See also Public Key
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Transport Mechanism 2. Key confirmation: this
mechanism provides no key confirmation.

3. This is a key agreement mechanism since the
established key is a one-way function of random
valuesr, andrg supplied byA and B respectively.
However, since entity may knowF(r,, g) prior to
choosing the valueg, entity B may select approxi-
matelys bits of the established key, at the cost of

ISO/IEC 11770-3:1999(E)

KTA]_ = F(r A,g)l |Teth

toB.

Key Token Construction (B1) B randomly and se-
cretly generatesg in H, computesk(rg,g) and sends

the key token

KTBl = F(r B,g)l |TeXt2

generating 2candidate values farg in the interval
between receivingT,; and sendind<Tg;.

4. Example: an example of this mechanism
(known as Diffie-Hellman key agreement) is de-
scribed in clause B.5.

6.5 Key agreement mechanism5

This key agreement mechanism establishes in two
passes a shared secret key between en#tiesd B
with mutual implicit key authentication and joint key
control. The following requirements shall be satisfied:

1. Each entityX has a private key agreement key
hy in H and a public key agreement key =

F(hx.9).

2. Each entity has access to an authenticated
copy of the public key agreement key of the
other entity. This may be achieved using the
mechanisms of clause 8.

3. Both entities have agreed”on a common one-
way functionw.

Key Token
Construction
(B1)

Key Token
Construction
(A1)

Key
Construction
(A2)

Key
Construction
(B2)

Figure 5 - Key Agreement Mechanism 5

Key Token Construction (A1) A randomly and se-
cretly generates, in H, computesF(r,,g) and sends

the key token

© ISO/IEC 1999 — All rights reserved

to A.

Key Construction (B2) B extractsk(ra,g)| from the
received key tokenKT,; and computes |the shared
secret key as

KAB: W(F(hBaF(rAag))! F(rBapA))
wherew is a one-way function.

Key Construction (A2) A extractsF(rg,g) from the
received~key tokenKTg; and computes |the shared
secretkey as

Kag= W(F(r a,pg), F(ha,F(rs,a)))

NOTE - This Key Agreement Mechaiism has the
following properties:

1. Number of passes: 2.

2. Key authentication: this mechanism provides
mutual implicit key authentication. If the data field
Text2 contains a cryptographic chedk value (on
known data) computed using the kiyg then this

mechanism provides explicit key apthentication
fromBto A.

3. Key confirmation: if the data field[ext2 con-
tains a cryptographic check value (on[ known data)
computed using the kel{,g, then this mechanism

provides key confirmation frorB to A.

4. This is a key agreement mechan|sm since the
established key is a one-way function of random
vatuesrraneHrg-stpplied-byA-andB-respectively.
However, since entity may knowF(r,, g) prior to
choosing the valueg, entity B may select approxi-
mately s bits of the established key, at the cost of
generating 2candidate values far in the interval
between receivingT,; and sendind<Tg;.

5. Example: An example of this key agreement
mechanism (known as the Matsumoto-Takashima-
Imai A(0) key agreement scheme) is described in


https://standardsiso.com/api/?name=f7061d87242393a9849cb3347ce94101
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clause B.6. Another example is known as the Goss

protocol.
6. The functionw has to hide its inputs in the Key Token
X Construction
sense that from the function value and from one of (A1) KT,

the inputs it is infeasible to compute the relevant
part of the other input. This may be achieved by

Key Token
Processing

(B1)

using a hash-function from ISO/IEC 10118 (there is KTg,

no need for a collision-resistant hash-function). Key Taken Key
Processing Construction

7. Plblic key certificates: iTextland Text2con- (»2) B2

tain the public key certificates of enti's andB's

key agreement key, respectively, then the require-

ment |2 at the beginning of this clause can be re-

placef by the requirement that each entity is in pos- Figure 6 - Key Agreement Mechanism 6

sessipn of an authenticated copy of the CA's public

verifigation key.
Key Token Construction-(A1) A generates a random

. numberr , and sends therkey token
6.6 Key agreement mechanism 6
KTA]_ =Ia ||Teth

This key agreement mechanism establishes in two

passes a shared secret key between en#tiesd B to B.
with mutpal implicit key authentication and joint key Key Token Processing (B1)B generates a random
control. It is based on the use of both an asymmetric  numberrg and signs a data block consisting of {he
enciphermment and signature system. The following  distinguishing identifierA, the random number,, the

requirements shall be satisfied: random numberg and some optional dafBext2using
1. has an asymmetric encipherment system\ ™ its private signature transformati&a
ith the transformationsH,,D,).
BS = All rall re || Text2
2. has an asymmetric signature system with the Al Tallrell )
ansformations%, Vg)- Then B enciphers a data block consisting of its digtin-
3. has access to an authenticated*copyBsf guishing identifierB (optional), the signed blociBS
ublic verification transforpiationvg. This and some optional dafdiext3 using A's public enciq
ay be achieved using the mechanisms of  pherment transformatio,, and sends the key token
lause 8.
KTg1 = Ea (B||BS||Text3) || Text4
4, has access to_amauthenticated copyAsf
ublic encipherment transformatidg,. This back toA.
ay be achieved using the mechanisms of
lause 8. Key Construction (B2) The shared secret key consists

of all or part of B's signature > contained in the
signed blockBS(see Notes 1 in clause 4).

Key Token Processing (A2)A deciphers the key to-
kenKTg; using its private decipherment transformation

D,, optionally checks the sender identifiBr and uses
B's public verification transformatioNy to verify the
digital signature of the signed blo&S ThenA checks

the recipient identifieA and consistency of the random
numberr, in the signed blockBS with the random

numberr , sent in tokerKT,,. If all checks are success-

10 © ISO/IEC 1999 — All rights reserved
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ful, A accepts all or part oB's signature?. of the 1.
signed blockBSas the shared secret key.

Each entityX has an asymmetric signature
system §,,Vy).

Each entity has access to an authenticated
copy of the public verification transformation
of the other entity. This may be achieved us-
ing the mechanisms of clause 8.

NOTE - This Key Agreement Mechanism has the 2.
following properties:

1. Number of passes: 2.

2. Key authentication: this mechanism provides 3
implicit key authentication fromi to B and explicit
key authentication frorB to A.

Each entity has a common cryptographic
check functiorf

3. Key confirmation: If the data fieldext3con-

tains a cryptographic check value (on known data)
computed using the kel,g, then this mechanism

provides key confirmation frorB to A.

GD
Key Tpken
Processipg and
Key Consfruction
B
Key Tloken
Procepsing
(BR)

Key Token
Construction
(A1)

4. This is a key agreement mechanism since the
established key is a one-way function of random
valuesr, andrg supplied byA and B respectively.

However, since entit{3 may knowF(ra, g) prior to Jrocessing and.
choosing the valueg, entity B may select approxi- A2)
mately s bits of the established key, at the cost of
generating 2candidate values farg in the interval
between receivingT,; and sendind<Tg;.

Key Token

(b )

5. Example: this mechanism is derived from Bel-
ler and Yacobi's two pass protocol described-in

clause B.7. Figure 7 - Key Agreement Mechanigm 7

6. Public key certificates: iTextlandText4con-
tain the public key certificate of entity A's enci-
pherment key and the public key certificate of B's

Key Token Construction (A1) A randomly and se-
cretly generates, in H, computes(r,,g), ponstructs

verification key, respectively,.then the requirements
3 and 4 at the beginning:ef this clause can be re-
laxed to the requirementthat each entity is in pos-
session of an authenticated copy of the CA's public
verification key.

7. A significant feature of this scheme is that the

the key token
KTA]_: F(I’A,g) ” Textl

and sends it t@.

Key Token Processing and Key Construction (B1B
randomly and secretly generateg in H, |computes

F(rg,0), computes the shared secret key als
KAB:F(r B!F(rAig))v
constructs the signed key token

identityc-of party B may remain anonymous to
eavesdroppers, of particular advantage in the wire-
less*environment which is a main environment for
the application of this scheme.

KTsr=Ss(B (DB Fext3

6.7 Key agreement mechanism 7

where

This key agreement mechanism is based on the three-
pass authentication mechanism of ISO/IEC 9798-3 and
establishes in three passes a shared secret key between
entities A and B with mutual authentication. The fol-
lowing requirements shall be satisfied:

DB, = F(re.9) || F(ra9) | All Text2

and sends it back ta.

Key confirmation is provided by sendinfg, (DB,) in
KTg1. Alternatively, if both parties have a common
symmetric encryption system, key confirmation can be

© ISO/IEC 1999 — All rights reserved 11
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obtained by encrypting part of the token as follows:
replaceKTg, by F(rg,g) followed byEy,, (S5(DBy)).

Key Token Processing (A2)A verifies B's signature
on the key tokerKTg; usingB's public verification key,

verifies A's distinguishing identifier and the value
F(raQ) sent in step (Al). If the check is successil,

proceeds to compute the shared secret key as

mately s bits of the established key, at the cost of
generating 2candidate values fars in the interval
between receiving(T,; and sendindTg;.

5. Example: an example of this key agreement
mechanism may be provided by the Diffie-Hellman
scheme described in Annex B in conjunction with a
digital signature scheme such as ISO/IEC 9796.

L =l e o\
NABTT UTATATBY))

Using Kqg, A verifies the cryptographic check value
fi(DBy).

ThenA constructs the signed key token

KTa2= Sa(DBy) || fk,.(DB,) || Text5
where
DB, = F(ra) || F(re.9) || B|| Text4

and sends it t@.

Key confirmation is provided by sendinfg, (DB,) in
KTao Alfernatively, key confirmation can be obtained

by encrypting part of the token as follows: replace
KTaz2 by Bx,, (SA(DB)).

Key Tokgen Processing (B2)B verifies A's signature
on the Key tokerKT,, using A's public verification

key, ther verifiedB'’s distinguishing identifier and that
the valugsF(r,,0) and F(rg,g) agree with the values

exchanged in the previous steps. If the check-is suc-
cessful,B verifies the cryptographic check‘valig,,

(DB,) usihg
Kag=F (ra,F(ra,Q))s

NOTE - This Key Agreement Mechanism has the
following properties:

1. Number efpasses: 3.

y-and entity authentication: this mechanism

mutual entity authentication.

3. Key confirmation: this mechanism provides
mutual key confirmation.

4. This is a key agreement mechanism since the
established key is a one-way function of random
valuesr, andrg supplied byA and B respectively.
However, since entity may knowF(r,, g) prior to
choosing the valueg, entity B may select approxi-

12

6—Standards—this—mechanism—eonforms— to
ISO/IEC 9798-3 Entity authentication using)p
public key algorithm KTp;, KTg;, and KTAp\are
identical to the tokens sent in the)three ppss
authentication mechanism describéd” in subclause
5.2.2 of ISO/IEC 9798-3. Also the\data fields gre

identical, with the following change of use:

- the data fieldR, (which js present in all three tq

kens of ISO/IEC \9798-3, subclause 5.22)
transmits the random function val&€r »,Q)

- the data fieldRg (which is present in all three tg

kens of, ISO/IEC 9798-3, subclause 5.2.2)
transmits'the random function val&érg,Q)

7. Puhlic key certificates: if the data fieldgextl
andText3 (or Text5 and Textd each contain th
public key certificates of entityA and B, respec
tively, then the requirement 2 at the beginning| of

this clause can be relaxed to the requirement that all
entities are in possession of an authenticated ¢opy
of the CA's public verification key.

1%

8. Signature transformation: if a signature medgha-
nism with text hashing is used, thé&ifr,,g) and/or
F(rg,0) need not be sent in key tokdfiTgz;. Simi-
larly, neitherF(r,,g) nor F(rg,g) need to be sent ip
key tokenKT,, However, care must be taken that

the random numbers are included in the comppta-
tion of the respective signatures.

7. Secret key transport

In this part of ISO/IEC 11770 key transport is
rocess of transferring a secret key, chosen by |one

entity (or a trusted center), to another entity, suitably

protected by asymmetric techniques.

NOTE - In practical implementations of the key
transport mechanisms the key data block may be
subject to further processing prior to being used for
encipherment. For instance, the key data block may
be xor-ed by a (pseudo-) random bit pattern to de-
stroy any apparent structure in the key data block.

© ISO/IEC 1999 — All rights reserved
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7.1. Key transport mechanism 1

This key transport mechanism transfers in one pass a

secret key from entityA to entity B with implicit key
authentication fromB to A. The following requi-
rements shall be satisfied:

1. Entity B has an asymmetric encipherment
system Eg,Dg).

2. A has access to an authenticated copy of B's
public encipherment transformatidfs. This
may be achieved using the mechanisms of

clause 8.

3. The optionall VP shall either be a time stamp
or sequence number. If time stamps are used
then the entitiesA and B need to maintain
synchronous clocks or use a Trusted Third
Party Time Stamp Authority. If sequence
numbers are used théandB have to main-
tain bilateral counters.

Key Token
Construction

(A1)

KT a1

Key Token
Deconstruction
(B1)

Figure 8 - Key Transport Mechanism 1

Key Token\Construction (A1) A has obtained a kel
and wants to transfer it securely B A constructs a
key data block consisting of its distinguishing identifier
A{optional), the keyK, an optionalTVP and an op-

ISO/IEC 11770-3:1999(E)

NOTE - This Key Transport Mechan
following properties:

1. Number of passes: 1.

implicit key authentication fronB toA'si
can possibly recover the ké§

3. Key confirmation: this.meehanism
key confirmation.

4. Key control:A can choose the key.

5. TVP: the gptional TVP prevents th
the key token:

6. Key'usage: a8 receives the ke
non-authenticated entitf, secure usag
iSyrestricted to functions not requiring
authenticity such as decipherment and
message authentication codes.

7. Example: an example of this
(known as ElGamal key transfer) is
clause B.8. Another example of thig
using RSA is described in clause B.10

7.2. Key transport mechanig

This key transport mechanism is an ext
one-pass entity authentication mechanis

transformationDg, recovers the keyK, checks the
optional TVP, and associates the recovered kewith
the claimed originatoA.

ism has the

ism provides

ce onlyB

provides no

b replay of

from the

b o by B
trust in A’s
generation of

mechanism
described in
mechanism

m 2

pnsion of the
m in ISO/IEC

9798-3. It transfers a secret key encipheted and signed

from entity A to entity B with implicit key &
tion from A to B. The following requireme
satisfied:
1. Entity A has an asymmetric sign
(SaVa).

2. Entity B has an asymmetric ¢

uthentica-
hts shall be

ature system

ncipherment

tional data fieldTextl.Then A encrypts the key data

system Eg,Dg)
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3. Entity A has access to an authenticated copy

block using the receiver's public encipherment trans- , i : i
of B's public encipherment transformati&sg.

formationEg and sends the key token
This may be achieved using the mechanisms

KTa = Eg (Al KI[TVP|| Text) || Text2 of clause 8.

4. Entity B has access to an authenticated copy
of A's public verification transformatioV,.

This may be achieved using the mechanisms
of clause 8.

to B.

Key Token Deconstruction (B1l) B deciphers the
received key tokeKT,; using its private decipherment

13
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5. The optionallfVP shall either be a time stamp
or sequence number. If time stamps are used
then the entitiesA and B need to maintain
synchronous clocks or use a Trusted Third
Party Time Stamp Authority. If sequence
numbers are used thévandB have to main-
tain bilateral counters.

B checks the receiver identificatioB and optionally
the TVPR.

Key Decipherment (B1.2)B deciphers the blocBE
with its private decipherment transformati@g. Then
B compares the field in block BE with the identity of
the signing entity. If all checks are successflac-
cepts the keK.

)

Py
Erment
1)

Token
fuction
|.2)

Key Token
Verification
(B1.1)

Key
Decipherment
(B1.2)

Ei

dqure 9 - Key Transport Mechanism 2

Key Encipherment (Al1.1) A has obtained a kel and
wants to|transfer it securely 8. A forms the key data
block, cgnsisting of the sender's distinguishing.identi-
fier A, the keyK and an optional data fielflextL/Then

A enciphers the key data block wiB's public enci-
pherment transformatiokg and forms the enciphered

block
BE = Eg (Al|K]||Text1)

Key Token Construction(Al.2) A forms the token
data blogk, consisting of the recipient's distinguishing
identifier|B, an eptiohal time stamp or sequence num-
ber TVP,| the enciphered blocBE and the optional
data fielg Text2 Then A signs the token data block

NOTE - This Key Transport Mechanism has_the
following properties:

1. Number of passes: 1.

2. Key and entity authentication:\this mechanism
provides entity authentication & to B if the op-
tional TVP is used, and implicitkey authenticatipn
fromBto A.

3. Key confirmation;_fromA to B. B can be sur¢
that it shares the correct key with but A can only
be sure thaB has indeed received the key aftey it
has obtained-a positive reply froB

4. Key control:A can choose the key.

55 TVP (optional): provides entity authenticatipn
of A to B and prevents replay of the key token.|In
order to prevent replay of the key data bldgk, an
additionalTVP may also be included ifiextl

6. Data fieldA: A's distinguishing identifier is int
cluded in the enciphered blodRE to preventA
from misappropriating an enciphered key block fin-
tended for use by another entity. This is achieyed
by comparingA's identity withA's signature on th
token.

11

7. Standards: conformance with ISO/IEC 9798-3
Entity authentication using a public key algorithm
KT,q is compatible to the token sent in the one-piass
authentication mechanism described in dub-
clause 5.1.1 of ISO/IEC 9798-3. The token fc-
commodates the transfer of the key K through use
of the optional text fieldTextlhas been replacdd

using its private signature transformati§gand sends
the resulting key token

KTa1 = Sa (B||TVP||BE || Text2)||Text3

toB.

Key Token Verification (B1.1) B uses the sender's
public verification transformationV, to verify the
digital signature of the received key tok&T,;. Then

14

by BE||Text2

8. Public key certificates: the data fielext3may

be used to deliver the public key certificate of en-
tity A. Then the requirement 4 at the beginning of
this clause can be relaxed to the requirement that
entity B is in possession of an authenticated copy of
the CA's public verification key.

© ISO/IEC 1999 — All rights reserved
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9. Mutual entity authentication and joint key con-
trol: if two executions of this key transport mecha-
nism are combined (fromA to B and fromB to A)
then mutual entity authentication and joint key
control can be provided (depending on the use of
the optionalTVP).

10. Usage: Key transport mechanism 2 is intended
to be used in environments where confidentiality of

parts of a message is needed, e.g. a message thg
carries many non-confidential elements as well as
the enciphered keys.

11. Examples of this mechanism are described in
clauses B.9 and C.7.

7.3. Key transport mechanism 3

This key transport mechanism transfers in one pass a
secret key signed and enciphered from enfitio en-
tity B with unilateral key confirmation. The following
requirements shall be satisfied:
1. Entity A has an asymmetric signature system
(SaVa).
2. Entity B has an asymmetric encipherment
system Eg,Dg).

3. Entity A has access to an authenticated copy
of B's public encipherment transférmatiég.
This may be achieved using-the mechanisms
of clause 8.

4. Entity B has access te_an authenticated copy
of A's public verification transformatioV,.
This may be achieved using the mechanisms
of clause 8,

5. The optienall VP shall either be a time stamp
or asseguence number: If time stamps are used
then-the entitiesA and B need to maintain
synchronous clocks. If sequence numbers are
used therA and B have to maintain bilateral
counters.

ISO/IEC 11770-3:1999(E)

Key Block
Signature

(A1.1)

Key Token
Construction
(A1.2)

Figure 10 - Key Transport Mechanis

Key Block Signature (Al1.1) A has obtain
and wants.tg transfer it securely B A fo
data bloek consisting of the recipient's ¢
identifier B, the keyK, an optional sequend
time.stampT VP, and some optional data. T

bd a kel
ms a key
istinguishing
e number or
'hen A signs

the key block using its private signature tfansformation

Si to generate the signed block

BS = S (B||K||TVP||Text1

Key Token Construction (Al1.2) A forms
data block, consisting of the signed bloBIg

optional Text2 ThenA enciphers the toke:[

using the receiver's public encipherment
Eg and sends the resulting key token

KTar = Eg (BS|| Text2)||Te

to B.

Key Token Decipherment (B1.1) B dec]
received key tokeKT,; using its private de
transformatiorDg.

the token
and some
data block
ansformation

—

3

phers the
cipherment

Key Block Verification (B1.2) B uses the sender's

public verification transformationv, to

erify the

integrity and origin ofBS B validates th

ht it is the

© ISO/IEC 1999 — All rights reserved

intended recipient of the token (by inspection of the
identifier B) and, optionally, that the token has been

sent timely (by inspection of VP). If all ve
are successfuB accepts the kell.

rifications

NOTE - This Key Transport Mechanism has the

following properties:

1. Number of protocol passes: 1.

15
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7.4.

2. Key and entity authentication: this mechanism
provides entity authentication & to B if the op-
tional TVP is used, and implicit key authentication
fromBto A.

3. Key confirmation: fromA to B. B can be sure
that it shares the correct kd¢ with A, but A can
only be sure thaB has indeed received the key af-
ter it has obtained a positive reply froin

4. Key control:A can choose the key.

5. TYP (optional): may provide entity authenti-
catior) of A to B and prevent replay of the key to-
ken.

6. Data fieldB: B's distinguishing identifier is in-
cludefl in the signed key blodRSto explicitly in-
dicatg the recipient of the key, thereby preventing
misude of the signed blod&Sby B.

7. Public key certificates: the data fielext3may

be used to deliver the public key certificate of en-
tity Al Then the requirement 4 at the beginning of
this clause can be relaxed to the requirement that
entity|B is in possession of an authenticated copy of
the CA's public verification key.

8. Mptual entity authentication and joint key con-
trol: iff two executions of this key transport mecha-
nism pre combined (from to B and fromB to A)
then jmutual entity authentication and joint key.
contrgl can be provided (depending on the use_of
the optionalTVP).

Key transport mechanism 4

This key [transport mechanism is based on the two-pass
authentigation mechanism of (ISO/IEC 9798-3 and

transfers

qui
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a key from entitf3- to-A. The following re-
rements shall be satisfied:

Key Token
Construction
A1 KT a1
Key Block
Encipherment
(B1.1)
Key Token
Construction
KT g, (B1.2)

Key Token
Verification
(A2.1)

Key Block
Decipherment
(A2.2)

Figure 11 - Key Transport'Mechanism 4

Key Token Construction (Al) A constructs the key
tokenKT,,, consisting of a random numbeg and an|

optional data fieldrext],

KTA]_ = rA| | Textl

and sends it t@.

Key Block Encipherment (B1.1) B has obtained a key
K and wants to transfer it securely £0 B forms a key
data block, consisting of the sender’s distinguisting
identifier B, the keyK and an optional data fiel@lext2
Then B enciphers the key data block withi's public
encipherment transformatioB, and forms the enc

phered block

BE = E, (B||K||Text2)

Key Token Construction (B1.2) B forms the toker

1. Entity A has.@n asymmetric encipherment data block, consisting of the recipient's distinguishing
gystem(E£Dy). identifier A, the random number, received in step

2. EntityB has an asymmetric signature system (A1), the new random numbeg (optional), the enci
S5, V). phered blockBE, and the optional data fieldext3

3. Mty A has access 10 anm authenticated copy ThenB cignc the token data blaock with its pri\lnfn sig-

of B's public verification transformatioVg.
This may be achieved using the mechanisms
of clause 8.

4. Entity B has access to an authenticated copy
of A's public encipherment transformatiép.
This may be achieved using the mechanisms
of clause 8.

nature transformatiorg; and sends the resulting key
token

KTg1 = Sg(AllrallrslBE[Text3)|| Text4

to A
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Key Token Verification (A2.1) A uses the sender’s
public verification transformationVg to verify the
digital signature of the received key tok&dg;. Then

A checks the distinguishing identifidrand checks that
the received value, agrees with the random number

sent in step (Al).

Key Block Decipherment (A2.2) A deciphers the
block BE with its private decipherment transformation

ISO/IEC 11770-3:1999(E)

to A) then mutual entity authentication and joint

key control can be provided.

7.5. Key transport mechanism 5

This key transport mechanism is based
pass authentication mechanism of ISO/IE
transfers in three passes two shared se

D, ThenA validates the sender’s distinguishing identi-
fier B. If all checks are successfll,accepts the kelf.

NOTE - This Key Transport Mechanism has the
following properties:

1. Number of protocol passes: 2.

2. Key and entity authentication: this mechanism
provides entity authentication &to A and implicit
key authentication from to B.

3. Key confirmation: fromB to A. A can be sure
that it shares the correct kd¢ with B, but B can
only be sure thaf has indeed received the key af-
ter it has obtained a secured message ffowhich
has been unambiguously processed.

4. Key control:B can choose the key.

5. Standards: conformance with ISO/IEC 9798-3
Entity authentication using a public keyJalgorithm
The tokensKT,; andKTg, are compatible with the
tokens sent in the two-pass authentication mech
nism described in subclause 5.1.2 of ISO/IEC
9798-3 (note that the rQles oA and B are ex-
changed). The tokeKTz;-accommodates the trans-
fer of the keyK through use of the optional data
field: Text2has'been replaced IBE||Text3

6. Standards: if this key transport mechanism i
executéd-twice in parallel between two entities
then\the resulting mutual key transport mechanisi
is\in‘conformance with the mechanism described i
subclause 5.2.3Two pass parallel authentication

of ISO/IEC 9798-3.

7. Data fieldrg: is shown for consistency with

ISO/IEC 9798-3. Because of the presenca3&fin
KTg; the data fieldrg is no longer required and is

therefore optional in this mechanism.

8. Mutual entity authentication and joint key
control: if two executions of this key transport
mechanism are combined (frofto B and fromB

© ISO/IEC 1999 — All rights reserved

mutual entity authentication and key confi
key is transferred fronA to B and one-key fi
The following requirements shall besatisf

1. Each entityX has anasymmetr
system(Sy, Vy).

2. Each entityX has an asymmetr
ment systentEy,Dy).

3. Each entity has access to an
copy.of‘ithe public verification tra
of the other entity. This may be
ing the mechanisms of clause 8.

4/ Each entity has access to an
copy of the public encipherment
tion of the other entity. This may

using the mechanisms of clause §.

on the three-
C 9798-3 and
cret keys with
Fmation. One
onB to A.
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c encipher-
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hsformation
hchieved us-
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Figure 12 - Key Transport Mechanism 5
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Key Token Construction (A1) A randomly generates
r, and constructs the key token

KTar=ral|Textl

and sends it t@.

Key Block Encipherment (B1.1) B has obtained a key
Kg and wants to transfer it securely £0 B constructs a
block containing its own distinguishing identifig; the

Key Token Verification (B2.1) B verifies A's signa-
ture on the key tokelKT,,, usingA's public verifica-

tion transformatiorV,, checks the distinguishing iden-
tifier B and checks that the received valuyg agrees
with the random number sent in step (B1.2). In addi-
tion, B checks that the received valug agrees with
the one contained iKT,;.

Key Block Decipherment (B2.2) B deciphers the

key Kg, and some optionalext2 and enciphers the
block, uging the recipient's public encipherment trans-
formationE,

BE, = EA(B|| Kg || Text2)

Key Token Construction (B1.2) Then B randomly
generatesg and constructs a data block, containiig
r, the rgcipient's identity, the enciphered key block

BE;, and|some optional'ext3. Bsigns the block using
its private signature transformatidg, and sends the

key tokem

KTg1 = Sg(rgl|ral|Al|BEL|| Text3)|| Text4

to A

Key Token Verification (A2.1) A verifies B's signa-
ture on the key tokeKTg; usingB's public verification
transfornpationVg, checks the distinguishing identifier
A and chgcks that the received valugagrees with the
random mumber sent in step (Al).

Key Blotk Decipherment (A2.2) A deciphers-the
encipherpd blockBE; using its private decipherment
transfornpatiorD, and checks the distinguishing identi-
fier B. If fall checks are successful accepts the key
Kg.
Key Blogk Encipherment (A2,3).ThenA constructs a
data blogk, containing its own-distinguishing identifier
A, its owh keyK,, and samg”optionalext and enci-
phers th¢ block, using<he recipient's public encipher-
ment trapsformatioig

BE, = Eg(A||Ka|| Text5)

enciphered blockBE, using its private deciphermept
transformatiorDg and verifies the distinguishing-iden-
tifier A. If all checks are successfub, accepts the key
Ka.

If only unilateral key transport is*required then as ap-
propriate eitheBE; or BE, can be omitted.

NOTE - This Key-Transport Mechanism has the
following properties:

1. Numberof passes: 3.

2. Key'and entity authentication: this mechanigm
provides mutual entity authentication, implicit key
alithentication oK, from B to A and implicit key,
authentication oKg from A to B.

3. Key confirmation: this mechanism providgs
key confirmation from sender to recipient for bqth
keysK, andKg. Moreover, if A includes a crypto
graphic check value olg in the data fieldText6of
KTao then this mechanism provides mutual Key

confirmation with respect t&g.

4. Key control:A can choose the ke, since it
is the originating entity. SimilarlyB can choose thg
key Kg. Joint key control can be achieved by each
entity by combining the two key&, and Kg on
both sides to form a shared secret Ke€ys. How-
ever, the combination function must be one-way,
otherwiseA can choose the shared secret key. This
mechanism could then be classified as a key

Key Token Construction (AZ-4) ThenA ConsIructs a
data block, containing the random numbgr the ran-
dom numberrg, the recipient's distinguishing identifier
B, the enciphered key blocBE,, and some optional
Text6. Asigns the data block using its private signature
transformatiors,, and sends the key token

KTao= Sa(rallrg||Bl|BE|| Text6)|| Text7?

to B.

18

agreement mechanism.

5. Standards: conformance to ISO/IEC 9798-3,
KTa1, KTg1, andKT,, are compatible to the tokens
sent in the three pass authentication mechanism de-
scribed in clause 5.2.2 of ISO/IEC 9798-3. The
second token accommodates the transfer of the key
Kg: Text2 has been replaced bBE||Text3 The
third token accommodates the transfer of the key
Ka: Text4 has been replaced bBE;||[Texté The

© ISO/IEC 1999 — All rights reserved
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third token may also accommodate the transfer of ¢
cryptographic check value withifiext6.

6. Public key certificates: if the data fieldsextl
and Text4 (or Text7 and Textd each contain the
public key certificates of entityA and B, respec-
tively, then the requirement 3 and 4 at the begin-
ning of this clause can be relaxed to the require-
ment that all entities are in possession of an

authenticated copy of the CA's public verification
key.

7. Signature transformation: if a signature
mechanism with text hashing is used, then option-
ally the random number, need not be sent in the
key token KTg;. Analogously, neither, nor rg
need to be sent in key tokd{l,, . However, care
must be taken that the random numbers are in-
cluded in the computation of the respective signa-
tures.

7.6. Key transport mechanism 6

This key transport mechanism securely transfers jin
three passes two secret keys, one fiarto B and ong
from B to A. In addition, the mechanism provides mu-
tual entity authentication and mutual key confirmation
about their respective keys. This mechanism is based
on the following requirements:

1. Each entityX has an asymmetric encipher-
ment systentEy, D).

2. Each entity has access to an authenticated
copy of the public encipherment transforma-

tion of the pther entity. This may be achieved
using thezmé&chanisms of clause 8.

ISO/IEC 11770-3:1999(E)

Key Token
Construction
(A1)

KT a1

\

Key Token
Construction

KT, (B1)

-
Key and Entit

Confirmation
(A2.1)

Key Token
Response
(A2.2)
KT p2

Y

Key ar|d Entity
Confijmation
B2

()

Figure 13-\Key Transport Mechanigm 6

Key-Token Construction (A1) A has obtdined a key
Ky and wants to transfer it securely By A selects a
random number, and constructs a key data block
consisting of its distinguishing identifiek, the keyKp,
the number, and an optional data fieldlextl ThenA
enciphers the key block usiri§js public engipherment
transformationEg, thereby producing the| enciphered
data block

BE; = Eg (A||Ka |Ira || Textl]

A constructs the tokelKT,;, consisting of the enci-
phered data block and some optional data fiedott2

KTA]_ = BE]_I |TeXt2

A sends the token tB.
Key Token Construction (B1) B extractg the enci-
phered key blockBE, from the received| key token
KT,; and deciphers it using its private dlecipherment
transformatiorDg. ThenB verifies the senfer identity
A

© ISO/IEC 1999 — All rights reserved

B has obtained a kelg and wants to transfer it se-
curely to A. B selects a random numbeg and con-

structs a key data block consisting of the distinguishing
identifier B, the keyKg, the random numberg, the
random number, (as extracted from the deciphered
block) and an optional data fiellext3 ThenB enci-
phers the key block using\'s public encipherment

19
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transformationE,, thereby producing the enciphered
data block

BE,=EA(B |l Kgllrallre [IText3)

ThenB constructs the key tokefTg;, consisting of the
enciphered data blocBE, and an optional data field

Text4

key Kg. Joint key control can be achieved by each
entity by combining the two key&, and Kg on
both sides to form a shared secret K€y How-
ever, the combination function must be one-way,
otherwiseB can choose the shared secret key. This
mechanism could then be classified as a key
agreement mechanism.

5. Key usage: this mechanism uses _asymmetric

B sends the token tA.

Key and|Entity Confirmation (A2.1) A extracts the
enciphered key blocBE, from the received key token

KTg; and deciphers it using its private decipherment
transfornpationD,. Then A checks the validity of the
key token through comparison of the random number
ra with the random number, contained in the enci-
phered hlockBE,. If the verification is successful

has authenticated® and at the same time obtained
confirmafion thaka has safely reached entiB;

Key Token Response (A2.2A extracts the random
number rg from the deciphered key block and con-

structs tie key tokeiKT,,, consisting of the random
numberrg and an optional data fiel@lexts

KTAZ =TIpg ||TeXt5

A sends the token tB.

Key and [Entity Confirmation (B2) B verifies(that the
responsgg extracted fromKT,, is consistent with the
random numberg sent in enciphered-form iKTg;. If

the verifi¢ation is successfu has authenticated and
at the sajme time has obtained confirmation tghas

safely reqched entitip.

20

NOTE - This Key Transport Mechanism has the
following properties:

1. Number of passes: 3.

techniques to mutually transfer two secret kegg,
from A to B and Kg from B to A. The following

cryptographic function separation may ‘he deriyed
from the mechanismA uses its keyKste ‘encipher

messages foB and to verify authentication codes
from B. B in turn uses the received ké§p to deci-
pher messages from and (@enerate authenticatipn
codes forA. The cryptographic functions oKg
may be separated.in.an analogous manner. In puch
a way, the asymmetric basis of the key transport

mechanism may be extended to the usage of the se-
cret keys:

6. Example: this mechanism is derived from the
thrée” pass protocol known as COMSET (fee
Brandt et al. in the Bibliography).

7. Background: this mechanism is based |on
zero-knowledge techniques. From the execution of
the mechanism neither of the entities learns gny-
thing that it could not have computed itself.

8. Public key transport

This clause describes key management mecharlisms
that make an entity's public key available to other gnti-
ties in an authenticated fashion. Authenticated digtri-
bution of public keys is an essential security requjre-
ment. This authenticated distribution can be achigved
in different ways:

1. Public key distribution without a trusted thifd

2. Entity authentication: this mechanism pro-
vides mutual entity authentication, implicit key
authentication oK, from B to A and implicit key
authentication oKg from Ato B..

3. Key confirmation: this mechanism provides
mutual key confirmation.

4. Key control:A can choose the ke, since it
is the originating entity. Similarly can choose the

party;
2. Public key distribution involving a trusted
third party such as a certification authority.

The public key of an entity is part of the public key
information of A. The public key information includes
at leastA's distinguishing identifier and's public key.
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8.1. Public key distribution with-
out a trusted third party

This subclause describes mechanisms which provide
authenticated distribution of public keys without the
involvement of a trusted third party.

8.1.1  Public key transport mechanism 1

ISO/IEC 11770-3:1999(E)

list of active public keys (this list shall be protected

from tampering).

NOTE - This Public Key Transport Mechanism has

the following properties:

1. This mechanism can be used to transfer public
verification keys (for an asymmetric signature sys-

tem) or public encipherment keys (for

an asymmet-

If A has access to a protected channel (i.e. a channel
which provides data origin authentication and data
integrity) such as a courier, registered mail, etc.Bto
thenA may transport its public key information directly
via that protected channel #®. This is the most ele-
mentary form of transferring a public key. The follow-
ing requirements shall be satisfied:
1. Entity A's public key informationPKl, con-
tains at leas®\'s distinguishing identifier and
A's public key. In addition it may contain a se-
rial number, a validity period, a time stamp
and other data elements.

n

Since the public key informatioPKI does not
contain any secret data, the communication
channel need not provide confidentiality.

Key Token Construction (Al) A constructs-the key
tokenKT,; containing the public key information &

and some optional data fielflext and-sends it via a
protected channel tB.

KTar= PKIN|| Text

ric encipherment system) or publicckg
keys.

2. Authentication in this context in
data integrity and data origin authenti
fined in ISO 7498-2:1989).

8.1.2

This mechanism transports the public kel
of entity A via an unprotected channel B
the integrity and the origin of the receive
information a second authenticated chg

y agreement

Cludes both
ation (as de-

Publickey transport mechgnism 2

y information
To verify

d public key

nnel is used.

Such a mechanism is useful when the public key in-

formation PKI is transferred electronicall
bandwidth channel, whereas the authen
public key information takes place over
cated low bandwidth channel such as
courier, registered mail. As an additiona|
the entities shall share a common hash-
as defined in ISO/IEC 10118-1The foll
quirements shall be satisfied:

y on a high
ication of the
an authenti-
a telephone,
requirement
unctiash,
bwing re-

1. Entity A's public key informationPKl, con-

tains at leas®\'s distinguishing ids
A's public key. In addition it may g
rial number, a validity period, a
and other data elements.

2. Since the public key informatidK|
contain any secret data, the cd
channel need not provide confide

pntifier and
ontain a se-
time stamp

| does not
mmunication
ntiality.

Figure 14 - Public Key Transport Mechanism 1

Key Token Reception (B1)B receives the key token
via the protected channel frod, retrievesA's public
key informationPKIl, and store#\'s public key into the

© ISO/IEC 1999 — All rights reserved
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Key Token
Construction
(A1)

Key Token
Reception
(B1)

Verification
Token
Construction
(A2)

Key Token
Verification
(B2)

Figure|15 - Public Key Transport Mechanism 2

Key Tokgen Construction (Al) A constructs the key
tokenKTj, containing the public key information &

and sends it t@.

KTA]_: PKI A ||TeXt1

Key Tok¢n Reception (B1)B receives the key token,
retrievesf@'s public key informationPKl,, optionally,
verifies A's verification key, and stores it protected
from tampering for later verification and use.

Verificatipn Token Construction (A2) A computes a
check vgluehash{PKl,) on its public key information

and senjis this check value together with the optianal
distinguighing identifiers oA andB to entity B usirig-a
second ihdependent and authenticated channel (e.g. a
courier of registered mail).

KTa= AllB||hasiPKI4) ) Text2

Key Token Verification (B2) UJpon reception of the
verificatipn tokenKT,,, B optionally checks the distin-
guishing|identifier ofA_and B, computes the check
value on| the public key information o4 received in

the key fokenKT,q and compares it with the check

value regeived.in the verification tokeiRT,. If the

check syceeed® puts A's public key into the list of
active pubt is—h
tampering).

NOTE - This Public Key Transport Mechanism has
the following properties:

1. This mechanism can be used to transfer public
verification keys (for an asymmetric signature sys-
tem) or public encipherment keys (for an asymmet-

22

ric encipherment system) or public key agreement
keys.

2. Authentication in this context includes both
data integrity and data origin authentication.

3. If the public key that is transported is a key
for an asymmetric signature system not giving mes-

using the received public verification key.confirms

that A knew the corresponding private ‘signatiyire
key, and so presumably, was the ‘enly entity ghat
knew the corresponding private.signature key at{the
time the token was created. If'a time stamp is used
in PKI, then verification/Confirms thaf currently
knows the corresponeing private signature key.

4. A manually signed letter may be used for the

verification tokén.

8.2. Rublic key distribution using a
trusted third party

The authentication of the entities' public keys can| be
ensured by exchanging the public keys in the form of
public key certificates. A public key certificate con-
tains the public key information, together with a digital
signature provided by a trusted third party, the Cerifi-
cation Authority (CA). The introduction of a CA rg-
duces the problem of authenticated user public [key
distribution to the problem of authenticated distrifpu-

tion of the CA's public key, at the expense of a trugted
centre (the CA), see reference ISO/IEC 9594-8, 11770-
1 (Annex D).

8.2.1 Public key transport mechanism 3

This mechanism transfers a public key from en#ityo
entity B in an authenticated way. It is based on
assumption that a valid public Key Certificaieri, 0
A's public key informationPKl, has been issued by

he

some certification authority, and thBthas access to an

authenticated copy of the public verification transfor-
mationV¢, of that certification authority CA which has

issued the public key certificate.
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Key Token
Construction

(A1)

Certificate
Verification
(B1)

ISO/IEC 11770-3:1999(E)

NOTE - This Public Key Transport Mechanism has

the following properties:

1. Number of passes: 1. But there may have been
a request fronB to A for the transfer of the public

key certificate. This additional pass is

optional and

not shown hereA's public key certificate could
also be distributed by a directory in which case this

Figure 16 - Public Key Transport Mechanism 3

Key Token Construction (Al) A constructs the key
token KT, containing the public key certificate &%

and sends it t@.

KT = Certy || Text

Certificate Verification (B1) Upon reception of the
public key certificate,B uses the public verification
transformationVc, of the certification authority to
verify the authenticity of the public key information
and to check the validity oA's public key.

If B wants to make sure th#ts public key certificate
has not been revoked recently, theishould consult a
trusted third party (such as the CA) via some authenti-
cated channel.

public key transport mechanism wauld
between the directory aril

2. Entity authentication: entity auth
not provided by this mechahism.

3. Key confirmatiofs, receiving a pu
tificate providessconfirmation that the
has been certified by the CA.

4. The-~public verification kewcp 0
shall bevmade available tB in an au
way. This can be done using the mg
scribed in clause 8.

be executed

entication is

plic key cer-
public key

f the CA
henticated
chanisms de-
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Annex A
(informative)

Properties of key establishment mechanisms

The following tables summarize the major properties of the key establishment/transport mechanisms specified in this
part of ISO/IEC 11770.

The follopving notation is used:

A e mechanism provides the property with respect to eAtity

AB e mechanism provides the property with respect to both entXiasdB.

no he mechanism does not provide the property.

opt he mechanism can provide the property as an option, using additional means.

e mechanism can optionally provide the property with respect to éqtitging additional means.

(A

Public kqy operations: the number of computations of asymmetric transformation,-€.g., "2,1" means thAtrergaity
two compputations of the functidh andB needs one computation of the functiBin_Key Agreement Mechanism 2.

Propertidg

s of Key Agreement Mechanisms:

Ivlechanism 4 5 6 7
Number of passes 0 1 1 2 2 2 3
Implicit key authentication AB B AB no AB AB AB
Kley confirmation no no B no opt opt | AB
Entity authentication no no A) no no B AB
Public key operations 1,1 2,1 3 (or 2)|2 2,2 2,2 2,2 3,

Propertig

s of Key Transport Mechanisms:

lechanism
Number of passes 1 1 1 2 3 3
Implicit key authentication B B B A AB AB
Kley confirgration no B B A (A),B AB
Kley control A A A B Aresp.B (A),B
Ejntityauthentication no A (A B A,B A,B
Pubtic-key-eperations 1 22 22 A4 A4 2

24
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Annex B
(informative)

Examples of key establishment mechanisms

This informative annex gives examples of some of the
key establishment mechanisms described in this part of

ISO/IEC 11770.

We first specify a widely used example of a function F,
and accompanying sets G and H, which is conjectured
to satisfy the five properties listed in clause 6, given
that certain parameters are chosen appropriately.

Let p be a prime numbeiG be the set of elements of
the Galois field withp elementsF,, and letH = {1,

.., p-2}. Let g be a primitive element d¥,. Then set

F(h,0 = g" modp
F is commutative with respect to
(g"®) M= (") "B =g MMBmodp

The primep must be large enough so tHat,g) can be
conjectured to be a one-way function. Let each enfity
have a private kel in H, which is only known byX,
and a public keypy = ghx mod p known by-all other
entities.

NOTE - On the selection of parameters.

For discrete logarithm modulo a prime: The size of
the prime should be chosen such that computing
discrete logarithms) in the corresponding cyclic
group is computationally infeasible. Some other
conditions on the prime number may be imposed in
order to make discrete logarithms infeasible.

It isstecommended to either choogéo be a strong
ptime such thatp-1 has a large prime factor or to
chooseg to be a generator of a group of large

B.1. Non-interactive Diffie-
Lin

||mqn I/f\\l Aanroaomaont
LL A LAY

LI} TTTICATT I\L;y ul\,\;lll\o

This [6] is an example of Key Agreemen{ Mechanism

1.

Key Construction (Al) /A eomputes, using its own
private key agreement"kel, and B's public key
agreement kepg, the shared key as

Kag = pg" modp

Key.Construction (B1) B computes, using its own
pfivate key agreement kefz and A's public key
agreement kep,, the shared key as

Kag = PA™ modp

B.2. ldentity-based mechanism

This [8] is an example of Key agreement Mechanism
1, which is identity-based in the following $ense:

- the public key of an entity can be retrievI: from some
combination of its identity and its certificate;

- the authenticity of the certificate is not @irectly veri-
fied, but the correct public key can only pe recovered
from an authentic certificate.

Let (n,y) be the public verification key of{a certifica-
tion authority, in the digital signature scheme giving
message recovery specified in ISO/IEC 9[/96, Annex A
(informative). Thereforen is the product of two large

prime ordeng.

For discrete logarithm modulo a composite: The
modulus should be chosen as the product of two
distinct odd primes that should be kept secret. The
size of the modulus should be chosen such that
factoring the modulus is computationally infeasi-

ble. Some additional conditions on the choice of
the primes may be imposed in order to make fac-
toring the modulus computationally infeasible.

© ISO/IEC 1999 — All rights reserved

prime numberp andq, kept secret by the certification
authority, andy is co-prime with lcmp-1, g-J).

Let O be an integer of large order modulo and
g=0Y modn.

Let Ix be the result of adding redundancy (as specified
in ISO/IEC 9796) to a public information on entidy
which contains at least the distinguished identifieXof
and possibly a serial number, a validity period, a time
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stamp and other data elements. Thésn key manage-
ment pair is fx, px) wherehy is an integer less tham
and

Py = ™ (modn) .

Its certificate is computed by the certification authority
as

Key Construction (A2) A computes the shared key

her modp

Kag = (Ps) ' modp =g
Key Construction (B1) B computes the shared key

Kas= (@") M8 =g M modp

Ceft—=s ﬁhx/mnrln\
fr—Sx tHeeH);

wheresy |is the integer such that:

s Ix=1 (modn)

Key Conptruction (Al) A computes the public key of
B as

pg = Certg¥. Iy modn

and computes the shared secret key as

Khe = pg™ = g™™ modn

Key Conptruction (B1) B computes the public key of
Aas

pj = Cert,Y. 1, modn

and computes the shared secret key as

Khe = Pa® = g™* modn

NOTIE - A one-pass and a two-pass identity-based
mechianisms using the same set-up-are described in

the rg¢ferences [8], [19] and [20].of the Annex D
(Biblipgraphy).

B.3. ElGamal key)agreement

This [7] is an example of Key Agreement Mechanism
2.

One shall €heck thap to be a strong prime such that

B.4.
ment

Nyberg-Rueppel key agreet

This [18] is an example of Key Agreement Mechanism

3. The signature system and the key-agreement system
are chosen in such a way that the signature systgm is
determined by the key$y, pg)-

Let g be a large prime divisor gf-1, g an element o
Fp of orderq, and setH = {1, ... , g-1}. Then X's
asymmetric key pair used for signatures and

agreements ish{ , px), wherehy is an element oH

key

and

px = g™ modp

To~prevent replay of old key tokens this examp
makes use of a time-stamp or a serial humB3arp,
and of a cryptographic hash functiblash which maps
strings of bits of arbitrary length to random integers
a large subset of {1, ...p-1}, for example, inH.

e

n

Key Construction (Al1.1) A randomly and secretly
generates in H and computes

e =g modp

FurtherA computes the shared secret key as

Kag= pBr modp

Using the shared secret k&g A computes a cryptd
graphic check value on the sender's distinguished ifden-

p-1 has a large prime factor and that the exponentials
are not of the form 0, +1;1 modp.

Key Token Construction (A1) A randomly and se-
cretly generates in {1, ... ,p-2 }, computesg’ modp
and constructs the key token

KTa=g" modp

and sends it td.

26

fifier Aand a Sequence Nnumber or tme-stanvp-.

e’= e hash(Kg||A]|TVP)modp

Key Token Signature (Al1.2) A computes the signa-
ture

y=r-hpe’ modq

A forms the key token

© ISO/IEC 1999 — All rights reserved
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KTa1=Alle||TVP|ly

and sends it t@.

Key Construction (B1.1) B computes the shared se-
cret key, using its private key agreement kgy

Kag=€ M8 mod P

ISO/IEC 11770-3:1999(E)

Kpe= (g™) ®=g "B modp

B.6. Matsumoto-Takashima-Imai
A(0) key agreement

This [1] is an example of Key Agreement Mechanism

-

Using the shared secret kéyg B computes the cryp-
tographic check value on the sender's distinguished
identifier A and theTVP,and computes

e'= e hash(Kgl|A|[TVP)modp

Signature Verification (B1.2) B checks the validity of
TVP and verifies, using the sender's public kgy the

equality

e =g’ pa¥ modp

B.5. Diffie-Hellman key agreement

This [6] is an example of Key Agreement Mecha*
nism 4.

One shall check thap to be a strong prime such that
p-1 has a large prime factor and that, the-exponentials
are not of the form 0, +1, -1 moul

Key Token Construction (AT}A randomly and se-
cretly generates, in {1, (. ;p-2 }, computesg'® mod
p, constructs the key token

KTa;= 9" modp

and sendsftt®.

Key Token Construction (B1) B randomly and se-
cretlygeneratesg in {1, ..., p-2 }, computesg'® mod
p.constructs the key token

J.

One recommended method is to use@ the pdrard
to check that the exponentials are 'hot of the form 0, +1,
-1 modp.

Key Token Construction. (A1) A randon]ly and se-
cretly generates, in_{1,-... , p-2}, compules the key

token
KTa=g" modp

and sends it td.

Key Token Construction (B1) B randomly and se-
cretly generatesg in {1, ... , p-2}, computes the key

token

KTg1=g'® modp
and sends it t@\.
Key Construction (B2) B computes the shared key as

Kag=W(KTa1 he » Pa rB) =KTp he Pa E modp

Key Construction (A2) A computes the shpred key as

h h
Kap=W(ps A, KTgy %) = KT a1 B pa [B modp

B.7. Beller-Yacobi Protocol

This part of the Annex gives a description of the origi-
nal Beller-Yacobi protocol [4], which has peen used to

KTg; = g"®modp

and sends it té\.

Key Construction (A2) A computes the shared key
Kng= (g'®) "4 =g A "® modp

Key Construction (B2) B computes the shared key

© ISO/IEC 1999 — All rights reserved

derive Key Agreement Mechanism 6.

Note: This mechanism is not completely compatible
with the Mechanism 6 as it was optimized for specific
situations. Specifically it uses ElGamal signhature
scheme and makes use of an additional symmetric
encryption algorithm to transfer B's signature verifica-
tion key and its certificate to A in a confidential way,
thus assuring anonymity.
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Let enc: KM — C be a conventional encryption
function, such as DES, whené = key spaceM =
message space, afd= cryptogram space.

Let S denote the ElGamal signature operation of en-
tity X. The process described below emphasizes the
distinction between off-line and on-line operations
required in EG family of signature schemes.

We usePyx and Cy to denote entityX's public key and

selected and made publiB's private and public key
agreement keys are, respectively.and

Pg = g™ modp

Key Token Construction (A1) A has obtained a kel
(in the rangeD<K<p) and wants to transfer it securely
to B. A randomly and secretly generates a random

infpgprr, l<r< p-1 ~and pnrilnhprk as

certificate, respectively. The public encryption opera-
tion of entity X (which usedy) is denotedey (modular
squaring|in the case of Rabin).

Off-line domputationB picks a random numbeg and
computep

uf g"® modp

Key Token Construction (Al): A picks a random
numbermr] and computes

~

Ta1 = (Ta]|AlIC )

and sends it t@®.
Key Tokén Processing (B1B produces the signature

BE=(uv= 84 A

ThenB picks a randonxg and creates
KTl = EA(BSH en¢ \( B E|Ca[*g))
and sends it té\.

Key Congtruction (B2) The shared,secret key consists
of part offB’s signaturep.

Entity Adthentication and Key-Gonstruction (A2) A
decipherp the key tokeB,(BS)to find the session key

u, then deciphers the eonventional encryption

(u( 8 B|CE|XR))

e

>

using sepsion, key to find the identifier, public key,
and certificate_of the nllpgpd parB; A verifies certifi-

BE= K-(ps)" mod p

ThenA constructs the key token

KT, = BE|d modp

and sends it t@.

Key Token Deconstruction'(B1)B recovers the ke
using its private key agreement kky, computing

K =BE-(g) ™ modp

B.9. “ElGamal key transfer with
originator’s signature

This is an example of Key Transport Mechanism 2.]An
appropriate primg and generatog of Zp* are selectedgl
and made publicB's private and public key agreemgnt
keys are, respectivelyz and

Pg = g™ modp

A's private and public signature transformations |are
respectively denote@, andV,; (S, Va) could denote
any signature system, for example RSA signature |Jand
signature verification as defined in ISO/IEC 9796.

Key Encipherment (Al1.1) A has obtained a kel and
wants to transfer it securely . A randomly and se
cretly generates a random integerin {1,...,p-2}and
enciphers the key data bloé{|K as

cate Cg, and if positive it then uses the verification
function, Vg to verify B's signatureBS If positive it
then accepts as a shared secret key.

B.8. ElGamal key transfer

This [7] is an example of Key Transport Mechanism 1.
An appropriate primep and generatog of Zp* are

28

BE=(AIK)- (p;) modp

Note thatK must be chosen in such a way that the
value of A||K) is less than the primp.

Key Token Construction (A1.2) A forms the token
data block, consisting of the recipient's distinguished
identifier B, an optional time stamp or sequence num-
berTVP, d and the enciphered blod&E. ThenA signs
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