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pword

ISO (the International Organization for Standardization) and IEC (the Inter-

nation

al Electrotechnical Commission) form the specialized system for worldwide

standdrdization. National bodies that are members of ISO or IEC participate in the

devel

pment of International Standards through technical committees established

by thg respective organization to deal with particular fields of technical activity.
ISO aphd IEC technical committees collaborate in fields of mutual interest. Other

intern

hitional organizations, governmental and non-governmental, in liaison with

ISO and IEC, also take part in the work.

In thq field of information technology, ISO and IEC have established a joint

techni|
joint t
as an

cal committee, ISO/IEC JTC 1. Draft International Standards adopted by the
echnical committee are circulated to national bodies for voting. Publicdtion
International Standard requires approval by at least 75 % of the)national

bodieqd casting a vote.

Intern

htional Standard ISO/IEC 10021-8 was prepared by ITU-T (as ITU-T

Recommendation F.435) and was adopted, under a special “fasttrack procedure”,
by Joipt Technical Committee ISO/IEC JTC 1, Information technology, in parallel

with 1

s approval by national bodies of ISO and IEC.

ISO/IEC 10021 consists of the following parts, under-the general title Information
technqlogy — Message Handling Systems (MHS):

Part 1: System and Service Overviéw
Part 2: Overall Architecture
Part 3: Abstract Service Definition Conventions

Part 4: Message Transfer System: Abstract Service Definition and
Procedures

Part 5: Message-Store: Abstract Service Definition
Part 6: Pretocol Specification
Part 7\Interpersonal Messaging System

Parw8: Electronic Data Interchange Messaging Service

Part 9: Electronic Data Interchange Messaging System

Annexes A and B form an integral part of this part of ISO/IEC 10021. Annexes C,

D and

v

E are for information only.
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021

(Information-tech
\ b

Message handling systems and services enables users to exchange of messages
store-and-forward basis. A message submitted by one user (the originato
conveyed by the Message Transfer System (MTS), the principal component
larger Message Handling System (MHS), and is subsequently delivered to or

on a
) is
of a
e or

more other users, the message's recipients. A user may intefact/directly with the

MTS, or indirectly via a message store (MS).

The MTS comprises a variety of interconnected, ‘functional entities c
message transfer agents (MTAs). MTAs cooperate to\transfer messages and de]
them to their intended recipients. Message stores (MSs) provide storage
messages and enable their submission, retrieval and management. User ag

(UAs) help users access MHS. Access(units (AUs) provide links to l-(.I:ther

communication systems and services‘of various kinds (e.g., other tele
services, postal services).

This part of ISO/IEC 10021 was initially developed and published by the ITU-
1991. The ITU-T version is published as CCITT Recommendation F.435 (199
amended by the MHS Implémentor's Guide (version 12).

This part of ISO/IEC, 10021 defines the overall system and service descriptio
the message handling-application called EDI Messaging.

ISO/IEC NOTE

As stated in the ITU-T version of this part of ISO/IEC 10021 [i.e., F.435 (19
the expression “Administration” is used for conciseness to indicate bo
telecommunication Administration and a recognized private operating agency.
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Information technology - Message Handling
Systems (MHS) -

Part 8 :

Ele

1
This p
Other

Standards | Recommendations defining the message handling system and seryices’is shown in table 1 of ISO

ctronic Data Interchange Messaging Service

Scope
art of ISO/TEC 10021 defines the overall system and service of EDI messaging.

hspects of message handling systems and services are defined in other parts-6f ISO/IEC 10021. The layoyt of

TEC

1002141 | CCITT Recommendation X/F.400. The public services built on MHS, as well as access to and from the

MHS for public services are defined in the ITU-T's F.400-Series of Recommendations.
Chnical aspects of MHS are defined in the multi-part series numbered ISO/IEC 10021 and ITU-T's X.400-S¢ries

The te

of Refommendations. The overall system architecture of MHS.is defined in ISO/IEC 10021-2 | COITT
Recommendation X.402. The technical aspects of EDI messaging are defined in ISO/IEC 10021-9 | COITT
Recommendation X.435.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of this part of
ISO/IHC 10021. At the time of publication, the'editions indicated were valid. All standards are subject to revision,|and

parties
most T
Interng

ISO/IE
(See al

ISO/IK
object
(See al

ISO/IH
Auther
(See al

so CCITT Reeommendation X.521 (1988))

C 9594-8:1990, Information technology — Open Systems Interconnection — The Directory — Par
tication framework.
s6-€CITT Recommendation X.509 (1988))

to agreements based on this part of ISO/IEC 10021 are encouraged to investigate the possibility of applying the
bcent editions of the standards indicated below. Members of IEC and ISO maintain registers of currently valid

tional Standards.

C 9594-2:1990, Information-technology — Open Systems Interconnection — The Directory — Part 2: Models.

so CCITT Recommendation X.501 (1988))

C 9594-7:1990, Information technology — Open Systems Interconnection — The Directory — Part 7: Selected
classes.

ISO 9735:1988, Electronic data interchange for administration, commerce and transport (EDIFACT) - Application
level syntax rules.

ISO/IEC 10021-1:1990, Information technology — Text Communication — Message-Oriented Text Interchange Systems
(MOTIS) - Part 1: System and Service Overview.
(See also CCITT Recommendation F.400 (1992) | X.400 (1993))

ISO/IEC 10021-2:1990, Information technology — Text Communication — Message-Oriented Text Interchange Systems
(MOTIS) - Part 2: Overall Architecture.
(See also CCITT Recommendation X.402 (1992))
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ISO/IEC 10021-5:1994, Information technology — Text Communication — Message-Oriented Text Interchange Systems
(MOTIS) - Part 5: Message Store: Abstract Service Definition.
(See also CCITT Recommendation X.413 (1992))

ISO/IEC 10021-7:1990, Information technology — Text Communication — Message-Oriented Text Interchange Systems
(MOTIS) - Part 7: Interpersonal Messaging System.
(See also CCITT Recommendation X.420 (1992))

ISO/IEC 10021-9:1995, Information technology — Message Handling Systems (MHS) - Part 9: Electronic Data
Interchange Messaging System.
(See fIso CCITT Recommendation X.4335 (1991))

CCITT Recommendation F.401 (1992), Message handling services: Naming and addressing for public-méssage
handling services.

CCITT Recommendation F.415 (1992), Message handling services: Intercommunication with public-physical delivery
serviges.

3 Definitions

For the purposes of this part of ISO/IEC 10021, the following definitions, and those 'defined in annex A apply.

Definlitions of the elements of service applicable to EDImessaging are contained in annex B of this pdrt of
ISO/IEC 10021. The elements of service applicable to the Message Transfer service, and used by EDI messaging, are
called out in this part of ISO/IEC 10021, however their definitions(are contained in ISO/IEC 10021-1 1 CCITT
Reconmendation F.400, annex B.

3.1 Terms defined in this part of ISO/IEC 10021

3.1.1 EDI forwarding: Onward transfer of a received EDIM to one or more recipients determined by the
forwgrding EDI user agent/message store.

EDI forwarding takes place when an EDI message having been delivered to an EDI user agent or EDI message stpre is
forwdrded onward to another EDI user agent or EDI message store.

3.1.2 EDI message: Information in electronic form that is transferred between EDI messaging users. Al EDI
message is a member of the primary class of information objects conveyed between EDI messaging users.

See also ISO/IEC 10021-9 | CCITT Recommendation X.435 clause 8.

3.1.3 EDI messaging usér?) User that engages in EDI messaging. An EDI messaging user originates, receivgs, or
both priginates and receives_ EDI messages. The EDI messaging environment contains any number of EDI messpging
users| An EDI messaging user may be a person or a computer process. An EDI messaging user may access thg EDI
messjging system through an access unit.

314 EDLnotification: Member of the secondary class of information objects that indicates to the originator|of an
EDI message the disposition of EDIM responsibility for the EDI message.

3.1.5 EDI message responsibility: EDI message responsibility indicates whether the subject EDI messagp has
been made available to a specilic user by its EDI user ageny/message storc. EDI message responsibility carries no legal
significance within this part of ISO/IEC 10021 and ISO/IEC 10021-9 | CCITT Recommendation X.435.
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3.2 Terms imported from ISO 9735
e Acknowledgment request
e  Application reference
e Communication agreement ID
e Date/time of preparation

e Functional group header

ISO/IEC 10021-8 : 1995 (E)

¢ [ Interchage control reference

o [ Interchange header

o | Interchange recipient

¢ | Interchange sender

e | Message header

e | Processing priority code

¢ | Recipients reference, password
o [ Service string advice

o | Syntax identifier

e | Test indicator

e UNA
e [ UNB
e [ UNG
e | UNH
e [ UNT
e[ UNZ

NOJTE - These terms are further expanded in annex A of this part of ISO/IEC 10021 and annex K of ISO/IEC 10021-9 | CCITT

Redommendation X.435.

33 Terms imported from’ ANSI X12
e | Application refefence
o | Date and Time-of Transmission
o| GS

¢ | Interchange header

o |_Fanctional group header
e Transaction set header

e ISA

e IEA

e Recipient;s transmission reference/password

e ST

e Transmission sender
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e Transmission recipient
¢ Transmission priority code

NOTE - These terms are further expanded in annex A of this part of ISO/IEC 10021 and annex K of ISO/IEC 10021-9 | CCITT
Recommendation X.435.

4 Abbreviations
ANSI American National Standards Institute
AU Access unit
DIT Directory information tree
DL Distribution list
DUA Directory user agent
EDI Electronic data interchange
EDIFACT  Electronic data interchange for Administration, commerce and transport
EDIM EDI message
EDIME EDI messaging environment
EDIMG EDI messaging
EDIMS EDI messaging system
EDI-AU EDI access unit
EDI-MS EDI message store
EDI-UA EDI user agent
EDIN EDI notification
FN Forwarded notification
D Identifier
IPM Interpersonal messaging
MD Management domain
MH Message handling
MHS Message handling system
MS Message store
MT Message transfer
MTA Message transfer agent
MTS Message transfer system
NDN Non-delivery notification
NN Negative notification
O/R Originator/Recipient
PD Physical'‘delivery
PDAU Physical delivery access unit
PDS Physical delivery system
PN Pesitive notification
PRMD Private management domain
TLMA Telematic agent
UA User agent
UNTDI United Nations, trade data interchange
UTC Coordinated universal time
5 Conventions

In clause 2, CCITT aligned standards are cited.

Common language practices have been applied as far as possible in the use of capitalization of words.
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6 EDI messaging service

6.1 Introduction

The EDI messaging service provides an EDI messaging user with features to assist in communicating with other EDI
messaging users. EDI messaging users are in many cases computer processes. The EDI messaging service uses the
capabilities of the Message Transfer service (see also Recommendation F.410) for sending and receiving EDI
messages. The elements of service describing the features of the EDI messaging service are defined in annex B, and
classified in clause 14.

EDI, dlectronic data interchange, can be described as computer to computer exchange of structured business data, [such
as invpices and purchase orders. In some cases the EDI messaging service can be used to transmit an EDI interchange
to a physical rendition system, such as a physical delivery system, or facsimile.

The EPI messaging service is provided by EDI messaging.

6.2 EDI messaging

EDI njessaging (EDIMG) consists of the exchange of EDI messages (EDIMs), and EDLnetifications (EDINs), which
are information objects specified in ISO/IEC 10021-9 | CCITT Recommendation X.435,

6.3 EDI messaging environment

The environment in which EDImessaging takes place can be modelled as a functional object which is herepfter
referrdd to as the EDI messaging environment (EDIME). When refined\(ie., functionally decomposed), the EDIME
can bg seen to comprise lesser objects referred to as the primary objécts of EDI messaging. They include a single
centra] object, the EDI messaging system (EDIMS), and numerous" peripheral objects called EDI messaging ysers
(EDIMG users).

The stfucture of the EDIME is depicted in figure 1.
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EDI messaging
environment

© ISO/IEC

6.4
An E]

T0101260-93

Figure 1 - EDI messaging environment

EDI messaging user

or both originates and receives EDIMs. The EDIME contains any number of EDIMG users.

An E
acces

7.1
The 1

unit.

Introduction

EDI messaging system

one another in EDI messaging:

The H
objec
transf]
stores|

The s

objec

DI messaging user (EDIMG user) is a user that engages iniEDI messaging. An EDIMG user originates, recgives,

DIMG user may be a person or a computer process. An EDIMG user may access the EDIMS through an

EDI messaging system (EDIMS) is the functional object by means of which all EDIMG users communicate{ with

DIMS can be medelled as comprising lesser functional objects which interact with one another. These lesser
s are referred40_as the secondary objects of EDI messaging. They include a single, central object, the megsage
br system (MES), and numerous peripheral objects of three kinds: EDI user agents (EDI-UAs), EDI megsage
(EDI-MSs)4 and EDI access units (EDI-AUs).

fructuré of the EDIMS is depicted in figure 2. As shown in figure 2, EDI-UAs, EDI-MSs, and EDI-AUs the
s‘by which the EDIMS provides service to EDIMG users. ﬂ’r
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7.1.1

An E
messs

EDI messaging system

Message
tramsfer
system

T0101270-83

Figure 2 — EDI messaging system

EDI user agents

DI user agent (EDI-UA) is a user agent tailored so as\to better assist a single EDIMG user to engage ir} EDI
ging. It helps that EDIMG user originate and receive messages containing EDIMs. The EDIMS containg any

number of EDI-UAs.
NOTE — An exact definition of the boundary between the EDI-UA and the EDIMG user is beyond the scope of this part of
ISP/IEC 10021.
7.1.2 EDI message store
An HDI message store (EDI-MS) is-a message store tailored so as to better assist a single EDI-UA engage i1} EDI
messaging. It helps that EDI-UAsubmit, take delivery of, store, and retrieve messages containing EDIMs.
7.1.3 Message transfer’system
In th¢ present contextthe-message transfer system (MTS) conveys EDIMs or EDI notifications (EDINs) between| EDI-
UAs,|or between an EDI-UA and an access unit. The EDIMS contains a single MTS.
7.1.4 EDLaccess units
An HDIMG user may have access to/from the EDIMS through an access unit (AU). One type of access unit fis the
physicaldelivery access unit (PDAU). In EDIMG, the physical delivery access unit provides the ability to| send
messages 10 EDIMG Tecipicnts Through a physicat detivery system (PDS)Other types of EBFAYs ez facsimile

access units) may be the subject of future standardization.

7.2

Information flow in the EDIMS

Figure 3 expands on figure 2 and shows the principal information flows in EDI messaging.

NOTE - Figure 3 illustrates aspects of the EDI encoded data exchanged in this model, not the actual details.
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O O EDIMG user
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Figure 3 - Information flow in EDI messaging

7.3 EDI messaging service functional model

EDIFACT ANSI X12 UNTDI
UNA ISA STX EDl interchange including
o : int on
(|.e. recelver ID, etc.
UNZ IEA END
EDI messaging system (
- Generates EDI heading and submit envelope from interchange
controi info plus other info in EDI interchange (receiver ID maps
into X.400 O/R name)
N ~ Places ED! heading + EDI interchange in submit envelope
EDI-UA { and submits to MTS
— On delivery from MTS extracts EDI interchange and passes
to EDI application
L
MTA MTS
EDIMG, PRIN| le
Gsor e EDI-UA [+ MTA fe—» MTA |et2DEDI-MS EDI-UA e+ Gont
T0101280-93
NOTES

1 - For abbreviations and acronyms see clatise’4 and annex A of this part of ISO/IEC 10021.

2 - The structure of the information exchanged between the EDIMG user and the EDI-UA is not
defined by this part of ISO/IEC 10021) In addition to the EDI interchange, the control information
may comprise information carried in the envelope, EDIM heading, interchange header, etc. The
control information could alse be extracted from the EDI interchange and/or form other sources.

Figurg 4 shows-~the functional model of the EDI messaging service. The UAs used in the EDI messaging sefvice
compijise & specific class of cooperating UAs. The optional PDAU allows EDIMG users to send messages to indirect
users ¢utside of the EDI messaging environment. The message stores used in the EDI messaging service have spdcific

EDI related Tunctions and can optionally be used by EDIMG users to take delivery of messages on their behalf. The
telematic agent (TLMA) shown in figure 4 will allow access to telematic services and may be the subject of future

standardization.
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Figure 4 - EDI messaging service functional model

7.4 Structure of EDI messages

The EDI class of UAs create messages containing a content specific to the EDI messaging service. The spgcific
contet that is sent from one EDI-UA to another is a result of an originator, which is generally an application process,
comppsing and sending a message, called an EDI message (EDIM). The EDIM carries the EDI interchang¢ and

EDIM. Every EDIM shall\contain an EDI interchange body part on origination of the EDIM. Any of the body
can
canngt be removediBody parts that are removed when forwarding are replaced with place holders to indicate
type pf body part\was removed. The heading of an EDIM shall not be removed when forwarding an EDIM

optiiEally other information'‘associated with the EDI interchange. Only one EDI interchange shall be present
S

in an
parts

bsequently be rémoved (wholly, not partially) when forwarding an EDIM, except a forwarded body part, which

what
The

structure of an"EDIM as it relates to the basic message structure of MHS is shown in figure 5. The EDIM is conyeyed

with #n envelope when being transferred through the MTS.
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Figure 5 — EDI message structure
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EDIFACT
interchange v
UNA Field 1
UNB Field 2
UNH ‘ Field 3 Heading
User S .
data NG :
segments - Field n
UNT -
Additional - .
information I .
(e.g. drawings) .
3 ]
T0101310-93

Figure 6 — EDI message structure for a typical EDI transaction

Figure 6 shows a mapping between a typical EDI interchange, and the corresponding EDI message structure. The EDI
interchange is mapped entirely within one body part, called the primary body part, and may be an EDIFACT, ANSI
X12, UNTDI or privately defined EDI interchange. Other body parts are available to convey information associated

10
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with the EDI interchange such as drawings, explanatory text, etc. The heading of the EDIM contains various fields of
information, some of which are present in the EDIFACT interchange header segments (or corresponding ISA or STX
segments for ANSI X12 and UNTDI), and others containing service requests from the originator. The heading and
body part(s) form the EDIM.

7.5 EDI notification

An EDIMG user can request that a recipient return an EDI notification (EDIN) indicating the disposition of the EDI
message recerved Thrs notrﬁcatron is requested by an ongmatmg EDI- UA and is generated by a recrprent EDI UA,
EDI_ ere—a 4 ed d—reported—oR eSH ther the
implied
gssage

forwarded. In this case, the EDI-UA or EDI-MS that forwards the EDIM shall send to the originating EDI-UA
forwarded notification (FN).

EDI

In all cases, including notifications sent by EDI-UAs to whom the EDIM has been fotwarded, the notificationg shall
contTn the OR-name of the recipient that was specified by the original originator.
i

The ¢riginating EDI-UA may request any combination of the several EDINs from any combination of the recipignts to
whom the EDIM is sent. If no notifications are requested by an originator, none shall be sent by the recipient(s).

EDI potifications cannot be forwarded, and EDI notifications cannot be fequested for EDINs.

8 EDIM responsibility and forwarding

8.1 Introduction

The EDIMS includes a concept called EDIM responsibility. This concept is key to the description below of EDINs and
forwarding. In order to simplify the descriptionsin-the text below, all forwarding is shown as performed by the EDI-
UA. [t should be noted that the descriptions apply equally to forwarding performed by the EDI-MS.

The purpose for introducing the concept of EDIM responsibility is primarily to provide a method for confirming the
passipg of messages amongst EDI-UAs. EDIM responsibility may apply to access units in certain cases. The c¢ncept

EDIM responsibility indicates_that the EDIM is made available to the EDIMG user by the receiving EDI-UA.
EDIM responsibility shall always be accepted when the EDI-UA adds or removes body parts when forwardi

EDIM cannot leave the EDIMS unless EDIM responsibility has been accepted (delivery to a PDAU is a special cpse as
described in 11.3). Ifdequested to do so by the originating EDI-UA, the recipient EDI-UA, and possibly intermgdiate
EDI-UAs (if requested), shall send EDINs to the originating EDI-UA.

When an EDISUA 'receives an EDIM it shall, if requested to do so, inform the originating EDI-UA that the redipient

EUESIE ; C ; ; 'nd an
appropnate EDIN to the orrgmator and if forwardmg, it shall create the appropriate headmg ﬁelds in the forwarded
EDIM. The details of these operations are described in ISO/IEC 10021-9 | CCITT Recommendation X.435.

Body parts that are forwarded cannot be changed in any way. If EDIM responsibility is forwarded, the forwarded
EDIM cannot be changed in any way. If EDIM responsibility is accepted, body parts may be removed from, or added
to the original EDIM when creating the forwarded EDIM. Body parts that are removed when forwarding are replaced
with place holders to indicate what type of body part was removed. EDIM responsibility forwarding is limited to only
one recipient.

EDIMG includes mechanisms to prevent looping when forwarding.

11
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8.2 Forwarding and secondary distribution

In EDIMG it may be desirable to receive EDI messages at a central EDI user agent, with subsequent forwarding to the
final EDI user agents. Such a practice would, for example, enable a large organization to perform centralized functions
such as logging, auditing, etc., on all EDI message traffic entering that organization. After performance of these
functions the traffic would be distributed to the EDI user agents serving the recipient EDI applications. Similarly, a
value added network service provider might operate a similar intermediary stage on behalf of its customers. The
following text describes the use of an EDI-UA as such an intermediary stage.

Since an mtermedlate EDI-UA wnll generally not be the ﬁna] EDI- UA there is a need to prov1de end-to- end

“EDI notification request” allows an originator to request from each recipient, posmve negative and forwarded
notifidations. Together with protocol elements defined in ISO/IEC 10021-9 | CCITT Recommendation X435] the
“EDI notification request” allows intermediate EDI-UAs to indicate, in a forwarded message, whether or| not
EDIM]|responsibility has been accepted. These tools allow EDIM responsibility acceptance to be ideferred untjl an
EDIM|reaches the final EDI-UA, and provide an indication to that EDI-UA that a notification is-to|be returned tp the
origingl originator.

In ordgr to illustrate the use of an EDI-UA as an intermediate stage, three cases are described below. In all casep, an
EDIM|originates in EDI-UA1 and terminates in EDI-UA3. EDI-UAZ2 is the intermediate EDI-UA. In cases 1 and 2 it is
assumgd that the EDIM is forwarded with content unchanged. In all three cases dt\is assumed that EDI-UA1 has
requested notifications.

N — Events described in the following tables are not necessarily performed in the exact sequential order shown ip the

The EDIM prepared by EDI-UAL is addressed to EDI-UA3. The’EDIM is submitted to MTA1, transferred to MTA3,
delivered to EDI-UA3 and retrieved by EDIMG user 3. EDIXUA3 will respond with an appropriate EDIN, accinng

DI-
of

Message transfer system
(MIS)

EDI messaging system
(EDIMS)

EDI messaging environment
(EDIME)
———» Direction of transfer EDIN To10132083
——— Direction of transfer EDIM

Figure 7 — Case 1: No forwarding

12
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Table 1 — Case 1: No forwarding
Events EDIM EDIN
1 EDI-UA1 submits EDIM to MTA1
2 MTAL1 transfers EDIM to MTA3
3 MTA3 delivers EDIM to EDI-UA3
4 EDI-UA3 submits PN/NN to MTA3
5 MTAS3 transfers PN/NN to MTA1
6 MTAL1 delivers PN/NN to EDI-UA1
8.4 Case 2: Content not changed and EDIM responsibility forwarded

In this case an intermediary EDI-UA forwards a message from EDI-UA1 to EDI-UA3.<Fhe final recipient is ED

[-UA3,

and [EDI-UA2 performs a forward operation, forwarding EDIM responsibility to/EDI-UA3. The EDIM prepared by

EDItUAL1 is addressed to EDI-UA2. The EDIM is delivered to EDI-UA2, which-forwards it unchanged to ED
based on selection criteria known to EDI-UA2.

EDIM responsibility is handled as follows:

When EDI-UA2 forwards EDIM responsibility, it shall create the forwarded EDIM so that req
EDINs are received by EDI-UAL, (see ISO/IEC 10021-9 | CCITT Recommendation X.435 for d
The following EDINs may be sent.

a)

b)

)

Figntlen8 illustrates the information flow described above for case 2. The sequence of possible EDIMs and EI
explainedin‘table 2. Events (8, 11, 13, 15 ) and (10, 12, 14, 16 ) are mutually exclusive.

If EDI-UA1 requested notification of \forwarding of EDIM responsibility, EDI-UA2 shal
forwarded notification - FN to EDI-UA1. This EDIN is sent when EDI-UA2 successfully s
the EDIM to MTA2.

If EDI-UA2 receives a non-delivery notification from MTA3 (via MTA2) it may send ng
notification — NN to EDI-UAT:

NOTE - EDI-UA2 has the choice to send, or not to send, the EDIN in this case.

-UA3,

uested
etails).

1 send
pbmits

boative

No other EDINs anay be requested or sent. For example, EDI-UA2 cannot request notifigations

from EDI-UA3;.and EDI-UA3 cannot send EDINs to EDI-UA2.

In the case 6f non-delivery, EDI-UA2 may attempt to resubmit the EDIM to the intended req
In this case, the NN to EDI-UAL1 is sent only when EDI-UA2 determines that it shall no
attempt’to resubmit the EDIM to EDI-UA3.

ipient.
longer

If forwarding succeeds, EDI-UA3 shall send an appropriate EDIN to EDI-UA1, accepfing or

refusing EDIM responsibility.

DINS is

13
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/ ~
EDIMG B
user 2 \
:.- 10
EDI-UA1 : S
9,15,16
Message transfer system
(MTS)
EDI messaging system
(EDIMS)
EDI messaging environment
(EDIME)
— — —»  Direction of transfer EDIN, NDN T0101330-83
—»  Direction of transfer EDIM
Figure 8 — Case 2: EDIM responsibility forwarded
Table 2 — Case 2: EDIM responsibility forwarded
Events EDIM EDIN NDN
1 EDI-UA1 submits EDIM to MTA1
D MTALI transfers EDIM to MTA2
3 MTAZ2 delivers EDIM to EDI-UA2
u If requested, EDI-UA2 submits FN
to MTA2
5 EDI-UA2 submits-forwarded EDIM
to MTA2
8 MTAZ2 transfers FN to MTA 1
7 MTA2 transfers EDIM to MTA3
3 MTAZ2 sends NDN to EDI-UA2
D MTALI delivers FN to EDI-UA1
0 MTAD3 delivers EDIM to EDI-UA3
11 EDI-UA2 submits NN to MTA2
12 EDI-UA3 submits PN/NN
to MTA3
13 MTAZ2 transfers NN to MTA 1
14 MTAZ3 transfers PN/NN to MTA 1
15 MTAI1 delivers NN to EDI-UA1
16 MTA1 delivers PN/NN
to EDI-UA1

14
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The following should be noted:
1) EDI-UA1 will usually receive several EDING if it requests FN ( forwarded notification).
2) EDI-UA1 may receive EDINs in a sequence other than that in which they were created.

3) EDI-UA1 may receive no EDIN whatsoever even if it requested FN (for example, in the case of

catastrophic failure of EDI-UA2 after MTA2 has delivered the EDIM to EDI-UA2).
It is up to EDI-UAL to correctly handle 1 through 3 above. Item 1 can be handled for example, by keeping track
a) the EDIMID,
b)—the original recipient,

¢) the submission time, and

d) the EDI notifications expected.
Iten} 2 can be handled by using the UTC time included in the EDIN (EDIN creation time). Item 3 ¢anbe handl¢

of:

d with

a time-out mechanism in EDI-UA1. Mechanisms to handle 1 to 3 are local implementation jssues, thus beygnd the

scopje of this part of ISO/IEC 10021.

8.5 Case 3: EDIM responsibility not forwarded

Thig scenario provides for the case where the EDIM prepared by EDI-UA1 is addressed to EDI-UA2, and El}
accgpts EDIM responsibility for the message prior to forwarding to EDI-UA3. This would occur, for example,

I-UA2
f EDI-

UA2 were to add or remove body parts when forwarding (changes of the:content). When EDIM responsibjlity is

accgpted, EDI-UA2 sends an EDIN to the originator (i.e., PN), and creates the forwarded EDIM so that no
EDINs are received by EDI-UA1 (the originator) (see ISO/IEC 10021-9 I)\CCITT Recommendation X.435 for d
As 1n case 2, EDI-UA1 addresses the EDIM to EDI-UA2. As in.both previous cases EDI-UA3 represents th
destjnation.

Upon retrieval of the EDIM, EDI-UA2 returns an appropriate notification to EDI-UA 1. The message is then fory
to BDI-UA3. Since initial EDIM responsibility has now<been accepted, EDI-UA2 is at liberty to request
resppnsibility or not, as desired. If requested, the resultiigt EDIM responsibility relationship shall apply betwee
UA3 and EDI-UA2, i.e. not end to end as in the previous cases. In the scenario described here EDIM responsil]
assumed to have been requested, with the result that EDI-UA3 responds to EDI-UA2 with an appropriate notific

Figyres 9 and 10 illustrate the flow of inforrhation for case 3. The sequence of EDIMs and EDINs for ca:
explained in table 3.

further
etails).
e final

warded
EDIM
h EDI-
ility is
htion.

fe 3 is
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Message transfer system
MmTS)

EDI messaging system
(EDIMS)

EDI messaging environment
(EDIME)

T0101340-93
— — —» Direction of transfer EDIN

————— Direction of transfer EDIM

Figure 9 — Case 3: EDIM responsibility notforwarded, Part 1

Message transfer system
(MTS)

EDI messaging system
(EDIMS)

EDI messaging environment

(EDIME)

T0101350-93

— ——» Direction of transfer EDIN
———» Direction of transfer EDIM

Figure 10 — Case 3: EDIM responsibility not forwarded, Part 2
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Table 3 — Case 3: EDIM responsibility not forwarded

ISO/IEC 10021-8 : 1995 (E)

Events Figure 9 Figure 10
1 EDI-UA1 submits EDIM to MTA1
2 MTAL1 transfers EDIM to MTA2
3 MTA2 delivers EDIM to EDI-UA2
4 EDI-UA2 submits PN to MTA2
5 EDI-UA2 submits forwarded EDIM to MTA2
6 MTAZ2 transfers PN au MTA1
7 MTAZ2 transfers EDIM to MTA3
8 MTALI delivers PN to EDI-UA1
9 MTA3 delivers EDIM to EDI-UA3
10 EDI-UA3 submits PN/NN tolMTA3
11 MTAS3 transfers PN/NN.to-MTA2
12 MTA2 delivers PN/NN to EDI-UA2

9
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EDI naming, addressing and use of directory

IMHS use of Directory as defined in ISO/IEC 10021-LNCCITT Recommendation X/F.400, clause 13 is u
de the Directory services required for EDI messaging:

management domain should provide directory setvices for its EDIMG users.

messaging, naming and addressing and the Subsequent directory service requirements are outlined in anne

EDI security

IMHS security capabilities are defined in ISO/IEC 10021-1 | CCITT Recommendation X/F.400 in clause 1
lIso applicable for EDI messaging. In addition, the following extensions are provided to 15.4 of the
enced document.

verview of the extended security capabilities in EDIMG is as follows:

DIN to_authenticate the originator of the EDIN.

ked to

k D of

5, and
above

f of EDI notification: Enables the recipient of an EDIM to create an EDIN which may be used by the recipient of

repiidiation of the EDI notification: Provides the recipient of an EDIN with proof of the origin of the EDIN

will

profect against any attempt by the originator of the EDIN from falsely denying sending the EDIN,

|which

Proof of content received: Enables the originator of an EDIM to verify that the message content received by the
recipient was the same as the message content originated by the originator.

Non-repudiation of content originated: Provides the recipient of the EDIM with proof that the message content
received was the same as the message content originated. This protects against any attempt by the originator to falsely

deny

originating the message content.

Non-repudiation of content received: Provides the originator of the EDIM with proof that the message content
received was the same as the message content originated. This proof will protect against any attempt by the recipient
to falsely deny the content of the EDIM received.

17
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Table 4 — Provision and use of secure messaging elements of service by MHS components

Elements of service EDIM originator MTS EDIM recipient

Proof of EDI notification U - P
Non-repudiation of EDI notification
Proof of content received

Non-repudiation of content originated

c w Cca
w C v

Non-repudiation of content received

P A provider of the service
U A user of the service

Annex
CCITT]

model

11

11.1

© ISO/IEC

Intercommunication with physical delivery services

Introduction

C describes the EDIMS vulnerabilities and details how they are countered. Annex I of ISO/IEC (10021-9 |
Recommendation X.435 supplements ISO/IEC 10021-2's | CCITT Recommendation X.402's MHS secyrity
for EDIMS with EDI security features. ISO/IEC 10021-9 | CCITT Recommendation X.435 describes operatjons
and procedures for security services.

As defiined in CCITT Recommendation F.415, MH/PD intercommunication is<a generic capability of the Mesjage
Transfér service. To make use of this capability, the originator may use a_postal O/R address on submission, o, if

using 4 directory name on submission, select physical delivery as the “Requested delivery method” and choose
desired options from the MH/PD elements of service (table 1 of CCITT Recommendation F.415).

The or

11.2

Delivefy to the access unit occurs when the EDIM is(passed from the final MTA to the PDAU (MTS to EDI-AU).

Delivefy notifications and EDI notifications" relevant to physical delivery apply as defined in CQ
Recommendation F.415 with the addition of an'EDIN, as depicted below in figure 11.

These
Defini

NO['ES

1-

2—

11.3

Delivery and notifications

hotifications are generated by the' MTA/PDAU system components, which are considered to be co-located.
jons of “T” times are provided-in CCITT Recommendation F.415; “Teq;” can be defined as:

Tegi = Generationand delivery of the EDIN.

Start time corrésponds to the time at which the EDIN is generated.

End time corresponds to the time that the EDIN is made available to the EDIMG user.

Transfer of EDIM responsibility

any

jginator provides the address of the recipient as defined in CCITT Recommendation F.401, postal O/R addfess.
This may be done through the Directory.

ITT

While it is up to the PDAU to physically render and subsequently deliver an EDIM sent to 1t, a PDAU can never
accept EDIM responsibility for an EDIM. If an “EDI notification request” is asked for, two possibilities exist for the
PDAU. If it determines that it can render the EDIM for physical delivery, it shall return an FN to the originator of the
EDIM. However, if it determines that it cannot render or deliver the EDIM, it shall return an NN to the originator of
the EDIM.

18
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114 Physical rendition
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The basic physical rendition details defined in CCITT Recommendation F.415, annex B, should be used as a base,
primarily for the rendition of routing and delivery information such as the address blocks, position on the page relative
to the window, etc.

For

hard copy physical rendition specific to EDI, three approaches are identified;
1) Standardized rendition
2) Privately defined rendition

Altg
the
meq
stan

3) Accompanying information for rendition (may be the subject of future standardization).

recipient is able to work with the information, possibly with guidelines provided through some -other m
sage. (Additional guidelines and rules for the physical rendition of EDIMs may be the subject of]
dardization.)

rnatively, if rendition rules are not available, the EDIM could simply be printed “as is”, if possible, assuming that

cans or
future

19
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[
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.........................

EDI notification generation Physical delivery
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<
""" Notification delivery
Tedi

dEN
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T3

Notificationnby PDS delivery

-> Electronic event

T0101360-93
Physical event

Physical rendition
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m

Physical transport
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Figure 11 —- M/PD delivery and notification times model
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12 Use of message store for EDI

Message store features may be used for EDI messaging. The general MS elements of service, “stored message

fetching”, “stored message listing”, “stored message summary”, “stored message deletion”, and “stored message alert”
are applicable for EDI messaging.

General MS attributes and auto-actions are described in ISO/IEC 10021-5 | CCITT Recommendation X.413. EDI
specific MS attributes and auto actions are described in ISO/IEC 10021-9 | CCITT Recommendation X.435.

An EDI specific MS element of service, “Stored EDI message auto-forward”, provides suitable MS auto-forwarding

a A P4 BV £ IEL -
Cdp AOTIITICS TOT DT IIICSSAgHIE?

Seclurity policies may restrict the use of message store elements of service.

13 Elements of service

Elenents of service are particular features, functions, or capabilities of MHS. The elements of service applicable for
ED] messaging are made up of MT elements of service and EDI messaging elemeénts of service. The MT
elements of service used in EDI messaging are called out in this part of ISO/IEC 10021 in tables 5 to 7, however they
are [defined in ISO/IEC 10021-1 | CCITT Recommendation F.400, annex B. The definitions of elements of [service
spegific to EDI messaging are also listed in tables 5 to 7, and are defined in annex B. The realization of|all the
elements of service applicable to EDI messaging is described in other parts of this-part of ISO/IEC 10021.

14 Classification of elements of service

14.1 Basic EDI messaging service

Theq basic EDI messaging service, which makes use of the MT, service, enables an EDIMG user to send and feceive
ED[ messages. An EDIMG user prepares EDI messages with the assistance of an EDI user agent (EDI-UA). EDI-UAs
cooperate with each other to facilitate communication *between their respective EDIMG users. To send 4n EDI
megsage, the originating EDIMG user submits the message to his EDI-UA specifying the OR-name of the rgcipient
who is to receive the EDI message. The EDI message; which has an identifier conveyed with it, is then sent| by the
originator's EDI-UA to the recipient's EDI-UA/MS, via the Message Transfer service.

Following a successful delivery to the recipient's EDI-UA/MS, the EDI message is available for the recipignt. To
facilitate meaningful communication, a-recipient can specify the encoded information type(s) contained jn EDI
megsages that he will allow to be delivered to his EDI-UA, as well as the maximum length of an EDI message |that he
is ltIilling to accept. The original encoded information type(s) and an indication if any conversions that haye been
performed and the resulting encéded information type(s) are supplied with each delivered EDI message. In adldition,
the submission time and delivery’time are supplied with each EDI message. Non-delivery notification is providg¢d with
the pasic MT service. The-€lements of service belonging to the basic EDI messaging service are listed in table 5{

Table 5 — Elements of service belonging to the basic EDI messaging service

Elements of service References
Access management B.1
Content type indication B.12
Converted indication B.15
Beltvery-time-stamp-indteation B-22
EDI message identification EDI.8
Message identification B.41
Non-delivery notification B.47
Orginal encoded information types indication B.54
Submission time stamp indication B.89
Typed body EDI.30
User/UA capabilities registration B.93

NOTE - B. references are to annex B of ISO/IEC 10021-1 |
CCITT Recommendation X/F.400, and EDI references are to
annex B in this part of ISO/IEC 10021.
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14.2 EDI messaging service optional user facilities

A set of the elements of service of the EDI messaging service are optional user facilities. The optional user facilities of
the EDI messaging service, which may be selected on a per-message basis or for an agreed contractual period of time,
are listed in table 6 and table 7, respectively.

The optional user facilities of the EDI messaging service that are selected on a per-message basis are classified for
both origination and reception by EDI-UAs. If a management domain offers these optional user facilities for
origination by EDI-UAs, then an EDIMG user is able to create and send EDI messages according to the procedures
defined for the associated element of service. If a management domain offers these optional user facilities for
receptipn by EDI-UAs/MSs/AUs, then the receiving EDI-UA/MS/AU shall be able to receive and recognize| the
indicatjon associated with the corresponding element of service and to inform the EDIMG user of the r€quested
optiongl user facility. Each optional user facility is classified as additional (A) or essential (E) for EDI-UAs/MSs/AUs
from these two perspectives.
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Table 6 — EDI messaging optional user facilities selectable on a per-message basis

Elements of service Origination Reception References
Additional physical rendition A A B.2
Alternate recipient allowed E E B3
Application security element A A EDI.1
Basic physical rendition A E* B.7
Character set E E EDI.2
Content-confidentiality A A B-16
Content integrity A A B.11
Conversion prohibition E E B3
Conversion prohibition in case of loss of information A A B.14
Counter collection A E* B.16
Counter collection with advice A A B.17
Cross reference information A E EDI.3
Deferred delivery E N/A B.19
Deferred delivery cancellation E N/A B.20
Delivery notification E N/A B.21
Delivery via bureaufax service A A B.23
Designation of recipient by directory name A N/A B.24
Disclosure of other recipients E E B.25
DL expansion history indication N/A E B.26
DL expansion prohibited A N/A B.27
EDI forwarding A N/A EDI.4
EDI message type(s) E E EDLS
EDI notification request E E EDI.6
EDI standard indication E E EDL.7
EDIM responsibility forwarding allowed indication E E EDIL.9
EDIN receiver A E EDI.10
EMS (Express Mail Service)?) A E* B.28
Expiry date time indication A E EDI.11
Explicit conversion A N/A B.30
Grade of delivery selection E E B.32
Incomplete copy indication A E EDI.12
Interchange header E E EDI.13
Latest delivery designation A N/A B.39
Message flow confidentiality A N/A B.40
Message origin authgntication A A B.42
Message security labelling A A B.43
Message seéguence integrity A A B.44
Multi-destination delivery E N/A B.45
Mutti-part body A E EDI.14
Non-repudiation of content originated A A EDI.15
Non-repudiation of content received A A EDIL 16
Non-repudiation of content received request A A EDI.17
Non-repudiation of delivery A A B.49
Non-repudiation of EDI notification A A EDI.18
Non-repudiation of EDI notification request A A EDI.19
Non-repudiation of origin A A B.50
Non-repudiation of submission A A B.51
Obsoleting indication A E EDI.20
Ordinary mail A E* B.53
Originator indication E E EDI.21
Originator requested alternate recipient A N/A B.56
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Table 6 (concluded)
Elements of service Origination Reception | References

Physical delivery notification by MHS A A B.57
Physical delivery notification by PDS A E* B.58
Physical forwarding allowed A E* B.59
Physical forwarding prohibited A E* B.60
Prevention of non-delivery notification A N/A B.61
!’1: b 4/\» \T[IA B‘L’l
Probe origin authentication A N/A B.64
Proof of content received A A EDIL.22
Proof of content received request A A EDI23
Proof of delivery A A B.65
Proof of EDI notification A A EDI.24
Proof of EDI notification request A A EDI.25
Proof of submission A N/A B.66
Recipient indication E E EDI.26
Redirection disallowed by originator A N/A B.68
Registered mail A A B.70
Registered mail to addressee in person A A B.71
Related message(s) Al E EDI.27
Report origin authentication A A B.74
Request for forwarding address A A B.75
Requested preferred delivery method A A B.76
Services indication A A EDI.28
Special delivery?) A E* B.81
Stored message deletion N/A e B.84
Stored message fetching N/A | Dkl B.85
Stored message listing N/A E** B.86
Stored message summary N/A Ex* B.87
Undeliverable mail with return of physical niessage A E* B.91
Use of distribution list A N/A B.92

E  Essential optional user facility shall be provided

E* Essential optional user facility only applying to PDAUs

E** Essential optional userfacility only applying to MSs

E*** Essential optional user facility applying to MSs and UAs

A Additional optional user facility may be provided

N/A Not applicable

a) At least-EMS or “Special delivery” shall be supported by the PDAU and associated PDS.
NOTES

1 —Bilateral agreement may be necessary in cases of reception by EDI-UA of elements of service classified
as “A”.
3—PBreferences—are—to—anmexB—of ISOAEC1062+1—+CCHTRecommendationXA400—and—EBIreferences—ate to
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Table 7 — EDI messaging service optional user facilities agreed for a contractual period of time

15

15.1

The
EDI

In the event of system failure all accepted and non-delivered EDI messages should be traceable. If EDI me]

cann
‘6Pre
15.2

Servi
rece
of m

15.3

See

Elements of service Classification References
Alternate recipient assignment A B4
Hold for delivery A B.33
Implicit conversion A B.34
MS register A B.nn2)
Redirection of incoming messages A B.69
Restricted delivery A B.77
Secure access management A B.79
Stored EDI message auto-forward A EDI.29
Stored message alert A B.82
Stored message auto-forward A B.83b)

2)  This element of service shall be defined and assigned a “B” number in the next publication
of ISO/IEC 10021-1 | CCITT Recommendation X/F.400. It describes a capability that is
supported in ISO/IEC 10021-5 | CCITT Recommendation X.413, but n6t“described in
ISO/IEC 10021-1 | CCITT Recommendation X/F.400.

b The use of this element of service, which is a general MS capability, is ‘discouraged for EDI
messaging. ““Stored EDI message auto-forward”, which is an EDI'specific MS capability,
provides a suitable alternative.

NOTE - B. references are to annex B of ISO/IEC 10021-1 | CCIPT Recommendation X/F.400,
and EDI references are to annex B of this part of ISO/IEC 10021}

Quality of service

EDI message status

unique identification of each EDI message énables the system to provide information about e.g., the statug
message.

ot be delivered, the originator shall'be informed by a “Non-delivery notification” unless the originator in
vention of non-delivery notification”.

Support by providers of EDI service

ice providers should)provide assistance to their subscribers, with regard to non-delivery notifications not

essages may.be provided under national responsibility.

Model of delivery and notification times

ISO/IEC 10021-8 : 1995 (E)

of an

ssages
voked

being

ved in due time, as far as system components are concerned. Additional provision of support for status and fracing

figure 12.
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EDI- oor
EDIMG user VA Lo MTA MTA . EDIMG user
Creation of EDIM

T _SL;br_nission of EDIM
T1
Transfer of EDIM
-—---_------_-----“‘_be‘liveryofEDIM
T2
Delivery
notification generation
oo Delivery
notification delivery
N EDI:notification
generation
Tedi

EDI notification
delivery

T0101370-93

T1 Delivery time

Note 1— Start time of T1 corfesponds to the submission time stamp indication.
Note 2— End time of T1 corresponds to the delivery time stamp indication.

T2 Delivery netification

Note 1— Start time-of T2 corresponds to the delivery time stamp indication.
Note 2— End timé of T2 is the time the delivery notification is made available to the EDIMG user
through the EDI-UA or EDI-MS.

Tedi Generation\and delivery of EDI notification

Note 1— Start time corresponds to the time at which the EDIN is generated.
Note 2— End time corresponds to the time that the EDIN is made available to the EDIMG user.

Figure 12 - Notification time model

15.4 EDI message delivery time targets

The delivery time targets (including transfer times) are dependent on the message transfer system, on the number of
transiting domains, and on message sizes. Values significantly less than those currently specified for the IPM service
are aimed at.

The management domain of the recipient EDI-UA should force non-delivery notification if the EDI message has not
been delivered within x hours after submission (or after date and time indicated for deferred delivery), the value of x
being dependent on the grade of delivery requested by the originator.

The specification of these values for the EDI service may be the subject of future standardization.
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15.5

EDI notification time targets

ISO/IEC 10021-8 : 1995 (E)

Delivery time targets for EDI notifications depend on local arrangements. When EDIN are initiated by the receiving
EDI-UA they have the same time targets as the EDI messages that caused them to occur (see table 8).

Table 8 - EDIN time targets

15.6

Erro
serv

15.7

for d

proven experience.
clause 11.

MTS timings.

Error protection

Cce.

Availability of service

elivery continuously, an EDI-MS:should be used.

Grade of delivery 95% delivered before
Urgent 15 minutes
Normal 60 minutes

Non-urgent 4 hours
NOTES

1 — Intercommunication with PRMDs is not included in
the calculation of the time targets.
2 — The values are provisional and due for revision after

3 —For quality of service for physical delivery (see

4 — Achieving these time targets relies heavilyl on the

I protection on transmission is provided by the MHS*and underlying protocols used in the provision of the EDI

inciple the EDI service should be available continuously. The EDI-UA or the EDI-MS should be available for

i

ission or delivery continuously (urless hold for delivery is invoked). In cases where the EDI-UA is not available
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Annex A
(normative)

Glossary of terms

© ISO/IEC

NOTE - The explanations given below are not necessarily definitions in the strict sense. See also the definitions in annex B
and the Glossary in ISO/IEC 10021-1 | CCITT Recommendation X/F.400 and terms provided in the other parts of ISO/IEC
10021 (especially ISO/IEC 10021-9 | CCITT Recommendation X.435). The terms have, depending on the source, varying
levels of abstraction.

A.l

A2

EDI application
A computer process that creates and/or processes EDI messages.

See also clause A.13.

EDI interchange

“Communication between partners in the form of a structured set of messages and sefvicé segments starting wi
interchange control header and ending with an interchange control trailer” (see ISQ_9735).

In the,

A3

context of EDI messaging, the contents of the primary body part of an EDI message.

EDI message (EDIM)

See d¢finition in clause 3.

A4
See d

A5

info

A6

The e
the E

EDI message store (EDI-MS)

finition in ISO/IEC 10021-9 | CCITT Recommendation X.435, in subclause 3.5.

EDI messaging (EDIMG)

EDI ;Iessaging consists of the exchange and-associated procedures of EDI messages and EDI notifications, whic

ation objects specified in ISO/IEC 10021-9 | CCITT Recommendation X.435.

EDI messaging environment (EDIME)

vironment in which EDI messaging takes place can be modelled as a functional object which is referred

th an

o as

DI messaging environment. When refined (i.e., functionally decomposed), the EDIME can be seen tp be

comptised of lesser objeets referred to as the primary objects of EDI messaging. They include a single central object,

the EI

AT

A se
EDI n

PI messaging systenr; and numerous peripheral objects called EDI messaging users.

EDI niessaging service

fvice (that provides an EDImessaging user with features to assist in communicating with
essaging users. EDI messaging users are

capabif

oS e O H > SSAgE (At O

describing the features of the EDI messaging service are defined in annex B, and classified in clause 14.

A8

EDI messaging system (EDIMS)

in many cases computer processes. The EDI messaging service usef

pther
the
ice

The EDI messaging system is the functional object by means of which users communicate with one another in EDI
messaging.
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The EDI messaging system can be modelled as comprising lesser functional objects which interact with one another.
These lesser objects are referred to as the secondary objects of EDI messaging. They include a single, central object,
the message transfer system, and numerous peripheral objects of three kinds: EDI user agents, EDI message stores, and
EDI access units.

A9 EDI messaging user (EDIMG user)
See definition in 3.3 of this part of ISO/IEC 10021.

ith the

ifion of

rward
b then
igation
to refpond to the notification request has been forwarded. In this case, the UA or MS that forwards the EDI m¢ssage
will $end to the originating UA an EDI forwarded notification.

In al| cases, including notifications sent by UAs to whom the'EDI message has been forwarded, the notification$ shall
contain the O/R name of the recipient that was specified by the original originator.

The originating UA may request any combination of the several EDI notifications from any combination pf the
reciflients to whom the EDI message is sent. If nonotifications are requested by an originator, none shall be sgnt by
the rgcipient(s).

EDI potifications cannot be forwarded, and-EDI notifications cannot be requested for EDI notifications.

Al EDI message responsibility

See definition in 3.5.

OTE — EDIM responsibility is a trace-keeping means for confirming and tracking the passage of EDI messages among EDI
uger agents and EDI'message stores.

A.12 EDIsécurity

The [MHS Security capabilities as defined in ISO/IEC 10021-1 | CCITT Recommendation X/F.400, in clause 15 and
ISOAEE 10021 2 | CCITT Recommendatlon X.402, in clause 10 are used for EDI to pr0v1de the secunty featuges for
2583 suste nera and o H-ahi eXC

of this part of ISO/IEC 10021

A.13 EDI user
See ISO/IEC 10021-9 | CCITT Recommendation X.435.

The EDI user is an object not necessarily belonging to the EDI messaging environment. In the context of message
handling, largely identical with an EDI messaging user.

See also clauses A.1 and A.9 above, and the NOTE to clause A.14.
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A.14 EDI user agent (EDI-UA)

See definition in ISO/IEC 10021-9 | CCITT Recommendation X.435.
NOTE ~ An exact definition of the boundary between the EDI-UA and the EDI messaging user is beyond the scope of this part
of ISO/IEC 10021.

A.15 Electronic data interchange (EDI)

EDI can be defined as computer to computer exchange of structured busmess data such as mvorces and purchase
orders ] s Htercha

using the protocol means of ISO/IEC 10021 9 | CCITT Recommendatlon X 435 and the service outhned in tlus par[ of
ISO/TIEC 10021.

A.l6 GS
Functyonal group header.

Segmpnt name in ANSI X12.

A.17 IEA
Interchange trailer.

Segmpnt name in ANSI X12.

A.18 Interchange
See EDI interchange in A.2.

A.19 ISA
Interchange header.

Segment name in ANSI X12.

A.20 MHD
Messdge header.

Segment name in UNTDI.

A.21 ST
Transaction set header:

Segment name innANSI X12.

A22 STX

Start ef_transmission

Defined in UNTDI.

A.23 UNA
Service string advice.

Defined in EDIFACT.
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A24 UNB
Interchange header.

Segment name in EDIFACT.

A25 UNG

Functional group header.

Segment name in EDIFACT.

ISO/IEC 10021-8 : 1995 (E)

A.26 UNH
Mes'lage header.
Seg

A.27 UNT
Mesrlage trailer.
Seg

A.28 UNZ

Interghange trailer.

Segment name in EDIFACT.

ent name in EDIFACT.

ent name in EDIFACT.
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(normative)

Definitions of elements of service
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This annex contains definitions for the elements of service unique to EDI messaging. It does not contain definitions for

those elements of service of the MT service applicable to EDI messaging. Those are contained in ISO

2

1-11

CCITT Recommendation X/F.400, annex B. The abbreviation PR in the title line means that this element of sefvice is

available to be used on a per-recipient basis.The numbering for EDI elements of service uses, for ease of-refer

and to

B.1

distinguish them from message transfer and IPM elements of service, the abbreviation “[EDLn]”.

application security element [EDIL.1]

nce,

Element of service that allows the originator and the recipient to indicate in the heading“-éf the EDI megsage

application security information in order to support end-to-end security services.

B.2

character set [EDIL.2]

Element of service that allows the originator to indicate in the heading of an EDI message, the character set used if the

EDI bpdy of the message.

B.3

cross reference information [EDI.3]

Element of service that allows the originator to indicate in the heading of an EDI message, information that cah be

used fpr cross referencing between application specified referefice IDs within an EDI interchange and body parf

this or

B.4

other EDI messages.

EDI forwarding [EDL4]

s of

Element of service that enables an EDI-UA to forward with or without changes, and an EDI-MS to forward without

changgs, a received EDIM. Support of the element of service “EDIN receiver” is also required when forwarding.

B.5S

Elemept of service that allows the-originator to indicate in the heading of an EDI message the type(s) of EDI mess
contaified in the EDI interchange (€.g., invoices, purchase orders, etc.).

B.6

EDI message type(s) [EDLS5]

EDI notification request [EDL6]

hges

PR

Element of service that-allows the originating EDI-UA to request that it be notified of a recipient's acceptance, refusal

or fory

UA copveys thissrequest to the recipient EDI-UA/MS/AU.

If the 1

arding ofZ EDIM responsibility, in any combination, for the message carrying this request. The originating }

EDI-

ec1p1ent EDI- UA/MS accepts EDIM respon51b1hty for the message it 1ssues a posmve notlﬁcauon (PN) bag

k to

In the case where the recipient EDI-UA/MS does not accept EDIM responsibility and successfully forwards the
message with content unchanged, the forwarded recipient UA/MS, or optionally any intermediate UAs/MSs, has the
same obligations as the first recipient UA/MS with respect to responding to this request, and the response is due to the
original originator of the message. A forwarding notification (FN) is sent back to the originator.

If the recipient EDI-UA/MS/AU refuses EDIM responsibility for the message, or is unable to successfully forward the
message, it issues a negative notification (NN) back to the originator of the message, with a reason indicated. Reasons
for refusing EDIM responsibility for the message are as follows:
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2) the EDI interchange could not be passed over to the EDIMG user within a specified time limit;
3) the message was discarded before processing;

4) the recipient's subscription was terminated after delivery but before responding;

5) EDI forwarding and forwarding of EDIM responsibility was attempted, but failed;

6) PDAU could not render the message;

7) security error;

8) unspecified local reasons;

In the case of physical delivery access units, a PN is not meaningful, so a forwarded notification (FN) is returned|to the
origihator instead of a PN.

A negative notification indicates that this message shall not be made available to the EDIMG user and-iinplies that the
EDIM shall not be processed by an EDI application.

Subjgct to the security policy, the capabilities of the message store may be restricted, e.g., wheéna  secure notification
is requested, the message store shall not be allowed to generate a PN.
B.7 EDI standard indication [EDL7]

Element of service that enables the originating EDI-UA to indicate in the headirig-of an EDI message the type ¢f EDI
standard that is being used in this EDI message (e.g., EDIFACT, etc).
B.8 EDI message identification [EDIL.8]

Elenjent of service that enables cooperating EDI-UAs to convey .a.globally unique identifier for each EDI m¢ssage
sent jor received. The EDI message identifier is composed of an\OR-name of the originator and an identifier fhat is
uniqpie with respect to that name. EDI-UAs and EDIMG.usérs use this identifier to refer to a previously sent or
receiived EDI message (for example, in EDI notifications).

B.9 EDIM responsibility forwarding allowed indication [EDL9] PR

Element of service that allows an originating"EDI-UA to indicate that the EDIM responsibility for this EDI mgssage
may [be forwarded on by the recipient EDI-UA:

B.1 EDIN receiver [EDI.10]

Element of service that allows the originator, or a forwarding EDI-UA/MS, to indicate to a recipient the O/R afddress
that requested notifications should be returned to.

B.1 expiry date/time indication [EDL11]

Element of servicethat allows the originator to indicate to the recipient the date and time after which the originator
consjders the EDI'message to be invalid. The intent of this element of service is to state the originator's assessnjent of
the ¢urrent applicability of an EDI message. The particular action by the recipient, or by the recipient's EDI-UA, is
unspecified. Possible actions might be to file or delete the EDI message after the expiry date has passed.

B.12 incomplete copy indication [EDL.12]

Element of service that allows a forwarding EDI-UA to indicate that the forwarded EDImessage is an
incomplete copy of an EDI message with the same EDI message identification in that one or more body parts of the
original EDI message are absent.

B.13 interchange header [ED1.13]

Element of service that enables the originating EDI-UA to place data elements of the EDI interchange headers in
corresponding fields in the EDIM.
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B.14 multi-part body [EDL14]

Element of service that allows an originator to send to a recipient an EDI message with a body that is comprised of
several parts. The nature and attributes, or type, of each body part are conveyed along with the body part.

B.15 non-repudiation of content originated [EDI.15]

Element of service that enables an originating EDI-UA to provide a recipient EDI-UA with an irrevocable proof as to
the authenticity and integrity of the content of the message as it was submitted into the MH environment.

The corresponding proof data can be supplied in two ways depending on the security policy in force:

1)  Using the Non-repudiation of Origin security service applied to the original message or,
2) By means of a notarization mechanism.

NQTE — Use of a notarization mechanism is not reflected in protocol elements, but is subject to bilateral agreerrent.

B.16 non-repudiation of content received [EDI.16] PR

Elemgnt of service that enables an originating EDI-UA to get from a recipient EDI-UA, 4n jirrevocable proof thjt the
originfal subject message content was received by the recipient EDI-UA and EDIMrésponsibility was accdpted,
forwarded or refused. This service provides irrevocable proof as to the integrity of the tontent received and irrevofable
proof|as to the authenticity of the recipient of the message. It will protect againsCany attempt by the recipient(s) to
subsefjuently deny having received the message content. This service is strongefthan the “Proof of Content Recejved”
servide.

The cprresponding proof data can be supplied in two ways depending e the security policy in force:
1) By returning a “non-repudiation of origin” of the “EDI'notification” which incorporates the followipg:
—  the originator's “non-repudiation of origin” arguments (if present),

—  the complete original message content, if the originator's “non-repudiation of origin” arguments are
not present.

2) By means of a notarization mechanism.

NQTE — Use of a notarization mechanism is not réflected in protocol elements, but is subject to bilateral agreement.

B.17 non-repudiation of content received request [EDI.17] PR

Elemgnt of service that enables the originating EDI-UA to request the recipient EDI-UA to provide it with an
irrevocable proof of the receivedmessage content by means of an EDI notification.

NQTE - This element-of service requires the “EDI notification request” also to be present.

B.18 non-repudidtion of EDI notification [EDI.18] PR

Elemgnt of service’that provides the originator of a message with irrevocable proof that the subject message| was
received by the.recipient EDI-UA and EDIM responsibility was accepted, forwarded or refused.

This shall<protect against any attempt by the recipient EDI-UA to deny subsequently that the message was rec¢ived
and that-the EDIM responsibility for the message has been accepted as indicated. This element of service provides the
originator with mrrevocable proof of the ~proof of EDI notification’ .

Such a proof may be provided by means of the “Non-repudiation of Origin” security service, currently defined in
ISO/IEC 10021-2 | CCITT Recommendation X.402 in § 10.2.5.1, applied to the notification.

This service is stronger than the “Proof of EDI Notification” service.

B.19 non-repudiation of EDI notification request [EDL 19} PR

Element of service, used in conjunction with “EDI notification request”, that enables the originating EDI-UA to
request the responding EDI-UA to provide it with irrevocable proof of the origin of the notification.
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NOTE - This  element of service  supersedes the  “Proof of EDI notification request” and  assumes that
“EDI Notification Request” is already present.
B.20 obsoleting indication [EDI.20]

Element of service that allows the originator to indicate to the recipient that one or more EDI messages previously sent
by the originator are obsolete. The EDI message that carries this indication supersedes the obsolete EDI message(s).

The action to be taken by the recipient or the recipient's EDI-UA is a local matter. The intent, however, is to allow the
EDI-UA or the recipient to, for example, remove or file an obsolete message(s).

B.21 originator indication [EDI.21]

Elenfent of service that allows the identity of the originator to be conveyed to the recipient.

B.22 proof of content received [EDI.22] PR

Elenjent of service that allows an originating EDI-UA to get from a recipient EDI-UA proof-that the original spbject
message content was received by the recipient EDI-UA and EDIM responsibility was accepted, forwarded or refysed.

The corresponding proof is obtained by returning a proof of origin of the EDI notification which incorporates the
origlator's message origin authentication and/or content integrity arguments, if-present, or the complete ofiginal
message content otherwise.

B.23 proof of content received request [EDI.23] PR

Elentent of service that enables the originating EDI-UA to request the recipient EDI-UA to provide it with proof jof the
received message content by means of an EDI notification.

NOTE - This element of service requires the “EDI notificationirequest” to also be present.

B.24 proof of EDI notification [EDI1.24] PR

Elenjent of service that allows the originator of a‘message to obtain the means to corroborate that the subject m¢ssage
was [received by the recipient EDI-UA and;EDIM responsibility was accepted, forwarded or refused. Such a
corrgboration is provided by means of the MTS user-to-MTS user “Message Origin Authentication” security s¢rvice,
currgntly defined in ISO/IEC 10021-2¢I CCITT Recommendation X.402, subclause 10.2.1.1.1, applied to th¢ EDI
notiffcation.

B.25 proof of EDI notification request [EDI.25] PR

Element of service, used\m conjunction with “EDI notification request”, that enables the originating EDI-UA to
requ¢st the responding"EDI-UA to provide it with a corroboration of the source of the EDI notification.

NOTE — This elemient of service assumes that “EDI notification request” is already present.

B.26 recipient indication [EDL26] PR

Elenjent)of service that allows the originator to provide the names of one or more EDIMG users, or DLs, who are
intended recipients of the EDI message. In addition it is possible to specify an action request qualifier for each
recipient, such as;

1) for action;

2) copy;
3) other, as defined bilaterally.

NOTE - The qualifier represents intent on the part of the originator with respect to the EDIM, however the recipient is not
necessarily bound by this intent.
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B.27

related message(s) [EDIL.27]

© ISO/IEC

Element of service that allows the originator to associate with the EDI message being sent, the globally unique
identifiers of one or more other messages which share the same identification space (e.g., [P-messages), see ISO/IEC
10021-7 I CCITT Recommendation X.420. This enables the recipient's EDI-UA, for example, to retrieve from storage
a copy of the referenced messages.

B.28

services indication [EDI.28]

Element of service that allows the originator to indicate in the heading of the EDI message various service reque

Sts to

servic

B.29

Elemgd

throug
forwaj
forwa
forwal

Subje
when
B.30

Elemg
with t

e suppliers that have bilateral meaning outside this part of ISO/IEC 10021.

stored EDI message auto-forward [EDI.29]

nt of service that allows a user of an EDI-MS to have the message store automatically perform*EDI forwarfling,
with gr without accepting EDIM responsibility. The user of the EDI-MS may establish criteria_for selecting EIPIMs
h use of the element of service “MS register”. The complete EDIM, as received)from the originatdr, is

rded unchanged, and if requested, an appropriate EDIN is generated by the EDI-MS. EDIM responsi

bility

rding is limited to only one recipient. Support of the element of service “EDIN régeiver” is also required when

rding.

t to the requirements of the security policy in force, the capabilities of the message store may be restricted,|e.g.,

p secure notification is requested, the message store shall not be allowed to'generate a PN.

typed body [EDL30]

nt of service that permits the nature and characteristics of¢the body of an EDI message to be conveyed glong

ne body. Permissible body part types are EDI body, forwarded EDIM body, and externally defined body parts.
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Security overview

Introduction

er those vulnerabilities.

onal security services in the EDIME.

C 10021-9 | CCITT Recommendation X.435.

Vulnerabilities

ient to meet the user's security policy.

vironment is established which includes both components,

vge path through the MHS environment.

Heration.of'legal issues. One possible division of the EDIME into EDIM responsibility domains is as follows:
<\ EDIMG user environment plus the EDI-UA;

— ___ MTS management domain;

C.21

—  EDI message store (if not co-located with either of the above).

Masquerade

As defined in ISO/IEC 10021-2 | CCITT Recommendation X.402, annex D.

C.2.2  Message sequencing
As defined in ISO/IEC 10021-2 | CCITT Recommendation X.402, annex D.

ISO/IEC 10021-8 : 1995 (E)

ined to

hnnex is based on the assumption that an EDIME may use the secure messaging services as defined.in ISQ/IEC
-1 | CCITT Recommendation X/F.400. However, where vulnerabilities are not adequately ‘covered bly the

existing MHS security services, provision has been made in ISO/IEC 10021-9 | CCITT Recommendation X.435 for

of the security services defined for the EDIME are of a generic message handling nature, others are specific to
IME. The security services defined for the EDIME are specific to EDIMG and- are’ therefore fully defirjed in

ost of the areas identified below, there will also be further <yulnerabilities and corresponding sgrvice
erations at the level of the EDI applications (i.e., EDIMG users). The security model reflected in this paper
assu:]:es that such considerations are outside the scope of this part,of ISO/IEC 10021. The EDIMG security thodel

es that the EDIMG user provides adequate security and trusted functionality in the operation of EDI applicgtions

DTE — In practice this may necessitate co-location of the“EDI application and the EDI-UA unless a suitably $ecure

CITT
mmendation X.402. In addition, it has been-considered necessary to examine message loss independenily of
pge sequencing and modification of infermation, and to take account of further vulnerabilities for EDIMG which
are n¢t currently identified in ISO/IEC 10021-2 | CCITT Recommendation X.402.

mportant aspect of the EDI environment which is not recognised within the ISO/IEC 10021-2 | CCITT
mmendation X.402 security fnodel is the concept of EDIM responsibility for messages at each stage g¢f the

EDI context, the incréaseéd possibility of a number of service providers offering commercial services may rgquire
he forwarding of EDIM responsibility be clearly identified and assured to provide further protection, not only to
end ufsers but also to-such service providers.

therefore necessary to establish the concept of EDIM responsibility domains, which may involve addifional
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Users should not assume that EDIMs shall be delivered in correct sequence. EDI applications should be able to recover
from duplication and out-of-sequence messages, provided that MHS offers protection against the modification of
information while messages are within the MHS environment.

C.2.3  Message loss
Vulnerability to message loss is considered critical in the EDIMG environment.

Two types of message loss are distinguished:
—  catastrophic failure of an EDI-UA, EDI-MS or MTA,

- 10ss of mdividual message(s).

EDI messaging users and service providers may need to consider more carefully issues concerning ttansfer of
messages between EDIM responsibility domains:

—  from the originating EDI-UA user domain;
—  between relaying domains;

—  to the recipient EDI-UA user domain.
C.2.4 | Modification of information

As defined in ISO/IEC 10021-2 | CCITT Recommendation X.402, annex D.

C.2.5 Denial of service

As defined in ISO/IEC 10021-2 | CCITT Recommendation X.402, annex D;

C.2.6 | Repudiation
As deffined in ISO/IEC 10021-2 | CCITT Recommendation X.402; annex D.

Furthefmore repudiation vulnerability in the EDIM environment is considered to be critical. Such vulnerability maly be
increaged by use of certain MHS services (e.g., auto-forwarding, redirection).

C.2.7 | Leakage of information

As defjned in ISO/IEC 10021-2 | CCITT Recommendation X.402, annex D.

C.2.8 | Manipulation of information by EDIMG user

The EPI community has additionallyidentified a further vulnerability where the integrity of a message conteqt is
altered subsequent to EDI interchange’ (i.e., by either or both of the originating EDI-UA and recipient EDI-UA). [This
vulnerpbility includes manipulation of message content in the originator's local store after fon-
repudiption of submission _andfor manipulation of message content in the recipient's store after ron-
repudiption of delivery.

C.29 Other vulnerabilities

Other Yulnerabilities are considered important such as:

— \’misrouting;

= misdelivery (especially important in the context of redirection);

— insider threats;

—  receipt of data that the EDI application is not prepared to accept.
NOTE - The vulnerability of misrouting is expanded in ISO/IEC 10021-2 | CCITT Recommendation X.402.

C3 Vulnerabilities countered

ISO/IEC 10021-2 | CCITT Recommendation X.402, clause 10 provides an abstract security model for
Message Transfer. The security model provides a framework for describing security services that counter potential
vulnerabilities within the MTS and between MTS-User to MTS-User. EDIMG vulnerabilities may also be countered
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by security services which are outside the existing model in ISO/IEC 10021-2 | CCITT Recommendation X.402. The
following text describes how the EDIM vulnerabilities are countered using ISO/IEC 10021-2 | CCITT
Recommendation X.402 security services, enhanced security services defined in ISO/IEC 10021-9 | CCITT
Recommendation X.435 and pervasive mechanisms defined in this part of ISO/IEC 10021.

C.3.1 Masquerade

The existing MHS security services which counter this vulnerability are:

— message origin authentication;

- SC\.uu, aALULUSS ITIdl la,EClllCllt,
—  security labelling;
—  proof of delivery;

—  proof of submission.

Sincg an EDI-UA/MS is deemed in the MHS architecture as belonging to one user, it is not considered approprJzeite to
provide selective access control for the various operations that may be performed on a EDIEMS. However, there is a
requirement for security audit trail to record the actions of the EDIMG user.

In this part of ISO/IEC 10021 such security audit trails are expected to be implemented as pervasive mechanisms (the
term [pervasive mechanism is defined in ISO/IEC 7498-2). Protocols to support audit’capability may be the subject of
futur¢ standardization.

C.3.2  Message sequencing
The ¢xisting MHS Security service which counters this vulnerability i§;
—  message sequence integrity.

This pecurity service has limited effect as it is based on the provision of an integer by the originating EDI-UA wijth no
assurpince as to uniqueness or consecutiveness.

It is ¢onsidered that the MHS environment should not.be required to ensure message sequence integrity, but should
suppgrt detection of sequence integrity failure (by additional provision of audit/logging facilities and/or the proyision
of third party notary services). In this part of ISO/IEC 10021 it is considered the responsibility of the EDIMG user to
recover from sequence errors and message duplication.

C.33 Message loss

Messpge loss could occur potentially,over any peer-to-peer communications link (e.g., by deliberate malicious a¢t), or
by the failure or incorrect behayigur (whether by malicious intent or otherwise) of any MHS component (ED[-UA,
EDI-MS, MTA). The followingcategories of message loss are distinguished:

—  catastrophic.message loss (i.e. failure of a componenty);
— loss ofindividual messages in the EDI-MS — whether malicious or accidental;

—  MTS-message loss.

C.3.3.1 Catastrophic failure

Failure of the EDI-UA is outside the scope of this part of ISO/IEC 10021.

Failure of the EDI-MS is potentially catastrophic and desirably needs some protection, at least in terms of detection.
This should be provided by an offline archive to hold all submitted and delivered messages. In this part of ISO/IEC
10021 detection and recovery from message loss using such archive mechanisms is a local matter.

Failure of any component in the MTS may similarly be catastrophic and can again be protected by offline archive of
messages. As for the message store, detection and recovery from message loss using such archive mechanisms in the
MTS is a local matter, and outside the scope of this part of ISO/IEC 10021.
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C.3.3.2 EDI-MS specific message loss

Loss of individual messages in the message store — whether malicious or accidental — shall require the provision of a
secure audit trail to enable detection of such loss. Such a service may need to be provided to the EDIMG user and to
EDI-MS management. In this part of ISO/IEC 10021, secure EDI-MS audit trail could be realized as a pervasive
mechanism and is a local issue. Protocol to support an audit trail may be the subject of future standardization.

C.3.3.3  MTS specific message loss
Loss of individual messages in the MTS (whether malicious or accidental) shall also require the provision of a secure
audit trail-to-enable-detection-of such-loss—Such-a-mechanism—wounld-need-to-be-provided-onaper-MFA—and— persMD
basis depending on security policy in force. A secure MTA/MTS audit trail could be realized as a pervasive
mechapism and is a local issue. The protocol to support an audit trail may be the subject of future standardization.

C.3.3.4  End-to-end message loss

The fojlowing description assumes that the functionality of the EDI-UA (including any associated.components to meet
such fynctionality — e.g., encryption devices) is trusted.

The exfisting “Message Sequence Integrity” service does not guarantee detection of message Ioss, since it relies on| the
provisipn of an integer value by the originating EDI-UA. In practice, effective opetafion of this service may be
achieved with a common code of practice between EDIMG users which is outside_the)scope of this part of ISOJIEC
10021.

As a r¢sult, MHS services which may provide an indication of message loss ‘are confined to services offered to| the
origingting EDIMG user. Whereas, the existing “Proof of Submission and-Belivery” services provide some degrep of
confid¢nce that the message has not been lost they do not operate end-t¢-end. In particular they do not take account of
the scepario where the recipient EDI-UA and EDI-MS are not co-located. There is therefore a requirement for a Proof
of Recgipt (i.e., by the recipient EDI-UA) service. This capability is\realized by the user requesting an EDI notification
which jmay be secured. The EDI notification indicating the statiis’ of EDIM responsibility as accepted, forwarded or
refused includes elements which associates the notification with the subject message.

In an HDIMG environment proof of receipt may thereforeé’be provided by signing the EDI Notification service uging
the egisting MTS security elements. In particular the EDI-UA to EDI-UA security service | of
“messdge origin authentication” may be used to sign-the EDI notification on submission of the EDI notification to| the
MTS. In this part of ISO/IEC 10021 the requirément for proof of receipt may be implemented by a trusted form of
EDI nqtification in the EDIMG environment,

NOTE - This service is called “proof of EDI notification™ and/or “non-repudiation of EDI notification” in EDIMG depen(ling
on the strength of the mechanism pravided.

The MJI'S mechanism used onmessage submission to provide this service is defined as the MTS submission abstract
operatipn in ISO/IEC 10021¢4-"CCITT Recommendation X.411, subclause 8.2.1.1.1.28 “Content-integrity-check’|. In
this ingtance the messagé-¢ontent is the EDI notification. Proof of association between the subject message fand
replying EDI notification)is provided by subject message EDI identifier and if included in the subject message|the
message content-integrity-check argument.

C.3.4 | Modification of information

The ex]sting.MHS security services which counter this vulnerability are:

= LUHIICLUHUIT TIICEIILy,

—  content integrity.

These security services provide sufficient protection against modification of message content. It is also noted that use
of double enveloping (i.e., with encrypted checksum on outer envelope) may provide additional protection.

NOTE - EDI-UAs are trusted entities in terms of content integrity.

C.3.5 Denial of service

This is a very important vulnerability for EDIMG users, but is outside the scope of this part of ISO/IEC 10021.
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C.3.6 Repudiation

Services which offer protection against repudiation in the EDIMG environment are fundamentally concerned with
formalizing the forwarding of EDIM responsibility.

The security services as defined in ISO/IEC 10021-2 | CCITT Recommendation X.402 are:
—  non-repudiation of origin;
— non-repudiation of submission ;

— non-repudiation of delivery.

Thesd security services only cover some areas of transfer between EDIM responsibility domains, which mayype of
signiffcance in an EDIMG environment (as illustrated in figure C-1). Areas which are not covered by security-services
providled in 1992 for message handling include:

—  between EDIMG user domains (i.e., end-to-end);
—  between MTS management domains;

—  between an EDI message store and a recipient EDI-UA.

Thereffore services and/or pervasive mechanisms defined in this part of ISO/IEC 10021 cover the above deficiencips:
non-repudiation/proof of transfer;

— non-repudiation/proof of retrieval;
— non-repudiation/proof of edi notification;
— non-repudiation/proof of content.
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repudiation/proof of transfer” counters\thie vulnerability of repudiation of responsibility between MTA and/or

ement domains. EDIMG environments'may provide such a service using additional pervasive mechanisms,
irity logs and archives within MTA and/or MTS boundaries. Such pervasive mechanisms provide a “securd
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Two mechanisms have been defined for non-repudiation of EDI notifications, the first uses the trusted EDI notification
as described above, the second uses an external notary systems. Only the trusted EDI notification was fully defined in
this part of ISO/IEC 10021. External notary systems may be the subject of future standardization.

“Non-repudiation/proof of content” counters the vulnerability of manipulation of information by the EDIMG user after
the message has been received by the EDI-UA. Although such vulnerability is outside the MHS environment, the MHS
environment may provide assistance in terms of trusted return of content and notarization services. There are several
ways this requirement may be supported, using the secure messaging environment based on the security services
provided in 1992.
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