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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Introduction

This part of ISO 26430 comprises SMPTE 430-6-2008 and Annex ZZ (which provides equivalences between
ISO standards and SMPTE standards referenced in the text).
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Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally-recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices and Engineering Guidelines, are prepared by SMPTE’s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates
closely with other standards-developing organizations, including ISO, IEC and ITU.

SMPTE Engineering Documents are drafted in accordance with the rules given in Part Xl of its
Administrat[ve Pracfices.

SMPTE Stgndard 430-6 was prepared by Technology Committee DC28.
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1 Scope

The Auditorium Security Message (ASM) specification enables interoperable communication of security-
critical information (information necessary to ensure security of D-Cinema content) between devices over an
intra-theater exhibition network. The specification uses Transport Layer Security (TLS) for authentication and
confidentiality, and Key-Length-Value (KLV) coding for message encoding. It defines a protocol, a general
purpose request-response message set and a specific message set for link encryption keying.

2 Conformance Notation

Normarslyve text is text that describes elements of the design that are indispensable or cenigins the
conformance language keywords: "shall", "should", or "may". Informative text is text that is poténtially helpful
to the pser, but not indispensable, and can be removed, changed, or added editorially -without affecting
interopgrability. Informative text does not contain any conformance keywords.

All text|in this document is, by default, normative, except: the Introduction, any section explicitly laljeled as
"Informative" or individual paragraphs that start with "Note:”

The keywords "shall" and "shall not" indicate requirements strictly to be followed in order to conforrph to the
document and from which no deviation is permitted.

The keywords, "should" and "should not" indicate that, among several possibilities, one is recommended as
particulprly suitable, without mentioning or excluding others; or that(a eertain course of action is prefefred but
not negessarily required; or that (in the negative form) a certainpossibility or course of action is degrecated
but not [prohibited.

The keywords "may" and "need not" indicate courses of action permissible within the limits of the document.

The keyword “reserved” indicates a provision that is.ot defined at this time, shall not be used, and [may be
defined|in the future. The keyword “forbidden” indicates “reserved” and in addition indicates that the provision
will never be defined in the future.

A conformant implementation accordingAo:this document is one that includes all mandatory prpvisions
("shall"} and, if implemented, all recommended provisions ("should") as described. A conformant
implementation need not implement optiohal provisions ("may") and need not implement them as desdribed.

3 Narmative References

The following standards contain provisions which, through reference in this text, constitute provision$ of this
recommended practice—~At'the time of publication, the editions indicated were valid. All standards are|subject
to revisjon, and parties.to agreements based on this recommended practice are encouraged to investigate the
possibility of applying-the most recent edition of the standards indicated below.

[336M][SMPTE\336M-2007, Data Encoding Protocol Using Key-Length-Value

[Dcert] |ISMPTE 430-2-2006, D-Cinema Operations — Digital Certificate

[IANA] Internet Assighed Numbers Authority. See www.iana.org/assignments/port-numbers

[KDM] SMPTE 430-1-2006, D-Cinema Operations — Key Delivery Message
[Log] SMPTE 430-5-2008, D-Cinema Packaging — Security Log Event Class and Constraints

[TLS] “The TLS Protocol, Version 1.0” RFC 2246 See www.ietf.org/rfc/rfc2246.txt

[TLS-AES] “AES Cyphersuites for TLS” RFC 3268 See www.ietf.org/rfc/rfc3268.txt

Page 3 of 18 pages
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4 Glossary
The following acronyms are used in this specification:

ASM Auditorium Security Message
AES Advanced Encryption Standard
BER Basic Encoding Rules (ASN.1)
CBC Cipher Block Chaining

IMB Image Media Block

KLV Key Length Value

LDB Link Decryptor Block

LE Link Encryption
RRP quest Response Pair
RSA vest Shamir Adleman public key encryption

SHA-1  Spcure Hash Algorithm revision 1

SM Skcurity Manager
SPB Secure Processing Block
TLS Tfansport Layer Security

Uintx Upsigned x bit integer

UL Uhiversal Label

uTC Cpordinated Universal Time

Uhiversally Unique Identifier (ISO 11578)

Exhibition gecurity equipment configuratians.which employ remote Secure Processing Blocks (SPBs) (i.e.,
are remote from that which' contains the Security Manager) require a secure method of
ing with such SPBs. The,generic model for this is illustrated in Figure 1.

Media Block SPB Remote SPB
. TLS Link )
(End Point) (End Point)
Security - -
Manager
. |
Initiator Responder

Figure 1 — Auditorium Security Message Model
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The communication security protection mechanism needs to provide (1) confidentiality, (2) integrity, (3) authentication
and (4) prevention of replay. In addition, the mechanism needs to be inexpensive to implement, and simple to
support in secure silicon processors.

Message descriptions are given in terms of the Initiator and Responder (and this specification makes no

distinction between messages emanating from the Security Manager vs. the Image Media Block that contains
it). As used herein the generic name for a “block” is SPB.

6 Message Security, RRP Structure and General Requirements

The implementation of Auditorium Security Messages (ASM) shall be in the form of a “Request” 1;L0m the
Initiator] followed by a “Response” from the Responder (recipient SPB). Each pair of messages‘is-referred to
as a Rgquest-Response Pair (RRP).

6.1 Message Security: Transport Layer Security (TLS)

Message security shall be provided by communicating ASMs under Transport Layer Security (TUS) (see
[TLS]). Puring TLS session establishment, the Initiator (which contains the Security Manager) and Regsponder
exchanpe their X.509 certificates as part of the initial TLS handshake. This-exchange shall be supported
using O-Cinema compliant certificates as defined in the D-Cinema Digital Ceértificate specification [DCgrt].

The TLS protocol is constrained to simplify implementation, facilitate~interoperability and ensure predictable
procesging:

= |The protocol shall be TLS 1.0.

= 12048-bit RSA using a public exponent value of 66537 shall be the only supported public |key
algorithm.

= |AES-CBC 128-bit shall be the only supported'symmetric cipher (see [TLS-AES]).
» | SHA-1 shall be the only supported hash algorithm.

= |The CipherSuite shall be “TLS_RSA-WITH_AES_128_CBC_SHA” (0x00, 0x2F) (see [T|LS-
AES]).

» | The TLS record size shall equal*512 bytes.
= | The Compression Method shall be “null” (no compression).
= | Other than as part of thelopening handshake, the ChangeCipherSpec message shall be ignoré¢d.

6.2 Message Structure: Key Length Value (KLV)

Requegt and Response ASMs shall be Key Length Value (KLV) encoded using Fixed Length Pack epcoding
accordipg to SMPTE:336M-2001 [336M]. The Fixed Length Universal Label (UL) Key is given in Annex A of
this dogument. As’a Fixed Length Pack, each individual item in the Value field comprises only an item value.
The KLYV Lengthfield shall be a long-form BER value encoded with a fixed length of 4 bytes total.

Examplet~for a KLV packet having a Value field that is 12 bytes in length, the Length field would be gncoded
as the following 4 bytes, OX83 UX0U UX0U UXOCT (hexadecimal).

Each ASM Request-Response Pair (RRP) represents two message types and thus KLV UL “value”
registration is required twice for each defined RRP (see Annex A).

Informative Note: The recipient of each RRP Request or Response command is implicit by virtue of the TLS socket
(which is known at the applications level) that carries the messages.

Page 5 of 18 pages
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6.3 General ASM Command Elements

For each message type, the following shall apply:

= The command type is denoted within the opening KLV “Key” field (16 bytes).

» “Length” is a BER-encoded four byte field which describes the length of the message in bytes.

» “Request_ID” shall be an application level tag for the Request, which shall be echoed by the
corresponding Response. A non-zero Request_ID value shall be set by the SM, which should select
unique values (e.g. a sequencing counter) for each TLS connection it manages. (Request ID

gerjeration means is left to implementers and is out of scope of this specification.)
=  Multi-byte integer values shall be sent as big-endian data, meaning most significant byte first.

General “Résponse” elements for each Response command are defined as follows:

General Response Elements

Element Meaning Uint8 Value
RRR successful Request successfully processed 0
RRR failed Responder unable to process Request 1
RRR Invalid Invalid parameter or command structure 2
ResponderBusy Responder too busy to process Request 3

Messages flefined in this document may contain batchesZA batch is a compound data type that is created
from combinations of simple data types. It is usually~preceded by a name (e.g. an EventlDBatch if an

unordered batch of Event ID values):

Batch: |A compound type comprising multiple individual elements. The elements are unordered, the fype

is defingd, the count of elements is explicit and the size of each element is fixed and explicit.

xxxBatgh: A batch of zero or more_individual elements of name “xxx” preceded by a header of 8 bytes.
The firgt 4 bytes of the header define the number of elements to follow and the second 4 bytes define|the
length @f each element, both-represented as UInt32.

tem Name Type Len| UL Meaning Default
Numbegr of Items Uint32 4 n/a The number of ltems in the Batch n
Item Length Uint32 4 n/a The length of each ltem L

First componfent of first
instanfe-of xxx

First of one or more components describing
element xxx’ and having a total length of L

6.4 General TLS and RRP Requirements for Auditorium Security Messages

This section defines implementation constraints for security assurance, interoperability, RRP contention
management and serendipity with other exhibition subsystems which may use network resources shared by

these security functions.
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1. TLS sessions shall be established by the Initiator following the standard applications level TLS
handshake protocol using mutual authentication mode (see [TLS]). Mutual authentication shall exchange
both TLS client (Initiator) and server (Responder) D-Cinema compliant certificates.

Informative Note: Certificate utility at each TLS end point is out of scope of this specification; however the purpose of
mutual authentication is to enable the Responder (remote SPB) to receive the Initiator's (Image Media Block)
certificate to record its thumbprint for logging purposes.

2. RRP protocols shall be synchronous (i.e., each pairing shall be opened and closed before a new RRP is
opened between the same two SPBs). To avoid hang-ups, RRP Responder implementations should be
dedigned to support maximum round-frip Request-to-Response Tatencies as specified in the-njessage
definition sections below. Latency shall be measured from the end of the “Request” message rgceipt to
the|start of the “Response” message transmission. Responders unable to transmit the Responsg within
the| specified limit because of a “busy” condition should close that RRP duple by: iSsuang¢e of a
BadgRequest Response with the general Response element indicating “busy” per the~-General Rgsponse
Elements table in Section 6.3.

Informative Note: Should the Responder fail to respond (at all) after the specified time limit, the Initiator may |consider
this|]a communications failure condition and may, for instance, close and restart the TLS session.

3. SMPTE standardized ASM security messages shall use well-known port 1173, which has been reserved
for D-Cinema “security” RRPs by the Internet Assigned Numbers Authority (see [IANA]).

Informative Note: Non-standardized, or non-security related RRPs may exist to support other functionality, Jhowever
such RRPs should use a different port.

7 General Purpose ASM Commands

This sefction defines ASM commands which support rémote SPBs generally (i.e. independently of the|specific
type of| SPB or contained security functions). Table*1 shows these commands together with the ngmes as
recordgd in the SMPTE UL metadata registries.

Request-Response round trip latency = Per item (2) of Section 6.4, Responder implementationy should

suppor] a maximum round-trip Request-to-Response latency of 2 seconds for general purpoge ASM
commands.

Table 1 — General Purpose ASM Command Types

Gengral-Purpose ASM SMPTE Metadata General Purpose
Commands ASM Command UL Name
BadRequest Request Bad Request Response
GetTime_ Request Time Request
GetTime Response Time Response
GetEventlList Request Event List Reguest
GetEventList Response Event List Response
GetEventID Request Event ID Request
GetEventID Response Event ID Response
QuerySPB Request Secure Processing Block Query Request
QuerySPB Response Secure Processing Block Query Response
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7.1 BadRequest Response

Each RRP Response command contains a general “Response” element; however instances may arise where
the Responder does not understand the incident Request command that was received. In such case the
appropriate Response command would be unknown. The BadRequest Response shall be used when the
Recipient cannot otherwise respond with a Response command appropriate to the incident Request. A
complete copy of the Request command as received by the Responder is carried in this message (an
exception is noted below).

BadRequest Response

ltem Name Type Len UL Meaning
Bad Rgquest Response UL Name Pack Key 16 Identifies the BadRequest Response
Length BER Length 4 n/a Pack Length
Request Copy Text Var Copy of Request
Response Uint8 1 General Résponse info

o The Request_Copy is a complete copy of the Request command that was @etunderstood.
o The length of Request_Copy can be determined from the Length of the-message.

¢ Nojcopy of the incident Request shall be carried in the BadRequest Response in the event that a
Responder is “busy” per the General Response Elements table /of'Section 6.3. In such case the
“‘Request Copy” field shall be null; that is, of length zero.

7.2 GetTime

The GetTime command returns a snapshot of the Respondet's absolute UTC time. The units of Time shall be
seconds.

GetTime R¢quest
ltem Name Type Len UL Meaning
Time Rgquest UL Name Pack Key 16 Identifies the GetTime Request
Length BER Length 4 n/a Pack length
Request ID Uint32 4 ID of this Request

GetTime Ré¢sponse

Iltem Name Type Len UL Meaning
Time Regponse UL Name Pack Key 16 Identifies the GetTime Response
Length BER Length 4 n/a Pack length
Request 1D Uint32 4 IDs the Request for which this is the Responge
Time Uint64 8 Responder’s time
Response Uint8 1 General Response info

o Time shall be a 64-bit integer representing the number of seconds elapsed since January 1, 1970
00:00:00 UTC. The Time value shall be taken at the instant that the GetTime Response message
is queued for transmission to the Initiator.

Informative Note: The Recipient device clock reports absolute time (UTC). The SM will use the GetTime command to
determine the difference between true time (the SM’s time) and time in the remote SPB, and remove the delta in log
reporting. Accuracy requirements are out of scope of this specification, but it is assumed that corrections for clock drift or
other offsets (e.g. leap seconds) are unnecessary.
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7.3 GetEventList

The GetEventList command identifies a UTC TimeStart and TimeStop period for which the Responder will
respond with a list of identified logged event records which it holds.

Informative Note: By appropriate management of start/stop periods, the Initiator is expected to keep track of the collection
of log information from a remote SPB and assure no gaps exist across linear time. There are no restrictions placed upon
the Initiator regarding the time start/stop times (e.g. book-ending or overlaps) or whether log information has been
previously collected. A Responder will simply respond to all Requests. Requirements for when log data is collected or how
long it is retained by remote SPBs are out of scope of this specification.

GetEventList Request
Iltem Name Type Len UL Meaning
Eyent List Request UL Name Pack Key 16 Identifies the GetEyentlist Requést
Length BER Length 4 n/a Pack length
Request ID Uint32 4 ID of this Request
TimeStart Uint32 4 Event list period start
TimeStop Uint32 4 Event list period stop

e [The TimeStart and TimeStop elements define a UTC based)time window for which logged eyent
information is being requested.

GetEventList Response
ltem Name Type Len UL Meaning
Event List Response UL Name Pack Key 16 Identifies the GetEventList Respopse
Length BER Length 4 n/a Pack length
Request ID Uint32 4 IDs the Request for which this is the Résponse
EventIDBatch Event'ID'Batch | 8+4n An unordered Batch of Event ID vdlues
(see table below)
Response Uint8 1 General Response info
EventlDBatch
Iltem Name Type Len UL Meaning Defadlt
Number of Items Uint32 4 n/a The number of Items in the Batch n
Item Length Uint32 4 n/a The length of each Item 4
Event.ID Uint32 4 Unique event identifier(s)

e |The EventlDBatch is a batch of Event IDs. These Event IDs are in no particular order. There ghall
be only one entry for each Event ID in the EventIiDBatch.

e The length of the variable portion of EventiIDBatch can be determined by multiplying the
Number_of_Items by the Item_length.

e The batch format returns the Event ID(s) for all the events recorded with time stamps within the
specified Request time window (including the TimeStart and TimeStop instances).

Page 9 of 18 pages
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7.4 GetEventID

The GetEventlD command is used to request specific log event records by Event ID (from the list returned in
the GetEventList Response). The Responder returns the requested log record.

GetEventlD Request
ltem Name Type Len UL Meaning
Event ID Request UL Name Pack Key 16 Identifies the GetEventID Request
Length BER Length 4 n/a Pack length
Request ID Uint32 4 ID of this Request
Event ID Uint32 4 ID of the requested event
o The Event ID identifies a specific log record.
GetEventl Response
Item Name Type Len UL Meaning
Event I[D Response UL Name Pack Key 16 Identifies the GetEventlD Response
Length BER Length 4 n/a Pack length
Request ID Uint32 4 IDs the Request for which this is the Resporjse
Log Record Text Var Record being delivered
Response Uint8 1 General Response info
e Log Record is the logged information for the specified event. It is a signed or unsigned XML log

datp record constructed as defined in [Log] and’carried as text within the KLV structure.

e The

length of the Log Record item cap-bé determined from the Length of the message.

Informative Nlote: The utility of the GetEvenilList and GetEventlD messages is to provide a method to identify and move
data from a remote SPB to/the Image Media Block (IMB containing the Security Manager). The [TLS
etween Initiator (IMB) and Responder (remote SPB) provides a trusted and secure path for the log regord
y” technique as described\in[Log]. Provisioning for log record filtering (as described in [Log]) is unaffefted
by these RRP messages, and outsidethe scope of this specification.

security log
connection b
“signing pro

7.5 QuerySPB
The Query$PB command is used to interrogate an SPB as to health and status.
QuerySPB Request
ltem Name Type Len UL Meaning
Secure Processing Block Query Pack Key 16 Identifies the QuerySPB Request
Request UL Name
Length BER Length n/a Pack length
Request ID Uint32 ID of this Request
Page 10 of 18 pages
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QuerySPB Response
ltem Name Type Len UL Meaning
Secure Processing Block Query Pack Key 16 Identifies the QuerySPB Response
Response UL Name
Length BER Length 4 n/a Pack length
Request ID Uint32 4 IDs the Request for which this is the Response
Protocol_Ver Uint8 1 ASM Protocol in Use
Status Uint8& 1 Status information
Response Uint8 1 General response info

e [Protocol_Ver returns a value indicating the ASM protocol suite being used by the Responder. [The
initial version value of this field shall be 0x01.

e [Status items are defined as follows:

Element Meaning Value
Not playing Recipient is not performing a playout seeurity function 0
Playing Recipient is performing a playout security function 1
Security Alert Recipient is reporting a security alert condition 2

Informatjve Note: Examples of security alert conditions would be an open access panel or failed clock.

8 Link Encryption ASM Commands

Table 4 lists the ASM commands-defined for support of Link Encryption (LE). Table 1 shows these corpmands
together with the names as recorded in the SMPTE UL metadata registries.

Request-Response round. trip latency — Per item (2) of Section 6.4, Responder implementationg should
suppor] a maximum (ound-trip Request-to-Response latency of 2 seconds for Link Encryptign ASM

6 Keys

f remote
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Table 2 — Link Encryption ASM Command Types

Link Encryption ASM Commands | SMPTE Metadata Link Encryption ASM Command UL Name
LEKeyLoad Request Link Encryption Key Load Request
LEKeyLoad Response Link Encryption Key Load Response
LEKeyQuerylD Request Link Encryption Key Query ID Request
LEKeyQuerylD Response Link Encryption Key Query ID Response
LEKeyQuery Request Link Encryption Key Query All Request
LEKeyQuery Response Link Encryption Key Query All Response
LEKeyQuery All Request Link Encryption Purge ID Request
LEKeyQuery All Request Link Encryption Purge ID Response
LEKeyPurgelD Request Link Encryption Purge All Request
LEKeyPurgelD Response Link Encryption Purge All Response

8.1 LEKeylLoad

The LEKeyload command delivers LE keys to a Link Decryptor Block (LDB). The use of the KLV batch fagility
enables thg command to carry more than one key.

Informative|Note: Synchronization of the current decryption key to be used is coordinated through the usg of
an in-band [i.e., essence-borne) metadata indicator not defined in this.document.
LEKeylLoad Request
Item Name Type Len UL Meaning
Link Encryption Key Load Request Pack Key 16 Identifies the LEKeyLoad Request command
UL Name
Length BER Length 4 n/a Pack length
Request ID Uint32 4 ID of this Request
| EKeyBatch LE Key.Batch 8+(32*n) An unordered batch of LE Key ID to Key,
Expire Time and Attribute Data mappings
(see table below)

LEKeyBatch
Item [Name Type Len | UL Meaning Defaulf
Numbej of ltems Uint32 4 | n/a The number of ltems in the Batch n

Item Length Uint32 4 | n/a The length of each Item 32

LE Key ID Uint32 4 Unique key identifier

Key Array of Bytes | 16 Decryption key
Expirg Time Uint32 4 Validity period of key in seconds
Attribute Data Uint64 8 Data used as input to counter mode cipher

= Attribute_Data is used to seed the AES core in counter mode for link decryption. This number
shall be a unique random number produced by the SM for each LE key.

» The LEKeyBatch is a batch of LE Key ID to Key, Expire Time and Attribute Data mappings. The
quadruplets are in no particular order. There shall be only one entry for each LE Key ID in the
LEKeyBatch.

= The length of the variable portion of the LEKeyBatch can be determined by multiplying the
Number_of_Items by the Item_length.
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= Expire_Time is the valid length of time for key use in seconds, after which the SM should purge
the key. Upon receipt of the key, the receiving SPB shall track time in seconds.

» LE_Key ID is a unique identifier for each individual key. (The LE_Key_ID for LE keys is not a
uuliD.)

= Key is the 128 bit LE key.

LEKeyLoad Response

Item Name Type Len UL Meaning

LinK ENcryption RKey Load Response | Pack Rey 19 Identifies the CEReyLoad Response mes3age
UL Name

Length BER Length | 4 n/a Pack length

Request ID Uint32 4 IDs the Request for which this is the Resppnse
Overflow Uint8 1 Key buffef fult
Response uUint8 1 General Résponse Info

A non-zero Overflow value indicates that the LEKeyLoad RequesD has not been sucdessfully

executed because the LDB key buffer would have overflowed. A non-zero value shall also cduse the
Response element to indicate “failed RRP”.
Informatjve Note: LDB devices may have different key and key ID memory buffer capacities. The Overflow|element
allows the Responder to inform the Initiator when attempts to load LE keys.would overwrite active keys.
8.2 LEKeyQuerylD
The LEKeyQuerylD command interrogates the LDB for the presence of a key which is identified by KeyID.
LEKeyQuerylD Request
Iltem Name Fype Len UL Meaning
Ling Encryption Key Query ID Request Rack Key 16 Identifies the LEKeyQueryID Requpst
UL Name
Length BER Length 4 n/a Pack length
Request ID Uint32 ID of this Request
LE Key ID Uint32 Unique LE Key ID
e |LE Key ID contains the ID of the LE key to be queried.
LEKgyQuerylD-Résponse
Iltem Name Type Len UL [Meaning
Link [Encryption Key Query ID Response| Pack Key 16 Identifies the LEKeyQueryID Respofse
UL Name
Length BER Length 4 n/a Pack length
Request ID Uint32 IDs the Request for which this is the
Response
KeyPresent Uint8 1 “1” if the key is present, “0” otherwise
Response Uint8 1 General Response info

o KeyPresent shall have a value of one (1) if the key identified by LE Key ID is present; the value shall
otherwise be zero (0).
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8.3 LEKeyQueryAll

The LEKeyQueryAll command interrogates the LDB to report all of its active LE keys.

LEKeyQueryAll Request
Iltem Name Type Len | UL Meaning
Link Encryption Key Query All Request Pack Key 16 Identifies the LEKeyQueryAll Request
UL Name
Length UL Name BER Length 4 n/a Pack length
Request ID Uint32 4 ID of this Request
LEKeyQuenyAll Response
Iltem Name Type Len | UL Meaning
Link Encryption Key Query All Response Pack Key 16 Identifies the LEKeyQueryAll Response
UL Name
Length BER Length 4 n/a Paek length
Request ID Uint32 4 IDs the Request forwhich this is the Response
LEKeylIDBatch LE Key ID | 8+4n An unordered batch of LE Key ID values
Batch (see table below)
Response Uint8 1 General Response info
LEKeyID Batch
Iltem Name Type Len [ UL Meaning Default
Number of Items Uint32 4 n/a The number of Items in the Batch n
Item Length Uint32 4 n/a The length of each Item 4
LE Key ID Uint32 4 Unique key identifier(s)

o LEKeyID Batch returns all the active/LE Key IDs within the LDB. A Number_of items of zero in

the|LEKeyID Batch shall mean no LE keys are present.

e Thd

length of the variable portion* of the LEKeylD Batch can be determined by multiplying the

Number of items by the Item/ength.

e The

8.4 LEKeyPurgelD

LEKeyPurgelD comimahds an LDB to purge (zeroize) the key identified by LE Key ID.

LEKeyID Batch is a'batch of LE Key ID values. The LE Key IDs are in no particular order.
There shall be only one entry for each LE Key ID in the LEKeyID Batch.

LEKeyPurgelD Request
[tem Name Type Cen [ UC Meaning
Link Encryption Purge ID Request Pack Key | 16 Identifies the LEKeyPurgelD Request
UL Name
Length BER Length| 4 | n/a Pack length
Request ID Uint32 4 ID of this Request
LE Key ID Uint32 4 Unique Key ID

e LE Key ID contains the ID of the LE key to be purged.
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LEKeyPurgelD Response
Item Name Type Len | UL Meaning
Link Encryption Purge ID Response Pack Key 16 Identifies the LEKeyPurgelD Response
UL Name
Length BER Length 4 n/a Pack length

Request ID Uint32 4 IDs the Request for which this is the Response
NoKeylD Uint8 1 Key 1D not present

Response Uint8 1 General Response info

¢ |A non-zero value for NoKeyID indicates that the identified key to be purged was not present. [The
value of Response for this condition is “RRP Successful”.

8.5 LEKeyPurgeAll
LEKeyRurgeAll commands an LDB to purge (zeroize) all its LE keys.

LEKeyRurgeAll Request

Item Name Type Len | UL Meaning
Link Encryption Purge All Request Pack Key 16 Identifies the LEKeyPurgeAll Request
UL Name
Length BER Length 4 n/a Pack length
Request ID Uint32 4 ID of this Request

LEKeyRurgeAll Response

Item Name Type Len | UL Meaning
Link Encryption Purge All Respanse Pack Key | 16 Identifies the LEKeyPurgeAll Response
UL Name
Length BER Length | 4 | n/a Pack length
Request ID Uint32 4 IDs the Request for which this ig the
Response
Response Uint8 1 General Response info
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