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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national

:2018(E)

standards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International

organizations, governmental and non-governmental, in liaison with ISO, also take part in

the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintg
degcribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria-need
different types of ISO documents should be noted. This document was drafted in accordanc
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attlention is drawn to the possibility that some of the elements of this documént“may be the
patent rights. ISO shall not be held responsible for identifying any or all such/patent rights.
any patent rights identified during the development of the document will be'in the Introduct
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for thé.convenience of users an
conpstitute an endorsement.

Fof an explanation on the voluntary nature of standards, the meaning of ISO specific {
expressions related to conformity assessment, as well -as information about ISO's adhere
Warld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the
URLL: www.iso.org/iso/foreword.html.

Th
Elg

s document was prepared by Technical Committee ISO/TC 22 Road vehicles Subcommi
ctrical and electronic components and general system aspects.

An
colf

y feedback or questions on this document should be directed to the user’s national standar
hplete listing of these bodies can be'found at www.iso.org/members.html.

Alist of all parts in the ISO 26262series can be found on the ISO website.

nance are
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the

sector spe

cific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised

of electric

al, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of
automotive functionalities strengthen the need for functional safety and the need to provide evidence

that funct
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fation, there are increasing risks from systematic failures and random hardware*failu
g considered within the scope of functional safety. ISO 26262 series of standards inclu
o mitigate these risks by providing appropriate requirements and processes.

functional safety, the ISO 26262 series of standards:

es a reference for the automotive safety lifecycle and supports the tailoring of the activit
erformed during the lifecycle phases, i.e., development, production, operation, service §
missioning;

es an automotive-specific risk-based approach to detegmine integrity levels [Automot
Integrity Levels (ASILs)];

al risk;

es requirements for functional safety mafiagement, design, implementation, verificati
tion and confirmation measures; and

es requirements for relations betweén customers and suppliers.

h262 series of standards is concerned with functional safety of E/E systems that is achiej

ited systems based on otheritechnologies (e.g. mechanical, hydraulic and pneumatic) can
.

as requirements specification, design, implementation, integration, verification, validat
uration), the production and service processes and the management processes.

intertwined” with common function-oriented and quality-oriented activities and w
The ISQ26262 series of standards addresses the safety-related aspects of these activities ¢
ucts.

trend of increasing technological complexity, software content and mechatronic

es,
Hes

ies
nd

ive

uses ASILs to specify which of the requirements of ISO 26262 are applicable to avoid unreasonable

o1,

red

hfety measures including safety mechanisms. It also provides a framework within whlich

be

vement of functional’ safety is influenced by the development process (including syich

ion

brk
nd

Figure 1 9

hows the averall structure of the ISQ 26262 series of standards. The ISO 26262 seried

of

standards is based upon a V-model as a reference process model for the different phases of product
development. Within the figure:

ISO 26262-6 and ISO 26262-7;

IS
IS

of the

Vi

for motorcycles:

0 26262-12:2018, Clause 8 supports IS0 26262-3;
0 26262-12:2018, Clauses 9 and 10 support ISO 26262-4;

particular part and “n” indicates the number of the clause within that part.
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EXAMPLE “2-6" represents [SO 26262-2:2018, Clause 6.

E)

1. Vocabulary

2. Management of functional safety

| 2-5 Overall safety management | | 2-6 Project dependent safety management |

2-7 Safety management regarding production,
operation, service and decommissioning

Production, operation,
service and
decommissioning

3. Concept phase 4. Product development at the system level

eral topics for the product
ent at the system level

4-7 System and item integr;
and testing

| 3-5 Item definition

7-5 Planning for production,
operation, service and
decommissioning

3-6 Hazard analysis and risk
assessment

| 4-8 Safety validation

| 3-7 Functional safety concept

=
| 7-6 Pmdu?i\d\\o |

12. Adaptation of ISO 26262
for motorcycles

7-7 Op’ ion, servife and
decdmmissioning

b

2-5 General topics for adaptation
or motorcycles

[[12-6 Safety culture

2-7 Confirmation measures

ssessment
2-9 Vehicle integration and
esting

[[L2-10 Safety validation

EZ-B Hazard analysis and risk

verification

van v,
8. Supporting p{q:%(ses

[F}-S Interfaces within distributed developments 8-9 Verification PR \\‘ 8-14 Proven in use argument

-6 Specification and management of safety 8-10 Documentation management\, "~ 8-15 Interfacing an application that is outjof scope

equirements 8-11 Confidence in the use of §pfgware tools of IS0 26262

-7 Configuration management 8-12 Qualification of softwaré'components 8-16 Integration of safety-related systemgnot
[8-8 Change management 8-13 Evaluation of hardware elements developed according to ISO 26262

—-
9. Automotive safety integrity}@ (ASIL)-oriented and safety-oriented analyses

[lo-5 Requirements decomposition with respect to ASIL tailoring B\ | [9-7 Analysis of dependent failures |
lo-6 criteria for coexistence of elements e | [9-8 Safety analyses |

=
~ ~=  10.Guidelines on ISO 26262

. w2

11. Guidgﬁ?c\ on application of ISO 26262 to semiconductors
h

.
.

Figure Overview of the ISO 26262 series of standards
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INTERNATIONAL STANDARD ISO 26262-11

:2018(E)

Road vehicles — Functional safety —

Part 11:

Guidelines on application of ISO 26262 to semiconductors

1 | Scope

Th]s document is intended to be applied to safety-related systems that include one ¢1 more
andl/or electronic (E/E) systems and that are installed in series production road vehicles,
mapeds. This document does not address unique E/E systems in special vehicles such as E
degigned for drivers with disabilities.

NO['E Other dedicated application-specific safety standards exist and can complement the ISO 2
of ytandards or vice versa.

Sygtems and their components released for production, or systems and their components alrd
deyelopment prior to the publication date of this document, are exempted from the scope of tH
Th]s document addresses alterations to existing systems anddtheir components released for
pripr to the publication of this document by tailoring the safety lifecycle depending on the

Th]s document addresses integration of existing systems-hot developed according to this doc
sydtems developed according to this document by tailoring the safety lifecycle.

Th
SYS
firg
haj

s document addresses possible hazards caused*by malfunctioning behaviour of safety-r
tems, including interaction of these systems:Jt does not address hazards related to elec
e, smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy a
ards, unless directly caused by malfun¢tioning behaviour of safety-related E/E systems.

Th
rel
int
im
be
to

s document describes a framewdrk for functional safety to assist the development
hted E/E systems. This framework is intended to be used to integrate functional safety
b a company-specific development framework. Some requirements have a clear technic
blement functional safety into a product; others address the development process and can

unctional safety.

Th]s document does16t address the nominal performance of E/E systems.

Th
pal
reg
reg

s document/has an informative character only. It contains possible interpretationg
ts of ISO-26262 with respect to semiconductor development. The content is not exhau
ard topossible interpretations, i.e., other interpretations can also be possible in order t
uirements defined in other parts of [SO 26262.

electrical
excluding
E systems

b262 series

ady under
is edition.
roduction
hlteration.
iment and

blated E/E
tric shock,
nd similar

of safety-
activities
W] focus to
therefore

Keen as process requiremerits in order to demonstrate the capability of an organization with respect

of other
stive with
b fulfil the

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendment
[SO 26262-1, Road vehicles — Functional safety — Part 1: Vocabulary

3 Terms and definitions

For the purposes of this document, the terms, definitions and abbreviated terms

ISO 26262-1 apply.

© ISO 2018 - All rights reserved
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

4 A semiconductor component and its partitioning

4.1 How to consider semiconductor components

4.1.1 Segmiconductor component development

If a semidonductor component is developed as a part of an item development compliant with
ISO 26262]series of standards, it is developed based on hardware safety requirements derived from
top-level gafety goals of the item, through the technical safety concept. Targets for diaghostic covera

the
the
bes

for relevant failure modes to meet hardware architectural metrics and Probabilistic Metric for random
Hardware| Failures (PMHF) or Evaluation of Each Cause of safety goal violation (EEC) are allocated to

the item: |n this case, the semiconductor component is just one of the elemepnts. As mentioned in
EXAMPLE] of ISO 26262-5:2018 [66], 8.2, to facilitate distributed developuients, target values can
assigned
PMHF at

the
be

the semiconductor component itself, by either deriving target %alues for the SPFM, LFM 3gnd
e item level or applying EEC to the HW part level. The safetyanalysis of a semicondudtor

component is performed based on the requirements and recommendations defined in ISO 26262-5:20[18,

1SO 26262-9:2018 [70], Clause 8.

f an element has not been developed in compliance with the ISO 26262 series of standards,

the

nductor component can be developed as a SEooC, as described in ISO 26262-10 [61]. In this

ent
ner

level of infegration considering the semiconducter component requirements derived from the safpty

e item in which the semiconductor.€¢omponent is to be used.

The descrfiptions and methods in this part are provided assuming the semiconductor componen

[ is

a SEooC, hut the described methods {eig. the method for failure rate computation of a semicondudtor
component) are still valid if the-semiconductor component is not considered as an SEooC. When
those methods are conducted. considering the stand-alone semiconductor component, appropriate

assumptidns are made. Sub-clause 4.4 describes how to adapt and verify those methods and assumpti
at the sysfem or element level’At the stand-alone semiconductor component level, the requirement
ISO 26262-2 [63], ISO 26262-5, ISO 26262-6[67], ISO 26262-7[68], ISO 26262-8 and ISO 26262-9 (|
related to[safety analyses, dependent failure analysis, verification, etc.) can be applied.

4.2 Dividing asemiconductor component in parts

bns
5 of
b.g.

As shown|in~Figure 2 and according to the definitions in ISO 26262-1:2018, 3.21, a semicondudtor

component Ccan be divided INto pdrts: the whole semiconductor nierarcny can be seen as d4 compon

nt,

the second level of hierarchy (e.g. a CPU) as a part, the following levels of hierarchy (e.g. the CPU register

bank) as subparts, till the elementary subparts (its internal registers and the related logic).

NOTE The level of detail (e.g. whether to stop at part level or go down to subpart or elementary subpart
level) as also the definition of the elementary subpart (e.g. flip-flop, analogue transistor) can depend on the safety

concept, the stage of the analysis and on the safety mechanisms used (inside the semiconductor component o
the system or element level).

rat

2 © ISO 2018 - All rights reserved
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Component (semiconductor component)

Part (CPU) Part (ADC) Part
Subpart (Register bank)
Subpart
(Sample
Elementary and hold)
subpart
(register)

:2018(E)

4.3
Ra
Fig

NO
con

In
chd

EX]

Fau
ser

NO
err
int

Figure 2 — A semiconductor, its parts and subparts

About hardware faults, errors and failure modes

hdom hardware faults and failure modes of an integrated circuit are linked together as
ure 3 below.

TE1 The failure mode can be abstract or tailored to a specifie implementation, e.g. related t
\ponent, part or subpart.

general, failure modes are described in this document as functional failure mode
racterisation of failure modes are possible.

A\MPLE An example of failure modes for digital eircuits is given in Annex A.

1lts and errors described in this documentzare related to the physical implementation
hiconductor component.

FE2  The terms fault, error, and failure-are used according to the ISO 26262-1 definitions, i.e. f
brs which can lead to a failure. In many’reliability modelling standards the terms fault and failu
brchangeably.

Component, part or subpart

shown in

a pin of a

5. Further

of a given

ults create
e are used

Fault Elementary subpart
e.g. stuck-at in &N p
NAND gate of an = B » B
anithmetic unit B g B )-—~M Failure
v e.g. wrong value at the
B p 7 output of the
bpP Integrated circuit | arithmetic unit
Error implementation
Safety- _1 |
related Failure mode,
Safety- function e.g. wrong
related computation of
function Element ot item processing core

Figure 3 — Relationship between hardware faults and failure modes

4.3.1 Fault models

Fault models are an abstract representation of physical faults.

© ISO 2018 - All rights reserved
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The failure mode distribution is correlated with the fault models illustrated in Figure 3.

EXAMPLE If a failure mode is caused X % by stuck-at faults and Y % by shorts, and if a safety mechanism
only covers stuck-at faults with a coverage of Z %, then the claimed diagnostic coverage is X % x Z %.

In the context of a semiconductor component, relevant fault models are identified based on the
technology and circuit implementation.

NOTE1 See5.1.2 for further details on fault models for digital components and 5.1.3 for memories.

NOTE 2  Typically it is not possible to evaluate every possible physical fault individually due to the number of

faults and reguiredHevelefdetail

4.3.2 Fdilure modes

A failure thode is described at a level of detail commensurate with the safety concept and the relafed
safety me¢hanism.

EXAMPLE1 In the case of a CPU with a hardware lock-step safety mechanism, the(failure modes can| be
defined by Jooking at the CPU function as a whole.

EXAMPLE 2 In the case of a CPU with a structural software-based hardware test as safety mechanism, [the
failure modgles for the CPU function are defined in more detail because the software test will cover differfent
failure modes with different failure mode coverage.

EXAMPLE B  Examples of different level of detail for digital failure modesare given in Annex A.
To define failure modes, keywords are used if applicable.

EXAMPLE 4 Examples of keywords are: wrong program flowgxecution, data corruption, accessing unintengled
locations, deadlock, livelock, incorrect instruction execution.

In special fases, failure modes closer to physical implémentation could be more helpful.
EXAMPLE %  Analogue failure mode (Table 36).

The assodiation between the identified failure modes and circuit implementation fault modelg is
supported by evidence ensuring any failure mode is allocated to a part/subpart of the component, gnd
any relevant part/subpart has at leastiene failure mode.

NOTE The goal is to ensure that there are no gaps between circuit implementation and the listed failure modes.

4.3.3 The distribution ef base failure rate across failure modes

The base failure rate (see’4.6) is distributed across failure modes. The accuracy of that distribution is
aligned with the level(of detail of the analysis and the consideration of the relevant safety mechanigms
available.

EXAMPLE 1 “In'the case of a CPU with a hardware lock-step safety mechanism, it is not necessary to haye a
detailed digtriBution of CPU failure modes.

EXAMPLE 2 In the case of a CPU with a structural software-based hardware test, the distribution is defined
in more detail because in this way it will be possible to estimate with enough accuracy the diagnostic coverage of
failure modes.

In case there is no data available to compute the distribution with the required accuracy, the failure
rate is distributed uniformly across the failure modes or an expert judgment is provided with related
arguments.

NOTE A sensitivity analysis to the distribution is done to evaluate the impact on the diagnostic coverage and
quantitative safety analysis results.

4 © ISO 2018 - All rights reserved
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4.4 About adapting a semiconductor component safety analysis to system level

The adaptation of the semiconductor component safety analysis to system level is done by:

transforming the detailed failure modes of a semiconductor component into the high-le
modes needed during the analysis at system level, as shown in Figure 4;

2018(E)

vel failure

NO
the

NO

semiconductor component that otherwise is based on gualitative distribution assumptions.

NO
saf

System level Wrong actuator output

Component level Wrong output from integrated circuit
Part level Wrong data generated by CPU
Sub-part level Wrong data prepared in the ALU

Elementary sub-part level Stuck-at in the fan-in of a flip-flop X of ALU{logitc

Figure 4 — Example of bottom-up approach to derive system level failure modg¢

TE1 By combining top-down (e.g. FTA) and bottom-up methods (e.g. FMEA), it can be possible
detailed semiconductor component failure modes and cambine them up to the component level.
FE 2  Starting from a low level of abstraction allows a quantitative and precise failure distrik

FE3  Asdiscussed in 4.2, the necessary level*of detail can depend on the stage of the analysis
bty mechanisms used.

the diagnostic coverage computed_at part or subpart level could be improved by meast
part, component level or system or item level; or

EXAMPLE1 A semiconduefor component includes an ADC with no safety mechanisms impl
hardware. At the componentistand-alone level, the diagnostic coverage was considered zero. At sy
the ADC is included in a\closed-loop, and its faults are detected by a software-based consistend

at system-level.

the diagnostic ¢overage computed at part or subpart level could have been calculated und
specific assimptions (“Assumptions of Use” or AoU).

NOTE#4~" At system level different safety mechanisms or failure masking can be present. This c
into ‘eonsideration in safety analysis when a justification is possible.

14

LS

to identify

ution for a

and on the

Ires at the

pmented in
rstem level,
y check. In

this context, the diagnostic coverage of that subpart is increased due to the safety mechanism injplemented

ler certain

hn be taken

EXAMPLE 2 A semiconductor component includes a memory in which each single-error is coi

rected and

signalled by the ECC to the CPU. At the component stand-alone level, it was assumed that a software driver

is implemented to handle this event. At system level, for performance reasons, this software d

river is not

implemented, and therefore the assumption is not fulfilled. The semiconductor component is programmed

to send the error correction flag directly to the outside world.

© ISO 2018 - All rights reserved
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4.5 Intellectual Property (IP)
4.5.1 AboutIP

4.5.1.1 Understanding IP

In this sub-clause, IP refers to a reusable unit of logical design or physical design intended to be
integrated into a design as a part or a component. The term “IP integrator” is used in reference to the
organization responsible for 1ntegrat1ng IP de51gns from one or more sources into a de51gn with safety
requireme
or developing the IP. The IP 1ntegrat0r and the IP supplier can be separate parties as well as the same
company ¢r different organisations in the same company.

Based on the requirements in ISO 26262 series of standards, four possible approaches are identiffied
for IP based designs. These approaches are shown in Figure 5. The IP integrator typically chooges
the approfich based on consideration of the information provided from the IP supplier“as well as fhe
maturity ¢f the IP.

EXAMPLE If no supporting information is available from the IP supplier, possibleapproaches can be limited
to the “proyen in use” argument, if applicable. If the proven in use argument is not applicable, then the role of|the
IP in the safety architecture is treated differently, e.g. using diverse redundancy fo reduce risk of systematic and
random hafdware failures.

IP design considered
for integration

! ! ! !

IP developed IP developed Existing IP with Existing IP with
as safety element out of in context supporting evidence supporting evidence
context (SEooC) from evaluation of from"proven in use"
hardware elements argument
(ISO 26262-8:2018, (ISO 26262-8:2018,
Clause 13) Clause 14)

Figure 5 — Possible\approaches for using IP in safety-related designs

The IP can be an existing design with a predefined set of features. In this case the IP integrator has
the respoIsibility of identifying the set of features which are required to support the safety concept of
the desigi]. IP can also’be/designed based on an agreed set of safety requirements. In this case thg IP
integrator| identifies the requirements for the IP which are necessary to support the safety concept of
the design.

NOTE1 [The‘guidance in this sub-clause can be applied to newly developed IP, modified IP, and exisfing
unmodified [P

NOTE2 A common approach is to assume the possible target usage as defined in I1SO 26262-2:2018, 6.4.5.7.
This option is described as SEooC in ISO 26262-10 [61]. Development of an SEooC relies on identification of
assumed use cases and safety requirements which are verified by the IP integrator.

4.5.1.2 Types of IP
Commonly used IP types are listed in Table 1. This is not an exhaustive list covering the possible IP

types. This document considers both the physical and the model representation types of IP as applied
to semiconductor designs.
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Table 1 — Types of IP

:2018(E)

IP type Description

Physical representation

for a specific cell library or analogue cells for a target manufacturing

EXAMPLE ADC macro, PLL macro.

A complete chip layout description, containing instantiations of standard cells

process.

Model representation

A description of a design in terms of a hardware description language (HDL)
such as Verilog or VHDL, or analogue transistor level circuit schematic.

Alogic design in model representation is synthesized into a list of gates con-
jemicon-

icting afbac: 11 follosazad ey o mentandrantina o o obia o o
STS T OT DaSTCCCITS; TOTTO W et D y prattmeeantroutirg toatmtve—a

ductor design.

Analogue circuit schematic components, such as transistors, diades,
and capacitors, are mapped into target technology library gomponen
lowed by placement and routing to achieve a semiconductor design.

EXAMPLE Processor or memory controller design exehanged withot
to a particular technology, operational amplifier transistor level sche

Fesistors,
[s, fol-

t mapping
matic.

NO
NO

NO
Trg

TE 1 Physical representation IPs are also known as “hard IPs”.
TE 2 Model representation [Ps are also known as “soft IPs”.

TE 3 This classification is applicable to generic IP design including digital;‘analogue, mixed signal, PLD, §
nsducers.

ensors and
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FTE1 IP in the form of logic design can also be configurable~In this case, the configuration
cified by the IP integrator.

AMPLE 1  Configuration options to define interface bys width, memory size, and presence of fau
rhanisms.

FE2 IP can also be generated with dedicated’fools (memory compilers, C to HDL compilers, n
b generators). In this case:

confidence in software tools can be, dethonstrated using the methods described in ISO 262
Clause 11, tailored based on the amount of verification performed on the generated IP;

the necessary verification activities to guarantee the correctness of the generated IP are perfor
IP integrator or IP supplier as.dpplicable (e.g. agreement in DIA);

the necessary work producgts, as listed in following clauses, are made available; and

the IP integrator veTifi€s the correct integration of the IP in its context.

.2 Category-and safety requirements for IP

beneral, tWo categories of IP can be determined based on the allocation of safety requir
h no_altocated safety requirements, and IP with one or more allocated safety requireme
[P4has no allocated safety requirements, no additional considerations are required for

ptions are

t detection

etwork-on-

62-8:2018,

med by the

bments: [P
nts. When
[SO 26262

iésof standards unless identified during the safety analysis. In the case of coexistence of non-safety-

related TPs with safety-related elements, dependent failure(s) analysis is used to evaluate freedom from
interference. For dependent failure analysis guidance, see [SO 26262-9:2018, Clause 7 together with the
additional guidance in 4.7 of this document.

If one or more safety requirements are allocated to the IP, the requirements of ISO 26262 series of
standards are applicable. In particular requirements of ISO 26262-2, ISO 26262-4 [65], ISO 26262-5,
ISO 26262-8, and ISO 26262-9 are often tailored to apply to IP designs. The following text gives
guidance for IP with allocated safety requirements, and how to consider these requirements for IP with
and without integrated safety mechanisms.

Safety-related IPs can be further classified based on the integration of safety mechanisms. Two
possible cases are illustrated in Figure 6, with subfigure (a) illustrating IP which has integrated safety

me

chanisms, and subfigure (b) illustrating IP which has no integrated safety mechanisms.
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Figure 6 — Types of IP with allocated safety requirements

[P safety mechanisms can be included for detection of failure modes of the IP, as well as failure mo|
the IP.

Safety mechanisms implemented in the IP can providefull or partial diagnostic coverage of a defi
e modes. It is also possible that only failure mode detection is performed by the IP, with failure m
hg provided by components external to the IP.

bvider is responsible for providing thecusage assumptions made during IP development
low the IP integrator to check consistency with safety requirements.

bare features of the IP can be initially developed targeting its integration into a safety-rela
environment, by providing safety mechanisms based on assumed safety requirements t
htrolling given failure modes: In this case the requirements of ISO 26262-2, 1SO 26262
L5, IS0 26262-6 (in the case-of software based safety mechanisms to cover hardware failur
-8, and ISO 26262-9, whertever applicable, can be used for the design of the safety mechanig

des

hed
bde

in

ted
hat
-4,
ES),
ms

during thg development of the IP:

EXAMPLE 1  Bus “fabri¢gZ~with built-in bus supervisors including fault detection and notification logic (e.g.
interrupt signals).

EXAMPLE 2  Voltage) ‘regulator with monitoring (under-voltage and over-voltage detection), protection
(current lithit or thermal protection) and self-diagnostics (monitoring and protection circuit built-in self-testg).
Alternatively- the IP can be developed with no assumed safety requirements or specific safety
mechanisims todetectarmdcomntrotfauatts:

EXAMPLE 3  Bus “fabric” without built-in bus supervisors or error reporting logic.

EXAMPLE 4  Voltage regulator without monitoring, protection or built-in monitoring or protection circuit
diagnostics.

Safety analyses defined in ISO 26262-9:2018, Clause 8 can be applied to the IP. A qualitative safety
analysis, and in some cases a quantitative analysis, can be provided to the IP integrator to justify the
capabilities of the safety mechanisms to control given failure modes or to provide information on failure
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modes and related failure mode distribution. Similarly a dependent failure analysis can be provided to
demonstrate required independence or freedom from interference.

NOTE3  The IP supplier includes example information concerning failure mode distribution in the safety
analysis results, based on specific implementation assumptions. Documentation related to safety mechanisms
can be provided with other safety-related documentation for the IP. This information can also be combined into a
single safety manual or safety application note as described in 5.1.11 (for digital components), 5.2.6 (for analogue

or mixed signal components), 5.3.6 (for PLD) and 5.5.6 (for sensors/transducers).

NOTE 4

The base failure rate depends on the actual implementation, including the technology, of

the IP into

the integrated circuit and the use condition of the integrated circuit, as described in 4.6. So the base failure rate

Cca
ac(C

NO
ref

Th
red
us4
to

to
ordg

only be provided as a Teference to the 1P INtegrator who 13 Tesponsible for recalculiating the
prding to the actual use case.

FTE5 Thisinformation can be included within existing documentation (e.g. integration guideline
brence documents, application notes).

b [P integrator can request additional information from the IP supplier(in“implement

uirements. The IP supplier can support the request by providing information concerning

d to avoid systematic faults, as well as safety analysis results. Safety analysis results ca

support the evaluation of hardware metrics for the integrated IP, as well as to demonstrat
interference and independence.

fr:[l
Sinfce the IP will be integrated into a safety-related design, cofisideration of coexistence is

ensure that the integrated IP cannot have an adverse impact on other safety-related fui
er to claim freedom from interference, dependent failureanalysis as described in ISO 262

Clause 6 and ISO 26262-9:2018, Clause 7 can be used,.together with the additional guidand

thi
If 1

5 document.

he IP integrator determines that the fulfilment of safety requirements is not possiblg

supplied IP, a change request to the supplier can,be raised as described in ISO 26262-8:2018

in
to
lev|
e

fases where the [P is an SEooC, ISO 26262-10 [61]. Alternatively, other measures by the IP
fomply with safety requirements can be'applied, such as additional safety mechanisms at i
el. Safety mechanisms can be implemented in hardware, software, or a combination
ence of a compliant development\is missing, ISO 26262-8:2018, Clause 13 and ISO 262

failure rate

s, technical

ing safety
measures
n be used
e freedom

important
hctions. In
h2-9:2018,
e in 4.7 of

with the
5.4.4 and,
integrator
htegration
bf both. If
b2-8:2018,

e
Cl

Th
rel

se 14, can provide alternative mr€ans to argue compliance.

e [P integrator is responsible for each integration and associated verification and testing activities

hted to the allocated safety requirements and safety mechanisms, as applicable.

NO
for
to 4

perties and
hformation

FE6  The IP supplienis responsible for ensuring that the delivery complies with the specified pro
avoidance of systématic faults in the generated IP. Moreover the IP supplier provides supporting i
llow the IP integrator to conduct integration activities.

4.5.3 IPlifecycle

4.5.3.71\.' Introduction

Avoidance and detection of systematic faults during the IP lifecycle are required to ensure that the
resulting design is suitable for use in applications with one or more allocated safety requirements.
Requirements for avoidance and detection of systematic faults are provided in ISO 26262-5:2018,
Clause 7, in the context of hardware design. In this document, 5.1.9 (for digital components), 5.2.5
(for analogue or mixed-signal components), 5.3.5.3 (for PLD) and 5.5.5 (for Sensors and Transducers)
provide further guidance. This guidance can be used to determine the general methods that can be
used during IP development to avoid and detect systematic faults.

For [P which exhibits programmable behaviour, ISO 26262-4:2018, 6.4.6.5 can be considered as well as
the guidelines described in 5.3.

The IP integrator is responsible for integrating the supplied IP. For the integration activities the

assumptions of use and integration guidelines described for the IP are considered. The impact of
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assumptions of use which cannot be fulfilled by, or which are invalid for, the design into which the IP
is being integrated is analysed and considered with change management conducted as described in
ISO 26262-8:2018, Clause 8. Figure 7 provides an example lifecycle based on SEooC development, as
already provided in ISO 26262-10 [61].

IP supplier IP integrator

3 Concept Phase
3 Concept phase

.5 | Considered notin
4

scope of SEooC
IP development i Change

w w w
T

Change

8-8

management

management
A

\/

49 Considered not in
4'“ scope of SEooC
"1 | IP development
4 Fully, partially, or not 2- | Assumptions
( in scope of SEooC IP 6.4.5| onsystem/
4 development 7 a) | integration level
Not
valid
2- Establish

»6.4.5 validity of -
7b)| assumptions

5 Hardware level Valid
/
5.5 Partially or fully in ‘
to scope of SEooC IR 5 Hardware level
5-10| development

Figure 7 —£ IP lifecycle when IP is treated as SEooC

NOTE 1 The references showmrin Figure 7 are related to the ISO 26262 series of standards.

NOTE 2  |In Figure 7, ISO26262-5:2018, Clause 10 is only partially the responsibility of the IP supplier because
anumber of the related fequirements are not applicable to IP suppliers, such as ESD tests.

The DIA can define'work products (as listed in 4.5.4) to be provided by the IP supplier to support the IP
integratorin [Piintegration activities.

4.5.3.2 HasSEoot

When developing an SEooC IP, applicable safety activities are tailored as described in ISO 26262-2:2018,
6.4.5.7. Such tailoring for the SEooC development does not imply that any step of the safety lifecycle
can be omitted. In cases where certain steps are deferred during the SEooC development, they can be
completed during the item development.

In cases where a mismatch exists between the SEooC ASIL capability (see ISO 26262-1:2018, 3.2) and
the ASIL requirements specified by the IP integrator, the IP integrator can implement additional safety
mechanisms external to the IP. Additional safety measures for systematic failure avoidance are also
considered. It is possible to use ASIL decomposition as defined in ISO 26262-9:2018, Clause 5, provided
that it can be shown that there are redundant and independent requirements, and the methods for
systematic failure avoidance and control for the integrated IP are taken into account.
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An SEooC is developed based on assumptions of the intended functionality and use context which
includes external interfaces. These assumptions are set up in a way that addresses a superset of
components into which the SEooC can be integrated, so that the SEooC can be used later in multiple
different designs. The validity of these assumptions is established in the context of the actual component
integrating the SEooC. In that context, IP developed as an SEooC can often be configured to target a
number of different designs. Configuration can be done before synthesis, after synthesis, or by fuse,
laser cut, flash, or any other programming. In that case, the IP supplier provides information on the IP
configurations which have been covered by testing and verification activities.

EXAMPLE Configuration options to determine bus width for interconnects, internal cache memory sizes,
number nfinfprrnpfc, memory maps

NO
not

FTE1 IP configuration differs from configuration data for software: therefore ISO 26262-6:2018[ Annex C is

directly applicable to IPs.

rectness of
and the IP

NO
the)
int

FE2 The IP integrator performs the necessary verification activities to guarantee the cor
generated IP; the necessary work products, as listed in following clauses, are made available;
porator verifies the correct integration of the IP in its context.

4.5.3.3 IP designed in context

WH
IS(
thd

cribed in
wledge of

en developing IP in context, the IP supplier tailors the “safety activities as desg
26262-2:2018, 6.4.5.1. For in context designs, the IP supplier can develop the IP with kn
safety requirements.

EXAMPLE An analogue component designed in context of'a@specific safety requirement at the sygtem level.

4.5.3.4 IP use through evaluation of hardware elément

hardware
in the IP.
e-existing

In [cases where no SEooC or in-context informiation is available for the IP, evaluation of
elements as described in ISO 26262-8:2018,\Clause 13 can be used to increase confidenced
Activities foreseen for the evaluation of habdware elements can be applied to IP without py

supporting information available (as described in 4.5.5).

4.5.3.5 IP use through the “proven in use” argument

If 1

deq
ol

Th
ths
be
dif

4.5

he evidence for systemadtic faults avoidance is not available, the “proven in use” arg
cribed in ISO 26262-8{2018, Clause 14 can provide a means for the IP integrator to de
hpliance with ISO 26262.

b conditions surfounding the validity of the “proven in use” argument can be restricting
t an effective\field monitoring program described in ISO 26262-8:2018, 14.4.5.3 is in
challenging,due to the typically limited field feedback from designs incorporating IP
ferencesin)IP configuration.

4" “Work products for IP

rument as
monstrate

Ensuring
place can
or due to

4.5.4.1 List of work products for IP

Example work products are described in 5.1.11 (for digital components), 5.2.6 (for analogue or mixed
signal components), 5.3.6 (for PLD) and 5.5.6 (for Sensors and Transducers). The following gives
guidance on contents of work products which can be provided for IP designs in general.

NOTE

to the IP integrator and what level of detail is included.

4.5.4.2 Safety plan

The DIA (see ISO 26262-8:2018, Clause 5) can be used to specify which documents are made available

For IP with one or more allocated safety requirements, the safety plan is developed based on the
requirements in ISO 26262-2:2018, 6.4.6. A single plan or multiple related plans can be used. Detailed
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plans are included for applicable supporting processes as described in ISO 26262-8, covering
configuration management, change management, impact analysis and change requests, verification,

documentation management and software tool qualification.

4.5.4.3 Safety requirements allocated to the IP design

The hardware safety requirements can be allocated to the IP design as defined in ISO 26262-5:2018,

Clause 6.

EXAMPLE The requirement for a safety mechanism in the IP is described, allowing the requirement
to be verified-atanappropriate level of integration. The integrationand te pecifications—can-be-linked to
requirements defined in the technical safety concept.

4.5.4.4 Hardware design verification and verification review of the IP design

Defining driteria for design verification, in particular for environmental conditions ((vibration, EMI,
etc), for an IP design which is provided in the form of logic design is not typically-possible since the
physical characteristics are highly dependent on the physical implementation of.the design by thq IP
integrator

NOTE For [P provided as a digital logical design, hardware design verification can be done using [the
techniquesllisted in 5.1.9.

A verificafion report includes results of the activities used to verify ‘the IP design. Verification ¢an
be done ap described in ISO 26262-8:2018, Clause 9, including planning, execution and evaluation of
verificatign activities.

4.5.4.5 BPafety analysis report

The requifements for safety analysis in ISO 26262-9:2018, Clause 8 are applicable for IP designs. The
selection of appropriate safety analysis methods is.based on ISO 26262-5:2018, Table 2.

For qualitative analysis, the supplier provides-the identified failure modes of the IP in order to suppjort

its integration.

For quant
metrics a
ISO 26262

EXAMPLE

NOTE 1

on assump
actual phy
the specifig

NOTE 2

itative analysis, the data_included supports the evaluation of hardware architecty
hd evaluation of safety @oal violations due to random hardware faults, as specified
-9:2018, 8.4.10.

Data includes esfintated failure rate and failure mode distribution information.
For IP provided as-logical design, such as Register Transfer Level (RTL), quantitative analysis re
Fions about failure rates and failure mode distributions, and can therefore not be representativ

ical designs¢The IP integrator verifies the assumptions and quantitative safety analysis results
implemehntation.

[n_€stimating the metrics, safety mechanisms embedded in the IP and their expected failure m

ral
in

ies
b of
for

bde

coverage (d

t alevel that is applicable to the given IP) can be considered.

In the case of configurable IP, the safety analyses can include information about the impact of
configuration options on the failure modes distribution.

NOTE3  An analysis of the impact of configuration options on the implementation and diagnostic coverage of
safety mechanisms is performed.

Additional safety mechanisms realized by a combination of features internal and external to the IP,
as well as safety mechanisms implemented outside the IP can be defined. These additional safety
mechanisms can rely on assumptions of use for the SEooC design, which can be validated at the
appropriate level as described in ISO 26262-2:2018, 6.4.5.7.
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4.5.4.6 Analysis of dependent failures

Dependent failure analysis for IP can be performed as described in ISO 26262-9:2018, Clause 7.
Additional guidance on how to apply dependent failure analysis for semiconductor devices is included
in 4.7 of this document.

4.5.4.7 Confirmation measures

Results from conducted confirmation measures include evidence and arguments related to the IP
development process and about avoidance of systematic faults. Confirmation measures are described in
[SQ-26262-2-2618, Tabte-t-Forsenmriconmductor tP-typicatconfirmatiomrmeasure reportsinciuge:

— | confirmation review of the safety plan;

— | confirmation review of the safety analyses;

— | confirmation review of the completeness of the safety case; and
— | functional safety audit and assessment reports.

Examples of techniques applicable to IP development activities fof-systematic fault avoidance are
indluded in 5.1.9 (for digital components), 5.2.5 (for analogue or mixed-signal components), 3.3.5.3 (for
PLD) and 5.5.5 (for Sensors and Transducers).

4.5.4.8 Development interface agreement

The requirements for distributed development in 1SO.26262-8:2018, Clause 5 are applicpble to IP
degigns. The DIA defines the exchanged work products’for IP designs, and the roles and respgnsibilities
for|safety between the IP supplier and the IP integrator.

4.5.4.9 Integration documentation set

Anlintegration documentation set can in¢clude a safety manual or safety application note for IPdeveloped
as an SEooC. The integration documentation set can also include the following information:

— | description of the tailoring of the lifecycle for the IP development;
— | assumptions of use forthe IP, including for example:
— assumed safesstates of the IP;

— assumptions’ on maximum fault handling time interval and Multiple Point Fault|Detection
Intervdl{((MPFDI), as applicable;

— asswmptions on the integration environment for the IP, including interfaces; and

—A_Fecommended IP configurations.

— —description of the satety archiitecture, including:
— fault detection and control mechanisms;
— fault reporting capabilities;

— self-test capabilities and additional requirements for self-testing for potential latent faults, if
applicable;

— fault recovery mechanisms, if applicable; and
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— impact of configuration parameters on the above items if applicable.

— hardware-software interfaces required to support the IP safety mechanisms, and to control

failures after detection;

— specification of software-based test routines to detect faults of the IP component, if applicable. T
could also be provided as source code or binary library;

— description of safety analysis results for the IP; and

— description of confirmation measures used for the IP.

his

It is possiple for the [P integrator to formally identify each hardware feature related to the,saf
mechanisis so that a mapping with hardware safety requirements at the level of the IP integfator
be done, and the integration verification and validation activities that are the responsibilitylof thg
integrator| can be identified.

NOTE1 [The IP safety mechanism requirements are specified in a way which allows themrté.be traceable t
integrator’s requirements.

NOTE 2  [For IP with no specific features for fault detection, providing the assumption's of use can be suffic
to comply With the IP integrator’s requirements.

For [P devgloped in-context, similar documentation is typically provided.

NOTE3 [For in-context IP, assumptions of use are not required, as§/the IP is designed with full cont
informatiop in place.

4.5.4.10 Applicability of work products to IP categories

The applidability of the work products described in 4.5:4+1 to 4.5.4.9 depends on the classification of
IP as described in 4.5.2. For intellectual properties without integrated safety mechanisms:

— the safety analysis reportis limited to the failure modes distribution of the IP. There is no estimat
of the hardware metrics because there.are no integrated safety mechanisms. The failure m
distribution is needed to enable the IP'integrator to perform safety analyses at the integration le}

— theintegration documentation set:fnot a specific work product but rather a collection of informat
as depcribed in 4.5.4.9) is limited to the description of the assumptions on the integrat|
envirgnment for the IP, including interfaces;

— it doe$ not typically include the analysis of dependent failures.

4.5.5 Integration ofblack-box IP

In some developmients the IP integrator can encounter a situation where it is necessary to integr
an [P of which the contents are not fully disclosed. The IP to be integrated is a “black box” from
perspectiyeofthe IP integrator.

Pty
fan
IP

b IP

ent

ext

the

ion

de
vel;
ion
ion

ate
the

EXAMPLE 1 [P integrator's customer requires use of their proprietary logic, such as a specific communications

interface, timer peripheral, or similar logic.

EXAMPLE 2 [P integrator is asked to integrate logic from a competitor, in order to facilitate a multi-source

supply agreement.
Black box IP can be integrated in many forms, including but not limited to:
— pre-hardened, or handed off as a gate level layout or transistor level;

— as encrypted netlist, which cannot be meaningfully parsed except by trusted tools; and

— as obfuscated RTL source (where meaningful variable names are replaced with randomized

character strings and any explanatory comments are removed).
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NOTE1 A black box integration approach can also be applied to cases in which no information is available
from the IP supplier.

When black box IP is integrated, the division of responsibility between IP supplier, IP integrator and
the IP integrator’s customer can be defined through a development interface agreement as described in
ISO 26262-8:2018, Clause 5.

EXAMPLE 3 In cases where the IP integrator is required to use black box IP, for example because of a
requirement from their customer, the DIA can specify that it is the customer responsibility to evaluate and accept

the

suitability for the use of the black box IP in a safety-related context.

Th
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EX]
sug
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Sp4
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EX]

NO
IP
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IP.
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Hescribed in ISO 26262-2:2018, 6.4.5.7 and the exchange of documentation across the supp

AMPLE 4 A development interface agreement can specify that integration details are.provide
plier in the form of an integration guide which also contains a set of validation tests. Thesé tests
onfirm proper integration.

ess the IP has been developed specifically targeting the automotive qnarket, it is pos
cific evidence is not available. In this case the responsibility for the acceptance of availabl
| be defined in the development interface agreement.

AMPLE 5 [P developed according to other functional safety standards such as IEC 61508:2010 [

[E 2
an be used to perform a gap analysis to evaluate the suitabiliby~of the IP for use in the context o
es of standards.

e [P integrator does not always have enough data,to evaluate the base failure rate of a
Since this can affect the results of quantitative<analysis, the development interface agre

activities
ly chain.

d by the IP
an be used

sible that
b evidence

4],

In this case information on the development lifecycle andlassociated processes used to ¢levelop the

ISO 26262

black box
bment can

stomer for
k [P can be

cify the responsibilities between the IP supplier, [P integrator and the IP integrator’s cu
estimation of the base failure rate. The responsibilities for safety analysis of the black boj
ined in a similar way.

Sp§
the
def

NO
sud
cod
5.1

FE3 The integration of black box IP-nto a hardware development has parallels in software dgvelopment,
h as the case in which a developer-integrates unit software from a third-party supplier as compiled object
e. As such, the integrator of black box IP into a hardware development can find methods and te¢hniques in
0.1 including the link with applieable tables of ISO 26262-6.

In
inff
Spé

Cases where the black hox1P requires safety mechanisms, the IP integrator could not hal
brmation to implementthe safety mechanism outside of the IP. The development interface :
cifies requirements{or such safety mechanism in these cases.

ve enough
igreement

4.6 Base failure rate for semiconductors

4.4.1 General notes on base failure rate estimation

4.4.+1 Introduction

The scope of this sub-clause is to give clarifications, guidelines and examples on how to calculate and
use the base (or raw) failure rate. Base failure rate is a primary input for calculation of the quantitative
safety analyses and metrics according to ISO 26262-5.

NOTE Quantitative safety analysis in ISO 26262-5 focuses on random hardware failures and excludes
systematic failures. Therefore the base failure rate used in the context of ISO 26262 series of standards focuses
on random hardware failures only. See also 4.6.1.3.

Each technique available for base failure rate estimation makes assumptions about the failure
mechanisms to be considered. Differences in results obtained from different base failure rate estimation
techniques are often due to a lack of consideration for the same set of failure mechanisms. Results from
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the use of different techniques applied to the same component are unlikely to be comparable without
harmonization on a common set of failure mechanisms.

EXAMPLE1 Harmonization can be done, for instance, by considering the same failure mechanisms and the
same source of stresses.

Failure mechanisms for semiconductors are dependent on circuitry type, implementation technology,
and environmental factors. As semiconductor technology is rapidly evolving, it is difficult for published
recognized industry sources for failure rates to keep pace with the state of the art, particularly for deep
submicron process technologies. Because of this, it is helpful to consider the publications of industry
groups such as [EDEC (Joint Electron Device Engineering Council), International Roadmap for Devices
and Systemns (IRDS), and the SEMATECH/ISMI Reliability Council to get a broad view of semicondudtor
state of the art.

EXAMPLE JEDEC publishes several documents which can be helpful in providing references te uriderstand
specific failure mechanisms and estimate failure rates:

ce [16] summarises many different well understood and industry accepted failute mechanisms|for
siliconland packaging; it can also be used to provide a physics of failure mode for estimation of failure rdtes

ce [53] provides guidance on developing a reliability evaluation, Tiethodology based on|an

ce [17] summarises a number of transient fault mechanisms‘related to exposure to naturally
occurlfing radiation sources and provides guidance on how to eXperimentally derive failure rates|for
susceptibility to soft error.

4.6.1.2 uantitative target values and reliability prediction

Quantitative target values for the maximum probabijlity of the violation of each safety goal at item
level due §o random hardware failures (PMHF) are.sometimes misunderstood as inputs for reliability
predictior]. As stated in ISO 26262-5:2018, 9.4.2(2, NOTE 1, these quantitative target values do hot
have an abpsolute significance but are useful fof.comparing a new design with existing ones. They are
intended o make available design guidancerand to make available evidence that the design complies
with the spfety goals. Therefore those values cannot be used “as is” in reliability prediction.

4.6.1.3 DPifference between systematic and random failures

ISO 26263 series of standard§ makes a distinction between systematic and random failures. Mpst
available fechniques for basé failure rate estimation are intended to provide reliability estimaﬁes
and make|no such distinction. The result of such techniques can be excessively conservative dug to
inclusion ¢f factors whick/estimate systematic failures. For example, estimation techniques based|on
observatidns of field\failures do not, in general, have appropriate sample size or observation quality
to differeftiate between systematic and random failures. Similarly, models which include systematic
capability|as part of the base failure rate calculation can be challenging to use in the contex{ of
ISO 26262 sefies of standards (e.g. Tpm and 7process factors defined in Reference [9]).

4.6.1.4 Effect of failure recovery mechanisms

A concern is the handling of diagnostics which can be used to enhance availability. This can lead to a
mix of base failure rate with diagnostics while the ISO 26262-5 requires separating them for the metrics
computation.

EXAMPLE Consider a common SEC-DED (Single Error Correct-Dual Error Detect) ECC used in many state
of the art automotive functional safety electronics. A reported MTTF (mean time to failure) for an SRAM with
SEC-DED ECC cannot consider a fault which results in a correctable error — thus mixing effects of base failure
rate and diagnostics, which is separated for calculation of ISO 26262-5 metrics.
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4.6.1.5 Considerations about non-constant failure rates

Many standardised models make use of a “bathtub curve” simplification, which assumes that “early life”
(infant mortality) defects have been effectively screened by the supplier and that “wear out” (end-of-
life) failure mechanisms, such as electro-migration, time-dependent dielectric breakdown, hot carriers,
or negative bias temperature instability will effectively occur at negligible rates during useful mission
lifetime.

In some cases, the failure rate distribution from reliability models does not fit the constant failure

rate of the "bathtub curve" simplification. Using a non-constant failure rate is not compatible with the
computation of hardware architectural metrics as described in ISQ 26262-5

Onk possibility is to simplify non-constant failure rate distributions by using approximations of
conpstant failure rate.

EXAMPLE1 A constant failure rate is conservatively assumed at the maximum failure‘rate of th¢ reliability
mofel failure rate distribution.

EXAMPLE 2  Depending on the distribution, it can be possible to limit the operating lifespan of fhe product
sudh that a constant failure rate approximation is more appropriate. This case.oftén applies when ar] end-of-life
mefhanism becomes dominant in the overall failure rate distribution.

NO[FE1 If an exponential model is used, reaching the end of the bathtub within the product lifetime is a
sysfematic issue when failure rate targets are exceeded. If this is acceptable or not is not evaluated|within the
harldware metrics of ISO 26262-5:2018 Clause 8 and Clause 9. This{is)evaluated separately, for examp|e based on
thelresults of the qualification of an integrated circuit according t0 AEC-Q100 [62].

FIT Rate

Constant value during the Exponential

Eﬁ:':' useful life of the product / model
Highly Accelerated V
Stress Sereening - I \
R .
/ \ time
Delivery to |Warranty Failure rate Failure rate
customer | Period almost constant  increases due to
(continues to wear out failures
decrease slightly)

Figure 8 — Bathtub curve — Evolution of failure rate over time

NOTE 2  In Figure 8, the real bath tub curve can be approximated by the ‘Constant value during the useful life
of the product’ or calculated by the exponential model with the confidence level of 70 %.

If the overall failure rate distribution is a result of integrating multiple fault models, separation of
failure modes can result in the ability to simplify safety analysis by evaluating the impact of each failure
mode separately using different (but constant) failure rate approximations, as recommended in 5.1.7.2
for consideration of transient faults.
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4.6.1.6 Techniques and sources for base failure rate estimation

There are many different techniques which can be utilised for base failure rate estimation. In general

these tech

niques can be summarised as follows:

— failure rates derived from experimental testing, such as:

— temperature, bias and operating life test (TBOL), also known as High Temp Operational Life
(HTOL) testing or extended life test (ELT) for intrinsic product operating reliability,

— reliability test chip and/or on-chip test structures to assess intrinsic reliability of the silicon

te
—  s(
N
— c(

— failur
field f

NOTE
(randg
life ted
off per]
numbd
based

— failur

combined with expert judgment;

EXAM

EXAM
descri

NOTE
metho

EXAM
6 and

— Thed

chnology,

ft error testing based on exposure to radiation sources, or

DTE 1  JEDEC standards such as JESD89 [17] give guidance for soft error testing.
nvergence characteristic of acceleration test for screening.

e rates derived from observation of field incidents, such as analysis of material returned
hilures;

P For permanent faults: data provided by semiconductor industriesican be based on the numbe
m) failures divided by equivalent device hours. These are obtained from field data or from accelerd
ting (as defined in standards such as JEDEC and AEC) scaled to amission profile (e.g. temperature,
iods) with the assumption of a constant failure rate (randomfailures, exponential distribution).
rs can be used as inputs for the estimation of the failure xate, provided as a maximum failure 1
pn a sampling statistics confidence level.

e rates estimated by application of industry reliability data books or derived from them ¢

PLE1  IEC 61709 [15], SN 29500 [38] or FIDBS Guide [9].

PLE2  Model for reliability prediction of electronics components (former IEC TR 62380)
bed in 4.6.2.1.1.

B The actual failure rate achieved is expected to be lower than the failure rate derived from th
ds.

PLE 3 Reliability estimafions via physics of failure methods as in ISO 26262-5:2018, 8.4.3, Ng
.

bcuments maintained by the International Roadmap for Devices and Systems (IRDS) such

the In

the sdft error rate-for each generation so that this information is useful for a first estimation 3
refingd whentechnology data is available.

4.6.1.7

ernational Techhology Roadmap for Semiconductor (ITRS [41]) provide projected values

ocumentation on the assumptions for base failure rate calculation

as

r of
ted

bn/
[he
ate

nd

as

ose

tes

as
for
nd

When calculating the base failure rate the supplier provides documentation describing the assumptions

made and

EXAMPLE

supporting rationale.

Assumptions can be:

— the selected method to calculate the failure rate (e.g. industry source or field data),

— the assumed mission profile,

— the confidence level of the used failure rate data (e.g. in case of field data or testing based data),

— any scaling or de-rating applied to the failure rate data,

— how the non-operating time and solder joint were taken into account, or

18
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the model used for failure rate derived from field data (Weibull or exponential models).

:2018(E)

This information can be used by the integrator at element or item level to evaluate, understand, judge,
compare and possibly harmonize failure rates from different suppliers and components.

4.6.1.8 Transient fault quantification

As

described in 5.1.2, soft errors are a typical example of transient faults.

Transient faults caused by soft errors initiated by internal or external a, 3, neutron, or y radiation

soyrces are random hardware failures that can be quantified with a probabilistic method supported by
melasured data.
Trgnsient faults caused by EMI or cross-talk are not quantified. Even if they can lead tothe same effects

as

prq
dey

ISQ

rel
w

relopment back-end).

26262-5:2018, 8.4.7, NOTE 2 specifies that transient faults are considered when sh
bvant due, for instance, to the technology used. Therefore, depending on the impact of the
n applicable, they can be considered in the safety analysis. The-analysis for transient

other transient faults, they are mostly related to systematic causes. These cdn be avd
per techniques and methods during the design phase (e.g. cross-talk analysis*during ¢

ided with
omponent

wn to be
faults and
faults and

permanent faults is done separately. This holds for qualitative or guiantitative analysis.

Ea¢h elementary subpart type (e.g. flip flops, latches, memory elements, analogue d
investigated if it is susceptible to soft errors, specifically/ with respect to direct or indy
particles and neutrons. The susceptibility to those phenomena depends on the semiconductol
tedhnology and the materials on top of the die’s surface inicluding the package, e.g. the mould
andl the solder material (flip chip) can influence the.sdft error rate.

evices) is
ced alpha
" front end
rompound

EXAMPLE 1 Base failure rate for alpha particles,can be influenced by the type of package, e.g. low]
or yltra-low alpha (ULA) emitting semiconductor @ssembly materials.

alpha (LA)

De
sin
Re

hodels like
lered as in

bending on factors such as the technology and on the operating frequency, transient fault n
igle event upset (SEU), multiple-bitupset (MBU) and single event transient (SET) are consid
erences [2] and [22].

NO
Sin
effg

FTE1 Destructive single event-effects like Single Event Latch-up (SEL), Single Event Burnout
ble Event Gate Rupture (SEGR) are not considered as transient faults because these faults lead to
cts.

(SEB), and
permanent

NO[FE2  See 5.1.2 for'‘ntore details on digital fault models.

JEJD89 [17] is cofisidered as the main reference related to measurement and reporting of alpl
andl terrestrial €osmic ray-induced soft errors in semiconductors. In that context, the base f
for|soft errars'is provided together with the conditions in which it has been computed or med

ha particle
hilure rate
sured.

NO
tra

CE 3 \»Conditions such as neutron particle flux, altitude, temperature, and supply voltage are [relevant to

hsient failure rate estimation of soft errors. JESD89 [17] is used to understand those conditions.

ISO 26262-5:2018, 8.4.3, NOTE 2 states that in applying a selected industry source the following
considerations are appropriate to avoid artificial reduction of the calculated base failure rate: mission
profile, the applicability of the failure modes with respect to the operating conditions, or the failure
rate unit (per operating hour or per calendar hour).

EXAMPLE 2 In case of soft errors, reducing the base failure rate by only considering the operating time of the
vehicle leads to an excessive and therefore artificial reduction of the average probability per hour.

NOTE 4  If the semiconductor provider delivers a de-rated soft error rate, information about the de-rating
factor is made available for example in the Safety Manual as defined in 5.1.11 (for digital components), 5.2.6 (for
analogue or mixed signal components), 5.3.6 (for PLD) and 5.5.6 (for Sensors and Transducers).
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Moreover, the base failure rate for soft errors is provided without de-rating it with respect to
“architectural vulnerability factors” or the effect of safety mechanisms such as ECC.

NOTE 5

Architectural vulnerability factor (AVF) is the probability that a fault in a design structure will

result in a visible error in the final output of the function as, for example, described for processor designs in
Reference[25].

NOTE 6
in5.1.7.2.

4.6.1.9

In the est
failures re
points (e.g
considere
analysis a

NOTE 1

in Figure 9
the die and
connection

NOTE 2
to the die a
the connec

NOTE 3
cycling.

NOTE 4

is depende
inside of a
board mate

4.6.1.10

According
consideraf

the ap

the fa

The base f
times are

missign profile;

Notes on component package failure rate

imation of a hardware component failure rate, the semiconductor providers consider
lating to the silicon die, to the enclosure/encapsulation (e.g. case) and to the connect
. pins). The connections between the connection points to the board (e.g. solderjoints)
l as board failures and are typically considered by the system integrator during the saf
the system or element level.

According to Reference [59], the package failure rate Apackage as calculated(in-the model descri
corresponds to the fault models inside of the package itself (including e(g.\the connection betw
the lead frame) but it also includes the failure rate related to the connegtion between the pack
points and the board (solder joints).

The failure rate of the hardware component calculated in SN 29500-2 includes the fault models rela
hd to the package however unlike the model described in 4.6.2:3.94t does not include the failure rat
ion between the package connection points and the board which is treated separately in SN 29500

FIDES Guide provides separate failure rates for package (cases) and solder joints due to ther
[n reality, the failure rate of the connection between the package connection points and the bo
ht on many factors involving the specific design of the circuit board and how the board is packa

protective housing. These factors are constantly changing as both electronic components and cir
rial technologies rapidly evolve.

Consideration of power-up time-and power-down time

to ISO 26262-5:2018, 8.4:3, NOTE 2, in applying a selected industry source the follow|
ions are appropriate to(avoid artificial reduction of the calculated base failure rate:

plicability of the failure modes with respect to the operating conditions; and
lure rate.unit (per operating hour or per calendar hour).

ailure.rate is provided along with the mission profile used. If the power-up and power-do
defined in the mission profile then they can be considered for the computation of str

factors as

Vulnerability factors are taken into account when considering the number of safe faults, as described

the
ion
are
ety

bed
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-5.
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ard
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déscribed by the method described in 4.6.2.1.1 (7o and 746r) and in SN 29500 (7).

4.6.2 Permanent base failure rate calculation methods

4.6.2.1 Permanent base failure rate calculation using or based on industry sources

4.6.2.1.1

Model for reliability prediction of electronics components (former IEC TR 62380)

The former IEC TR 62380 [40] is used in this document as the basis for a model for reliability prediction
of electronics components.

The mathematical model used in this sub-clause is described in Figure 9.

20
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S (),

4
A= {21 x Nx ~039%a +lz}x = +42,75%107° x 7, % Z(/zn)l. X(ATZ-)O’68 X Ayt 447, X Agost [X107° 1h
Tont+ Toff i —
overstress
ﬂpackage

ﬂdie

Figure 9 — Mathematical model for reliability prediction

In the model described in Figure 9, several parameters are used to determine the fajlure ratef

a parameter per transistor per type of technology used (41). A A1 value isprovided for different

types of integrated circuit families as shown in Figure 10;

a parameter related to the mastering of the technology and valid for the whole ¢
regardless the number of integrated elements (12), as shown in Figure 10;

omponent

a parameter related to the number of transistors of the hardwdre component (N);

Sel

a parameter related to the difference between the year<of'manufacturing or technolog
update and the reference year (1998) («a);

a parameter related to the operating and non-operating phases seen by the hardware ¢
(Ti, Ton and 7off);

a parameter related to a temperature stressfactor [(m)i] applicable to the die part of the c

parameters related to the possible exposure of the integrated circuit to electrical ove
and Agps) as shown in Figure 11;

a parameter related to the number and the amplitude of the temperature cycling se
hardware component (n; and AT;) as shown in Figure 11;

a parameter related to theymismatch between the thermal coefficients of the board and t}
material (as and ac), ds shown in Figure 11 and Figure 12; and

a parameter related to the package (A3), either as a function of type of the package 4
number S (as shown in Figure 14) or as a function of the package diagonal D for surface
integrated eircuits packages (as shown in Figure 15).

ction of parameters can be done based on the process technology and type of circuitry

y release/

omponent

bmponent;

rstress (m

en by the

le package

nd its pin
b mounted

htilised by

thq design:

NO[E1 ™ In Figure 10, the “actual number” corresponds to the real number of transistors regardlefs the sizes
of theSe-transistors:
NOTE 2  To calculate the digital component die failure rate for the whole device, the number of equivalent

gates is used. The number of effective equivalent transistors is computed by multiplying the equivalent gate
count by the representative number of transistors per gate. When calculating the microcontroller die failure rate
due to Complementary Metal Oxide Semiconductor (CMOS) digital logic, the contribution of each digital logic of
the modules (e.g. CPU, CAN, Timer, FlexRay, Serial Peripheral Interface or “SPI”) is included in N.

NOTE3  The process maturity de-rating factor was introduced considering Moore’s law and the fact that
device failure rates are more or less constant. If the failure rate per transistor would have stayed the same, the
failure rate would have increased according to Moore’s law. This was not observed. Therefore, the transistor
failure cannot stay constant when changing process nodes. One option is to use the manufacturing date. Another
option, to reflect process technology changes, the year of first introduction of this particular technology node
can be used instead of its year of manufacturing. To achieve independence from the silicon vendor, the year from
the ITRS[41] can be used.
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NOTE 4

For analogue parts or for the digital component built primarily on analogue process technologies,

the "Linear Circuits" entry of Figure 10 can be used, unless more precise data are provided by the

semiconductor vendor.

NOTE 5

If supported by adequate justification, data specific to the technology under consideration can be used

in replacement of the parameters described above to achieve a more accurate estimation of base failure rate.

N
Is the /11 ﬂ'z
ABBREVIATIONS TYPES representative in in
number of FIT | FIT
transistors
Silicon: I\IIOS : Standard circuits (3)
Digital circuits, Micros, DSP 4 per gate 3,4 10% 17
Linear circuits Actual number 1,010% | 4p
Digital / linear circuits (Telecom, CAN, CNA, RAMDAG, ...) Actual number 2,7 104 2
MEMORIES:
ROM Read only memory 1 per bit 1,7 107 8B
DRAM/VideqRAM/AudioRAM Dynamic, Read Access Memory 1 per bit 1,0107 | 5p
High speed SRAM, FIFO Static Read Access Memory - First in First out register; (“mixed MOS ") 4 per bit 1,7107 | 8B
Low consumption SRAM Static Read Access Memory - Low consumption; (CMOS) 6 per bit 1,7107 | 8B
Double accegs SRAM Double Access Static RAM 8 per bit 1,7 107 8B
EPROM,UVPROM,REPROM Electrically programmable, UV erasable - Read only memory )
OTP One time programmable EPROM T /pregrammable point | | 2,6 10-7 34
FLASH Electrically programmable and erasable (block) (1) J
EEPROM, flagh EEPROM Electrically programmable and erasable (word) (2) ) 65107 [ 1
2 /programmable point
(1) Whole mefnory array or blocks of words erasable (2) Blocks of words or word erasable (3) MOS include CMOS, HCMOS, NMOS, ... technologies
Silicon: MIOS : Asic circuits
Standard Cell, Full Custom 4 per gate 1,210° |10
Gate Arrays 4 per gate 2,010 |10
USER PROGRAMMABLE LOGIC DEVICE:
LCA (RAM bdgsed) Logic Cell Array electrically configured by externalimemory 40 per gate (1) 4,0105 | 8B
PLD (GAL, PAL) (2) Electrically Programmable and erasable (AND fOR"array) 3 par grid point 11,2103 | 1
CPLD (EPLD,NIJAX,FLEX, FPGA, etc) Electrically Programmable (interconnected-thacrocells array) (2) 100 per macrocell | 2,010 | 34
(1) or 4 000 per macrocell; (2) EEPROM, EPROM, or Antifuse technologies.
Silicon: Bipolar circuits (1)
Digital circuits 3 per gate 6,010* | 1
Linear circuits (FET, othgefs) Actual number 2,2102 | 3B
MMIC Actual number 1,0 3B
Linear / Digital cireuits,dow voltage (< 30V) Actual number 2,7103 | 2
Linear / Digital cireuits, high voltage(= 30V) Actual number 2,710 | 2
MEMORIES - PROGRAMMABLE ARRAYS- GATE ARRAYS:
SRAM Static read @ccess memories 2,5 per bit 3,010* | 1
PROM, Prograpmabté read only memory 1,2 /, programmable point 1,5 104 [ 3
PLD (PAL) One time electrically programmable logic array (AND / OR arrays) 1,6 per grid point 1,510% | 3
Gate-drrays 3 per gate 1,0103 | 1
Bipolar inclyde : TTL, MTTL, LSTTL, FET, JFET, ECL, etc... technologies.
Silicon: Bipolar andiMOS circuits ( BICMOS)
Digital circuits 4 per gate 1,0 106 | 1)7
Linear / digital circuits low voltage (< 6V) Actual number 2,710* | 2
Linear / digital circuits, high voltage (= 6V) and Smart Power Actual number 2,7103 | 2
SRAM Static Read Access Memory 4 per bit 6,8 107 | 8)8
Gate arrays 4 per gate 6,4 105 | 1
Gallium arsenide
Digital with only normally on transistors. 5 per gate 2,5 25
Digital with normally off and normally on transistors. 3 per gate 4,510 | 16
MMIC Low noise or low power (< 100mW) microwave circuits. Actual number 2,0 20
MMIC Power (> 100mW) microwave circuits. Actual number 4,0 40
Figure 10 — Values of 11 and A; for integrated circuits families
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Technological structure p Interface circuits Agos
Temperature factor 77, Typical calculated values FIT | 77,
MOS _A[ 1 1 ] Function Electrical environment
. 328 273+¢ Computer 10
BiCMOS (low voltage) el /7] switching 15
A=3480; (Ea=0,3 eV)
— = transmitting, 40 1
. 1 1 Interfaces | Telecoms
Bipolar Al —- access,
BiCMOS (high voltage) el 328 213+, ) | subscriber
A=4 640 ; (Ea=04 V) cards
= 3 subscriber 70 1
1 1 i
AsGa Numerical Al —— equipment
o \ 373203+, ] ] Railways, payphone 100 1
Civilian avionics (on board 210 1
A=3_480; (Ea=0.3 ?V) calculators) (
1 1 Voltage supply, Converters 40 1
A\sGa MMIC Al -
sha [373 273+th Non All electrical environment 0
B Interfaces
A=4 640 ; (Ea=0,4 eV)
= ti t t in °C.
; = Junction temperature in Mathematical expression| ;. <8 760 ( ) _ D76
of the ! Zn)i =1
Cyclesyyear
»/Iathc.ematlcal expression of 7, = 0,06 (IaS _acl)l,és Influence factor (ﬂ.n )i ;> 87760 (”n )i =17 le,GO
the influence factor II, eycles/year
Mismatch between n; : Annual number of.cyeles with the amplitude AT;
ubstrate and package for |0‘S - OCC|
he thermal expansion For an on/off phase AT, = AT; i ) —(t )
oefficient 1 3 acsi acsi
a .
5 See Figure 12 For a permianent working AT; =average per cycle of [the (t..)
ac phase, storage or dormant variation, during the i*" pHase of the
mission profile.

Figure 11 — Temperature and overstress factors

Linear thermal expansion Material type Values in ppm/°C
coefficients
Epoxy Glass (FR4, G-10) 16
O, (Substrate) PTFE Glass (polytetrafluoroethylene) 20
Flexible substrate (Polyimide Aramid) 6,5
Cu/Invar/Cu (20/60/20) 5,4
Epoxy (Plastic package) 21,5
o, (Compernent) Alumina (ceramic package) 6,5
Kovar (Metallic package) 5

Figure 12 — Thermal expansion coefficients as and a,

Climate type tae night tae day-light | t.. mean day-light/night | AT, day-light/night
World-wide 5°C 15°C 14 °C 10 °C
France 6°C 14 °C 11°C 8°C

Figure 13 — Climates

© ISO 2018 - All rights reserved 23


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

1SO 26262-11:2018(E)

Material Pin %
Abbreviation type Description nun;ber: in FIT
SO, SOP:1,27 mm pitch Epoxy Plastic Small Outline, L lead; Widths: 3,8 - 7,5 mm 4 to 40 -0,012x51:6°
Power SO Epoxy idem SO with heat sink idem SO
S0J: 1,27 mm pitch Epoxy Plastic Small Outline, ] Lead; Width: 10,16 mm 28 to 44 :0,023><51'5
VSOP: 0,76 mm pitch Epoxy Very Small Outline, L Lead; Width: 10,16 mm 40 to 56 :0,011><Sl'47
SSOP: 0,65 mm pitch Epoxy Shrink Small Outline, L Lead; Width: 10,16 mm 8 to0 56 =0,013xs 135
TSSOP: 0,65 mm pitch Epoxy Thin Shrink Small Outline, L Lead; Widths: 4,1 - 6,1 mm 8 to 38 :0,011><Sl‘4
TSOP I: 0,5p mm pitch Epoxy T Stratt-Outhme T teadomsnmatt cdge, Lcugdl. T8 t0 32 =0,54 x5 5;
11,8 mm
TSOP I: 0,5|mm pitch Epoxy Thin Small Outline, L Lead on small edge; Length: 18 to 32 =1,0xs %34
18,4 mm
TSOP II: 0,4 mm pitch Epoxy Thin Small Outline, L Lead on long edge; Width: 28 to 54 20,04 x5 14
10,16mm.
TSOP II: 0,45 mm pitch Epoxy Thin Small Outline, L Lead on long edge; Width: 34 to.60 :0,042X51»l
10,16mm.
TSOP II: 0,4 mm pitch Epoxy Thin Small Outline, L Lead on long edge; Width: 34 to 60 =0,075%xS 0,
10,16 mm
TSOP II: 0,4 mm pitch Epoxy Thin Small Outline, L Lead on long edge; Width: 34 to 60 =0,13xS 0,7
10,16 mm
PLCC: 1,27 jmm pitch Epoxy Plastic Leaded Chip Carrier, ] Lead, all bodies 20 to 84 :0,021><31'57
CLCC: 1,27 jmm pitch Alumina Ceramic Leadless (and Leaded) Chip Carriergall bodies idem PLCC
MQUAD: 1,27 mm pitch Kovar Metallic Quad Flat Package (PLCC footprint); all bodies idem PLCC
5x5 mm? 32 to 40 1,3
10x10 mm? 40 to 60 41
14x14 mn? 60 to 68 7,2
PQFP, TQF}] Epoxy Plastic (Thin) Quad Flatpack,L Lead, 14x20 mm? 68 to 110 10,2
Bodies defined in following celumn 28x28 mm’ 110 to 225 23
32x32 mm? 225 to 280 29
40x40 mm? 280 to 304 42
ED QUAD, Hower QUAD Epoxy idem PQFP with.heat sink (exposed slug) idem PQFP
CQFP, CERQUAD Alumina Ceramic Quad\Elat pack idem PQFP
MQFP, MQUAD Kovar Metallic Quad Flat pack idem PQFP
13,5x15 mm? 64 to 80 11,4
PBGA Epoxy Plastie'Ball Grid Array- pas >1mm. 17,4x19 mm’ | 80 to 160 16,6
Bodies defined in following column 23x23 mm? 160 to 280 26,6
35x35 mn? 280 to 400 51,3
SBGA Epoxy, Shrink BGA-pas 1mm-Corps 42,5x42,5 mm? 580 71
SBGA Epoxy. Shrink BGA-pas 1mm-Corps 27x27 mm? 672 33
CBGA Alumina Ceramic idem PBGA
PDIL Epoxy Palstic Dual In Line 8 to 64 =9+0,09x9
CDIL, CERDIP Alumina Ceramic Dual In Line 8 to 64 =9 +0,09x9§
PPGA Epoxy Plastic Pin Grid Array 40 to 160 =9 +0,09x3
CPGA Alumina Ceramic Pin Grid Array 40 to 160 =9+0,09x9
Figure 14 — A3 values for integrated circuits as a function of S
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Packages types Examples A3in FIT
Two rows connections packages SO; SOP; SOJ; VSOP; SSOP; TSSOP; TSOP I; TSOP II; etc... =0,024x D108 (1)
Peripheral connections packages PLCC; CLCC; MQUAD; PQFP; TQFP; CQFP; MQFP; etc... =0,048x D108 (2)
Matrix connections packages PBGA; CBGA; SBGA; uBGA; CSP; etc... :0,073xD1,68 3)
Bare die with epoxy drop COB (chip on board) = 0’04ngl,68 )
. L
2

2
Note (1): D= [(g—ljx(pitch)j +(Widzh)2

2
pte (2) : D= ((%—1jx(pitch)j +(Width)2

N | —

Z

1

bte (3) D:|:(Length)2 +(Widzh)2}2

Z

=z

bte (4) : D report area diagonal

Figure 15 — A3 values for surface mounted integrated circuits packages
Onge the base FIT rate of the component die has been generated, a de-rating factor is applied based on
thgrmal effects and operating time. The de-rating factor is determined based on:
— | junction temperature of the component die, which is.¢alculated based on:

— power consumption of the component diepdnd

— package thermal resistance, based on package type, number of package pins and airflow;

— | anapplication profile which defines 1,t0)Y usage phases, each of which is composed of an gpplication
“on-time” as a percentage of total device lifetime, and an ambient temperature; and

EXAMPLE Two examples fop" possible automotive profiles: “motor control” and [‘passenger
compartment” as shown in Figuie 16.

Mission profile Temp, 1 Temp. 2 Temp. 3 Ratios 2 night starts 4 day light Npn used
phases on/off starts Yehicle
IAplication types [(tads 7 (tac)2 7, (tad)s T3 Ton T |M ATy n; AT, ns AT3
¥ ¢ o« cycles/ [°C/cycle cycles/ [°C/cycle cyclep/ [°C/cycle
year year year
otor coritrol 32 0,020 |60  |0,015 [85 |0,023 |0,058 [0942 [670 | =L+55 (1340 | =L+45 |30 | |10
Phssenger ATj ATj
27 0,006 |30 0,046 | 85 0,006 | 0,058 [ 0,942 | 670 —+30 [1340 | —+20 |30 10
cpmpartment 3 3

Figure 16 — Examples of mission profiles for automotive

— activation energy and frequency per technology type to complete the Arrhenius equation.
NOTE 6  Data specific to the product under consideration, such as package thermal characteristics,

manufacturing process, Arrhenius equation, etc., could be used in replacement of the general factors
described above to achieve a more accurate estimation of base failure rate.
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4.6.2.1.1.1 How to combine A1 and A,

With respect to the method described in Figure 9, multiple options exist about how to combine A1 and
Az in the case of circuit elements with different technologies (CPU, memories, etc.) implemented in the
same device.

In one option, each circuit element inherits the A1 and A of the respective technologies, so basically the
A1 and A are summed — as shown in Table 2.

NOTE The A; values are weighted, for example with the transistor counts of the individual circuit elements

as shown in the Equation (1).

o )
. T XT.
| z Jy N . o-035xa . Nelement N i=1\" t,element./; i B
die | 1,element element N 2,element T I
elements total on off'

A

In this example, we assume a CMOS technology based Micro Controller Unit (MCU)which consures
0,5 W power. The digital component die is packaged in a 144 pin quad flat package and cooled by natyral
convection. The MCU is exposed to the “motor control” temperature profile. The résulting increase of the
junction tgmperature ATj is 26,27 °C. An activation energy of 0,3 eV is assumed fdr the Arrhenius equatjon.
Using the model in Figure 9, this results in a de-rating factor (i.e. the second factor of Agje) of 0,17.

Table 2 — Digital component example with siimmed A

Circujt A1 N A2 B_ase De-rating Effgctlve
Elemept (FIT) (transistors) a (FIT) failure for tem failure
rate (FIT) P | rate (FIT)
200000
-6
50 k gate[CPU | 3,4 x 10 (4 transistors/gate) 10 1,7 1,73 0,17 0,06
786 432
16kBSRAM | 1,7x10-7 |  (6transistors/ 10 | 88 8,80 0,17 1,18
bit for a low-power
consumption SRAM)

Die failure rate (FIT) 1,25

As an altefnative approach, it is possibile.(see Table 3) to use the Equation (2) with a single (conservative)
maximum|A; as representative value:

y y
/ld. _ Z A N “ e_0'35><a « i:1(”t,element )i x Ty + Max (/’L )X z,-=1 Max (ﬂt,elemen )i x Ty
ie 1,element element 2,element
lements Ton * Toff Ton + Toff
(2)
Table 3 — Mixed signal example with max of 1,
Base failure De-rat- Effective
Circuit A N o rate without A2 ing failure
Element (FIT) (transistors) A2 (FIT) for rate (FIT)
(FIT) temp
Digital 1,0 x 10-6 28 000 10 | 8,5 x 10-4 1,7
circuits
Linear/digital
circuits low 2,7 x 104 30 000 10 0,25 20
voltage (<6 V)
Die failure rate (FIT) 0,25 Max(20,1,7) = 20 0,17 3,44
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In the following example the integrated circuit consists of three elements. Its composition and the
corresponding A1 and A3 values from Figure 10 are shown in Table 4.

Table 4 — Composition of the example IC in BiCMOS technology

L ) . A1 [FIT] 1,00 x 10-6
element 1 Digital circuits N|100 000
Az [FIT] 1,70
. L. A1 [FIT] 2,70 x 10-4
element 2 Linear circuits LV N|5000
A2 [FIT] 20
X . i A1 |FIT] 2,70 x 1073
eldment 3 Linear circuits HV N|[2/600
A2 [FIT] 20

Using the motor control profile (from Figure 16) as mission profile and 2018 as the manufactt
A1 related term of the die failure rate is computed as in the Equations (3) to (8).

thd

An

N wx e 0,35%a _ (1,0 x107® x 100 000

Z’l,elementl x

element1
3
> [%_2731 32]}
* -3
(”t,elemenu )1 Xy e x0,020.238/99 x 10
34 [5_2731 60)
* -2
(ﬂt,elementl )2 XTy) =e" 4%0,015=1,76 x10
’ 480[5%5—27;>85]
* -2
(n-t,elementl )3 XT3 =€ 4x%x0,023=5,60x10
3
m X 7% 8,25x 1072
t,element1 i i 5
i=1
0,35 3
—U,50Xxa _ -6
ll,elementl x Nelementl xe X Z (”t,elementl )i XTp = 7,53x10°" FIT
i=1
analog calculation provides for the other elements following results:

3
Z(ﬂt,elementZ)- XTp = 8,25 x 1072
i

i=1

) —0,35x(2018—1998)
x e

=9,12x1

hring year,

D> FIT

4)

(5)

(6)

(7)

(8)

9)

3
-0,35xa _ -4
Z’l,elementz x NelementZ xe x Z (ﬂt, element2 j x T = 1’ 02x10 FIT
i=1 !

-1
(ﬂt.element:% )i XT; = 1,01x10

3
i=1

3
—-0,35%a _ -4
xe % (% ctements ) X7, = 4,96 107 FIT
i=1

ﬂ“l,element3 X Nelement3
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3 3
—0,35xa _ -6 -4 -4
> | 2 ctement X Netoment € % 2 (% etement ), *7i | = (7,53 x107® +1,02x 107 + 4,96 x 10 ) FIT

element=1 i=1
=6,05 x 10 *FIT
(13)

For the A7 related term of the die failure rate we get:

Max(’lz,hl ....... :) = (lZ,J ....... :2) = (’lz,J. ....... :3) =20 FIT (14)
y 3 )
Max Z(ﬂt,element )i x Ti = Z(ﬂt,elemenB)i x Ti = 1’01 x10 (15)
=1 element =1
y
Max (1 crement ) % Ma%| D (7, clement ). % 1 =20x1,01x 107" FIT =201 FIT (L6)
’ ’ i
i=1 element

This results in an overall die failure rate of:

Agie 96,05x107* FIT +2,01 FIT = 2,01 FIT (1L7)

To simpliffy calculation, if the user can identify a match betweenits product and one of the integraged
circuit fanmily types listed in Figure 10 then — as shown in Table' 5 below — the user can directly apply
the failurd rate calculation method as described in Figure 9:

Table 5 — Digital component example with matching device type

L 2 N 2 . . Effective fajl-
Circuit Ele- 1 « 2 |Base failure| De-rating ure rate
ment (FIT) (transistors) (FIT) | rate (FIT) | fortemp (FIT)
200000
50 k gate|CPU
(4 trarisistors/gate)
3,4 x 10-6 786 432 10| 17 1,80 0,17 0,31
16 kB SRAM (6 transistors/
bit for a low-consump-
tion SRAM)
Die failure rate (FIT) 0,31
4.6.2.1.1.2 Temperature de-rating

The modelinfigure 9 to calculate the temperature de-rating factor 6t uses the following parameters:

—  (mp);: ith temperature factor related to the ith junction temperature of the integrated circuit mission
profile;

— 13 ith working time ratio of the integrated circuit for the ith junction temperature of the mission
profile;

Y
—  Ton: total working time ratio of the integrated circuit, withz = Zri;
i=1
—  Toff: time ratio for the integrated circuit being in storage (or dormant);

—  Tont Toff = 1.
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For the calculation of a conservative temperature de-rating factor, the off time 7,¢f can be set to zero,
resulting in a slightly modified version of 61 for the temperature de-rating factor 0t conservative:

y
Z(nt)i X
_i=1 (18)

TOH

T,conservative

In Table 2, Table 3 and Table 4, the de-rating factor is calculated after considering the 7o, and 7off time.
In the above digital component example of Table 5, setting the t,¢f to zero gives a de-rating factor of

2 9ft; therefore theeffective faiture Tate vatue chranges fromr 6,31 to 5,24 F11:

4.4.2.1.1.3 Package base failure rate calculation

The package failure rate Apackage as calculated in Figure 9 corresponds to the failure modep inside of
thg package itself (including e.g. the connection between the die and the lead frame) but it al4o includes
the failure rate related to the connection between the package connection points and fthe board
(solder joints) which represents approximately 20 % of the overall Apackige FIT rate as defscribed in
Reference [54]. The semiconductor provider could then use 80 % of Apadkage value for the distfibution of
thq hardware component package FIT rate.

Aslalready described in 4.6.2.1.1, the package failure rate calculation takes into account thq following
pafameters:

— | mq: influence factor related to the thermal expansion:coéfficients difference between thelmounting
substrate and the package material;

— | (mp);: ith influence factor related to the annualiCycles number of thermal variations s¢en by the
package, with the amplitude ATj;

— | AT;: ith thermal amplitude variation of the'mission profile; and

— | A3: base failure rate of the integrated-circuit package.

Table 6 — Package base failure rate calculation example

AT; S D A3 | De-rating for iffective
Phckage type ) Ty temperature |fdilure rate
(°Q) (Number of pins) (mm) (FIT) cycling (FIT)
PQFP 144 26327 144 26,58 1,05 11,87 6009 206
Package failure rate including solder joints between package and board (FIT) 206
Total package failure rate without solder joints between package and board (FIT) 166

The influencing factor m, is calculated using the formula shown in Figure 11, with a5, ac being the linear
thdrnial expansion coefficients for the substrate and for the component respectively. In this example,
welassume FR4 as mounting substrate and a p]nq‘rir‘ pm‘kngp for which Figure 12 delivers kthe values

as =16 and a; = 21,5.

For an automotive profile with number of cycles/year < 8 760, the parameter (my); is calculated using
the formula in Figure 11, with n;: Annual number of cycles with the amplitude AT;.

To calculate A3 in FIT, the formula for peripheral connections packages is used, using a width of 20 mm
and a pitch of 0,5 mm as shown in Figure 15. Using the “motor control” temperature profile shown in
Figure 16, this results in a total failure rate for the package without solder joints of:

The package failure rate is assumed to be equally distributed among the pins, leading to a pin failure
rate of:
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Apln = 1,15

NOTE 1

FIT.

The package in the example is a 144 pin quad flat package and cooled by natural convection. The

power consumption is 0,5 W leading to an increase of the junction temperature AT; of 26,27 °C. The value of D and
A3 are computed using Figure 15 on the basis of the following values: pitch = 0,5 mm and width = 20 mm.

NOTE 2

EXAMPLE 1

Not all packages are covered by the tables in Figure 14 or Figure 15. In this case expert judgment can
be used to estimate the contribution of the package to the overall failure rate.

characteristics of the device package and the system’s printed circuit board.

Package failure rate estimation is based on the knowledge of the construction and thermal

NOTE 3
EXAMPLE

4.6.2.1.1.5

The failur]
shown in |
an interfa
external e

Figure 11
electrical

AEos =

This resul

AOVGFSt

AOVBI‘St

To forecas
argued, th

NOTE
calculation|

4.6.2.1.2

The SN 2
reference
transistor]
reference

FEqual probability for pins can be used in this example but not for all cases.

p In BGAs, certain locations can have higher distribution than other locations.

| Example of failure rate resulting from electrical overstress

Figure 9. If the device has a direct connection to the external environment, i.e. the devic
Ce, 11 is equal to one. If the device is not an interface, i.e. it has no'direct connection to
nvironment, 77y is equal to zero.

shows different Agps for various electrical environments, Unfortunately, an automof]
bnvironment is not given. Instead the “civilian avionics (ox‘bpard calculators)” can be chos

20 FIT.

Es in a failure rate due to electrical overstress fot. the whole device of either

-ess = 20 FIT, if the device has a direct contagtto the external environment, or
Fess = 0 FIT in every other case.
t the impact of electrical overstress on the device is non-trivial. If no particular impact can

en Agverstress can be added.fogie to increase the overall die failure rate of the whole devig

Electrical over-stress can-be considered a systematic failure mode and reduced to zero FIT
of random hardware-failure metrics.

SN 29500

D500 follewsS a table look up approach. Expected values for failure rates under specif]
ronditions’are given. Values are to be looked up in tables using product type, technology 3
countaas an input. If the integrated circuits are operated under conditions different from
conditions a calculation from reference to operating conditions is to be used. The calculat

takes into

e rate for the whole device due to electrical overstress can be calculated using the formjula

P iS
the

ive

be

®

for

ied
nd
the
ion

cancidaration tamnaratiien unltaogn and dwifr (for nalognn alamantc) Eox +tha farmnnrat

ure

CoOroTO T O tIoT cCmp tTatutr O v orta g oo o i o (TOT oo tog at—Cremtes oTr—trretCrp T

part of the calculation to operating conditions a modified Arrhenius equation is used.

4.6.2.1.2.1 Example of computation for a semiconductor component

Parameters required for the calculation of the failure rate with SN 29500:

N, the

30

number of equivalent transistors;

Aref, the basic failure rate for the hardware component, based on the process technology;
ATj, the junction temperature increase; and

the mission profile of the hardware component.
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NOTE1 In cases where the number of equivalent transistors N is not listed in the failure rates families tables
1, 2 or 3 of SN 29500-2:2010 and when possible the user can use an interpolation or extrapolation method to
determine the equivalent Arefand 6y;,1 (virtual junction temperature) values.

EXAMPLE For "microprocessors and peripherals, microcontrollers and signal processors” family as defined
in SN 29500-2:2010, Table 2, the following interpolation example is done to determine Arefand 6y;,1 values.

Assuming a microcontroller with 500 K gates the calculation of the A could be done using the
following steps:

— 1st step: translating Aref values from Table 2 to a same virtual reference temperature qy;j,1 for

C)&dlllp]lc 90-2€ by using the temperature dcpcudcut factor -
E_xz E_xz
Axe “ +(1—A)><e 2
Tr = 5 E (19)
Axe M et + (1 - A) xe 2 et
SN 29500-2:2010, Table 2 — CMOS
(19) 1k 10k 100k 1M 10M 100M Oyj,1
Aref (50°C) 25 50 °C
Aref (60 °C) 30 60 °C
Aref (80 °C) 50 80 °C
Aref (90 °C) 80 120 150 90 °C
T (90 °C) 5,18 3,47 1,53 1 1 1 —
Aref (90 °C) 130 105 76 80 120 150 FIT
— | 2nd step: linear interpolation of Arerat 90 °C for desired complexity, i.e. 500 K transistors
Aref (90 OC)
Gates 1k | 10k | 100k 1M 10M | 100M Oyj,1
Aref (90°C) | 130:40105 | 76 80 | 120 | 150 FIT
A = Aref
ref(1 M@90 °c) re (100 K@90 OC)
At = +(500 K +100 K x
re (500 K@90 °c) ref(lOO K@90 °c) 1M-100K (20)
(80575
=76+ 400 K x =78,2 FIT
— | 3rd step: lingat Interpolation of 6y; 1 for the desired complexity i.e. 500 K transistors:
9vj,1(1 M) 9vj,1(100 K) (90 - 30) .
0 =0 +(500K—100K)>< =80+ 400 K x L —84.4°C
v (500 K) = j1(100 K) 1M-100 K 900 |
(£1]

— 4th and final step: translate Aref(500K@90 °C) to Ovj 1(500K) using the temperature dependent factor 7

TTT(90 °C ==>84,4°C) = 0,79 (22)

Aref(500K@84,4°C) =Aref(500K@90°C) X TTT(90°C ==> 84,4 °C) = 78,2 x 0,79=62 FIT (23)
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SN 29500-2:2010, Table 2 — CMOS
Gates 1k 10k | 100k | 1M | 10M | 100M | 6yj1
Aref (50 °C) 25 50 °C
Aref (60 °C) 30 60 °C
Aref (80 °C) 50 80 °C
Aref (90 °C) 80 120 150 | 90°C

NOTE 2  The values regarding mission profiles are only examples. The requirements for all semiconductors
within an ECU are aligned with the requirements of the respective ECU specifications.

4.6.2.1.2.2 Failure rate calculation for the semiconductor component example without non-
operating phase

For the digital component example described in previous clauses, in CMOS technology, with 500 K to
5 million gransistors we get 80 FIT at 90 °C reference temperature condition. The following parameters
are listed |n Table 7 and Table 8:

— A, conlstant;

— Ej1, Ej2, constant activation energy in eV.

Table 7 — Parameters required for failure rate calculation)éxample with SN 29500

Temperature
N Technology and Aref AT; dependént refer- Ea1 Ea2
. famil ence (Zrer) A
(transiktors) amily (FIT) (°Q) (eV) (eV)
(1/ev)
986 432 CMOS, micropro-
(Digital {SRAM) cessor 80 26,27 511 0,9 0,3 0,7

Assuming| 500 working hours per year and-uSing the motor control mission profile as defined| in
Figure 16,|lwe have the result of Table 8.

Table 8 — Digital component failure rate calculation example with SN 29500

Ambient femper- Junction temper- Dependence factor
atuke Working Fitne ature Temperatufre depend-
p o 7 ence factor
{ (h) 2 (1/ev) 21(00)
(&) (°Q)

32 172,4 58,27 2,04 0,27

60 129,3 86,27 4,77 0,85

8] 198,3 111,27 6,87 2,51

Qverall Temperature Dependent Factor 1,31

Effective failure rate for the overall hardware component (FIT) 105

4.6.2.1.2.3 Failure rate calculation for the semiconductor component example with non-
operating phase

There is a difference between the model described in 4.6.2.1.1 and SN 29500 in the way the non-
operating phases are considered. In the model described in 4.6.2.1.1 the non-operating hours are by
default included in the mission profile of the product whereas in SN 29500 only the operating hours are
by default considered. As described in 4.6.2.1.1.2, an alternative approach for calculating failure rate is
setting Toff time to zero.
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In a similar way, operating and non-operating phases can also be taken into account in SN 29500 for the
calculation of the failure rate. This is done by applying a stress factor 7., described in SN 29500-2:2010,
4.4. Using the motor control mission profile as defined in Figure 16 and an average temperature of
10,5 °C gives a stress factor value of 0,06. Applying the calculated stress factor to the digital component
example failure rate gives the results of Table 9.

Table 9 — SN 29500 failure rate calculation with or without non-operating phases

A A
N Technology and Aref . Stress . .
ftransistors) Family ey | Without non-oper- Factor | With non-operating
T 7 U1 ating phase (FIT) phase|(FIT)
986 432 .
(bigital + SRAM) CMOS, microprocessor 80 104,65 0,06 6,8
NO['E The non-operating average temperature is obtained from the average worldwide night ard day-light
tenpperatures (respectively 5 °C and 15 °C) as defined in Figure 13 and considering a:50"% ratio betfween night

andg
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stated by the maintainer of SN 29500, the base failure rate valde calculated with SN 295
the whole hardware component only and does not provide admnethod to split between pack
e and die failure rate. Therefore, the ratio of die failure fate and package failure rate is
ed on expert judgement, if required.

AMPLE As example of expert judgment, an estimation of the split of package and die failure
5N 29500 base failure rate could be calculated by using-the same ratio as determined by method
ed on other industry sources which provide such dataor from field data statistics when available.

4.2.1.3 FIDES Guide

e following is an example of the estimation of hardware failure rate as needed to support qu
\lysis using the methods detailedin'the FIDES guide [9]. The failure rate model for a semi
FIDES guide considers the failure'rate of the device to be a factor of:

physical contributions (4physical);
process contributions (7process); and
part manufacturing contributions (mpym).

b first is an ddditive construction term comprising physical and technological contributi
Feliability. The second is a multiplicative term including the quality and technical contr¢
relopment,/manufacturing and the usage process for the product containing the device.
tor represents for example the quality of the manufacturing site and the experience of th|
ocess+dnd mpy are set to 1 as these factors are related to systematic issues.

.2.1.2.4 Method to split SN 29500 overall failure rate into die.and package failure rates

DO is valid
hge failure
estimated

rates from
4.6.2.1.1 or

antitative
conductor

ng factors
|1 over the
The third

e supplier.

The physical contribution is composed of stress acceleration factors due to usage conditions and an
induced (i.e. unexpected overstress) multiplicative term inherent to the application of the product
containing the device. However for the sake of simplicity, in the current example this induced
multiplicative factor is set to 1. When actually applying it, the value based upon placement, usage
controls and sensitivity to over stresses of the component is determined.

The models used in the FIDES guide for integrated circuits include the following physical stress families:

©

thermal;
temperature cycling;

mechanical; and
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humidity.

NOTE For the sake of keeping the examples simple, the following calculations do not include mechanical and
humidity related failure modes. These additional failure modes are considered in a real application.

To compute the digital component die and package base failure rates (i.e. before application of de-rating
for operating conditions), it is necessary to consider the following elements:

AoTH, the basic failure rate associated with the type of device and process technology; and

physical stress parameters a and b associated with the type of package.

Those fact
type of ci

ors are combined using FIDES. Parameters selection can be based on the process technglg
Fcuitry and package utilised by the design. Values are available related to Microproces

gy
LOT,

Microcont

Table 10 a

roller, DSP and SRAM, and PQFP package with 144 pins.

hd Table 11 below show the computation of the failure rates used in the quantitative example

of a CMOS

in a 144 pin quad flat package and cooled by natural convection and low-conductivity’board.

technology based MCU which consumes 0,5 W power. The digital componentdie is packaged

Table 10 — Base failure rate of the die from UTE FIDES

Circuit element (AIE)ITI‘H)
50 k gate CPU 0,08
16 kB SRAM 0,06
Sum 0,13

Table 11 — Base failure rate of the'package from UTE FIDES

AOTCy_Case AOTCy_Solderjoints
A0TCy_Solder-
20 y_So
Package a ¥ TCy_Case a b joints
(FIT) (FIT)
144 pin PQFP 12;4r | 1,46 0,01 10,80 | 1,46 0,03

Once the base failure rate for the.digital component die and package has been generated, a de-rating

factoris a

juncti

bplied based on thermal effects and operating time. The de-rating factor takes into account:
bn temperature ofithe digital component die, which is calculated based on:
pwer consumption of the digital component die; and

hckagethérmal resistance, based on package type, number of package pins and airflow.

plication profile which defines1to Y

usage phases, each of which is composed of an applicatfion
”n o ” “ :

on-times e peratare—ahe
temperature”.
NOTE The profile for use in the model considers more/other parameters than those provided in the profile

of Reference [40].

At first, the simplified mission profile example shown in Table 12 is considered.
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Table 12 — Simplified mission profile example

Thermal Thermal cycling
T. - Ney-an- Tmax-cy-
0 annu T . AT . 0 Ccy-an max-cy
PHASE 01;1{ al-phase a?;l():lfnt Ezf(c:l)mg (hofl};‘S) nual cling
(hours) (hours) (°C)
Non-operational day Off 720 15 10 24,0 30 20
Night start On 168 60 55 0,25 670 60
Day start On 335 60 45 0,25 1340 60
Off-operatiomatday Off 7538 15 16 2255 30 20
The die base failure rate with de-rating factors is computed as in Table 13.
Table 13 — Die base failure rate with temperature de-rating factor
Circuit element AoTH Derating for tem- Effective failure
(FIT) perature rate (FIT)

50 k gate CPU 0,08 5,79 0,43

16 kB SRAM 0,06 579 0,32

Sum 0,13 0,75
For evaluating these de-rating factors, the junction temperature, i.e. ATj due to self-heating is calculated
as [18 K, using the parameters and formula described in FIDES (see Table 14).

Table 14 — Package base failure rate with-temperature cycling de-rating factdr
ATCy_case ATCy_solderioints
Package AOTcy case | Derating | _Effective failure A:T_Cy_—st"]' Derating | Effectiye failure
: erjoints :
(FIT) for cycling rate (FIT) (FIT) for cycling ratq (FIT)
14 pin PQFP 0,01 130 0,75 0,03 10 0,28

Th
lisfled in Table 16.

Table 15 — Elaborated mission profile example

bn, the elaborated mission profile example shown in Table 15 is considered. The de-rating f

actors are

Thermal Thermal cycling
PHASE On/ tannual-phase Tambient ATcycling Teta cy Ncy—annual Tmax-cycling

off (hours) (°C) (°C) (hours) | (hours) (°C)
Non-operational day Off 720 14 10 24,0 30 19
Night start On 117 32 22 0,0 670 32
Daystart On 538 32 138 0,0 17320 32
Full load operation On 201 85 53 1,0 335 85
Highway operation On 131 60 28 4,0 30 60
Off-operational day Off 7,532 14 10 23,0 30 19
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Table 16 — Effective failure rate

Circuit element AotH (FIT) Deratingtfl(l):etempera- Eff(:-;tti:‘z lf:l;l)ure
50 k gate CPU 0,08 12,44 0,93
16 kB SRAM 0,06 12,44 0,68
Sum (FIT) 0,13 1,61

For evaluating these de-rating factors, the junction temperature, i.e. 4T, due to self-heating is
calculated as 18 K, using the parameters and formula described in FIDES. As shown in Table 17, the

component package failure rate is then 0,25 FIT. The solder joints failure rate value in Table 17 is giy
as information only and is not considered as part of the package failure rate.

Table 17 — Package and solder joints failure rate

yen

ATCy_case ATCy_solderjoints
(FIT) (FIT)
AO1cy_case | Derating | Effective failure A0tcy sol- Derating for | Effective failuie
Package = . derjoints ;
(FIT) for cycling rate (FIT) (FIT) cycling rate (FIT)
144 pin FQFP 0,01 42 0,25 0,03 4 0,12

4.6.2.2 Permanent base failure rate calculation using field data statistics

Itis important to use field data statistics with care, as it is very difficult to get an appropriate estimation.

A thorough analysis of the field return process is perfornied and the result of the analysis is used
the quantJtative evaluations. In particular the following{opics are evaluated:

— how does the field return process handle known-quality issues;
— what kind of information is available about/the real mission profile; and
— what Is the effectiveness of the field monitoring process.

Because the methodology used to cateulate the failure rate from field data has an influence on
confidenc¢ level of the resulting failure rate value, the following points are taken into account by
semiconductor suppliers:

for

the
the

— aproper field data collection system as required in ISO 26262-2:2018, 7.4.2.3, NOTE is put in plage;

— the gdal of the method is not to approximate as close as possible the real failure rate, but to provij
a failyre rate valte-for which there is a high confidence that it is above the real failure rate valus;

— signif]cantsource of systematic faults are only removed from the field statistics if the source of

systelratic faults has been mitigated;

EXAMPEET AT eXampie Of a Major SOUTTE Of SyStematic fauits 15 EOS:
NOTE1 Evidence of mitigation of the source of the systematic fault is documented.

— because the semiconductor suppliers could not be aware of all failures in the field, a correction fac
(CF) can be applied to the total number of returns. That factor can depend on many paramet
such as the application and the device population used to estimate the field based failure rate;

tor
ers

NOTE 2  Rationale is provided from those semiconductor suppliers who estimate failure rate based on

field returns.

— an acceleration factor (AF) corresponding to the temperature stress or to the thermal cycl

ing

stress effects can be respectively calculated using applicable, validated thermal strain or brittle

fracture model.
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EXAMPLE 2 Coffin-Manson or Englemaier-Clech methods.

the total operating time of the products in the field can be estimated using the mission profiles of
the products when available. The variability in car usage from the drivers can also be taken into
account by estimating the quantity of hours spent in field using for example a mean of 500 hours a

year with a standard deviation of 145 hours; and

the mission profile of the field data is documented and considered appropriately in the qu
evaluations.

antitative

4 221 Evnonantinal modal mathod
6221 Expenentialmedelmethod
The exponential model can be used in general to determine a constant failure rate from field returns.

In this model, x2 (chi-square) statistical function gives a good approximation of the' failurg
prgposed to use an interval estimator with a one-sided upper interval estimation“at, at l¢

rate. It is
ast, 70 %

conjfidence level instead of using a point estimator for the failure rate. That mmeans that yith 70 %
prgbability, the real value of the failure rate is below that value. The failure ratéZcan be calculpted using

thg formula below:

x10°

FIT =

2
XCL;2n+2

whlere

NO['E

AF acceleration factor.

dedcribed in 4.6.2.2.2.

2 x cumulative operational hours x AF

CL confidence level value (typically 70 %);

n  number of failures multiplied by the correction factor;

4.4.2.2.2 Calculation example of-hardware component failure rate

(24)

The acceleration factor is used to adapt failure rate values from one mission profile to andther one as

In this sub-clause an exampleyof a die failure rate calculation using field data statistics is gjven using
thg exponential model method. In this example we assume that the semiconductor supplier is|collecting
staftistics from three products in the field as described in Table 18 below.

Table-18 — Mission profile and equivalent junction temperature Tjeq

Chip 1 Chip 2 Chip 3
T; (°C) Phase Duration T; (°C) Phase Duration T; (°C) Phase Puration
(hours) (hours) (hours)
=20 1000 -25 100 -20 500
16 2-866 16 566 +5 800
30 1500 35 10 000 45 6000
45 6000 55 8000 80 4200
70 1000 90 1000 100 600
100 1300 100 200 120 300
130 200 120 200 150 100
Tjeq (°C) 55,1 Tjeq 51,4 Tjeq 67,4
Total duration 13000 Total duration 20000 Total duration 12500

NOTE 1

The mission profile equivalent temperature Tjeq corresponds to the temperature that would have the

same effect as the whole mission profile from a temperature stress perspective. Tjeq can be calculated using the
Arrhenius equation. In the above example an activation energy E; of 0,3 eV was assumed.
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NOTE 2  The device operating hours of the different devices can be summed up together if they are referred
to the same reference temperature Tref. In this example Treris 55 °C and the equivalent devices hours at Tyef are
calculated using Arrhenius equation associated with an activation energy E, of 0,3 eV.

NOTE3  As shown in Table 19, the failure rate per mm?2 value at the reference temperature Tref is calculated
using the x2 statistical function from the total number of failures and the total number of die area hours. In this
example an upper confidence level of 70 % has been used.

Table 19 — Calculation of failure rate per mm?2 at reference temperature Tyef

Product | Die Mission Total Arrhenius |Equivalent| Equivalent Nb of Nb of fail-
Name | size profile Device | Acceleration |Operating| diearea failures |ureswith
mm?2 equivalent | Operating Factor hoursata Tyef| hoursata during CE=%
temp Tjeq | hours (in of 55 °C (in| Trefof 55 °C | warranty
(°C) million de- million de-| (in million period
vice hours) vice hours) |mm?2 hours)
Chip1 30 55,1 7000 1,00 7 022,67 210 680
Chip2 25 51,4 10 200 0,89 9 066,96 226 674
Chip3 50 67,4 5000 1,47 7 359,25 367 963 2 10
Total die area hours 805 317 Total nb of 20
failures
FIT/mm?2 at Tyef of 55 °C 0,029

As explairfed in Figure 17 below, the failure rate per mm? at Ty¢f d€rived from the field data statistics
can then He used to calculate the failure rate of the target productunder design (see Table 20).

|_ Technology C —I

Product 6 Products in the Field

- Mission profile

- Operating hours
in the field

- Nb of field returns

- Die size (mm?)

Technol%}
Product
- Mission profile
Tecl urs
Prodl FIT rate calculated at

- § Tref using Arrhenius
- Missien‘profile ;
52O DroT s acceleration factor
Product 1

echnology A rs .
eiduct L | FIT rate
=Mission profile s ! Pro]gcted at
areference

A ; ) .
QOperating hours | temperature

- Mission profile
- Operating hours
in the field

- Nb of field returns
- Die size (mm?)

in the field Tref
- Nb of field returns
- Die size (mm?)

FIT/mm?
Calculate FIT rate from
Tref to Product X
mission profile using
Arrthenius acceleration
Technology A factor
Product X
(in development)
Calculate
- Mission profile Product X
=L ddie N
size (mm?) Tref

Figure 17 — Die failure rate calculation method using field data statistics
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Table 20 — Final chip failure rate calculation

Mission heni b
profile Equiv. | pje size FIT/mm2 Arrhenius FIT/mm2 at l_)1e ase
Temp Tjeq (mmz2) at Tref Accelera- Equiv, Temp T’ failure rate
) re tion Factor ) Jeq (FIT)
Q)
Target Ch_lp 75 23 0,03 1,84 0,05 1,22
under design

NOTE 4
Cofffir=

field data statistics.

in the field
- Nb of field
- Nb of pins

- Mission profile

information
- Operating hours
in the field

- Nb of field returns
- Nb of pins

Package type C
Product 6
- Mission profile
with thermal cycling
information
- Operating hours

with thermal cycling s

Products in the Field

returns

Package type A
Product 3

- Mission profile

Product 1

Package type A
Product 2

- Mission profile
Package type A

cling

s

S

Package type A
Product X
(in development)

- Mission profile
with thermal cycling
information

- Nb of pins

Calculate FIT rate from
ATref to Product X
mission profile using
Coffin-Manson or
Norris-Landzberg
acceleration factor

Average
Environmental
Temperature
profile and car
usage

Calculate the temperature
cycle for eath phase
of the missienmprofile

T

"Physics of failures and modgls")
Aryhenius model. Figure 18 gives an overview of the methods used to calculate the package failure

Product 1
with temp
cycling
information
vs env.
temp. profile

Coffin-Manson or Norris-
Landzberg acceleration
factors calculated based

on a reference
temperature amplitude
difference ATref

-

Product 1
FIT rate
Projected at
areference
ATref

FIT/pin

Calculate

ProductX

Fit rate at
ATref

Same method is applied to calculate package failure rate but the acceleration factor is calculated using

ire Modes",
instead of
rate using

1LY

Figure 18 — Package failure rate calculation method using field data statistics

NOTE 5

In case that the field data analysis does not distinguish between die and package (as it is the case for

example in SN 29500 [38]) then the Arrhenius law can be used to calculate the hardware component (die and
package) failure rate using the mission profile temperatures and reference temperature Treras in Figure 18.

4.6.2.3 Base failure rate calculation using accelerated life tests

To de-rate from the temperature at which the life test is carried out to the maximum operating
temperature an acceleration factor is applied. This calculation uses Arrhenius equation with activation
energy of 0,7 eV. It is recommended to estimate and verify activation energy associated with desired
failure mechanism.
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The number of faults obtained from the sample is used in the x2 distribution function with a certain
confidence level to obtain the number of faults that would occur over the entire population tested.

Voltage acceleration is also taken into account when determining the life of devices. For CMOS, this
is calculated by taking the gate oxide thickness into consideration and de-rating from the stress test

voltage to

AFy =

where
AFy
Vo
Vi
§

4.6.2.4

The prev

semiconductor component. Depending on the methods, the overall¢<semiconductor component fail

ratecanb

the safety analysis the semiconductor component failure ratexis allocated to the failure modes
elements ¢omposing the semiconductor component.

Different distribution methods can be applied:

— failur

memgdries). Two methods can be considered te-extract or obtain the distribution:

— tHe first method consists of using a fdilure rate per mm?2 value obtained by dividing the
falilure rate or the whole hardware component failure rate (if not separated into package §

d
d

— the second method js'based on base failure rates and elementary subparts. This is done
mlaking an estimation’of the number of equivalent gates (or number of transistors) for e

p

— failur

packaje is available. In such a case, for pins that are safety-related, the distribution of the fail

rate c

rate bly the total number of pins of the package (safety-related or not).

NOTE
analysis or

40

failure rate per mm?2 value;\and

the life operating voltage.

exp (B) x [Vi = Vo]

(25)

voltage acceleration factor;
gate voltage under typical operating conditions (in Volts);
gate voltage under accelerated test conditions (in Volts);

voltage acceleration coefficient (in 1/Volts).

Failure rate distribution methods

ous sub-clauses detail several methods to determine ,the’ base failure rate for

e available as a single value or combination of package failure rate and die failure rate. Dur

e rate distribution of the die part of the component (i.e. digital blocks, analogue blocks 3

e contributions) by the die area of the hardware component. The failure rate distributios
ne by multiplying the partor'subpart area related to the failure mode under analysis by

rt, subpart or/basic/elementary subpart related to the failure mode under analysis.

e rate disttibution of the package. This can be derived only when the failure rate of

hn berdone using a failure rate per pin value which is obtained by dividing the package fail

the
ire
ing
of

nd

die
nd
N is
the

by
hch

the
ire
ire

The selection of the method used can be based on the layout (or planned layout) of the circuit un
on the analysis of how failure modes are shared between the hardware elements.

der

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

IS0 26262-11:2018(E)

Industry
sources
or field data

—1

Hardware
component
failure rate

FdL;\dsC DIC
failure rate failure rate

!_ | Failure rate allocation to elements_!
| | |
: Failure rate I Failure rate allocation based on the number of equivalent

| erpin | gates or transistors for each part, sub-part, or basic/, ‘
! perp | elementary sub-part, or on the relative area of each element I
| | |
; Package/pin Digital part Analouge part Memory, part

| failure rate failure rate failure rate failure rate ‘

Figure 19 — Failure rate distribution

4.4.2.5 Base Failure Rate for MCM

The base failure rate for Multi Chip Modules’(MCM) is evaluated with care. If industry sources (or a
madel such as the one described in 4.6.2.1:1) are used to estimate that failure rate, argumentg are to be
prgvided to justify the applicability orthe customisation of that industry source.

4.7 Semiconductor dependent failure analysis

4.7.1 Introduction to DFA

The goal of this sub*clause is to provide guidelines for the identification and analysis df possible
cotnmon cause and-¢ascading failures between given elements, the assessment of their risk gf violating
a spfety goal (onderived safety requirements) and the definition of safety measures to mitjigate such
risk if necessapy: This is done to evaluate potential safety concept weaknesses and to providg evidence
of the fulfiliment of requirements concerning independence resulting from ASIL decomposition (see
ISQ 26262-9:2018, Clause 5) or freedom from interference identified during coexistence anplysis (see
1SQ 26262-9:2018, Clause 6).

The scope of this sub-clause is the Dependent Failure Analysis (DFA) between hardware elements
implemented within one silicon die and between hardware and software elements. The elements under
consideration are typically hardware-elements and their safety mechanisms (specified during the
activities of [SO 26262-5).

The scope, analysis method(s) and the necessary safety measures can depend on the nature of the given
elements (e.g. only software elements, only hardware elements or a mix of hardware and software
elements) and the nature of the involved safety requirements (e.g. fail safe).

As defined in ISO 26262-1:2018, 3.30, the Dependent Failure Initiator (DFI) is the single root cause
that leads multiple elements to fail through coupling factors. A list of DFI is provided as a starting
point, considering different systematic, environmental and random hardware issues (Table 21 to
Table 26). Some random hardware DFI, e.g. shared resources or interfering elements of the elements
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under consideration, can be considered within the standard safety analysis once the dependencies
are identified and can be classified as either residual faults, single-point faults or multiple-point faults
(ISO 26262-5:2018, 9.4.2.4, NOTE 1). The DFA addresses those DFI, which are not addressable within
the standard safety analysis, in a qualitative way.

EXAMPLE Interfering elements have the capability to corrupt resources of other hardware elements as
a consequence of a random hardware fault or systematic fault: e.g. a DMA (direct memory access peripheral)
writes to a wrong address and silently corrupts safety-related data.

The list of DFI also contains some typical safety measures used to address these. The necessary safety
measures can depend on the nature of the safety requirement. One requirement could be to minimise
the occurience of the dependent failures in the field, another could be to ensure that dependent failujres
do not violate a safety goal.

4.7.2 Relationship between DFA and safety analysis

The eleme
accordanc

These can

dual-f
fy

fy

and si
infras|

cl

nts for which a DFA is relevant, can already be identified from the safety(analyses done
e to [SO 26262-5:2018, 7.4.3.

be:
oint failure scenarios such as:

nctions and their safety mechanisms (including the fault reaction path — the chain of eleme

and/or tasks that are required to implement the fault reaction); and

nctional redundancies (e.g. two current drivers or two*A/D converters).

ngle-point (residual) failure scenarios of shared‘élements that belong to the semiconduc
tructure like:

pck generation;

e

bedded voltage regulators; and

in

nts

tor

— any shared hardware resource used by the aforementioned elements.

1ts
the
ety
the
tly
the
bd)
the

The safety analysis primarily focuse§ion identifying single-point faults and dual/multiple-point fay
to evaluafe the targets for the 1S0-26262-5 metrics and define safety mechanisms to improve

metrics if fequired. The DFA complements the analysis by ensuring that the effectiveness of the saf
mechanisins is not affected by dependent failures initiators. As mentioned in ISO 26262-5:2018, 7.4.3,
safety analysis can first beused to support the specification of the hardware design and subsequer
for the veification of the)hardware design. The DFA can be applied during the specification of

hardware|design (e.g..t0 specify safety mechanisms for the shared elements that have been identifi
and also o verifythat the assumptions taken during the specification are realised and reach

intended gffectiveness.

4.7.3

Depéndent failure scenarios

In Figure 20, Element A and Element B are elements that have the potential to fail due to an external
root cause. The root cause can be related to a random hardware fault or to a systematic fault.
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andl also to define the adequate models that'can be used to verify the effectiveness of the

me

Figure 20 — Schematic representation of a dependent failures and its DFI

pical situations related to a random hardware fault can include failure of sharéd resource
rsical root cause. For these situations a failure rate could be quantifiediand could be con
safety analysis according to ISO 26262-5:2018, Clauses 8 and 9.

FE1 In this case, the risk resulting from this DFI is evaluated within the quantitative safef
refore, no separate argument is necessary.

pical situations related to systematic faults can include environmental faults, develop

. For these situations it is generally not possible to make a quantitative analysis. Additi
t cause can be located inside the semiconductor element under consideration or locate
pagating into the semiconductor element through sighal or power supply interfaces for in

ure 20 refers to a coupling mechanism intended-to characterise some exemplary propen
turbances created by a given root cause. Suchproperties can help to specify the mitigation

asures (see 4.7.5.2). They are now introduced:

coupling mechanism: this characterizes the means by which a root cause induces a di
Known coupling mechanisms dre:

— conductive coupling (electrical or thermal) that occurs when the coupling path be
source and the reeeiver is formed by direct contact with a conducting body, for
transmission line, wire, cable, Printed-Circuit Board or “PCB” trace or metal enclosu

near field coupling that occurs where the source and receiver are separated by a shot
(typicallyless than a wavelength). Strictly, "Near field coupling” can be of two kinds
induction*and magnetic induction. It is common to refer to electrical induction as
coupling, and to magnetic induction as inductive coupling:

—. capacitive coupling that occurs when a varying electrical field exists between tw
conductors typically less than a wavelength apart, inducing a change in voltage

S or single
sidered in

y analysis.

ent faults,
onally the
d outside,
stance.

ties of the
measures
mitigation

sturbance.

tween the
example a
re; and

t distance
electrical
capacitive

o adjacent
hcross the

gap; and

inductive coupling or magnetic coupling that occurs when a varying magnetic field exists

between two conductors in close proximity, typically less than a wavelength apart, inducing

a change in voltage along the receiving conductor.

the receiver via a physical medium.

mechanical coupling occurs when mechanical force or stress is transferred from the source to

EXAMPLE This can be relevant for MEMS, where a particular shock with a particular resonance and

waveform might force the comb structures in an accelerometer to stick (also known as st
5.5.3.2 for more details.

radiative coupling or electromagnetic coupling occurs when source and receiver are
by alarge distance, typically more than a wavelength. Source and receiver act as radio

© ISO 2018 - All rights reserved

iction). See

separated
antennas:

43


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

IS0 26262-11:2018(E)

the source emits or radiates an electromagnetic wave which propagates across the open space
in between and is picked up or received by the receiver.

— propagation medium: this characterizes the coupling path the disturbance uses through the
semiconductor element. Typically it can be:

— signal lines;
— clock network;

— power supply network;

—| substrate;
— package; and
—| air.

— locality: this characterizes if the disturbance has the potential to affect multiple elements of is
limited to a single element. In the latter case the affected element is assuméd to produce a wrong
outpult that propagates to multiple elements connected to it (cascading effects);

— timing: this characterizes some properties of the disturbance related‘to‘its propagation delay (f.g.
for prppagation of temperature gradient) or its timing behaviour like'periodicity (e.g. in the cas¢ of
ripplelnoise over power supply), etc.

In order tq illustrate the aforementioned properties two examples.are given in Figure 21 and Figure 22.

ErrotAl
,_“_"_"_" e Two instances
: of the same
| —| ElemehtA1 Element C hardware element
. are compared
| by a hardware
Root Caus: Through'glven comparator
coupling
creates ar . :
) —| mechanisms Coupling A |
unintendefl .
. disturbance affects : :
disturbange 3 H
elements | |
: Element B HW :
| —| Element A2 Comparator - HW Error-e |
Error A2

Figure 21 — Dependent failures by physical coupling

In Figure 21 Element A1 provides the outcomes used by Element C for implementing a safety function.
Element Al-and Element A2 are used as redundant elements compared by Element B hardwhare
Comparator-and-in the case of mismatch (Failure Al or Failure A2) the “hardware error” signal is
activated. In this example, the Element A1 and Element A2 can produce identical erroneous outputs
(Error Al and Error A2) if both elements are affected by a fault that results from a same root cause.
The presence of this possible dependent failure cannot be differentiated by Element B at the time that
Element A1 and A2 are compared.

NOTE 2 It is assumed for simplification that Element B itself is not affected by the disturbance. Taking into
account the assumption that Element B is operational it is further assumed that as long as Error Al and Error
A2 present some temporal or spatial dissimilarity, the dependent failures situation can be controlled. Such
dissimilarity can be the consequence of differences in the manner the disturbance propagates to both elements
(e.g. different propagation delay of a signal glitch that takes different physical routes to reach boundaries of
Element Al and Element A2) or in differences in the effect (e.g. if the effect is a signal timing violation, it can have
different effect on the respective logic of Element A1 and Element A2).
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I Element A1 Element C hardware element
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|
unintended mechanisms |- —— x (Shared . h
disturbance disturbance affects Resource) | |
elements . .
' Element B '
I Element A2 HW - |
(' Errorx ) H Comparator HW
i Error |
Figure 22 — Dependent failures due to resource sharing
Figure 22 extends Figure 21 where Element A1 and Element A2 produce erroneous outputs|caused by

an

extflernal to the element itself. The erroneous output of Element X propagates to both Elemd
Ele
(IS}

4.7

De

SOfJ

(s

cayse failure in a given failure scenario is not always possible or useful. In this case, the t
scdnarios are not differentiated any further.

If the focus of the DFA is to provide evidence of freedom from interference (coexistence) bet

gi
ap

4.7

4.7

erroneous output of the shared Element X that is affected by a fault that results from a

ment A2. Element X is representative of the dependent failures,initiators that fall into th
ared Resources”.

.4 Distinction between cascading failures and common cause failures

bendent failures analysis addresses both common ¢ause failures and cascading failures
he cases this differentiation is necessary (such ag’for ISO 26262-9:2018, Clause 7), in o
h as for semiconductor devices) the exact differentiation between a cascading failure and

n elements (e.g. Element A and Element B) as required in ISO 26262-9:2018, Clause 7, the
roach can be used:

identify the failure modes.of‘Element A that can have an impact on Element B;

identify if these failuré modes lead to possible violation of the safety goal due to Element

mechanism thdtmonitors the addresses generated by the DMA); and

if necessaryrepeat this analysis with switched roles.

.5 Dependent failure initiators and mitigation measures

Foot cause
nt A1 and
b category

. While in
ther cases
A common
wo failure

ween two
following

B failure;

if necessary define-appropriate safety measures to mitigate the risk (e.g. for a DMA specify a safety

54 List of dependent failure initiators and related mitigation measures

The following classification of DFI can be used:

©lI

failure of shared resources;
single physical root cause;
environmental faults;
development faults;
manufacturing faults;

installation faults; and
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— service faults.
NOTE1 Other classifications of DFI are possible.
For each class of dependent failures, possible measures are provided.

NOTE 2  The listed measures are examples provided as a non-exhaustive list of possible solutions. Their
effectiveness depends on several factors including the type of circuits and the technology which means that their
effectiveness for possible DFIs will vary. For that reason, it is recommended to provide evidence to demonstrate
the claimed effectiveness. Some measures by themselves can be not enough to achieve an appropriate risk
reduction. In this case an appropriate combination of different measures can be chosen.

The measyires have been split into:
— measyres which prevent the dependent failures occurring during operation; and

— measures which do not prevent the occurrence of the dependent failures but prevent them frpm
violatjng a safety goal.

NOTE 3  |DFIs that are caused by software are not included in this DFIs list. Correct software development is
addressed py ISO 26262-6. Results of the DFA can affect the ASIL allocation of software“elements.

NOTE4 [ervice in automotive typically happens by replacement of the whole ECUs or sensor modules.
Semiconduftor components are typically not serviced. Therefore service faults are usually not DFI |for
semiconduftor parts.
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Table 21 — Dependent failure initiators due to random hardware faults of shared resources

DFI examples

Failures in common clock elements (including PLL, clock trees, clock enable sig-
nals, etc.)

Failures in common test logic including DFT (Design for Test) signals, scan chains etc.,
common debug logic including debug routing network (network that provides access
to analogue or digital signals or enables reading of digital registers) and trace signals
(mechanism to trace one or more signals synchronously, e.g. controlled by triggers or
trace clocks and read the result afterwards)

Failures in power supply elements including power distribution network, common

Voltage regulators, COMIMoN Teferences (€.g. band-gaps, bias generators and related
network)

Non simultaneous supply switch on, that can cause effects like latch™up-or hligh in-
rush current

Failures in common reset logic including reset signals
Failures in shared modules (e.g. RAM, Flash, ADC, Timers,DMA,

Interrupt Controller, Busses, etc.)

Mg
de)

sa

asures to prevent
pendent failures

fr¢m violating the

fety goal

Dedicated independent monitoring of shared resqurees (e.g. clock monitoring, voltage
monitoring, ECC for memories, CRC over configuration register content, sighalling of
test or debug mode)

Selective hardening against soft errors orselected redundancy
Self-tests at start-up or post-run or during operation of the shared resources

Diversification of impact (e.g. clockdelay between master & checker core, djiverse
master and checker core, different critical paths)

Indirect detection of failureof'shared resource (e.g. cyclic self-test of a fundtion that
would fail in the case of afailure of the shared resource)

Indirect monitoring using special sensors (e.g. delay lines used as common-cause
failure sensors)

Mg
th
de

asures to prevent
b occurrence of
pendent failures

during operation

Fault avoidance(measures (e.g. conservative specification), functional redundancies
within sharéd resources (e.g. multiple via/contacts),

Fault didgnosis (e.g. ability of identifying and isolating or reconfiguring/replacing
failing'shared resources, corresponding design rules)

Dedicated production tests (e.g. end-of-line tests for SRAM capable of findihg com-
plex faults)

Separate resources to reduce the amount or scope of shared resources

Adaptive measures to reduce susceptibility (e.g. voltage/operating frequency decrease)
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Table 22 — Dependent failures initiators due to random physical root causes

DFI examples

Short circuits (e.g.: local defects, electro migration, via migration, contact migration,
oxide break down)

Latch up
Cross talk (substrate current, capacitive coupling)

Local heating caused e.g. by defective voltage regulators or output drivers

Measures to prevent

Diversification of impact (e.g. clock delay between master & checker core, diverse

dependent failures master and checker core, different critical paths)
from violgtimg tire Indirect detection (e.g. cyclic self-test of a function that would fail in the case of phy
safety godl

72

ical root cause) or indirect monitoring using special sensors (e.g. delay lines uséd as
common-cause failure sensors)

Measures|to prevent
the occurtence of
dependent failures
during o;lt:ration

Dedicated production tests

Fault avoidance measures (e.g. physical separation/isolation, corrésponding de-
sign rules)

Physical separation on a single chip

Tablle 23 — Systematic dependent failure initiators due to environmental conditions

DFI examples

Temperature

Vibration

Pressure

Humidity/Condensation
Corrosion

EMI

Overvoltage applied from external
Mechanical stress

Wear

Aging

Water and.other fluids intrusion

Measures|to prevent
dependent failures
from violgting the
safety godl

Diversification of impact (e.g. clock delay between master & checker core, diverse
masterand checker core, different critical paths)

Direct monitoring of environmental conditions (e.g. temperature sensor) or indireft
monitoring of environmental conditions (e.g. delay lines used as dependent -failur¢
Sensors)

Measures|to prevent
the occurfence.of.

Fault avoidance measures (e.g. conservative specification/robust design)

Physical separation (e.g. distance of the die from a local heat source external to the djie)

dependent failures

during operation Adaptive measures to reduce susceptibility (e.g. voltage/operating frequency
decrease]
Limit the access frequency or limit allowed operation cycles for subparts (e.g. specify
the number of write cycles for an EEPROM)
Robust design of semiconductor packaging
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Table 24 — Systematic dependent failure initiators due to development faults

DFI examples

Requirement faults

Specification errors

Implementation faults, i.e. incorrect implementation of functionality
Lack or insufficiency of design measures to avoid crosstalk

Lack or insufficiency of Latch up prevention measures

Wrong configuration

Layout faults, such as Icorrect routing e.g. over redundant blocks, INsuiiig
lation, insufficient separation or isolation, insufficient EMI shielding

Temperature due to heating of power consuming parts of the die Témperatjure gradi-

ents causing mismatches within sensitive measurement circuitry

ient insu-

Mg

asures to prevent

de
fr

pendent failures
m violating the

safety goal

Monitors (e.g. protocol checkers)

Measures to prevent
the occurrence of
dependent failures
during operation

Design process compliant with the ISO 26262 series-of standards

Diversity (Depending on the DFI, diversity canbe intended either as imple
tion/functional/architectural diversity or,as development diversity)

menta-

Table 25 — Systematic dependent failure initiators due to manufacturing fault

7]

DHI examples Related to processes proceduresand training
Faults in control plans and in‘'monitoring of special characteristics
Related to software flashing and end-of-line programming (e.g. wrong vergions or
wrong programming conditions, protocols or timings)
Mask misalignment
Incorrect End<ef-Line trimming or fusing (e.g. Laser trimming, OTP or EEPROM pro-
gramming of-calibration coefficients or customization settings)

Mg¢asures to prevent  |none

dependent failures

fr¢m violating the

safety goal

d

Mg¢asures to prevent
the occurrence of
dependent failures

ring operation

Dedicated production tests
Compliance to ISO 26262 series of standards (see 4.9)

Diversity (depending on the DF], diversity can be intended either as impler
functional/architectural diversity or as development diversity)

nentation/
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Table 26 — Systematic dependent failure initiators due to installation faults

DFI examples Related to wiring harness routing
Related to the inter-changeability of parts

Failures of adjacent items or parts or elements. (e.g. wrong configuration of a con-
nected interface delivering data to an input, or incorrect load on a driven output)

Wrong PCB connection

Wrong configuration (e.g. of spare memory usage)

Measures to prevent de-|None
pendent fgilures from
violating the safety goal

Measures|to prevent Dedicated installation tests
the occurtence of
dependent failures
during oiration Diversity (depending on the DFI), diversity can be intended either @s implementa-
tion/functional/architectural diversity or as development diversity

Compliance to ISO 26262 series of standards (see 4.9)

4.7.5.2 Verification of mitigation measures

This sub-flause introduces exemplary methods to evaluate the effectiveness to control or avpid
dependent failures. The methods can be based on:

— analytical approach using known principles;

EXAMPLE1  Reference [4] and similar provide analytical approaches that can be used as a basig to
evaluTe the effectiveness of the provided safety measures.addtessing dependent failures.

— pre-silicon simulation using documented test protecols to provide evidence of robustness against
the identified DFI;

EXAMPLE 2 Test protocols that allow simulation of clock or power supply disturbances, EMI simulatipns
etc. THe simulation can be based on differentdevels of abstraction (based on the fault model to be targeted)
and use adequate fault injection techniques to produce the intended disturbance.

— post-gilicon robustness tests (e.g. EMI test, burn-in studies, accelerated aging test, electrical stress
tests)] and

— experf judgment supported by documented rationale.

A combinption of measures~can be used, e.g. References [24], [21] and similar provide a mix of
analytical| fault injection.and expert judgment based approaches that can be used as a basis to evalupte
the effectiveness of therovided safety measures addressing dependent failures.

NOTE 1 he results’and the arguments are documented and justified.

The level of detail of the evaluation is commensurate with the type of DFI, the claimed safety measures
and application.

As stated in the EXAMPLE in [SO 26262-9:2018, 7.4.7, diversity is a measure that can be used to prevent,
reduce or detect common cause failures. In case diversity is used as a method to control or avoid
dependent failures, a rationale is provided to demonstrate that the level of implemented diversity is
commensurate to the targeted DFI.

EXAMPLE 3  Arationale can be provided with a combination of analytical approach and fault injection (e.g. as
described in Reference [24]). For details on fault injection, see 4.8.
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In the case where isolation or separation is used as a method to control or avoid dependent failures,
a rationale is provided to demonstrate that the level of implemented isolation or separation is
commensurate to the targeted DFI.

EXAMPLE 4  Simulation can be used to provide evidence that the distance between two separated blocks is
sufficient to avoid the targeted DFI.

4.7.6 DFA workflow

The purpose of the DFA workflow is to identify the main activities that are judged necessary to

ungerstahnd aTsAlaTlamainTara A HEe—Sa16 EaSHIES H-d—a-e NP enented O0—aSSHE4CHE -entofthe
safpty requirements and verify that they comply with the requirements for independencé’gr freedom
from interference.
List of typical Dependent Failure Initiators and
Exemplary Measures @
B1 DFA Descision

1
t
|
I Identify HW and SW elements )
|
|
|

. . B2
—nput information, _ | Identify dependent failure initiators

Link to quantitative analyses

Insight B4

sufficient?

Improve
information

B3

Consolidate List of relevant
Y . Link to quantitative analyses
Dependent-Failure Initiators - —————

1

Include the quantifiable Dependent Failure
Initiators that originate from random
hardware faults in the estimation of the
metrics (SPFM, LFM, PMHF) according to
1S026262-5:2018

I
|
|
|
|
|
|
|
| B5
I
I
I
I
I
I
I
I
I

B6
| __mput inforiingion, Identify necessary safety measures  to
Link to quantitariveahalyses | control or mitigate dependent failure initiators

|

Insight B8

sufficient?

Improve
information

B7

. . Link to quantitative analyses
Consolidate List of Safety Measures e e

Include the safety mechanism in the estimation
of the metrics (SPFM, LFM,PMHF) according to
1S026262-5:2018

B0 Evaluate effectiveness to control or to
avoid the dependent failure

B12 Improve

safety measures

Sufficient risk
reduction?

Figure 23 — DFA workflow
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NOTE1 Firmware and any micro-code running on programmable HW elements, irrespective of whether they
are classified as CPUs or not, can be considered to be SW elements.

NOTE 2  Safety measures can be activities that show a failure is not relevant for the DFA.

4.7.6.1 DFA decision and identification of hardware and software elements (B1)

A DFA is conducted, according to ISO 26262-9:2018, Clause 7, whenever a semiconductor element is
required to have independence or freedom from interference e.g.:

— diagnostic functions assigned to hardware or software elements;

— similar or dissimilar redundancy of hardware or software elements;

— sharefl resources on the hardware component or part (e.g. clock, reset, supply memory, ADC, 1/0,
test 1dgic);

— execufion of multiple software tasks on shared hardware;

— sharefl software functions (e.g. I/O-routines, interrupt handling, configuration, math library| or
other [ibrary functions); and

— indepgndence requirements derived from ASIL decomposition on system or element level that affect
different elements on the IC, where the DFA needs to provide evidence of sufficient independefce
in the|design or that the potential common causes lead to a safe state (refer to ISO 26262-9:20[18,
Clausg 5).

The input$ to this step are:

— the technical safety requirements, in particular theindependence and freedom from interferepce
requifements resulting from the safety concept owsystem level;

— the dgscription of the architecture, which candnclude block diagrams, flow charts, fault trees, stpte
diagrams, hardware partitioning, softwarelpartitioning; and

— the saffety measures.

The focus|of this step is to analyse thearchitecture and identify each pair or group of elements that
can be aff¢cted by any of the above listed cases and evaluate if the architectural description is detailled
enough to| capture the overall design dependencies. The outcome of this step is a list of each paiif or
group of elements that can be affected by dependent failures and associated independence or freedpm
from interfference requirements.

4.7.6.2 ]dentificatioh of DFI (B2)

This step |s based-on the prior architectural analysis and it targets a check of the completeness of the
derived independence or freedom from interference requirements and breaks them down whereper
different ipitiators can lead to a dependent failure.

A list of typical DFI as provided in 4.7.5.1 can be used to prove whether known dependent failures,
other than those that were derived from the architecture, can be applied. Further it is crosschecked if
dependent failures mechanisms were identified during the quantitative analysis.

The outcome of this step is a consolidation of the list from the previous step.

4.7.6.3 Sufficiency of insight provided by the available information on the effect of identified
DFI (B3 & B4)

This step verifies that the available documentation provides sufficient insight to each DFI that was
evaluated during previous steps. Where additional information is required to judge the validity of a DFI
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for the target architecture, it is added and the identification of the DFI (step 2) is finished based on the
updated descriptions.

NOTE

A hierarchical approach is recommended so that the analysis can be performed at an appropriate

level of detail. For instance a top level view reveals what the shared resources are. Then a breakdown view that
encapsulates a hardware subpart and its safety measures can be used to identify dependencies at the design level.

4.7.6.4 Consolidation of list of relevant DFI (B5)

Based on the information provided, the list of identified DFA relevant elements, independence
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m the consolidated list, dependent failures that are caused by random hardware-'fau
prporated into the quantitative analysis of the required metrics in accordance withJSO 262

.6.5 Identification of necessary safety measures to control or mitigaté DFI (B6)

prder to fulfil independence requirements or freedom from interferénce requirements,
ety measures are added to mitigate the effect of the dependent\fdilures that are relev3
get architecture.

uired safety measures are documented.

[E 1
lysis can be used to identify those that are relevaunt'to achieve the targeted metrics in accor
26262-5:2018 Clauses 8 and 9.

FE 2  If quantifiable random hardware failufies are identified as being possible DFIs (e.g. a share]
vering a clock that is too fast for the timingconstraints of a digital core; overvoltage delivered to
ply due to a fault of a supply voltage regtilator) they are taken into account for the quantitati
e [SO 26262-5:2018, 9.4.3.2, NOTE 1);.For the case that they are not quantifiable (e.g. the influenc
cts caused by a fault in a clock tre€; thermal coupling effects between an element and its safety 1
strate currents due to a fault in‘one of the blocks) the evaluation and definition of mitigation n
tinued qualitatively (see ISO 26262-9:2018, 7.4.2).

.6.6 Sufficiency ofinsight provided by the available information on the defined mit
asures (B7 & B8)

s step verifi€sythat the available documentation provides sufficient insight to ar
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The list of the defined safety measures for the mitigation of dependent failures is consolidated based on
the updated documentation (e.g. by review).

NOTE 1

For safety measures that were incorporated into the quantitative analysis (see B5) the e

safety measure can also be evaluated quantitatively.

NOTE 2

ffect of the

Additional safety measures which are introduced to mitigate DFIs, irrespective of whether they were

introduced due to quantitative or qualitative evaluation, change the chip area and thus influence the failure rate
distribution over each part of the chip. Thus the quantitative analysis usually is updated.
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4.7.6.8

Evaluation of the effectiveness to control or to avoid the dependent failures (B10)

The effectiveness of the introduced safety measures to mitigate or avoid dependent failures is verified.
The verification methods that can be applied are identical to those that are applied in the case of safety
measures defined to avoid or mitigate the effect of random hardware or systematic failures according
to ISO 26262-5:2018, Clause 10. The following techniques can be useful:

fault i

overd

exper

NOTE 1

The eleme
to ISO 262

NOTE 2
avoidance
failures.

NOTE 3
judge effec

NOTE 4
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4.7.6.9
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To close t
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the effecti
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(if not alre
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NOTE
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EMC 4

FTA, ETA, FMEA;

njection simulation;

ation of specitic design rules based on technology qualification tests;

bsign with respect to e.g. device voltage classes or distances;

testing with respect to temperature profile or overvoltage of supply and inputs;
nd ESD testing; and

[ judgement.

The results and the arguments are documented and justified.

nts used to implement the safety measures are included in the quantitative analysis accord
62-5:2018, Clause 8 and 9.

br mitigation is evaluated by (re)applying the DFA proéedure for the newly introduced depend

fiveness of the measure under analysis, given that the transferability of the result can be argued.

During the analysis, possible relationships.between the hardware and software can be conside
62-6:2018, Clause 6)

Assessment of risk reduction.sufficiency and if required improve defined measures
2)

he DFA an evaluation(of the remaining risks of dependant failures is completed. If

[veness is repeated.

ce that residual risks can be quantified, they could be accounted in the quantitative analy
ady done in,the quantitative analysis path via B5 & B9). For example in the case of a funct
ety mechanism which are affected by a dependent failure, the failure mode coverage of
rhanism is reduced accounting for the unmitigated dependencies.

[fthe targeted metrics of quantitative analyses are achieved, risk is understood as sufficiently

ing

[n the case where an introduced safety measure can be thesubject of dependent failures as well, their

ent

[f there is proven experience with similar measurés to mitigate dependent failures, it can be used to

red

the

is not regarded to be sufficient, the safety measure is improved (B12) and the evaluation of

sis
ion
the
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from the ramdonTardware fautt pointof view, ever if o safety measure s attocated to the rardware eten

ent

which is affected by the fault that was identified as relevant DFI. Systematic DFIs concerning the same element
are handled in the DFA on a qualitative base and can lead to the definition of safety measures independent of the
quantitative analysis result.

4.7.7 Examples of dependent failures analysis

Detailed examples of dependent failures analysis according to this sub-clause are described in Annex B
of this document.
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4.7.8 Dependent failures between software element and hardware element

Hardware and software dependent failures are in general considered separately. A joint consideration of
hardware and software dependent failures is done in cases in which the safety mechanism addressing
the hardware is implemented in software.

EXAMPLE1 Software based CPU Self-Test is combined with an independent hardware watchdog so that in
case the CPU fails either the CPU Self-Test will detect it or the watchdog would catch it.

EXAMPLE 2 Within the E-GAS concept [55] the layer 2 software monitors the layer 1 software. Both software
elements can run on the same hardware element. Layer 1 and layer 2 are already diverse to each other which
comtributestothe Teduction of dependent fautts viotating the safety goatTo furtier Teduce the jprobability
of gafety goal violation due to dependent faults in hardware, additional safety measures are intraduced, e.g.
a pfogram flow monitoring and a CPU Self-Test to address dependent failures in the CPU, inverted|redundant
stofage of important layer 2 variables in the RAM module and an independent challenge and responsg watchdog
to gnsure the relevant software modules have been executed.

4.8 Faultinjection

4.4.1 General

Fault injection at the semiconductor component level is a known‘methodology (see Refer¢nces [30],
[31], [32], [33] and [21]) which can be used to support several activities of the lifecycle when|the safety
conpcept involves semiconductor components.

In particular, for semiconductor components, fault injection can be used for:
— | supporting the evaluation of the hardware architéctural metrics; and
— | evaluating the diagnostic coverage of a safety'mechanism;

NOTE1 Ifitis impractical to achieve accurate results in a reasonable time with reasonable resources,
then it is possible to limit the scope of the injection campaign (e.g. injection campaigns on IP|block level

only), use only analytical methods or gse a combination of analytical methods and fault injection

EXAMPLE1  Fault injection issused to verify the diagnostic coverage provided by softyare-based
hardware tests or hardware-hased safety mechanisms such as hardware built-in self-test.

— | evaluating the diagnostie-time interval and the fault reaction time interval; and
— | confirming the fault.effect.

EXAMPLE 2 _-Fault injection is used to evaluate the probability that a fault will result in an Jobservable
error at thesputput of an IP in the context of specific inputs, for example to compute the architectural

vulnerabilityfactor for transient faults as described in Reference [25].

— | supperting the pre-silicon verification of a safety mechanism with respect to its reqiiirements,
including its capability to detect faults and control their effect (fault reaction).

EYAMDILLE 2 Dol oo i 1o acoad t et S o o o S o di o Lo dcofaiiz oo i d
EXAMPEES—FaulinjectHonisused-to-canseatrerrortotriggerahardware-based-safetymeehanism an

verify the correct reaction at related software-level.

EXAMPLE 4  Faultinjection is used during pre-silicon verification of safety mechanisms to verify specific
corner cases.

EXAMPLES5  Faultinjectionisused duringintegration of the safety mechanisms to verify interconnectivity.

4.8.2 Characteristics or variables of fault injection
With respect to fault injection, the following information can help the verification planning:

— the description and rationale of the fault models, and related level of abstraction;
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type of safety mechanism including required confidence level;
observation points and diagnostic points;
fault site, fault list; and

workload used during fault injection.

In particular, the verification planning describes and justifies:

56

the fault model and the related level of abstraction:

— Ap clarified in the following clauses for DFA, digital, analogue and PLD, fault injection can|be
performed at the appropriate level depending on the fault model being considered, thespeciific
sgmiconductor technology, feasibility, observability and use case; and

NPTE1 Depending on the purpose, fault injection can be implemented at different abstraction leyels
(elg. semiconductor component top-level, part or subpartlevel, RTL, etc.). A rationale(fer'the abstractiion
leyel is provided.

EXAMPLE1  Selection of the abstraction level can also depend on the mature of the fault thaf is
intended to be modelled by fault injection: a stuck-at fault can be injected ifi-a gate level netlist, whereas
for bit-flips an RTL abstraction is sufficient.

NDTE 2 Selection can also depend on the required accuracy.

EXAMPLE 2  The evaluation of the diagnostic coverage for a{CPU software-based hardware test by
the injection of port faults or net faults in a gate level netlist, has a high confidence level.

— the level at which to observe the effect of faults (ghSérvation points) and at which to obsefve
tHe reaction of a safety mechanism (diagnostic points).

EXAMPLE 3  For the verification of the diagnostic coverage of a parity circuit, the observation and
diagnostic points can be set at the part or subpart level.

EXAMPLE4  For the verification of the-diagnostic coverage of a loopback between different IOs, they
cdn be set at the top level.

NDTE 3 If top level fault injection is not feasible, for example, due to the complexity of [the
sgmiconductor component under test, fault injection can be performed at the part or subpart lgvel
by creating a model of the(safety mechanism in the simulation environment itself. Observation gnd
diagnostic points are set™accordingly. Evidence is provided to show that the model used sufficiently
rdflects the safety properties of the safety mechanism.

EXAMPLES5  Inthe’complete RTL representation of a microcontroller with a watchdog, the watchflog
is|replaced by afuiictionally equivalent model.

the faplt injectioh method. Depending on the purpose, feasibility and observability, fault injectjon
can b¢ implemented via different methods;

EXAMPLE6 Direct fault injection where the fault site is known; fault injection by formal methods; fault
injection by emulation; fault injection by irradiation.

the location (fault site) and number of faults (fault list) to be injected, considered in relationship to
the failure mode being verified.

NOTE4 A sampling factor can be used to reduce the fault list, if justified with respect to the specified
purpose, confidence level, type/nature of the safety mechanism, selection criteria etc.

NOTES5  Selection criteria include (e.g. References [57] and [58]): Sample size n (e.g. how many faults
and time points were simulated or analysed); the result of the analysis of the sample p (e.g. the ratio of
stuck-at faults detected by a safety mechanism); the “desired confidence” a; the margin of error (Confidence
Interval) CI, sometimes denoted by a value d such that the margin of error is p * d; statistical independence.
Ajustification is provided for the choices.
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EXAMPLE7  When verifying the diagnostic coverage of a dual-core lock-step, the relevant fault population
could be limited to the compared CPU outputs and related fault locations.

EXAMPLE8  When verifying the diagnostic coverage of a software-based hardware test, CPU internal
faults are relevant.

NOTE 6  Techniques like fault collapsing can also be used to reduce the faults population to prime faults.
— the fault injection controls, with respect to the related claim in the respective safety analysis; and

EXAMPLE9  Faultinjection controls can include the type of fault to be injected, the duration of a transient
fanlt, the number of faults injected in a simulation run, time and location of fault occurrence and the window

of observation of the expected action of a safety mechanism.

— | the test bench (workload) used during fault injection. Depending on the specific purposg¢s, the test
bench can be derived from the functional test suite of the circuit or from a test bench sinjilar to the
expected use case.

EXAMPLE 10 For the verification of the completeness and correctness of a dual-core lock-step domparator,
a basic workload is used, i.e. stimulating only a portion of the CPU such as the,6utputs.

EXAMPLE 11 For the verification of the diagnostic coverage of an asymmetric redundancy, a sqt of stimuli
derived from the functional test suite is used.

EXAMPLE 12 For the verification of Fsafe (see Reference [61]) fgr transient faults, a workload similar to the
expected use case is considered.

EXAMPLE 13 For a software based hardware test for a CRPU, the workload is primarily the test {tself.

4.4.3 Faultinjection results

Resgults of fault injection can be used to verify;the safety concept and the underlying assurhptions as
lisfed in 4.8.1 (e.g. the effectiveness of the safety mechanism, the diagnostic coverage and humber of
safp faults).

NO[FE1  Evidence of fault injection is thaintained in the case of inspections during functional safety audits.

NO[FE 2  An exact correspondence’ between the fault simulated and the fault identified in the safdty analysis
(e.g. for open faults) could not always exist. In such a case refinement of the safety analysis can be based on the
resplts of other representative faults (e.g. N-detect testing as reported in 5.1.10.2).

4.9 Production and Operation

4.9.1 About Production

The first objective of ISO 26262-7:2018 Clauses 5 and 6 is to develop and maintain a producti¢pn process
for|safety-related elements or items that are intended to be installed in road vehicles.

Serphiegnductor products typically use standardised production processes such as wafer procgssing and
diep_ﬁl_l.—rﬁm_m_ﬁ_lﬂ't_hassem y operations. It 1S possible that a production process is developed for a specific product or
package, but this is less common than using a standardised flow. It is not generally possible to identify

distinct steps in the process flow as being safety-related or not, so everything is considered as being
safety-related.

A semiconductor product is typically designed using a target process technology and an associated
library of device models that represent the electrical characteristics of a device fabricated with
that technology. Element design is implemented in a process technology by following a sequence of
standardised manufacturing processes (e.g. diffusion, oxide deposition, ion implantation, die assembly)
each of which typically has risk mitigation in place through methods such as process FMEA and
control plans. Libraries of device models used during product development represent the devices (e.g.
transistors, resistors, capacitors) fabricated in that process technology. The element's safety-related
production requirements can be fulfilled by following a controlled semiconductor manufacturing
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process compliant with a quality standard. The product and process are both also verified by a
manufacturing test. The manufacturing test evaluates element performance against the element's
electrical specification. Manufacturing process performance is evaluated against the process control
specification as per the process control plan. This testing process helps assure that the manufactured
element complies with its requirements including the hardware safety requirements.

4.9.2 Production Work Products

The requirements of ISO 26262-7:2018, Clauses 5 and 6 could be complied with by meeting the
requirements of a quality management system compliant to standards such as IATF 16949:2016 [51]. A
semicondyctor supplier or subcontractor with a quality management system compliant to such standard
can find that existing work products can be partially or fully reused to satisfy the requiremerity of
ISO 262627:2018, Clauses 5 and 6.

EXAMPLE The safety-related content of the production control plan (see ISO 26262-7:2018; 5.5.2) fan
partially o1 fully re-use the content of the quality management system's production control plaf)

EXAMPLE The control measures report (see ISO 26262-7:2018, 6.5.1) can partially or folly're-use the content
of the quality management system's control measures report.

4.9.3 About service (maintenance and repair), and decommissioning

Typically, [within the context of ISO 26262 series of standards, semiconductor components have|no
maintenance or decommissioning requirements, and are not serviceable. As a result, the safety pl:an
will typicglly tailor out the work products associated with maintenance, repair and decommissionjing
as they are out of scope for a semiconductor element.

nt on expectations for both the semiconductorstipplier and the customer concerning servjice
missioning can be included in the DIA.

4.10 Int¢rfaces within distributed developments

ISO 26262-8:2018, Clause 5 describes the proacedures and allocates responsibilities within distributed
developménts for items and elements. The goal of this sub-clause is to clarify the term "supplier" with
respect to|distributed developments inyolving semiconductors.

If the semliconductor developer is-part of a distributed development as a supplier, it is subject to the
requiremgnts of ISO 26262-8:2018'Clause 5. The customer (i.e. Tier 1 or semiconductor integrator)
is respongible for managing the-semiconductor developer as a supplier with respect to safety-related
developmént responsibility: Work products of [SO 26262-8:2018, Clause 5 which can be executed by the
semicondyctor developerin-this context include but are not limited to:

— devel¢gpment interface agreement (1SO 26262-8:2018, 5.5.2); and
— supplier's safety plan (ISO 26262-8:2018, 5.5.3).

A semicopductor developer can also be a customer in a distributed development. Suppliers| to
semiconductor developers can be internal or external to the semiconductor developer's organization.
In all such cases the semiconductor developer is responsible for managing their suppliers with
respect to safety-related development responsibility. The supplier's work products for compliance
to ISO 26262-8:2018, Clause 5 become part of the semiconductor developer's safety argument. Work
products of ISO 26262-8:2018, Clause 5 which can be executed by the semiconductor developer in this
context include but are not limited to:

— development interface agreement (ISO 26262-8:2018, 5.5.2);
— supplier selection report (ISO 26262-8:2018, 5.5.1); and
— functional safety assessment report (ISO 26262-8:2018, 5.5.4).
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The lowest level of a safety-related distributed development is the level at which the responsibility
for safety ends. There can be suppliers at lower levels who do not have safety responsibility, such as
suppliers of manufacturing materials. These lower level suppliers can be subject to requirements
outside the scope of ISO 26262, such as the requirements of a quality management system.

4.11 Confirmation measures

The confirmation reviews, functional safety audit and functional safety assessment for semiconductors
are carried out according to ISO 26262-2:2018, 6.4.10, 6.4.11 and 6.4.12.

Theappticabitity of those tlausestosemicomductors s taitoredaccording to thre tomtext mwhich the
serhiconductor device is assessed. If the semiconductor device is being developed as an§EooC, the
tailoring can be done following the guidelines in SO 26262-10 [61]. In the case of intellec¢tual groperties,
thq tailoring can be done following the guidelines in 4.5 of this document.

In general, each confirmation review concerning safety at the item level will be fajlored out 4s they are
typically out of scope for a semiconductor supplier.

NO['E The tailoring can be supported by checklists.

EXAMPLE The functional safety audit can be tailored by means of a Pracess Safety Audit (PSA).|The PSA is
exgcuted according to a checklist. The PSA checklist is based on the Safety Plan and lists which activities and
wotk products are required according to the context in which the/semiconductor device is assesged. If gaps
are|identified, measures are put in place to cover those gaps. The PSA is performed with the requited level of
independence for functional safety audit as listed in ISO 26262-2¢2018, Table 1.

4.12 Clarification on hardware integration and verification

The following Table 27 and Table 28 show how 1SO 26262-5:2018, Table 10 and Table 11 can pe applied
to $emiconductors.

NOFE1 The tables are a starting point afid can be modified for specific use cases with an gppropriate
ratjonale.

Table 27 — Methods for deriving test cases for hardware integration testing pt
semiconductor level

Method Interpretation at semiconductor levell

Relevant safety requirements are allocated to thg semicon-
ductor device. This is usually done in the semiconductor
industry during IC pre-silicon verification (at simplation
level) and post-silicon verification (at silicon level)

Anfalysis of requirements

Each pre or post silicon verification activity related to
Anfalysis ofinternal and external interfaces the IC integration and to the IC IOs can be claimed to be
addressing this entry

Test-benches are selected according to homogenous groups

Geperation and analysis of equivalence classes
of features

Analysis of boundary values Standard verification technique

e.g. potential design concerns identified in external analy-

Knowledge or experience based error guessing sis, e.g. design FMEA

Analysis of functional dependencies Standard verification technique

Analysis of common limit conditions, sequences

. e.g. tests on clock, power, temperature, EMI
and sources of common cause failures

Analysis of environmental conditions and opera-
tional use cases

Standards if existing e.g. standard for CAN, I12C, UART, SPI etc.

e.g. PVT (Process skews, Voltage, Temperature), character-
ization tests

e.g. temperature cycling, SER experiments, HTOL tests

Analysis of significant variants
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Table 28 — Hardware integration tests to verify the completeness and correctness of the
implementation of the hardware safety requirements at semiconductor level

Method Interpretation at semiconductor level

Can be covered by pre-silicon verification tech-

Functional testing niques

Can be covered by post-silicon verification tech-
niques, limited to hardware safety requirements
that can be verified at that level

See 4.8

Electrical testing

Fault injection testing

Concerni

and semicpnductor components. Semiconductor components are tested in two ways:

production testing focuses on faults that can occur during production. State-0fthe art product

Table 27, the use of the word “test case” is applied somewhat differently between syst¢

ms

post-dilicon verification focuses on correct integration and freedom from systemati¢\faults andl is
appligd to a small subset of devices; and

ion

testing applies structural tests. Production testing is applied to all produced'devices. This relates

to clafise “Production” and is not within scope of hardware integration verification.

NOTE 2
electrical
also be hel

Several of]
as they re
range (e.g
and error
less comm

5 Spec

5.1 Dig

511 A

Digital co
devices an

5.1.2 F4
A list of of]

permg

buessing are, in general, less relevant for the testing of semiconductor hardware and theref;

fic semiconductor technologies and use cases

o
I:ponents include the-digital part of components like microcontrollers, System on Chip (S

n this context, the term “test cases” refers to validation test cases(that test the functional and
ehaviour of the design. Test structures and test equipment implemented for production testing
ful for post-silicon verification.

the methods included in Table 27 are, in general, standard for a semiconductor test proc
ate directly to verification of data sheet technical specifications over the specified operat|
voltage, temperature, frequency) unless indicatedotherwise. Methods of equivalence clas

only used.

tal components and memories

ut digital components

d Application Specific Integration Circuits (ASICs).

ult models.of non-memory digital components
Len used~digital fault models include (e.g. References [56], [60]):

ment, as further detailed below; and

the
Can

eSS
ing
ses
bre

at

a logic low (0) state regardless of changes in input stimuli;

two or more nodes;

stuck-at fault: a fault in a circuit characterized by a node remaining at either a logic high (1) or
open-circuit fault: a fault in a circuit that alters the number of nodes by breaking a node into

bridging fault: two signals that are connected unintentionally. Depending on the logic circuitry

employed, this can result in a wired-OR or wired-AND logic function. Normally restricted to
signals that are physically adjacent in the design; and
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Single Event Hard Error (SHE): an irreversible change in operation resulting from a single
radiation event and typically associated with permanent damage to one or more elements of a

device (e.g. gate oxide rupture).

transient, as further detailed below.

Single Event Transient (SET): A momentary voltage excursion (e.g. a voltage spike) at a node in

an integrated circuit caused by the passage of a single energetic particle;

Single Event Upset (SEU): A soft error caused by the signal induced by the passage
energetic particle;

of a single

5.1
Me

NO
con
effg

NO
fro
be

i

3

mory fault models can varysdépending on the memory architecture and memory technolo
t models of semiconductor memories are shown in Table 29. The listing is not exhaustive
sted based on additional known faults or depending on the application.

[E 1
ditions while othérs can be activated at end-of-line test facilities. Evidence is provided tg
ctiveness of the\memory tests with respect to the test conditions.

[E 2
m memory to memory. Therefore, the previous list of fault models and the relationship with the ta
thanged based on a specific pareto fault model.

Single Bit Upset (SBU): A single storage location upset from a single event;

Multiple Cell Upset (MCU): A single event that induces several bits in an IG tolfail a
time. The error bits are usually, but not always, physically adjacent; and

Multiple Bit Upset (MBU): Two or more single-event-induced bit erpors occurring ix
nibble, byte, or word. An MBU could be not corrected by a simpléECC (e.g. a singl
correction).

NOTE1 SET, SEU, SBU, MCU and MBU are typically indicated as\'soft errors”.

NOTE 2  Transition faults and similar timing related phénomena are considered when 1
the specific technology.

NOTE3 Some fault models can have the same -effect as other fault models and the
be detected by the same safety mechanism. An ‘appropriate justification is provided to
correspondence.

EXAMPLE A safety mechanism designed to-target stuck-at faults can detect bridging fay
faults that do manifest as stuck-at over tinye.

NOTE 4  Table 29 includes additional fault models related to memories.

Detailed fault models of memories

' the same

the same
b-bit error

elevant for

refore can
show that

Its or open

by. Typical
ind can be

Typically onlf’a subset of the listed memory fault models can be activated during typical stress

As shown by several publications (e.g. Reference [47]), the real defect distribution can h

show the

e different
rget DC can
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Table 29 — fault models of memory elements

Element Fault models

FLASH (NAND, embedded)

stuck-at, additional fault modelsa, soft error model

ROM, OTP, eFUSE stuck-at, additional fault modelsa
EEPROM stuck-at, additional fault modelsa
Embedded RAM stuck-at, additional fault modelsa, soft error model
DRAM stuck-at, additional fault modelsa, soft error model

a

For example, Stuck-open Faults (SOFs), some kind of coupling faults. Based on memory structure, for example,

addressing
(NPSFs), Se
Disturb (W]
models are
[49] and [5

faults (AF), addressing delay faults (ADF), Transition Faults (TFs), Neighbourhood Pattern Sensitive ka
hse Transistor Defects (STDs), Word-line Erase Disturb (WED), Bit-line Erase Disturb (BED), Word-line Pxogr
PD), Bit-line Program Disturb (BPD). These fault models are for RAM but it can be shown that the same f3
also valid for embedded FLASH or NAND FLASH, even if caused by different phenomena (see References [4

1.

Its
hm
ult
8],

5.1.4 F4

This sub-d
their func

ilure modes of digital components

lause gives an example how to characterize the failure modes of digital components based|
ional specification.

As examp
functi

functi

functi

functi

The failui

(ISO 2626

to underst

In generall

on differe

the failurg

reasonabl

failur
mech

failur

partig

NOTE
EXAMPLE

failuré

e of classification, for any function of the element, the element fajlure can be modelled as:
n omission: function not delivered when needed (FM1);

n commission: function executed when not needed (FM2);

n timing: function delivered with incorrect timing(FM3); and

n value: function provides incorrect output (FM4).

e mode can be adapted to any logical’ function. In the context of a safety analy
P-9:2018, Clause 8) the failure mode description is enhanced with a root cause effect analy
and how the failure mode propagates-to other parts or subparts.

the failure modes of an IP block’can be described at different abstraction levels and ba
ht perspectives on the block's\fault-free functionality and faulty behaviours. The selectior
mode set influences the(feasibility, effort and confidence of a safety analysis. Criteria fq
e and objective oriented.definition of the failure mode set are:

e modes allow the mydpping of underlying technology faults to failure modes, as described in 4

D

h

b modes support the assessment of the diagnostic coverage of the applied saf]
hinisms; and

ular fdilure mode.

At+tha

-

on

sis
sis

ced
1 of
ra

©

e modes~ideally are disjunctive, i.e. each of the originating faults ideally leads to only ¢ne

FM3 (timing) and FM4 (value) can be caused by a stuck-at fault or a soft error affecting some
inner logic function. If FM3 and FM4 are controlled by different safety mechanisms with different diagnostic
coverage capabilities the safety concept is more robust against failure mode distributions.

Annex A provides an example on how to use digital failure modes for diagnostic coverage evaluation.

5.1.5 Example of failure mode definitions for common digital blocks

Table 30 contains exemplary, non-binding failure mode definitions for common IP blocks.
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Table 30 — Example of failure modes for digital components

Part/subpart

Function

Aspects to be considered for Failure modea

Central Processing
Unit (CPU)

Execute given instruction
flow according to given In-
struction Set Architecture.

CPU_FM1: given instruction flow(s) not executed (total
omission)

CPU_FM2: un-intended instruction(s) flow executed
(commission)

CPU_FM3: incorrect instruction flow timing (too
early/late)

CPUFM4—mcorrectimstructiom flow resutt

CPU_FM1 can be further refined if necessaryipnto:

CPU_FM1.1: given instruction flow(s) notjexecuted
(total omission) due to program‘eounter hang up

CPU_FM1.2: given instrugction flow(s) notlexecuted
(total omission) due to-instruction fetch hang up

CPU Interrupt Handler
cincuit (CPU_INTH)

—

Execute interrupt service
routine (ISR) according to
interrupt request

CPU_INTH_FM1: ISR not executed (omission/tpo few)

CPU_INTH_FM2: un<ihtended ISR execution (cpmmis-
sion/too many)

CPU_INTH_FM3:delayed ISR execution (too edrly/late)

CPU_INTHyEM4: incorrect ISR execution (see CPU_
FM1/2/4)

CPlU Memory Manage-
mgnt Unit (CPU_MMU)

The Memory Management
Unit (MMU) typically per-
forms two functions:

translates virtual
addresses into physical ad-
dresses

Contrelssmemory
access permissions.

CPUMMU_FM1: Address translation not execfited
CPU_MMU_FM2: Address translation when not{requested
CPU_MMU_FM3: delayed address translation

CPU_MMU_FM4: translation with incorrect phlysical
address

CPU_MMU_FM5: un-intended blocked access
CPU_MMU_FMé6: un-intended allowed access
CPU_MMU_FM7: delayed access

Inferrupt Controller
Unlit (ICU)

Send interrupt requests

to given CPU according to
hardware-based or soft-
Wware-based interrupt events
and according to intended
quality of service (e.g. prior-
ity). The interrupt controller
can service multiple CPUs.

ICU_FM1: Interrupt request to CPU missing

ICU_FM2: Interrupt request to CPU without tr
event

ggering

ICU_FM3: Interrupt request too early/late

ICU_FM4: Interrupt request sent with incorre¢t data

Data Transfer: Move data
when requested from source
address(es) to destination ad-

DMA_FM1: No requested data transfer. The mgssage is
not sent as intended to the destination addresk.

DMA

dress(es) and notify the data
transfer completion.

The set of data transferred is
called a message.

DMA_FM?2: Data transfer without a request.
DMA_FM3: Data transfer too early/late.
DMA_FM4: Incorrect output

a  Failure Modes can be caused by permanent and transient random hardware faults.
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(internal communica-

service (TXFR).

Table 30 (continued)
Part/subpart Function | Aspects to be considered for Failure modea
(first level of abstraction)
Deliver bus transaction Initi- BUS_TXFR_FM1: Requested transaction not delivered
ated from a given bus master
Buses and Intercon- |to the target address accord- |BUS_TXFR_FM2: Transaction delivered without a request
nects ing to the intended quality of

BUS_TXFR_FM3: Transaction delivered with incorrect
timing

SDRAM Controller

write/read data to/from
memory array.

tlon) A transaCtlon IS a glven set BIIS TYER EM32: Trancaction doliverad wwith incarract
of data as defined by the bus . - T A
data
protocol.
SDRAM_RW_FM1: given write/read access notexecutgd
(omission)
Volatile memory fetch (read) ) )
External SDRAM with |OF Store (write) data to given |SDRAM_RW_FM2: un-intended write/read access exeq
SDRAM Controller row and column address cuted (commission)
according to input command |SDRAM_RW_FM3: incorrect writeyféad access result
from SDRAM controller. (too early/late)
SDRAM_RW_FM4: incorrect Write/read access result
or (second level of abstraction)
SDRAM_RA_FM1: givén row address not accessed
(omission)
SDRAM controller provides SDRAM_RA_FM2: un-intended row address accessed
External SDRAM with |row address to be prepared | (commission]
SDRAM Cdntroller for read or write operation on
a selected bank. SDRAM=RA_FM3: delayed row address result (too
early/late)
SDRAM_RA_FM4: incorrect row address result
SDRAM_CA_FM1: given column address not accessed
(omission)
.. |SDRAM controller prdyides |SDRAM_CA_FM2: un-intended column address accesspd
ggﬁgﬁﬂcigﬁgi\l/le‘;vnh column address to.aécess data | (commission)
for read or writefoperation. SDRAM_CA_FM3: delayed column address result (too
early/late)
SDRAM_CA_FM4: incorrect column address result
SDRAM_IN_FM1: given instruction not executed
omission
SDRAM controller provides ;DRAM “3] FM2 ] ded i ] d
.., feommands (e. g. activate, LINC :un-intended instruction execute
gg;{e;;/?lci?lgg?{[e‘;mth write, read, pre-charge, (commission)
refres_h ..) to get data for read [SDpRAM _IN_FM3: delayed instruction result (too
or write operation. early/late)
SDRA M_IN_F‘MA.- incorrectinstruction result
SDRAM_DW_FM1: given data word not executed
(omission)
External SDRAM with | SPRAM data path provides | SDRAM_DW_FM2: un-intended data word executed

(commission)

SDRAM_DW_FM3: delayed data word result (too
early/late)

SDRAM_DW _FM4: incorrect data word result

a

Failure Modes can be caused by permanent and transient random hardware faults.
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Part/subpart

Function

Aspects to be considered for Failure modea

External FLASH with
FLASH Controller

Non-volatile memory fetches
(read) or store (write) data
to given address according to
input command from FLASH
controller.

FLASH_RW_FM1: given write/read access not
(omission)

FLASH_RW_FM2: un-intended write/read access execut-

ed (commission)

FLASH_RW_FM3: delayed write/read access result (too

executed

early/late)
FLASII_R‘V"VI_FPVI{_AI‘. Hreorrectwi itc/l eadaceessjresult
(first level of abstraction)
Provides storage for variables
and/or constants.
The analysis is done after SRAM_RW_FMT1: given command hot executed |(omission)
considering the access control SRAM RW FM2 ) el q a(
; _RW_ : un-intended leommand executed (com-
SRIAM with SRAM logic called SRAM _controller mission)
cohtroller from the perspective of an
hardwarg elementissuinga  |SRAM_RW_FM3: delayed’command result (toolearly/late)
command.
SRAM_RW_FM4: incorrect command result
Typically a command is a
read, write or possibly a
read-modify-write.
SRAM_HM_FM1: command from SRAM contrdller not
executed (omission)
SRAM hard-macro (HM): SRAM_HM_FM2: unintended access to the SRAM caused
SRIAM with SRAM Provides data or stores data (g5 by a transient fault
I to given address according to
controller input command from SRAM~ |SRAM_HM_FM3: SRAM command delayed (to¢ early/
controller. late) e.g. delayed by the internal timing generdtion
SRAM_HM_FM4: Final SRAM data corrupt or yritten at
wrong location
Non-volatile memory (NVM) |eFLASH_E_FM1: Program or erase not performed.
stores program code and data eFLASH_E_FM2: Program or erase performed|when not
constants:
requested.
Prograim and erase function. eFLASH_E_FM3: Incorrect Program or erase tjming
Etase suspend and resume
Engbedded FLASH Gperations to interrupt on-go-|eFLASH_E_FM4: Program or erase performed|with
(efLASH) with ing erase operation. wrong content.
eFLASH controllef FLASH R FML Read ; p
Non-volatile memory (NVM) e _R_ : Read access not performed.
stores program code and data |eFLASH_R_FM2: Read access when not requedted.
constants. eFLASH_R_FM3: Incorrect read access timing
Read Function eFLASH_R_FM4: Read access delivers wrong dontent.
a  Failure Modes can be caused by permanent and transient random hardware faults.
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Table 30 (continued)

Part/subpart Function Aspects to be considered for Failure modea

Based on the complexity of the topic the failure modes
are just few examples on situations that can lead to a
non-coherent state of given addresses.

COHERENCY_FM1: Write to memory A not executed
(omission). Memory is seen as updated by the partic-
ipants in the coherency. This failure mode leads to a
non-coherent state for memory A.

Cal srde-dafinad oy

e e e COHERENCY_FM2: Un-intended write to memory A

coherence invariants inde- - . . .
(commission). This situation can be related to thelsit

pend_ent of the un(_ierlylpg uation where many cores attempt to write to the.samg¢
architecture. The invariants location

chosen for this example are
based on Reference [52]. COHERENCY_FM3: delayed update (write) of memory
A (too early/late). A possible situation(is,when a legal
write is delayed but the other agents participating in
the coherency protocol think thefaddress content is
coherent.

COHERENCY_FM4: Content'of memory A is corrupt. This
can be caused by an incortect write command (see e.g.
SRAM) or by a defectdn the storage element.

Transfer Data provided by COM_TX_FM1: N message transferred as requested
software to external interface

Data cohetency

according to the interface COM_TX_FM2:'Message transferred when not requestgd

Communidation Pe-

ripheral protocol. COM_TX_FM3: Message transferred too early/late

(COM) Receive and process data pro- | coM_TX‘FM4: Message transferred with incorrect value
vided by an external interface ) )

Can be apylied to according to interface proto- |COMZRX_FM1: No incoming message processed

CAN, Flextlay, Ether- | col. Notify software about the fgoM_RX_FM2: Message transferred when not requested

net, SPI availability of data.

COM_RX_FM3: Message transferred too early/late
The set of data transferredis
called a message. COM_RX_FM4: Message transferred with incorrect vajue

Takes high bandwidth signals
from a source (e.g:sensor SP_FM1: Processing stalled, no or constant output (sef
data) and processes them (e.g. | yice omission)
arithmetically) according to a ) )
given c6deand/or configura- SP_FM_Z: pnrequested output or interrupts (service
Signal professing tion (e-g: GPU, DSP). Typical- commission)

acceleratof ly this'is done to offload a SP_FM3: Output structurally broken, e.g. corrupt frames
general purpose CPU which | (service timing)
could do that task only less
efficiently. Typically this pro- |[SP_-FM4: Output structurally OK, but erroneous data
cessing needs to comply with (service value)

real time requirements.

a F l D] 1 ) " iy . " 1 1 1 . TR
alluremroaescamroe catrseo DY PCTITAITCITC AITa (T aIISTCIIC T aITaoNT ITar avwarc rauarcs:

5.1.6 Qualitative and quantitative analysis of digital component

As seen in ISO 26262-9:2018, Clause 8, qualitative and quantitative safety analyses are performed at
the appropriate level of abstraction during the concept and product development phases. In the case of
a digital component:

— qualitative analysis is useful to identify failure modes of digital components. One of the possible
ways in which it can be performed uses information derived from digital component block diagrams
and information derived from this document;

NOTE1 AnnexA gives an example about how to define failure modes for digital components.
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NOTE 2  Qualitative analysis includes dependent failure analysis of this part as seen in 4.7.
— quantitative analysis is performed using a combination of:
— logical block level structuring;

— information derived from the digital component RTL description (to obtain functional
information) and gate-level net list (to obtain functional and structural information);

— information to evaluate potential unspecified interaction of sub functions (dependent failures,
see 4.7);

— layout information — only available in the final stage;

— information for the verification of diagnostic coverage with respect to some sp¢cific fault
models such as bridging faults (see 5.1.2). This can be applicable to only.some casgs like the
points of comparison between a part and its corresponding safety meclranism; and

— expert judgement supported by rationale and careful consideration-of the effectivemess of the
system-level measures.

NOTE 3  ISO 26262-5:2018, Annex D can be used as a starting point for diagnostic coveragg (DC) with
the claimed DC supported by a proper rationale.

NOTE4 The information for quantitative analysis «cah be progressively available Huring the
digital component development phase. Therefore, the @nalysis could be repeated based on the latest
information.

EXAMPLE1 During a first step of the quantitative analysis, a pre-Design For Test (DFT) and pre-
layout gate-level net list could be available, whilelater the analysis is repeated using post-DFT and post-
layout gate-level net list.

NOTES5  Whenever a quantitative analysis is performed, the accuracy of the analysis is factored into
its results. The validity argument states the level of confidence in the results, and suitable| correction
(e.g.guard-bands) is applied to theresults to ensure a high degree of certainty. See 5.1.10 for 4§ discussion
on the confidence of the computation and verification (in that context, of fault injections).

— | since the parts and subparts. of a digital component can be implemented in a single physical
component, both dependent failure analysis and analysis of independence or freeflom from
interference are important activities for digital components. See 4.7 for further details.

NOTE 6  The analysis of dependent failures is performed on a qualitative basis because no general and
sufficiently reliable method exists for quantifying such failures.

EXAMPLE 2 “\The evaluation of dependent failures starts early in design. Design measures aile specified
to avoid and.reveal potential sources of dependent failures or to detect their effect on the “Systdm on Chip”
safety performance. Layout confirmation is used in the final design stage.

5.1.7”“Notes on quantitative analysis of digital components

5.1.7.1 How to consider permanent faults of digital components

Requirements and recommendations for the failure rates computation in general are defined in
[SO 26262-5 and tailored for semiconductor components in 4.6 of this document.

Following the example given in ISO 26262-5:2018, Annex E, the failure rates and the metrics for
permanent faults of digital components can be computed in the following way:

— the digital component is divided into hierarchical levels (parts, subparts or elementary subparts)
as required;

NOTE1 Assumptions on the independence of identified parts are verified during the dependent failure
analysis.
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NOTE 2  The necessary level of detail (e.g. whether to stop at part level or if to go down to subpart or
elementary subpart level) can depend on the stage of the analysis and on the safety mechanisms used (inside
the digital component or at the system or element level).

EXAMPLE1 In the case of a CPU with a hardware lock-step safety mechanism, the analysis considers the
CPU function as a whole while more detail can be needed for the lock-step comparator.

EXAMPLE 2 In the case of a CPU with a structural software-based hardware test, the failure mode is
defined in more detail because the software test will cover different failure modes with different failure
mode coverage.

EXAMPLE3  The confidence of the accuracy of the computation of fajlure rate of parts or subparts can
be proportional to the level of detail: a low level of detail could be appropriate for analysis at conceptsthge
while & higher level detail could be appropriate for analysis at the development stage.

NOTEB Due to the complexity of modern digital components (hundreds or thousands jef parts and
subpafrts), to guarantee completeness of the analysis, it is helpful to support the division“process with
automptic tools. Care is taken to ensure digital component level analysis across module boundarjies.
Partitijons are done along levels of RTL hierarchy if RTL is available.

the fajlure rates of each part or subpart can be computed using one of thefolléwing two methqds,
as already described in 4.6.2.4:

if the [total failure rate of the whole digital component die (i.e. excluding package and bonding)
is given (in FIT), then the failure rate of the part or subparticould be assumed to be equal
to thg occupying area of the part or subpart (i.e. area relatgd’to gates, flip-flops and related
intercdonnections) divided by the total area of the digital component die multiplied by the tqtal
failure rate, or

NOTE@  For mixed signal chips with power stages, this;approach is applied within each domain, as [the
total fhilure rate for the digital domain can be differentfrom the analogue and power domain. See 5.2(for
furthef details.

EXAMPLE4  IfaCPU area occupies 3 % of the whole digital component die area, then its failure rate cquld
be asspimed to be equal to 3 % of the total digital component die failure rate.

if the pase failure rates, i.e. the failure(rate of basic subparts like gates of the digital component, are
given) then the failure rate of the part or subpart could be assumed to be equal to the sum of the
numbgr of those basic subparts miultiplied by its failure rate.

NOTEp  See 4.6 for examples fer how to derive the base failure rate values.

the evaluation is completed by classifying the faults into safe faults, residual faults, detected dyal-
point faults and lateptdual-point faults; and

EXAMPLES5  Certain portions of a debug unit implemented inside a CPU are safety-related (because [the
CPU itpelf is safety-related), but they themselves cannot lead to a direct violation of the safety goal or their
occurtence cannot significantly increase the probability of violation of the safety goal.

the fdilure' mode coverage with respect to residual and latent faults of that part or subpart is
deterimimed:

EXAMPLE 6  The failure mode coverage associated with a certain failure rate can be computed by
dividing the subpart into smaller subparts, and for each of them compute the expected capability of the
safety mechanisms to cover each subpart. For example, the failure mode coverage of a failure in the CPU
register bank can be computed by dividing the register bank into smaller subparts, each one related to the
specific register (e.g. RO, R1,...), and computing the failure mode coverage of the safety mechanism for each
of them, e.g. combining the failure mode coverage for each of the corresponding low-level failure modes.

NOTE6 The effectiveness of safety mechanisms could be affected by dependent failures. Adequate
measures are considered as listed in 4.7.
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NOTE 7
can assist the computation and be used for verification of the amount of safe faults and espec
failure mode coverage. See 4.8 and 5.1.10 for details. Fault injection is not the only method,
approaches are possible as described in 5.1.10.

5.1.7.2 How to consider transient faults of digital components

5.1.7.2.1 Failure rate of transient fault

As described in ISO 26262-5:2018, 8.4.7, NOTE 2, the transient faults are considered when

:2018(E)

Due to the complexity of modern digital components (millions of gates), fault injection methods

ially of the
and other

shown to

be [Fefevant due, for instance, to the tecnnology used. 1Ney can be addressed either by speq
vellifying a dedicated target “single-point fault metric” value to them or by a qualitative ratio

NO[TE Ajustification is given for the selected procedure.

WH

cothputed using the base failure rate for transient faults.

e to the amount and density of memory elements in RAM memories, the resulting failur
sient faults can be significantly higher than those related to processing logic or other
digital component. Therefore, as recommended in ISO 26262-5:2018,8.4.7, NOTE 1 it can be

cothpute a separate metric for RAM memories and for the other parts of the digital component.

5.1.7.2.2 Classification of transient fault

Foy transient faults, the amount of safe faults can betparticularly relevant. To justify the
amjount of safe transient faults, a rationale about the@esults and the assumptions used to d¢
ade available.

The rationale can be derived from faultinjection as described in 4.8 or arguments based or]
architecture or application.

EXAMPLE1 A fault in a register storing-a safety-related constant (i.e. a value written only on
at ¢ach clock cycle and, if wrong, violating the safety goal) is never safe. If instead, for example, {
is written every 10 ms but used for a.safety-related calculation only once, 1 ms after it is written
trapsient fault in the register would result in 90 % safe faults because in the remaining 90 % of the clg
fault in that register will not cause:a violation of the safety goal.

NO[TE 2  As described inIS©726262-5:2018, 8.4.7, NOTE 2 transient faults can be addressed via a s
fauJt metric. Transient faults are not considered as far as latent faults are concerned. No failure moq
for|latent faults is computed for transients because the root cause rapidly disappears (per definition o
Fuithermore, it is assumed that in the greatest majority of the cases, the effect will rapidly be remo
a fqllowing powet:down cycle removing the erroneous state of the flip-flop or memory cell that was
theltransient fault, before a second fault can cause the occurrence of a multiple-point failure. In specia
assumptioncould be invalid and additional measures can be necessary and addressed on a case by ca

NO['E 3. ¥ Transient faults are contained within the affected subpart and do not spread inadverten
suljparts if they are not logically connected.

ifying and
hale.

en the quantitative approach is used, failure rates for transient faults of each part or siibpart are

e rates for
parts of a
helpful to

estimated
brive them

the circuit

e but read
he register
, a random
ckcycles, a

ingle-point
e coverage
transient).
ved, e.g. by
rhanged by
cases, this
se basis.

[ly to other

NOTE4  Some of the coverage values of safety mechanisms defined in ISO 26262-5:2018, Annex D, Tables
D.3 to D.10, are valid for permanent faults only. This important distinction can be found in the related safety
mechanism description, in which it is written how the coverage value can be considered for transient faults.

EXAMPLE 2  The typical value of the coverage of RAM March test (see Table 33) is rated HIGH. However in
the related description (5.1.13.7), it is written that these types of tests are not effective for soft error detection.
Therefore, for example, the coverage of RAM March test with respect to transient faults is zero.

5.1.8 Example of quantitative analysis

An example of quantitative analysis is given in Annex C.
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5.1.9 Example of techniques or measures to detect or avoid systematic failures during design
of a digital component

The general requirements and recommendations related to hardware architecture and detailed design
are respectively defined in ISO 26262-5:2018, 7.4.1 and ISO 26262-5:2018, 7.4.2. Moreover, requirements

related to

hardware verification are given in ISO 26262-5:2018, 7.4.4.

A digital component is developed based on a standardised development process. The two following
approaches are examples of how to provide evidence that sufficient measures for avoidance of
systematic failures are taken during the development of a digital component:

— using

— using

A checklist such as the one reported in Table 31; and

field data from similar products, which were developed using the same process’as

targe device.

Moreover,

the following general guidelines can be considered:

— the d¢cumentation of each design activity, test arrangements and tools used)for the functio

simul

— the vd

timin

htion and the results of the simulation;

b analysis or checking the technology constraints;

— the ugage of measures for the reproducibility and automation ofthe design implementation proc

(scrip

NOTE

[ based, automated work and design implementation flowy; and

This implies ability to freeze tool versions to enable reproducibility in the future in complia

with l¢gal requirements.

— the us

with gach constraint and procedure defined by the macro core provider if practicable.

Tabl¢ 31 — Example of techniques or measures to achieve compliance with ISO 26262-5

requirements during the'development of a digital component

the

nal

rification of each activity and its results, for example by simulation, equivalence chedks,

€SS

nce

age — for 3rd party soft-cores and hard-cofes — of validated macro blocks and to comply

IS0 262.32'5:2018 Design Technique/Measure Aim
requirement phase
7.4.1.6 Moglular design |Design entry|Structured description |The description of the circuit's functionality
properties and modularization is structured in such a fashion that it is easily

readable, i.e. circuit function can be intui-

without simulation efforts.

tively understood on the basis of descriptio

=

7.4.1.6 Moglular design Design description in HDL |Functional description at high level, e.g. at

properties RTL, in hardware description language, for
example, VHDL or Verilog.

7.4.4 Verification of HDL simulation Pre-silicon verification of circuit described|in

hardware design VHDIL or Verilog by means of simulation

7.4.4 Verification of Formal verification Pre-silicon verification of circuit described

hardware design in VHDL or Verilog by means of static formal
verification.

7.4.4 Verification of Requirement Driven All functional and safety-related require-

hardware design Verification ments are verified. To be shown via traceabili-
ty between specification and verification plan.

7.4.4 Verification of Pre-silicon verification |Pre-silicon verification "bottom-up" for

hardware design on module level example by assertion based pre-silicon verifi-
cation, i.e. verification of circuit described in
VHDL or Verilog by means of property check-
ing at runtime, where property is specified in
some modelling or assertion language.
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7.4.1.6 Modular design
properties (testability)

Table 31 (continued)
150 262.62'5:2018 Design Technique/Measure Aim
requirement phase
7.4.4 Verification of Pre-silicon verification |Verification of the entire circuit.
hardware design on top level
7.4.2.4 Robust design Restricted use of asyn- | Avoidance of typical timing anomalies during
principles chronous constructs synthesis, avoidance of ambiguity during sim-
ulation and synthesis caused by insufficient
modelling, design for testability.
This does not exclude that for certajn types
of circuitry, such as reset logic orfor very
low-power microcontrollersyasynchronous
logic could be useful: in this c¢dse, the aim is to
suggest additional care to hlandle and verify
those circuits.
7.4.2.4 Robust design Synchronisation of pri- |Avoidance of ambiguous circuit behfaviour as
principles mary inputs and control |a result of set-up‘ahd hold timing viplation.
of meta-stability
7.4.4 Verification of Functional and structur- |Quantitative assessment of the applied
hafpdware design al coverage-driven ver- |verification scenarios during the fyinctional
ification (with coverage |test, The target level of coverage i§ defined
of verification goals in andshown.
percentage)
7.4.2.4 Robust design Observation of coding Strict observation of the coding styl¢ results in
principles guidelines a syntactic and semantic correct cirguit code.
7.4.4 Verification of Application of cede Automatic verification of coding rules ("Cod-
hafdware design checker ing style") by code checker tool.
7.4.4 Verification of Documentation of simu- |Documentation of each data needed for a
hafdware design lation results successful simulation in order to vefify the
specified circuit function.
7.4.4 Verification of Synthesis |To'check timing Verification of the achieved timing ¢onstraint
hafdware design constraints, or static during synthesis.
analysis of the propaga-
tion delay (STA — Static
Timing Analysis)
7.4.4 Verification of Comparison of the gate  |Functional equivalence check of thg synthe-
hafpdware design netlist with the reference |sised gate netlist.
model (formal equiva-
lence check)
7.4.1.6 Modular design Documentation of Documentation of each defined conftraint
properties synthesis constraints, that is necessary for an optimal synthesis to
results and tools generate the final gate netlist.
7.4.1.6Modular design Script based procedures |Reproducibility of results and automation of
propernties the synthesis cycles. 1“
7.4.2.4 Robust design Adequate time margin for | Assurance of the robustness of the imple-
principles process technologiesin  |mented circuit functionality even under
use for less than 3 years |strong process and parameter fluctuation.
7.4.1.6 Modular design | Testinser- |Design for testability Avoidance of not testable or poorly testable
properties (testability)| tionand |(depending on the test structures in order to achieve high test cover-
test pattern |coverage in percent) age for production test or on-line test.
generation

Proof of the test coverage
by ATPG (Automatic Test

Pattern Generation)
based on achieved test
coverage in percent

Determination of the test coverage that can
be expected by synthesised test pattern
(Scan-path, BIST) during the production test.

The target level of coverage and fault model
are defined and shown.
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Table 31 (continued)

7.4.4 Verification of
hardware fdesign

7.4.4 Verification of
hardware fdesign

7.4.4 Verification of
hardware fdesign

7.4.4 Verification of
hardware design

7.4.4 Verification of
hardware design

150 262.62'5:2018 Design Technique/Measure Aim
requirement phase

7.4.4 Verification of Simulation of the gate Verification of the achieved timing constraint
hardware design netlist after test inser- during test insertion.

tion, to check timing

constraints, or static

analysis of the propaga-

tion delay (STA)
7.4.4 Verification-of anparicnn ofthe g:lh: Eunctional nqnivnlnnr‘n check ofthe gnfn
hardware fdesign netlist after test inser- netlist after test insertion.

tion with the reference

model (formal equiva-

lence check)
7.4.4 Verification of Placement, |Simulation of the gate Verification of the achieved timing constraint
hardware fdesign routing, lay- |netlist after layout, to during back-end.

out genera- |check timing constraints,
tion or static analysis of the

propagation delay (STA)

Analysis of power net-
work

Show robustness of power network and
effectiveness ofirelated safety mechanisms
Example: IRdrop test.

Perform cross clock do-
main check on gate level
netlist, before and after
testinsertion

Avoid ¢ross clock domain violations during
functional or test modes.

Comparison of the gate
netlist after layout with
the reference model‘(for-
mal equivalence.check)

Functional equivalence check of the gate
netlist after back-end.

Design rule.check (DRC)

Verification of process design rules.

Layout'versus schematic
chéeek (LVS)

Verification of the layout.
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Table 31 (continued)
150 262.62'5:2018 Design Technique/Measure Aim
requirement phase
7.4.5 Production, Safety-relat- | Determination of the Evaluation of the test coverage during pro-
operation, service and | ed special |achievable test coverage |duction tests with respect to the safety-relat-
decommissioning charac- |ofthe production test ed aspects of the digital component.
94.1.2,9413 Dedi- | 4SS
uring chip
cated measures .
production

7.4.5 Drnﬂnr‘finn’ Determination of meas- Assuranceofthe rogbustnessofthe manu-
oppration, service and ures to detect and weed |factured chip for the selected techunplogy
defommissioning out early failures process. For example, for gate-oxidd integri-
9.4.1.2, 9.4.1.3 Dedi- ty (GOD): hlg_h temp/high Voltage opleration
cated measures (Burn-In), high current operation, voltage

stress, etc. Other example of tests afe EM,

Stress migration and-NBTI tests.
7.4.5 Production, Evaluation |Definition and execution |For a digital comiporient with integrated
opgration, service and | of hardware |of qualification tests like |brown-out detection, the digital component
defommissioning element |Brown-out test, High functionality is tested to verify that the

Temperature Operating |outputs efthe digital component arg set to
Lifetime (HTOL) test and |a definéd state (for example by stogping
functional test cases thesgoperation of the microcontroller in the
ré€set state) or that the brown-out cpndition

is Signalled in another way (for example by
raising a safe-state signal) when anly of the
supply voltages monitored by the bfown-out
detection reach a low boundary as dlefined for
correct operation.

10|Hardware integra-
tion and verification

—-

For a digital component without integrated
brown-out detection, the digital cojnponent
functionality is tested to verify if tl‘F digital
component sets its outputs to a defined state
(for example by stopping the operation of the
digital component in the reset state) when
the supply voltages drop from nominal value
to zero. Otherwise an assumption of use is de-
fined, and an external measure is considered.

5.1.9.1 Principles, fechniques or measures to detect or avoid systematic failures during RTL
design

Soine of the prirciples, techniques or measures used for software development (see ISO 26262-6) can
be fonsidered in order to mitigate systematic failures during RTL design.

Dup to,the differences between using RTL for hardware design and software development, rjone of the
contents of ISO 26262-6 can be applied directly without adequate tailoring and adoption of the specific

AEFDTT Lo diazon docicn
neeéas-orrr-ratreawatre T CSTETT:

EXAMPLE1 Similar effects of static code analysis (see ISO 26262-6:2018, Table 7, entry 1h) can be achieved by
application of automatic verification of coding rules ("Coding style") by code checker tool.

EXAMPLE 2  Similar effects of methods listed in ISO 26262-6:2018, Table 7, ISO 26262-6:2018, Table 8
and ISO 26262-6:2018, Table 9 can be achieved by application of functional and structural coverage-driven
verification (with coverage of verification goals in percentage) and formal methods based on properties.

NOTE1 For quantitative assessment of the applied verification scenarios during the functional test, the target
level of coverage can be based on: statement coverage, block coverage, conditional/expression coverage, branch/
decision coverage, toggle coverage and Finite State Machine (FSM) coverage.

NOTE 2  In the case of a high-level synthesis flow, like developing in OpenCL, C-to-HDL flows, or a model based
approach, interactions with the requirements of ISO 26262-6 can be more applicable.
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5.1.10 Verification using fault injection simulation

5.1.10.1 General

As mentioned in 4.8, fault injection is a useful method for semiconductor components. This is especially
true for digital circuits for which fault insertion testing of single-event upsets at the hardware level is
impractical or even impossible for certain fault models. Therefore, fault injection using design models
(e.g. fault injection done at the gate-level netlist) is helpful to complete the verification step.

NOTE1  Fault injection can be used both for permanent (e.g. stuck-at faults) and transient (e.g. single-event
upset) faulfs:

NOTE 2  [Faultinjection is just one of the possible methods for verification, and other approaches are pessible.

Fault injedtion utilizing design models can be successfully used to assist in verification, of.safe faylts
and comptitation of their amount and failure mode coverage.

EXAMPLE 1 Injecting faults and utilizing well-specified observation points to determine if the fault cauped
a measuralple effect. Moreover, it can be used to assist the computation and to verify thejvalues of failure mpde

coverage, ile. injecting faults that were able to cause a measurable effect and deterntining if those faults were
detected oy controlled by the safety mechanisms within the maximum fault handling-time interval.

The confidence of the computation and verification with fault injection is@valuated with respect to:
— the qyality and completeness of the test-bench used to stimulatéthe circuit under test;

NOTE 2 [The quality and completeness of a test-bench is measured)in terms of its capability to activate [the
circuit undpr test. It can be measured in terms of functional coverage-of the test-bench.

— the cqmpleteness of the fault injection campaign measured as a ratio of fault scenarios covered
with flespect to all possible scenarios;

NOTEPB A scenario includes the fault site, fault oecurrence, fault duration, etc.
— the leyel of detail of the circuit representation; and

EXAMPLE 2 Gate-level netlist is appropriate for fault injection of permanent faults such as stuck-at faylts.

Hardware accelerator-based methods could be helpful in order to maximize test execution speed. RTL is

also a1 acceptable approach for stuck=at faults, provided that the correlation with gate level is shown.

EXAMPLE 3  Modelling ataRTL1is appropriate for faultinjection of SEU transient faults. Simulation models

are aldo an acceptable approach for SEU transient faults, provided that suitable correlation is demonstrated

with RTL or gate-level models.

— the ddgtails available-for the safety mechanisms to be simulated.

5.1.10.2 Aboutwerification of fault models different than stuck-at

Sub-claus¢ 5:1.2 shows that fault models other than stuck-at can be considered.

EXAMPLE1 A suitable way to simplify the verification of non-stuck-at faults can be to provide evidence that
the fault distribution of stuck-open/bridging faults is a very limited portion of the whole fault models population,
i.e. much lower than the stuck-at 0/1 fault population.

EXAMPLE 2  In some cases, hardware safety mechanisms can be more effective to detect each kind of fault
and easier to be verified using e.g. the N-detect approach. On the other hand, in the case of a software-based
safety mechanism addressing random hardware failures, it can be difficult with the N-detect technique to gain
a high level of confidence in the pattern richness due to the possible change of the context between subsequent
executions of the test at run time. In this case, alternative solutions can be applied (e.g. Reference [39]).
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If properly exercised, methods derived from stuck-at simulations (like N-detect testing, see for example
References [35] to [37]) can be applied for verification of non-stuck-at fault models as well.

EXAMPLE 3  Since exhaustiveness is not required, the non-stuck-at fault models analysis can be applied to a
subset of the digital component subparts selected depending on their possible impact (for example comparators)
or on a statistical basis.

EXAMPLE 4  For N-detect testing, “properly exercised” means that N different detections of the same fault are

guaranteed by the pattern set (i.e. pattern richness). N can range from 5 to 10.

NOTE

lucic dxanmacnt AL Ao Aot £o3line ool oo Tt of clo racat fo e

Fault 1n]ect10n can also be used to inject bridging faults (see 5.1.2) in specific locations based on layout

ang

5.1

Th
do

£ou10 43 le o d
CPpERaehT tariesSHen=as unJ\,\, oo crotraiafresetratres:

.11 Example of safety documentation for a digital component

b necessary information from the work products is provided to the system integrator,
fumentation of assumed requirements, assumptions related to the design extérnal to the

applicable work products.

On
do

NO
dig

Th

that basis, the safety documentation for an SEooC digital component’ can include the
fuments or a subset of them as specified in the DIA:

the safety case related to the digital component, see ISO 26262-2:2018, 6.5.4;
the safety plan for the digital component, see [SO 26262-2:2018, 6.5.3;

other plans as seen in [SO 26262-8, when applicable, such as configuration management pl
management plan, impact analysis and change_request plan, verification plan, docu
management plan and software tool qualificationplan;

the evidence related to the execution of the-applicable steps of a safety plan as seen in IS

the hardware specifications as seen~in I1SO 26262-5, such as hardware safety req
specification, hardware-software Interface (HSI) specification and hardware design spe

the reports related to the execfition of the applicable steps of the verification plan and o
as seen in ISO 26262-5 and IS0 26262-8, such as hardware safety requirements verificat
hardware design verification report, and hardware integration and verification report; 3

the reports related to‘safety analyses as seen in ISO 26262-5, ISO 26262-8 and ISO 262
as hardware safety.analysis report, review report of the effectiveness of the architect

including
SEooC and

following

hn, change
mentation

D 26262-2;

uirements
rification;

ther plans
on report,
nd

62-9, such
ure of the

digital component-to cope with random hardware failures, review report of evaluation of safety

goal violations\due to random hardware failures and results of analyses of dependent fai

TE1  The\DIA specifies which documents are made available and what level of detail is prov|
tal compenent’s customer.

e following information can be considered:

lures.

ided to the

titedescription of tifecycle tattored for thedigitat component;tistof appticabte—wort

products

(description of which work products of the lifecycle are applicable for the digital component);

the description of the digital component safety architecture with an abstract description of digital
component functionalities and description of safety mechanisms;

the description of Assumptions of Use (AoU) of the digital component with respect to its intended
use, including: assumption on the digital component safe state; assumptions on maximum fault
handling time interval and MPFDI; assumptions on the digital component context, including its
external interfaces;

the description of the digital component configuration and related hardware and/or software
procedures to control a failure after its detection;
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— the DIA defines which of the following reports are needed at system/item level:
— hardware safety analysis report;

— report of the effectiveness of the architecture of digital component to cope with random
hardware faults;

— report of evaluation of safety goal violation due to random hardware failures; and

— results of analyses of dependent failures.

- the d oLl iytiuu Uf thC fuut,tiuual bclfCty aoocoolucut PLULLTSS, }ibt Uf LUllfil lllatiUll IHITASUI TS (g nd
description of the independency level; summary of process for avoidance of systematic failures in
the digital component.

—

NOTE 2  [This documentation can be recorded in one document named a “Safety Manual” or “Safety*Application

Note” of th¢ digital component.

5.1.12 Examples of safety mechanisms for digital components and memories
NOTE This sub-clause extends on ISO 26262-5:2018 Annex D for digital semiconductor components.

For memories, the following Table 32 and Table 33 can be applied.

Table 32 — Non-volatile memogy

Safety mjechanism/ | See overview | Typical diagnostic coverage

measure of techniques considered achievable Notes

Parity bit 5.1.13.6 Low —

Memory njonitoring The effectiveness depends on thd

using errof-detec- 51131 Hich number of redundant bits. Can b

tion-correftion codes T § used to correct errors

(ECQ)

Modified dhecksum 5.1.13.2 Low D_epends. on the nur_nb_er and loca
tion of bit errors within test area

Memory Signature 5.1.13.3 High —

Block replication 5.1.13.4 High —

Table 33 — Volatile memory

Safety mjechanism/ | Seéoverview | Typical diagnostic coverage

measure of techniques considered achievable Notes
High coverage for stuck-at failurgs.
RAM pattgrn test 5.1.13.5 Medium No coverage for linked failures.

Can be appropriate to run under
interrupt protection

Depends on the write read order
High for linked cell coverage. Test gener-
ally not appropriate for run time

a1
—_
N
o%)
N

RAM March test

2
=
—
o
(o)}

Parity bit Low —
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Safety mechanism/ | See overview | Typical diagnostic coverage Notes
measure of techniques considered achievable
ll\l/lseirr?ogl}.frr:ﬁrélettc;rcl_ng The effectiveness depends on the
SINg : 5.1.13.1 High number of redundant bits. Can be
tion-correction codes used to correct errors

(ECQ)

Block replication 5.1.134 High S?z:rglrrﬁ)osr;iiacll)g;i;ngzdes can reduce
The effectiveness of the jignature
depends on the polynomial in
relation to the block'length of the
information to be protected. Care

) ) is taken so that values used to de-

Running checksum/CRC 5.1.13.8 High termine checksum are ngt changed
during chécksum calculation
Probability is 1/maximun value
of-checksum if random pattern is
rettrned

Foy general digital logic, Table 34 can be applied.

Table 34 — Combinatorial and{sequential logic

nel)

Shfety mechanism/ | See overview of | Typical diagnestic coverage Notes
measure techniques consideréd achievable
ISO 26262- .
Self-test by software 5:2018, D.2.3.1 Medium —
3 Higher coverage is possible, de-
}SIZ rfdt‘f,itrzu(gﬁgfgﬁgﬁy ISO 26262- Medium pending on effectivenesq of test.
5:2018, D.2.3.2 Gate level is an approprigte level

for this test

For

Table 35 — On-chip communication

on-chip interconnect, Table 35 can be applied.

Safety mechanism/ See overview of | Typical diagnostic coverage N
. . . otes
measure techniques considered achievable
One-bit hardware ISO 26262- Low .
reflundancy 5:2018, D.2.5.1
Multi-bit redundancy can achieve
N high coverage by properfinterleav-
Irv([; ﬁ;g;tntarg‘r/ﬁ:fi- ISO 26262- Medium ing of data, address and ¢ontrol
indEeo y 5:2018, D.2.5.2 lines, and if combined with some
o= complete redundancy, e.g. for the
arbiter.
Complete hardware ISO 26262- Hich Common failure modes can reduce
redundancy 5:2018,D.2.5.3 & diagnostic coverage
Inspection using test ISO 26262- .
patterns 5:2018, D.2.5.4 High Depends on type of pattern

5.1.13 Overview of techniques for digital components and memories

5.1.13.1 Memory monitoring using error-detection-correction codes (ECC)

NOTE 1

© ISO 2018 - All rights reserved
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Aim: To detect each single-bit failure, each two-bit failure, some three-bit failures, and some all-bit
failures in a word (typically 32, 64 or 128 bits).

Description: Every word of memory is extended by several redundant bits to produce a modified
Hamming code with a Hamming distance of at least 4. Every time a word is read, checking of the
redundant bits can determine whether or not a corruption has taken place. If a difference is found, a
failure message is produced.

The procedure can also be used to detect addressing failures, by calculating the redundant bits for the
concatenation of the data word and its address. Otherwise for addressing failures, the probability of
detection is dependent on the number of ECC hits for random data returned (for example, address line

open or ad
The cover
selected, i

For RAM
coverage i

5.1.13.2
NOTE
Aim: To d

Descripti
memory. T
to the mer
memory t
the stored
The probg
data distu
one for rai

5.1.13.3
NOTE 1
Aim: To d

Descripti

dress line shorted to another address line such that an average of the two cells is returhg
age will most likely be lower if the addressing error leads to a completely different
F could even be 0% if no protection against address decoder faults is provided.

ell write-enable failure, ECC can provide high coverage if the cell cannot be-initialized. 1
5 0 % if the write-enable failure affects the entire cell after it has been initializéd.

Modified checksum
This technique/measure is referenced in Table 32 of this document.
btect each single bit failure.

pn: A checksum is created by a suitable algorithm whichaises each of the words in a bloc}
he checksum can be stored as an additional word in ROM, or an additional word can be adg
hory block to ensure that the checksum algorithm produces a predetermined value. In a 13
bst, a checksum is created again using the samea@lgorithm, and the result is compared W
or defined value. If a difference is found, a failure message is produced (see Reference [3
bility of a missed detection is 1/(2size of cheeksum) if 3 random result is returned. If cert
rbances are more probable, some checksums can provide a better detection ratio than

idom results.

Memory signature
This technique/measure is refetenced in Table 32 of this document.
btect each one-bit failure and most multi-bit failures.

pn: The contents.6f;a memory block are compressed (using either hardware or softwa

into one ¢r more bytes_using, for example, a cyclic redundancy check (CRC) algorithm. A typf

CRC algor
a continu

us polynomial division is carried out using a polynomial generator. The remainder of

d).
rell

'he

¢ of
led
ter
ith
4]).
hin
the

re)
cal

thm treats the whole contents of the block as byte-serial or bit-serial data flow, on whlich

the

division r¢presentS the compressed memory contents — it is the “signature” of the memory — andl is

stored. T

CRCs are particularly effective 1n detecting

e signature is computed once again in later tests and compared with one already stored.

sage'is produced if there is a difference.

A

ursterrors. e elfectiveness o e signature depends

on

the polynomial in relation to the block length of the information to be protected. The probability of a
missed detection is 1/(2size of checksum) jf 3 random result is returned (see Reference [34]).

NOTE 2

Use of an 8 bit CRC is not generally considered the state of the art for memory sizes above 4 k.

5.1.13.4 Block replication (for example double memory with hardware or software comparison)

NOTE

This technique/measure is referenced in Table 32 and Table 33 of this document.

Aim: To detect each bit failure.

Description: The address space is duplicated in two memories. The first memory is operated in the
normal manner. The second memory contains the same information and is accessed in parallel to the
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first. The outputs are compared and a failure message is produced if a difference is detected. Dependent
on memory subsystem design, storage of inverse data in one of the two memories can enhance
diagnostic coverage. Coverage can be reduced if failure modes (such as common address lines, write-
enables) exist that are common to both blocks or if physical placement of memory cells makes logically

distant cells physical neighbours.

5.1.13.5 RAM Pattern test

NOTE1 This technique/measure is referenced in Table 33 of this document.

loss £o3

Ai ) TU dCtC\.t lJl Cdunuiuaut}_y otati\, UIL lclllbll CO.
Defcription: A bit pattern followed by the complement of that bit pattern is written,int
of memory.

RAM locations are generally tested individually. The cell content is stored andthen all Os a
to the cell. The cell contents are then verified by a read back of the 0 values. The procedure i
by writing all 1s to the cell and reading the contents back. If a transition failure from 1 to 0
mdde of concern, an additional write and read of 0s can be performed. Finally, the original g
thq cell are restored (see Reference [34], Section 4.2.1). The test is effective at detecting st
transition failures but cannot detect most soft errors, addressing faults’and linked cell faults

NO
ind

FE2 The testis often implemented in the background with inferrupt suppression during the f
ividual location.

NO
ten
by

FE3 Because the implementation includes a read of ajjust written value, optimizing compi

hn assembler-level code inspection.

NO
pla
1t

TE4 Some RAMs can fail such that the last meiory access operation is echoed back as a read
isible failure mode, the diagnostic can test twoecations together, first writing a 0 to one location
the next and then verifying a 0 is read from.the first location.

5.1.13.6 Parity bit

NOJ'E This technique/measure is.referenced in Table 32 and Table 33 of this document.

Ai
8

: To detect a single corrupted bit or an odd number of corrupted bit failures in a word
its, 16 bits, 32 bits, 64 bits or 128 bits).

Defpcription: Every word of the memory is extended by one bit (the parity bit) which comp
wolrd to an even or.0dd number of logical 1s. The parity of the data word is checked each timg
If the wrong number of 1s is found, a failure message is produced. The choice of even or

ought to be miade such that, whichever of the zero word (nothing but 0s) or the one word (n

1s)|is the more unfavourable in the event of a failure, then that word is not a valid code.

Parity‘can also be used to detect addressing failure, when the parity is calculated for the con

b the cells

re written
5 repeated
s a failure
ontents of
ick-at and

est of each

ers have a

dency to optimize out the test. If an optimizing compiler 1s.\used, good design practice is to verify the test code

If this is a
and then a

(typically

letes each
it is read.
dd parity
bthing but

Catenation

of thé)data word and its address. Otherwise, for addressing failures, there is a 50 % pro

bability of

detection for random data returned (for example, address line open or address line shortened to another
address line such that an average of the two cells is returned). The coverage is 0 % if the addressing
error leads to a completely different cell selected.

For RAM cell write-enable failure, parity can detect 50 % of failures if the cell is unable to be initialized.
The coverage is 0 % if the write-enable failure affects the entire cell after it has been initialized.

5.1.13.7 RAM March test
NOTE1 This technique/measure is referenced in Table 33 of this document.

Aim: To detect predominantly persistent bit failures, bit transition failures, addressing failures and
linked cell failures.
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Description: A pattern of Os and 1s is written into the cells of memory in a specific pattern and verified
in a specific order.

A March test consists of a finite sequence of March elements; while a March element is a finite sequence
of operations applied to every cell in the memory array before proceeding to the next cell. For example,
an operation can consist of writing a 0 into a cell, writing a 1 into a cell, reading an expected 0 from
a cell, and reading an expected 1 from a cell. A failure is detected if the expected “1” is not read. The
coverage level for linked cells depends on the write/read order.

Reference
failure m

[34

], Chapter 4, lists a number of different March tests designed to detect various RAM

a one but
error dete

NOTE 2

5.1.13.8
NOTE
Aim: Tod

Descripti
block of n
updated, t
data valuse
block and

The probability of a missed detection is 1/(2size of checksum/CRC) if 3 random result is returned. DC

be reduce

5.2 And

des: stuck-at faults, transition faults (inahility to transition from a one to a zero or a zerq to

hot both), address faults and linked cell faults. These types of tests are not effective fob-g
ction.

These tests can usually only be run at initialization or shutdown.

Running checksum/CRC
This technique/measure is referenced in Table 33 of this document.
btect single bit, and some multiple bit, failures in RAM.

pn: A checksum/CRC is created by a suitable algorithm which“uses each of the words i

he RAM checksum/CRC is also updated by removing the‘eld data value and adding in the n
to be stored to the memory location. Periodically, a,checksum/CRC is calculated for the d
rompared to the stored checksum/CRC. If a difference is found, a failure message is produd

l as memory size increases.

logue /mixed signal components

521 A

As descril

are handl¢

is seen as
including

For analog

compone

pout analogue and mixed signal ¢components

ed in 4.2, a semiconductor cemponent is structured in parts and subparts. If the signals t
d in an element (component; part or subpart) are not limited to digital states, this elem|
n analogue element. This-is the case for each measurement interface to the physical wo
bensors, actuator outputs, and power supplies.

ue componentsyeach element is analogue and no digital element is included. Mixed sig

q

ts consist of atjleast one analogue element and one digital element. Since analogue

hemory. The checksum is stored as an additional word<dn*RAM. As the memory bloclk

oft

n a
is
ew
ata
ed.
can

hat
ent
rld,

nal
nd

digital elements requitedifferent methodologies and tooling for design, layout, verification and testing,

it is recorhmended-td clearly divide the analogue and digital blocks. This can result in a variety

configurations ranging from components that are primarily analogue but have digital support blog

(e.g. digitpllyc configurable voltage regulators or auto zeroing amplifiers) to components such
microconfraHers that have only a few mlxed 51gnal perlpherals (e.g. analogue to dlgltal converters g

phase locked
subparts is shown in Flgure 24.

80

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

IS0 26262-11:2018(E)

Part (mixed)
e.g. ADC

Sub-parts
(analouge)

Sub-parts
(digital)

Component (mixed signal) Component (analogue)
e.g. driver e.g. amplifier
Part (analogue) Part (analogue)
e.g. reference and bias e.g. reference and bias
Part (digital) Part (analogue)
e.g. state machine e.g. buffer
o
0
0

Figure 24 — Generic hierarchy of analogue and mixed signal components

In prder to simplify the safety analysis, a mixed signal component can be divided into its angdlogue and
digital elements. The boundary of an analogue element can‘be defined by its function and its associated
fault models and failure modes. Additionally, each element that has freedom from interference or
independence requirements (e.g. redundant paths orfirnctions and corresponding diagnosticffunctions)
is deparated by part or subpart boundaries.

Adgitional criteria can also be considered when dividing a mixed signal element (component or part)
intp sub elements (part or subpart):

— | signal flow;
EXAMPLE1  Mixed signal control loops can consist of feedback ADC, digital regulator and output driver.
— | connectivity;

EXAMPLE 2  Referénce and bias circuits can serve multiple analogue blocks and oscillatorg can serve
multiple digital or, aixed signal blocks.

— | different technplogies;
EXAMPLE 3™~ HV switch is a DMOS transistor while the gate driver can use conventional MOS devices.

NOTE One benefit for a separation of these parts is that they can have failure rates with diffefrent orders
of magnitude or different fault models.

— different supply domains; and

EXAMPLE4  Feedback DAC can have different supplies than the other mixed signal block output driver.
— other criteria for partitioning.

EXAMPLES5  Frequency partitioning, such as high frequency versus low frequency subparts.

The level of detail of the analysis is determined by the relevant safety requirements, safety mechanisms
and the need to provide evidence of independence of safety mechanisms. Higher granularity does not
necessarily result in a significant benefit for the safety analysis.
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5.2.2 Analogue and mixed signal components and failure modes

5.2.2.1 About failure modes

The failure modes of a hardware element depend on its function. The failure mode distribution depends
on the hardware element implementation.

NOTE 1

The “implementation” is intended both the actual circuit design and the targeted process used.

The classification of a failure mode depends on the functional and safety requirements allocated to the

to

system in
a violation]
an analog
reported i

The failur
reference
derived by

The actuall failure mode list used in a specific project can be adjusted (adding or removing fail

modes) b3
for the an:

It is noted
dependenf

EXAMPLE
failure mod

Besides th
relevant f:

EXAMPLE 2

modes affe

ngr:ﬂ'ing the element. Based on the integration 2 cpnrifit‘ failure mode can or cannot lead
of a safety requirement. Table 36 identifies possible failure modes that can be of concetn
e and mixed signal part or subpart. The table can be used to extend the list of failure.mo
n [SO 26262-5:2018, Annex D.

e modes identified in Table 36 as well as the mentioned parts and subparts, are a gene
and can be adjusted on a case by case basis. Failure modes for analogueycircuits can
applying key words as mentioned in 4.3.2.

sed on the specific implementation details or on the level of grantlarity deemed necess
lysis.

that the relevance of the failure modes, including but not limited to those listed in Table 36

on the context of the function to be analysed.

| The obvious failure modes of a voltage regulator “are over-voltage and under-voltage. Th
es can be detected by an over voltage and under voltage(OV/UV) monitor as described in 5.2.4.2.

le obvious failure modes reported in the above example, it is important to identify e
lilure mode in order to perform a complete:and thorough analysis.

b If a voltage regulator is used as a sensor supply or as an ADC reference supply, then the fail

cting the stability and the accuracy of the output voltage, even within the OV/UV thresholds, can

critical. O

can be mitfigated by using appropriate meastures. An independent ADC (internal or external) can be used
periodically measure the regulator outputvoltage with the required accuracy to detect those failure modes.

EXAMPLE
voltage ri

voltage varfiations is an importantfeature, i.e. the power supply rejection ratio (PSRR). Failure modes like out
voltage oscfllation within the-OV/UYV (i.e. ripple) limits and spikes affecting the regulated voltage can be relev
Alow pass filter as described in 5.2.4.8 can be used to mitigate these failures.

EXAMPLE

put voltage with insufficient accuracy and output voltage oscillation within the OV/UV threshd

If a voltage regulator is ised as a supply for a radio frequency (RF) module which has tight sug
le requirements, the prevention of fluctuation on the regulated output voltage caused by in|

If a voltage regulator used as an MCU core supply is sensitive to output voltage drops during st

for
Hes

ral
be

ire
a1y

hch

ure
be
lds
to

ply
put
put
hnt.

hrt-

up (powerup) due {o_in-rush current exceeding regulator load current and/or current limit, a too fast start
time can b¢ critical. A proper regulator soft-start function can be used to mitigate such failure.

up

If failure modes are classified as not safety-related, a rationale is to be provided in the safety analysis to

support the ctassification.

Given the variety of implementations, Table 36 does not give any indication about the quantitative
impact of the listed failure modes, i.e. the failure mode distribution. It is the responsibility of the
semiconductor supplier to provide such quantitative data. An example is given in 5.2.3.3.

NOTE 2  Even though it is known that a single physical root cause can lead to more than one failure mode, it is
reasonable to assume that the sum of the distribution of each failure mode is 100 % which is a prerequisite for
the quantitative analysis.
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Table 36 — Possible failure modes of analogue and mixed signal parts and subparts

Part/subpart

| Short description

| Failure modes

Regulators and Power stages

Voltage regulators (line-
ar, SMPS, etc.)

Hardware part/subpart
that maintains the volt-
age of a power source
within a prescribed
range that can be toler-
ated by elements using

that waltagn

scribed range (i.e. over voltage — OV)

range (i.e. under voltage — UV)

Output voltage affected by spikesb

Output voltage higher than a high threshold of the pre-

Output voltage lower than a low threshold of the prescribed

X
trroc v oTtag T

Incorrect start-up time (i.e. outside the expected
Output voltage accuracy too low, including driftc
Output voltage oscillationa within the prescribed

Output voltage affected by a fast oseillation? outs
prescribed range but with averagevédlue within t
scribed range

Quiescent current (i.e. current’drawn by the regu
order to control its internal’circuitry for proper g
exceeding the maximumr-value

range)

range

ide the
he pre-

lator in

peration)

Ch
bo

arge pump, regulator
pst

Hardware part/sub-
part that converts, and
optionally regulates,
voltages using switch-
ing technology and ca-
pacitive-energy storage
elements, and main-
tains a constant output
voltage with a varying
voltage input.

Output voltage higheer than a high threshold of th
scribed range (i-€{ over voltage — OV)

Output voltage lower than a low threshold of the
range (i,e~under voltage — UV)

Outpupyoltage affected by spikesb
Incorrect start-up time (i.e. outside the expected

Quiescent current (i.e. current drawn by the regu
order to control its internal circuitry for proper g
exceeding the maximum value

b pre-

range)

lator in

brescribed

peration)

Hi
(H

bh-side/Low-side
5/LS) driver

Hardware part/stb-
part that applies voltage
to aload in a'single di-
rection: high side driver
to cannect the load to
highyrail, low side driver
to connect the load to
low rail.

HS/LS driver is stuck in ON or OFF state

HS/LS driver is floating (i.e. open circuit, tri-statg
HS/LS driver resistance too high when turned onl
HS/LS driver resistance too low when turned off

HS/LS driver turn-on time too fast or too slow

HS/LS driver turn-off time too fast or too slow

d)

a
ne

b

rai
exd

An oscillation.is an instability of the part/subpart caused by internal failure, e.g. regulation loop failur
bative hysteresisfor a comparator, etc.. Oscillation includes any repetitive voltage and current variation (i.e. per

A spikeds'a'non-repetitive variation on the output voltage or current, i.e. pulse due to load jumps, etc.

c Drift)is a slow and continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside t}
ge feported into the circuit specification. Slow variation means slower than maximum fault handling time i

mple drift covers floating or stuck at open failure modes.

d

Several of the failure modes reported for the ADC or DAC can be grouped into two main sets: static error and absolute

bs, lower or
jodic pulse).

he expected
hterval. For

accuracy (total) error. Static errors are errors that affect the accuracy of a converter when it is converting static (DC)
signals and can be completely described by four terms: offset error, gain error, integral nonlinearity, and differential
nonlinearity.

NOTE 1 Each term can be expressed in LSB units or sometimes as a percentage of the full scale range (FSR). For example,
an error of %2 LSB for an 8-bit converter corresponds to 0,2 % FSR.

NOTE 2 The absolute accuracy (total) error is the maximum value of the difference between an analogue value and the ideal
mid-step value. It includes offset, gain, and integral linearity errors, and also the quantization error in the case of an ADC.
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full-bridge (H-bridge)
driver

part that can apply
voltage across a load in
either direction.

A half-bridge driver is
built with two drivers
(one HS and one LS driv-

Table 36 (continued)
Part/subpart Short description Failure modes
Half-bridge driver or Hardware part/sub- HS/LS driver is stuck in ON or OFF state

HS/LS driver is floating (i.e. open circuit, tri-stated)
HS/LS driver ON resistance too high when turned on
HS/LS driver OFF resistance too low when turned off

HS/LS driver turn-on time too fast or too slow

L

\,1:}. All H bl ;ds\, (Ul lcu}}
bridge) driver is built
with four drivers (two
HS and two LS drivers)

LIC /L C 1o 4= s 4= £ 4= 4= 1
llJ/ Lo Urivcl tulir-ull T tUU IdaSU UL tUU S51IUW

‘Dead time’ is too short (i.e. when turning off high-side

driver and turning on low-side driver, or when turning offf

low-side driver and turning on high-side driven)

‘Dead time’ is too long

High-side/|Low-side

Hardware part/subpart

HS/LS pre-driver is stuck in ON or OFF states

coded on “N bits” into an
analogue signal (voltage
or current).

Output is floating.(i:e. open circuit)

Offset error (net including stuck or floating conditions on
the outputs;low resolution)

Linearityierror with monotonic conversion curve not
including stuck or floating conditions on the outputs, low]
resolution

Eull-scale gain-error not including stuck or floating cond
tions on the outputs, low resolution

No monotonic conversion curve
Incorrect settling time (i.e. outside the expected range)

Oscillationa of the output signal including driftc

pre-driver driving a gate of an ex- e .
ternal FET that is used HS/LS pre-driver output voltage/current too high or too lpw
as a HS or LS driver. HS/LS pre-driver is floating (i.e~0pen circuit, tri-stated)
HS/LS pre-driver slew rate too slow or too fast
Analogue to digital and digital to analogue convertersd
N bits digital to ana- Hardware part/subpart |Output is stuck (i.e. high/or low)
logue conylerters (DAC)d |converting digital data

a

An o

negative hy

Gcillation is an instability of the part/subpart caused by internal failure, e.g. regulation loop failures, lower
teresis for a comparatof,.etc.. Oscillation includes any repetitive voltage and current variation (i.e. periodic pul

or
be).

NOTE 2 Th

b A spilfe is a non-repetitive variation on the output voltage or current, i.e. pulse due to load jumps, etc.

c Drift|is a slow and.continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside the expected
range repojted into thexcircuit specification. Slow variation means slower than maximum fault handling time interval. For
example drift covers floating or stuck at open failure modes.

d Severpl ofthe failure modes reported for the ADC or DAC can be grouped into two main sets: static error and absolfite
accuracy (tptal) error. Static errors are errors that affect the accuracy of a converter when it is converting static (IPC)
signals andcan-becompletely described by four terms: ot error gain error inte aonlineari ad differential
nonlinearity.

NOTE 1 Each term can be expressed in LSB units or sometimes as a percentage of the full scale range (FSR). For example,
an error of % LSB for an 8-bit converter corresponds to 0,2 % FSR.

mid-step value. It includes offset, gain, and integral linearity errors, and also the quantization error in the case of an ADC.

e absolute accuracy (total) error is the maximum value of the difference between an analogue value and the ideal

84
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Table 36 (continued)

Part/subpart Short description Failure modes

N bits analogue to digital |[Hardware part/subpart |One or more outputs are stuck (i.e. high or low)
converters (N-bit ADC)d |converting a continu-

ous-time and continu-
ous-amplitude analogue |Accuracy error (i.e. Error exceeds the LSBs)
signal (i.e. a voltage

value) to a discrete-time

and discrete-amplitude the outputs, low resolution

One or more outputs are floating (i.e. open circuit)

Offset error not including stuck or floating conditions on

digital signal coded on | No monotonic conversion characteristic (i.e. given two

“N bits.” input analogue voltage V1>V2, the correspondent
values are D1<D2)

Full-scale error not including stuck or floating co
on the outputs, low resolution

Linearity error with monotonic conversion curve
including stuck or floating conditiens on the outp
resolution

Incorrect settling time (i.e. putside the expected

digital

nditions

not
uts, low

fange)

Oscillators and clock generators

Oskillator Hardware part/subpart |Output is stuck (i.e.thigh or low)
generating a periodic, . p . o
oscillating signal. It can Output is floating(i.e. open circuit)
beusedasaclockina |Incorrectutput signal swing (i.e. outside the expected
digital circuit. range)
Incorreéct frequency of the output signal (i.e. outsfde the
expected range, including harmonics when applidable, for
instance EMC emissions)
Incorrect duty cycle of the output signal (i.e. outsfide the
expected range)
Driftc of the output frequency
Jitter too high in the output signal
a An oscillation is an instability '0f the part/subpart caused by internal failure, e.g. regulation loop failurgs, lower or
negative hysteresis for a comparatoryetc.. Oscillation includes any repetitive voltage and current variation (i.e. perfodic pulse).
b A spike is a non-repetitive.ariation on the output voltage or current, i.e. pulse due to load jumps, etc.
¢ Drift is a slow and¢continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside the expected
raipge reported into the-circuit specification. Slow variation means slower than maximum fault handling time ipterval. For
exgmple drift coversfloating or stuck at open failure modes.
d Several of the'failure modes reported for the ADC or DAC can be grouped into two main sets: static error and absolute
acquracy (total)\error. Static errors are errors that affect the accuracy of a converter when it is converting|static (DC)
sighals andcan be completely described by four terms: offset error, gain error, integral nonlinearity, and [differential
noplinearity.
NOTE-1“Each term can be expressed in LSB units or sometimes as a percentage of the full scale range (FSR). For example,
anerrer of % LSB for an 8-bit converter corresponds to 0,2 % FSR.

NOTE 2 The absolute accuracy (total) error is the maximum value of the difference between an analogue value and the ideal
mid-step value. It includes offset, gain, and integral linearity errors, and also the quantization error in the case of an ADC.
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Table 36 (continued)

Part/subpart Short description Failure modes

Phase locked loop (PLL) |Hardware part/subpart |Outputis stuck (i.e. high or low)
controlling an oscillator
in order to generate a
square wave signal that |Incorrect frequency of the output signal (i.e. outside the
maintains a constant expected range, including harmonics when applicable, e.g.
phase angle (i.e. lock) EMC emissions)

on the frequency of

an input, or reference
signal. It can be used as
clock in a digital circuit. |Driftc of the output frequency

Output is floating (i.e. open circuit)

Incorrect duty cycle of the output signal (i.e. outside the

radd al
captiitul ausC}

Jitter too high in the output signal

Loss of lock condition (i.e. phase error, output'elock not in
sync with input clock not leading to incorrect frequency
and incorrect duty cycle)

Missing pulse in the output signal

Extra pulse in the output signal

Generic

Operationgl amplifier Hardware part/subpart |Output is stuck (i.e. high«r [ow)
and buffer integrating a DC-cou-
pled high-gain voltage
amplifier with a differ- |Incorrect gain on the output voltage (i.e. outside the ex-
ential input and, usually, | pected range)

a single-ended output.

Output is floating (i.e)0pen circuit)

Incorrect offset on the output voltage (i.e. outside the ex-
pected rahge)

Incoriect output dynamic range (i.e. outside the expec
edrange)

Incorrect input dynamic range (i.e. outside the expected
range)

Output voltage accuracy too low, including driftc
Output voltage affected by spikesb

Output voltage oscillationa

Settling time of the output voltage too low

a An opcillation is an instability of the part/subpart caused by internal failure, e.g. regulation loop failures, lower| or
negative hysteresis for a companator, etc.. Oscillation includes any repetitive voltage and current variation (i.e. periodic pulge).
b A spilfe is a non-repetitive variation on the output voltage or current, i.e. pulse due to load jumps, etc.

¢ Drift|is a slownand continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside the expecfed

range repofted intothe circuit specification. Slow variation means slower than maximum fault handling time interval. For
example drift covers floating or stuck at open failure modes.

d Severhl of'the failure modes reported for the ADC or DAC can be grouped into two main sets: static error and absolhite
accuracy (total) error. Static errors are errors that affect the accuracy of a converter when it is converting static (DC)
signals and can be completely described by four terms: offset error, gain error, integral nonlinearity, and differential
nonlinearity.

NOTE 1 Each term can be expressed in LSB units or sometimes as a percentage of the full scale range (FSR). For example,
an error of % LSB for an 8-bit converter corresponds to 0,2 % FSR.

NOTE 2 The absolute accuracy (total) error is the maximum value of the difference between an analogue value and the ideal
mid-step value. It includes offset, gain, and integral linearity errors, and also the quantization error in the case of an ADC.
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Table 36 (continued)
Part/subpart Short description Failure modes
Analogue switch Hardware part/subpart |Output is stuck (i.e. high or low)

capable of switching
or routing analogue
signals based on the Offset too high affecting the output signal
level of a digital control
signal. Commonly
implemented using a
"transmission gate”. Attenuation of the output signal

Output is floating (i.e. open circuit or tri-stated)

output signal including crosstalk

Resistive or capacitive coupling between control signal and

Driftc affecting the output signal
Spikesb affecting the output signal , e.g. during sv

yitching

Vo
pa

tage/Current com- Hardware part/subpart |Voltage/Current comparator not triggering when
rator comparing an input
analogue signal with a
predefined threshold Output is stuck (i.e. high or low]
(i.e. voltage or current
constant value) and
producing a binary Oscillationa of the outptit
signal at the output;

the output depends on
which is higher between
the input signal and

the threshold and it
remains constant as the
difference has the same
polarity.

Voltage/Current comparator falsely triggering

Output is floating (i.e. open)

expected

a

ne
b

C
rai
exd
d
ac(
S1g|
no

NO
an

NO
mi

(=)

An oscillation is an instability of the part/subpart.€aused by internal failure, e.g. regulation loop failur
bative hysteresis for a comparator, etc.. Oscillation inclifdes any repetitive voltage and current variation (i.e. per

A spike is a non-repetitive variation on the odtput voltage or current, i.e. pulse due to load jumps, etc.

Drift is a slow and continuous variatiomvef a parameter (i.e. current, voltage, threshold, etc.) outside t}
ge reported into the circuit specification,Slow variation means slower than maximum fault handling time i
mple drift covers floating or stuck at open failure modes.

Several of the failure modes reported for the ADC or DAC can be grouped into two main sets: static error g
uracy (total) error. Static errgrsare errors that affect the accuracy of a converter when it is converting
hals and can be completely described by four terms: offset error, gain error, integral nonlinearity, and
hlinearity.

TE 1 Each term can be‘expressed in LSB units or sometimes as a percentage of the full scale range (FSR). H
error of %2 LSB for an-8*bit converter corresponds to 0,2 % FSR.

TE 2 The absolute.accuracy (total) error is the maximum value of the difference between an analogue value a
-step value. lt.includes offset, gain, and integral linearity errors, and also the quantization error in the case o

bs, lower or
odic pulse).

he expected
hterval. For

nd absolute
static (DC)
differential

or example,

nd the ideal
Fan ADC.
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Table 36 (continued)
Part/subpart Short description Failure modes
Sample & hold Hardware part/subpart |Outputis stuck (i.e. high or low)

sampling the voltage of
a continuously varying
analogue input signal Incorrect sampling leading to gain/offset error on output
and holding its value voltage dependent on input signal

at a constant level for
a specified minimum
period of time.

Output is floating (i.e. open circuit)

Incorrect gain on the output voltage (i.e. outside the ex-
pected range)

Incorrect offset on the output voltage (i.e. outside the ex-
pected range)

Incorrect output dynamic range (i.e. outside the expec
ed range)

Incorrect input dynamic range (i.e. outside the expected
range)

Output voltage accuracy too low duringhold phase, includ
ing driftc

Output voltage during hold phase affected by spikesb
Output voltage oscillation2 during hold phase

Output does not settle'sufficiently accurate during hold time

Analogue multiplexer Hardware part/subpart |Output is stuck (i.exhigh or low)
consisting of multiple

analogue input signals,
multiple control inputs |Incorrect channel selection
and one output signal.

Output is floating (i.e. open circuit)

Offset affecting the output signal too high

Resistive or capacitive coupling among input channels and
output signal including crosstalk

Resistive or capacitive coupling among selectors and out;
put signal including crosstalk

Incorrect output dynamic range (i.e. outside the expec
ed range)

Attenuation of the output signal

Driftc affecting the output signal

Spikesb affecting the output signal (i.e. during switching)

a An opcillation is andnstability of the part/subpart caused by internal failure, e.g. regulation loop failures, lower] or
negative hygteresis for a gomparator, etc.. Oscillation includes any repetitive voltage and current variation (i.e. periodic pul§e).
b A spilfe is a nen*repetitive variation on the output voltage or current, i.e. pulse due to load jumps, etc.

c Drift|is a<slow and continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside the expected

range repojftéd-into the circuit specification. Slow variation means slower than maximum fault handling time interval. For
example drHi€evers-Hoatingorstuckat-opentailuremodes:

d Several of the failure modes reported for the ADC or DAC can be grouped into two main sets: static error and absolute
accuracy (total) error. Static errors are errors that affect the accuracy of a converter when it is converting static (DC)
signals and can be completely described by four terms: offset error, gain error, integral nonlinearity, and differential
nonlinearity.

NOTE 1 Each term can be expressed in LSB units or sometimes as a percentage of the full scale range (FSR). For example,
an error of % LSB for an 8-bit converter corresponds to 0,2 % FSR.

NOTE 2 The absolute accuracy (total) error is the maximum value of the difference between an analogue value and the ideal
mid-step value. It includes offset, gain, and integral linearity errors, and also the quantization error in the case of an ADC.
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Part/subpart

Short description

Failure modes

Voltage references

Hardware part/subpart
producing a constant DC
(direct-current) output
voltage regardless of
variations in external
conditions such as
temperature, baromet-
ric pressure, humidity,

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)

Incorrect output voltage value (i.e. outside the ex
range)

Output voltage accuracy too low, including drift c

Output voltage affected by spikesb

pected

current demand, or the
passage of time.

Output voltage oscillationa within the expecteds

Incorrect start-up time (i.e. outside the expected

hnge

range)

Pafpsive network

Hardware part/subpart
consisting of a network
of passive devices
(resistor and capacitor)
providing a specific low
pass transfer function

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)

Incorrect output dynamic rangei.e. outside th
ed range)

Incorrect attenuation of-the’output signal (i.e. ouf

expected range)
Incorrect settling timle (i.e. outside the expected
Driftc affecting the output signal

Oscillationaaffecting the output signal (i.e. due td
talk, cotupling or parasitic effects)

SpikesP’affecting the output (i.e. due to crosstalk
or, parasitic effects)

b expect-
side the

fange)

Cross-

coupling

n

@

raj
exd

acq
sig]
no

NO
an

NO
mi

Q

An oscillation is an instability of the part/subpatt;caused by internal failure, e.g. regulation loop failur
bative hysteresis for a comparator, etc.. Oscillation includes any repetitive voltage and current variation (i.e. per

A spike is a non-repetitive variation on the output voltage or current, i.e. pulse due to load jumps, etc.

Drift is a slow and continuous variatignwof a parameter (i.e. current, voltage, threshold, etc.) outside t}
ge reported into the circuit specification,'Slow variation means slower than maximum fault handling time i
mple drift covers floating or stuck at open failure modes.

Several of the failure modes reported for the ADC or DAC can be grouped into two main sets: static error g
uracy (total) error. Static eprors are errors that affect the accuracy of a converter when it is converting
hals and can be completely~described by four terms: offset error, gain error, integral nonlinearity, and
hlinearity.

TE 1 Each term cap-beéxpressed in LSB units or sometimes as a percentage of the full scale range (FSR). H
error of % LSB for-an-8-bit converter corresponds to 0,2 % FSR.

TE 2 The absoldte accuracy (total) error is the maximum value of the difference between an analogue value a
l-step value:Jt'includes offset, gain, and integral linearity errors, and also the quantization error in the case o

bs, lower or
odic pulse).

he expected
hterval. For

nd absolute
static (DC)
differential

or example,

nd the ideal
Fan ADC.
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Table 36 (continued)
Part/subpart Short description Failure modes
Current source (in- Hardware part/subpart |One or more outputs are stuck (i.e. high or low)
cluding bias current delivering or absorbing o o
) One or more outputs are floating (i.e. open circuit)
generator) a current (i.e. refer-
ence current) which Incorrect reference current (i.e. outside the expected range)

is independent of the
voltage across it. It typ-
ically includes multiple |Reference current affected by spikesb
branches which are
routed to other circuits
requiring a reference or |One or more branch currents outside the expected rdnge
bias current. while reference current is correct

Reference current accuracy too low, including driftc

D oL 4 - B 2 - 41 P |
NCICTITIICT CUTTTIIU USUITIAUIUITT VWILIITIT UIIT CA}JCLLCU I dllsl:

One or more branch currents accuracy too low , including
driftc

One or more branch currents affected by spikesb

One or more branch currents oscillationa within the ex-
pected range

a An ocillation is an instability of the part/subpart caused by internal failure, e.g, regulation loop failures, lower| or
negative hysteresis for a comparator, etc.. Oscillation includes any repetitive voltage and current variation (i.e. periodic pulge).
b A spilfe is a non-repetitive variation on the output voltage or current, i.e. pulsé\due to load jumps, etc.

c Drift|is a slow and continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside the expected

range repotited into the circuit specification. Slow variation means slower than maximum fault handling time interval. For
example drift covers floating or stuck at open failure modes.

d Severpl of the failure modes reported for the ADC or DAC can be.grouiped into two main sets: static error and absolfite
accuracy (tptal) error. Static errors are errors that affect the accuracy of a converter when it is converting static (IPC)
signals and can be completely described by four terms: offset etror, gain error, integral nonlinearity, and differential
nonlinearit}.

—

NOTE 1 E4ch term can be expressed in LSB units or sometimes as a percentage of the full scale range (FSR). For examj
an error of }2 LSB for an 8-bit converter corresponds to 0,2'% FSR.

e,

NOTE 2 Thie absolute accuracy (total) error is the maximum value of the difference between an analogue value and the ideal
mid-step value. It includes offset, gain, and integrallinearity errors, and also the quantization error in the case of an ADC

5.2.2.2 About transient faults

As defined in ISO 26262-1:2018; 3173, a transient fault is a fault that occurs once and subsequertly

as transignt faults (see 5.h2). ISO 26262-5:2018, 8.4.7 states that transient faults are considered
when shoyvn to be relevant due, for instance, to the technology used and can be addressed either by a
quantitatiye approach,specifying and verifying a dedicated target “single-point fault metric” valug to
them or by a qualitative rationale based on the verification of the effectiveness of the internal safety
mechanisims implemented to cover these transient faults.

In terrestfialyanalogue circuits, transient faults are caused by alpha-particle or neutron hits or
electroma il T W | : v T :
also called Analogue Single Event Transients (ASETs), such as transient pulses in operational amplifiers,
comparators or reference voltage circuits.

Due to the intrinsic nature of analogue technology (in which transient or noise effects are considered
by design), the susceptibility to transient faults is lower than in digital circuits by orders of magnitude.
Therefore, the analysis of those effects can be limited in a first approximation to their digital part
(e.g. the digital decimation filter of a sigma-delta ADC).

However in some cases, like in the early part of the conversion cycle of an ADC (see Reference [28])
or in a PLL (see Reference [20]) or differential switched-capacitor circuits (see Reference [10]), the
vulnerability to soft error can be high. In those cases, more detailed analyses are done and appropriate
countermeasures are identified (see Reference [1]).
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For mixed signal components, the impact of soft errors in the digital part is considered as described in
5.1.

NOTE

7.2.

measurement is done mainly by more detailed analyses of the analogue part.

5.2.3 Notes about safety analysis

5.2.3.1 General

Soft Error Rate evaluation by irradiation tests in analogue circuits is not a simple task. In this case

Th
fol
mi

5.2

On
grg
bet
of
to
dif

As
thd
abs

Fexampies and guidelines given in 5.1 can be valid for an anatogue or mixed signal comp
owing clauses describe some of the topics that can require additional clarification for an‘a
ked signal component.

.3.2 Level of granularity of analysis

b of the key aspects for the safety analysis of analogue elements is the proper identifica
nularity of the analysis. On one hand, a lower level of granularity is beneficial as it al
ter understanding of the failure modes and failure mode distributions. On the other, a h
branularity allows for a clear allocation of safety mechanisms. Analogue elements are
interface with physical objects making it useful to also consider mechanical charactey
ferentiate the failure modes accordingly.

seen in ISO 26262-9:2018, Clause 8, qualitative and quantitative safety analyses are per
appropriate level of abstraction during the concept and product development phases. T
traction can be consequently adjusted depending on-the target of the analysis. Qualitatiy

is

ore suited to identify failure modes while quantitative analysis quantifies their failure

distributions.

EXAMPLE

is

the output of the regulator and is able to@etect over-voltage conditions. If the output value mo

nent. The
halogue or

Fion of the
lows for a
gher level
ften used
istics and

formed at
he level of
e analysis
rates and

A linear voltage regulator is monitored using a windowed voltage monitor. The voltdge monitor

ves outside

of 3 defined tolerance it is to be considered faulty e.g. 1,2 V + 0,12 V. If the analysis focuses on the output of
thelregulator it can be relatively easy to-discriminate between types of failures (e.g. safe because it fails within
thelallowed range, safety related because of over or under voltage) and quantify the protection offg¢red by the
volfage monitor. However, it is difficult to quantify the likelihood of each type of failure as required for metric
computation. If the analysis goes inside the regulator and focuses, for instance, on faults of the bandgap it is easier
to dnalyse propagation and likelihood of each failure of the regulator but not simple to quantify the|protection
thaft the external voltage monitor offers on the bandgap itself.
nularity. If
escending
he failure
b an equal
sults than
$tance, the
described

subparts

5.2.3.3 Deriving failure mode distributions for analogue components

Hriver, etc.

The failure distributions for analogue components are dependent on the circuit implementation and
targeted process. Each supplier provides details on the failure mode distributions to be used in the
analysis.

EXAMPLE1 A uniform failure mode distribution can be used for the initial analysis, e.g. if five failure modes
are defined, each failure mode is allocated 20 % distribution. The uniform failure mode distribution is considered
in the example in 5.2.3.5.
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EXAMPLE 2 A more detailed distribution for each failure mode can be considered based on area; if the area of
the circuit or circuits identified as the root cause for the defined failure mode is 5 %, then the allocated failure
mode distribution is 5 %.

Applicable failure modes and the level of detail of the failure mode distributions are justified according
to the circuit implementation and its physical area and documented accordingly.

5.2.3.4 About safe faults

ISO 26262-10 [61] states that safe faults can be faults of one of two categories:

— all n goint faults with n > 2, unless the safety concept shows them to be a relevant contributer.fo a
safety| requirement, or

— faults|that will not contribute to the violation of a safety requirement.

Analogue fomponents are characterized by continuous signal regions and as such, tolerances are taken
into consifleration when used in systems. The tolerances on analogue functions as.§pecified as part of
the safety|requirements allocated to that analogue component can be less constrained than the actjal
tolerance pf the analogue component itself. For this reason, the fraction of the failure mode that leads
to paramdtric failure or drift, but which remains within these tolerance ranges is safe. An analogue
component has therefore an inherent capability to tolerate a fault. These faults are safe faults.

EXAMPLE Aresistor is used to limit the current flowing through a specifi€ branch. A failure in the accuracy of
the resistoyf increasing its value (e.g. of 50 %) but not preventing the current limiting function would be a safe fault.

A specifid fault in an element can have a different classification depending on the specific safpty
requiremgnt considered. For more details see [SO 26262-5.

Depending on the system configuration and the safety requirements some failure modes are hot

p

relevant, ile. they cannot violate the requirements. In.this case, these failure modes can be classified as
safe: They|contribute to the hardware safety metricsiincreasing the failure rate of safe faults.

EXAMPLE?  An output driver can have an output-slope control to limit the rise and fall times of the output
value for EMI purposes. If the slew rate is irrelevant for the violation of the safety goal, failures in this slppe
control wotild be safe faults.

EXAMPLE 3  If a voltage regulator isised to supply digital circuits only, failure modes affecting the stability
and the acduracy of the output voltage within the OV/UV thresholds can be classified as safe.

5.2.3.5 Example of quantifative analysis for an analogue component

A detailed|example of quantitative analysis for analogue components is described in Annex D.

5.2.3.6 Dependént'failures analysis

As noted [in £SO 26262-9:2018, 7.4.2, NOTE, the analysis of dependent failures is performed on a
qualitativé¢ (basis because no general and sufficiently reliable method exists for quantifying 51|1ch
failures.

The steps reported in 4.7 are applicable also for analogue and mixed signal components. In the
dependent failures analysis, there are aspects that can be clearly considered when addressing analogue
components, parts or subparts.

Analogue circuits are by nature sensitive to noise and interference among different blocks or functions.
For this reason, structures to guarantee sufficient independence by means of isolation and separation
(e.g. by implementing barriers and/or guard-rings or placing circuits at certain distances or separating
the power supply distribution and even the ground layer) are implemented for functional reasons.
In fact, substrate, power supply and global signals like bias, clock or reset are often considered as a
source of interference and special care is taken to reduce such effect. This good design practice, usually
followed for functional reasons, provides benefits in terms of dependent failures avoidance.
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Analogue circuits can be very sensitive to process variation resulting in mismatches in the device
behaviour. To ensure the “same” transfer function of two blocks, as in the case of redundant parts, the
symmetry of the design and physical layout is a key factor. In such cases, special attention is taken to
ensure exactly the same layout of the two blocks including orientation, symmetrical placing, routing
etc.; therefore diversity is not always a viable solution to improve the common cause failure avoidance
for analogue circuits.

As a consequence of these aspects, the dependent failures initiators are often addressed by techniques

ensuring isolation or separation instead of with techniques aiming to differentiate their effects.

In

ther cases, diversity can still be a valid technique to achieve the detection or avoidance of

dependent

fai

ures. For instance, in a dual channel approach, using two diverse ADC architectures (e/g-

successive

approximation ADC and sigma delta ADC) can reduce significantly the probability of-eominon cause

fai

5.2
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ures.

.3.7 Verification of the architectural metrics computation

s sub-clause is addressing a specific part of the safety analysis verificdtion: the verifica

erage.

sible approaches include:

quantitative, is supported by rationale and relevant argaments, and is documented accol

I'E 1 In some cases, such arguments can be derived from the functional characterization of th
ments responsible for the claimed parameters. The aiiy of the functional characterization is the
ure avoidance and not the hardware random failure but, in some cases, it can be used as evidence t
] of coverage with respect to a specific failure mode: This is the case in which the aim of a safety

b detect 100 % of one of more failure modes and-this capability is guaranteed by design.

EXAMPLE 1 Avoltage monitor asidescribed in 5.2.4.2 is a typical safety mechanism use
overvoltage and under-voltage failure modes affecting the voltage regulator. If, during the|
design verification, the functional characterization of the voltage monitor shows that:

any event leading to~aregulated voltage outside the expected range defined in the
tion for enough time t0 make the supplied hardware circuit malfunction is detected by t
monitor; and

any eventdeading to a variation of the regulated voltage inside the range defined in
fication fordny time does not affect the correct behaviour of the hardware circuit supp
regulator;

thenssuch characterizations can be used as arguments to claim a detection equal to 10
mentioned failure modes.

Fion of the

hitectural hardware safety metrics and in particular the fraction of safe’faults and the failure mode

expert judgment founded on an engineering approach.given that any data, either qudlitative or

dingly;

e hardware
systematic
o prove the
mechanism

1 to detect
hardware

specifica-
he voltage

the speci-
ied by the

D % of the

davalaoniaant obhaca 1o o alid o arbh d
THeort

NOTE 2
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d to verify

completeness and correctness of safety mechanism implementation with respect to hardware safety
requirements. Fault injection using design models can be successfully used to assist the verification. This

method can be applied to analogue and mixed signal components; and

The fault injection campaign can be limited to a subset of faults or failures that are judged to be

critical in a specific case. The most critical failure modes are identified after considering their distribution, their
claimed amount of safe faults, their claimed level of detection and the safety mechanisms or safety requirements
responsible for those levels.

a combination of the above methods, i.e. fault injection which supports expert judgment by
providing arguments and evidence for the cases judged more critical and /or addressable by fault

injection method alone.
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5.2.4 Examples of safety mechanisms

The following tables give a non-exhaustive list of examples of commonly used analogue safety
mechanisms that complements the information contained in ISO 26262-5:2018, Annex D.

Some analogue safety mechanisms have a digital output signal which is used to control the reaction to
a failure and bring the component to a safe state. In many cases, this information is stored so that it can
be communicated through a digital interface. Other analogue safety mechanisms control or suppress a
fault from resulting in the violation of a safety requirement and do not interface with the digital domain.

To comply with ISO 26262-5:2018, 8.4.8, the safety mechanisms described in the following tables can

require additional measures to detect faults affecting them that, as dual-point faults, can lead te. the
violation df the safety goal.
The examples given in Table 37 to Table 40 are not exhaustive and other techniques can be msed.
NOTE1 [t is not possible to give a general guidance on the DC because it strongly depends, on the spedific
technology] type of circuit, use case etc.
NOTE 2  [Evidence is provided to support the claimed diagnostic coverage.
Table 37 — Power supply
Safety mechanism/ See overview of N
. otes
measure techniques

Over. an.d inder voltage 5.2.4.2 Typically an analogue cireuit with an outputlatched in a digital cqre.
monitoring
Voltage clgmp (limiter) 5.2.4.3 Typically used tosuppress voltage transients or spikes.
Over-curr¢nt monitoring 5.2.4.4 Typically an analogue circuit with an outputlatched in digital core.
Current lithiting 5245 Typically an a_nalogue circuit w1th feedback to an analogue contfol

loop (e.g=~to disable regulator main pass element).
Power on feset 5246 Funetional block which keeps the circuit in a known initialiged

e state’until power supply rails and/or the clock signal are stablg.
Table 38 — Analogue I/0
Safety mechanism/ See overview of
. Notes
measure techniques
Resistive full up/down 2941 Typlc:fllly used on input §1g.nals to avoid flqatlng conditions dug to
= pin failure or external pin interconnect failure.

Analogue or digital circuit, typically used to suppress high frequency
Filter 5.2.4.8 signal variation, like an output from analogue over & under voltage

monitoring circuit.
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Table 39 — Miscellaneous analogue components

Safety mechanism/ See overview of

. Notes
measure techniques

Typically a monostable circuit used to monitor proper operation

Analogue watchdog 5.24.7 of an oscillator.

Typically an analogue circuit with an output latched in digital
Thermal monitor 5.2.49 core, or feedback to an analogue circuit control loop (e.g. to disable
affected circuit).

An analogue circuit typically controlled and evaluated by a digital
circuit.

ADC mnnifnring 52411

Typically an analogue circuit controlled by a digital dircuit that
verifies correct functionality of analogue safety)mechdnisms like
under/over voltage monitoring, current limit/pretectioh and ther-
mal protection circuits.

Arnfalogue BIST 5.2.4.10

Table 40 — Analogue to Digital converter

bafety mechanism/ See overview of

. Netes
measure techniques

Typically an analogue circuit controlled by a digital ¢ircuit that

A[JC attenuation detec- 5.2.412 validates the ADC cénversion path by measuring a fnown and

tion stable signal value:
Typically an atalogue circuit controlled by a digital ¢ircuit that
zteuleét?:nADc channel 5.2.4.13 validates the\ADC conversion path by measuring a fnown and

stable signal value.

5.2.4.1 Resistive pull up/down

Aim: To define a default voltage for a circuit,node.

Defpcription: A resistor is connected from a circuit node to either a supply voltage or ground fo define a
deffault voltage in the event that thé driving signal becomes disconnected/high impedance. Commonly
usgd on [/0 pins.

EXAMPLE An un-driven ot disconnected device/module input pin would be at an unknown vdltage level.
A pull-up resistor to the 1/0'supply voltage (or module supply voltage) or pull-down resistor to groyind is used
to lteep the input at a knofvh voltage level. The circuit itself could be a passive resistor or an active clrcuit like a
curjrent mirror.

5.24.4.2 Over&.under voltage monitoring

Aim: To defect, as early as possible, when a regulated voltage is outside the specified range.

Depcription: The regulated voltage is compared via a differential input pair to a low andj/or a high
anglegue reference voltage representing the limits of the specified operating range. The monitor output
will change state when the regulated voltage is outside of the defined voltage window indicating a fault.

EXAMPLE A window comparator is used to monitor the output of a Low Drop Out (LDO) regulator with
reference voltages set to the minimum and maximum specified voltage levels in regulation.

5.2.4.3 Voltage clamp (limiter)

Aim: To prevent the voltage of a circuit node from exceeding the maximum voltage that can be safely
supported.

Description: A voltage clamp limits the positive and/or negative voltage of a circuit node to an
acceptable level determined by system and/or device process capability. Voltage clamps can be biased
or unbiased. Unbiased clamps typically use Zener diodes to define the reference voltage while biased
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clamps use a voltage source in combination with specialized diodes (Zener, Schottky) to define the
acceptable voltage level. Voltage clamps are typically used to protect against transient events.

EXAMPLE

An ESD protection circuit is a specialized voltage clamp typically implemented on [/O pins. It is
designed to shunt the energy of a high voltage electrostatic discharge on the 1/0 pins away from the internal
circuitry to ensure that internal circuitry is not exposed to excessive voltage levels during the ESD event.

5.2.4.4 Over-current monitoring

Aim: To detect, as early as possible, when the output current exceeds a certain value.

Descripti
regulator
The sense
The voltag

NOTE
an analogu
monitoring

5.2.4.5

pn: The implementation of over-current monitoring can vary. A typical approach for a velt
Circuit with an MOS output device is to add a sense FET in parallel with a regulator main¥
FET current, which is proportional to the main FET current, flows across a sensg resis
e drop across the sense resistor is amplified and monitored by a voltage monitor!

The output of an over-current monitor is a digital output which is subsequently used as feedbacl

hge
ET.
LOT.

kK to

e circuit control loop, and/or latched in a digital core which interfaces to the.control and/or status

circuits.

Current limiter

Aim: To lijnit output current to a maximum level in order to maintain asafe operating area of the out

device and

Descripti
to the outj

5.2.4.6

prevent electrical overstress.

pn: A closed loop system using negative feedback fronra current monitor to reduce the dr
put device thereby limiting the output current.

Power on reset

Aim: To h¢ld the outputs of a system in a known state\(typically off) until internal nodes have stabili:

upon pow

Descripti
voltage in
Hysteresis
reference

EXAMPLE
5.2.4.7
Aim: Tom

Descripti

br up or power reset conditions.

pn: Typically, a bandgap-derived.véltage reference is compared to an attenuated sup|
order to detect the minimum spetified supply voltage which will ensure correct operati

is typically required to prevent oscillation as the attenuated supply voltage exceeds
voltage.

An under-voltage menitor is a mechanism used to detect and drive power-on reset.

Analogue watchidog
onitor propef. operation of an oscillator.

pn: Typically implemented with a monostable circuit (one shot) which is reset on each cy

of the oscilllaterVlf an oscillator transition does not occur within a specified time period defined by

monostab

eccircuit, a fault signal is produced.

but

ive

red

ply
on.
the

cle
the

5.2.4.8 Filter

Aim: To avoid transients potentially causing failures:

Description: A filter can be used in multiple ways as a safety mechanism.

EXAMPLE 1

A bypass capacitor can be used to suppress voltage transients. An RC time constant is used to

evaluate whether the duration of a fault which has the potential to violate the safety goal is within the maximum
fault handling time interval.

EXAMPLE 2

96

A digital de-glitch circuit can be used to filter level shifted analogue voltage comparator outputs.
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5.2.4.9 Thermal monitor

Aim: To detect when circuit temperature exceeds a specified limit.

:2018(E)

Description: Typically, a PTAT (proportional to absolute temperature) voltage is compared to a
temperature independent reference voltage usually derived from a bandgap. The comparator will

generate a fault signal when the PTAT voltage exceeds the reference voltage.

5.2.4.10 Analogue Built-in Self-Test (Analogue BIST)
Ai

ent faults.

. Typir‘:\"y’ to vnrif“y correct npnrafinn nfﬂiagnncfir circuitsandincreasethe detection ofla

De
vel
by
to |

Kcription: The implementation of analogue BIST varies according to the diagnostie-fung
ified. Analogue BIST typically involves exercising diagnostic circuits into and out of fault
injecting currents or voltages into the diagnostic circuit to ensure the diagnostic circuit q
poth faulted and non-faulted states.

5.2.4.11 ADC monitoring

Aim: To measure an analogue signal by means of digital conversion with-an output processed
in the digital core as an independent/ redundant analogue signal monitor.

Depcription: A critical analogue signal for which accuracy is relevant is converted in a digit
means of an independent ADC (e.g. located outside the component or, at least biased by an in
soyrce). The digital code is then processed by the CPU or an equivalent digital machin
to determine if the original analogue signal has the reqiired performance in terms of acc
staftic and dynamic behaviour. The frequency of the sampling and the resolution of the ADC :
pracessing define which failure modes can be detected and to what accuracy.

5.2.4.12 ADC attenuation detection

Aim: To detect incorrect conversion of an analogue signal into its digital interpretation.

Depcription: Upon each background cenversion loop, the element performs the conversion of t}
Vmld voltage both with and without the selectable attenuation switched in. The conversion 1
stored respectively in separate:SPI fields. A mathematical operation of dividing the attenuate
thg non-attenuated result yerifies that the attenuation factor is within specified limits.

5.2.4.13 Stuck on ADEchannel detection

Aim: To detect stick'on faults affecting the input signal to be converted by the ADC
Depcription: The element provides a multiplexer channel with series resistor RPOST, which
only when'converting the test voltage channels (Vhigh, Viow, Vmid), and RPOST is otherwise
The value-of RPOST is chosen such that a stuck-on channel within the post-buffer mux pulls o
of fhe test voltage channels out of the expected voltage range.

tion to be
scenarios
an switch

evaluated

al code by
Hependent
b in order
uracy and
ind digital

e internal
esults are
1 result by

s selected
bypassed.
e or more

EXAMPLE
component ADC channels over SPI, and compares them against fixed detection thresholds.

5.2.5 Avoidance of systematic faults during the development phase
Analogue and mixed signal components are developed based on a standardised development

The general requirements and recommendations related to hardware architecture and detai
are defined in ISO 26262-5:2018, Clause 7.

The guidance in 5.1.9 can be applied to the analogue and mixed signal components if:

Table 31 is replaced by Table 41; and
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the usage of 3rd party validated macro blocks and to comply with each constraint and procedure

defined by the macro core provider, if practicable, is restricted to hard cores only.

NOTE

Wear and aging are considered during development with proper verification and validation
procedures.

Table 41 — Examples of measures to avoid systematic failures in analogue and mixed signal

hardware design

7.4.4 Verifi

cation of

hardware design

components
IS0 26262-5:2018| Design phase Technique/ .
Aim
Clause Measure
6.5.1 hardare Specification |Using an appropriate To streamline the identification and trackihg
safety reqfiire- requirement manage- of the safety requirements for the hardwarile
ments spegifica- ment tool element.
tion
6.5.2 hardware/ Using a model to describe |To reduce the risk of misinterpretation and
software ipterface hardware/software inter- |to ensure consistency betweeén hardware
specificatipn face for critical elements |and software design.
7.5.1 hardyvare de- Using an appropriate tool | To streamline the identification and trackihg
sign specification to allocate requirements |of the design specification for the hardwarg
to hardware design element.
7.4.1.6 Properties Design Use of modular, hierarchi- | The description of the circuit's functional-
of modulaf hard- cal, and simple design ity is strlictured in such a fashion that it is
ware design easilyto understand. i.e. circuit function cgn
be intuitively understood by its description
without simulation efforts
7.4.1.6 Properties hardware design using Schematic entry is the method typically usgd
of modular hard- schematics for analogue circuitry.
ware design
7.4.4 Verification of Behavioural model Behavioural models are simplified models
hardware flesign simulation for<«Critical of the design. Behavioural modelling for
elements analogue circuits allows for the evaluationfof
functionality in an early design stage (e.g. fo
prove the design concept) and a reduction |n
simulation time.
7.4.4 Verifiration of Tnansistor level simula-  |Simulation on transistor level is the methofl
hardware flesign tion used to verify and validate dedicated critidal
functionalities of analogue circuits where
simulation time is feasible.
7.4.4 Verifiration of Safe operating area (SOA) |An analogue circuit is composed of devices
hardware flesign checks done by design with different current/voltage capabilities
review and/or tools SOA checking ensures that each device wil
work safely within its specific operational
area according to its technology.
7.4.4 Verification of Corner simulations (i.e. |In order to ensure block-level functionality
hardware ¢lesign technology process and |simulations are performed which take the
environmental condi- spread of process parameters and environ-
tions spread) mental conditions into account.
7.4.4 Verification of Monte Carlo simulations |In order to ensure block-level functionality of

of most sensitive blocks

critical circuits, the effect of on-chip process
spread is simulated using a statistical ap-
proach (i.e. Monte Carlo simulations)

Mixed mode simulations
for critical elements

To ensure the correctness of critical elements,
e.g. analogue to digital interfaces, analogue/
digital closed loop control, digital circuits are
simulated in the analogue domain.
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Table 41 (continued)

IS0 26262-5:2018| Design phase Technique/ .
Aim
Clause Measure
7.4.4 Verification of Requirement Driven Ver- |All functional and safety-related require-
hardware design ification ments are verified. To be shown via traceabili-
ty between specification and verification plan
7.4.4 Verification of Design for testability Specific hardware structures (e.g. test
hardware design modes, multiplexers) are included into the
design and layout in order to test otherwise
inaccessible circuit nodes and improve the
test coverage
7.4.2.4 Robust Application of schematic |[Manual checks
depign principles design guidelines
7.4.4 Verification of Application of schematic |To perform automatic checks for eyample on
hafdware design checkers interconnections or-onthe selectioh of the
proper devices asa function of polgrities. For
example SOA (Safe'Operating Area] checker
7.4.4 Verification of Documentation of simula- | Documentation of each data needegl for a
hafdware design tion results successfulsimulation in order to verify the
specified circuit function
7.4.4 Verification of Schematic design inspec- |DeSigin review usually includes inspection or
hafdware design tion or walk-through walk-through.
7.4.4 Verification of Application and valida-+_ {Usage of an already proven schemalic or
hafdware design tion of hard-core (reuséd |layout.
schematic design and/or
layout)
7.4.4 Verification of Verification for‘behav- Cross check between behavioural hodel
hafdware design ioural models (if used) and the transistor level schematic dlesign by
against the'transistor simulation
level description
7.4.4 Verification of Simulation of netlist Back-annotated netlist simulated bly ana-
hafdware design with parasitics extracted |logue simulator
from layout for critical
elements
7.4.4 Verification of Design Verification of netlist Back-annotated netlist is checked g4gainst the
hafdware design with parasitics extracted |schematic description in terms of simulation
from layout against the |results in order to consider parasitjc layout
schematic netlist for criti- | effects.
cal elements
7.4.4 Verificationof Layout inspection or The layout of analogue circuits is njainly
hafdware desigh walk-through (avoid done manually (automation is veryflimited
cross talk between with respect to the analogue blocks) and so
noisy and sensitive nets; |layout inspection is crucial.
av_01_d signal .pat}_l with The design review usually includeglayout
R ISpection or watk-thTrougit
multiple contacts/vias to P St
connect layers)
7.4.4 Verification of Design rule check (DRC) |The layout of analogue circuits is mainly
hardware design done manually (automation is very limited
with respect to the analogue blocks) and so
design rule checking is more crucial than in
the digital domain.
7.4.4 Verification of Layout versus schematic |The layout of analogue circuits is typically
hardware design check (LVS) done manually (automation is very limited
compared to the analogue blocks) and so
checking layout versus schematic is more
crucial than in the digital domain.
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Table 41 (continued)

IS0 26262-5:2018
Clause

Design phase

Technique/
Measure

Aim

7.4.4 Verification of
hardware design

Hardware de-
sign verification

Development by hard-
ware prototyping

Verification of implemented functions by
prototype (e.g. test chips, boards), can check
particular points of the hardware design
where design review is not sufficient.

ities

6.5.3 hardware Verification |hardware safety require- |Provide evidence of consistency with
safety require- ment verification report |hardware specification, completeness and
ment verification correctness

report

10.5.1 harglware Hardware Verification of the Perform component tests and reports
integration and integration ver- |completeness and cor-

verificatioh activ- ification rectness of the design

implementation on the
component level

7.4.5 Prodfiction,
operation,|service
and deconjmis-
sioning
9.4.1.2,9.4{1.3 Ded-
icated medsures

7.4.5 Prodfiction,
operation,|service
and deconjmis-
sioning
9.4.1.2,9.4{1.3 Ded-
icated medsures

Safety-related
special charac-
teristics during
chip production

Determination of the
achievable test coverage
of production test

Evaluation of the test eoterage during pro-
duction test with respect to the safety-relaf
ed aspects of thecomponent.

Determination of meas-
ures to detect and cull
early failures

Assurafice of the robustness of the manu-
factured component. In most, but not every
process, gate oxide integrity (GOI) is the
key early life failure mechanism. There are¢
multiple methods of screening early life GQI
failures including high temp/high voltage dp-
eration (Burn-In), high current operation and
voltage stress however these methods could
have no benefit if GOI is not the primary cop-
tributor to early life failures in a process.

7.4.5 Prodfiction,
operation,|service
and deconjmis-
sioning
10 Hardwdre
integration and
verificatioh

Evaluation of
hardware ele-
ment

Definition and execution
of qualification tests like
Brown-out test, High
Temperature Operating
Lifetime (HTOL) test and
functional test-cases,

Specification of require-
ments related to produc-
tion, operation, service
and decommission

Hardware integration
and verification report

For an analogue component with integratedl
brown-out detection, the component func-
tionality is tested to verify that the outputq of
the analogue circuit are set to a defined state
(for example by stopping the operation of the
analogue circuits in the reset state) or that
the brown-out condition is signalled in an-
other way (for example by raising a safe-st
signal) when any of the supply voltages mohi-
tored by the brown-out detection reach a lqw
boundary as defined for correct operation.

For an analogue component without integrpt-
ed brown-out detection, the analogue func

finnnlify istested to vnrify ifthe nnqlngnn
circuit sets its outputs to a defined state (for
example by stopping the operation of the
analogue circuit in the reset state) when the
supply voltages drop from nominal value to
zero. Otherwise an assumption of use is de-
fined and an external measure is considered.

5.2.6 Example of safety documentation for an analogue/mixed-signal component

Analogue and mixed-signal components are predominantly developed within a distributed development
due to the specific nature of their functionality.
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Guidelines reported in 5.1.11 for digital components can be used as a reference for the safety work
products to be exchanged, however, an adaptation to the different development approach can be
necessary.

— the DIA between the component manufacturer and the end user specifies which documents are to
be made available from each party as well as the level of work-share between the parties; and

— the safety requirement specification defines the expected functionality of the component.
It is critical that such specifications are carefully compiled by the end user, according to
ISO 26262-8:2018, Clause 6, to ensure that correct functionality is understood by each supplier
in the distributed development. A description about the usage of the elements of the component
as well as identification of predefined on-chip/off-chip safety mechanisms is important to allow
a proper safety analysis at a system or element level (e.g. to allow fault classification| into safe,
potential to violate a safety goal, etc., for each safety goal considered).

NOTE1 Ifthe component is developed out of context, the requirements derived from the techhical safety
concept are replaced by assumptions of use.

Dofumentation describing the capabilities of analogue and mixed signal components are list¢d below:

— | the results of the checks against the applicable requirements ¢f1SO 26262 series of $tandards,
including confirmation measures reports, if applicable;

— | safety analysis results as per agreement;

NOTE 2  These can be raw failures of the component, their distribution and diagnostic coverpge offered
from the specified safety mechanisms or a full FMEA for.different safety requirements-

— | information regarding the calculation of the fajlure rate (e.g. number of transistors); and|
— | adescription of any assumptions of use of the component with respect to its intended uspge.

NOTE 3  This can be consolidated in a(“Safety Manual” or “Safety Application Note” of the gnalogue or
mixed signal component.

5.3 Programmable logic deviees
5.3.1 About programmable logic devices

5.3.1.1 General

As|shown in Figure~25, PLDs can be seen as a combination of configurable 1/0, non-fixed| functions
(composed of l6gic blocks and user memory with a related configuration technology to configure them),
sighal routing'Capabilities connecting those logic blocks and fixed logic functions.
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Figure 25 — A generic block diagram of a PLD
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About PLD types
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rovides a non-exhaustive list of commonly used PLD types.
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Table 42 — Commonly used PLD types

Type Description

Programmable Array Logic (PAL) One-time programmable devices implementing sum-of-products
logic for each of its outputs.

Gate Array Logic (GAL) Similar functionality as PALs with the feature of being program-
mable many times.

Complex Programmable Logic Device Non-volatile devices with similar functionality as PALs with a much

(CPLD) higher integration rate and additional complex feedback paths.

Field Programmable Gate Array (FPGA) Mostly volatile implementation of very sophisticated logic, routing
and memory functions.

5.3.1.3 Functional safety lifecycle tailoring for PLD

5.3.1.3.1 General

Figure 26 describes, using the same approach of ISO 26262-10,[61] how it is possible to[tailor the
furjctional safety lifecycle to PLDs.

SEooC PLD hardware component development SEooC PLDhardWare component / item
(PLD manufacturer) development (PLD user)
Concept Phase 8 S];lr‘:]iz:l;g
— Concept phase
Considered not in
3-5 | Considered notin 8-12| scope of HW SEooC
3-6 | scope of HW SEooC development Product Develoment
3-7 development
System Level
8-5
8-6
8-7 . Product Develoment
Considered fully 6
8-8 or paytially in Software Level
4 Product Develoment 8-9 scope.of W SEooC
System Level 8-10
4 8-11 development n Supporting Processes
45 Considered not in 8-13
| scope of HW SEooC 8-14
4-8
development
Considered fully or o
4-6 partially in scope 6.4.5 Assumptions on .
4-7 of HW SEooC 7 a.\)l system level not valid
development 2-
T 6.4.5 Establish validity of
7' B)' assumptions
9 SafetyAnalyses 5 Product Develoment
Hardware Level
Corisidered not in
9-5, |\seepe of HW SEooC

Considered fully or
partially in scope of Product Develoment

HW SEooC Hardware Level
development

development

6 | Considered fully in
-7 | scope of HW SEooC
8 development

Taannnnan
O N a

N
o

Figure 26 — SEooC PLD hardware development

NOTE1 Thereferences shown in Figure 26 are related to the ISO 26262 series of standards.

NOTE 2 In the context of this document, PLD manufacturer refers to an organisation that develops the PLD
and has the responsibility for the manufacturing of the PLD. PLD user refers to an organisation that develops a
program for PLD or applies it in the application.

NOTE 3  Providers of IP blocks for PLD are considered in 4.5 of this document.

NOTE 4  Although each clause of the ISO 26262 series of standards is not shown in Figure 26, this does not
imply that they are not applicable.
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The following clauses give examples with respect to some specific part of the ISO 26262 series of
standards for either PLD manufacturers or PLD users.

5.3.1.3.2 IS0 26262-2 (management of functional safety)

In general, ISO 26262-2 adapted to the appropriate level is applicable for the PLD manufacturer and the
PLD user.

EXAMPLE1 ISO 26262-2:2018, 6.4.2.1 requires that a project manager is appointed at the initiation of the item
development. For a PLD manufacturer it means that a project manager is appointed at the initiation of the PLD
development

EXAMPLE 1 According to ISO 26262-2:2018, 6.4.6.5 the safety plan includes item level planning such\as [the
planning offthe hazard analysis and risk assessment as given in ISO 26262-3 [64], Clause 6. Since the hazand-analysis
and risk as§essment is done on item level only this requirement is not applicable for a safety plan on PLD.level.

EXAMPLE ISO 26262-2:2018, 6.4.11 requires a functional safety audit to be carried out for the item. Sihce
it is not popsible for the PLD manufacturer to carry out a safety audit on item level, it is handled on PLD lgvel
instead.

EXAMPLE 4# IS0 26262-2:2018, 7.4.2.1 requires the organization to appoint persons'with the responsibility and
the corresgjonding authority, as given in ISO 26262-2:2018, 5.4.2.7, to maintain the functional safety of the ifem
after its release for production. For a PLD manufacturer this means that a persadn is appointed for maintaining
the functiopal safety of the PLD after its release for production, instead of being Tesponsible for maintaining|the
functional $afety of the whole item.

5.3.1.3.3 | IS0 26262-3 (concept phase)

With respgct to ISO 26262-3, the PLD manufacturer usuallydoes not have any responsibility during the
concept phase, unless the PLD manufacturer also assumes the role of item integrator. If the PLD usef is
responsible on item level, this part is applicable.

5.3.1.3.4 | ISO 26262-4 (product development-at the system level)

A PLD cafp be developed as an SEooC. For ;an SEooC development, ISO 26262-4:2018, Clause 6 3nd
ISO 26262-4:2018, Clause 7 are partially or fully in scope. Guidelines for SEooC development can|be
found in [$0 26262-10 [61].

EXAMPLE Dedicated hardware safety measures can be implemented on the PLD by the PLD manufactyrer
to support [the technical safety concept. Other measures can depend on the implemented user circuitry and fan
require spé¢cific measures (e.g,‘redundancy in logic, external watchdog) and are the responsibility of the ufer.
The assumptions made by the-PLD manufacturer on the system level measures are documented and verified by
the PLD usér.

If the PLD|user is alsotthe item integrator, [SO 26262-4 is fully in scope.

5.3.1.3.5 | ISQ026262-5 (product development at the hardware level)

All the IS ; D T ; 3 ; ; ;
applicable to PLD manufacturers and PLD users according to their level of contribution to the overall
safety concept.

EXAMPLE If the PLD does not include any hardware safety mechanisms, the main role of PLD manufacturer
is to provide base failure rate, failure modes, and failure modes distribution using, for example, the methods
described in 4.6 of this document. A reference or exemplary computation of hardware architectural metrics can
be provided but the PLD user computes the metrics for the specific design to be implemented in the PLD.

With respect to ISO 26262-5:2018, Clause 8 and ISO 26262-5:2018, Clause 9, the responsibility of PLD
manufacturers is generally related to providing the information, methods and/or tools needed to enable
PLD users to compute and verify the metrics, including:

— the distribution of failure modes; and
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the diagnostic coverage values for the safety mechanisms that are embedded in the PLD (see 5.3).

With respect to ISO 26262-5:2018, Clause 10, for semiconductor components it is assumed that it is not
related only to integration tests but it is applicable as well to PLD manufacturers and PLD users testing
activities according to their level of contribution to the overall safety concept. Further information on
diagnostic coverage is provided in 5.3.4.

5.3.1.3.6

ISO 26262-6 (product development at the software level)

Based on ISO 26262-4:2018, 6.4.6.5, requirements of ISO 26262-5 and ISO 26262-6 can be combined for
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Table 43 — Example of failure mode for PLD

Element

(see Figure 25)

Description Analysed failure modes

Fixed Func

tion IPa See Table 30.

PLD Digital 1/0

See IS0 26262-5:2018, Table D.1, element “Digital [/0” and Table 30.

Logic Blockd

Permanent corruption of the function implemented by the logic block.

Transient corruption of the function implemented by the logic block.b

See5.3.1.1

IInintentional permanent change of the configuration of the laogic hlock.

Configura
Technolog

y

TOTT

Unintentional transient change of the configuration of one logic blo¢ck

(g}

PLD Analo

oue [/0

See [SO 26262-5:2018, Table D.1, element “Analogue 1/0” and Table 36

User Mem

ry See 5.1.3.

capabilitys

Signal Routting

blocks, including time delay of the function.

Transient corruption of the function implemented)by a group of logic
blocks.

Permanent corruption of the function implemented by a group of logi¢

a

As des
microcontr
they can be
for digital ¢

b Therel
The rel
The I/

Wires 4

C

d

e

bllers. They are typically implemented in a separated area with respect to the'non-fixed functions and theref

pmponents.
evance of this failure mode depends on the type of PLD technology and type of Logic Block, see 5.3.1.2.
evance of this failure mode depends on the type of PLD technology,'see 5.3.1.2.

ribed in 5.3.1, the fixed function IPs are a combination of elements similax to’' those that can be found

considered in each aspect similar to the elements discussed in ISO 26262-5:2018, Table D.1 and 5.1.2 and 5.

configuration logic can be inside the fixed function IP or in.the /0 itself.

nd routing of configuration technology are considered in "Signal Routing Capability"

—
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5.3.3 Notes on safety analyses for PLDs
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Quantitative analysis for a PLD

hpproach as discussed in 5.1 can also be used for PLDs. A quantitative analysis of the H
he user design can be performed on different abstraction levels depending on the informat
o the PLD user.

n about the PLD usage’and user design is refined during the development phase of the des
alysis is repeated based on the latest information. The quantitative analysis of the PLD des
mented by a dependent failure analysis as described in 5.3.3.2.

ring two sub-clauses describe examples of PLD die failure rate calculations and examples
ution of the failure rate to the identified failure modes.

haréarchitectural metrics can be determined in a similar way to the example given in Anne

LD
ion

jgn
jgn

of

x C
the

rument. The level of detail required for the analysis depends on the targeted ASIL and

application.

5.3.3.1.1

Example of PLD die failure rate calculation using the model in 4.6.2.1.1

The failure rates can be estimated as described in 4.6.

For estimating failure rate of PLD die, the following are considered:

failure rate related to Configuration technology. Depending on industry sources, treatment of the

transistors related to the configuration technology is different, i.e. the configuration technology
is considered as a separate entry of the computation, or the configuration technology in the logic
blocks, user memory entries and other relevant elements.
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— failure rate of unused resources. There are two possibilities both of which are applicable. One
approach is that the unused resources are considered as not safety-related. Depending on the PLD
structure, a dependent failure analysis can analyse the influence of the unused logic on the user
design. An alternative approach is to consider the unused logic as safety-related and to estimate the
respective fraction of faults that will lead to a safe failure (Fsafe according ISO 26262-10 [61]). This
estimation can be done by means of a quantitative analysis supported by information provided by
the PLD manufacturer.

NOTE 1 If failure rates provided by the PLD manufacturer are used, any de-rating factor applied to the
provided data is made available.

NO[FE 2  This sub-clause extends the example in 4.6.2.1.1.1. Since assumptions are similar, notceyery note is
repleated. A PLD with the characteristics outlined in Table 44 is used for the example.

Table 44 — PLD resource overview

Element Resources Assumed JEC'62380 category
Logic blocks 1000 CPLD (EPLD,.MAX, FLEX, FPGA, eftc.)
Uspr memory 16 kb Low-consumption SRAM
Figzed function IP 20 k gates Digital.circuits, microcontroller, PSP
Copfiguration technology 10 kb Low=¢onsumption SRAM

NQTE For the Logic blocks, the CPLD entry of Figure 10 has been used as-ékample. For modern volatile FPGA Hevices, the
LCA (RAM based) entry can be preferable.

The complete PLD failure rate can be computed as showiyin Table 45. The failure rates in Table 45 can
be jused to calculate the failure rates for this specificuser design. The assumptions made fqr the user
degign are given in Table 46.
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Table 45 — Example of the computation of the failure rates for the PLD

Element M N @ | A2 | BaseFIT De-ratingfor | pece tive FIT
temp
Logic blocks 2,0 x 10-5 100 000 10 | 34 34,0604 0,17 5,7903
(100 transistors per
macrocell)

User memory 1,7 x 10-7 98 304 10 | 8,8 8,8005 0,17 1,4961

(6 transistors/bit

for-atow-constmp
tion SRAM)
Fixed function IP | 3,4 x 10-6 80 000 10 | 1,7 1,7082 0,17 0,2904
(4 transistors/
gate)

Configuration 1,7 x 10-7 61440 10 | 8,8 8,8003 0,17 1,4961
technology .
(based on SRAM) (6 transistors/

bit for a low-con-

sumption SRAM)
Sum 53,3694 9,0729
NOTE 1 Ifis assumed that the number of transistors per macrocell (100, as derived from Figure 10) does not inclyide
the transisfors related to the configuration technology. For this reason the configuration technology is considered ajs a
separate erntry of the computation. An alternative approach could be to adaptithe number of transistors and include fhe
configuratipn technology in the logic blocks, user memory entries and other rélevant elements.
NOTE 2 This table can be used also to derive a unitary FIT by dividing the resulting effective FIT with the numbey of
elements.
EXAMPLE [The FIT/logic block can be computed as 5,7903/1 000 =0,0057.
NOTE 3 Agshown in 4.6, alternatives are possible for the température de-rating factor. Those alternatives are applicalple
as well for RLDs.

Table 46 — Example of user desigh'resource usage and failure rate calculation

Element Resource usage Effective FIT
Lpgic blocks 23 % 1,3318
User memory 10 % 0,1496
Flxed function IP 100 % 0,2904
Cpnfiguration technolegy (based on SRAM) 15 % 0,2244
Stim 1,9962

The data ¢an be futrther refined if more detail about the user design is available. For example a ldgic
block has fifferent*configuration options and the user design can only use a certain configuration. This
allows to flurther de-rate the calculated failure rate.

NOTE 3 A = | | PR ua | 1 - 1 e 1 4l - £l Ldl ladede b L 3
I UCPCIIUCIIL IdITurc dlldly o215 Udll UT USTU LU aucuybc LIIT TIITITUCIILT Ul UIT UITITITIIU CUIILT 15u1 atlon
options on the user design.

NOTE4  The derivation of the de-rating factor can be facilitated by appropriate design tools.

5.3.3.1.2 Example of a transient failure rate calculation for PLDs
The computation of the transient failure rate for PLDs can follow 4.6.

NOTE If the transient failure rate provided by the PLD manufacturer includes a de-rating factor (for example
based on average PLD utilization factor or based on operational profile), this factor is explained to the PLD user.

Table 46 can be used to calculate the failure rates for this specific user design in the same way that
failure rates for transient faults were calculated in the previous clause.

108 © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

ISO 26262-11

5.3.3.1.3 Example of distribution of PLD failure rate to failure modes

:2018(E)

Once the PLD failure rate has been estimated, it is distributed to the identified failure modes, i.e. the
failure modes distribution is computed.

For PLD manufacturers, the failure modes distribution can be computed as described in 5.1.

The following are examples of possible approaches for identification of failure modes and respective
determination of the failure modes distribution for PLD users:

a)

Identification of the failure modes at the functional block level of the user PLD design; assumption

b)

NO
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of an equal distribution of the PLD failure rate to the 1dentified failure modes;

Identification of the failure modes at the functional block level of the user PLD deSign; ¢
of the distribution of the PLD failure rate to the identified failure modes based gn ekpert
taking resource estimation (e.g. fixed function IP, number of logic blocks, uséx. memory
account, supported by documented evidences; and

Identification of the failure modes by means of a partitioning of the iniplémented user H
in elementary subparts; estimation of the distribution of the PLDB. failure rate to the
failure modes based on the implemented user PLD design facilitated by information pr
the PLD manufacturer taking detailed resource utilization into ‘account. This could be
by appropriate design tools.

FTE1 In the context of PLD manufacturer, the elementarysubpart can be taken as a set of fli
related fan-in gates. In the same way, in the context of PLD users, the elementary subpart can |
group of logic cells, constructed of flip-flops in a logic block'and the combinatorial logic represen
Cks. The level of detail, i.e. the number of elementary,subparts considered depends on the typ
rhanism used and the application.

E 2

AMPLE 1  Ifinformation on the implemented user PLD design is available, then approach c) can
hest level of accuracy. If this information(ishot available and no argument can be given why one of
Hes is more likely than the other, the approach a) can be used.

TE3 The required level of accuracy of the failure mode distribution depends also on the typ
Chanism used and the application.

AMPLE 2 In the case ofla user PLD design in lock-step, approach a) can be sufficient because a n
fributed value for the failure mode distribution will not affect the claimed diagnostic coverage,
design relying on d@software test library to periodically test the PLD hardware, if arguments ex
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judgment
etc) into

LD design
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b-flops and
be taken as
red by logic
e of safety

The level of accuracy of the resulting quantitative data varies depending on the approach used.

brovide the
the failure

e of safety

bn-uniform
For a user
st that one

he failure modes is-ore likely than the other approaches b) or c) are used depending on the required level of

uracy.

FE4  Adetailed failure mode definition like the one provided by approach c) can help to provid
diagnostic«Coverage.

FE-5\." For transient faults, the resource utilization can consider the number of flip flops included

blo

e rationale

in the logic

rKs-and the number of user memory bits of the user PLD design and number of configuration bits

utilised by

the

user PLD design

Table 47 shows an example, based on Annex E, of the three approaches described above. It considers a
SPI module implemented in a PLD.
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— Example of approaches for PLD failure modes distribution computation at PLD
user level

Failure mode

b)
See NOTE 1

0)

a)
See NOTE 2

Subparts involved

Wrong or no clock

Clock generation 25% 10/110 =9,09 %

10/90=11,11 %

reception

Wrong or no data

Peripheral bus interface

Input shift register
25 % 40/110 =36,36 %

Data received register

I/0 pads

30/90=33,33 %

Wrong or o data sent

Peripheral bus interface

Output shift register

25% 40/110 = 36,36 % 30/90 = 33,33

Data sentregister
I/0 pads

%

Wrong corj
of SPI

figuration |Configuration registers

25% 20/110 =18,18)% 20/90 = 22,22

Peripheral bus interface

%

NOTE1 Fo
failure mod
the failure

NOTE 2 TH
the actual n
also down {
the exampl
contributin
50 % to eac
to each dat3

I this example, it is estimated that each subpart consumes 10 logic blocks andtherefore it is estimated thate
e has a failure mode distribution proportional to the sum of logic blocks,consumed by each subpart involved
node.

e difference between b) and c) is that the resource usage for the specific failure mode is not estimated, instg
umber of resources which contribute to the failure mode is computed. This can be done on the subpart level 3
o the elementary subpart level, if the logic blocks contributing\te the failure mode span different subparts
,itis measured that: Input shift register, output shift registe¥;data received register and data send register
B 100 % to the respective failure mode and 0 % to the others; peripheral bus interface is measured to contrib
h data related failure mode and 100 % to configurationfailure mode; I/O pads are measured to contribute 5(
related failure mode.
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level. For ¢
obtainare

Verification of completeness and correctness of safety mechanism implementation
pct to hardware

ed in 4.8, fault injection simulation during the development phase is a valid method to vej
bteness and correctness of the safety mechanism implementation with respect to hardw

de coverage, as described’in 5.1.10. This applies for PLD manufacturers as well.

pct to PLD users, inthe case where fault injection is necessary and no detailed informatio

c design beforesmapping.

If fault)injection is necessary to provide a rationale for the diagnostic coverage claimed b
st libraty periodically testing the user PLD design, then fault injection can be executed at a differ
xamiple, starting from the RTL design describing the user PLD design and then synthesizing i
etence netlist on which fault injection is performed. If the reference netlist does not correspond to

ify
hre
nd

N is

bout how the useér’PLD design is mapped to PLD logic blocks, fault injection can be perfornped

y a
ent
[ to
the

PLD desigr

S Hemr am argument s provided to expiaim why the injected fautts are meammngfut withr respectto

assumed implementation of the PLD design.

5.3.3.2 Dependent failure analysis for a PLD

the

As for any integrated circuit, it is important to consider dependent failures, especially if hardware
safety mechanisms or requirements for redundancy are implemented in the same component.

NOTE

The flow for DFA considered in this sub-clause is considered equivalent to the specificities in

4.7.

Table 48 describes specificities — if any — to be considered in addition with respect to the steps defined in 4.7,

for both PL

110

D manufacturer and PLD users.
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Table 48 — Specificities of DFA for PLD manufacturers and PLD users with respect to 4.7

elements.

Step (see Figure 23) PLD manufacturer PLD user
B1: Identify hardware and software |As defined in 4.7. As defined in 4.7.

B2: Identify dependent failures
initiators.

Analysis considers also the inter-
actions between configurable and
fixed logic, including interactions
related to reset or the configura-
tion technologya.

Analysis considers also the impact
of failures affecting the configu-
ration technology and therefore
potentially affecting multiple logic
blocks at the same time.

Bl Tdentify necessary safety meas-
ures to control or mitigate dependent
failures initiators.

Analysis considers also the pos-
sibilities for providing separa-
tion between configurable and

Analysis considers alsoth
sibilities for providing.sep
between logic block's

e pos-
aration

fixed logic
B1P: Evaluate the effectiveness to As defined in 4.7. As defined in 4.%
coftrol or to avoid the dependent
faijure.

For example, a fault in the fixed logic causing the configurable logic to lose the configuration

Th
DF

e DFI listed in Table 49 and Table 50 are equivalent to the statemefts in 4.7. Any additions
or countermeasures are applicable to PLD manufacturers and Gisers alike.

Table 49 — Specificities of DFI for PLD manufacturer and PLD user with respectt

regarding

D 4.7

Dependent Failure
Initiators (DFI)

PLD manufacturer DFI

PLD user DFI

Fa
reg

lure of shared
ourcesa

As defined in 4.7

Potential dependency of the available clock

Failures of configuration technology (e.g. sh
or long distance common interconnects)

Failures of shared programmable [/Os

Wrong PLD configuration due to failures of
configuration memory or related interconn

networks

ared short

external
pction

Si

—

1jgle physical root cause

As defined in 4.7

Faults (e.g. in reset logic) causing the compl
partial loss of the PLD configuration

pte or

Development faults

Insufficient distance or
isolation between fixed

Wrong usage of tools provided by PLD mangfacturerb

and configurable logic See also 4.7
M4nufacturing faults As defined in 4.7 Wrong usage of tools for configuration programming b
Ingtallation faults As defined in 4.7 As defined in 4.7
Service faults As defined in 4.7 Wrong usage of on-line reconfiguration fun¢tions
a | In the'context of PLD, “common” means not only shared resources within either configurable or fixed logic but also
sh3redaesources between configurable and fixed logic.
b

For example, user wrongly applies isolation/separation constraints.
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Table 50 — Countermeasures related to DFI for PLD manufacturer and PLD user

DFI PLD manufacturer PLD user countermeasures
countermeasures
Failure of shared As defined in 4.7 Analysis of dependency of clock networks and dedicat-
resourcesa ed clock monitors
Analysis of failures of configuration technology and
consequent adoption of separation/isolation techniques
Analysis of failures of shared programmable 1/0s and
consequent adaptation of 1/0Os safety protocols
Integrity check (e.g. via CRC check) of PLD configuras
tion during runtime
Single phyfpical root cause |As defined in 4.7 Analysis of dependency of the reset networks and degli-
cated watchdogs
Developmeént faults Proper isolation or sep- |As defined in 4.7
aration between fixed
and configurable logic
Manufactyring faults As defined in 4.7 Proper instructions in PLD toolimanual to prevent DHI
Installatiop faults As defined in 4.7 As defined in 4.7
Service faylts As defined in 4.7 Restricted use of on-line-reconfiguration functions

a  In the

ontext of PLD, “common” means not only shared resources within either configurable or fixed logic but aflso
shared resdqurces between configurable and fixed logic.

5.3.4

Table 51 1i
in Table 43.

NOTE

Examples of safety mechanisms for PLD

support th¢ claimed diagnostic coverage.

112

Table 51 — Mapping of PLD safety mechanisms with ISO 26262-5:2018, Annex D

Element Examples of safety mechanisms
Fix¢d function IP Table 34.
ISO 26262-5:2018, Table D.8
Clog¢k
On-chip clock status indication 2
ISO 26262-5:2018, Table D.7
Power supply
Separate voltage planes b
Digltal I/0 ISO 26262-5:2018, Table D.5
Andlogue 1/0 ISO 26262-5:2018, Table D.5
a IMany PLDs offer clock cpnprnhnn and management resources and also nrn‘ndp mnnlfnrlncr of clack

This table is not exhaustive and other teChniques can be used, provided evidence is available

functionality and associated status pins/register to indicate when a specific clock is functlonlng properly
(e.g. whether or not a clock output is in proper phase with a master clock input).

b Voltage plane means electrically isolated voltage supply plane regions with each plane region being
connectable to an external supply voltage.

¢ Refers to the capability of many programmable devices to check the contents of their configuration
registers and compare those to the intended (design specific) contents. If a mismatch is detected, this
feature can change the status of an output pin or generate an interrupt so that the system can respond
appropriately. To improve the usability as an online monitoring safety mechanism an efficient read back test
can prioritize between safety-related and non-safety-related parts within a device. Safety related parts can
be checked more frequently to considerably shorten failure detection time.

sts examples of safety mechanisms that can be used to address PLD failure modes describped

to
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Table 51 (continued)

Element Examples of safety mechanisms
ISO 26262-5:2018, Tables D.4
Logic block Table 34
Mix of spatial and temporal redundancy by means of recon-
figuration
Off-chip communication ISO 26262-5:2018, Tables D.6

Table 32, Table 33

Read-back on download by downloading device ¢

al £3 43 4 1. 1
GUIIL Asux dalluUll LCLllllUlusy

User memory Table 32, Table 33
Signal routing capability Table 35

a  Many PLDs offer clock generation and management resources and also provide monitoring of dlock
functionality and associated status pins/register to indicate when a specific clock iscfunctioning progerly
(e.g. whether or not a clock output is in proper phase with a master clock input).

b Voltage plane means electrically isolated voltage supply plane regions with éach plane region bging
connectable to an external supply voltage.

¢ Refers to the capability of many programmable devices to check the_eontents of their configurdtion
registers and compare those to the intended (design specific) contents. If a mismatch is detected, [this
feature can change the status of an output pin or generate an interrupt so that the system can resgond
appropriately. To improve the usability as an online monitoring safety mechanism an efficient read back|test
can prioritize between safety-related and non-safety-related patts4vithin a device. Safety related partg can
be checked more frequently to considerably shorten failure detection time.

5.3.5 Avoidance of systematic faults for PLD

5.3.5.1 Avoiding systematic faults in the implementation of PLD

Sinfce there are no significant differences.in the specification, design and verification flow used by
PLD manufacturers with respect to the flow used by digital component manufacturers,|the same
redjommendations given in 5.1.9 (and\telated Table 31) can be applied.

5.3.5.2 About PLD supporting tools

PLD related tools can be distinguished in two categories:

— | tools used prior torthe production (i.e. used by PLD manufacturers); and
— | tools used by»PLD users.

The confidencg in use of tools belonging to both categories are analysed according to the requirements
of ISO 26262+8:2018, Clause 11.

EXAMPLE 1  According ISO 26262-8:2018, Clause 11, a tool used for place and route by the PLD mdnufacturer
cantheconsidered TI2, since its malfunction can introduce an errorin a safety-related element beingldeveloped;
If it can be shown that design rule check (DRC) and layout versus schematic (LVS) checks with appropriate rule
sets, as foreseen in state-of-the-art IC design flows, can detect possible errors introduced by the tool with a high
degree of confidence, then a TD1 can be claimed. In this case it can be considered TCL1 based on [SO 26262-8:2018,
Table 3.

EXAMPLE 2 According ISO 26262-8:2018, Clause 11, a tool used for place and route by the PLD users can be
considered TI2, since its malfunction can introduce an error in a safety-related element being developed. If the
error can be detected with a medium degree of confidence by the consequent hardware and integration tests, due
to the complexity of the circuitry, it can be considered TD2. Therefore it can be considered as TCL2 based on the
ISO 26262-8:2018, Table 3. If the ASIL of the respective item is for example ASIL B, the tool provider can qualify
the software tool by using an appropriate combination of “increased confidence from use” and “evaluation of the
tool development process”.
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5.3.5.3 Avoiding systematic faults for PLD users

For PLD manufacturers, as for a microcontroller, a PLD is developed based on a standardised
development process for which the example in 5.1.9 applies.

The two following approaches are examples of how to provide evidence that sufficient measures for the
avoidance of systematic failures have been addressed by the PLD user during the development, by using
appropriate processes:

— using a checklist (see Table 52); and

— usinglfield data from similar products, which were developed using the same process as the tarjget
device (for example using ISO 26262-8:2018, Clause 14).

Table 52 — Examples of measures to avoid systematic failures for PLD users

1SO 262p2-5:2018 re-

quirement Design phase Technique/Measure Aim

7.4.1.6 Modlular design Design entry |Structured description and The description of the PLD’s

properties modularization functionality is structured in
suchafashion that it is easily
readable, i.e. circuit function
can be intuitively understood
on basis of description without
simulation efforts

7.4.1.6 Modglular design Design description in HDL Functional description at high

properties level in hardware description
language, for example such likle
VHDL or Verilog.

7.4.2.4 RoQust design Observation gfcoding guidelines |Strict observation of the coding

principles style results in a syntactically
and semantically correct cir-
cuit code

7.4.2.4 Rohust design Design entry |Restricted use of asynchronous |Avoidance of typical timing

principles constructs anomalies during synthesis,

avoidance of ambiguity during
simulation and synthesis caused
by insufficient modelling, design
for testability.

This does not exclude that for
certain types of PLD implemen-
tations, asynchronous logic
could be useful; in this case,
the aim is to suggest additiong
care to handle and verify thos
circuits.

—

1¢°)

The timing of asynchronous r¢-
sets bears risks due to different
propagation times to a poten-
tially large number of attached
elements. Since the asynchro-
nous reset signal is not corre-
lated to the clock of attached
synchronous elements, meta-
stability can be a problem upon
reset deassertion. Arising prob-
lems are expected to depend on
design and environment factors,
such as temperature and fanout
of the reset net.
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ISO 26262-5:2018 re-
quirement

Design phase

Technique/Measure

Aim

7.4.2.4 Robust design
principles

7.4.4 Verification of hard-
ware design

Synchronisation of primary in-
puts and control of metastability

Avoidance of ambiguous circuit
behaviour as a result of set-up
and hold timing violation

HDL simulation

Pre-silicon verification of circuit
described in VHDL or Verilog by
means of simulation

7.4
W3

4 verirication or hard-
re design

7.4
W3

7.4
wd

.4 Verification of hard-
re design

.4 Verification of hard-
re design

.4 Verification of hard-
re design

7.4
\&

.4 Verification of hard-
re design

7.4
w4

7.4
A\

.4 Verification of hard-
re design

Functional test on module [evel
(using for example HDL test
benches)

PTe-silicon verification "Bot-
tom-up”

Functional test on top level Verification ef the PL]} (entire
function)
Functional and structural cov- |Quantitative assessmgnt of the

erage-driven verification (with
coverage of verification goals in
percentage)

applied verification scenarios
during the functional fest. The
target level of coveragg is de-
fined and shown

Application of code checker

Automatic verification
rules ("coding style")
checker tool.

of coding
by code

Documentation of.simulation
results

h data
| sim-
fy the
on.

Documentation of eac
needed for a successfy
ulation in order to ver
specified circuit funct

Integration and verification of
soft IPs

See 4.5 of this documént.

7.4
A\

.4 Verification of hard-
re design

7.4
wd

.4 Verification of hard-
re design

7.4
pr

.1.6 Modular design
bperties

7.4
pr

.1.6 Modular design
hperties

Synthesis,
mapping,
floor plan-
ning, place-
ment, routing

Check of PLD vendor require-
ments and constraints

Requirements and corjstraints
defined by PLD vendor are con-
sidered during PLD defsign

Analysis of PLD supporting
tool outputs

Outputs of PLD suppofting tools
are analysed. Argumejnts are
provided to waive wafnings
and Errors.

Documentation of constraints,
results and tools

Documentation of each defined
constraint that is necessary for
an optimal synthesis, mapping,
placement and routing of the

PLD design

Script based procedures

hlts and
hesis,
hd routing

Reproducibility of res
automation of the syn
mapping, placement a

7.4.4Verification of hard-

Simulation and timing verifica-

Independent verification of the

ware design

7.4.4 Verification of hard-
ware design

7.4.2.4 Robust design
principles

© ISO 2018 - All rights reserved

tion of the final netlist

netlist after synthesis, mapping,
placement and routing — in-
cluding timing verification

Comparison of the final netlist
with the reference model (for-
mal equivalence check)

Functional equivalence check of
the final netlist with RTL.

Adequate time margin for pro-
cess technologies in use for less
than three years

Assurance of the robustness

of the implemented circuit
functionality even under strong
process and parameter fluctua-
tion. A time margin in the timing
analysis is considered either in
the libraries or by PLD user.
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Table 52 (continued)

IS0 26262-5:2018 re-

quirement Design phase Technique/Measure Aim
7.4.4 Verification of hard- Design rule check (DRC) Execution of design rule checks
ware design on floor planned logic
9.4.1.2,9.4.13 Dedicated PLD inte- PLD verification Verification of the PLD proto-
measures gration and type, including verification of
testing PLD correct configuration (e.g.

10 Hardware integration

re using checksums).
and verification 8 )

7.4.5 Prodllction, opera- PLD integration Verification and integratiomof
tion, servi¢e and decom- the PLD in the system
missioning

9.4.1.2,9.41.3 Dedicated

measures

10 Hardwdre integration
and verifidation

5.3.6 Example of safety documentation for a PLD

Recommendations for the safety documentation for an SEooC digital cemponent are given in 5.1.11, this
can be conpsolidated in a “Safety Manual” or “Safety Application Not€”)Those recommendations canfbe
used also py PLD manufacturers and PLD users, with the followingtemarks:

— the DIA between PLD manufacturer and PLD user specifies’which documents are made available
and what level of detail is provided to the PLD user;

— the mhin focus of the safety documentation provided'by PLD manufacturer is:

— the description of the results of the analyses of the development processes of the HLD
mlanufacturer with respect to the applicable requirements of ISO 26262;

— tHe description of the results of the analyses of the PLD supporting tools with respect to the
applicable requirements of ISQ 26262;

— tHe provision of information (for example the PLD failure rate, the PLD failure modes with the
rglated failure modes distribution, the claimed diagnostic coverage for safety mechanisms that
are already implemented in the PLD etc.) to be used by PLD users during their safety analyss;

— proposals or examples of safety mechanisms, for example with respect to dependent failufes
eflc.; and

— thelist of assumptions of use to guide PLD users in the correct utilisation of the safety-relafed
information provided with the PLD;

— the wprk,products of the safety lifecycle are provided by the PLD user. The completeness of the

work productsdepends on whether the PEDuseratsoassumes the rote of the ftenr imtegrator —

5.3.7 Example of safety analysis for PLD

A detailed example of a quantitative safety analysis for PLD is described in Annex E of this document.
5.4 Multi-core components

5.4.1 Types of multi-core components
There are two types of multi-core component:

— homogeneous multi core components which include only identical PE, and;
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— heterogeneous multi-cores components which have non-identical PEs, typically with different
Instruction Set Architecture (ISA).

EXAMPLE Figure 27 shows a diagram of a generic homogeneous dual-core system, with CPU-local level 1
caches, and a shared, on-die level 2 cache.

CPU core CPU core
and L1 and L1
caches caches

*_;_

Bus Interface

and
L2 cache

Figure 27 — Generic diagram of a dual-core(system

5.4.2 Implications of ISO 26262 series of standards for multi-core components

5.4.2.1 Introduction

This sub-clause provides guidance for cases wheregsafety requirements — previously allocated to
multiple components — are now allocated to a multi-core.

5.4.2.2 Clarifications on Freedom from interference (FFI) in multi-core components

If irna multi-core context multiple software elements with different ASIL ratings coexist, p freedom
from interference analysis according:te.ISO 26262-9:2018, Clause 6 is carried out.

The exemplary faults listed in [SO 26262-6:2018, Annex D can be a starting point for the anarlJysis.

NO[FE1  This sub-clause focuses only on cascading faults between software elements implemenjted in PEs.
Interferences can also be caused by hardware dependent failures, in this case ISO 26262-9:2018, Clauge 7 applies.

With respect to intérference against “Memory” entries of ISO 26262-6:2018, D.2.3, the case of
intprference with private resources is considered. This type of interference can affect data of program
regions belonging\to one of the PEs.

EXAMPLE 1{\Private data can be variables that belong to a safety-related software element in one|of the PEs:
A cprruptiomof such variables from the other PEs leads to a malfunction of the software. In this cage, a safety
mefhanisit supervising the access and ensuring exclusive access helps to avoid interference. This|example is

related, to software interferences (i.e. the variable corruption is caused by a software error). Interfgrences can
nnnnn dhubhordo e dorandont fotlinc do thic oo 10N ')6262 n_')n1o Cloyca 7 onnline

La 3
als&-be-eaused-by-hardware-dependentfaturesinthisease1S0-2 2048 ClatseFapphes:

EXAMPLE 2 Private program regions can be related to the corruption of a program in a non-volatile memory. In
this case a mechanism restricting programming only from the higher ASIL elements helps to avoid interferences.
This example can be applied to software related interference (in a case where the program corruption is caused
by a software error; for example wrong permissions causing software to overwrite the program memory). In this
case IS0 26262-9:2018, Clause 7 applies.

This type of interference can also affect resources shared between different PEs.
EXAMPLE3 A CAN peripheral is used by more than one core to exchange information with other ECUs.

Interference can lead to an incorrect message transmission. In this case usage of robust end-to-end protection
mechanisms (for example those listed in ISO 26262-5:2018, Table D.6) can help to detect interferences.
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EXAMPLE4  The task to read and monitor an external sensor is allocated to the software. The initial
requirement is rated with an ASIL X. In the further development steps this requirement is allocated to software
element software_mon.1 with an ASIL Y(X) and to software element software_mon.2 with an ASIL Z(X). A DFA
has shown that issues with the shared resources (cores, RAM and a software driver "software peripheral”
forwarding the sensor values to software_mon.1 and software_mon.2) can threaten the independence
requirement, i.e. causing memory, time, execution or exchange of information interferences between software_
mon.1 and software_mon.2. In this example the shared core issue is addressed by mapping software_mon.1
and software_mon.2 to two different PEs, therefore un-sharing the cores. The memory interference aspect is
addressed by memory encapsulation via a MPU which is configured by the OS. Since in this case the OS is a safety
mechanism ensuring the independence between software_mon.1 and software_mon.2 it is developed compliant
with ASIL X. The issue with the shared software resource "software peripheral” is addressed by developing it
compliant Wwith the Tnittat ASIE, e  ASIEX:

With respect to interference against “Time and execution” entries of ISO 26262-6:2018, D:2.2, the
primary dase to consider is interference that affects the execution latency or correct programmjng
sequence ¢f one core.

EXAMPLE$ A CAN peripheral is used by more than one core to exchange information-with other ECU§. If
the PEs pr¢cessing tasks with a lower ASIL continuously request transmissions from the-CAN peripheral then
the higher [ASIL tasks running in another core are not able to receive and/or transmit required information. A
time moniforing mechanism (for example using the principles described for the sdfety mechanisms listed in
ISO 26262-p:2018, Table D.8) can help to identify such conditions.

NOTE 2 JAdditional requirements related to timing are described in 5.4.2.3«

With resppct to the interference against “Exchange of information”)éntries of ISO 26262-6:2018, D.2 .4,
interferenices manifesting as failures in “Memory” or “Time and €xecution” can be caused by failures in
exchange pf information between different PEs.

EXAMPLE § A message from a non-safety-related core is interpreted as safety-related (masquerading fault).

NOTE 3 |[Usage of robust end-to-end protection mechanisms (for example those listed in ISO 26262-5:2(18,
Table D.6) ¢an help to detect interference.

When softfjware partitioning, e.g. separation of'functions or elements to avoid cascading failures, is uged
to implen]ent freedom from interference bétween software components, ISO 26262-6:2018, 7.4.9 is
applied.

Techniques such as hypervisors canshelp to achieve software partitioning (e.g. References [26] and [5]).
NOTE4  Pther techniques are also possible, such as microkernels (e.g. Reference [12]).

It is wortH considering thefollowing points during safety analyses of multi-core involving hypervisprs
technologles:

— virtudlization tecthhologies can support the argument to guarantee freedom from interference
betwden software elements running in multi-core. A dependent failure analysis on software lgvel
is reqpirediand can be supported by consideration of the failure modes listed in ISO 26262-6:20[18,
Anneyx Df and

NOTES5  Positive effects of virtualization technologies with respect to freedom from interference can
be compromised by systematic faults in hypervisor software. Similarly, virtualization technologies can be
affected by hardware faults in the supporting hardware resources (like memory management unit) or in the
related shared resources. Those faults are analysed according to the methods described in ISO 26262-9:2018,
Clause 8 and dedicated guidance for digital components is described in 5.1. Virtualization technologies can
also be affected by hardware dependent failures; in this case ISO 26262-9:2018, Clause 7 applies.

NOTE 6 If any of the hypervisor functions are delegated to tasks in the software partitions, then the
analysis mentioned in NOTE 5 extends also to the partitions.

— virtualization technologies are typically not able to provide sufficient prevention or detection of
permanent or transient faults affecting the multi-core.
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It is possible for virtualization technologies to detect random failures if they manifest as

violations of software partitioning enforced through virtualization. Detection of specific hardware failure

modes can be demonstrated by means of case by case detailed analyses based on the methods d
ISO 26262-9:2018, Clause 8. Dedicated guidance for digital components is described in 5.1.

5.4.2.3 Timing requirements in multi-core component

ISO 26262-6 include clauses related to execution timing requirements, for example:

escribed in

[SO 26262-6:2018, 6.4.2 e) requires that the specification of the software safety requirements

considers timing constraints;

Multi-cores are potentially subject to timing faults (see Reference)[26]) therefore the prev

cla

EX|
gog

EX]
are
coy

5.5

5.5

As
ong
fun

dependent upon the sensitivity of the transducer. Input energy includes energy which is stol

che

A 9
coyf

EX]

Th

[SO 26262-6:2018, 7.4.13 requires that an upper estimation of required resources for. the
software is made, including execution time;

[SO 26262-6:2018, Table 10 Note c) indicates that there are relations between hard
software that can influence e.g. the average and maximum processor performance, mi
maximum execution times; and

[SO 26262-6:2018, Annex D describes timing and execution failure ‘'modes (including
allocation of execution time) as potential initiators of interferencés,between software elé

ises are considered with dedicated analyses and the implenténtation of adequate counter

AMPLE 1  Typical dedicated analyses for the identification of timing faults potentially violating
| are based on the upper estimation of execution time (e.g.Reference [6]).

AMPLE 2 Typical hardware-based countermeasures’for detection of violation of timing re

watchdogs, timing supervision units and specifi¢ hardware circuits (e.g. Reference [26]). Softy
ntermeasures are also possible (e.g. Reference [3]).

Sensors and transducers

.1 Terminology of sensors and transducers

defined in ISO 26262-1:2048; 3.172, a transducer is a hardware part that converts en
ctional safety. The quantification of the output energy form as compared to the input ener

mical bonds.

ensor is an{élement that includes at least a transducer and a hardware element that

|ditions or further processes the transducer output for utilization in an E/E system.
AMPLE 1. DC bias, amplification, filtering.

e relationship between a transducer and a sensor is shown in Figure 28.

rmbedded

ware and
nimum or

incorrect
Pments.

ous listed
measures.

the safety

juirements
vare-based

ergy from

e form to another and, as\such, it is a critical element to be considered with respect to automotive

gy form is
'ed within

supports,

NOTE 1

The transducer in Figure 28 can be a separate component and the supporting circuitry can be a

separate component or multiple components. The functionality of the transducer and supporting circuitry
together would make up the sensor function.
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Figure 28 — General relationship between sensor and transducer

E/E elements, a sensor can be made up of parts and subparts, and be of Varying\&implexh y.
A semiconductor component with analogue output consisting of a transducer %(a/amplifier.

B An element consisting of housing, a sensor IC with digital signal proce

kternal components (e.g. resistors, capacitors) and a connector which int is to a wiring harness
| 29). In this example, both the sensor IC and other elements can be clagsi

The term ‘transducer’ in this sub-clause refers specifically to tl@e transducers that are fabricated
fonductor process technology, including Micro Electro Mechani
clause refers specifically to those sensors containing trande s, as previously described, and haling

®
Q’\

and digital output,
d as sensors but exisft at
;\\

ystems (MEMS). The term 'sengor’

N
n be classified in various ways, as indicated m‘R\g@ence [43].
=
~¥\ pullup

[[Proofmass ]| H[iCbias [ filer ||
eal o Amplifier o

| Ancho(s . 7“7

| Offset
| cancellation

A/D converter

| Spring(s) 7 |

Output Driver ]
Microcontroller

Connector

C bypass

Sensor IC

Sensor assembly / subassembly

Figure 29 — Example of a complex hierarchical sensor

5.5.2 Sensors and transducers failure modes

In the scope of this sub-clause, the output of each transducer is in the electrical domain. It then follows
that the failure modes of the transducer will be electrical failure modes regardless of cause. Any failure
of an element in the signal path starting at the transducer can have an effect on the sensor output.

Failure modes for transducers can be derived by the method mentioned in 4.3.2.

Table 53 includes failure modes that are common to a variety of different types and complexities of
transducers (independent of measurement, detection means, conversion means, etc.)[42]. This table
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is not exhaustive as electrical failure modes of a transducer depend upon the type and function of
the specific transducer and is used for example only. Failure modes of digital or analogue supporting
circuitry that are contained in the sensor signal path are covered in 5.1 and 5.2.

The failure modes of the transducer appear as deviations to the nominal sensor output. Failure modes
of the sensor also originate from faults in the supporting circuitry in the signal path between the
transducer output and sensor output. The correlation between the failure modes of the transducer
and failure modes of the sensor output will depend on the specific implementation of the transducer
in the sensor. According to ISO 26262-5:2018, Table D.1, a detailed analysis of the actual sensor type is
necessary to identify each failure mode.

Pogsible effects of transducer failure modes on the system output are included in Table G3. Whether
thgse effects are considered relevant failure modes of the sensor depends on the safety requirements
allpcated to the sensor. In general, a deviation in nominal performance of a sensor within 3 specified
rarge can be accounted for by a system or element as long as the deviation remains predidtable. Any
performance excursions outside of a predicted range or behavioural model can lead to viplations of
serjsor safety requirements.

Table 53 — Example of transducer failure modes-(eléctrical)

T 3chn1ca_l Specifi- Failure mode Description
cation

Offset Offset outside of spec- | Transducer output isoffset from the ideal value in the gbsence of
ified range stimulus (input en€rgy)
Offset error over tem- |Offset error oyertemperature is beyond specified limitp
perature
Offset drift Offset value‘changes over time

Dylnamic Range Out of range Transdureer output is outside of prescribed operational frange

Sensitivity (Gain) Sensitivity too high/ |Sensitivity deviates beyond specified limits
low
Stuck at Sensitivity is zero due to mechanical and electrical failyre (e. g.

particle short, stiction)

Nonparametric Sén- |Sensitivity deviates from a mathematical relationship within its

sitivity specified range including discontinuities or clipping of putput
response

Noise, peor repeata- |Variable threshold required to overcome dynamic nois¢ floor

bility

Sensitivity error over |Sensitivity deviates beyond specified limits over temperature

temperature

NOQTE 1 Possibléleffects at system level include: inaccurate switching threshold, changes in switching threshold over
terhperaturechanges in switching threshold over time, loss of function, inaccurate switching threshold, [phase shift
(lepding, lagging), changes in duty cycle, variation of output switching threshold, changes in switching threshold over
terhperature, phase shift over temperature, changes in duty cycle over temperature.

EXAMPLE A typical camera based image sensor can be composed of the following parts and subparts: pixel
array; analog chain, clock and power supply; configuration and calibration circuitries; memories including RAM,
OTP; special circuitries; digital control; and interface. Failure modes of digital control, memories and related
interface are analysed according to what is described in 5.1, while the failure modes of analogue chain, clock and
supply are analysed according to what is described in 5.2. The following are examples of failure modes that can
affect the pixel array and the remaining parts and subparts, based on the categories listed in Table 53:

— specific failure modes: camera fault (intended as a major fault of the array leading to full image
fault); loss of single image rows or horizontal line failure; loss of single image columns or vertical
line failure; loss of image frames;

— related to sensitivity (gain): loss of pixel data or corrupted bits in the image; noise in the image;

— related to offset: horizontally or vertically shifted images; and
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— related to dynamic range: under or over exposed image/pixel, including issues related to
dynamic range.

5.5.2.1 Production processes and failure modes

The manufacturing of semiconductor based sensors and transducers is a multi-step process including
many mechanical procedures such as wafer grind/thinning, saw, pick and place, die attach, wire bond,
die stacking, and encapsulation. The mechanical stresses induced by these processes can impact
material properties such as mobility which then result in fluctuations of device parameters. The
technical specifications of a transducer/sensor, such as offset, are impacted directly by the stresses
of the ass¢mbly process. A sensor or transducer that does not exhibit a speciiic failure mode before a
mechanicgl production process is not guaranteed to be free of that failure mode after the process,

Sensors afe typically calibrated by various methods, such that their technical specifications (p.g.
offset, serlsitivity) are centred within their respective ranges, before being shipped by‘the suppliier.
The suppller’s production processes, however, are not the only source of assembly-indi¢ed mechanical
stress. The production processes of the direct customer, and possibly those furthen down the supply
chain, canl introduce mechanical stresses or other environmental factors that caiWresult in a failpre
mode of the sensor. Such processes can include, but are not limited to, surface meunting, clamping, gick
and place,|reflow and conformal coating processes. If possible, it is verified that the sensor/transdujcer
is functiorling within specification after the final stage of each successive supplier’s production flowj

Table 54 lists some occurring failure modes of sensors/transducers<that can result from assemply
processes| This table is not exhaustive. The capability to detect ary deviations in sensor performance
introducegl by these processes, as well as their mitigation, are considered during the design phasq to
ensure adpquate robustness (e.g. offset cancellation, sensitivity“adjustment, and test modes). Refef to
5.5.5 for nmpore information concerning avoidance of systematic faults during the development phase

Tablle 54 — Sensor Anomalies which can be introduced during Production Processes

Production-Related

. Possible Effect Possible Causes
Failire mode
Sensitivity shift Inaccurate switchingthresh- | Mechanical stress (piezo-resistance), temperature
old, Phase shift induced mechanical stress, mechanical short or open

(e.g. broken metal, foreign material, ILD void), trapped

Duty cycle shift charge, drop, shock, compression/decompression,
Loss of ser]sitivity Loss of system vibration, moisture intrusion, plastic deformation
Offset Inaccyrate switching caused by temperature cycling, material curing
thréshold

5.5.2.2 Microelectromechanical causes of failure

MEMS senisors areused in a variety of applications and employ a mechanical detection method to sefpse
the envirgnment by a typically elastoelectric (movement based) means of conversion. Because the

conversiof miethod is mechanical, the performance of the transducer is directly affected by its physical
structure End any deviations in the structure from the nominal specifications.

A representation of a generic MEMS transducer is shown in Figure 30 and Figure 31. Figure 30 shows
individual parts of a generic MEMS transducer including electrodes, proof mass, anchors, springs and
capacitive plates. Figure 31 shows additional detail from a side view including the cavity, sealing cap

and anti-stiction coating. Any non-ideal physical/mechanical characteristic of these parts will have an
(electrical) effect on the transducer output.
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Figure 30 — Example of a MEMS transducer (top-view)

3 4 5 6
Key
1 | sealing cap
2 | anti-stiCtion coating
3 | hernetically sealed cavity - pressurized (positive or negative)
4 | proof mass: poly silicon thin film (e.g. cantilevered)
5 —anchor
6  silicon substrate

Figure 31 — Example of a MEMS transducer (side-view)

Some common mechanical root causes of failures and the associated failure modes of MEMS transducers
are listed in Table 55, which is not exhaustive.
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Table 55 — Examples of Root Causes & Associated Modes of MEMS Transducer Failures[45]

Mechanical Root Cause

Transducer Failure
Mode

Description

Fractured

spring

Non-parametric Sen-
sitivity

MEMS motion transducers are typically designed with
a collection of springs to provide mechanical position-
ing, establish linear sensitivity, and limit the travel.
If a spring in the collection fractures, the proof mass
becomes unbalanced such that portions of the travel
appear normal, but the portion nearest the fractured
spring would be relaxed or potentially unlimited, re-

sulting in non-linear sensitivity.

Fractured

finger

Cavity sea

breach

Sensitivity shift, offset
shift, change of sensor
dynamics

MEMS motion transducers are typically designed with
multiple sets of capacitive interdigitated fingers for
sensing the proof mass movement. The sensitivity is
proportional to the total device capacitance, which
is the summation of each of the individual finger ca-
pacitances. If a finger fractures, the tetal capacitance
is reduced, resulting in a decredse of sensitivity and
offset shift.

The gap between the fingersprovides an aerody-
namic dampening due ta'the sealed gas molecules
inside the MEMS cavity structure. The sensitivity is
proportional to the pressure of the sealed gas. If the
seal is breachedjthe pressure reduces, resulting in a
increase of sensitivity and then eventually in a change

b

of sensor dytiamics (e.g. change of cut-off frequency)|.

=

Fractured

diaphragm

Fractured

Anchor

Offset shift,
Stuck-at

MEMS pressure transducers are typically designed 3
diaphragms, either to exert a strain on piezo-resistiye
elemients or to change the capacitive gap. If the dia-
phragm fractures, an offset or a complete loss of senfi-
tivity can occur, resulting in a stuck-at ground fault.

[72)

MEMS motion transducers are typically designed wifh
anchors for the springs, or with similar structures
used to limit travel distance. If the anchor, or trav-
el-limiter fractures, the proof mass becomes mis-
aligned or travels outside of the allowable boundary
coming in contact with the inner surfaces of the cavify,
resulting in a stuck-at fault.

Particles

Sensitivity shift
Non-parametric sen-
sitivity

Offset shift

Stuck at

A particle is capable of introducing multiple failure
modes depending on the conductivity of the particle
and the individual parts of the transducer that it is
contacting. If a particle is conductive, it can short
parts together and if it is resistive, it can impede the
movement of the parts. Particles can also account fol
transient faults and general unpredictability if the

particle is free to move within the cavity. Particles cfin

be generated during nroduction nrocesses ordueto
=] =28 o r

breakage/wear during operation.

Anti-stiction coating anomaly

Sensitivity shift
Non-parametric sen-
sitivity

Stuck-at

Capillary or electrostatic forces cause suspended/
cantilevered surfaces to become stuck to other moving
surfaces or to fixed surfaces due to anomalies of coat-
ings used to prevent such effects.

General mechanical overstress

Sensitivity shift
Non-parametric sen-
sitivity

Offset shift

Stuck at

Sources of mechanical overstress can include shock,
fatigue, vibration, corrosion or the effects of electrical
overstress (EOS) or electrostatic discharge (ESD) that
result in structural damage to MEMS transducer parts
or subparts.
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5.5.3 Safety analysis for sensors and transducers

5.5.3.1 Considerations in the determination and allocation of base failure rate

There can be specific challenges in determining the failure rate of integrated transducers and allocating
base failure rates to transducers and supporting circuitry. The following points are considered when
conducting a quantitative analysis:

— passive transducers that take up a substantial percentage of die area which also includes active
circuitry;

EXAMPLE 1 Hall cell based sensor.

NOTE1 There can be a disparity in the failure rates between active and passive elemefts-as well as those
devices with larger versus smaller geometries.

— | transducers that are manufactured on top of active circuitry taking no area of the active|die;
EXAMPLE 2  GMR (giant magnetoresistance).

— | handbooks do not typically cover MEMS elements since the technelogy has been subje¢t to rapid
advances;

— | transducer failure rate distribution is dependent on the structure;

EXAMPLE3  MEMS for pressure sensor with a cavity,“relatively large diaphragm, and small piezo-
electrical conversion element.

— | transducers can be assembled with no supportingcircuitry and it is therefore not possible to apply
commonly used reliability standards to determine the base failure rate;

— | for new technologies, field data is not available and reliability data is limited; and
— | failure rates for the transducers versussupporting circuitry can be derived from different sources.
NOTE 2  Appropriate scaling is applied if the failure rates are not from same source and conditfions.

In pach case, the method of determining the base failure rate of a sensor and how the failyure rate is
allpcated to the transducer element is based on a sound and documented rationale.

EXAMPLE4  The followingis an example of a method for determination of failure rate for pew MEMS
trapsducer (no field/reliability data):

1) | begin with a/failire mode of an established MEMS device that includes overall failure rate, failure
mechanisms (eg. particles, stiction, cavity breach) and distribution based on established dath (e.g. field
return or Other similar reliability source);

2) | establish the baseline failure rate for each failure mechanism;

3) | for each failure mechanism, assign a susceptibility factor that compares the transducer under design/
3zl £3 raacd X dita da: tha daoto 1o ot oo 22k T il £ r r assesses
evattrttotrto-thetrarstdeertsedtodertre thedatarstepsand2above s susceptibiityfaet

the relative risk between the reference transducer(s) and the transducer under evaluation, e.g. higher, lower
or the same;

4) combine the data from steps 2 and 3 to produce a weighted failure rate for each failure mechanism for the
transducer under evaluation; and

5) apply the failure mode distribution from step 1 to generate a single predicted failure rate for the new MEMS
transducer.

NOTE 3  This is an example method only. The procedures defined are neither exhaustive nor restrictive nor

restricted to MEMS and are assumed to be based on a rationale that has been documented and substantiated
with appropriate evidence.
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5.5.3.2 DFA for sensors and transducers

DFA is performed according to the flow described in 4.7, if independence or freedom from interference
is required. Table 56 gives examples for DFI for various types of sensors.

Table 56 — DFI for sensors and transducers

DFI

classes defined in 4.7.5 Examples

DFI due to
shared res

random hardware faults of

ources control the CMOS based image sensor)

Common calibration and/or configuration resources (e.g. eFUSE to

DFI due to

random physical root causes |Temporal noise or fixed pattern noise

Systemati
conditiong

DFI due to environmental Extended exposure to excessive heat, humidity, or strong sunlight

Electrostatic discharge

Systemati

DFI due to development faults | Wrong design of image sensor

Systemati
faults

DFI due to manufacturing Sensor manufacturing defects

Systemati

DFI due to installation faults |Magnetic sensor target wheel mounted off.axis(runout)

Incorrect positioning of mirror in image-sensor

Methods t
transduce

5.5.3.3

There are
architectu
Sensor cof

The signif]
violations
elements.
analysis:

— level g

quant

NOTE
new te

failur
inclus

Quantitati

o evaluate the effectiveness of controlling or avoiding dependent failures for sensors :
's can be derived from the exemplary methods described im#.7.5.2.

Quantitative analysis

no procedural differences in the quantitative analysis concerning the evaluation of hardw
ral metrics and the evaluation of safety goal vielations due to random hardware failures f¢
hpared to any other hardware element.

cant difference is related to the inclusign of the transducer element within the analysis si
of sensor safety requirements are significantly related to failure modes of the transduy|
The following points are considered-or the inclusion of the transducer within a quantitat

f granularity (how it is categorized into part and/or subparts);
ified failure rate and derived source;

Reliability and*HPOL tests can be used to derive failure rates besides data from handbooks as
chnologies and applications of transducers and implementation technology. See also 4.6.1.6.

e mode distribution; and
ion of sensor specific safety mechanisms (see 5.5.4).

v€-analysis is conducted for the electrical failure modes of the semiconductor part and

nd

pre
ra

nce
cer
ive

for

the

mechanic

1 h A TaVaWlial [a [a Tl e Va¥- Wal Fall Q. AL YaVaWial [a o2 . 2010 Fall ray
I'palt dCLOIUIITE LU 10U 2040470.4U 10, UIdUST O dlIU 10U 2040470.4U 10, UIdUST 7.

Quantitative analysis of supporting circuitry is conducted according to guidance contained within 5.1

for digital

circuitry and 5.2 for analogue.

5.5.4 Examples of safety measures for sensors and transducers

Table 57 provides examples of safety mechanisms that are commonly used with sensors/transducers
that support the unique role of the transducer element in evaluating the environment.

Because a sensor can include a wide range of supporting circuitry both in quantity and type, these
safety mechanisms are in addition to any analogue or digital safety mechanisms contained in 5.1 for
digital, 5.2 for analogue, 5.3 for PLD safety mechanisms respectively.
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The examples included in Table 57 are not exhaustive and other techniques can be used. Rationale is

provided to support the claimed diagnostic coverage.

NOTE It is not possible to give a general guidance on the DC for sensors/transducers because
depends on the specific technology, type of circuit, use case.

Table 57 — Example of Safety Mechanisms for Sensors/Transducers

it strongly

safety measures

Safety mechanism/ See overview of N
. otes
measure techniques
SegtedProofnassTFitter IO :
wikh High Pressure 5.54.1 MEMS specific implementation.
Redundant Diaphragms 5.5.4.2 MEMS specific on-chip calibrated reference.
Offset cancellation 5.5.4.3 Allows for offset optimization.
;Fé‘citnsducer specific self- 5.5.4.4 Various methods to test signal path integrity.
Automatic Gain Control Sc4c Accounts for loyv levels of envirenmental stimulus apd in-
creases dynamic range.

Sensitivity adjustment 5.5.4.6 Allows for sensitivity centting.
MEMS specific non E/E 5.5.4.7 Measures that assess physical properties of MEMS trpnsducers.

5.53.4.1 Sealed Proof Mass Filter

Aim: To provide a low-pass filter mechanism whichrejects noise that could otherwise alig
band of interest. Commonly used on MEMS accelerometer transducers.

s into the

Depcription: A proof mass chamber sealed with greater than atmospheric pressure dampens the

enyironmentally induced movement of MEMS-transducer parts.

EXAMPLE A MEMS transducer can congist of groups of ‘comb’ fingers with a gap defined at a closg tolerance.

As the proof mass chamber is sealed underpressure, the ambient gas provides a squeeze-film dampe
sinjilar to a shock absorber, filtering thé high frequency vibrations. Higher pressures trap more gas
and, in effect, lower the cut-off frequencies. Lower pressures trap fewer gas molecules allowing hig
frefjuencies.

5.3.4.2 Redundant Diaphragms

De
di
di

cription: Inclusion of a reference transducer to allow comparison of the primar
phragm>which is allowed to displace due to environmental factors to an equal but n
phragm. Commonly used on MEMS pressure transducers.

ning effect,
molecules
ther cut-off

1g element

y sensing
n-moving

EXAMP A MEM ansducer could be fabricated with a non-moving ‘twin’ that is formed at th
under the same process steps and critical dimensions, and would be subject to the same process

same time
tolerances.

As such, common variables such as sensitivity due to temperature or applied voltage would be shared and
mathematically cancel each other, leaving the moving vs. non-moving reaction as the only remaining difference

when sampled.

5.5.4.3 Offset Cancellation

Aim: To minimize offset in the transducer output.
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Description: There are various hardware and software methods that can be employed to cancel the
built in offset caused by non-ideal characteristics of a transducer. The chosen method will depend on
the type of transducer used.

EXAMPLE A linear magnetic sensor provides a specified quiescent voltage of VCC/2 in the absence of a
magnetic field. A calibration routine is run on each power-up cycle to quantify the offset voltage with no magnetic
stimulus. T

his value is stored and used to adjust readings taken during operating mode.

5.5.4.4 Transducer specific self-test

Aim: To

prnvidp ameans of Pvalnnring a qppr‘ifir‘ type of transducer.

Descripti
integrity ¢

pn: Because transducers respond to the environment, it can be challenging to evaluate
fa sensor/transducer in the absence of the environmental condition. There are varipus w

to stimulafte a transducer by self-test and the accuracy and availability of these tests depenhd-upon

specific ty
up to eval
analogue f

EXAMPLE

polarity. Su
mechanica
proof mass

5.5.4.5
Aim: To

Descripti
in a sensi
be adjustg
the gain is
dynamic 1

5.5.4.6
Aim: To

Descripti
temperatu
adjust the

EXAMPLE
temperatul

EXAMPLE ?

EXAMPLE

pe of transducer used and technical specification being evaluated. In general, the test is
1ate the integrity of the entire signal path or to isolate a clause of the signal-pdth such as
ront end close to the transducer or the digitally processed back end.

A MEMS transducer could contain two sets of sense electrodes, electrically connected in oppo
mming of the two absolute values is set to zero (within specified toleran¢es) independent of the MK
movement. A value outside of the allowable zero range would indicatéan imbalance or fracture of
or sensing electrode integrity.

Automatic gain control
support sensor functionality over low levels of envirenmental stimulus.

pn: Typically, the electrical output of transducers is amplified in order to be further utili
g system. Automatic gain control (AGC) allows for the gain of transducer amplification
d based on the amplitude of the transducer output signal. At low transducer output lev|
increased and at higher transducer output levels, the gain is decreased to allow for grea
ange.

bensitivity adjustment
maintain sensitivity within/its specified range

pn: The sensitivity of a sensor/transducer is within its specified range over the operat
re range of the sensor in order to ensure an accurate output. There are various methods
sensitivity of a transducer in order to account for environmental fluctuations.

| The use “ef~a micro-heater activated by current to maintain sensitivity of MEMS parts o
e [46].

Thexmodification of bias current through a hall cell to maintain sensitivity over temperature.

B “)The application of an electrostatic potential to MEMS fingers which electrically damp

the
hy's
the
set
the

bite
MS
the

bed

to
pls,
ter

ing
to

ver

£ENsS

movement and decreases sensitivity when applied.

EXAMPLE 4

The component connected to the MEMS has a built-in temperature sensor. On the basis of

temperature information, a correction compensating the sensitivity variation of MEMS is applied.

5.5.4.7 MEMS specific non E/E safety mechanisms

Aim: To provide mechanical safety mechanisms specific to MEMS transducer parts

the

Description: In most cases, detection of a non-electrical failure in the transducer by electronic means
(after the transducer interface of the signal chain) is done based upon estimations of the effect of failures
upon the signal itself. In these cases, direct observation of the failure is typically not possible, therefore
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only inferences can be used to determine if the transducer has experienced a failure [see Figure 32 b)].
The nature of this inferential method can be susceptible to incorrect or missed detections.

EXAMPLE In-range faults of the transducer.

It is plausible that methods and technologies other than post-transduction electrical or electronic
technologies can be permanently employed within a MEMS transducer to directly detect or control
failure modes within the transducer itself [see Figure 32 a)]. For example, additional mechanical or
optical mechanisms (e.g. References [44] and [45]) can be used within the transducer as safety
mechanisms such as a simple stop or floating cantilevered finger.

These simple mechanical mechanisms can optionally include a separate signal output to|allow the
transducer to enter a safe state upon detection of a failure mode thereby eliminating the-fransducer
as the DFI of a specific safety goal or hardware requirement in a system. This would'be’in gddition to
any dedicated measures or traditional E/E safety mechanisms and could potentially, provid¢ coverage
agdinst both random and systematic faults within the transducer.

Su¢h non-E/E safety mechanisms could be defined in the application of diagrigstic coverage] The level
of fliagnostic coverage afforded by a non-E/E safety mechanism for a spécific use case woufld require
sound engineering evaluation by domain experts to derive the proper value with each ratjonale and
velfification activity fully documented and included in the safety case-Once verified and validated, such
non-E/E safety mechanisms in a component can contribute to the system or element achieving the ASIL
of 3 given safety requirement or safety goal.

MEMS Transducer
|
Failure '
X i_Safety _i |
| mechanisfn'| | |
| Transduction
| Boundary

a) Mechanical (non-E/E) Safety Mechanism

MEMS Transducer
|
Failure | e
s | i_Safety _i
| mechanism |
| Transduction
| Boundary

b) Electrical Safety Mechanism

-y

igure;32 — Distinction between mechanically detected and electrically inferred trapsducer
failures

5.5.4.8 Dedicated measures for sensors

As described in ISO 26262-5:2018, 9.4.1.2 and 9.4.1.3, dedicated measures can be considered to ensure
the failure rate claimed in the evaluation of the probability of violation of safety goals or requirements.

Examples of dedicated measures for sensors and transducers include:

— overdesign of parts or subparts of a sensor or transducer for robustness (e.g. electrical or thermal
stress rating);

— a special sample test or 100 % production test of a critical sensor or transducer specification to
reduce the risk of occurrence of the failure mode;

© ISO 2018 - All rights reserved 129


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

IS0 26262-11:2018(E)

EXAMPLE 1

EXAMPLE 2

mass movement.

EXAMPLE 3

555 A

In additio
described

Table 58 — Example of techniques or measures to achieve compliance with'1SO 26262-5:201
requirements during the development of a sensors or transducers

layout related measures;

technology measures.

out avoidance of systematic faults for sensors and transducers

1 to what is described in 5.1.9 and 5.2.5 for digital and analogue components, the measu
in Table 58 can be adopted for sensors and transducers.

Quad hall cell configuration to minimize stress related offsets.

bond pad order that minimizes opportunity for interaction;

Common-mode stray capacitance or current leakage affecting switch capacitance proof

Use of wet etch instead of dry etch technique for the removal of buried oxide layer resulting
in smdother surfaces and increased strength of MEMS parts [46].

res

ISO 26262-5:2018 Desi Technique/Meas- .
. esign phase Aim
requirement ure

7.4.4 Verification of Verification |Verification of inter- | To verify by means of dedicated tests the

hardware fdesign nal interfaces correet integration between mechanical,
electro-mechanical, opto-electrical, magnetic
part of the sensor or transducer and related
analogue and/or digital part.

10.5.1 harglware inte- Hardware Testing of influenc- |To test the influences of package (for example

gration anf verifica- integration and |es of package supports like mirrors) to the sensor/trans-

tion verification ducer characteristics.

7.4.4 Verification of Design Finite Element Anal- | To mitigate influences of induced stress. To

hardware fdesign ysis.(FEA) ensure the validity of the analysis, correlatjon
between FEA results and the measured valjie
available at a later stage of the product dev¢l-
opment or from a previous sample or product
is shown.

7.4.3 Safety Analyses Design FMEA To consider the completeness and correct-
ness of the transducer failure mode including
failure modes, distributions and their effects
on sensor output

7.4.2.4 Rohust design Design Design for manu-  |To consider manufacturing process variatiqns

principles facturing on sensor/transducer electrical characterig-
tics in order to increase robustness.

7.4.4 Verificatien'of Design Design for testa- To design in necessary hardware to allow for

hardware desjgn bility full evaluation of transducer performance
and sensor/transducer safety mechanisms.
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Table 58 (continued)
ISO 262_62-5:2018 Design phase Technique/Meas- Aim
requirement ure

7.4.5 Production,
operation, service and
decommissioning

9.4.1.2,9.4.1.3 Dedi-
cated measures

Safety-related
special charac-
teristics during
chip production

Optical pattern
inspection to de-
tect and cull early
failures

Specific layers of the semiconductor process
are optically compared to reference geome-

tries in order to detect patterning a

nomalies.

10.5.1 hardware inte-

Evaluation of

Environmental

Extended reliability testing is perfo

rmed that

gration and verifica-
tion activities

hardware ele-
ment

testing to simulate
actual operating
conditions

simulates environmental condition
e.g. vibration test.

b of use

10|5.1 hardware inte-
gration and verifica-
tion activities

Hardware inte-
gration verifica-
tion

Unique test for sen-
sors with environ-
mental stimulus

Ability to expose sensor/transduce
environmental stimulus that it is se|
acceleration, magnetic field, pressu

" to the
nsing e.g.
re

5.5.6 Example of safety documentation for sensors and transducers

Saflety documentation for sensors and transducers is produced in linewith the documentation

for|digital (see 5.1.11) and analogue components (see 5.2.6). It includes:

— | base failure rates, including assumptions and rationale withr which they have been estim

EXAMPLE In the case of an image sensor based.camera, the percentage with which a fault
array can affect a single pixel, a whole column, a whole row, many pixels or the full array is provi

— | the list of transducer failure modes, with-end effect and failure mode distribution; and

— | user information such as safety marual or safety application note, with specific emphasip

— safety mechanisms integrated in the device and their availability;

— configuration or calib¥ation parameters (and related procedures) that can influence
characteristics of the-device; and

— production related instructions affecting functional safety.

described

ated;

NOTE It is useful if the base failure rate shows how the\ailure rate is distributed over the diffferent fault
models that can affect the sensor and transducer.

n the pixel
Hed.

the safety
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A.1 Exa

A.1.1 D¢
The follow

A.1.2 Dq

In this ex3

132

Ex

ames
as sog
the DI
the tr
after {

the CH

SafM¢
are ag

— write access is restricted to-the destination addresses; and

— Iq

SafMe

Annex A
(informative)

ample on how to use digital failure modes for diagnostic
coverage evaluation

mple of evaluation of a DMA safety mechanism

escription of the use case

ing is the DMA use case considered in this example:

cage is received by a communication peripheral every X ms;

n as the message is received by the communication peripheral, it triggers a DMA request;
A transfers the message from the peripheral receive buffer to‘@RAM region;

hnsfer is always to the same RAM region, independent fromthe message content;

he DMA is finished with the transfer, it triggers a CRU interrupt; and

escription of the safety mechanisms
mple, the following safety mechanisms.are available to monitor the correct DMA activity:

ch_01_DMA_MPU: Dedicated memory protection unit defining the memory regions wh
cessible via DMA:

ad access is restricted.to’the source addresses;
ch_02_E2E_Protection:
e DMA transfers messages which are end-to-end protected by:
a 8 bit\CRC over the data content, the message ID and the message counter;

miessage ID (4 bit); and

U copies the message into a different buffer withinthe RAM depending on the message 1D

ich

- L4 1ooaD
HIICS5dgC COULILCT (*x DI,

— outofthe 24 = 16 message IDs only 12 are valid;

— the counter is reset to zero after reaching its maximum value of 0xF; and

— the message is copied to a different RAM region by the CPU after receiving the data transfer
complete signal. This memory region is not accessible by the DMA. The E2E protection
mechanisms are checked after the copy operation by the CPU. The application only uses this
copy; it does not use the data in the destination address of the DMA;

SafMech_03_Timeout_Mon: The data transfer is supposed to occur periodically. The frequency is
known by the system. It monitors if a data transfer occurs within the specified time frame; and
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— SafMech_04_IR_Source_Mon: In the case of an interrupt request this safety mechanism checks if

the trigger came from a legal source.

A.1.3 Definition of the failure modes and estimation of diagnostic coverage

Based on the described use case and safety mechanisms, the following failure modes are defined and

the following values for diagnostic coverage can be estimated.

A.1.3.1 DMA_FM1: no requested data transfer

Thisfaiture i elected by 54 ech_03_Time ~ T SINCE ther Mo data
sighal within the specified time frame. The FMCDMA_FM1 is estimated as 100 %.

A.1.3.2 DMA_FM2: data transfer without a request

The DMA transfers data from the source to the destination address. It signals the dat
cotppletion. Depending on the content of the source address this could be & previous messd
FMZ2.1) or a random value (DMA_FM2.2; modelled as “white noise” i.efeach possible err
equially probable).

In more detail:

— | DMA_FM2.1: The previous message will be detected via thé message counter or the meg
the E2E protection (SafMech_02_E2E_Protection). The FMCDMA_FM?2.1 is estimated as 1

— | DMA_FMZ2.2: In the case of a random value:
— the probability pCRC,legal of randomly matching a legal CRC value is 1/28;
— the probability pID,legal of randomly-myatching a legal ID is 12/16;

— the probability pCounterlegal of.fandomly matching the correct counter value is 1
only one of the 24 values is the'dorrect one);

— the overall probability pRF that no error is trigge
pRF = pCRC,legal x pIDjlegal x pCounter,legal = 0,000 183; and

— the FMCDMA_FM2-2.is estimated as 1 - pRF so equal to 99,98 %.

h transfer
ge (DMA_
br state is

sage ID of
00 %;

/24 (since

red is

To |derive an accurate estimation of the overall failure mode coverage FMCDMA_FM2, the failure mode

distribution between\the two failure modes DMA_FM2.1 and DMA_FM2.2 is estimated.

Sinfce here both/valties are very high and very close to each other, the effort of estimating the
made distribution of these two failure modes is omitted and just the lower value is used:
FMCDMA_EM2 and FMCDMA_FM2.2 are estimated as 99,98 %.

failure

A.1.3;3 DMA_FMa3: data transfer too early/too late

For the evaluation, the failure modes are further elaborated:

— DMA_FM3.1: The data transfer is triggered before the correct request. This failure mode is

equivalent to DMA_FM?2 and is not further evaluated here. FMCDMA_FM3.1 is estimated

as 100 %;

— DMA_FM3.2: The data transfer is triggered too late after the correct request. Depending on the

delay the effect could be one of the following:

— DMA_FM3.2a: Depending on the communication peripheral either the message gets

overwritten by the following message before it is fetched by the DMA or the followin

g message

cannot be received. Both cases result in a loss of a message. This will be detected by either by

SafMech_03_Timeout_Mon or by SafMech_02_E2E_Protection (via the message cou
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a FMC = 100 %. Depending on the communication peripheral additional error signals can be
generated by the communication peripheral itself;

— DMA_FM3.2b: During the fetch operation by the DMA the next message is received partially
overwriting the previous one. This results in a corrupted message consisting partly of the two

m

essages:

the ID is legal (pID,legal = 1);

the counter of the successive message could have a high probability of being the same as
the counter of the predecessor message (if both messages have the same transmission

For an ac
and DMA _
FMCDMA |

— DMA |
would

of a ilix of two messages. As far as detection by;;SafMech_02_E2E_Protection is concerned,

argu

— DMA |
This f

— D
it
S4

— D
in

With the s

A13.4 |

In contras

frequency). Here the worst case probability of pCounter,legal = 1 is assumed;

the data corruption is modelled as “white noise” rendering a probability pCR(;lega
randomly matching a legal CRC value of 1/28; and

FMC =1 - pCRC,legal x pID,legal x pCounter,legal = 99,6 %.
depending on the communication peripheral:
— additional error signals can be generated, increasing the effective FMC, or

— this failure mode is not possbile, leaving only DMA_FM3 2a.

FM3.2b is derived. For a conservative first estimation the lower FMC of the two can be us
FM3.2 = 99,6 %.

FM3.3: The data transfer completed signal is provided before the transfer is complete. T
result in a partially corrupted message where the message in the destination buffer consi

ent is analogue to DMA_FM3.2b: FMCDMA\ FM3.3 is estimated as 99,6 %;

FM3.4: The data transfer completed.sighal is provided too late after the transfer is comple
hilure mode can lead to:

MA_FM3.4a: The message is gverwritten by the successive message before the CPU can fe
This results in a loss of-fnessage and is detected by either SafMech_03_Timeout_Mon
ifMech_02_E2E_Protectionwith an FMC = 100 %. This is analogue to DMA_FM3.2a; and

MA_FM3.4b: The message is overwritten by the DMA during the fetch by the CPU. This rest
a partially corrupted message. FMC = 99,6 % (analogue to DMA_FM3.2b).

ame argument as before the overall FMCDMA_FM3.4 can be estimated as 99,6 %.

DMA_EM4? incorrect output

tAovthe previous failure modes which were timing related this failure mode addres

furate estimation of FMCDMA_FM3.2 the failure mode distribution between DMA_FM3|.

of

2a
ed:

his
sts
the

pte.

tch
or

1ts

ses

incorrect

\nfpnfc butwith the righf Hming Inthis nvamp]n the DMA hasthe Fn]]nuring nnfpnfc-

— control signal: read or write;

— control signal: access width (8 bit, 16 bit, 32 bit);

— control signal: address to be accessed;

— data (in the case of writes); and

— fourd

ifferent interrupt request signals.

The following sub failure modes can be distinguished:

— DMA_

134

F4.1a: read instead of write;
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— instead of writing to the RAM destination, the DMA will execute a read access from this address.
There will be no more updates of the messages. After the “transfer” the DMA still triggers the CPU
interrupt request. The old message will be detected by SafMech_02_E2E_Protection either by
checking the ID or by checking the counter. In addition SafMech_01_DMA_MPU will detect an illegal
access (read instead of a write). FMCpma FM4.1a is estimated as 100 %.

— DMA_F4.1b: write instead of read;

— write instead of read: the DMA will perform a write access to the communication peripheral
instead of a read access. Depending on the communication peripheral this can already lead to
an error reaction by the communication peripheral. In addition the jllegal write access will be

detected by SafMech_01_DMA_MPU. FMCpma FM4.1b is estimated as 100 %.

— | DMA_F4.2: incorrect access width;

— incorrectaccess width: This failure mode will resultin a corrupted message;which is fletectable
via the CRC of SafMech_02_E2E_Protection. ID check and illegal messagecounter cah also lead
to an error detection (see also SafMech_01_DMA_MPU). FMCpma rm4/2 is estimated @s 99,6 %.

— | DMA_F4.3: incorrect access address;

— incorrect access address: This failure mode will lead to the access of an illegal addrjess by the
DMA and will be detected by SafMech_01_DMA_MPU. EMCpma FM4.3 is estimated as 100 %.

— | DMA_F4.4: incorrect data output; and

— incorrect data output: This failure mode will lead to randomly corrupted message,|similar to
DMA_FM2.2. FMCpMa FM4.4 is estimated as 99,98 %.

— | DMA_F4.5: incorrect interrupt request

— incorrect interrupt request: In this' example the DMA triggers just one CPU|interrupt
request. Therefore SafMech_04(R_Source_Mon will detect this fault. FMCpmjs Fm4.5 is
estimated as 100 %.
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Annex B

(informative)

Examples of dependent failure analysis

L e 11 h |
B.1 Migrocontrotterexampte
B.1.1 Description
The micrgcontroller component described in Figure B.1 is used to illustrate the dependent failfire
analysis njethodology for a digital component.
External External External Test Mode. Debugger
Power Supply Reset Clock Source Control Interface
——1 T T 1 1
Rest Clock Gene-
Bandgap EVR Generation ration (PLL) Test Control Debug Control
[ [ [ [
Power Supply Reset Clack Test Signal Debu
Distribution Distribution Distribution Distribution Infrast gt
Network Network Nétwork Network nirastructure
EVR Monitor Clock Monitor
Error Error
Event Event
Alternative MCU Generic Infrastructure Elements
Input
_ LT 5 &9
Externgl Signall 1, Element 1.1
Elemen{ 1 4
I L SW1
Selectl SW2
DMA Tri S
riggers 1 L
HW Interrupts CPU
0 '
ICU
i Interrupt HW Error
DMA interrupt []_: Control — Comparator | Eyent
Unit
- HW e
i Element 1.2 E Error, Events o
T W2
L select2 £ §W3
=
Select <n> v e
=—_Control ;|
Signals —
= Redundant CPU
S
External HW -
X m - [ =
Element 2 e Element 2 a
External [ Watchdog L
Watchdog EE Interface
Microcontroller (MCU) Component
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Figure B.1 — Microcontroller component example
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First an introduction to the hardware and software elements is done to highlight the hardware safety
mechanisms that are going to be used for the DFA. It is not in the scope of this example to provide a
comprehensive specification of the hardware safety requirements and the safety mechanisms.

Hardware Element 1.1: Interface processing element that enables to receive information from
hardware elements connecting to the Microcontroller (e.g. Signal 1 from External Element 1).

Hardware Element 1.2: Interface processing element identical to Hardware Element 1.1 from a
functional point of view.

Hardware Element 2: This element is used to control the External Element 2.

Control: This element provides the select signals that enable to control the connectivity 6f[Hardware

Element 1.1 and 1.2 with different input interfaces of the microcontroller.

CPU: Central Processing Unit where software elements are executed.

Data SRAM: Memory where software elements store their own privatewapiables. It als
communication buffers between software and DMA and between softwaré elements the

Code ROM: Read-only Memory containing the code that is executed by the software ele
possibly constant data used by the software elements.

Software Elements: In this example three software elemerits are listed: softwarel, softj
software3.

Watchdog Interface: It enables to communicate with an external watchdog hardware ele

Shared Resources: The following shared resoureés are identified:

DMA (Direct Memory Access) hardwagre' element: The DMA can be used by each
element and has read and write access to any addressable resource (Memory, Con
Register).

EVR (Embedded Voltage Regulator): The EVR provides the power supply to each
elementinside the microcontioller with the exception of the input/output pads thatarj
by the “External Power,Supply”.

Reset Generation & Distribution: Controls the reset state of the microcontroller baseg
commands originating from the external reset source or internal reset actions corj

b contains
nselves.
ments and

ware2 and

ment.

software
figuration

hardware
e powered

d on reset
trolled by

hardware or software elements.

Clock Generation & Distribution: Delivers the intended clocks for each hardware elenpent based
on a PlZusing an “External Clock Source”.

Test Logic: Test structures required for the production tests of the microcontroller.

The functional safety concept and requirement concept is defined as follows. The Signal S1 is an
anglegue signal that indicates the state of an actuator. The requirement is “An unintended state shall be
recognized and shall [ead to the de-activation of the actuator . This is considered to be the safe state.
For that purpose, the Signal S1 is converted into digital information and then processed by a software
element softwarel to identify a possible hazardous state of the actuator. The software element
software2 is responsible to redundantly acquire information from Hardware Element 1.1 and 1.2. The
main task of software2 is to control the DMA to fetch the conversion results from Hardware Element
1.1 and 1.2 and store as separated data sets in a shared buffer located in Data SRAM. DMA informs
software2 about the completion of transfers by sending an interrupt to the ICU. Upon reception of
this event software2 compares the plausibility of the data sets and in the case of mismatch it provides
predefined error information to softwarel. The software element software3 is responsible for a
periodic refresh of the external watchdog. The refresh requires sending a dynamic code with a given
sequence. The code to be sent is only provided by software element softwarel. If software3 fails to
refresh the watchdog or sends an incorrect code, the external watchdog enters timeout state that leads
to the de-activation of the actuator.
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This annex provides exemplary safety requirements. The specification of the set of safety requirements
is reduced to a minimum set that is suitable for the DFA:

— MCU-REQ-1: “Faults during the processing of Signal 1 by Hardware Element 1.1 shall be detected
within 20 milliseconds [ASIL X]”:

— MCU-REQ-1.1: “Signal 1 shall be redundantly processed by Hardware Element 1.2”; and

— MCU-REQ-1.2: “Results of Hardware Element 1.1 and 1.2 shall be monitored by software. In the
presence of a mismatch software shall send an error message to the external watchdog through
the watchdog interface”; and

— MCU-REQ-2: “Random hardware fault leading to a wrong output of CPU shall be detected withinf20
milliseconds [ASIL X]:”

— MCU-REQ-2.1: “CPU shall be monitored by a Redundant CPU. Outputs of CPU anid Redundpnt
CPU shall be compared every clock cycle by a hardware comparator”; and

— MCU-REQ-2.2: “In the presence of a mismatch between CPU and Redundanit CPU an error event
shall be generated”.

B.1.2 De¢pendent failure analysis

The DFA will only focus on the DFI that have the potential to lead to a »iglation of the safety requiremgnt
MCU-REQj2. The analysis will follow the proposed workflow. To simplify the analysis, each step will
not be comsidered. With respect to the requirements MCU-REQ32, this step focuses on analysing the
architecture focusing on steps B1 and B2 of the DFA workflow. The analysis is supported by a qualitative
fault tree (see Figure B.2) that identifies the shared resourcesiand the redundant elements.

P
Wrong CPU-Dutput
MCU-REQ-2
CPU Failure Shared Resources Generic [nfra_
Failure structure Failure

ICU Failure DMA Failure Other Shared
Elements

CPU Failure Redundant CPU Shared Bus Shared Code Shared Data
Failure Failure ROM Failure SRAM Failure

Figure B.2 — Shared elements overview

EVR Power Clock Generation
Suppy Failure Failure

Dependent
Failures

For the shared resources, each failure base event or AND gate is analysed on its own. For the CPU
and Redundant CPU a base event Dependent Failures has already been introduced because the safety
mechanism is already visible on the proposed architectural level. It is recommended to analyse the
Generic Infrastructure Elements that have a global effect separately, in order to avoid considering
them for each shared element independently. This is possible for the power supply and clock generation
because they have their own safety mechanisms. However, for the Reset Generation, Test Signals and
Debug Infrastructure it is necessary to analyse them at a lower level where their influence on the shared
elements’ safety mechanisms can be analysed. For the Generic Infrastructure Elements the analysis
will concentrate on the power supply and clock generation.
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Table B.1 — DFA for microcontroller example

ID Element Redundant Dependent failure initiators DFA
element
Short
name and Short NAME | ghared resourc- Single physical Measut_‘e for fault Verification
d . and descrip- (A)voidance or
escrip- . es root cause method
. tion (C)ontrol
tion
Generic Infrastructure Elements
PS|L Power Power Supply |Shared Bandgap (C) Add a Band- ~|Siligon-level
Supply Monitor: has the poten- gap Monitor roblistness
tial to lead to test
measurement
undetected over
of voltage levels voltage
within operat- 8¢
ing conditions
PLL1 |Clock Clock Monitor |Shared Input (€) Add an inde- |Desfign in-
Frequency has pendent clock speftion
Frequency . )
the potential to source (Oscillator) |.,.
Measurement Siligon-level
prevent accurate to measure the
robpistness
frequency meas- PLL frequency test
urement. (A) Design dissim-
ilarity: dissimilar-
ity between drift
behaviour of PLL
and drift behav-
iour of reference
oscillator used
by Clock Monitor
thanks to different
implementation.
PLL2 |Clock Clock Monitor (Loss of Clock that (C) Semiconductor
Frequenc prevents Monitor monitoring by Ex-
q y to report failure ternal Watchdog.
Measurement -
condition
PLL3 |Clock Clock Monitor Itis analysed
Ffentenc based ona
quency detailed block di-
Measurement
agram of the clock
generation and
clock monitoring
where the relevant
interfaces, side-
band signals and
configuration reg-
i1sters are visible.
Processing Elements
CPU1 |CPU,Com- |Redundant Power Supply Covered by Power
putation CPU + Hard- Supply Analysis
ware Compar-
ator
CPU2 |CPU, Com- [Redundant Clock: incorrect Covered by PLL
putation CPU + Hard- frequency Analysis
ware Compar-
ator
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Table B.1 (continued)

ID Element Redundant Dependent failure initiators DFA
element
Short
name and Sh((i)l;it NaMme | g ared resourc- Single physical Mi\asul_'g for fault Verification
descrip- and cescrip- es root cause (A)voidance or method
. tion (C)ontrol
tion
CPU3 |[CPU, Com- |Redundant Clock: clock
putation CPU + Hard- glitch
ware Comnpar-
ator
CPU4 |CRU, Com- |[Redundant Shared Bus
pytation CPU + Hard-
ware Compar-
ator
CPU5 |[CRU, Com- |[Redundant Data SRAM Safety Mecha-
putation CPU + Hard- nisms for Data
ware Compar- SRAM (e:g. ECC)
ator are cqvered by
Safety Analysis.
EC€'is evaluated
by Redundant CPU
enabling to con-
trol this depend-
ent failure related
to interface to
Data SRAM.
CPU6 |CRU, Com- [Redundant Code SRAM
putation CPU + Hard-
ware Compar-
ator
CPU7 |[CRU, Com- |Redundant ICU
pytation CPU + Hard-
ware Compar-
ator
CPU8 |CRU, Com- |Redundant Short-circuit be- |(A) Physical sep- |Analysis of
pytation CPU + Hardf tween signals be- |aration according |design rules
ware Conipar- longing to CPU and |to technology .
ator signals belonging |design rules Phy.swal lay-
to Redundant CPU outinspectjon
CPU9 |CRU, Com- |Redundant Latch-up affecting |(A) Physical sep- |Analysis of
pytation GPU + Hard- logic belonging aration according |designrule$
ware Compar- to CPU and logic  |to technology Phvsical Lab-
ator belonging to Re- |design rules for ysicalLay
dundant CPU isolation of stand- outinspectjon
al d LC}}D asaiuat
latch-up
(A) Physical sep-
aration related to
soft error induced
latch-up

After the architectural enhancements resulting from the DFA the microcontroller component block
diagram is updated to show:

— the new Bandgap Monitor element to mitigate the dependent failures related to the Bandgap drift
failure mode; and

— the new Oscillator element to mitigate the dependent failures related to the Clock drift failure mode.

140 © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

IS0 26262-11:2018(E)

External External External Test Mode Debugger
Power Supply Reset Clock Source Control Interface
— 1 T T T T
Rest Clock Gene-
Bandgap EVR Generation ration (PLL) Test Control Debug Control
[ [ ——- [ [
Power Supply Reset Clock Test Signal Debu
Distribution Distribution Distribution Distribution Infrastrufture
Network Network Network Network
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rror rror
E E
Event Event
Error
Event
Alternative MCU Generic Infrastructurd Elements

Input

L

Signall HW
External 8 M Element 1.1
Element 1 5

L

N L SW1
Selectl SW2
Sw3
DMA Triggers
i
HW Interrupts CPU
<[]
ICU
: Interrupt HW Jrror
DMA interrupt []; Control ———1 Comparator [ fyent
Unit
- HW
Element 1 ZHP—'[] 2| Error;Events
(—— : & SWI
L Select2 g gw%
Select <n> «
-] Control ]
Signals
Redundant CPU
External ] HW
Element 2 En Elenient 2 L
External R Watchdog
Watchdog e Interface

Microcontroller (MCU) C¢mponent

Figure B.3 — Enhanced microcontroller component

B.2—Analeghe-example
B.2.1 Description

The analogue example is intended to provide guidance on the application of a DFA to analogue
components, parts or subparts. The detailed failure modes, relevant DFI, safety requirements
and choices of considered safety and mitigation measures are typical examples, but they are not to
be considered as exhaustive and can change depending on the details of the application, system
architecture, circuit design and IC-technology.

The DFA of an analogue part is explained in the following clauses based on an assumed architecture
of a switched output stage. The architecture of this output stage is sketched in Figure B.4 It uses high
voltage N-DMOS switch transistors to activate the current path through a load which can for example

© ISO 2018 - All rights reserved 141


https://standardsiso.com/api/?name=0a71357cef2a8f45a6c4c54f317a6481

IS0 26262-11:2018(E)

be part of an actuator in a safety application. In order to avoid that faults of a switch transistor or its
gate driver can activate the actuator inadvertently, the switches are redundantly placed in the high side
and low side current paths to the load. The high side and low side drivers are supplied by a regulated
Vreg Vad which is significantly lower than the external supply Vpq: coming from the board net connected
to the 12 V battery of the vehicle. The output of the supply voltage regulator is already monitored by a
voltage monitor which is used for non-safety purposes like the provision of a power on reset. The gate
voltage that is needed to turn on the high side N-DMOS switch transistor is delivered by a charge pump
in order to make the driver insensitive to EMC on the board net.

X Vbat

Charae.
=)

Pump

eg
dd |

From HS | |
channel 1 Drive

<=

[T

I

Load

=
[T T

From LS | |
channel 2 Drive

é GND

Figure B.4 — Analogue outputdriver example

In order tolbe able to identify dependent failure mechanisms, the following safety requirement is assumed:
“In the ingctive state, the load connected between-the high side switch transistor output and low dide
switch trapsistor output shall not be supplied with'a current of more than 1 mA for longer than 1 ms”.

NOTE The current of 1 mA is assumed td bg much lower than the current that is drawn by the load in [the
case that the switches are turned on (e.g. 1 A).

B.2.2 De¢pendent failures by shared supply voltage regulator

The primdry fault that leads te'the exemplary dependent failures is illustrated in Figure B.5. The supply
voltage rejgulator, that supplies the internal driver circuitry for the control of the switch transistor
gate voltapges, fails in aavay that the pass device (pass device is the transistor that is in the supply
current path) is permanently turned on. The fault mechanism could be a defect of the pass transistor
itself or a fault of the'\control loop that causes instability like e.g. loss of a compensation capacitor. The
consequerjce is a.rise of the internal supply level Vg4 to the external supply level Vpqt.
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