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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommendations and are not in themselves
considered binding on any Agency.

CCSDS Recommendations take two forms: Recommended Standards that are prescript{ve

es not imply a commitment by any Agency or organization to implement |its
endations in a prescriptive sense.

No later than five years from its date of issuance, this, Recommended Practice will |be
reviewed by the CCSDS to determine whether it should; (1) remain in effect without change;
(2) bg¢ changed to reflect the impact of new technologies, new requirements, or ngw
directions; or (3) be retired or canceled.

In those instances when a new version of(@ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct |planning for its new Praetices and implementations towards the later version of the
Recommended Practice.
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FOREWORD

This document is a technical Recommended Practice for use in developing ground systems
for space missions and has been prepared by the Consultative Committee for Space Data
Systems (CCSDS). The Application Program Interface described herein is intended for
missions that are cross-supported between Agencies of the CCSDS.

This Recommended Practice specifies service type-specific extensions of the Space Link
Extenstonr—Appheation—Program—Interface—for—Fransfer—Serviees—speetfted—by—GCSDS
(rgference [3]). It allows implementing organizations within each Agency to procéefl with
th¢ development of compatible, derived Standards for the ground systems that-are within
th¢ir cognizance. Derived Agency Standards may implement only a subset‘of the optional
features allowed by the Recommended Practice and may incorporate featiir€s not addressed

bylthe Recommended Practice.

Attention is drawn to the possibility that some of the elements of'\this document may [be the
supject of patent rights. CCSDS has processes for identifying patent issues and for securing
frqm the patent holder agreement that all licensing poli¢ies are reasonable and non-
digcriminatory. However, CCSDS does not have a patentdaw staff, and CCSDS shall jnot be
he]d responsible for identifying any or all such patent rights.

—_

Through the process of normal evolution, it«is' expected that expansion, deletipn, or
m¢dification of this document may occur. Thi§*Recommended Standard is therefore qubject
to| CCSDS document management and change control procedures, which are defined in
Onganization and Processes for the «Consultative Committee for Space Data Systems
(CCSDS A02.1-Y-4). Current versions-of CCSDS documents are maintained at the GCSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be sent to the GCSDS
Seretariat at the e-nfail address indicated on page i.
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At time of publication, the active Member and Observer Agencies of the CCSDS were:
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— Agenzia Spaziale Italiana (ASI)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum fiir Luft- und Raumfahrt (DLR)/Germany.
— [European Space Agency (ESA)/Europe.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium.

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
— | China Satellite Launch and Tracking Control Generaly Beijing Institute of Tracking and
Telecommunications Technology (CLTC/BITTT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia.
— | Danish National Space Center (DNSC)/IDenmark.

— | Departamento de Ciéncia e Tecnologia-Aeroespacial (DCTA)/Brazil.

— | Electronics and Telecommunications-Research Institute (ETRI)/Korea.

— | European Organization for the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informatics and Spaee Technology Development Agency (GISTDA)/Thailand.
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space Resgarch Organization (ISRO)/India.

— | Institute of Spac€ Research (IKI)/Russian Federation.

— | KFKI Reseatch Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aeérospace Research Institute (KARI)/Korea.

— | Ministry of Communications (MOC)/Israel.

— | National Institute of Information and Communications Technology (NICT)/Japan.
— |_National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

—  South African National Space Agency (SANSA)/Republic of South Africa.

—  Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

— Swiss Space Office (SSO)/Switzerland.

— United States Geological Survey (USGS)/USA.
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DOCUMENT CONTROL
Document  Title Date Status
CCSDS Space Link Extension—Application =~ October Original issue, superseded
915.2-M-1  Program Interface for Return 2008
Channel Frames Service
Recommended Practice, Issue 1
C(CSDS Space Link Extension—Application = September  Current issue:
915.2-M-2  Program Interface for Return 2015 — updates text to
Channel Frames Service, accommodate ¢hanges
Recommended Practice, Issue 2 in current versipn of
SLE service
specification;

— differentiates
applicability by SLE
service specifidation
version;

— updates references.

NQTE - Substantive changes from the ptevious issue are marked with change bars|in the

inside margin.
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INTRODUCTION

1.1 PURPOSE

The Recommended Practice Space Link Extension—Application Program Interface for
Transfer Services—Core Specification (reference [3]) specifies a C++ API for CCSDS Space

Link Extension Transfer Services.

implementing SLE transfer services.

The API is intended for use by application programs

Re
wh
ne
Pr
su

1.

Th

It

Th

ference [3] defines the architecture of the API and the functionality on a genetie
ich is independent of specific SLE services and communication technologies.) It
cessary to add service type-specific specifications in supplemental ReComn
actices.  The purpose of this document is to specify extensions to the 'API need
pport of the Return Channel Frames (RCF) service defined in reference [2].

SCOPE

is Recommended Practice defines extensions to the SLE API in terms of:
a) the RCF-specific functionality provided by API gomponents;
b) the RCF-specific interfaces provided by API‘¢omponents; and

c) the externally visible behavior associated with the RCF interfaces exported
components.

loes not specify:
a) individual implementations-or products;
b) the internal design of the components; and

c¢) the technology used for communications.

is Recommendcd’ Practice defines only interfaces and behavior that must be provig

level,
s thus
lended
ed for

by the

led by

implementations-“supporting the Return Channel Frames service in addition fo the

Sp

pcification, in reference [3].
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1.3 APPLICABILITY

The Application Program Interface specified in this document supports three versions of the
Return Channel Frames service, namely:

a)

Generation 1 identified by the version number 1 in the BIND operation, as specified

by reference [C2];

b)

c)

NOTH

Suppo
compg
specif]
API i1
compl
SLE 4
Februg
specif
specif

Provig
are m4

Provig

1.4

Generation 2 identified by the version number 2 in the BIND operation, as speeif}
by reference [C3];

Generation 3 identified by the version number 4 in the BIND operation,, as specifi
by reference [2].

— The use of the term ‘Generation’ follows the definition in the API C
Specification (reference [3]) where it is used to classify all SLE Trans
Services.

it for Generation 1 and Generation 2 of this service” is included for backw:
tibility purposes for a limited time and may not be continued in future versions of t
cation. Support for Generation 1 (i.e., version 1 of'the RCF service) implies that S
nplementations of this specification are able toxinteroperate with peer SLE systems tl
y with the specification of the Transport Mapping Layer (TML) in ‘Specification o

iry 2001. For Generation 2 and 3 of'these services, SLE API implementations of t
cation are able to interoperate ~with peer SLE systems that comply with 1
cation of the Transport Mapping Layer (TML) in reference [CS5].

ions within this Recommended Practice that are specific for one or more generatic
rked as follows:

[Gn:] for provisiens Sspecific to Generation n;

[Gn,m:] forprovisions specific to Generation n and Generation m.

ions that.apply to all generations are not marked.

RATIONALE

\PI Proxy for TCP/IP and ASN.1’, ESOC; SLES-SW-API-0002-TOS-GCI, Issue 1.

ed

ed

re
fer

ird
his
LE
hat
fa
1,
his

he

ns

This Recommended Practice specifies the mapping of the RCF service specification to
specific functions and parameters of the SLE API. It also specifies the distribution
responsibility for specific functions between SLE API software and application software.

The goal of this Recommended Practice is to create a standard for interoperability between:

of

a) application software using the SLE API and SLE API software implementing the SLE

API; and

CCSDS 915.2-M-2 Page 1-2 September 2015
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b) service user and service provider applications communicating with each other using

the SLE API on both sides.

This interoperability standard also allows exchangeability of different products implementing the
SLE API, as long as they adhere to the interface specification of this Recommended Practice.

1.5 DOCUMENT STRUCTURE

1.5

~ 1

ORCCANIZATIONL

TH

TH
SL
on|

ol

UINUAIVIZ/AA T IUIN

is document is organized as follows:

3.2

section 1 provides purpose and scope of this specification, identifies ¢enventior
lists definitions and references used throughout the document;

section 2 provides an overview of the RCF service and deseribes the API
extension including support for the RCF service;

section 3 contains detailed specifications for the API-Cdmponents and for applid
using the API;

annex A provides a formal specification of theAPI interfaces and data types s]
to the RCF service;

annex B lists all acronyms used within-this document;

annex C lists informative referenc€s.

SLE SERVICE DOCUMENTATION TREE

e SLE suite of Recommended Standards is based on the cross support model defined
E Reference Model (reference [1]). The services defined by the reference model con
e of the three typesiof Cross Support Services:

a) Part 1: SLE Services;

b) Part2¥ Ground Domain Services; and

c)¢ Part 3: Ground Communications Services.

1S, and

model

ations

pecific

in the
stitute

Th

€ SLE services are further divided into SLE service management and SLE transfer
services.

The basic organization of the SLE services and SLE documentation is shown in figure 1-1.
The various documents are described in the following paragraphs.
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Space Link Extension

Cross Support
Reference Model

Cross Support Concept SLE Executive

Part 1: SLE Services Part 1: SLE Services Summary
SLE Transfer Services
Forward SLE Service Return SLE Service Internet Protocol for SLE Service
Specifications Specifications Transfer Services Management Suite
SLE API for Transfer Services
—————————— -
I Core Specification | Summary of
: | Concept and
| : Rationale
' I
' I
e 4
e SR e ™
Forward | m Return (s L
I SLE service I : P! SLE Service | : I phpplications
I Specifications | /! I Specifications | 1! rogéar_nmer )
[ [H uide
' ! 1
! . Hh
_________ 4 —_—_—— . — 4
TT____________ plopleplepin JI TT______________ plaplepiey JI
. Recommended 77T | 'Recommended !
Legehd; Standard (Blue) Report(Green) E Report (Yellow) ! !_ Practice (Magenta) :
Figure 1-1: SEE Services and SLE API Documentation
a)| Cross Support ‘Reference Model—Part 1: Space Link Extension Services,

Recommended “Standard that defines the framework and terminology for f{
specificatien-0f SLE services.

the concepts of cross support and the SLE services.

SHhaca [ 1 Lvtoncion  Somizcoc Lypogitivg Siippmagges o A dpatnictrntiva P o
OPGCC— AT e TON o eIV ICES — LXCCUTIVC— DU GT s —att 2 XGHHotratr v o 15O

providing an overview of Space Link Extension (SLE) Services. It is designed
assist readers with their review of existing and future SLE documentation.

he

Cross Support Concept—~Part 1: Space Link Extension Services, a Report introducing

rt
to

Forward SLE Service Specifications, a set of Recommended Standards that provide

specifications of all forward link SLE services.

Return SLE Service Specifications, a set of Recommended Standards that provide

specifications of all return link SLE services.
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f) Internet Protocol for Transfer Services, a Recommended Standard providing the
specification of the wire protocol used for SLE transfer services.

g) SLE Service Management Specifications, a set of Recommended Standards that
establish the basis of SLE service management.

h) Application Program Interface for Transfer Services—Core Specification, a
Recommended Practice document specifying the generic part of the API for SLE
transfer services.

1) Application Program Interface for Transfer Services—Summary of Concept and
Rationale, a Report describing the concept and rationale for specification and
implementation of a Application Program Interface for SLE Transfer Services.

J) Application Program Interface for Return Services, a set of Recemmended Practice
documents specifying the service type-specific extensions of/the API for retufn link
SLE services.

k) Application Program Interface for Forward Services,za set of Recommended Practice
documents specifying the service type-specific extefisions of the API for forward link
SLE services.

1) Application Program Interface for Transfer "Services—Application Prograq;mer s
Guide, a Report containing guidance material and software source code examples for
software developers using the APL

1.6 DEFINITIONS, NOMENCLATFURE, AND CONVENTIONS
1.¢.1 DEFINITIONS

1.6.1.1 Definitions from SLE Reference Model

ThHis Recommended Praetice makes use of the following terms defined in reference [1]:
a) Return Channel Frames service (RCF service);
b) operation;

c), Setvice provider (provider);

A _servicen
SSHCE

e) SLE transfer service instance;
f) SLE transfer service production;

g) SLE transfer service provision.

CCSDS 915.2-M-2 Page 1-5 September 2015
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1.6.1.2 Definitions from RCF Service

This Recommended Practice makes use of the following terms defined in reference [2]:

a)
b)
c)
d)
€)
f)
g
h)
i)
i)
k)
D)

association;
communications service;

confirmed operation;

delivery mode;

global VCID;

invocation;

latency limit;

lock status;

notification;

offline processing latency;
parameter;

performance;

permitted global VCID set;
port identifier;

production status;

return;

service instance prévision period;

transfer buffer,
unconfirmed operation;

virtual channel.

1.6.1.3 Definitions from ASN.1 Specification

This Recommended Practice makes use of the following term defined in reference [5]:

a)

Object Identifier;

b) Octet String.

CCSDS 915.2-M-2
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1.6.1.4 Definitions from UML Specification

This Recommended Practice makes use of the following terms defined in reference [C9]:
a) Attribute;
b) Base Class;
c) Class;

d) Data Type;
e) Interface;

f) Method.

1.¢.1.5 Definitions from API Core Specification

This Recommended Practice makes use of the following terms defined in reference [3]:
a) Application Program Interface;

b) Component.

1.6.2 NOMENCLATURE
1.6.2.1 Normative Text

THe following conventions apply for the normative specifications in this Recommjended
Standard:

a) the words ‘shall’ and-“must’ imply a binding and verifiable specification;
b) the word ‘shonld” implies an optional, but desirable, specification;
c) the word<may’ implies an optional specification;

d) themords ‘is’, ‘are’, and ‘will” imply statements of fact.

NQTE - These conventions do not imply constraints on diction in text that is ¢learly
informative in nature.

1.6.2.2 Informative Text

In the normative sections of this document, informative text is set off from the normative
specifications either in notes or under one of the following subsection headings:

—  Overview;
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1.6.3

This document qpp]ipc the conventions defined in reference [Q]

The
Lan

The RCF-specific specifications for API components in section 3 are preseénted using {
conventions specified in reference [3].

The RICF-specific data types and interfaces in annex A are specifiéd in the notation of 1
C++ programming language using the conventions defined in refetence [3].

1.7

The

constifute provisions of this document. At the time of publication, the editions indica

weEre

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RCF SERVICE

Background;
Rationale;

Discussion.

CONVENTIONS

CF-specific model extensions in section 2 are presented using the Unified Modeling

ge (UML) and applying the conventions defined in reference [3].

REFERENCES

llowing publications contain provisions which, through reference in this te

he

he

Xt,

alid. All publications are subject to\revision, and users of this document

ed
re

encoufaged to investigate the possibility*of applying the most recent editions of the
publicptions indicated below. The CCSDS Secretariat maintains a register of currently v

CCS

[2]

[3]

[4]

S publications.
— A list of informativeteferences is provided in annex C.

ross Support Reference Model—Part 1: Space Link Extension Services. Issue
ecommendationfof Space Data System Standards (Blue Book), CCSDS 910.4-B
ashington, D-€= CCSDS, October 2005.

pace Link ™ Extension—Return Channel Frames Service Specification. Issue
ecommendation for Space Data System Standards (Blue Book), CCSDS 911.2-B
ashington, D.C.: CCSDS, January 2010.

id

2.

2.

Space Link Extension—Application Program Interface for Transfer Services—Core
Specification. Issue 2. Recommendation for Space Data System Practices (Magenta

Book), CCSDS 914.0-M-2. Washington, D.C.: CCSDS, September 2015.

Programming Languages—C++. 3rd ed. International Standard, ISO/IEC 14882:2011.

Geneva: ISO, 2011.
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2 OVERVIEW
2.1 INTRODUCTION

This section describes the extension of the SLE API model in reference [3] for support of the
RCF service. Extensions are needed for the API components API Service Element and SLE
Operations.

In addition to the extensions defined in this section, the component APT Proxy must sypport
enfoding and decoding of RCF-specific protocol data units.

2.2 PACKAGE RCF SERVICE INSTANCES
2.2.1 GENERAL

The RCF extensions to the component API Service Element are defined by the packagp RCF
Service Instances. Figure 2-1 provides an overview of this package. The diagram includes
clgsses from the package API Service Element specified{in" reference [3], which provide
applicable specifications for the RCF service.

The package adds two service instance classes:
a) RCF SI User, supporting the service user‘role; and

b) RCEF SI Provider, supporting service provider role.

These classes correspond to the .placeholder classes I<SRV> SI User and I<SRV> SI
Prpvider defined in reference [3].

Bath classes are able to handle the specific RCF operations.
Far the class RCF SI User, this is the only extension of the base class SI User.

The class RCF SIProvider adds two new interfaces:

a) IRCEVSIAdmin by which the application can set RCF-specific configyration
paratheters; and

b), IRCF_SIUpdate by which the application must update dynamic status infornllation,
Tequired for generation of status Teports.

These interfaces correspond to the placeholder interfaces I<SRV> SIAdmin and
I<SRV> SIUpdate defined in reference [3].

RCF-specific configuration parameters are defined by the internal class RCF Configuration.
The class RCF Status Information defines dynamic status parameters maintained by the
service instance.
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All specifications provided in this section refer to a single service instance. If more than one
service instance is used, each service instance must be configured and updated independently.

2.2.2 COMPONENT CLASS RCF SI USER

The class defines a RCF service instance supporting the service user role. It ensures that SLE
PDUs passed by the application and by the association are supported by the RCF service and
handles the RCF operation objects defined in 2.3. It does not add further features to those

provid
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Figure 2-1: RCF Service Instances
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2.2.3 COMPONENT CLASS RCF SI PROVIDER
2.2.3.1 General

The class defines a RCF service instance supporting the service provider role. It exports the
interfaces TRCF_SIAdmin for configuration of the service instance after creation and
IRCF SIUpdate for update of dynamic status parameters during operation.

2.2.3.2 Responsibilities
2.2.3.2.1 Service Specific Configuration

THe service instance implements the interface IRCF SIAdmin to set!the RCF-specific
copfiguration parameters defined by the class RCF Configuration. . The methods ¢f this
interface must be called after creation of the service instance. ~When all configuration
parameters (including those set via the interface ISLE SIAdmin) have been set, the method
I4LE SIAdmin::ConfigCompleted () must be called. ‘This method verifies that all
copfiguration parameters values are defined and are in the range defined in reference [2].

In| addition, the interface IRCF_ SIAdmin provides read access to the configyration
pafameters.

2.2.3.2.2 Update of Dynamic Status Parameters

THe class implements the interface IRCF SIUpdate. The methods of this interface ppdate
stqtus parameters defined by the class RCF Status Information. In order to ensure that the
stdtus information is always up to date, all changes of status parameters must be repofted to
th¢ service instance during~its complete lifetime, independent of the state of the dervice
Ingtance.

In|addition, the class™derives some of the parameters in RCF Status Information fromm RCF
PIDUs exchanged-between the service provider and the service user. The method used to
update each of‘the parameters is defined in 2.2.5.

THe interface IRCF _SIUpdate provides read access to all status parameters.

2.2.3.2.3 Handling of the RCF-GET-PARAMETER Operation

The class responds autonomously to RCF-GET-PARAMETER invocations. It generates the
appropriate RCF-GET-PARAMETER return using the parameters maintained by the classes
RCF Configuration and RCF Status Information.
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2.2.3.2.4 Status Reporting

The class generates RCF-STATUS-REPORT invocations when required using the

param

eters maintained by the class RCF Status Information.

2.2.3.2.5 Processing of RCF Protocol Data Units

The class ensures that SLE PDUs passed by the application and by the association are

suppotted by the RCF service and handles the RCF operation objects defined in 2.3.
2.2.4 | INTERNAL CLASS RCF CONFIGURATION
The ¢lass defines the configuration parameters that can be set vialthe interface
IRCF| SIAdmin. These parameters are defined by reference [2]. Table-2-1 describes how
the sefvice instance uses these parameters.
2.2.5 | INTERNAL CLASS RCF STATUS INFORMATION
The class defines dynamic status parameters handled by the:service instance. The parameters
are defined by reference [2]. Table 2-2 describes how the service element updates each of the
paramgters and how it uses the parameters.
Table 2-1: RCF Configuration Parameters
P Used for
arameter sed for (.\\
deliyery-mode handling of the transfer buffer (enables / disables discarding of data)
checking of PDUs
REF-GET-PARAMETER returns
latepcy-limit handling of the transfer buffer in the timely online and complete onling
delivery modes
RCF-GET-PARAMETER returns
permfitted- RCF-GET-PARAMETER returns
globpl-VCIDyset checking of RCF-START invocations
trangfenbuffer- handling of the transfer buffer
size RCF-GET-PARAMETER returns
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Table 2-2: RCF Status Information

Parameter

Update

Used for

number-of-frames-
delivered

count of RCF-TRANSFER-DATA invocations
transmitted

status reports

frame-sync-lock-
status

set by a method of IRCF SIUpdate

status reports

symboI-sync-ILOCK—
sttatus

setbyamethoaor LKLE SlUpdate

Status repoyts

sybcarrier-lock-
sttatus

set by a method of IRCF SIUpdate

status repoyts

cgdrrier—-lock-
sttatus

set by a method of IRCF SIUpdate

status reports

production-status

set by a method of IRCF SIUpdate

status reports

rgquested-global-
VCID

extracted from RCF-START-return/with a
positive result

RCF-GET-
PARAMETER

2.3 PACKAGE RCF OPERATIONS

Figure 2-2 shows the operation object interfaces required for the RCF service. The package

RCF Operations adds operation objects for the following RCF operations:

a) RCF-START;

Faor other operations the API uses the common operation objects defined in reference [3].

b) RCF-TRANSFER-DATA;
¢) RCF-SYNC-NOTIEY;

d) RCF-STATUS<REPORT;
e) RCF-GET--PARAMETER.

Table23 maps RCF operations to operation object interfaces.
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Table 2-3: Mapping of RCF Operations to Operation Object Interfaces

RCF Operation

Operation Object Interface

Defined in Package

RCF-BIND ISLE Bind SLE Operations
RCF-UNBIND ISLE Unbind SLE Operations
RCF-START IRCF Start RCF Operations
RCF-SIQP TQT.P_Qfmp S| E QOperations
RCF-TRANSFER-DATA IRCF TransferData RCF Operations
RCF-$YNC-NOTIFY IRCF SyncNotify RCF Operations
[TRANSFER-BUFFER] (see note) ISLE TransferBuffer SLE Operations

RCF—§

CHEDULE-STATUS-REPORT

ISLE ScheduleStatusRe
port

SLE Operations

RCF-$TATUS-REPORT IRCF StatusReport RCF Operations
RCF-GET-PARAMETER IRCF GetParametex RCF Operations
RCF-REER-ABORT ISLE PeerAbort SLE Operations
NOTH - TRANSFER-BUFFER is a pseudo-operation used to handle the transfer buffer

defined in reference [2].
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<<Inheritance>>

<<Interface>> <<Interface>>
ISLE_ConfirmedOperatio > ISLE_Operation
(from SLE Operations) (from SLE Operations)
<<Inheritance>> <<Inheritance>>
<<Inheritance>> <<Inheritance>>
<<Interface>> <<Interface>>
ISLE_PeerAbort ISLE_TransferBuffer
(from SLE Operations) <<Inherjtance>> (from SLE Operations)
<<Interface>> <<Interface>>
IRCF_StatusReport IRCF_SyncNotify
<<Interface>>
IRCF_TransferData

<<Inheritancg>>

<<Inheritance>> <<Inheritance>>

<<Interface>>
ISLE_Unbind

i << i >>
(from SLE Operations) <<Inheritance>> Inheritance

<<Interface>>
ISLE_Bind <<Inheritance>> <<Interface>>

(from SLE Operations) IRCF_GetParameter

<<Interface>>
ISLE_Stop
(from SLE Operations)

<<Interface>>
IRCF_Start

<<Interface>>
ISLE_ScheduleStatusReport
(from SLE Operations)

Figure 2-2: RCF Operation Object Interfaces
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2.4 SECURITY ASPECTS OF THE SLE RCF TRANSFER SERVICE

2.4.1

SECURITY BACKGROUND/INTRODUCTION

The SLE transfer services explicitly provide authentication and access control. Additional
security capabilities, if required, are levied on the underlying communication services that
support the SLE transfer services. The SLE transfer services are defined as layered
application services operating over underlying communication services that must meet certain

requir
com
com
requir

expected to select from these technology profiles to acquire the performance and secu
lities appropriate to the mission. Specification of the.Zvarious underlying

capabi

commjnication technologies, and in particular their associated (security provisions,

outsid

The S
the SL
path b
servic
to-end
MDO
to-end
can bg
the m
encryqi
a role
end-to
SLE t1

24.2

24.2.1

nication services over which real SLE implementations connect is based ofif
pments of the communicating parties and/or the availability of CCSDS-§tand:
nication technology profiles and proxy specifications. Different ~underlyi

pments but also different security requirements. Missions and service providers

e the scope of this Recommendation.

_LE RCF transfer service transfers data that originates:on a mission spacecraft. As su
E RCF transfer service has custody of the data for only a portion of the end-to-end d
etween mission spacecraft and MDOS. Consgquently the ability of an SLE trans
> to secure the transfer of mission spacecraftidata is limited to that portion of the e
path that is provided by the SLE transfer-service (i.e., the terrestrial link between 1

security must also involve securingithe data as it crosses the space-ground link, wh
provided by some combination 0f securing the mission data itself (e.g., encryption
ssion data within CCSDS space packets) and securing the space-ground link (e
tion of the physical space-ground link). Thus while the SLE RCF transfer service pl3
in the end-to-end security of the data path, it does not control and cannot ensure tl
-end security. This ¢omponent perspective is reflected in the security provisions of 1
ansfer services.

STATEMENTS OF SECURITY CONCERNS

Overview

nication technology profiles are intended to address not only different performan

ity

e

ch,
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5 and the ground termination of the space-ground link to the mission spacecraft). End-
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security concerns in the areas of data privacy, data integrity, authentication, access control,
availability of resources, and auditing.
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2.4.2.2 Data Privacy (Also Known As Confidentiality)

This SLE RCF transfer service specification does not define explicit data privacy
requirements or capabilities to ensure data privacy. Data privacy is expected to be ensured
outside of the SLE transfer service layer, by the mission application processes that
communicate over the SLE transfer service, in the underlying communication service that lies
under the SLE transfer service, or some combination of both. For example, mission

application processes might apply end-to-end encryption to the contents of the CCSDS space
link—dataunits carried-asdata by the SLE transfer service—Alternatively orinadditign, the

nefwork connection between the SLE entities might be encrypted to provide data privacy in
th¢ underlying communication network.

N

4.2.3 Data Integrity

The SLE RCEF transfer service defines and enforces a strict sequence of operations that
copstrain the ability of a third party to inject operation invocations, or returns into the tansfer
sefvice association between a service user and provider (s€e 4.2.2 in reference [2]). This
copstrains the ability of a third party to seize control of.an active RCF transfer dervice
ingtance without detection.

The SLE RCF transfer service requires that the underlying communication service tfansfer
data in sequence, completely and with integrity, Without duplication, with flow contrpl that
notifies the application layer in the eventZof congestion, and with notification fo the
application layer in the event that communication between the service user and the gervice
provider is disrupted (see 1.3.1 in reference [2]). No specific mechanisms are identifjed, as
th¢y will be an integral part of the underlying communication service.

()]

2.4.2.4 Authentication

This SLE RCEF transfet.service specification defines authentication requirements (see 31.5 in
reference [2]), and\defines initiator-identifier, responder-identiffier,
irfvoker-credentials, and performer-credentials parameters of the dervice
operation inwOcations and returns that are used to perform SLE transfer dervice
authentication. The procedure by which SLE transfer service operation invocations and
refurns ‘are authenticated is described in annex F of the Cross Support Service Green Book
(rgference [C4]). The SLE transfer service authentication capability can be selectively] set to
authenticate at omne of three tfevelsauthenticate every mvocation and Teturt, authemnticate only
the BIND operation invocation and return, or perform no authentication. Depending upon the
inherent authentication available from the underlying communication network, the security
environment in which the SLE service user and provider are operating, and the security
requirements of the spaceflight mission, the SLE transfer service authentication level can be
adapted by choosing the SLE operation invocation and returns that shall be authenticated.
Furthermore the mechanism used for generating and checking the credentials and thus the
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level of protection against masquerading (simple or strong authentication) can be selected in
accordance with the results of a threat analysis.

2.4.2.5 Access Control

This SLE RCEF transfer service specification defines access control requirements (see 3.1.4 in
reference [2]), and defines initiator-identifier and responder-identifier
parameters _of the service operation invocations and returns that are used to perform SLE
transtjl r service access control. The procedure by which access to SLE transfer services| is
contrdlled is described in annex F of the Cross Support Service Green Book (reference{C4|).

2.4.2.6 Availability of Resources

The SLE transfer services are provided via communication networks that-have some limit|to
the repources available to support those SLE transfer services. Ifctheése resources can |be
divert¢d from their support of the SLE transfer services (in what-is commonly known|as
“denigl of service”) then the performance of the SLE transfer Services may be curtailed|or
inhibifed. This SLE RCF transfer service specification does-not define explicit capabilities|to
prevent denial of service. Resource availability is expected to be ensured by appropriate
capabilities in the underlying communication services The specific capabilities will [be
depenglent upon the technologies used in the underlying communication service and the
securify environment in which the transfer servicgaiser and provider operate.

2.4.2.] Auditing

This SLE RCF transfer service .specification does not define explicit security auditing
requirgments or capabilities. Seetirity auditing is expected to be negotiated and implemented
bilaterfally between the spaceflight mission and the service provider.

2.4.3 | POTENTIAE THREATS AND ATTACK SCENARIOS

The SLE RCEF transfer service depends on unspecified mechanisms operating above the SLE
transfgr servicev(between a mission spacecraft application process and its peer application
proceds on the ground), underneath the SLE transfer service in the underlying communicatgon
servicg,“Or some combination of both, to ensure data privacy (confidentiality). If no sych
mechanisms are actually implemented, or the mechanisms selected are inadequate or
inappropriate to the network environment in which the mission is operating, an attacker could
read the spacecraft telemetry data contained in the RCF protocol data units as they traverse
the WAN between service user and service provider.

The SLE RCF transfer service constrains the ability of a third party to seize control of an
active SLE transfer service instance, but it does not specify mechanisms that would prevent
an attacker from intercepting the protocol data units and replacing the contents of the data
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parameter. The prevention of such a replacement attack depends on unspecified mechanisms
operating above the SLE transfer service (between a mission spacecraft application process
and its peer application process on the ground), underneath the SLE transfer service in the
underlying communication service, in bilaterally agreed extra capabilities applied to the SLE
transfer service (e.g., encryption of the data parameter) or some combination of the three. If
no such mechanisms are actually implemented, or the mechanisms selected are inadequate or
inappropriate to the network environment in which the mission is operating, an attacker could
substitute telemetry data without detection.

If the SLE transfer service authentication capability is not used and if authentication|is not
enpured by the underlying communication service, attackers may somehow ~obtain valid
irfitiator-identifier values and use them to initiate SLE transfer s€ryice ingtances
by|which they could gain access to spacecraft telemetry data.

The SLE RCF transfer service depends on unspecified mechanisms operating |n the
underlying communication service to ensure that the supporting“network has sufificient
regources to provide sufficient support to legitimate users. If no such mechanisms are agtually
implemented, or the mechanisms selected are inadequate-er. inappropriate to the n¢twork
enyironment in which the mission is operating, an attacker could prevent legitimatd users
frgm receiving telemetry from their spacecraft.

If the provider of SLE RCF transfers service provides no security auditing capabilities, |or if a
user chooses not to employ auditing capabilities that do exist, then attackers may dglay or
es¢ape detection while stealing or altering telemetry data.

2.4.4 CONSEQUENCES OF NOT°APPLYING SECURITY

THe consequences of not applying security to the SLE RCF transfer service are pgssible
degradation and loss of ability to receive telemetry from the spacecraft, or the substitution of
altered telemetry data.

—_—
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3 RCF SPECIFIC SPECIFICATIONS FOR API COMPONENTS
3.1 APISERVICE ELEMENT
3.1.1 SERVICE INSTANCE CONFIGURATION

3.1.1.1 The service element shall provide the interface IRCF_SIAdmin for configuration
of a provider-side service instance after creation.

3.1.1.2 The interface shall provide methods to set the following parameters, whigh the
sefvice element needs for handling of the transfer buffer and delivers to the user(in regponse
to @ RCF—-GET-PARAMETER invocation:

a) delivery-mode;

b) transfer-buffer-size, i.e., the maximum number of RCF-TRANSFER-
BUFFER invocations and RCF—-SYNC-NOTIFY invocations that can be storgd to a
transfer buffer PDU submitted to the service user;

b

¢) latency-1limit, if the delivery mode is either ‘timely online’ or ‘complete online’;

d) permitted-global-VCID-set, i.e., thé’set of master channels or pirtual
channels from which the service user may gequest data.

NOQTE — These parameters are defined -iv,teference [2] for the operation RCF-GET-
PARAMETER. Handling of the'transfer buffer by the service element is defined
in reference [3].

3.1.1.3 The interface shall provide methods to set the following parameters, which the
sefvice instance uses to initialize parameters of the status report:

a) the value of the production status at the time the service instance is configured;

b) the lock status-of the frame synchronization process at the time the service instgnce is
configured;

c) the loek status of the symbol synchronization process at the time the service instance
is configured;

d)~the lock status of the sub-carrier demodulation process at the time the service instance
is configured;

e) the lock status of the carrier demodulation process at the time the service instance is

configured.
NOTES
1 For the delivery mode ‘offline’, status reporting is not supported. Therefore, these

parameters need not be specified.
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2 Further configuration parameters must be set using the interface ISLE SIAdmin
specified in reference [3]. These include the parameter return-timeout-
period required for the RCF-GET-PARAMETER operation.

3.1.1.4 All configuration parameters must be set before the method
ConfigCompleted () of the interface ISLE SIAdmin is called. If one of the
parameters is omitted or the value of a parameter is not within the range specified by
reference [2], the method ConfigCompleted () shall return an error.

NOTHS

1 As defined in reference [3], the service element shall start processing of-the service
instance only after successful configuration.

2 The range of specific parameter values might be further constrained by service
management. The service element shall only perform checks on;the limits specifijed
by reference [2].

3.1.1.% If the delivery mode is ‘offline’, the service element<hall accept the configuratjon
when the parameters defined in 3.1.1.3 have not been specified.

3.1.1.6 Configuration parameters must not be modified after successful return of the
method ConfigCompleted () defined in the interface ISLE SIAdmin. The effect offan
attempt to set these parameters after completion.of the configuration is undefined.

3.1.1.7 The values of all configuration parameters shall remain unmodified following a
RCF-UNBIND or RCF-PEER-ABORT .operation and following a protocol-abort.

3.1.1.8 The interface IRCF_SIAdmin shall provide methods to retrieve the values of the
configuration parameters. The-values returned by these methods before configuration has
been dompleted are undefined.

3.1.2 | STATUS INFORMATION

3.1.2.1 The seryice element shall maintain status parameters for every service instance and
uses them for-generation of status reports and for RCF-GET-PARAMETER returns.

NOTES

1 The parameters are defined in reference [2] for the operations RCF-STATUS-
REPORT and RCF-GET-PARAMETER.

2 Handling of the parameter reporting-cycle defined for the RCF-GET-
PARAMETER operation is specified in reference [2].

CCSDS 915.2-M-2 Page 3-2 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=0cce12bfb0f61a57789263f3dd7b533a

ISO 18443:2016(E)
CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RCF SERVICE

3.1.2.2 The service element shall update the following status parameters in the methods of
the interface IRCF_SIUpdate described in 3.1.2.6.

a) frame-sync-lock-status;
b) symbol-sync-lock-status;
c) subcarrier-lock-status;

d) carrier-lock-status:;and

e) production-status.

NOQTE - The initial values of these parameters following configuration of the dervice
instance are defined in A4.2.

3.1.2.3 The service element shall handle the parameter mnumber-of-frgmes-
dglivered as defined by the following specifications:

a) the parameter shall be set to zero when the service instance is configured;

b) when a TRANSFER-BUFFER PDU is transmitted\to'the service user, the paramet¢r shall
be incremented by the number of RCF-TRANSEFER-DATA invocations in that PDU.

NOTE — Frames in a TRANSFER-BUEFER PDU that is discarded shall mot be
included in the count of frame§ delivered.

3.1.2.4 The service element shall handle the parameter requested-global-VQID as
defined by the following specifications:

NOQTE - The parameter reguested-global-VCID shall be set by a RCF-START
invocation and (can be requested by a RCF-GET-PARAMETER invocatipn. It
consists of thrée elements: the spacecraft ID (0 to 1023), the transfer [frame
version number (0 to 3) and the VC ID (0 to 63). According to reference [2] the
VC IDZas set to ‘any’ when a master channel is selected. As this canpot be
mapped to C++, the API uses a fourth element which specifies whether the ID
réfers to a master channel or a virtual channel.

a) atthe time of service instance configuration, the parameter shall be set to NULL;

NOTE — Setting the parameter to NUII. only implies that a NUT I, pointer is refurned
in the method reading the parameter.

b) if the application transmits a RCF—START return with a positive result, the value of
the parameter shall be extracted from the RCF-START invocation;

c) the parameter shall be reset to NULL following an accepted RCF-STOP invocation,
and following RCF-PEER-ABORT and protocol abort;
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d) [G1:] if transfer of the parameter is requested by an RCF-GET-PARAMETER
invocation and the parameter is NULL, the service element shall return a copy of the
first element in the permitted-global-VCID-set defined in 3.1.1.2.

NOTE - [G2:] Generation 2 of the RCF service foresees returning a NULL value if the
service instance is not in the state ‘active’.

3.1.2.5 The service element shall provide the interface IRCF SIUpdate for every service

instance._This interface must be used by the npplir‘minn tQ npdnfe the status parameters

defined in 3.1.2.2.

3.1.2.¢ If more than one service instance exists, each service instance must dbe ‘Gpdated
indepgndently.

3.1.2.7 In order to keep the status information up to date and consistent;-the methods of the
interfgce IRCF SIUpdate must be invoked for every change, independent of the state|of
the setvice instance.

3.1.2.8 The interface IRCF SIUpdate shall provide read-decess to all status parametdprs,
including those that are derived by other means.

NOTH - In the delivery mode ‘offline’, status repoiting is not supported. Therefore, the
application can opt not to update status” information in that mode. If status
information is not initialized and notdipdated, retrieval methods shall return the
initial parameter values defined in-A4.2.

3.1.2.9 The service element shall keep the status parameter number-of-frame
delipered up to date for all delivery’modes including the delivery mode ‘offline’.

UT

3.1.2.10 Status parameters defined in this specification shall not be modified as result|of
RCF-UNBIND, RCF-PEER-ABORT, or protocol abort.

3.1.3 | PROCESSING OF RCF PROTOCOL DATA UNITS

NOTHS

1 The'service element shall process RCF PDUs according to the general specificatidgns
mureference [3]. This section only addresses additional checks and processing stgps
defined for the RCF service. RCF-specific checks defined in reference [2], but not
listed in this section, must be performed by the application.

2 It is noted that 3.1.2 defines further processing requirements for PDUs with respect to
update of status information. Annex subsection A3 defines the checks that operation
objects perform when the methods VerifyInvocationArguments () and
VerifyReturnArguments () are called. Reference [3] contains specifications
defining how the service element handles error codes returned by these methods.
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3.1.3.1 RCF START

3.1.3.1.1 When receiving a RCF-START invocation, the service element shall perform the
following checks:

a) if the delivery mode is ‘offline’, the start time must not be null;

b) if the start time is defined and the delivery mode is ‘online’:

1) the start time must be P{l]]ﬂ] to or later than the start time of the scheduled
provision period of the service instance, and

2) the start time must be earlier than the stop time of the scheduled provision pgriod;
c) if the delivery mode is ‘offline’:
1) the stop time must not be null, and

2) the stop time must be earlier than current time;

NOTE - Reference [2] defines an offling~processing-latency and
requires that the stop time plus the:offline processing latency be garlier
than current time. If the application' makes use of the offline prodessing
latency, the associated checks miist be performed by the application

d) if the stop time is defined and the delivery mode is ‘online’, the stop time must be
earlier than or equal to the stop time-0f the scheduled provision period;

NOTE - If the start time and, the-stop time are defined, the start time must be farlier
than the stop time- This check shall be performed by the operation |object
within the method. VerifyInvocationArguments () (see 3.2.1);

e) the global VCID must'match one of the entries in the permitted global VCID sef.
NOTES

1 This check/shall only be performed on the provider side for RCF-START invogations
received from the service user.

2 The service element shall not check the production status, as this could change pefore
the PDU is processed by the application.

3.1.3.1.2 If any of the checks defined in 3.1.3.1.1 fail, the service element on the provider
side shall not forward the PDU to the application but shall respond with a RCF-START
return with a negative result and the appropriate diagnostic.

NOTE - As specified in reference [3], the service element shall reject PDUs with errors
received from the local application with an appropriate result code.
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3.1.3.2 RCF SYNC NOTIFY

When receiving a RCF-SYNC-NOTIFY invocation, the service element on the provider side
shall perform the following checks:

a)

b)

if the delivery mode is ‘offline’, the notification type must not be ‘loss of frame
synchronization’, ‘production status change’, or ‘data discarded due to excessive backlog’;

if the delivery mode is ‘timely online’, the notification type must not be ‘data

N(

3.1.4

For R(
suppol

NOTE

1

3.2

3.2.1
RCF d

discarded dUue 10 CXCeSSIVeE Dackiog -

DTE — This check cannot be performed on the user side, because the service elem
does not have the required information.

SERVICE INSTANCE SPECIFIC OPERATION FACTORY

CF service instances, the interface ISLE SIOpFactory specified1n reference [3] sh

S

The initial values of parameters that shall b&.set for RCF-specific operation obje
are defined in annex A.

Status reports and the transfer buffef_shall be handled by the API Service Elems
without involvement of the application.

SLE OPERATIONS

perations in addition to those specified in reference [3]:
RCF-START;
RCF-TRANSFER-DATA;
REF=SYNC-NOTIFY;

ent

all

't creation and configuration of operation objects for the operations specified in 3.2 with
excepfion of the interfaces IRCF_StatusReport and ISLE {IransferBuffer.

cts

Ent

The component SLE ‘Operations shall provide operation objects for the following

3.2.2

RCF-GET-PARAMETER.

The operation factory shall create the operation objects specified in 3.2.1 when the
requested service type is RCF.

3.2.3 The operation factory shall additionally create the following operation objects
specified in reference [3] when the requested service type is RCF:
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a) SLE-BIND;

b) SLE-UNBIND;

¢) SLE-PEER-ABORT;

d) SLE-STOP; and

e) SLE-SCHEDULE-STATUS-REPORT.

3.3 SLE APPLICATION

NQTE - This subsection summarizes specific obligations of a RCF provider application
using the SLE APIL.

3.3.1 Following creation of a service instance, and setting of the configuration parameters
defined in reference [3], the application shall set the configuration parameters defined in
3.].1 via the interface IRCF_SIAdmin.

3.3.2 The application shall update every service instariece in the service element with the
stqtus information defined in 3.1.2 by invocation of the appropriate methods in the inferface
IRCF SIUpdate.

3.4 SEQUENCE OF DIAGNOSTIC CODES
3.4.1 GENERAL

3.4.1.1 Reference [2] requires provider applications that do not perform checks [in the
sequence of the diagnostic eodes defined in the Recommended Standard to documgnt the
sequence in which checks.are/actually performed.

3.4.1.2 The specification in 3.1.3.1 does not preserve the sequence of the diagnostic| codes
defined in referenee'[2] for the operation RCF-START. This section defines the |actual
sequence of checks performed by the API Service Element. For the checks that remain to be
pefformed by/the provider application, the sequence defined in reference [2] is mainfained.
Applications’applying a different sequence must provide a modified documentation.

3.42—SEQUENCE OF RCF START DPIAGNOSTIC CODES
3.4.2.1 Codes set by the API Service Element

a) ‘duplicate invoke id’;

b) ‘invalid start time’;

c) ‘invalid stop time’;

CCSDS 915.2-M-2 Page 3-7 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=0cce12bfb0f61a57789263f3dd7b533a

ISO 18443:2016(E)

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RCF SERVICE

d) ‘missing time value’; and
e) ‘invalid global VC ID’.

3.4.2.2 Codes set by the Application
a) ‘out of service’;

b) ‘unable to comply’;

c¢)| ‘invalid stop time’ (for the delivery mode ‘offline’ if an offline processing lateney| is
used); and
d)| ‘other’.
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ANNEX A
RCF SPECIFIC INTERFACES

(NORMATIVE)

Al __INTRODUCTION

THis annex specifies RCF-specific
a) data types;
b) interfaces for operation objects; and

c) interfaces for service instances.

The specification of the interfaces follows the design patternss conventions and the addjitional
copventions described in reference [3].

The presentation uses the notation and syntax of the €% programming language as sp¢cified
in reference [4].
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A2 RCF TYPE DEFINITIONS
File RCF Types.h

The following types have been derived from the ASN.1 module CCSDS-SLE-TRANSFER-
SERVICE-RCF-STRUCTURES in reference [2]. The source ASN.I type is indicated in
brackets. For all enumeration types is defined a special value, ‘invalid’, which is returned if
the associated value in the operation object has not yet been set, or is not applicable in case of
a choice

Antenina Id Format [Antennald]

typedef enum RCF AntennaldFormat
{
rcfpF global
rcfpF local
rcfAF invalid
} RCE| AntennaldFormat;

([T
—
N

Refergnce [2] defines a Local Form (LF) and a Global Form (GF) for the antenna identifier.
The lgcal form is a string of octets and the global form is an ASN.1 object identifier.

RCF Get Parameter Diagnostic [DiagnosticRcfGet]

typedef enum RCF GetParameterDiagnostic

{
rcflGP_unknownParameter
rcfGP_invalid

} RCF| GetParameterDiagnostic;

Il
o

RCF $tart Diagnostic [DiagnosticRcfStart]

typedef enum RCF StartDiagnestic

{
rcflSD outOfService
rcflSD unableToCompty
rcflSD invalidStaxtFime
rcflSD invalidSgepTime
rcflSD missingTimeValue
rcflSD invalidGvcId
rcflSD invalid

} RCEF| StartPiagnostic;

R oo wNEPE O
NS SN S S S~ N

ChanhelFype

typedef enum RCF ChannelType
{

rcfCT MasterChannel

rcfCT VirtualChannel

rcfCT invalid
} RCF_ChannelType;

[l
—
~
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Global VCID [GlobalVecld]
typedef struct RCF _Gvcid

{

RCF_ChannelType type;
unsigned long scid;
unsigned long version;
unsigned long veid;
RCF_Gvcid;

/* 0 to 1023 */

/* 0 to 3
/* 0 to 63

*/
*/

The elements of the structure have been defined as ‘long’ to avoid padding by the compiler.

TH

L

ty]
{

ck Status [LockStatus]
pedef enum RCF LockStatus

rcfLS inLock
rcfLS outOfLock
rcfLS notInUse

rcfLS unknown
rcfLS invalid
RCE LockStatus;

Ngtification Type [Notification]

ty
{

Pr
ty

/R

ty
{

pedef enum RCF NotificationType

rcfNT lossFrameSync

rcfNT productionStatusChange
rcfNT excessiveDataBacklog
rcfNT endOfData

rcfNT invalid

RCF NotificationType;

pedef enum RCF (RreductionStatus

rcfPS running

rcfPS interrupted
rcfPS hallbed

rcfPS dnyalid

RCF _ProductionStatus;

oduction Status [RcfProductionStatus]

PN O

R wbhN kO

~ N~ 0~

e member vcId is only defined if type is set to rc£CT VirtualChannel.

~ N N~ 0~

/*only fox
sub-e¢arrier lock */

EFParameter Names{RefGetParameteri
pedef enum RCF ParameterName

rcfPN bufferSize 4,
rcfPN deliveryMode = 6,
rcfPN latencyLimit = 15,
rcfPN permittedGvcidSet = 24,
rcfPN reportingCycle = 26,
rcfPN requestedGvcid = 28,
rcfPN returnTimeoutPeriod = 29,
rcfPN invalid = -1
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} RCF_ParameterName;

Parameters that can be read using a RCF-GET-PARAMETER operation. The parameter
name values are taken from the type ParameterName in ASN.1 module CCSDS-SLE-
TRANSFER-SERVICE-COMMON-TYPES in reference [2].

Delivery Modes

typedef enum RCF DeliveryMode

{

}

The d{

rcf
rcf
rcf
rcf
RCF]

sleDM rtnTimelyOnline,
sleDM rtnCompleteOnline,
sleDM rtnOffline,

-1

DM timelyOnline
DM completeOnline
DM offline

DM invalid

| DeliveryMode;

tlivery modes are defined as a subset of SLE DeliveryMode in reference [3].
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A3 RCF OPERATION OBJECTS

A3.1 RCF START OPERATION

Name IRCF Start

GUID {638A73E0-7FE6-11d3-9F15-00104B4F22C0}

Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation
File IRCF Start.H

The interface provides access to the parameters of the confirmed operation RCF-STARIT.

Symnopsis

#include <RCF_Types.h>

#include <ISLE ConfirmedOperation.H>

interface ISLE Time;

#define IID IRCF Start DEF { 0x638a73e0, 0x7fe6, 0x11d3,\X

{ 0x9f, 0Ox15, 0x0, 0x10, Ox4b, 0x4f, 0x22, , 0xc0 } }
interface IRCF Start : ISLE ConfirmedOperation

{
virtual const ISLE Time*

Get StartTime() const = 0;
virtual const ISLE Time*

Get StopTime() const = 0;
virtual const RCF_Gvcid*

Get Gvcid() const = 0;
virtual RCF_StartDiagnostic

Get StartDiagnostic() const = 0;
virtual void

Set StartTime( const ISLE Time& time ) = 0;
virtual void

Put StartTime( ISLE TimeXsptime ) = 0;
virtual void

Set StopTime( const LISLE Time& time ) = 0;
virtual void

Put StopTime( ISLE\Time* ptime ) = 0;

virtual void

Set Gvcid( const) RCF _Gvcidé& id ) = 0;
virtual void
Put Gvcid (RGF Gvcid* pid ) = 0;
virtual void
Set StartDiagnostic( RCF _StartDiagnostic diagnostic ) = 0;
}i
MEgthods

const ISLE Time* Get_StartTime() const;

Returns the reception time of the first frame to be delivered, or NULL if the parameter is not
defined.
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const ISLE Time* Get StopTime() const;

Returns the reception time of the last frame to be delivered, or NULL if the parameter is not
defined.

const RCF_Gvcid* Get Gvcid() const;

Returns the global VCID requested by the service user, or a NULL pointer if the parameter
has not heen set

RCF _gtartDiagnostic Get StartDiagnostic() const;
Returns the value of the diagnostic code.

Precomdition: the result is negative, and the diagnostic type is set to ‘specific’.
void|Set StartTime( const ISLE Time& time );

Copiep the argument to the receive time of the first frame to bedelivered.
void|Put_StartTime( ISLE_Time* ptime );

Stores|the argument as receive time of the first frame to be delivered.
void|Set StopTime( const ISLE Time& time );

Copiep the argument to the receive time,of the last frame to be delivered.
void|Put_StopTime( ISLE Time* ptime );

Stores|the argument as rec€ive time of the last frame to be delivered.
void|Set Gvecid( econst RCF _Gvcidé& id );

Copies the elements of the structure passed as argument to the parameter global VCID.

void |Put Gvcid( RCF_Gvcid* pid );

Stores the input argument to the parameter global VCID.

void Set StartDiagnostic( RCF_StartDiagnostic diagnostic );

Sets the result to ‘negative’, the diagnostic type to ‘specific’, and stores the value of the
diagnostic code passed by the argument.
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Initial Values of Operation Parameters after Creation

Parameter Created directly Created by Service Instance
start time NULL NULL

stop time NULL NULL

global VCID NULL NULL

START diagnostic ‘invalid’ ‘invalid’

Checking of Invocation Parameters

Parameter Required condition
stgrt time if the start and the stop time are used, must be)earlier than stop time
stqp time if the start and the stop time are used, must\be later than start ime
glgbal VCID must not be NULL

type must not be ‘invalid’

spacecraft identifier

if the version number is 0 (version“1)

must be a value on the range 0 to 1023;
if the version number is 1 (version 2)

must be a value in the range 0 to 255;
otherwise

no checks-are applied.

version number

must be either 0%or 1

VC ID

if the type is “virtual channel’ AND the version number is 0 (vergion 1)
must be a value in the range 0 to 7;
if the(type is ‘virtual channel’ AND the version number is 1 (vergion 2)
must be a value in the range 0 to 63;
otherwise
no checks are applied.

NOTE — In the above table, the parameter ‘version number’ refers to the transfer|frame

Additional Return Codes for VerifiyInvocationArguments ()

SIE_EVTIMERANGE
SHEE INVALIDID

versiof-number, not the version of the RCF service.

specification of the start and stop times is inconsistent.
the global VC ID (spacecraft ID, version number, and YC ID)

1s mvalid.

Checking of Return Parameters

Parameter

Required condition

START diagnostic

must not be ‘invalid’ if the result is ‘negative’ and the diagnostic type is
‘specific’
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A3.2 RCF TRANSFER DATA OPERATION

Name IRCF TransferData

GUID {638A73E1-7FE6-11d3-9F15-00104B4F22C0}
Inheritance: IUnknown - ISLE Operation

File IRCF TransferData.H

The interface provides access to the parameters of the operation RCF-TRANSFER-DATA.

Synopsis

#incljude <RCF Types.h>

#incljude <ISLE Operation.H>

interjfface ISLE Time;

#defipe IID IRCF TransferData DEF { 0x638a73el, 0x7fe6, 0x11d3, |\

{ 0x9f, O0x15, O0x0, Ox10, Ox4b, Ox4f, 0x22, OxcO0 } }

interjfface IRCF TransferData : ISLE Operation

{
virftual const ISLE Time*

Get EarthReceiveTime () const = 0;

virftual RCF _AntennalIdFormat

Get AntennaldFormat () const = 0;

virftual const SLE Octet*

Get AntennaldLF( size t& size ) const = 0;

virftual const int*

Get AntennaldGF( inté& length ) const = 04

virftual char*

Get AntennaldGFString() const = 0;

virftual int

Get DataLinkContinuity () const = 07

virftual const SLE Octet*

Get PrivateAnnotation( size tf&isize ) const = 0;
virftual SLE Octet*

Remove PrivateAnnotation( size t& size ) = 0;
virftual const SLE Octet*

Get Data( size té& size)Sconst = 0;
virftual SLE Octet*

Remove Data( size té&-size ) = 0;
virftual void

Set EarthReceiveTime( const ISLE Time& time ) = 0;
virftual void

Put EarthReeciveTime ( ISLE Time* ptime ) = 0;
virftual void

Set AntehnaldLF( const SLE Octet* id, size t size ) = 0;
virftual wedd

Spt _AptennaldGF ( const int* id, int length ) = 0;
virfcwald void

Set~AntennaldGFString( const char* id) = Q;
virtual void

Set DatalLinkContinuity( int numFrames ) = 0;

virtual void
Set PrivateAnnotation( const SLE Octet* pannotation,
size t size ) = 0;
virtual void
Put PrivateAnnotation( SLE Octet* pannotation,
size t size ) = 0;
virtual void
Set Data( const SLE Octet* pdata, size t size ) = 0;
virtual void
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Put Data( SLE Octet* pdata, size t size ) = 0;
i

Methods
virtual const ISLE Time* Get EarthReceiveTime () const;

Returns the earth receive time of the frame delivered, if the parameter has been set in the
object. Returns NULL otherwise.

RJQF _AntennaldFormat Get AntennaldFormat() const;

I

Rdturns the format of the antenna identifier (octet string or object identifier) or ‘inpvalid’
when the parameter has not been set.

cgnst SLE Octet* Get_ AntennaIdLF( size_té& size ) .eonst;

Rdturns the antenna identifier in the local form, i.e., a string of octets.

Arguments
size the number of octets in the anteénna ID (1 to 16)

Prgcondition: Get AntennalIdFormat () returns rcfAF local

cgnst int* Get AntennaIdGF( int& length ) const;

Rdturns the antenna identifier in_thesglobal form, i.e., an object identifier as defiged by
AS$N.1. In C++ this is represented-as a sequence of integers.

Arguments
lgngth the-number of elements in the antenna ID

Prgcondition: GetoArftennaIdFormat () returns rcfAF global.

char* Get ‘AntennaldGFString() const;

Raturnsithe antenna ID as a character string formatted as a dot separated list of numbers. The
strfing-1s allocated on the heap and must be deleted by the client.

Precondition: Get AntennaIdFormat () returns rcfAF global.

int Get DataLinkContinuity() const;

Returns the data link continuity parameter, if the parameter has been set in the object, or -2 if
the parameter has not been set. A valid value can be —1, 0, or any positive number.
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const SLE Octet* Get PrivateAnnotation( size t& size ) const;

Returns a pointer to the private annotation in the object or NULL if the private annotation has
not been set.

Arguments
length the length of the private annotation in bytes

SLE Qctet* Remove PrivateAnnotation( size t& size )

Returys the private annotation data and removes them form the object. The themgry
allocated by the parameter must be released by the client. If the parameter has not been pet
returny NULL.

Arguments
lengkh the length of the private annotation in bytes

const SLE Octet* Get_Data( size_té& size ) const;
Returyys a pointer to the frame in the object or NULL if the ftame has not been inserted.

Arguments
lengkh the length of the frame in bytes

SLE_Qctet* Remove Data( size_té& size )’

Returns the frame and removes it formthe object. The memory allocated by the frame mist
be relgased by the client. If the parameter has not been set returns NULL.

Arguments
lengkh the length of the frame in bytes

void|Set_EarthReceiveTime( const ISLE Time& time );

Copiep the value of the argument to the earth receive time.

void |Put 'EarthReceiveTime( ISLE Time* ptime );

Stores the argument to the parameter earth receive time.

void Set AntennaldLF( const SLE Octet* id, size_t size );

Sets the antenna id format to ‘local form’ and the antenna id to the value of the argument.
The local form of the antenna id is a string of octets.
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void Set AntennalIdGF( const int* id, int length );

Sets the antenna id format to ‘global form’ and the antenna id to the value of the argument.
The global form the antenna id is an object identifier as defined by ASN.1, represented as a
sequence of integers.

void Set AntennaldGFString( const char* id);

Sets the antenna id format to ‘g]nhn] form’ and the antenna id to the value of the argument. If
th¢ argument is badly formatted, the parameter is reset to its initial state, i.e., ‘not set’
Arguments

ig an object identifier formatted as a dot separated list of"numbers
vdid Set DataLinkContinuity( int numFrames );

Sets the parameter data link continuity to the value of the argument.

vgid Set PrivateAnnotation( const SLE Octet* ‘pannotation, size_t
silze ) ;

Capies size bytes from the argument pannotat40n to the parameter private annotatign.
Arguments

pdnnotation pointer to the private annotation

lgngth the length of th¢.annotation in bytes

vdid Put PrivateAnnotation( SLE Octet* pannotation, size_t size|);
Stpres the argument panmotation to the parameter private annotation.

Arguments

pgnnotation pointer to the private annotation

lgngth the length of the annotation in bytes

vdid Set Data( const SLE Octet* pdata, size_t size );

Capies size bytes from the argument pdata to the parameter ‘data’.

Arguments

pdata pointer to the data

length the length of the data in bytes

void Put Data( SLE Octet* pdata, size t size );

Stores the argument pdata to the parameter ‘data’.
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Arguments
pdata pointer to the data
length the length of the data in bytes

Initial Values of Operation Parameters after Creation

Parameter Created directly Created by Service Instance
earth rgceive time NULL NULL

antenng@ id NULL NULL

antennga id format ‘invalid’ ‘invalid’

data link continuity -2 -2

privatelannotation NULL NULL

data NULL NULL

Checking of Invocation Parameters

Parameter Required condition

earth receive time must not be NULL

antenna id must not be NULL

data link continuity must be > -2

data must not besNULL
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A3.3 RCF SYNC NOTIFY OPERATION

Name IRCF SyncNotify

GUID {638A73E2-7FE6-11d3-9F15-00104B4F22C0}
Inheritance: IUnknown - ISLE Operation

File IRCF SyncNotify.H

The interface provides access to the parameters of the unconfirmed operation
RGE-SYNC-NOTIEY.

Symnopsis

#include <RCF_Types.h>
#include <ISLE Operation.H>
interface ISLE Time;
#define IID IRCF SyncNotify DEF { 0x638a73e2, Ox7fe6, O0xIT1d3, \
{ 0x9f, 0Ox15, 0x0, 0x10, Ox4b, O0x4f, 0x22, 0&e0 } }
interface IRCF SyncNotify : ISLE Operation
{
virtual RCF NotificationType
Get NotificationType() const
virtual const ISLE Time*
Get LossOfLockTime () const = 0;
virtual RCF LockStatus
Get CarrierDemodLock() const = 0;
virtual RCF LockStatus
Get SubCarrierDemodLock () const =307
virtual RCF LockStatus
Get SymbolSyncLock() const = 0y
virtual RCF_ProductionStatus
Get ProductionStatus() consft = 0;
virtual void
Set LossOfFrameSync( const ISLE Timeé& time,
RCF LockStatus symbolSyncLock,
RCF LockStatus subCarrierDemodLock,
RCF LockStatus carrierDemodLock ) = 0;

0;

virtual void

Set ProductionSt¥atusChange ( RCF ProductionStatus status ) = 0;
virtual void

Set DataDisearded() = 0;

virtual vaeid

Set EndofData() = 0;

Megthods

RCF NotificationType Get NotificationType() const;

Returns the type of the notification.

const ISLE Time* Get LossOfLockTime() const;

Returns the time at which the frame synchronizer lost lock.
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Precondition: notification type is ‘loss of frame synchronization’.

RCF LockStatus Get_ CarrierDemodLock() const;

Returns the lock status of the carrier demodulation process.

Precondition: notification type is ‘loss of frame synchronization’.

RCF_TLockStatus—Get_SubCarrierbemodbock{)——const;

Returt

Precondition: notification type is ‘loss of frame synchronization’.

RCF_1I

Retury

Precondition: notification type is ‘loss of frame synchronizatign™:

RCF_ProductionStatus Get ProductionStatus()' const;

Returt

Precondition: notification type is ‘productionstatus change’.

void

Sets tl
specif]

ed by the argunients.

Arguments

time
symb
subC

b1 SyncLock

s the lock status of the sub-carrier demodulation process.

LockStatus Get_SymbolSyncLock () const;

s the lock status of the symbol synchronization process.

s the production status.

Set_LossOfFrameSync( const ISLE Time& time,

oy ierDemodLock the lock status of the sub-carrier demodulation process

RCF_LockSt;tus symbolSyncLock,
RCF_LockStatus subCarrierDemodLock,
RCF_LockStatus carrierDemodLock ) ;

ne notification type-to ‘loss of frame synchronization’ and the notification values|as

the time at which the frame synchronizer lost lock
the lock status of the symbol synchronization process

carrierDemodLock

the lock status of the carrier demodulation process

void Set ProductionStatusChange ( RCF_ProductionStatus status );

Sets the notification type to ‘production status change’ and the notification value as defined

by the

argument.
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void Set DataDiscarded() ;

Sets the notification type to ‘data discarded due to excessive backlog’.

void Set EndOfData();

Sets the notification type to ‘end of data’.

Initial Values of Operation Parameters after Creation

Parameter Created directly Created by Service Instance
nqtification-type ‘invalid’ ‘invalid’

logs of lock time NULL NULL
syymbol-sync-lock- ‘invalid’ ‘invalid’

sflatus

sUybcarrier-lock- ‘invalid’ ‘invalid’

sflatus

cgrrier-lock-status | ‘invalid ‘invalid’
production-status ‘invalid’ ‘invalid’

Checking of Invocation Parameters

Parameter Required condition

nqtification-type must not be ‘invalid’

logs of lock time
NULL

if notification type is ‘loss of frame synchronization’ must not|be

syymbol-sync-logck=

stlatus ‘invalid’ or ‘not in use’

if notification type is ‘loss of frame synchronization’ must not|be

suybcarrier#leock-
stlatus

if notification type is ‘loss of frame synchronization’ must not
‘invalid’

be

cdrriex—=lock-status

if notification type is ‘loss of frame synchronization’ must not
‘invalid’ or ‘not in use’

be

preduetior—sEatus inotificationtypeis—productionstatusehanrgemustretbeinvalid’
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A3.4 RCF STATUS REPORT OPERATION

Name IRCF StatusReport

GUID {638A73E3-7FE6-11d3-9F15-00104B4F22C0}
Inheritance: IUnknown - ISLE Operation

File IRCF StatusReport.H

The interface provides access to the parameters of the unconfirmed operation
RCF-SFATUS-RERORT-

Synop)sis

#incljude <RCF_Types.h>

#incljude <ISLE Operation.H>

#defipe IID IRCF_ StatusReport DEF { 0x638a73e3, Ox7fe6, O0x11d8,~\

{ 0x9f, 0Ox15, 0x0, 0x10, Ox4b, O0x4f, 0x22, O0xcO ¥y

interjfface IRCF StatusReport : ISLE Operation

{
virftual unsigned long

Get NumFrames () const = 0;

virftual RCF LockStatus

Get FrameSyncLock() const = 0;

virftual RCF LockStatus

Get CarrierDemodLock() const = 0;

virftual RCF LockStatus

Get SubCarrierDemodLock() const = 0;

virftual RCF LockStatus

Get SymbolSyncLock() const = 0;

virftual RCF_ProductionStatus

Get ProductionStatus() const = 0y
virftual void
Set NumFrames ( unsigned lopg\count ) = 0;
virftual void
St FrameSyncLock ( RCF_ TigckStatus status ) = 0;
virftual void
Set CarrierDemodLock(,RCF LockStatus status ) = 0;
virftual void
Set _SubCarrierDemodLock ( RCF LockStatus status ) = 0;
virftual void
St SymbolSymelock ( RCF _LockStatus status ) = 0;
virftual void
Set ProdudtionStatus( RCF _ProductionStatus status ) = 0;
}i
Meth?ds

unsigned long Get NumFrames () const;

Returns the total number of frames delivered.

RCF_LockStatus Get_ FrameSyncLock() const;

Returns the lock status of the frame synchronization process.
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RCF LockStatus Get_CarrierDemodLock() const;

Returns the lock status of the carrier demodulation process.

RCF_LockStatus Get_SubCarrierDemodLock () const;

Returns the lock status of the sub-carrier demodulation process.

RCGF—ELoeckStatus—Get—SymbelSynehoeck{)}—eonsts

R4

turns the lock status of the symbol synchronization process.

RCF ProductionStatus Get ProductionStatus() const;

R

VQ

Se

VQ

Se

VQ

Se

VQ

Se

VQ

Se

VQ

turns the production status.

id Set_NumFrames ( unsigned long count );

ts the total number of frames delivered as defined by th€ argument.

id Set_FrameSyncLock( RCF_LockStatus;status );

ts the frame synchronizer lock status as defingd by the argument.

id Set_CarrierDemodLock ( RCF.LockStatus status );

ts the carrier demodulator lock status as defined by the argument.

id Set_SubCarrierDemodLock ( RCF_LockStatus status );

ts the sub-carrier demodulator lock status as defined by the argument.

id Set_SymbolSyncLock( RCF_LockStatus status );

ts the symbol synchronizer lock status as defined by the argument.

id. Set_ProductionStatus( RCF_ProductionStatus status );

Sets the production status as defined by the argument.
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Initial Values of Operation Parameters after Creation

Parameter Created directly
number-of-frames 0
frame-sync-lock- ‘invalid’
status

symbol-sync-lock- ‘invalid’
statfis

subchrrier-lock- ‘invalid’
statps

carrfier-lock-status ‘invalid’
prodpction-status ‘invalid’

NOTE

Checking of Invocation Parameters

— The interface ISLE SIOpFactory does not support-creation of status repprt
operation objects, as this operation is handled by the service instance internally

Parameter Required condition
framp-sync-lock- must not be ‘invalid’ or ‘not in use’
statps

symbpl-sync-lock- must nat be ‘invalid’ or ‘not in use’
statps

subcprrier-lock- must not be ‘invalid

statps

carrfier-lock-status must not be ‘invalid’ or ‘not in use’

prod

iction-statius

must not be ‘invalid
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A3.5 RCF GET PARAMETER OPERATION

Name IRCF GetParameter

GUID {638A73E4-7FE6-11d3-9F15-00104B4F22CO0}

Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation
File IRCF GetParameter.H

The interface provides access to the parameters of the confirmed operation
RCE-GET-PARAMETER.

Symnopsis

#include <RCF_Types.h>

#include <ISLE ConfirmedOperation.H>

#define IID IRCF GetParameter DEF { 0x638a73e4, Ox7fe6, 0x1¥d3, \
{ 0x9f, 0x15, 0x0, 0x10, Ox4b, O0x4f, 0x22, OxcQ v}
interface IRCF GetParameter : ISLE ConfirmedOperation

{

virtual RCF_ParameterName

Get RequestedParameter () const = 0;
virtual RCF_ParameterName
Get ReturnedParameter () const = 0;

virtual RCF DeliveryMode
Get DeliveryMode () const = 0;
virtual unsigned short

Get LatencylLimit () const = 0;
virtual unsigned long
Get TransferBufferSize () const =(@®;

virtual const RCF_Gvcid*
Get RequestedGvcid() const =403
virtual const RCF_Gvcid*

Get PermittedGvcidSet ( size) t& size ) const = 0;
virtual RCF Gvcid*
Remove PermittedGvcidSet( size t& size ) = 0;

virtual unsigned long
Get ReportingCyclel()) const = 0;
virtual unsigned long
Get ReturnTimedufPeriod() const = 0;
virtual RCF GefParameterDiagnostic
Get GetParameterDiagnostic() const = 0;
virtual void
Set RequestedParameter ( RCF ParameterName name ) = 0;
virtual~void
Set_BeliveryMode ( RCF DeliveryMode mode ) = 0;
virtwal void
Set LatencyLimit ( unsigned short limit ) = 0;
virtual void

Set TransferBufferSize( unsigned long size ) = 0;
virtual void

Set RequestedGvcid( const RCF Gvcid* id ) = 0;
virtual void B

Put RequestedGvcid( RCF Gvcid* pid ) = 0;
virtual void B
Set PermittedGvcidSet ( const RCF Gvcid* idSet,

size t size ) = 0;

virtual void
Put PermittedGvcidSet ( RCF Gvcid* idSet,
size t size ) = 0;
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