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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance with
editorial ruyles of the ISO/IEC Directives, Part 2. www.iso.org/directives
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Introduction

ISO 11783 specifies a communications system for agricultural equipment based on the CAN 2.0 B [l
protocol. SAE ] 1939 documents?), on which parts of ISO 11783 are based, were developed jointly for use
in truck and bus applications and for construction and agriculture applications. Joint documents were
completed to allow electronic units that meet the truck and bus SAE ] 1939 specifications to be used by
agricultural and forestry equipment with minimal changes. General information on ISO 11783 is to be
found in ISO 11783-1.

The purpose of ISO 11783 is to provide an open, interconnected system for on-board electronic systems.

It is intended to enable electronic control units (ECUs) to communicate with each other, providing a

standardi

d system.
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Scope

11783 as a whole specifies a serial data network for control and communications on
cultural tractors and mounted, semi-mounted, towed or self-propelled implements. Its
tandardize the method and format of transfer of data between sensors, actuators, contrg
information-storage and -display units, whether mounted on, or part of, the tractor or
intended to provide open system interconnect (0SI) for electronic systems used by agric
stry equipment.

5 part of ISO 11783 describes the data link layer and the use of CAN extended data fra
vork.

Normative references

following documents, in whole or in part, are ‘normatively referenced in this docume

11783-1, Tractors and machinery foragriculture and forestry — Serial control and comn
1 network — Part 1: General standard)for mobile data communication

11783-5, Tractors and machinery for agriculture and forestry — Serial control and comn]
i network — Part 5: Network-nmianagement

11783-7, Tractors and mdchinery for agriculture and forestry — Serial control and comn
1 network — Part 7:-Implement messages application layer

Terms<and definitions

the{purposes of this document, the terms and definitions given in ISO 11783-1 apply.

forestry or
purpose is
|l elements,
mplement.
1ltural and

mes by the

nt and are

spensable for its application. For dated references, only the edition cited applies. F¢r undated
rences, the latest edition of the referenced'document (including any amendments) appligs.

%)

hunications

hunications

hunications

11898-1, Road vehicles — Controller area network (CAN) — Part 1: Data link layer and physical signalling

4

General description

The data link layer enables the reliable transfer of data across the physical link. This consists of sending
the CAN data frame with the necessary synchronization, sequence control, error control and flow
control. The flow control is accomplished through a consistent message frame format.
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5 Technical requirements

5.1 Message frame format

5.1.1 General

The message frame format shall conform to the CAN requirements. The CAN specification referenced
throughout this part of ISO 11783 is specified in ISO 11898-1. When there are differences between the
CAN specification and this part of ISO 11783, then this part of ISO 11783 shall be the governing document.

The CAN

addresses
The definit
multiple ca
in ISO 117§

ISO 1189
[SO 11898

network, bly using certain bit coding which allows for the recognition of the different formats. Up to

point, I1SO
full strateg
messages 3

ISO 11783
reside on t

B-1

[locument specifies, In an Information-routing-related discussion, that control funcfion
are not used. While this is true for some applications of CAN, it is not true for ISON11783.
ion of the ISO 11783 network requires that control function addressing be usedto-preyent
ntrol functions from using the same CAN identifier field. Many additional requirements exist
3 that are not specified by CAN.

specifies two message frame formats: base frame and hextended frgme.
1 compatibility implies that messages of both formats can potentially be present on a single
this
bS a
mat

11783 also accommodates both message frame formats. Howevet;1SO 11783 only defin
y for standardized communications using the extended frame format. All base frame for
re for proprietary use following the rules defined in this patt of ISO 11783.

rontrollers shall therefore use the extended frame format. Base frame format messages may
he network, but only in accordance with this part ofdS©*11783.

NOTE
the strateg

The CAN
of the bits
messages.
field, wher
29 identifi
message f

512 M

The CAN
(PDU). Th
applicatio

Priori

Exten

ase frame controllers do not respond to network mafiagement messages and are not able to support

for standardized communications.

ta frame is parsed into different bit fields, as shown in Figure 1. The number and par
in the arbitration and control field difféps between the CAN base and CAN extended fr
AN base frame messages, as shownifi.Figure 1 a), contain 11 identifier bits in the arbitra

bing
hme
[ion

as the arbitration field of CAN extended frame messages, as shown in Figure 1 b), conain
r bits. ISO 11783 has further defined the identifier bits in the arbitration field of the (AN
me formats. These definitions are given in Table 1.
ssage frame format aceording to ISO 11783 (ISO 11898-1 extended frame format)
xtended frame message, illustrated by Figure 1, encompasses a single protocol data ninit
PDU consists-0fseven predefined fields, assimilated from information provided by|the

layer:
s
edData Page (EDP),

ARYARY

Data.

Data Pasc (

DT,

PDU Format (PF),
PDU Specific (PS), which can be Destination Address (DA), Group Extension (GE) or proprietary;
Source Address (SA);

(See 5.2 for a detailed description of each field and 5.3 for PDU formats.)

© ISO 2014 - All rights reserved
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The
con
tha
infdrmation.

b) CAN extended frame format

Figure 1--— CAN data frames

- Maximum frame length with bit stuffing = 127 bits————————————————— P>
Arbitration field Control field Data field
<t 12 bits 6 bits —P
(S) Identifier $ llj r DLC Data field CRC ':gldK EOF
F 11 bits D | E 0 4 bits 0 to 64 bits 15 bits 2 bits 7 bits
Notit
< Bit stuffing » ¢ Stuffing:t—»
a) CAN base frame format
CAN data frame
¢———————————————————————Maximum frame length with bit stuffing = 150 bits >
Arbitration field Control field Data field
'« 32bits —— pla— Gbits —pla— 20 _L_Jp
S - S | - R ACK 5
of rser |Ro| ewer |Tic)cloo | ged®B | cme ] fea | For
F R |E D 2 bits
No bit
- Bit stufing————F————————————————P»<€—Stuffin >

fields are then packaged into one.CAN data frame and sent over the physical media to oth
Lrollers. The layers of the OSI model that ISO 11783 supports are shown in Figure 2. It

some parameter group definitions require more than one CAN data frame in order to|

er network
is possible
send their

© IS0 2014 - All rights reserved
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Originating Receiving
controller controller
v }
iy, o0, iy, o6 0
v !
Network Network
v : | !
Data link Data link

Logical link control

Medi

Table 1 sh
ISO 11783
A complets
ISO 11783,
is the first
the data bi

NOTE

When the ¢xtended data page (EDP) is equal to 1 and the data page (DP) is equal to 1, the CAN fr

is identifi

vehicles. Therefore, the processing of this specific CAN frame format does not follow the definit
specified ip ISO 11783 and-shall be in accordance with ISO 15765-3 (see 5.2.4).

(LLC)

v

bm access control
(MAC)

v

Physical

1 or more PDU

v

1 or more
CAN messages

1 or more PDU

}

1 or more
CAN messages

|

Figure 2 — Application of OSI model according to ISO 11783

Logical link cantral

(LLC)

)

Medium access control

(MAC)

!

Physical

bws the arbitration and control fields of the.29 bit identifier for CAN, 29 bit identifier for
and 11 bit identifier for CAN, and the use pfthe 11 bit identifier on an ISO 11783 netwprk.

definition for each of the bit field assignments according to ISO 11783 is given in 5.3. In
the CAN data frame data field is described as Bytes 1 to 8. Byte 1’'smost significant bit, Bjit 8,
bit sent closest to the data length.cade (DLC). Byte 8’sleast significant bit, Bit 1, is the la§t of
s to be sent and is closest to the(cyclic redundancy check (CRC) field. See Figure 3.

ase frame controllers can use.source addressing in their arbitration and control fields, but these
addresses afe not used by ISO 11783 controllers.

me

as an ISO 15765-3 formatted frame. ISO 15765-3 specifies diagnostics on CAN for rjoad

Table.Y— Mapping of ISO 11783 into CAN arbitration and control fields

ons

Bit nunles 29 bit identifier 11 bit identifier ‘
CAN SO 11783 CAN ISOT1783™
1 SOF SOFa SOF SOFa
2 [D28 P3 ID28 P3
3 ID27 P2 ID27 P2
4 ID26 P1 ID26 P1
5 ID25 EDP ID25 ID8a
6 D24 DP D24 [D7a
7 ID23 PF8 ID23 ID6a
a CAN-defined bit, unchanged in ISO 11783.
b Required format of proprietary 11 bit identifiers.
4 © ISO 2014 - All rights reserved
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Table 1 (continued)
29 bit identifier 11 bit identifier
Bit number

CAN 150 11783 CAN 1SO 11783 b

ID22 PF7 ID22 ID5a

ID21 PF6 D21 ID4a
10 1D20 PF5 1D20 ID3a
11 ID19 PF4 ID19 ID2a
12 1D18 PE3 IN18 ID1a
13 SRR (1) SRRa RTR (x) RTRa (d)
14 IDE (1) IDEa IDE (d) A IgEa
15 ID17 PF2 RO ‘D7 Rpa
16 ID16 PF1 pLca 2O pilc4
17 ID15 PS8 DLC3 n plc3
18 ID14 PS7 DLC2) DljC2
19 ID13 PS6 ¢ DLC1 DlC1
20 D12 PS5 O
21 ID11 PS4 O
22 ID10 PS3 N
23 1D9 ps2 N
24 ID8 PSS
25 ID7 _ (SAB
26 D6 _say
27 ID5 7 sa6
28 4 oM SA5
29 3 -~ SA4
30 D2 SA3
31 1 SA2
32 ~Jio SA1

<
33 C5" RTR (x) RTRa (d)
34 N r1 ria
35 A0 ro roa
365 DLC4 DLC4
é‘s? DLC3 DLC3
30 DLCZ DLCZ
39 DLC1 DLC1
a CAN-defined bit, unchanged in ISO 11783.
b Required format of proprietary 11 bit identifiers.

© IS0 2014 - All rights reserved
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SOF Start of Frame bit
ID## Identifier bit number (#)
SRR Substitute Remote Request
RTR Remote Transmission Request bit
IDE Identifier Extension bit
r# CAN reserved bit number (#)
DLC# Pate-hensth-Codebitrumber)
P# Priority bit number (#) according to ISO 11783
EDP Extended Data Page according to ISO 11783
SA# Source Address bit number (#) according to ISO 11783
DP Data Page according to ISO 11783
PF# PDU Format bit number (#) according to ISO 11783
PS# PDU Specific bit number (#) according to ISO 11783
(d) dominant bit
(r) recessive bit
(x) bit state dependent on message
Idertifier-p Data field >
r Bit 1 Bit 8 ‘l
DLC
U bits Byte 1 Byte 2 Byte 3 Byte'4 Byte 5 Byte 6 Byte 7 Byte 8 CRC
L Bit8 Bit 1 J
-Transmission sequenc P Time
Figure 3 — CAN data field
5.1.3 Parameter group-numbers (PGN)
Whenever [it is necéssary to identify a parameter group in the data field of a CAN data frame, this is
expressed |n 24 bits: The 24 bit value is sent least significant byte (LSB) first — see Table 2, also according
to which tHe niost significant byte (MSB) is sent third and the middle byte second and the LSB first.[The
24 bit PGN|isdetermined from the following constituent components: 6 bits set to zero, Extended [)ata

Page bit, Data Page bit, PDU Format field (8 bits), and PDU Specific field (8 bits).

The procedure for the bit fields to be converted to PGN is as follows. The six most significant bits of the
PGN are set to zero. Then the Extended Data Page bit, Data Page bit and PDU Format field are copied into
the next 10 bits. If the PF value is less than 240 (FO14), then the least significant byte (LSB) of the PGN is
set to zero. Otherwise, it is set to the value of the PS field. See Table 2 for an illustration of the PGN, their
corresponding bits and their conversion to a decimal number.

NOTE Notall 131 072 combinations (217) are available to be assigned as PGN. Only a total of 8 672 combinations
are available for assignment (calculated as: 2 pages x [240 + (16 x 256)] = 8 672, using the conventions specified
in this part of 11783). See ISO 11783-1 for the latest PGN assignments.

© ISO 2014 - All rights reserved
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Table 2 — Parameter group number (PGN) examples

PGN constituent components PGN
PGN (MSB) PGN PGN (LSB)
_se]i}t,tt%ilrd §er]13t},stteecind _ Sfli/ttFiI‘SSt l\;l;;l;f;;lzf ﬁﬁﬁgﬁtsl‘g; Ii(r)
in CAN data in CAN data | in CAN data Dec Hex PGs PGs manufacturer-
frame frame frame assigned
Bits |EDP| DP PF PS
8-3 |Bit2|Bit1l| Bits8-1 Bits 8-1
d 0|0 0 0 0 00000016 ISO
239 239
@ 0|0 238 0 60928 [00EE0016
@ 0O 239 0 61184 |00EF0016 1 240 MF
@ 0|0 240 0 61440 |00F00016 ISO
3840
( 0 0 254 255 65279 |00FEFF14 4080
0 0 255 0 65280 |00FF0016
256 MF
{ 0|0 255 255 65 535 |00FFFFy 4336
d 0 1 0 0 65536 |01000016
@ 0 1 238 0 126 464 |01EE0016 239 ISO
@ 0 1 239 0 126 7207 01EF001¢ 240 4576 MF
@ 0 1 240 0 126976 [01F00016
4096 ISO
( 0 1 255 255 131071 |01FFFFq¢ 8672
5.144 1SO 11783 support ofISO 11898-1 base frame format messages

Controllers on the ISO 11783 network may support the CAN base frame (11 bit identifief) message
format. Though these are-not compatible with the ISO 11783 message structure, to accomjnodate the
co-¢xistence of the twoformats, a minimum level of definition is given. This minimum defin}‘ion allows
confrollers that usethis format to not interfere with other controllers. CAN base frame format messages
are|defined as being proprietary. In reference to Table 1, the 11 bit identifier field is parsed|as follows:
thethree most'significant bits are used as priority bits; the eight least significant bits identify the SA of
the[PDU. Priority bits are described in 5.2.2. The SA is described in 5.2.7.

Incorrect bus arbltratlon can occur when two messages, one base frame and one extended frame, access

: e messages
than in the extended frame messages The message with an 11 bit 1dent1f1er (base frame) can have an
SA indicating a higher priority than that of the Extended Data Page bit, Data Page bit and PDU Format
of the 29 bit identifier (extended frame) message. The three priority bits should be used to achieve the
correct bus arbitration.

IMPORTANT — ISO 11783 defines a full strategy for standardized communications using the
extended frame format. Hardware conforming to ISO 11898-1 shall not be used on the network,
since these versions of hardware do not allow the extended frame messages to be communicated.

© ISO 2014 - All rights reserved 7
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5.2 Protocol data unit (PDU)

5.2.1 General

The applications and/or network layer provide a string of information that is assimilated into a protocol
data unit. The protocol data unit provides a framework for organizing the information that is essential
to each CAN data frame sent. The protocol data unit (PDU) of the ISO 11783 network shall consist of the
seven fields listed in 5.1.2 and specified below. These fields shall then be packaged into one or more CAN
data frames and sent over the physical media to other network controllers. There is only one PDU per
CAN data frame.

dq

NOTE

Certain of the CAN data frame fields are left out of the PDU definition because they are controlledenti

Jome PGN definitions require more than one CAN data frame for sending the corresponding data

rely

the

by the CAN specification and are invisible to all of the OSI layers above the data link layer. These include
the SOF, SRR, IDE, RTR, CRC, ACK and EOF fields, and parts of the control field. They are ‘defined by
CAN prototfol definition and remain unmodified by ISO 11783.
The PDU figlds (see Figure 4) are specified in 5.2.2 to 5.2.8.
Priority, EDP, DP, PF, PS, SA, Data
‘ No of bits 3., A, A, 8., 8.y 8. ..64...

5.2.2 Priority (P)

Priority bi
be globally
from highe
default for
priority to
A recomm
However, t
if the need

5.2.3 Exi

This bit is §ised in conjunction with the data page bit to determine the structure of the CAN identifig

the CAN dz
(See Table
expand the
address sp

Figure 4 — PDU fields

[s are used to optimize message latency.for transmission onto the bus only. They shc

masked off by the receiving controllef(ignored). The priority of any message can be
st, 0 (0002), to lowest, 7 (1113). The default for all control oriented messages is 3 (01157).
b1l other informational, proprietary,¥equest and NACK messages is 6 (1102). This permitg

uld
set
The
the

be raised or lowered in the future as new PGN values are assigned and bus traffic chan
ended priority is assigned toveach PGN when it is added to the application layer standa
he priority field should bereprogrammable to allow for network tuning by the manufactu
arises.

ended data page\(EDP)

ita frame. AHISO 11783 messages shall set the extended data page bit to ZERO on trans
3 for the defined uses of the EDP and DP fields.) It is possible that future definitions
PDU:kormat field, defining new PDU formats, expanding the priority field, or increasing
hee'.

es.
ds.
Fers

r of
mit.
will
the

5.2.4 Data page (DP)

The DP bit is used in conjunction with the EDP bit to determine the structure of the CAN identifier of
the CAN data frame. With the EDP set to 0, the DP bit selects between page 0 and page 1 of the PGN
descriptions. See Table 3.

© ISO 2014 - All rights reserved
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Table 3 — Definition of extended data page (EDP) and data page (DP) use

EDP DP
Bit 25 Bit 24 Description
CAN ID Bit 25 CAN ID Bit 24

0 0 ISO 11783 page 0 PGN

0 1 ISO 11783 page 1 PGN

1 0 ISO 11783 reserved

1 1 ISO 15765-3 defined PGN
NOTE The EDP and DP of the CAN 29 bit identifier being set to “11” identifies it as an ISO 15769-3 message.
Thig means that the rest of the CAN identifier is not set up as specified by ISO 11783; CAN frames following this

forn

5.2

PF i

assigned to the CAN data field. PGN are used to identify or label eommands, data, som

ack
tha
tha
dat
a pg
for

fieldl are used.

NOTI

Thd
oft

EXA
mar

5.2

Thd
will

hat are not described in ISO 11783.

5 PDU Format (PF)

s an 8 bit field that determines the PDU format and is one of the fields used to determi

howledgements and negative acknowledgements, as well as for idefitifying or labelling i
requires one or more CAN data frames to communicate the information. If there is more i
h can fit in eight data bytes, a multi-packet message is required to be sent. If there are e
h bytes, then a single CAN data frame is used. A PGN canrepresent one or more parame]
rameter is a piece of data such as engine rotations persminute. Even though a PGN label d
pne parameter, it is recommended that multiple parameters be grouped so that all 8 B

E B is the symbol for the unit byte, according'te IEC 60027-2.

definition of two proprietary PGN allowsboth PDU1 and PDU2 formats to be used. The int¢
ne proprietary information varies between manufacturers.

MPLE Even though two differentiengines can use a common set of standard PGNs, it is probg
ufacturer’s proprietary communications will be different from another’s.

6 PDU Specific (PS)

PS field is an 8 bit field'whose definition depends on its PDU format, which determines
be a DA or GE field See Table 4.

Table 4 — Definition of PDU Specific (PS) field

he the PGN
b requests,
hformation
nformation
jght or less
ers, where
an be used
of the data

rpretation

ble that one

whether it

PDU format PF PS
PDU1 0-239 Destination Address (DA)
PDU2 240-255 Group Extension (GE)

The DA field defines the specific address to which the message is being sent. Any other controller should
ignore this message. The global destination address (255) requires all controllers to listen and respond
accordingly as message recipients.

The GE field, in conjunction with the four least significant bits of the PF field, provides for 4 096 parameter
groups per data page. These are only available using the GE format PDU (PDU2).

NOTE

When the four most significant bits of the PDU format field are set it indicates that the PS

field.

field is a GE

In addition, 240 parameter groups are provided in each data page for use only in the destination-specific
format PDU (PDU1 format). In total, 8 672 parameter groups are available to be defined using the two
data pages currently available.

© IS0 2014 - All rights reserved
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This total is calculated as follows: [240 + (16 x 256)] x 2 = 8 672, with 240 representing the number of
PDU format field values available per data page (i.e. PDU1 format, PS field = DA), 16 the number of PDU
format values per GE value (i.e. PDU2 format only), 256 the number of possible GE values (i.e. PDU2
format only), and 2 the number of data page states (both PDU formats).

See also 5.3.

5.2.7 Source Address (SA)

The SA field is 8 bits long. There shall only be one control function on the network with a given source
address.

NOTE for address management and allocation, and procedures to prevent duplication of SA, see 1ISO.11743-5.
5.2.8 Data field
5.2.8.1 DatafromO0to8B

When eightt or less bytes of data are required for expressing a given parameter group, then all e
data bytes|of the CAN data frame can be used. It is recommended that 8 B beallocated or reserved
all PGN asdignments likely to expand in the future. This provides a means-of adding parameters edsily
and avoidihg incompatibility with previous revisions that only define(part of the data field. Once|[the

ght
for

number of
multi-pack
defined pa
is 9 or greg
3, so the CA
because t

group sub
data field.

5.2.8.2 D

When mor
this data i
parameter
bytes to tr|

bytes of data associated with a PGN is specified, it canndt be changed (and cannot bec¢me
et either, unless originally defined as such). The CAN-data length code (DLC) is set to|the
Fameter group “data length” value when it is 8 B or less; otherwise, when the PG data lerjgth
ter, the CAN DLC is set to 8. For example, the REQUEST PGN, 59 904, has a PG data length of
AN DLC is set to 3. An individual group function (see 5.4.6) shall use the same data field lerjgth

CAN identifier is always identical; while the:CAN data field is used to convey the spe¢ific
unctions. These group functions require mahny different interpretations based on the (AN

ata greater than 8 bytes

e than 8 data bytes are needed.to express a given parameter group, the communicatiop of

done in multiple CAN data:frames. The term multi-packet is used to describe this type of
group. A parameter group-defined as being multi-packet capable, having less than nine data
hnsfer in a specific instance, shall be sent in a single CAN data frame with the DLC set to 8.

When a pa
protocol fu
and close ¢
transfer ca
containing
and hands

AllCAN da

data bytes a

rticular parameter’gioup has nine or more data bytes to transfer, then one of the transport
nctions are used.-The transport function connection management capability is used to sef up
put the commanication of the multi-packet parameter groups. The transport protocol data
pability is«used to communicate the data itself in a series of CAN data frames (packets)
the “packetized” data. Additionally, the transport protocol function provides flow conftrol
aking'capabilities for destination-specific transfers (see 5.10 and 5.11).

afsames assoc1ated w1th a partlcular multi- packet response shall have a DLC of 8. All unysed
S k nes

multi-packet messages that have a Varlable and or fixed number ofpackets The PGN for active dlagnostlc
codes is an example of a multi-packet message that has a variable number of packets. Parameter groups
that are defined as multi-packet only use the transport protocol when the number of data bytes to be
sent exceeds eight in number.

5.3 Protocol data unit (PDU) formats

5.3.1 General

The available PDU formats, illustrated in Figure 5, are defined as PDU1 (PS = DA) and PDU2 (PS = GE).
PDU1 allows for direction of the CAN data frame to a specific destination address (control function);
PDU2 only communicates CAN data frames that are not destination-specific. Two separate PDU formats
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are created to provide more possible parameter group number combinations while still providing for
destination-specific communications. Proprietary parameter group definitions are assigned so that
both PDU formats can be used for proprietary communications. A standardized method for proprietary

communications is defined to prevent possible conflicts in identifier usage.

The definition of proprietary Parameter Group Numbers has been established allowing both PDU1 and
PDU2 Formats to be used. The interpretation of the proprietary information varies by manufacturer.

5.3

Thd
des

PDL

PDU
me;

Figlire 6.

2 PDU1 format

Figure 5 — Available PDU formats

|1 format messages can be requested or sent as\unsolicited messages.

Priority, EDP, DP, PF, PS(DA), SA, Data
No. of bits < A weoleccs 8., 8., 8., B4
a) PDU1
Priority, EDP, DP, PF, PS(GE), SA, Dat
No. of bits < A oleccr 8., 8. -1, ..64].
b) PDU2

29 bit Identifier

PDU1 format provides for applicable parameter groups to be sent to either specifif or global
fination(s). The PS field contains a DA.

I1 format messages are determined by the'PF field. When the value of that field is 0 fo 239, the
sage is in the PDU1 format. The format of the PDU1 message is illustrated by Figure 5. See also

a

Currently, 2 x 240 = 480.

© IS0 2014 - All rights reserved

Available for PDU1 format ®

Figure 6 — PDU1 format

Priority E | DP PF PS (DA) SA
D
P
0 0 0 - 0 0
C] | |
7 239 255 255
e
\ /
e
PGN
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Parameter groups requiring a destination (PDU1) and minimal latency start at PF = 0 and increment
towards x (or x1) as shown in Table 7.

Parameter groups requiring a destination where latency is not critical start at PF = 239 and decrement
towards x (or x1) as shown in Table 7.

A PF equal to 239 (Extended Data Page bit = 0 and Data Page bit = 0) is assigned for proprietary use. In
this case the PS field is a destination address (see 5.4.6). The PGN for Proprietary A is 61 184.

5.3.3 PDU2 format

The PDU2 format can only be used to communicate parameter groups as global messages. PDU2 fornat
messages dan be requested or sent as unsolicited messages. Selection of the PDU2 format at the\tithe a
PGN is assigned prevents that PGN from ever being able to be directed to a specific destination- The PS
field contalns a GE.

PDU2 formjat messages are defined as being those where the PF value is equal to 240 te, 255 (see Tabl¢ 5).
The format of the PDU2 message is illustrated by Figure 5. Also see Figure 7.

29 bit Identifier

Priority E | DP PF BS (GE) SA
D
P
0 0 240 0
1 e .
pages
7 255 QI2RS 255
240
16
pages
sis of 256
\ J
e
PGN

Available for PDU2 format ?

a Currently=2 x 16 x 256 =8 192

Figure 7 — PDU2 format

The PGN of messages that are sent at fast update rates (generally less than 100 ms) start at PF = 240 and
increment towards y (or y1) as shown in Table 7.

The PGN of messages that are only requested, sent on change, or are sent at slow update rates (generally
greater than 100 ms) start at PF = 254 and decrement towards y (or y1) as shown in Table 7.

A PF equal to 255 (Extended Data Page bit = 0 and Data Page bit = 0) is assigned for proprietary use. The
PS field is left to be defined and used by each manufacturer (see 5.4.6). The PGN for Proprietary B covers
the range 65 280 to 65 535.

12 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=77fde902805056de436bfd1b2ae30516

5.4

5.4.
The

1SO 11783-3:2014(E)

Message types

1 General

re are five message types currently supported:
Commands;

Requests;

Broadcasts/Responses;

The
for
Req

RTH
wit
of if
wit

Multi-byte parameters that appear in the data field of a CAN data frame shall be placed least

byt
plad

5.4

The
des
recq
can
and

5.4

The
or f

Acknowledgements;
Group Functions.

specific message type is recognized by its assigned PGN. The RTR bit (defined in the CA
Femote frames) is not to be used in the recessive state (logical 1). Therefore, Remote Tr
uest (RTR = 1) is not available for use in the ISO 11783 network.

Y was meantto “request” a specific CAN object by simply announcingitSCAN identifier ont
hout any data bytes. Since ISO 11783 uses part of the CAN identifier for message priorit
for Source Address, this mechanism will cause conflicts. A device is not allowed to send
n another device’s SA. A separate request mechanism existsin ISO 11783. See 5.4.3.

b (LSB) first. Exceptions are noted where applicable<(ile. ASCII data). If a 2 B parameter
ed in Bytes 7 and 8 of the CAN data frame, the LSBavould be placed in Byte 7 and the MS

2 Command

fination from a source. The destination is then supposed to take specific actions ba
eption of this command message-type. Both PDU1 (PS = DA) and PDU2 format (PS = GE
be used for commands. Example-command modes include Transmission Control, Addrg
Torque/Speed Control.

3 Request

Request message.type, identified by the PGN, provides the ability to request informati
rom a specific-déstination. Requests specific to one destination are known as destina

N protocol
insmission

he network
y and part
a message

significant
were to be
B in Byte 8.

command message type categorizesithose parameter groups that command a specific or global

ced on the
messages
ss Request

bn globally
ion-specific
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requests. The information below assigns a PGN to the Request PGN parameter group. The information
is in the same format as parameter group definitions in ISO 11783.

Parameter group name: REQUEST

Definition: used to request a parameter group from a network control func-
tion or control functions

Transmission repetition rate:  per user requirements, generally recommended that requests
occur no more than two or three times per second

DatqTength: 3 B(The CAN frame for this PG shall set the DLC to 3.)

Datq page: 0

PF: 234

PS: DA (global or specific)

Defqult priority: 6

Pargmeter group number: 59904 (00EA0016)

Bytgs:1, 2, 3 PG(i\I l;eing requested (see 5.1.3-0r field definition and byte
order

Table 5 lists the request/response possibilities for PDUL and PDU2 format PGN. It clarifies that|the
originating control function of a message determines“whether the destination is specific or glgbal,
based on whether the request was to a specific or global DA. Table 5 also illustrates that for unsolicjted
messages fhe originating control function can transmit to a specific or global DA for PDU1 and PPU2
PGN with more than 8 B. For PDU2 PGN with-8 B or less, the originating control function can only send
the data glpbally.

14 © ISO 2014 - All rights reserved
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Table 5 — PDU1 and PDU2 transmit, request and response requirements

Fofn?zlllt of Data length of Request
Requested PGNin| PGN 59 904 or other Response TP used
Requested Bytes applicable PGNs
PGN y pp

1 <8 DA specific DA specific Not allowed
1 <8 DA global DA global Not allowed

DA global Not allowed
1 <8 None

DA specific Not allowed
1 >8 DA specific DA specific RTS/G1|S
1 >8 DA global DA global BAM

DA global BAM
1 >8 None

DA specific RTS/CT|S
2 <8 DA specific DA global Not allowed
2 <8 DA global DA global Not allowed
2 <8 None DA global Not allowed
2 >8 DA specific DA specifig RTS/CT|S
2 >8 DA global DArglobal BAM

DA global BAM
2 >8 None

DA specific RTS/CT|S

Genjeral rules of operation for determining whether to send’a PGN to a global or specific destination
a) |Ifthe request or applicable PGN is sent to a global address, then the response is sent to a global addresk.

A NACK (see 5.4.5) is not desired as a response to aglobal request. However, there may be situations where a NACK
h global request is allowed.

fo

b) |Ifthe request or applicable PGN is sent to-aispeécific address, then the response is sent to a specific addfess.

=

A NACK is required if the PGN is not supported.
If the data length is 8 B or more, the transport protocol RTS/CTS shall be used for the response to a spedific address.
Exceptions:

1+ PDU2 format PGN with 8 B or less can only be sent to a global destination because there is no|destination
addpress field in the PDU2 fofmat.

1+ The Address Claimy’PGN is sent to the global destination address even though the request for it was]to a specific
destination address fs€e/SO 11783-5).

c) |For periodic_broadcasts or unsolicited messages, PDU1 or PDU2 format PGN can be sent to a globall or specific
desfination addréss.

Exception:

+ 7 "PDU2 format PGN with 8 B or less can only be sent to a global destination because there is no[destination
address/field in the PDU2 format.

d) Exceptions to these rules do exist, as can be seen from the above. The exceptions are noted in the applicable
document in the section in which the PGN is defined. Two different types of exceptions are included:

—  When the response destination address does not specify the source address of the request. One example has
been noted above (e.g. Address Claim PGN).

—  The PGN does not support all forms of the available addressing, i.e. some PGN are not designed to support the
address capability that is available for PDU1 or PDU2 format messages.

Table 6 gives two examples of how the Request PGN is used.
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Table 6 — Use of specified fields in ISO 11783 PDU1 format

Message type PGN PS (DA) SA Data 1l Data 2 Data 3
Global Request 59904 255 (Responder) SA1 (Requester) | PGN LSBa PGN PGN MSB a
Specific Request | 59904 | SA2 (Responder) SA1 (Requester) | PGN LSBa PGN PGN MSB a
a The parameter group number (PGN) in the data field is used to identify the information being requested.

A response is always required from a specified destination (not global), even if it is a NACK indicating
that the pafrticular PGN value is not supported. A global request shall not be responded to with aNACK

when a par

dq

J

NOTE 1

The Reque
group is s
response t
control fun
the contro
send the A
remaining
(see 5.4.5).
by using th

NOTE 2

Ifa control
timeout, th
specific Re
If the cont
third retry
or the cont
attempting

5.4.4 Br¢adcast/Response

The Broad
control fun

5.4.5 Acknowledgement

There are 4
It consists
controller.

‘[Not supported” above means that the PG is not transmitted.

ticular PGN is not supported by a control function.
ome PGN are multi-packet, so several CAN data frames can occur for a single request.

5t PGN can be directed to a specific destination address to determine if a specific paramgeter
ipported (i.e. does the requested destination address transmit the specific group?). [The
b the request determines whether the PGN is supported. If it is supported then the receiying
ction shall send the requested information. If the Acknowledgement PGN is appropriate, then
byte shall be set to 0 or 2 or 3. If it is not supported, the receiving control function shall
rknowledgement PGN with the control byte set to one, for Negative Acknowledgement. [The
portions of the ISO 11783 PDU format and parameter groupsshall be filled in appropriaftely
It is not possible to determine whether a control function'acts upon the PG (when receiyed)
is method.

nse
br a
hes.
the
fion
fore

function fails to receive aresponse (either the PGN or NACK) to a Request within the Respg
en the control function can resend or retrysthe same Request. The number of retries f
quest should be limited to two (2) retries;-iie. the Request is issued a total of three (3) tiq
Fol function fails to receive a response'\(either the PGN or NACK) to the Request after
then the control function should abandon further request attempts for the same informa
rol function can wait for an extended period of time (minutes rather than seconds) be
to request the same information:

fast/Response message type can be either an unsolicited broadcast of information from a
ction or the response to a command or request.

col.
one
heir

wo forms-of acknowledgement available. The first form is provided for by the CAN protd
of anin-frame” acknowledgement confirming that a message is received by at least
[maddition, messages are further acknowledged by the absence of CAN error frames. T

..... acthat o211 Py

absence ac

do Baiarad-an PPN +ad £ Horc o Iza. 1 aca rrah l
MNTUVV u,us\,o LIIdlU dI11r UlIlicr PUVV ClItLUdITu LUIITICLLLU LUITIVT UTICT O Tl lIvoeu Liic Au\,ooas\, CUITTGC vt y-

Thesecond form ofacknowledgementisaresponse ofa“normalbroadcast” or “ACK” or “NACK” toa specific
command or request as provided for by an application layer. The definition of the Acknowledgement
parameter group is shown below. The type of acknowledgement required for some parameter groups is
defined in the applications layer.

For Group Function parameter groups (see 5.4.6) the Group Function Value parameter allows a control
function to identify the specific group function that is being acknowledged. The Group Function Value
is unique to each Group Function PG. It is desirable that the Group Function Values only use the range 0
to 250.

Each form of Acknowledgementincludesanaddress acknowledge byte that contains the source address of

the originator of the request that the Acknowledgement is directed towards. For maximum compatibility
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with SAE ] 1939, the address acknowledge field is a duplicate of the PS field. The parameters, in byte 5,
are Address Acknowledged, Address Negative Acknowledgement, Address Access Denied, and Address

Busy.

Parameter group name:

Definition:

Transmission repetition rate:

ACKNOWLEDGEMENT

parameter group used to provide a handshake mechanism
between transmitting and receiving control functions

upon reception of a PGN that requires this form of acknowledge-
ment

Data length:
Data page:
PF:

PS:

Control byte:

Value

Default priority:

Parameter group number:

Data ranges for parameters used by this messageitype:

Oto3

4 to 255

Group Function 0 to 250

251 to 255

Positive Acknowledgement: control byte = 0

8B
0

232

DA

6

59 392 (00E8001¢)

See definitions below.
Reserveddor assignment in a future International Stapdard.

Definition is specific to the individual PGN, when applicable.
Meost often it is located as the first byte in the data field of the
applicable Group Function parameter group.

Follows the conventions defined in ISO 11783-7.

Byte: 1 Control byte = 0, Positive Acknowledgement (ACK)

Byte: 2 Group Function Value (if applicable) (see 5.4.6) otheryise FF1¢

Byte: 3to4 Reserved for assignment in a future International Stapdard;
sendeach ofthese ]r\yfnc as Eplu

Byte: 5 Address Acknowledged

Byte: 6 PGN of requested information (8 least significant bits of
parameter group number, Bit 8 most significant bit)

Byte: 7 PGN of requested information (second byte of parameter group
number, Bit 8 most significant bit)

Byte: 8 PGN of requested information (8 most significant bits of

© IS0 2014 - All rights reserved
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Negative Acknowledgement: control byte = 1

Byte: 1 Control byte = 1, Negative Acknowledgement (NACK)
Byte: 2 Group Function Value (if applicable) (see 5.4.6) otherwise FF1¢
Byte: 3to4 Reserved for assignment in a future International Standard,

send each of these bytes as FF1¢

Al AL b Al 1 1 .
AUUTLTSS INTEdLIVE ALRKITIUWICUGSCIITIIU

Ut

Byter

Bytd: 6to8 PGN of requested information (see above)

Accqgss Denied: control byte = 2

Bytd: 1 Control byte = 2, Access Denied (PGN supported but security
denied access)

Bytd: 2 Group Function Value (if applicable) (see 5.4.6) otherwise FFj¢

Bytq: 3to4 Reserved for assignment in.a future International Standard,

send each of these bytestas’FF1¢
Bytq: 5 Address Access Denied

Bytd: 6to8 PGN of requestedinformation (see above)

Canipot Respond: control byte = 3

Bytq: 1 €ontrol byte = 3; Cannot Respond (PGN supported but ECU is
busy and cannot respond now, re-request the data at a later
time)

Bytq: 2 Group Function Value (if applicable) (see 5.4.6) otherwise FFjg

Bytq: 3¢o 4 Reserved for assignment in a future International Standard,

send each of these bytes as FF1¢

Bytd: 5 Address Busy

Byt . 6t 8 PGN of rnqnncfnﬂ information (cnn ::hnvn)

5.4.6 Group Function

The Group Function message type is used for groups of functions (proprietary functions, multi-packet
transport functions and network management functions (ISO 11783-5) Virtual terminals (ISO 11783-6),
task controllers (ISO 11783-10), file servers (ISO 11783-13) and sequence controllers (ISO 11783-14) use
Group Function messages.

Each group of functions is recognized by its assigned PGN. The function itself is defined within the data
structure (typically the first byte of the data field). More detailed explanation of the group function’s
proprietary and transport protocol is given in the following sub clauses. The proprietary group function
provides a means of transmitting proprietary messages in a way that eliminates CAN identifier usage
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conflicts between different manufacturers. It also provides a means for receiving and distinguishing
proprietary messages for use when desired. Group functions can provide their own request, ACK and or
NACK mechanisms if the messages defined in this part of ISO 11783 are not sufficient.

A request using PGN 59 904 (see 5.4.3) can be used to determine if a specific parameter group of the
Group Function message type is supported. If supported, then the receiving control function sends the
Acknowledgement PGN with the control byte equal to zero for Positive Acknowledgement, or equal to
two for Access Denied or equal to 3 for Cannot Respond. If not supported, the receiving control function
sends the Acknowledgement PGN with the control byte set to one, for Negative Acknowledgement. The
remaining portions of the ISO 11783-specified PF and parameter group shall be filled in appropriately

(see

5.4.5)

NO1
fun

NO1
two
fun

mesjsage is used is at the option of the manufacturer, as is the use of proprietaryxmessages. Use of
mesjsages during normal operation should be minimized; where the sum of Proprietary A, A2,and B p
not pxceed 2 % of the network capacity (see Annex D).

E1 “Notsupported” means thatthe PG is not transmitted. It is not possible to determine whetlIxer a control

tion acts upon the PG (when received) by using this method.

E2 The data length of Proprietary A, A2 and B messages may be set by each mantfacturey. Therefore,
manufacturers may use the same GE value and it can have a different data lengthycode. Receiying control
tions of this information need to differentiate between the two manufacturers.\How the datalfield of this

Parameter group name: PROPRIETARY A

Definition: Proprietary PG that uSes’destination-specific PDU Format to
allow manufacturers.to direct their proprietary comrhunica-
tions to a specificidéstination control function.

Transmission repetition rate: per user requirements

Data length: 0 to 1 785/B (multi-packet supported)
Data page: 0

PF: 239

PS: DA

Default priority: 6

Parameter grouphumber: 61 184 (00EF0016)

Bytes 1to8: manufacturer-specific use (see 5.2.8)

Dataranges for parameters used by this group function: none defined by ISO.

© IS0 2014 - All rights reserved
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Parameter group name: PROPRIETARY A2

Definition: Proprietary PG that uses destination-specific PDU Format to
allow manufacturers to direct their proprietary communica-
tions to a specific destination control function.

Transmission repetition rate: per user requirements

Data length: 0 to 1 785 B (multi-packet supported)
Datq page: 1

PF: 239

PS: DA

Defqult priority: 6

Pargmeter group number: 126 720 (01EF001¢)

Bytes 1to8: manufacturer-specific use (see 5.2.8)

Datd ranges for parameters used by this group function:none defined by ISO.

Pargmeter group name: PROPRIETARY-B

Defipition: Proprietary PG that uses the PDU2 Format message to allow
manufacturers to define the PS (GE) field content as they dedire.

Trarjsmission repetition rate: per user requirements

Datd length: 0 to 1 785 B (multi-packet supported)
Datq page: 0

PF: 255

PS: GE (manufacturer-assigned)

Default priority: 6

Pargnieter group number: 65 280 to 65 535 (00FF0014 to 00FFFF14)

Bytes 1to8: manufacturer-defined usage (see 5.2.8)

Data ranges for parameters used by this group function:

Manufacturer-defined usage results with the data length code being unique per com-
ponent supplier and source address. Caution should be taken when using the Propri-

etary B parameter group (PGN = 65 280) because multiple source addresses can use

the same Proprietary B PGN value for different purposes.
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7 Request2

The Request2 PG has the added capability of specifying whether the receiving control function uses the
Transfer PGN 51 712. By specifying that the receiving control function use the Transfer PGN, it provides
the ability for the receiving control function to report the data set for all control functions it is tasked
with reporting (see 5.4.8), including that which the receiving control function would normally report
upon receiving the same PGN requested in PGN 59 904 (properly formatted for TRANSFER PGN) and the
data set for each control function it is tasked to report. For instance, if the Use Transfer PGN parameter
is yes (017), the response shall include all known data relative to the requested PGN. When Use Transfer
PGN is 007, the effect of the Request2 PGN is the same as the Request PGN (59 904). The response to

the

qu11p<f7 when the UUse Transfer PGN pr}nnlc 00, is not sent using the Transfer PGN _an

d it is sent

exa
infq

Thd
rep

EXA

Ctly the same as it would be had the request been made using the Request PGN (i.e. PGN'S
rmation below assigns the PGN to the Request2 parameter group.

Request2 and Transfer PGN are required in cases where a given control function is t
brting a PGN and data about more than one control function.

MPLE ECU identification information, Component ID and Software Identification PGN. §

example in 5.4.8. If a control function fails to receive a response (either the PGN or NACK) to a Reg

the
asp
cont
the
can
infol

Response timeout, then the control function can resend or retry the same Request. The number
ecific Request should be limited to two (2) retries, i.e. the Request is,issued a total of three (3)
rol function fails to receive a response (either the PGN or NACK) to-the Request after the thirg
control function should abandon further request attempts for the same information or the cont
wait for an extended period of time (minutes rather than secénds) before attempting to requg
Fmation.

b 904). The

hsked with

ee also the
uest within
f retries for
fimes. If the

retry, then
rol function
st the same
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The support of REQUEST?2 is optional.

Parameter group name: REQUEST2

Definition:

Used to request a PGN from network control function or control

functions and to specify whether the response uses or does not

use the Transfer PGN.

Transmission repetition rate:  Per user requirements, generally recommended that request

occur no more than 2 or 3 times per second. When a control

S

function supports Request2, a NACK is required if the PG being

asked for with a destination-specific address is not supporitef,
see PGN 59 392.
Datd length: 8 B (multi-packet supported)
Datq page: 0
PF: 201
PS: destination-specific (global or specific)
Defqult priority: 6
Pargmeter group number: 51 456 (00C9001¢)
Bytes1to3: Requested PGN
Byte 4: Special instructions
Bits 3 to 8: Reserved for assignment in a future International Standard
Bits 1 to 2: Use Transfer PGN for response (002 = No, 017 = Yes, 102 = Un(le-
fined, 112'= Not Allowed)
Bytes 5to8:  Reserved for assignment in a future International Standard
5.4.8 Transfer
The Transfier PGN provides@aniéchanism for reporting multiple data sets for a given PGN in response to
Request2 (kee 5.4.7) These multiple sets of data for a given PGN require that each data set have a lerjgth
and be labe¢lled with fourbytes from the ISO 11783-5 NAME. The four bytes of the NAME identify dach
control furjction. The,€ontrol function responding to the request shall report the same informatiqn it
would with PGN 59:904 as the first data set in this response. If a control function only has one datq set
then it shall respond with the one data set utilizing the Transfer PG.
The Requdstt—and—ranster PEA—re el enseswhere aoivenconbrol bunebonstasked b ith

reportinga PGN and data about more than one control function. Examples include PGN such as Implement

22
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Identification, Component ID and Software Identification. The information below assigns the PGN to the

Transfer parameter group.
Parameter group name:

Definition:

Transmission repetition rate:

TRANSFER

Used for transfer of data in response to a Request2 when “Use

Transfer PGN for Response” is set to Yes.

in response to a Request2 PGN with “Use Transfer PGN” = 01

Data length: 9 to 1 785 B (multi-packet supported)
Data page: 0

PF: 202

PS: DA (specific or global)

Default priority: 6

Parameter group number:
Bytes 1 to 3:

Byte 4:

Bytes 5 to 8:

Byte 5: Bits 4 to 8
Bits1to 3
Byte 6: Bitsd'to 8
Byte 7: Bits 2 to 8
Bit 1
Byte 8: Bit 8
Bits 5to 7

Bits 1 to 4

51712 (00CA0016)

a) PGN requested by Request2 (see Table 2 for PGN or

b) Length of data for thesreported PGN associated to t
function identified(e.g. Control function in bytes 5-8
value is the total‘ef-this byte, length of identity bytes
5-8), and the associated PGN data. So the length is b -

dering)

he control
. Length

i.e. bytes
c+d.

c) Identity-of control function associated to the PGN ajnd data

(i.e. Control function identity)

Function Instance (most significant at Bit 8)
ECU Instance (most significant at Bit 3)
Function (most significant at Bit 8)

Device Class (most significant at Bit 8)
Reserved

Self Configurable Capable

Industry Group (most significant at Bit 7)

Device Class Instance (most significant at Bit 4)

|

Dzt [aWS
U_yI.CD 7 LU A,
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“Control function Identity,” Length, and “PGN request
Request2’s data” (See format definitions below.)

contain:
ed by
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Format a

a

b f

,b,c,d,b,c,d,b,c,d..:

PGN requested by Request2 when transfer mode is set to Yes;

irst data set — length of concatenated control function identity and associated PGN data

(length=b +c +d);

i

(@]

dentity of control function to which field d is associated;

AL

EXAMPLE
trailer. Anot
“Use Transf

BAM trf

if the r¢

not utilizing the Transfer PGN.

5.5 Mes

The CAN ds
field deter
priority, w
assignmen

5.6 Bus

When the
transmit f1
using the G
time is lost

5.7 Cont

During arh

becond data set — length of concatenated control function identity and associated RGN d

e A aYal s £, L . 1 £ b
CUUTLCU T'UIN Udld TUTI SPTCITIC COUTILT UT TUIICLIUIIL,
dentity of control function to which field d is associated;
‘equested PGN data for second specific control function.
For a given vehicle, the engine control function knows the VIN numbers for the tractor and

her control function sends the Request2 directed to the global destination, requesting the VIN
br PGN” set to 01. The response from the Engine might be

hnsfer of the Transfer PGN reporting the VIN for the tractor and\WVIN for the trailer, or

bquest had the “Use Transfer PGN” set to 00, a response of BAM transfer of the VIN for the tractoj

sage priority
ita frame priority shall be in accordance with 1ISO 11898-1. The value within the CAN ident

hile the largest CAN identifier is the-lowest priority (the 29 bit identifier set to all ones).
Ls are identified in the application'layer following the guidelines given in 5.9.

ACCESS

bus is free, any controller can start to transmit a frame. If two or more controllers star]
ames at the same time, the bus access conflict is resolved by contention-based arbitra
AN data frame identifier. The mechanism of arbitration ensures that neither information
. The originatifig controller with the frame of the highest priority gains bus access.

fention<based arbitration

itration, every originating controller compares the level of the bit transmitted with

hta;

the

vith

but

fier

mines the message priority. A low value-{the 29 bit identifier set to all zeros) is the highest
The

t to
fion
nor

the
hen

level that i

5 pnitored on the bus. If these levels are equal, the controller can continue to send. W|

a recessive

level IS sent and a dominant level 1S monitored, that controller 1oses arpitration and

all

withdraw without sending another bit. When a dominant level is sent and a recessive level monitored,
that controller detects a bit error.

5.8 Error detection

The following measures are provided for detecting errors:

bus;

bit cyc

24

variabl

lic redundancy check (CRC);

e bit stuffing with a stuff width of 5;
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frame format check.

NOTE For a more detailed explanation of these error detection techniques, see ISO 11898-1.
5.9 Assignment process for SA and PGN
5.9.1 General

The protocol data units that are available provide for the two formats, PDU1 and PDU2. Parameter
groups are assigned specifically to use either the PDU1 or PDU2 format. Once a format is assigned, the

P

oth
nec
sha

Inad

erforTTat s ot avaitabte for that parameter group—The PBU T formmat stattbeusedwh
bssary to direct a parameter group to a specific destination. The assignment of a parai
1 be done using the following characteristics:

priority,

update rate,

importance of the data in the packet to other network control functions,
length of the data associated with the parameter group.

rder to help with this assignment process a request form istavailable for use when requ|

prid
tun
PGN

bro

Mes
con
a de

Pre
imp

PGN
and|
gre

5.9

SA ¢r PGN assignments.
Tab[e 7 provides a template for assigning PGN. Note that.the priority column is used to assig

rity value for each PGN. The priority field may be psogrammable for each PGN value so th
ng can be performed by an OEM (original equipment manufacturer), if necessary. Alt
[ can be requested, requests are strongly dis¢ouraged for messages that are already g
hdcasted.

sages shall be assigned a PGN that requires a destination only if it is a parameter intended
frol (command) one of several specific-control functions. Otherwise a PGN shall be select
stination so that any control funetion can access the parameters within the message.

ferred SA are assigned in atlinear fashion without concern for message priority, upd:
ortance.

[ are assigned linear}y\to the various sections in Table 7 based on the criteria provided
SA Request form.MNgte that multi-packet messages are not permitted when the repeti
hter than or equalto 10 Hz.

2 Address-assignment criteria

The
ma

number-of unassigned addresses in ISO 11783 is limited and new address assignmern
e efficiently. The maximum number of addresses assigned within the system shall not ¢

Additions to the address definitions shall therefore be limited to units that provide specifi

pnever it is
eter group

esting new

n a default
at network
hough any
eriodically

to directly
ed without

ite rate, or

in the PGN
Fion rate is

ts shall be
xceed 256.
c functions

within the tractor or implement. Examples of specific functions include the currently defined addresses
for engine, transmission, brakes and fuel system. Functions proposed for new address assignments
within this International Standard should have a scope similar to currently defined addresses and be
useful to most ISO 11783 users.

ISO 11783 controllers shall support address self-configuring in accordance with ISO 11783-5.

5.9.3 Parameter group assignment criteria

The number of unassigned parameter groups available in ISO 11783 is limited when compared to
the large number that might be proposed for forestry or agricultural applications. The need for large
numbers of parameter groups is alleviated by features incorporated into ISO 11783. Three primary
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communication methods exist within ISO 11783, the appropriate use of each of which allows effective
use of the available parameter groups:

— PDU1 format (PS = DA, allowing destination-specific communications);
— PDU2 format (PS = GE);
— proprietary communications using two predefined proprietary PGN.

Each of these methods has an appropriate use. Destination-specific parameter groups are needed where
the same message can be directed to one or another destinatlon A torque control message 15 defined in
[SO 11783 prhie ent

PDU2 formpt communications apply in several situations, including messages sent from single’'opmultfiple
sources to p single destination, and those sent from single or multiple sources to multiple destinatipns.
PDU2 commmunications cannot be used where a message is to be sent to one or anotherdestination pnd
not to both.

Proprietary communications are provided by the use of the proprietary PGN. Different PGN Have
been assigned for non-destination-specific proprietary communications andyfor destination-spegific
proprietary communications. This allows for two alternative functions:

a) aspeclfic source can send its proprietary message in a PDU2 Format{(non-destination-specific) with
the PSffield identified as desired by the user;

b) use of PDU1 format (destination-specific) allowing for situations where a diagnostic tool directs its
commyinication to a specific destination out of a possible@roup of controllers.

EXAMHLE An engine uses more than one controller but wants to be able to perform diagnostics while all
of its cqntrollers are connected to the same network. Intthis case the proprietary protocol needs to be abje to
be destfination-specific.

Proprietary communications are useful in two situations:

— when it is unnecessary for standardized communications;
— when it is important to communjcate proprietary information.

Much of th¢ communication between controllers constructed by a single manufacturer does not reqpire
standardization. The informatier/ that is communicated is not generally useful to other controller$ on
the network. In this situatipn\the proprietary parameter group can be used.

When parajmeter group@ssignmentis contemplated, proprietary,and then PDU2 format communicat{ons
methods should be cowsidered. If proprietary information is being communicated, or if the information
to be communicated\is not of general interest, the proprietary method should be used. If the information
is of genergl interest and does not require direction of the message to a particular control functidn, a

destination PDU1 format parameter group assignment should be sought.

5.9.4 Data field definition

Minimizing message overhead with CAN-based systems requires full use of the data field (all 8 B). Except
in the case of very time critical messages, related parameters should be grouped to fill the eight-byte
data field. Following this principal conserves PGN for future assignment. Strong justification is needed
to allow definition of parameter groups that result in sparsely used data fields.
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Table 7 — ISO 11783 PGN template

Legend:
EDP = Extended Data Page (1 bit)
DP = Data Page (1 bit) GE = Group Extension (8 bits)
PF = PDU Format (8 bits) P = Priority (3 bits)
PS = PDU Specific Field (8 bits) NA = Not Allowed
DA = Destination Address (8 bits) un = Undefined
PGN = Parameter Group Number (3 bytes)
EDP DP PF PS Parameter Group Definition Multipacket PGN
0 0 0 DA PDU1 Format - 100 ms or less NA 00
0 0 1 DA \L 25
Boundary x /]\
0 0 238 DA PDU1 Format - Greater than 10Q ms Allowed 60928
0 0 239 DA PDU1 Format - Propri€tary’A Allowed 61184
0 0 240 0 PDU2 Format - 100 ms or less NA 61440
0 0 240 1 \L 61441
Boundary y
0 0 254 254 T 65218
0 0 254 255 PDU2 Format - Greater than 100 ms Allowed 65279
0 0 255 un PDU2 Format - Proprietary B Allowed 65280-45535
0 1 0 DA PDU1 Format - 100 ms or less NA 65536
0 1 1 DA \L 65792
Boundary x1
0 1 238 DA PDU1 Format - Greater than 100 ms Allowed 126464
0 1 239 DA PDU1 Format - Proprietary A2 Allowed 1267R0
0 1 240 0 PDU2 Format - 100 ms or less NA 126976
0 1 240 1 \L 126977
Boundary y1
0 1 254 254 T 130814
0 254 255 PDU2 Format - Greater than 100 ms Allowed 1308[15
0 1 255 un PDU2 Format - Proprietary B Allowed 130816-131071

5.10 Transport protocol functions

5.10.1 General

Transport protocol functions are described as a part of the data link layer with the recognition that the
Transport protocol functionality is subdivided into two major functions: message “packetization” and
reassembly, and connection management. These are described in the following subclauses, in which the
term originating control function corresponds to the control function that transmits the Request to Send
message, and receiving control function corresponds to the control function that transmits the Clear to
Send message.
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There are two kinds of transport protocol functions. For messages greater than 8 B and up to 1 785 B
in length, transport protocol functions are used. If the message length is greater than 1 785 B, then
extended transport protocol functions are necessary. The transport protocol functions are harmonized

with SAE but the extended transport protocol functions are not (see 5.11).

5.10.2 “Packetization” and reassembly

5.10.2.1 General

Messages greater than 8 B in length are too large to fit into a single CAN data frame. Therefore, they are

broken int several smaller packets, and those packets are transmitted In separate CAN data Irame

the receivi

hg control function, the individual message frames are received and reassembled in orde

sequence number of the received packets.

5.10.2.2 Message packets

The CAN d
large mess
of the data

Individual
message si

5.10.2.3 S

Sequence
“packetiza

Sequence
until the e
in ascendiy

5.10.2.4 “

A multi-pa
frame (i.e.

For the put
of nine or

seven byte
sequence T
message hi

Each data
the origina

hta frame includes an eight byte data field. Because the individual packets which compri
hge have to be identified individually so that they can be reassembled-correctly, the firstt
field is defined as the sequence number of the packet.

e of 255 packets x 7 B/packet = 1 785 B when transport protocol is used.

equence Number

numbers are assigned to packets for transmission on the network during mess
ion” and then used on reception of packets to reassemble them back into a message.

mbersshallbeassigned toindividual packetsbeginning with one and continuing sequenti
tire message has been “packetized” and-transmitted. The packets shall be sent sequenti
|g order starting with packet 1.

Packetization”

ket message is defined as-enie whose data does not fit into the data field of a single CAN ¢
messages with a data field-greater than 8 B).

poses of this protocol;the large message is considered to be a parameter group with a st
more bytes. TheAirst data transfer packet contains the sequence number one and the f
s of the string. The second seven bytes are placed into another data frame along with
umber 2, the third with sequence number 3, and so on until all the bytes in the orig
ve beengplaced into ISO 11783-specified CAN data frames and transmitted.

fransfer packet (other than the last packet in a transmission sequence) shall include 7
| large message. The final packet includes a data field of 8 B, this being the sequence nun

At
r of

Se a
yte

message packets are assigned a sequence number of one to 255. This yields a maximum

age

ally
ally

lata

[ing
irst
the
inal

B of
ber

sed,

of the pacl

ot And atlaact 1 B of Aot volatad to tha naramatar gronn and thaon oy raraaining 1o
etahtatred St 6+ tdtdTerdte a+to—+tre-paiaieter SHoUpP,aHa+tHeH ity FeHiahgHhd

bytes set to FFy6.

The time between packets for multi-packet broadcast messages shall be 50 msto 200 ms (see 5.13.3). For
multi-packet messages directed to a specific destination, the transmitting control function maintains a
maximum time between packets (where CTS allows more than one) of 200 ms with no minimum time
requirement. Receiving control functions shall be aware that the packets containing the data all have
the same identifier.

5.10.2.5 Reassembly

Data packets are received sequentially. Each data packet of a multi-packet message shall be assembled,
in order of sequence number, into a single string of bytes. This string of bytes is passed to the application
entity responsible for the large message.
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5.10.3 Transport Protocol — Connection management

5.10.3.1 General

Connection management is concerned with the opening, use and closure of virtual connections between
control functions for destination-specific transfers. A virtual connection in the ISO 11783-specified
environment is considered a temporary association of two control functions for the purpose of
transferring a single large message that is described by a single PGN (see Annex B, Figures B.1 and B.2).
In cases where the connection is from one to many, there is no flow control or closure provided (see
Annex B, Figure B.3).

5.10.3.2 Multi-packet broadcast

Multi-packet messages can be non-destination-specific, i.e. they can be broadcast mgssages. To
bropdcast a multi-packet message, a control function first transmits a Broadcast Announge Message
(BAM). This message, which shall be transmitted to the global destination address, constitytes a large
megsage warning to the control functions on the network. The BAM message ‘contains the |PGN of the
large message to be broadcast, its size and the number of packets into _which it has beer packeted.
Control functions interested in the broadcast data are then required to-allecate the resourceg necessary
to receive and reassemble the message. The Data Transfer PGN (PGN =60 160) is then used fo send the
ass@ciated data.

5.10.3.3 Connection initiation

A cpnnection is initiated when a control function transiits a Request to Send message td a DA. The
Request to Send message contains the size of the efitire message in bytes, the number ¢f separate
megsages in which it will be transferred, the maximum number of packets that can be sent Il response
to dne CTS, and the PGN of the message being transported.

Updn receipt of a Request to Send message;-a control function can elect to accept the conngction or to
rejgct it. To accept the connection, the receiving control function transmits a Clear to Send m¢ssage. The
Clear to Send message contains the nuniber of message packets it can accept and the sequencg number of
theffirst packetitis expecting. The réceiving control function shall ensure that it has sufficienf resources
to hlandle the number of packets.of which it is accepting delivery. The sequence number of the packet, in
thelinstance of a freshly openediconnection, is 1.

NOTE The Clear to Send message cannot include provision for all the component frames of the njessage.

To reject the connection,the control function responds with a Connection Abort message. The fonnection
can|be rejected for-any reason, although lack of resources, memory, etc. can be the cause.

The connectiotpis considered established for the originating control function (i.e. RTS contr¢l function)
whi
(i-e
whi
tod
should send a Connection Abort if it has looked at the RTS message and decided not to establish the
connection. This allows the originating control function to move on to a new connection without having
to wait for a timeout.

5.10.3.4 Data transfer

Data transfer begins after the originating control function of the connection receives the Clear to Send
message. An exception is if the data transfer was the result of the BAM — in this case, the Clear to Send
message is not used. The Data Transfer packet uses the Data Transfer PGN (see 5.10.5) but the data bytes
contained in this packet apply to the PGN that was announced in bytes 6 to 8 of the Request to Send
or Broadcast Announce message. The first byte of the data field contains the sequence number of the
packet.
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5.10.3.5 Connection Flow Control

Inthe case of destination-specific messages, the receiving control function is responsible for coordinating
flow control between the control functions. If the receiving control function wants to stop data flow
momentarily while a connection is open, it shall use the Clear to Send message, setting the number of
packets to send equal to zero. In the case where the flow is required to be stopped for some number
of seconds, the receiving control function shall repeat the transmission of the Clear to Send message
once per Ty s (0,5 s) in order to ensure the originating control function the connection is not broken. All
remaining bit fields are set to ones (“Don’t care”).

5.10.3.6 Connectionrelosure
Two connection closure cases exist in the absence of errors: the first for a global destinatiomand|the
second for p specific destination. In the case of the global destination, no connection closure eperatiqn is

on-
fion
(his
ring
use

performed|beyond the reception of the data itself (see 5.10.4.1 and 5.10.4.5). In the case of destinat
specific trgnsfer and upon receipt of the last packet in the message stream, the receivingeentrol func
transmits §n End of Message acknowledgement to the originating control function of the message. ]
is the signdl to the originating control function that the connection is considered closed by the receiy
control furction. The End of Message ACK closure is required to free the connettion for subsequent
by other cdntrol functions.

The Connegction Abort message is not allowed to be used by receiving/control functions in the case of
a global destination message (5.10.4 and 5.10.4.5). In the case of a déstination-specific transfer, either
the origindting or the receiving control function can, at any time,"dse Connection Abort to termipate

the connedtion. (See 5.10.3.3 for an explanation of when a connection is considered established for{the
sending and receiving control function.) If the receiving controlMunction, for example, determines that
there are 1o resources available for processing the message it can abort the connection by issuing|the

Abort message with abortreason 2 (see Table\8). Upon receipt of this message, any mess
ady passed is abandoned.

Connectior
packet alre

age

A failure of

EXAMPLE 1
allowed mo

EXAMPLE 2

EXAMPLE 3
function fai

EXAMPLE 4
Any of thes

The timeo
T4 =1 050
function o

either control function can also cause:closure of a connection.

A time delay of more than T1 s from receipt of the last packet when more were expected

Fe).
A time delay of more than<2's after a CTS was transmitted (originating control function faily

A lack of CTS or ACK forymore than T3 s after the last packet was transmitted (receiving cor
ure).

Alack of CTS for;more than T4 s after CTS (0) message to “hold the connection open”.
e examples €ausSes a connection closure to occur.

it valueshare Ty = 200 ms, T, = 500 ms, T1 = 750 ms, T2 =1 250 ms, T3 = 1 250 ms

CTS

trol

and

ms (see also 5.13.3 and Figure B.1 regarding timeouts). When either the originating co
" receiving control function decides to close out a connection for any reason includ

}

rol

ing a

timeout, it

shall send a Connection Abort message with abortreason 3 from Table 8

With the definitions in this subclause and those given throughout 5.10, the following observations can

be made.

a) Connection closure for a broadcast announce message includes the following. A connection is
considered closed

1) when the originating control function sends the last data transfer packet,

2) when the receiving control function

i)

30

receives the last data transfer packet, or
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ii) hasa T1 connection timeout.

b) Connection closure for Request to Send/Clear to Send messages includes the following. A connection

5.1

5.1

Thi
pro

is considered closed

1) when the originating control function

i) receives the TP.CM_EndOfMsgACK at the completion of the data transfer for the entire PGN,

ii) sends a Connection Abort for any reason (e.g. due to a T3 or T4 timeout), or

iii) receivesa Connection Ahort

2) when the receiving control function
i) sendsthe TP.CM_EndOfMsgACK at the completion of the data transferor:the er
ii) receives a Connection Abort, or

iii) sendsa Connection Abort for any reason (including stopping the.session early if
a T1 or T2 connection timeout, etc.).

).4 Transport Protocol — Connection management messages'(TP.CM)

D.4.1 Transport Protocol Connection management méssage definition

5 type of message is used to initiate and close connections and also to control flow. Transpd
vides the following five transport protocol confiection management messages: the

Modle Request to Send, the Connection Mode Clear to Send, the End of Message Acknowledg

tire PGN

lesired, for

rt protocol
Connection
ement, the
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Connection Abort, and the Broadcast Announce Message. The format of this message is shown below in
the Parameter Group definition for Transport Protocol — Connection Management.

32

Parameter group name: TRANSPORT PROTOCOL — CONNECTION MANAGEMENT (TP.
CM)
Definition: Used for the transfer of parameter groups with 9 B or more of

data. A definition of each specific message defined as part of the
transport protocol is contained in the following clauses.

Transmission repetition rate:  per the PGN to be transferred

Datd length: 8B

Datq page: 0

PF: 236

PS: DA

Default priority: 6

Pargmeter group number: 60 416 (00EC0016)

Datd ranges for parameters used by this group function:

Confrol byte: 0to 15, 18, 20 to 31x33 to 254 reserved for assignment in a
future International Standard

Totall message size, bytes: 9to 1785 (2.B),0to8and 1786 to 65 535 not allowed

Tot:I: number of packets: 2 to 255-('B), zero and 1 not allowed

Maxjmum number of packets: 2 to 255 (1 B), zero and 1 not allowed

Nunn
sent

Nexf
Sequ

NOT
5.10

ber of packets that can be ™0 or 1 to 255 (1 B)

packet number tobesent: 1to 255 (1 B), zero not allowed
ence number: 1 to 255 (1 B), zero not allowed

E A zergin “Number of packets that can be sent” means put connection on hold (see
3.5)
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Connection Mode Request To Send (TP.CM_RTS): destination-specific

Byte: 1 Control byte = 16, Destination Specific Request_To_Send (RTS)
Bytes: 2to3 Total message size, number of bytes

Byte: 4 Total number of packets

Byte: 5 Maximum number of packets that can be sent in response to

ore TS imdicates that motimitexistsfor theor fginating
control function

Byte: 6 PGN of requested information (8 least significant bits pf param-
eter group number, Bit 8 most significant bit)

Byte: 7 PGN of requested information (second.byte of paramefter group
number, Bit 8 most significant bit)

Byte: 8 PGN of requested information (8most significant bits|of param-
eter group number, Bit 8 mostsignificant bit)

Connection Mode Clear To Send (TP.CM_CTS): destination-specific
Byte: 1 Control byte =17, Destination Specific Clear_To_Send (CTS)

Byte: 2 Number.0fpackets that can be sent. This value shall bg no larger
than the'smaller of the two values in Byte 4 and Byte § of the
RTS message

Byte: 3 Next packet number to be sent

Bytes: 4to5 Reserved for assignment in a future International Stapdard,
these bytes shall be sent as FF1¢

Bytes: 6to8 PGN of packeted message

End of Message Acknowledgement (TP.CM_EndofMsgACK): destination-specific

Byte: 1 Control byte = 19, End_of_Message Acknowledge

Dzt o I PN ) Taotal 1 L. £l

Uy Ll O, ~ LU J 1utltdl lllCDDC\5U OILC, TITUIIIUTT Ul U)’ LCO

Byte: 4 Total number of packets

Byte: 5 Reserved for assignment in a future International Standard, this
byte shall be sent as FF1¢

Bytes: 6to8 PGN of packeted message
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Connection Abort (TP.Conn_Abort): destination-specific

Byte: 1 Control byte = 255, Connection Abort

Byte: 2 Connection Abort reason

Bytes: 3to5 Reserved for assignment in a future International Standard,

these bytes shall be sent as FF1¢
Bytes: 6to8 PGN-of packetedmressage
Broddcast Announce Message (TP.CM_BAM): global destination

Byte: 1 Control byte = 32, Broadcast Announce Message

Bytes: 2to3 Total Message Size, number of bytes

Byte: 4 Total number of packets

Byte: 5 Reserved for assignment in afuture International Standard, this

byte should be sent as FF1¢

Bytes: 6to8 Parameter Group Number of packeted message
5.10.4.2 Transport Protocol Connection Mode Reqiiest To Send (TP.CM_RTS)
The TP.CM|RTS message informs a control functionthat another control function on the network wighes
to open a yirtual connection with it. The TR.CM_RTS is a message with the SA field set to that of|the
originating control function, DA set to that of the intended receiving control function of a large messpge,
and the remaining fields set appropriately for the PGN being sent. Byte 5 of this message allows|the
originating control function to limit thereceiving control function’s number of packets specified in|the
Clear To Send message (see Figures B4 and B.5). When the receiving control function complies with this
limit, it engures that the originating control function can always retransmit packets that, for whatgver
reason, thg receiving control function has not received. If multiple RTS are received from the samg¢ SA
for the sanje PGN, then the most recent RTS shall be acted on and the previous RTS abandoned. No alort
message sljall be sent forthe abandoned RTS in this specific case. TP.CM_RTS is only transmitted by|the
originating control function.
5.10.4.3 Transport Protocol Connection Mode Clear To Send (TP.CM_CTS)
The TP.CM[CTS message is used to respond to the Request To Send message. It informs the peer conftrol

function that it is ready for a certain amount of large message data. The amount of large message data
cleared to send shall be no larger than the smaller of the two values in Byte 4 and Byte 5 of the originating
control function TP.CM_RTS message. If multiple CTS are received after a connection is already
established, then the connection shall be aborted. When the originating control function aborts the
connection, it shall send the Connection Abort message with abort reason 4 from Table 8. The receiving
control function shall not send the next CTS until it has received the last data packet from the previous
CTS or has timed out. In the case of time out the receiving control function has the choice whether to
send a connection abort or to send a CTS. The following cases exist when data transfer happens with
errors:

— A missing or errant packet(s) is detected and the last packet is successfully received, then the
receiving control function sends a CTS requesting retransmission starting from the missing packet.
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Missing packet(s) including the last packet leads to time out T1. In this case, the receiving control
function decides to either send a CTS or a connection abort with reason 4 from Table 8. See Annex B

Figure B.7.

When the CTS is used to request the retransmission of data packet(s), it is recommended not to use more
than 2 retransmit requests. When this limit is reached, a connection abort with abort reason 5 from
Table 8 shall be sent. If a CTS is received while a connection is not established, it shall be ignored. CTS
not only control the flow but also confirm correct receipt of any data packet prior to that CTS packet’s
number. Therefore, if information for the previous CTS was corrupted, then a CTS for the corrupted
information shall be sent before continuing on to the next sequential packets to be sent. Because of this

req

lirement, the originating control function of a large message transmission can use Byte 5 of the

TP.
of p
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[M_RTS message as a way to ensure the possibility of retransmission of a packet within
ckets cleared to send. TP.CM_CTS is only transmitted by the receiving control funetion.

).4.4 Transport Protocol End of Message Acknowledgement (TP.CM_EndofMsgACK)

TP.CM_EndofMsgACK message is passed from the receiving control funetion of a larg
s originating control function, indicating that the entire message was.received and re
‘ectly. The receiving control function can keep the connection oper after the last Data
session by not immediately sending the TP.CM_EndOfMsgACK. This allows the receiv
Ction to have a packet resent if necessary. If an End of Message. Acknowledgement is 1
originating control function prior to the final Data Transfef, then the originating contr

large message transfer has been received and assembléd correctly. TP.CM_EndOfMsg4

).4.5 Transport Protocol Connection Abort (TP.Conn_Abort)

TP.Conn_Abort message is used by either cgntrol function involved in a virtual connect
connection without completing the transfer of the message or to prevent a connection
alized.

n receipt of a Connection Mode Reguest To Send message, a control function shall determ
sufficient resources available to deal with the message for which this connection is so
nple, if the control function:has to acquire memory from the system heap and cannot clg
ccept the entire messagej.or a control function is simply too occupied doing other tasks
ressor cycles handling a-large message. In these cases, a Connection Abort message c
h though the conneetion has not been established. This can be done in order to allow the
frol function to attempt another virtual connection without first having to wait for a
i

bn, for any.reason, either the originating or receiving control function decides to close outa
r to completing the data transfer, including a timeout, it shall send a Connection Abort mg
appropriate Connection Abort reason. See Table5-8 for the list of Connection Abort reasc
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originating control function (i.e. the RTS control function) shall immediately stop tr

pnsmitting

after the reception of the Connection Abort message by the CAN protocol control function. If this is
not possible, the process to stop transmitting data packets shall take no more than 32 data packets
and shall not exceed 50 ms. After sending or receiving a Connection Abort message, all related data
packets received shall be ignored. TP.Conn_Abort is transmitted by the originating control function or
the receiving control function.
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Table 8 — Connection Abort reasons

Value Description
1 Already in one or more connection-managed sessions and cannot support another
2 Syste-m resources were needed for another task so this connection managed session was

terminated

3 A timeout occurred and this is the connection abort to close the session
4 CTS messages received when data transfer is in progress
5 Maximum retransmit request limit reached
6 Unexpected data transfer packet
7 Bad sequence number (and software is not able to recover)
8 Duplicate sequence number (and software is not able to recover)

9 -250 Reserved for assignment in a future International Standard

251 - 235 According to ISO 11783-7 definitions.

5.10.4.6 B

The TP.CM
be broadca
of the TP.4
data.

TP.CM.BAM is only transmitted by the originating control furdction.

5.10.5 Transport Protocol — Data Transfer messages'(TP.DT)

The TP.DT
message is

roadcast Announce Message (TP.CM_BAM)

| BAM is used to inform all the control functions of the network that a large message is about to

st. [t defines the parameter group and the number of bytesto'be sent. After the transmisgion
M.BAM message, Data Transport messages are sent containing the “packetized” broadgast

message is used to communicate the,data associated with a parameter group. The TR.DT

an individual packet of a multi-packetimessage transfer. For example, ifalarge message had to

be divided|into five packets in order to be communicated then there would be five TP.DT messages. (See
Annex B for examples of TP.DT messages in-use.) The format of this message is shown in the following

parameter

group definition.
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TP.DT is only transmitted by the originating control function.
Parameter group name: TRANSPORT PROTOCOL — DATA TRANSFER (TP.DT)

Definition: Used for the transfer of data associated with Parameter Groups
that have more than 8 B of data.

Transmission repetition rate: per the PGN to be transferred

Data length: 8B

Batapage: t

PF: 235

PS: DA [global (DA = 255) for TP.CM.BAM data transfers; global not
allowed for RTS/CTS data transfers]

Default priority: 7 (Priority used regardless of the PGN being transpoifted)

Parameter group number: 60 160 (00EB0016)

Data ranges for parameters used by this message type:

Sequence number: 1to 255 (1 B)
Byte: 1 Sequence Number
Bytes: 2to8 “Packetized” data (7 B)

The last packet of a multi-packet paraméter group can require less than 8 B. The extra bytes shall be
filldd with FF .

5.10.6 Transport Protocol Connection constraints

5.10.6.1 General

If aJcontrol function sahnot handle another session, then it should reject the connection|initiations
that are pursued byyother control functions. An RTS for a different PGN from the same SA to the same
destination as @i eXisting session shall be rejected as well. In either case, the newly requested session
shopld be rejected by sending a Connection Abort with abort reason 1 from Table 5-8. This|allows the
deviice desiriitg a connection to move on to a new connection without having to wait for a timeout.

5.10/6:2 Number and type of connections a control function shall support

Each control function on the network can originate one destination-specific transport protocol
connection transfer with a given destination at a time. This is because TP.DT only contains the SA and
DA and not the PGN of the data being transferred. An extended transport protocol session may be open
in parallel with a transport protocol connection.

Only one multi-packet BAM (i.e. global destination) can be sent from an originating control function at
a given time. This is because TP.DT does not contain the actual PGN or a connection identifier. However,
receiving control functions shall recognize that multiple multi-packet messages can be received,
interspersed with one another, from different originating control functions (i.e. source addresses).

A control function shall also be able to support one RTS/CTS session and one BAM session concurrently
from the same SA. Therefore, the receiving control function shall use the destination address of the two
transport protocol messages to keep them properly separated. One of the transport protocol messages
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has a global and the other a specific DA. The DA shall be used to distinguish the difference between the
two because the TP.DT contains neither the actual PGN nor a connection identifier.

Regardless of whether a control function can support multiple simultaneous transport protocol sessions
(RTS/CTS and/or BAM), it shall ensure that TP.DT/ETP.DT messages from the same SA but having
different DA can be differentiated. Receiving control functions shall use the DA and SA to keep the data
for the messages correct. The transmitter of parallel TP/ETP sessions shall be aware that the receiver
can put one or both sessions on hold for any period of time (see 5.10.3.5), and therefore it is not possible

to predict which of the sessions will be the first to complete.

5.10.6.3 1
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réstricted by the extended data packet offset (3 B). This yields a maximum message sizeof 2
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ckets <7 B/packet=117 440505 B forextended transport protocot:

5.11.3 Extended Transport Protocol — Connection Management

5.11.3.1 General

Extended functions of transport protocol are required when a control function requires the transfer of
messages longer than the transport protocol length of 1 785 bytes.
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Extended transport protocol uses four control bytes for extended message connection requests and
responses. These control bytes and messages are as follows.

Thg maximum number of bytes that can be sent in single connection with extended messag

pro

Thd

sen
con
tos
sen

The originating control function then sends the Extended.Data Packet Offset (ETP.CM_DP
by the Extended Transport Protocol Data Transfer messages with the required number of dg
It then waits for the next ETP.CM_CTS message from<‘the receiving control function before

wit
Pro
tot
pro

©IS

Control Byte 20 Extended message Request To Send

Control Byte 21 Extended message Clear To Send

Control Byte 22 Extended message Data Packet Offset

Control Byte 23 Extended message End of Message Acknowledgement
€omtrotByte 255 Exterrdedmressage-CommrectiomAbort

focol is 117 440 505 bytes.

1s an ETP.CM_CTS back to the originating control function with the number packets the
frol function can send, which can be between 0 and 255, and the packet number of the in
end for the first session of transport protocol data transfer messages. Setting number of

h the next Extended Data Packet Offset message and the required number of Extended
focol Data Transfer messages. The actual seguience of each packet in the extended mess3

focol data transfer message.

e transport

sequence of messages is shown in Figure 8. The originating control function sends ap Extended
Megsage Request to Send (ETP.CM_RTS) to the receiving control function. The receiving contr

ol function
briginating
tial packet
packets to

1 to zero, holds the connection open between the receiving and the originating control function. See

) followed
ta packets.

repeating
Transport
ge is equal

he extended data packet offset last receivediadded to the sequence number in the extended transport
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Originating
control function

T3 1 250ms

Receiving
control function

<4+— Tr<=200ms

T

Ti<=200ms —»

Ti<=200ms —»

TH<=200ms —»

T3 1 250ms
T4 4=1050ms —»
T<=200ms —»
T<=200ms —»
T<=200ms —»
T3 1250ms

gTP.C

M’EON\A

T2 1 250ms

<+— T 1'<=750ms

<4— T1 <=750ms

<4— Tr<=200ms
<4— Th <=500ms

T2 1 250ms

<4+— T1<=750ms

<4+— T1 <=750ms

<4— Tr<=200ms

Figure 8 — Extended transport message sequence

The timing for extended transport protocol is the same as transport protocol.

5.11.4 Extended Transport Protocol — Connection Management messages (ETP.CM)

Extended transport protocol connection management messages use a PGN different from that used for

the transport protocol (see 5.10.4).
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5.11.4.1 Connection management message definition

Parameter group name: EXTENDED TRANSPORT PROTOCOL — CONNECTION MANAGE-
MENT (ETP.CM)
Definition: Used for the transfer of parameter groups that have 1 786 bytes

or more of data. A definition of each specific message defined as
part of the extended transport protocol is in the following.

Transmission repetition rate:  per the PGN to be transferred

Data length: 8B

Data page: 0

PF: 200

PS: DA

Default priority: 6

Parameter group number: 51 200 (00C8001¢)

Data ranges for parameters used by this group function:

Control byte: 20, 21, 22, 23, 255 for extended connection management mes-
sages

0-19, 245254 reserved for assignment in a future Intdrnational

Standard
Total message size, bytes: 1+786t0117 4405054 B) ((2"24-1)*7)
Total number of packets: 256 to 16 777 215 (3 B), zero to 255 not allowed

Number of packets that can be 256 to 16 777 215 (3 B), zero to 255 not allowed
sent:

Next packet nuthber to be sent: 1to 16 777 215 (3 B)
Data packetoffset number: 0to16 777 214 (3 B)

Sequeficé number: 1 to 255 (1 B), zero not allowed

Extended Connection Mode RTS (ETP.CM_RTS): destination-specific

Byte: 1 Control byte = 20, Extended Request to Send
Bytes: 2to5 Number of bytes to transfer (1 786 to 117 440 505 max)
Bytes: 6to8 PGN of extended packeted message
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Extended Connection Mode CTS (ETP.CM_CTS): destination-specific

Byte: 1 Control byte = 21, Extended Clear to Send
Byte: 2 Number of packets to send (0 or 1 to 255)
Bytes: 3to5 Next packet number to send (1 to 16 777 215)
Bytes: 6to8 PGN of extended packeted message

NOTE1 Number of packets to send + Next packet to send - 1 cannot exceed 16 777 215

NOTIE 2 A zero in byte 2 means put connection on hold (see 5.11.3.1).

Extgnded Connection Mode Data Packet Offset (ETP.CM_DPO): destinatien-specific

Byte: 1 Control byte = 22, Extended DataPacket Offset

Byte: 2 Number of packets to which to apply the offset (1 to 255)

Bytes: 3to5 Data packet offset (0 to.n)} (Always 1 less than bytes 3 to 5 of|the
ETP.CM_CTS)

Bytes: 6to8 PGN of extendedpacketed message

NOTIE 3 n + sequence number of any packet cannot exceed 16 777 215

NOTE 4 ETP.CM_DPO byte 2 shall‘be less than or equal to the ETP.CM_CTS byte 2. If byte 2 i§
less than byte 2 of the ETP.CM_CTS message, then the receiver shall make necessary adjust-
menfs to its session to accept the data block defined by the ETP.CM_DPO message and the suljse-
quent ETP.DT packets.

Extgnded End-of-Message Acknowledgement (ETP.CM_EOMA): destination-specific

Byte: 1 Control byte = 23, Extended End-of-Message Acknowledgemé¢nt
Bytes: 2to5 Number of bytes transferred (1 786 to 117 440 505)
Bytes: 6to8 PGN of extended packeted message
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Extended Connection Abort (ETP.Conn_Abort): destination-specific

Byte: 1 Control byte = 255, Connection Abort

Byte: 2 Connection Abort reason

Bytes: 3to5 Reserved for assignment by ISO, these bytes should be set to
FF16

Bytes—6to8 PGN-of packetedmessage

5.11.4.2 Extended Connection Mode Request To Send (ETP.CM_RTS)

Thg ETP.CM_RTS message informs a control function that another control function on the network
wishes to open a virtual connection with it for extended transport protocoél. It consists of|la message
with the SA field equal to that of the originating control function, DA set ta that of the intended receiving
confrol function of a large extended message, and the remaining fields-set appropriately fpr the PGN
being sent.

5.11.4.3 Extended Connection Mode Clear To Send (ETP.CM:CTS)

Thg ETP.CM_CTS message is used to respond to the Extended Request to Send message. It informs the
peer control function that it is ready for a certain amount-of large extended message data. Tlhe number
of packets to send can be set to 0 to hold the connectipfopen between the control functions. |n this case
the[ETP.CM_CTS “0” is not acknowledged by the ETP.EM_DPO message.

5.11.4.4 Extended Connection Mode Packet\Offset (ETP.CM_DPO)

Thg ETP.CM_DPO establishes the offset ftom which transmitted packets are numbered witHin one CTS
gropip of data. The actual extended message sequence number = (ETP.DT Sequence number|+ ETP.CM_
DP() Data Packet Offset).

5.11.4.5 Extended End of Message Acknowledgement (ETP.CM_EOMA)

Theg ETP.CM_EOMA message is passed from the receiving control function of a large medsage to its
originating control function, indicating that the entire extended message was received and r¢assembled
correctly.

5.11.4.6 Extended Connection Abort (ETP.Conn_Abort)

Thg ETP.Gann_Abort message is used by either control function involved in a virtual connectjon to close
the|connection without completing the transfer of the message.

Upon receipt of an Extended Connection Mode Request to Send message, a control function shall
determine if there are sufficient resources available to deal with the message for which this connection
is sought — for example, if the control function has to acquire memory from the system heap it could
not be able to claim enough to accept the entire message, or a control function is simply too occupied
doing other tasks to expend processor cycles handling a large message. The control function can either
respond with the number of packets to send set to 0, which holds the connection open between the
originating control function and the receiving control function, or send an Extended Connection Abort
message to close the connection.

When, for any reason, either the originating or receiving control function decides to close outa connection
prior to completing the data transfer, including a timeout, it shall send an Extended Connection Abort
message with the appropriate Connection Abort reason. See Table 9 — Extended transport protocol
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Connection Abort reasons. If a Connection Abort reason is identified that is not listed in the table use
code 254.

Table 9 — Extended transport protocol Connection Abort reasons

Value Description
1 Already in one or more connection-managed sessions and cannot support another
2 Syste'm resources were needed for another task so this connection managed session was
terminated

3 A timeoutoccurred-and thisisthe connection-abortto-closethe session
4 CTS messages received when data transfer is in progress
5 Maximum retransmit request limit reached
6 Unexpected data transfer packet
7 Bad sequence number (and software is not able to recover)
8 Duplicate sequence number (and software is not able to recover)
9 Unexpected EDPO packet
10 Unexpected EDPO PGN (PGN in EDPO is bad)
11 EDPO number of packets is greater than CTS
12 Bad EDPO offset
13 Deprecated use 254 instead (Any other error)
14 Unexpected ECTS PGN (PGN in ECTS is bad)
15 ECTS requested packets exceeds message sizé

16 - 250 Reserved for assignment in a future Interpational Standard

251 - 235 According to ISO 11783-7 definitions,

5.11.5 Extended Transport Protocol — Data-Transfer messages (ETP.DT)

The ETP.DT message is used to communicate the data associated with a parameter group. The ETR.DT
message is|an individual packet of a multi-packet message transfer. For example, if a large message |had
to be divided into 300 packets in ofder to be communicated then there would be 300 ETP.DT messages.
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Extended transport protocol data transfer messages use a PGN different from that used for the transport

protocol (see 5.10.5).

Parameter group name:

Definition:

Transmission repetition rate:

EXTENDED TRANSPORT PROTOCOL — DATA TRANSFER (ETP.

DT)

Used for the transfer of data associated with parameter groups

that have more than 1 785 B of data.

per the PGN to be transferred

Parameter group number:

Sequence number:

Byte: 1

Bytes: 2to8

Data length: 8B
Data page: 0
PF: 199
PS: DA
Default priority: 7

50 944 (00C70016)

Data ranges for parameters used by this message type:

1to 255 (1 B)

Sequence number. The first ETP.DT packet following :
CM_DPOmessage shall always be sequence number 1

“Packetized” data (7 B).

The last packet of a multipacket parameter group can require less than 8 bytes. The extr

fillgd with FF1¢.

5.11.6 Extended Transport’Protocol — Connection constraints

Asidentified in 5.10.6:2,the transmitter of parallel TP/ETP sessions shall be aware that the r
put|one or both sessions on hold for any period of time (see 5.11.4.3), and therefore it is not
preflict which ofthe sessions will be the first to complete.

5.12 PDU-processing requirements

n ETP.

W bytes are

bceiver can
possible to

Proressing of the PDU requires the following of specific procedures. The suggested se

gquence for

intrv“vni—inn PN ac doceribhad 100 Aoy A Anony C chovae avanan]a 1SN 11702 snnccagn tun
Crpreems T ISAS - s revsssiriwa TS YTy o preToo—TI7 o9

I 4 S T O oTTT

formats being used.
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message-tpes and PDU

Controllers shall be able to process data link messages fast enough to prevent losing messages when the
data link is at 100 % utilization. This also means that in low-utilization situations, when there are back-
to-back messages, each controller shall be able to process the messages fast enough not to lose messages
due to their back-to-back nature. Processing the messages fast enough does not mean that a message has
to be immediately generated, but that a new message shall not overrun the previous messages.
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5.13 Application notes

5.13.1 High data rates

Data thatis to be updated at a high rate and that has tight latency requirements should, if possible, allow
hardware-based message filtering to be used.

5.13.2 Request scheduling

The schedul

is received
scheduling
recommen
special cas

5.13.3 Co

DI'TO O [12 S€ C O O ccelved oU DI'1O O I'eg

then the request should not be issued. Parameter groups should not be requested if they
Hed to be broadcast. Exceptions can arise when the recommended broadcast time-excee
e need.

htroller response time and timeout defaults

ing of a request should be cancelled if the information that is getting ready to be requeste

d
est
are
s a

All controlllers, when required to provide a response, shall do so within 0,20.s (T;). All controllers

expecting @ response shall wait atleast 1,25 s (T3) before giving up or retrying.-Fhese times ensure
any latenciles due to bus access or message forwarding across bridges do neteause unwanted timeo
Different time values can be used for specific applications when required. For instance, a 20 ms respq
can be expé¢cted for high-speed control messages. Reordering of any bufféred messages can be necess
to reach a faster response. There is no restriction on minimum response time.

Time bet

This meanp that back-to-back messages can occur and they@an contain the same identifier. The

mechanis

time intery
of 50 ms e
The receiv
greater tha

EXAMPLE
a)

Maxim

en packets of a multi-packet message directed to aspecific destination is 0 ms to 200

can be used to ensure a given time spacing between packets (flow control). The requ
al between packets of a multi-packet broadcast'message is 50 ms to 200 ms. A minimum ¢t
hsures the receiving control function has tithe to pull the message from the CAN hardwj
ng control function shall use a timeout-(i.e. T1) of 250 ms. This provides a timeout th:
n the maximum transmit spacing of.200 ms.

Use of the 1,25 s (T3) timing.

m forward delay time within‘a bridge is 50 ms. The total number of bridges is equal to 10

that
uts.
nse
ary

ms.
CTS
red
ime
are.
it is

(i.e.

one tractor + five trailers + four dgllies = 10 bridges). Therefore, the total network delay is 500 ms in|one
directipn.

b) Numbelr of request retries iscequal to two (three requests total), this applies to the situation where the|CTS
is used|to request the retrarismission of data packet(s). If the retransmit request limit is reached, thenj the
connecfion abort shallde sent with abort reason 5 from Table 8.

c) The mgqrgin for timeouts is 50 ms.

Figures B.]l and.B:3 show the timing requirements identified. In Figure B.1 the time numbers|are

computed psstming the worst case number of bridges, that is, 10 bridges. The timeout numberg for

receiving cpntrol functions are identified as a time value while originating control function requirem¢nts

are specified as a less than or equal to time value.

NOTE

function has transmitter and receiving requirements.

5.13.4 Required responses

An originating control function has transmitter and receiving requirements and a receiving control

A response is required for a global request from all control functions that use the requested parameter
group, even the requestor. Acknowledgements are not allowed for global requests.

A control function which uses a global DA (255) for a request (e.g. “address request”) shall itself send a
response if it has requested the data. This is a requirement because all control functions are expected
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to respond. If the control function issuing the request does not respond, then the other network control
functions can determine the wrong conclusion about the requested information.

5.13.5 Transmission of PGN to specific or global destinations

Most of the time it is desired to send periodically broadcasted PGN to a global destination.

5.13.6 CTS number of packet recommendation

During normal implement operation, it is recommended that the maximum number of packets that can

b . orcl e 1L
e gent PEl UL1IoUTSTCLTU 1U.

© ISO 2014 - All rights reserved 47


https://standardsiso.com/api/?name=77fde902805056de436bfd1b2ae30516

ISO 11783-3:2014(E)

RECEIVE INTERRUPT:

Annex A
(informative)

ISO 11783 PDU processing — Typical receive routine

NOTE1
to parseita
and are they
NOTE2 4

IF PGN = RE
THEN

IFD

THEH

IF PGN = RE
THEN

SAV

IF PF < 240
THEN

IFD
THH

N

A = GLOBAL
N

THEN

ELSE

A given controller can have more than one address if it performs multiple functions.

QUEST PGN AND THE DESTINATION IS SPECIFIC

A = ASSIGNED ADDRESS (destination)

SAVE 4 BYTE ID AND 3 DATA BYTES IN REQUEST QUEUE

QUEST PGN AND THE DESTINATION IS GLOBAL

£ 4 BYTE ID AND 3 DATA BYTES IN REQUEST QUEUE

USE JUMP TABLE FOR'PGN VALUES OF INTEREST AND
IF SA = ID OF SPEEIAL INTEREST

SAVE 8 BYTES OF DATA IN DEDICATED BUFFER

SAVE 12 BYTE MESSAGE (ID AND DATA) IN CIRCULAR

Vhen a message is received by the microprocessor via the CAN IC, several tests are performed inofder
hd determine if and where it should be stored. The three priority bits are used only for bus arbitration
efore not needed (used) by the receiving control function.

; specifie request

; global request

; PDU1 Format (DA = glohal)

ELSE DA = SPECIFIC

48

QUEUE

USE JUMP TABLE FOR PGN VALUES OF INTEREST AND

IF SA =ID OF SPECIAL INTEREST VALUES

THEN

SAVE 8 BYTES OF DATA IN DEDICATED BUFFER

ELSE

; PDU1 Format (DA = spe-
cific)
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