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Foreword

ISO (the

International Organization for Standardization) and |IEC (the International Electrotechn

ical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-g
technology
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Part 1

Part 2

bvernmental, in liaison with ISO and IEC, also take part in the work. In the field of informa
ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

bl Standards are drafted in accordance with the rules given in the ISO/IEC Directives,-Part 2.
pf the joint technical committee is to prepare International Standards. Draft Internatienal Standg

the joint technical committee are circulated to national bodies for voting. -Rublication as
bl Standard requires approval by at least 75 % of the national bodies casting a vote.

hal circumstances, the joint technical committee may propose the publication of a Technical Re
e following types:

when the required support cannot be obtained for the publication”of an International Stand
b repeated efforts;

when the subject is still under technical development orwhere for any other reason there is
but not immediate possibility of an agreement on an International Standard;

ly published as an International Standard (“state ‘of the art”, for example).
p transformed into International Standards. Technical Reports of type 3 do not necessarily hav
d until the data they provide are considered to be no longer valid or useful.

drawn to the possibility that some of the elements of this document may be the subject of pa
and IEC shall not be held responsible for identifying any or all such patent rights.

R 20000-5, which is a Technical Report of type 2, was prepared by Joint Technical Commi
C 1, Information technelogy, Subcommittee SC 7, Software and systems engineering.

000 consists of_the following parts, under the general title Information technology — Sen
nt:

Specification
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when the joint technical committee has collected data of a different kind from that which is

Reports of types 1 and 2 are subject to review within three years of publication, to decide whether
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Part 3:

Part 4:

Part 5:

Guidance on scope definition and applicability of ISO/IEC 20000-1 [Technical Report]
Process reference model [Technical Report]

Exemplar implementation plan for ISO/IEC 20000-1 [Technical Report]

Process assessment model for service management will form the subject of a future Part 8.
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Introduction

ISO/IEC 20000-1 specifies the requirements for a service management system (SMS) to deliver

5:2010(E)

IT services

and applies to organizations of all sizes, sectors, types and many different organizational forms or business

models.

This part of ISO/IEC 20000 is an exemplar implementation plan providing guidance on how to implement an

SMS 1o fulfil the requirements of ISO/TEC 20000-1. The intended users of this part of ISO/TEC]
seryice providers, but it could also be useful for those advising service providers on how to. bd
requirements of ISO/IEC 20000-1.

Included in this part of ISO/IEC 20000 is advice for service providers on a suitable order’in which
imglement improvements and other necessary changes. It suggests, as an example, a ger

20000 are
st fulfil the

o plan and
eric three-

phgse approach to managing the implementation and gives guidance on a sequence of activities and phases

for jmplementing the SMS to fulfil the requirements of ISO/IEC 20000-1, including.the integration of
The service provider may choose their own sequence to implement the SMS{ Also included is ad
development of a business case, the start up project and other activities-necessary for the implen
be successful.

The phasing described in this part of ISO/IEC 20000 does not-change the intended scope of
proyvider's SMS, i.e. the scope itself is not subject to phased changes as a result of adopting the ag

processes.
vice on the
entation to

the service
vice in this

part of ISO/IEC 20000. Instead, each phase improves the SMS needed for the service providgr's agreed

scgpe, building on the results of the previous phase.

main activities for the development of the business case and start up of the implementation
wn in Annex A. A list of the main activities to.implement the SMS based on ISO/IEC 20000
ses, is shown in Annex B. Many of the requirements of ISO/IEC 20000-1 need to be met by a
re than one phase, with each phase buildifg upon the achievements of the earlier phase. On
se is completed, the service provider'siorganization will have an SMS that meets the requ

ISQ/IEC 20000-1. Supporting informationfor the implementation project is provided.

project are
1, in three
ctions over
ce the final
rements of

© ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=25993ac72fd5b1258a93ddddb41686f6



https://iecnorm.com/api/?name=25993ac72fd5b1258a93ddddb41686f6
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Information technology — Service management —

Part 5:
Exemplar implementation plan for ISO/IEC 20000-1
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The following referenced document is indispensable for the application of this part of ISO/IEC

dat
dod

ISd

For

4

Scope

5 part of ISO/IEC 20000 gives guidance on a phased approach to implement)an SMS tha
uirements specified in ISO/IEC 20000-1. The phased approach provides a structured framewo,
rities and manage the implementation activities.

5 part of ISO/IEC 20000 illustrates a generic, three-phase approach(to manage the implemer
vice provider can tailor the phases to suit its needs and its constraints-

5 part of ISO/IEC 20000 can also be used with ISO/IEC 20000-2, ISO/IEC TR 20
/IEC TR 20000-4.

Normative references
bd references, only the edition cited applies“For undated references, the latest edition of the
ument (including any amendments) applies-

/IEC 20000-1:2005, Information technology — Service management — Part 1: Specification

Terms and definitions

the purposes of this document, the terms and definitions in ISO/IEC 20000-1 apply.

Benefits of a phased approach

Co

There arésmany reasons for a phased approach. Phasing is based on identification of a suitable s
imgrovements, each designed to assist in fulfiling one or more of the requirements of ISO/IEC 20

all

formity £0)ISO/IEC 20000-1 is only possible if all requirements of the standard are fulfilled b

s.‘better and more efficient risk management than attempting to make all the improvementg

t fulfils the
rk to agree

tation. The

D00-3 and

P0000. For
referenced

the SMS.
equence of
DO0-1. This
and other

changes in one single phase.

A phased approach allows costs to be incurred over a longer period of time, is more easily funded using
revenue budgets instead of all the activities being funded from capital budgets and can generate benefits as

ear

ly as Phase 1. Early benefits can assist in encouraging involvement and funding of later phases.

Additional benefits can include:

a)

b)

illustrating each phase in a way that can be understood easily by all parties involved or affected by the

changes;

allowing the service provider to gain experience with a smaller set of implementation project activities,

rather than attempting everything in one big phase;
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https://iecnorm.com/api/?name=25993ac72fd5b1258a93ddddb41686f6

ISO/IEC TR 20000-5:2010(E)

c) involving phased use of resources that can be scarce, expensive or already committed to other projects;

d) increasing customers’ confidence in the delivered services;

e) increasing mutual and long-term trust between the service provider and customers and the service
provider and suppliers;

f)  encouraging key achievements being met in a planned sequence.

5 Approach

5.1 Ovefview

To identify| a suitable approach to fulfilling the requirements of ISO/IEC 20000-1 the following'should
considered;

a) undergtanding ISO/IEC 20000-1 principles, objectives and requirements;

b) the oblectives and the needs of the business using the IT services;

c) the experience of the current use of IT from the users' point of view;

d) the cufrent risks and management of risks;

e) the sefvice provider’s business model and objectives;

f)  scopeland applicability of ISO/IEC 20000-1;

g) thecu
h) curren
i) theclg

i) thereq

k) expecled major changes made by ormade to the service provider;

[) other ¢
m) the fin

n) statutg

5.2 Key

rent status of the service management system;
| effectiveness of service management processes;
rity and suitability of current accountabilities, authorities, roles and responsibilities;

ponsiveness and flexibility of the service provider when changes are necessary;

onflicting priorities within'the service provider;
bncial and human resources available for each phase or any constraints that will affect the proje

ry and regulatery requirements and contractual obligations.

considerations

When imp
design to

ementing the SMS a key consideration is that the system |s implemented with the appropr,

be

)
~

ate
nts,

the needs and limitations of the business and the needs of the service provider, including service levels,
statutory and regulatory requirements and contractual obligations.

To get support and goodwill from the customer it can be a good idea to start by establishing and implementing
those processes where the customer experiences issues.

In addition, service providers should consider the change process concerning the people working with the
SMS. For example the service provider should ensure that there is sufficient time allocated for communication
and training and for people to understand how their day to day activities are to change and the long term
benefits. This cannot be achieved if the implementation of ISO/IEC 20000-1 relies mainly on document
production and procedure descriptions. However documents and descriptions remain important to successful
implementation.
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One of the risks during implementation of ISO/IEC 20000-1 is that the production of documents can be
considered more important than changing how people work. It is important to focus on understanding and
changing practices when implementing ISO/IEC 20000-1. Required documents should be viewed as a tool to

support the change and should be appropriate to the size and complexity of the organization.

The generic approach is divided into 3 phases, each one building on the achievements of its predecessor. The
structuring of each phase allows important and measurable evidence of achievements against the

requirements of ISO/IEC 20000-1. The phases described below are recommended but can
organization to organization.

5.3 Understanding ISO/IEC 20000-1

differ from

Theg success of an ISO/IEC 20000-1 implementation relies on the people involved underst
requirements and supporting guidance in the ISO/IEC 20000 series, the service requiremen
chgnges to practices that will be necessary.

5.4 Scope and applicability

In the planning activity, the service provider should ensure that ISO/IEC 20000-1.is applicable to t
beipg delivered. This should take into account the scope of the servicesy activities and the cor
sugpliers.

The service provider should perform an initial analysis to identify and ‘agree a suitable scope for t

mahagement system, using the guidance on scope definition and,applicability in ISO/IEC 20000-3.
5.8 Changes to scope
It gan happen that a service provider initially plans toximplement an SMS based on the requi

ISQ/IEC 20000-1 for only part of their total activities.The service provider then generalizes the impl
to & larger proportion of their activities. The guidance in this part of ISO/IEC 20000 is based on
scgpe being unchanged during all three phasesnot on a phased increase in scope of the SMS.

w
thig part of ISO/IEC 20000. This is als@’normally faster as the service provider by this time
pragtical experience and may extend what has already been done to the larger scope.

5. Developing the business case
Thg implementation of ISO/IEC 20000-1 requires management commitment and ownership through
Baged on initial analysis,'a business case will help establish understanding and commitment. B
mapagement support_and commitment should also be done as soon as possible when devg
buginess case. It will’also help sustain commitment and support for each phase and therefore m|
risks to the success of the planned changes.

anding the
s and the

he services
tribution of

heir service

rements of
ementation
he defined

n a service provider decides to increase the scope of the SMS, it can be useful to follow the guidance in

has gained

all phases.
stablishing
tloping the
inimize the

The business-case should include:

a) | clear objectives for implementing an SMS based on the requirements of ISO/IEC 20000-1;

b) recommendation on formal, independent conformity assessment;

c) proposed scope of the SMS;

d) predicted service levels (or changes to service levels) from improved service management processes;

e) changes to workloads, changes to processes, increased use of the service or proactive reduction in
support needs;

f)  potential cost savings, overall and as unit costs;

g) direct or indirect benefits such as customer satisfaction, employee satisfaction, reduced business risks;

© ISO/IEC 2010 — All rights reserved
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h) timescales;

i) estimated resources, including the people directly involved in the project;

j) interested parties affected by or who will be involved in the implementation;
k) risks assessment and recommendations for risk management;

I) costs and use of external resources;

m) proposed terms of reference, project support and commitment and project governance.

5.7 Projbct support and commitment
To ensure|the successful implementation of the SMS based on the requirements of ISO/IEC 20000-1, |the
project shquld have the support and commitment of the top management. This will ensure a focus on seryice
requiremernts and constraints, including statutory and regulatory requirements and contractual'obligations, and

will ensure|appropriate priorities are allocated. The understanding and the involvement of allNinterested parties
is necessafy during all phases, not just during the first phase.

5.8 Gapl|analysis

The servicg provider should perform a detailed analysis to evaluate the gap\between the current operatipns
and the requirements of ISO/IEC 20000-1 for the activities in scope. This should quantify the status of:

a) management system(s) that have already been established and. implemented, including the scopg of
each;

b) existepce and quality of both documents and records, including:
1) p9licies;
2) process documentation;
3) procedures;
4) sgrvice level agreements;
5) suUpplier contracts;
6) records of actual achievements by the service provider and suppliers;
c) actual|working practices;
d) servicg reviews;internal audits, conformity assessments that can contribute useful information;

e) workload,characteristics and actual service levels;

f)  recentor current service iImprovement plans;

g) accuracy of definitions of roles, responsibilities and authorities, skill and competence of available staff;
h) assessment of the service provider’s culture;

i) any major changes planned to the structure, service and/or technology;

j)  relevant statutory and regulatory requirements and contractual obligations.

The detail in which the gap analysis is conducted should be tailored to the needs of the service provider and
of the service provider’'s customer base.

4 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=25993ac72fd5b1258a93ddddb41686f6

ISO/IEC TR 20000-5:2010(E)

5.9 Implementation governance

The organization’s governance principles and policies, culture and structure should be understood. In addition
any other standards, contractual obligations, statutory and regulatory requirements that could impact the
delivered service should be considered.

The establishment of clear governance for the project within the service provider's overall governance is a
critical aspect of a successful implementation. To assist with governance a group of people should be
identified, including management representation, which have the responsibility of managing the project. The
roles, authorities, responsibilities and accountabilities of this group should be agreed before the project starts.
This can be done as a terms of reference. Although this part of ISO/IEC 20000 refers throughout to ‘the
project’, in practice there _may be several projects working closely together during each phase of the
impglementation. Coordination and governance of multiple projects is part of this group’s responsibilities.

Duting the project this group is responsible for the governance of the service and for the development of the
SMES. After the last phase is completed it is important to ensure the continual improvenient of the SMS. The
group that had responsibility for the governance of the service may become respofnsible for the continual
imgrovement or a new group should be created to take responsibility.

Pant of the implementation governance should be the appointment of a project leader who should have
appropriate project management and service management skills.

5.10 Project readiness

Baged on the business case and gap analysis, the project leader should take into account the following
corlsiderations when developing the project plan:

a) | timeframe;

b) | resources concerns such as:

1) skills and competence of the implementation project team;

2) accommodation, travel, facilitiescand tools required/available for the implementation;

c) | finances including any known eénstraints on funding the implementation, e.g. capital expendifure not yet
in the budget;

d) | risks such as any issues-that can cause conflicting priorities;
e) | identify individuals'that will receive the outputs of the project and involve them early in the project;
f) | the service.management maturity of the organisation;

g) | receptiveness of the organization to change i.e. the aptitude to change within the organization and the
ability~of the organization to absorb and manage the change successfully;

h) Lcammunication;

i) procurement;

j)  review procedures.

5.11 Project team
To ensure a smooth change during the three phases described in Clause 6, the project team should have

strong leadership and expertise in establishing and implementing service management processes and
continual improvement principles.

© ISO/IEC 2010 — All rights reserved 5


https://iecnorm.com/api/?name=25993ac72fd5b1258a93ddddb41686f6

ISO/IEC TR 20000-5:2010(E)

The project leader should balance the two following factors when selecting members to the project team:

a)

making use of the experience of staff involved in the existing day-to-day activities;

b) avoiding conflicting priorities for a person involved in both the project and in day-to-day activities.

This is part

icularly important when day-to-day workloads are unpredictable.

The project team should have expertise in and be responsible for:

a) designi

ng and implementing management systems;

b) proces

C) proces

d) minimi
e)
f)
The effecti

the proces
based on t

testing

organiz

Service ow
changes to

5 definition for new or changed processes;

5 establishment, implementation and integration;

ring impact on day-to-day activities;

and measuring the effectiveness of processes, including the continual improvement process;
ational change and communication.

eness of the SMS depends on the overall integration of service mahagement processes. Defir
ses and how they are integrated at the beginning of the projectwill help in implementing the §

ne requirements of ISO/IEC 20000-1 in a coherent manner.

ners, process owners and operational managers play an important role in identify and encourag
improve processes and services. As process owners and service owners are identified they shq

contribute and support the group managing the project.

For small

operationa
more spec
larger grou

Operationag
realistic an
affect the w

bervice providers, several processes may be @wned by a single individual, who may also be
manager. For larger service providers, there can be benefits from having people involved
alist interests and responsibilities. Servicevproviders should give consideration to coordinating
b of people, especially if they are based-at different locations.

| managers should also be represented on the project team. This is to ensure that plans
d that staff managers involved in" day to day operations are kept aware of any changes that
ay they are expected to waork.

ing
MS

ing
uld

an
vith
this

are
can

© ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=25993ac72fd5b1258a93ddddb41686f6

6 Overview of phases

ISO/IEC TR 20000-5:2010(E)

Figure 1 presents a high level view of the most important ISO/IEC 20000-1 components within each phase, as

defined in Annex B.

Management responsibility
Documentation requirements

Planning service management
Implement service management & provide the services
Monitoring, measuring and reviewing

' Li 'S
Ottt ar M PTrovement

Planning & implementing |
new or changed services ¢

Service level management

Service reporting

[ Service continuity & availability management

Budgeting & accounting for IT services

[ Capacity managenient

Information security management

Business relationship managenient

[ Supplier management

Incident management

{ Problem management

Configuration management

Chahge management

[ Release management

Phase 1

The plan represents a generic approach and a service provider should adapt the phases and plan

Phase 2 Phase 3

Figure 1—\Important components within each of the three phases

indjvidual circumstances based on the output from the recommended initial gap analysis.

Forl example, ifithe service provider has already implemented processes and has experience

to suit their

of several

projects for planning and implementing new services, rather than being implemented in Phase 3 the process

shquld be improved during Phase 1. In later phases

effgctive’interfaces to new or improved processes.

only improvements need to be implemente

d, such as

The-precesses-should-be:
a) established;

b) documented;

c) implemented;

d) operated and managed;

e) monitored (through an appropriate measurement system);
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f)  reviewed / audited;

9)

improved if the review identifies it is necessary to do so.

The Plan-Do-Check-Act cycle, that forms the core requirements of ISO/IEC 20000-1, should be used for
monitoring, reviewing and improving the SMS, which includes the service management processes and the

services.

7 Taxonomy of each phase

7.1 Objgctives of each phase
The table pelow introduces general objectives defined for each phase. These objectives have driven [the
definition of the three implementation phases described in Annex B.
Table 1 — Objectives of each phase
Phase 1 Phase 2 Phase 3
Incorporate$ the findings of the gap | Adjustment of plans based on achievement | Adjustment. of  plans based on
analysis andl the business case. analysis at the end of Phase 1. achievement analysis at the end of
Phase, 2.
SMS stfucture established and | Revision of policies, additional processes, | Revision of policies, final procegses
implementefd including service | integration of  existing processesy~|) (proactive), integration of all procegses,
management  plan, initial  policies, | procedures and other supporting' | documentation of under-pi%ning
commitmenI/accountability, crisis | documentation. procedures and supporting documents
management/reactive processes.

On completion of Phase 1, the service
provider wi|l have implemented policies,
processes [and procedures to fulfil the
requirements of ISO/IEC 20000-1 for a

basic SMS| with the focus on reacting
quickly apd effectively to service
disruptions | and requests. The service

provider ha$ knowledge of all the services
and related| components that enable it to
react to these service disruptions or
requests.

The service provider will have implemented
activities, processes, ptocedures and
control of components, that enable it to
anticipate and avoid., service disruptions
and requests on completion of Phase 2.
The service provider will have stabilized its
processes and.activities in order to provide
a more reliable service to its customers. It
will have~ begun discussing with its
customers their future service
requirements, in order to incorporate their
néeds into its plans.

The service provider will have developed a
service culture and a good understarding
of the customer's business and sefvice
requirements. Measurement of | the
effectiveness and efficiency of the seryices
and processes will occur, including
customers’ satisfaction and contfnual
improvement of delivered services. |The
service provider will have understood|and
established business relationships [with
both suppliers and customers. As a rgsult,
the service provider will conform t¢ all
requirements of ISO/IEC 20000-1.

Analysis of status at the end of Phase 1.

Analysis of status at the end of Phase 2.

Analysis of the status at the end Phage 3,
including a full internal audit and, where
appropriate, preparation for conformirjg to
the standard.

By the end of Phase 1y'the SMS will
provide the pasis for Phase 2.

By the end of Phase 2 the SMS will provide
the basis for Phase 3.

By the end of Phase3 the SMS
provide the basis for stabilization
continual improvements.

will
and
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The table below introduces key characteristics used as a basis for defining the three implementation phases

described in Annex B.

Table 2 — Key characteristics of each phase

ISO/IEC 20000-1

1: React to service

2: Anticipate service

3: Fully integrate processes

component disruptions or requests disruptions or requests and |and Improvement in process
quickly and effectively. provide a reliable service. and procedures.
Management Service management policy and  |Service management policy and  |Service management policy and

responsibitity

e i 4l
Pro€eSS-SpecHc-poncieSantPrat

are defined.

proeess-speetfie-peticies-and-plan
are updated to include a more
reliable service.

preeess-speeifie-petieies and plan
are updated to include, fontinual
improvement.

Do¢ument and record

management

Service management policy and
process-specific policies and
objectives are documented.

Implemented processes and
procedures are documented.

Updated service management
policy and process-specific policies
and objectives are documented.

Implemented processes and
procedures are documented.

Additional processes and
procedures are documented and
existing ones updated.

Updated service'management policy
and process-specific pglicies and
objectivesyare documented.

Additional processes and procedures
are-.documented and existing ones
updated.

All service managemert roles and
responsibilities are agr¢ed and
documented.

Competence, Service provider personnel All service management roles and |Service provider persofnel are
awareness and understand the services offered to |responsibilities are~agreed and aware of ISO/IEC 20000, their role in
traihing customers. documented. service management, gnd they are
) . competent to perform their service

The project team; key line management activities.

managers, process owners and

service owners are aware of

ISO/IEC 20000, their role in

service management and their

responsibilities in the

implementation.
Plap the SMS and the |Customers are identified ahd Risks are documented and Effectiveness of SMS i§ measured
service documented. managed.

The scope of SMS is defined.

Imglement the SMS
and provide the
seryice

SMS is estahlished and
implemented.

SMS is extended.

SMS is completed.

Mohitor, measure,
revlew and internal
audit

Events and requests are recorded
and analysed.

Reports on the performance of the
delivered processes are produced
and reviewed.

The performance of thg processes is
monitored and correctiye action
taken as required.

Internal audit and manggement
reviews take place.

Imgrovement The concept of service Improvements are identified The effectiveness of planned

programme improvement is understood. recorded, planned and improvements is monitgred.
implemented.

Ne\l,_o_r_‘;h_a_n_g_ed The introduction of new or changed

services services is managed

Service level
management

A basic overview of the Services is
documented in a service
catalogue.

Targets for the service delivered to
the customers are documented
and agreed with the customer in
SLAs.

Performance of the service is
reviewed and areas for improvement
identified.

Service reporting

Reports on the performance of the
delivered service.

Reports on the performance of the
delivered processes are produced.

Customer satisfaction reports are
produced.
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ISO/IEC 2000
component

0-1

1: React to service
disruptions or requests
quickly and effectively.

2: Anticipate service
disruptions or requests and
provide a reliable service.

3: Fully integrate processes
and Improvement in process
and procedures.

Service conti
availability
management

nuity and

Business plans, SLAs and risk
assessments are used to develop
an availability plan.

Business plans, SLAs and risk
assessments are used to develop
a service continuity plan which is
tested.

The availability of services is
measured.

The service continuity plan is tested.

Budgeting lmd

accounting
services

for

Costs are understood and tracked
at a simple level.

Budgets and costs are available
for each service.

Capacity management

Service requirements are used to
develop a capacity plan.

The capacity of services is
measured.

Information security Security events are recorded and |Security audits take place.
managemeht analysed.
Business r¢lationship The service performance is Customer satisfaction is measurgd
management reviewed with the customer. and managed.
Complaints procedure is
implemented.
Supplier management |Suppliers are identified and Service targets fof.gervices from
documented. suppliers are ingcluded in a new
contract (if revisions are
necessary).
The performance of the services
delivered to the service provider is
reviewed with its suppliers.
Incident mgnagement |Events and requests are recorded, [Recorded events and requests and
(including ﬂequest and analysed. their resolution are analysed in
fulfilment) order to identify action to reduce
potential problems and ensure the
effectiveness of their solution.
Problem management Trend analysis is performed on the | The effectiveness of problem
incident records. resolution is monitored.
Configuratipn A list of eonfiguration item Configuration items are recorded |Audits of the configuration items fake

management

categories’is produced.

in a CMDB;

place.

Change mapagement

Changes are recorded and basic
risk assessment and scheduling is
performed.

Changes are reviewed post-
implementation.

Release and Releases are planned in

deploymen Pnn‘j' nction with the customer and

management reviewed.
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8

8.1

ISO/IEC TR 20000-

Post-implementation

Continuing governance of the SMS and improving service

5:2010(E)

Having implemented all the changes and improvements needed to fulfil the requirements of ISO/IEC 20000-1,

the

service provider should ensure that these requirements continue to be fulfilled.

One method is to appoint a group of interested parties to ensure continuing governance and commitment to
continual improvements, including any projects necessary for improvements to the SMS, and services
provided. This group should include process owners and service owners, with a senior manager who is
accountable for the services delivered using the SMS.

Thel change management process should be applied to the assessment of any risks associated, wit

pro

8.2

On
Do
ISC
con

In ¢rder to ensure that the requirements of ISO/IEC 20000-1 continue to be fulfilled the followin

shd

8.3

posed by one group and how it can affect the area of responsibility of another group.

Plan-Do-Check-Act
b of the most important activities after Phase 3 is the continual improvement cycle from applicat
Check-Act as described in ISO/IEC 20000-1. This is also how the service’ provider ensurg
/IEC 20000-1 requirements continue to be fulfilled, long after the implementation of ISO/IEC
nplete.
uld be performed continually:
monitoring of the services and performance of processes;

internal audit and management reviews;

improvement of the services and processes.

Interfaces to projects for new and-changed services

Th

to the required level of good practice. For a service provider with a relatively stable environm
seryices are rarely changed or(new services are rarely deployed, this aspect of the ISO/IH
requirements is not always_understood. Therefore its importance can be underestimated, wit
attention given to reaching therequired standard.

Th

tha
suf
ser|
deqd

service provider should ensure thaf\the planning and deployment of new and changed service

service provider should seek information on changes to the customers' business plans or oth

can affect the services for both services that are produced in house as well as services reqg
pliers or sub-gontracted suppliers. It is also important for the business and the customer to
vice provider ‘about changes, and involve the service provider in this as early as possible, espe
ign of a néw business service.

h a change

on of Plan-
bs that the
20000-1 is

g activities

5 is kept up
ent, where
EC 20000-1
h too little

er changes
eived from
inform the
cially in the
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ISO/IEC TR 20000-5:2010(E)

Annex A
(informative)

Start up and business case development

The table below lists the main activities of the start-up project and business case development. This should be
considered in the context of the service provider’'s business needs and business model.

Table A.1 — Basis for three phases

Project initiation activities Which manager?|
a) Understanding of:
1) principles, objectives and requirements of ISO/IEC 20000-1; e
2) scope of a SMS to fulfil ISO/IEC 20000-1 requirements, including all relevant suppliers;
3) applicability of ISO/IEC 20000-1 to the service provider’s circumstances understood.
b) Busineps case for gap analysis developed, including costs of gap analysis. Project
c) Busineps case and funding for gap analysis approved. Top
d) Gap arfalysis performed of current status against the requirements of ISO/IEC 20000-1;
1) status of the current SMS (if present);
2) curfent documents and records;
3) resllts of service reviews, internal audits or other conformity review;
4) workload characteristics;
5) actyal service levels; .
Project
6) recént or current service improvement plans;
7) numbers, skills and competences of available staff;
8) major changes that can clash with the implementation of ISO/IEC~20000-1;
9) othér priorities that can take precedence over the implementation;
10) relgvant statutory and regulatory requirements and contraettal obligations;
11) experience of other service providers in similar circumstances.
e) Implenjentation business case based on the gap @nalysis and projected cost-benefits:
1) objgctives for implementing ISO/IEC 20000-1;
2) recpmmendations on formal independent conformity review;
3) proposed scope of the service management system;
4) preflicted service levels (or changes-to. sérvice levels);
5) preglicted changes to workloads; Project
6) cos} savings as overall costs_and unit costs;
7) other direct or indirect bengfits;
8) estimated implementation project resources, including the project team;
9) interested parties affected by or involved in the implementation;
10) risklassessmentS.and risk management recommendations;
11) proposed terms of reference, project sponsorship and project governance.
f)  Implenentation*business case approved, including costs and benefits from each phase:
1) top|manager and other interested parties confirmed as project sponsors;
2) projectgovermance agreed; Fep
3) project team leader agreed;
4) project team structure and resourcing agreed.
g) Implementation project planned in detail, including for each phase:
1) timescales and phasing;
2) attitude of managers towards changes required to implement ISO/IEC 20000-1;
3) assessment of the organizational culture and ability to adapt; Project
4) numbers, skills and competences of the available implementation project team;
5) financial constraints on funding for the implementation project;
6) accommodation, facilities and other tools available for the implementation project;
7) service owner(s) and process owners identified.
h) Implementation project plan agreed ensuring the availability of resources. Top
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Annex B
(informative)

Three phases of the implementation project

Phase 1, described in this Annex, starts when:

Eaq
the

In {

there is commitment to the implementation of an SMS based on the requirements of ISO/IEC 20000-1;

top management are commitied,
plans have been developed for the implementation project, based on the gap analysis;
necessary funds and other resources have been made available;

a group has been established for governance of the implementation project that also gives di
support.

h phase ends with an achievement analysis, similar to the gap analysis~done during the devd

he table below each activity within a phase is identified, as are the' team, group or function res

enduring that each activity is completed. Some activities are repeated in several phases, as the s

act

hal SMS aligns with the planned scope of the SMS.

Table B.1 — Activities/in three phases

business case. The results of the analysis are used to adjust the plan\and activities of the next Ihase.

rection and

lopment of

onsible for
cope of the

. Phase -
Actrwty 1]2]3 Responsijbility
Ma*agement responsibility
a) Ensure SMS polices are defined. | oo o
b) Ensure that the service management poliey-is appropriate to:

1) the circumstances of the service proyider and the stage of implementation reached; | | o | e
P) policies include a commitment.to-fulfil the requirements of ISO/IEC 20000-1; oo o
B) continually improve the effectiveness of the SMS; oo o
1) provide a framework for reviewing service management objectives. oo o
Top management
c) Ensure the service-management policy is reviewed for continual suitability. oo o
d) Ensure service. management objectives are defined. oo o
e) Ensure service management objectives are reviewed for continuing suitability. | ¢ | o |
f) [The service management plan is created and maintained in order to achieve | _ | | ,
he,seryice management policy and objectives.
g) [Thesimportance of meeting service requirements as well as statutory and o lola
regulatory requirements and contractual obligations is communicated.
h) Ensure that:
1) appropriate communication procedures are established and implemented; . Project (or team member)
2) service requirements are determined, documented and met based on the agreed ol e Business relationship
business needs and customer requirements; management
3) risks to the services are assessed and managed; o o
4) reviews and audits are conducted at planned intervals adequate for the service . Audit
requirements, service management policy, objectives and current performance;
5) assets, including licences, used to deliver the services, are managed according to ) .
f - L oo o Configuration management
applicable statutory and regulatory requirements and contractual obligations.
i) Communication of the service management policy, objectives and plans. oo o Top management
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Phase
1]2]3

Activity Responsibility

j) A member of the service provider's management, irrespective of other
responsibilities, has:

1) authorities and responsibilities for ensuring that processes needed to support the
SMS are known; Implementation board

2) responsibility for reporting to top management on the performance of the SMS,
processes and services;

3) responsibility for recommending identified improvements to the SMS or service. U

Document and record management

a) Obsolete documents and records have been archived or appropriately )
disposed of. Project (or team member)

- ’ X Documentation management
b) A document library is available. o ’ I

c) A document and record management policy, process(s) and procedure(s) are
agreed, Including:

1) authotities and responsibilities for the control of documents and records; .

2) securlty, legibility and identification of documents and records, including those
archied;

3) reviey and update of documents is done only by individuals who have been given
the aythority to make changes;

4) availgbility of a change log for each document; o Project (or team membef)
5) contrgls for approval of new versions of documents before issue; o
6) availgbility of documents and records at points of use; °
7) contrgl of browse access and updating rights for records and documents; o

8) identification and management of documents and records under the same process
and pyocedures for internal documents and records;

9) archiying and/or disposal of all obsolete or inaccurate documents and/ecords to
prevept incorrect use.

d) Documepts and records are available and suitable for effective planning,
operation and control of the SMS including:

1) docurhented service management policy and process-spegific*policies, objectives
and sprvice management plan;

2) docurpented policies and plans specific to service management processes; oo o
3) docurpented processes and procedures are available for all implemented ol ol Project (or team member)
procepses; Documentation management
4) servicie documents, including service level-agreements, catalogue of services and ol e
supplfer contracts;
5) records needed are available; e | e | e
6) docurpents and records of external origin needed for effective planning, operation ol e
and cpntrol of the service provider's SMS are available.
e) Documepts required by the.SMS are controlled under the agreed processes ol ol
and prodedures. Project (or team membet)
f) Records|required by.the SMS are controlled under the agreed processes and ol e Documentation management
procedutes.
g) Documepts remain legible, readily identifiable, secure and retrievable. e | o | Documentation management
h) Records|remiain legible, readily identifiable, secure and retrievable. o |

Competence, awareness and training

Project (or team member)
e | o | o | Documentation management
Human resources

a) Service management roles, authorities and responsibilities are defined,
documented, managed and maintained.

b) The necessary competence for personnel performing work affecting service Project (or team member)

quality is determined. Documentation management
c) Appropriate records of education, training, skills and experience are ol ol Human resource manager
maintained. Documentation management
d) Human resources are provided as needed to implement the SMS and
oo o Top management

continually improve its effectiveness.
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Activity

Responsibility

e) Support personnel are fully aware of the relevance and importance of their
activities and how they contribute to the achievement of the service
objectives.

f) Training is provided to ensure staff have the correct skills and competences.

Top management
Implementation board

g) Human resources are provided as needed to maintain the SMS and
continually improve its effectiveness.

h) Human resources are determined and provided as needed to enhance
customer satisfaction by meeting business needs and customer
requirements.

Top management

Plan the SMS and the service

a) [The scope of the SMS is confirmed and used for planning.

b) [The service provider plans service management in the context of the SMS
bolicies, business needs, customer requirements, statutory and regulatory
requirements, contractual obligations, and requirements of ISO/IEC 20000-1.

c) [The service provider creates and maintains a documented service
management plan including:

1) the objectives, service requirements and targets that are to be achieved;

P) the internal and external policies, standards, statutory and regulatory requirements
and contractual obligations;

B) the processes that are to be operated;

1) the framework of management roles, authorities and responsibilities, ownerg for
each process and managers of suppliers;

b) authorities and responsibilities to establish, implement, operate, monitér, review
and improve the processes, plans and services;

5) the interfaces between service management processes;

V) the process for identifying, assessing and managing risks and’adverse events to
the achievement of the defined objectives and service requirements

B) the approach for interfacing to projects that are designifg-and developing new or
changed services;

D) the human, technical, information and financial reseurces necessary to achieve the
defined objectives;

10) service management tools as appropriate to‘support the processes;

[11) how the effectiveness of the SMS, processes and services is to be managed,
measured, audited and improved.

Project (or tearth member)
Documentation management

d) Where a supplier(s) operates some parts of processes within the scope of the
SMS, the service provider should plan for how they demonstrate governance
bf all processes.

e) [The service provider can,demonstrate accountability for and governance of
brocesses, including:

1) control of the definition and interfaces;

P) planning @nd execution of service and process improvements;

B) the pewer to require adherence to the process and provide knowledge and
evidence of the execution of the process.

Top management
Project (or tearh member)

f) Anyprocess specific plans are aligned with the service management plan.

g) Plans are reviewed at planned infervals and, it applicable, updated.

h) Implement the SMS and provide the service

Project (or team member)

i) The service provider implements and operates the SMS to deliver services
through activities including:

1) management of funds and budgets;

Top management
Project (or team member)

2) assignment of authorities, roles and responsibilities;

3) documentation and maintenance of the policies, plans, processes and procedures
under the document management policy, process and procedure(s);

Project(or team member)
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Activity

Phase

Responsibility

4) management of human, technical and information resources;

5) identification, recording and management of risks and adverse events to the
services;

Service owner

6) reporting on progress against the plans;

7) management of interfaces between service management processes.

Project (or team member)
Service owner

Monitor, measure, review and internal audit

a) The service provider monitors, measures and reports on services and the
service management processes.

Project (or team member)
Service Improvement

management
b) The SM$ is reviewed at planned intervals, to ensure its continuing suitability, . S;r%?cg]fmargoévemé etnt
adequagy and effectiveness to meet the plan and objectives. managF;ment

c) The revig

bw includes assessing opportunities for improvement and the need

for changes to the SMS, including the service management policy and

objective

S.

Top management

d) The findi
actions i

hgs of management reviews are considered and any remedial
Hentified.

e) Concern

5 are communicated to relevant interested parties.

f) Records

from the management reviews are maintained.

Audit

g) Internal qudit criteria, scope, frequency and methods are defined in a policy.

Project (or team membe

~

h) The sele

ction of auditors and conduct of audits is objective and impartial.

Audit

i) Thereis
conducti
activity.

a documented procedure with responsibilities for planning and
hg internal audits, reporting results and maintaining a record of audit

Project (or team membe

~

j) Internal Tudit plans take into account the importance of the processes/and

areas to

be audited, as well as the results of previous internal audits.

k) Internal fudits are conducted at planned intervals to determine whether the

SMS de

honstrates conformity to:

1) the ag

reed service requirements;

2) therg

quirements of ISO/IEC 20000-1.

Audit

Improveme

ht programme

a) Thereis

a published policy on service improvement.

b) Respon
manage

ibilities and authorities for imprevement identification, assessment,
ent, monitoring and review\are defined.

Project (or team membe

~

c) Approve
are alloc

i improvements identified\by review, internal audit or other means
bted a priority, plannéd and controlled.

Process owner
Service improvement
management

d) The mar
made en

agement respensible for the area where improvements are to be
sures therefis-no undue delay.

Process owner
Service improvement
management

Functional managemen

e) Allimprg
ongoing

vement\activities are measured, reported and managed on an
basis:

Service improvement
management

following an internal audit include verification of the actions taken

f) Activitieg

and the reporting of verification results.

P
AUTUTT

g) The service provider performs activities to:

1) set targets for improvements in quality, value, capabilities, costs, productivity,

Top management
Service owner

resource utilization or risk reduction as appropriate; Service improvement
management

Service improvement
2) consult with all parties involved; management

Process owners

3) ensure that all approved improvements are delivered and that they achieve their
intended objectives;

Service improvement
management
Service owner

16
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Activity

Phase

Responsibility

4) implement the approved improvements;

Service improvement
management
Process owners

5) measure, report and communicate the improvements;

Service improvement
management
Service owner

Process owners

6) compare performance with other reference data such as historic trends or external
data;

Service improvement
management

7) revise the policies and plans where necessary;

Top management
Service owner

Service improvement

B) revise the processes and procedures where necessary.

management
Procéss-ovners

New or changed services

a)

There is a policy stating criteria that identify new or changed services which
Can have a major impact on services and customers.

Top manadement
Project (or tearth member)

b)

As part of designing and developing a new or changed service the following
Are considered:

1) cost;

P) organizational impact;

B) technical impact;

) commercial impact.

New service prpject team

c)

The closure of a service is planned and approved through the change
Mmanagement process.

New service prpject team
Change manpgement

Planning for the design and development of the new or changed services also
ncludes planning for roles and responsibilities for:

1) agreement and allocation of budget;

identification, assessment and management of risks;

)
B) recruitment required by the customer, serviee. provider and supplier(s);
)

new skills/competencies required by thecustomer, service provider and
supplier(s);

b) activities to be performed by custemers, including training or user
acceptance;

5) activities to be performed by'the service provider, including any changes
to service hours, workloads, service level agreements, processes and
procedures;

/) activities to be perfermed by suppliers, including any changes to supplier
contracts or services;

B) changes to the technology used to deliver the service;

D) communication on the new/changed services;

10) timeseales;

11)agreed service acceptance criteria (by the service provider, of the
service);

New service project team

12)the expected outcomes from delivering the new or changed services,
expressed in measurable terms.

Design, development, test and implementation of new or changed services
are planned and approved through the change management process.

Change management

The planned human, technical, information and financial resources are
provided.

Top management

The build and test of the new or changed services are coordinated and
supported by the change management, the release and deployment
management and the configuration management processes.

Change management
Release management
Configuration management
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Activity

Responsibility

h)

The acceptance of the new or changed services by the service provider and
relevant interested parties is recorded against agreed service acceptance
criteria before deployment into the live environment.

New service project team

i)

QOutcomes achieved by the new or changed services against the planned
outcomes, following the deployment, are reported to interested parties.

Service level management

a)

The services are documented and agree with the customer.

b)

The inter-dependencies of the services are documented and agreed with the
customer.

C) Each senvice-provided-is defined documented-and aarced by the customer i )
NS " ) I J < e Ot {or tEan membey
and servjce provider in one or more service level agreements (SLASs). Service level management
d) SLAs coptain service level targets, workload characteristics, and agreed ol e
exceptiops.
e) The neefls of the customer, the business and the service provider are taken ol e
into congideration when agreeing service level targets.
f) Changeg to the list of services and SLAs are planned and approved using the ol e Seryiceevel managemeft
change nanagement process. Change management
g) The list gf services and SLAs are reviewed with the customer at planned
intervals|and are maintained to ensure that they are up to date and remain o
effective|over time.
h) The senfice levels against targets are monitored, including performance and . Service level management
trend infprmation at regular planned intervals.
i) Results @re recorded and reviewed to identify improvements. o
Service repprting
a) There isfan agreed description of each service report including its identity,
purpose] audience, frequency and details of the data source. Project (or team membet)
b) Service feports are produced to meet identified service requirements and ol e Service reporting managenfent
service grovider’s information requirements.
c) Service ffeporting includes:
1) perfojmance against service level targets; e | o
2) noncgnformities; o | e
3) worklpad characteristics including volumes and(periodic changes in workload; e | o
4) perfoimance information following significant-events including major incidents, new ol Project (or team membey)
or chdnged services, or service continuity béing invoked; Service reporting managenjent
5) trend jnformation; o | e
6) custoner satisfaction measurements, formal service complaints and results of o
analysis.
d) Based of the findings in the service reports, decisions are made and ol
approprigite actions initiated and completed.
e) The decisions and,actions are communicated to relevant interested parties. e | o | Service reporting managenjent
Service continuity-and availability management
a) Service ¢ontinuity and availability requirements are identified and agreed on ol
the basig of basiness plans, SLAs and risk assessments.
b) Service continuity and availability requirements include access rights, service o | o | Service continuity management
response times and end to end availability of services. Availability management
c) Service continuity and availability plans are developed and reviewed at ol
planned intervals to ensure that requirements are met as agreed.
d) Service continuity plans include recovery requirements and documented ol
procedures to be followed in the event of a major loss of service. . -
—— Service continuity management
e) The plans are maintained to ensure that they reflect all approved and ol e
implemented requests for change.
f) The impact of any requested change to a service is assessed on the service o | o | Service continuity management
continuity and availability plans. Availability management
18 © ISO/IEC 2010 — All rights reserved
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Activity thase3 Responsibility
g) Availability is recorded and compared to agreed requirements.. o |
h) Unplanned non-availability is recorded, investigated and appropriate actions ol Availability management
taken.
i) Service continuity and availability plans, contact lists and the configuration Service continuity management
gzczg?ergent database are available when access to normal locations is o | Availability management
j)  The service continuity planning includes the return to normal working and oo
agreed availability requirements. Service continuity management
k) Service continuity and availability plans are tested in accordance with R Y
requirements.
1) PBervice continuity and availability are re-tested at every major change to the R
environment in which the service provider operates.
Al test ded o+ | Service gontinuitymanagement
m) ests are recorded. Availability mapagement
n) Following test failures, corrective actions are identified, agreed, planned and .
mplemented.
Budgeting and accounting for services
a) [There is a defined interface between the budgeting and accounting process
Bnd any other financial management processes in the service provider's
brganization.
b) [There are policies and documented procedures for budgeting, and accounting
for all service components including:
1) assets, including licences, used to provide the service(s); o
2) shared resources; .
3) overheads; o Project (or tearh member)
4) externally supplied services; o
5) personnel. o
c) [There are policies and documented procedures apportioning indirect costs
and allocating direct costs to services, to providé an overall cost for each .
Bervice.
d) [There are policies and documented procedures for effective financial control R
Bnd approval.
e) [osts are budgeted in sufficient detail-to enable effective financial control and ol
Hecision making.
f) [The service provider monitors ‘and reports costs against the budget, reviews ol e Finance manhgement
he financial forecasts and, manages costs.
g) |nformation is provided.to.support the costing of any requested change to a ol
Bervice.
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Activity

Phase

1[2]3

Responsibility

Capacity management

a)

Sufficient capacity has been provided to meet current and future agreed
service requirements.

b)

A capacity plan has been created and maintained taking into account human,
technical and information resources.

c)

Current and forecast agreed demand for services is taken into account when
addressing the capacity and performance requirements.

d)

e)

The impact on the capacity and performance of agreed service requirements
for availability, continuity and service levels is taken into account when
addressing the capacity and performance requirements.

Identifieq time-scales, thresholds and costs for upgrades to service capacity
are inclugded when addressing the capacity and performance requirements.

The forefast of the impact on capacity and performance of service upgrades
and reqyests for change is included when addressing the capacity and
performgnce requirements.

9)

The potgntial impact of new technologies and new techniques is included
when adfressing the capacity and performance requirements.

h)

Evaluatipn of the potential impact of statutory, regulatory, contractual
obligatiops or organizational changes and data and documented procedures
is included to enable predictive analysis.

Capacity management

i)

Methods] procedures and techniques are implemented to monitor capacity,
analyse flata and tune performance to provide adequate capacity.

Project (or team member)
Capacity management

Information security management

a)

Informatjon security management objectives and plans to implement the
security policy and the controls are agreed.

b)

Informatjon security requirements have been communicated to all appropriate
personngl in the service provider, customers and suppliers.

c)

The critdria for assessment of information security risks and the*acceptable
level of rlsk has been agreed.

Project (or team member)

d)

Regular |nformation security risk assessments are conducted.

e)

Internal ihformation security audits are conducted, the results are reviewed
and any jdentified improvements recorded, agreed and implemented.

Security management

f)

Appropripte information security controls that have‘been implemented and
operated to manage risks related to informatianysecurity, meet the
requirements of the information security policy.

Project (or team member)
Security management

9)

Informatjon security controls are documented and describe the risks to which
the controls relate, their operation and maintenance of the controls.

Project (or team member)

h)

All necegsary information security requirements have been documented and
agreed With external organizations'that need to access, utilise or manage the
service grovider’s information.and services in order to reduce risks which can
be causgd by external parties.

Informatjon security controls are in place to enable the types, volumes and
impacts pf information Security incidents to be quantified, reported and
improveinents identified.

Project (or team member)
Security management

)

Requests for Change are assessed to identify new or changed information
security fisks’ and for impact on existing information security controls.

Security management

k)

Informat
and request fulfilment process.

H T 1l 4 -tk btk H 1l 4 4
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Incident management

Business relationship management

a)

There is a named individual(s) who is responsible for managing the
relationship and customer satisfaction for each customer.

Business relationship
management

b)

The customers and relevant interested parties of the services are identified
and documented.

Project (or team member)
Business relationship
management

c)

Review with the customer, at planned intervals, the overall performance of the
services and identify any changes required to the service scope, SLA,
contract (if present) and service requirements.

d)

Resulting changes to the contract(s) and SLA(s), if required, follow from these
reviews.

Business relationship
management

20
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Activity 1thase3 Responsibility
e) Any changes to the contract(s) are subject to the change management oo ) ) )
process. Business relationship
: - management
f) Any changes to the SLA(s) are co-ordinated through the service level ol Change management

management process.

g) The service provider has implemented a communication mechanism with the
customers to aid understanding about the business environment in which the Business relationship
service operates including service requirements and major changes, in order management
to prepare to respond to these needs.

h) The definition of a formal service complaint has been agreed with the
customers.

Project (or team member)

H Tla H + ol lo H 1 el ol ol ol bl 1 ahla
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service complaints from the customer(s).

j) [The service provider records, investigates, acts upon, reports and closes the
formal service complaints in accordance with the complaints procedure.

k) Where a service complaint has not been resolved through the normal

L . . Business reldtionshi
Channels, escalation is available to the customers. P

management
1) ['he service provider regularly measures, reviews and acts upon feedback

from regular customer satisfaction surveys, including formal surveys of a .
representative sample of users to cover all services.

Supplier management

a) [There is a named individual(s) who is responsible for managing the

Felationship, the contract and performance of each supplier. 1 Supplier management
b) [The service requirements, scope of the service to be provided by the supplier,
ist of services and their inter-dependencies, service level targets, warkload ol e Project (or teah member)

Characteristics, agreed exceptions and communication to be provided by the Supplier management
supplier(s) are agreed and documented.

c) [The agreement includes the responsibilities of the service proyider and the
supplier.

d) [The agreement includes activities and responsibilities forthe expected Project (or tearp member)
ermination of the contract, early termination of the contract or transfer of .
service to another party.

e) [The supplier's service commitments support, and are compatible with, the

SLA(s) between the service provider and the\Customers. 1 Service level management

f) [The interfaces between processes used by each party are documented and

pgreed. Project (or tearth member)

g) All roles and relationships between lead and subcontracted suppliers are ol e
Hocumented.

h) Lead suppliers can demonstrate procedures to manage the subcontracted ol e
suppliers to meet contractual obligations.

i) [There is a review of thescontracts or formal agreements at planned intervals
o ensure that business needs, customer requirements, statutory and ol e
fegulatory requirements and contractual obligations are being met and remain .
 clevant Supplier management

j) [hanges tothe contract or other documents agreed by the relevant interested
barties, including any changes to service commitments, follow from these ol e
[eviews,as appropriate or at other times as required. Any changes are subject
q the change management process.

k) Daocrmant th P Ao ta daal aath 1 frial Ainp. oo bhabay nth
Deeument-the-procedure-to-deat-with-contractual-disputes-between-the Proeci (or T b
service provider and the suppliers. e roject (or team member)

1) Monitor and review the performance by the supplier against agreed service ol e Service level management
level targets and other contractual commitments. ¢

Incident management (including request fulfilment)

a) Incidents and service requests are recorded. .

Incident management

b) Allincidents and service requests are recorded. o |
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Activity Responsibility

c) Procedures are defined and documented for the recording, allocating priority,
classification, updating, escalation, resolution and closure of all incidents and | e
service requests.

d) Procedures for allocating priority take into account the impact and urgency of Project (or team member)

incidents and service requests.

e) Procedures are defined and documented to manage the fulfilment of service
requests.

f) The customer is kept informed of the progress of their reported incident or

° L]
service request. .
- - - - - - Incident management

g) The customer is alerted in advance if their service levels will not be met and ol

the escatation plUdeulC is-fottowed:-
h) All persgnnel involved in the incident management and request fulfilment ol

process have access to relevant information such as known errors.
i) All persgnnel involved in the incident management and request fulfilment ol e Project (or team niember)

process have access to relevant information such as problem resolutions. Incident management

j) All persgnnel involved in the incident management and request fulfilment
process have access to relevant information such as the CMDB.

k) The defipition of a major incident is documented and agreed by the service

providerjand customer * Préject (or team membet)

I) Top marlagement are made aware of all major incidents and an individual
responsiple for managing the major incident through to closure and keeping [N Incident management
the custgmer informed of progress is appointed.

m) Major ingidents are classified and managed according to a documented Project (or team membe
procedufe. Incident management

~

n) All major| incidents are reviewed and the appropriate actions taken. o | o Incident management

Problem management

a) Procedufes are defined and documented to identify, minimize or dvoid the
impact of incidents and problems.

Project (or team membe

~

b) Procedufes define the recording, priority, classification, updating, escalation,
resolution and closure of all problems.

c) Problems are identified and recorded where the root cause of one or more
incidentq is unknown.

: - 7. Problem management
d) The senvice provider analyses trends and data onincCidents and problems to

identify the underlying causes and their potential preventive action.

e) Changeg required in order to remove the underlying causes of problems are
raised ag a request for change and mandged through the change o | e
manageiment process.

Problem management
Change management

f) The effegtiveness of problem resolution is monitored, reviewed and reported. .

g) All knowh errors are recorded. L

h) Where the underlying cause.has been identified but the problem has not been
permangntly resolved,he service provider identifies and records any o |
recommended actionsto minimise the impact of the known error.

Problem management

i) Up-to-dgte information on known errors and corrected problems is made

availablg to the incident management and request fulfilment process. e
Configuratipn management
a) The intellface to financial asset accounting processes is defined. .
b) Definition of a configuration item and its constituent service components is R
documented. Project (or team member)

c) The information to be recorded for each configuration item is defined and
includes the documentation and relationships necessary for effective control.

d) All configuration items are uniquely identifiable and recorded in a CMDB to Project (or team member)
which update access is strictly controlled. Configuration management
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Activity thase3 Responsibility
e) The CMDB is managed to ensure its reliability and accuracy. o |
f) Audits of configuration items are carried out at regular planned intervals and
include recording deficiencies, initiating corrective actions and reporting on .
the outcome. Configuration management
g) The configuration item status, versions, locations, approved changes,
problems, known errors and associated documentation are available to those o | e
who require them.
h) The procedure for recording, controlling and tracking versions of identifiable o e
service components is documented.
i) The documented procedure ensures that the degree of control is sufficient to Project (or team member)
Mmeet the business needs and customer requirements, risk of failure and how
Critical the service is to the business.
j) |nformation is provided to the change management process to enable an ol e Confidatation management
bnalysis of the impact of a requested change on the configuration items. N 9
k) [Changes to configuration items are traceable and auditable to ensure integrity oo Project (or tearh member)
bf the data. Configuration management
1) Lonfiguration control procedures ensure that the integrity of services and Project (or tearh member)
service components is maintained. )
m) [The status of the appropriate configuration items and copies of electronic files v | e
bre taken before deployment to the customer’s live environment.
n) Master copies of configuration items recorded in the CMDB are controlled in Configuration management
secure physical or electronic libraries and referenced by the configuration o |
fecords.
Change management
a) Changes with a potentially major impact on how the services and.customers
bperate are designed and developed using the design and devélopment of . Change mankaement
hew or changed services process which interfaces to this,ehange g g
Mmanagement process.
b) A change policy is created that defines the assets which are under the control Project (or tearh member)
bf the change management process. J
c) ?:Iocégzgges to assets defined in the policy follow.the change management ol e Change manhgement
d) Changes have a defined and documented'scope. o | Project (or tearh member)
e) Requests for change are recorded andjclassified.
f) Rl requests for change are recorded and classified. o | ch
ange manpgement
g) Requests for change are assessed and approved before implementation of 9 9
he change, taking into account the risks, impacts to services and customers, o | e
business benefits, technical feasibility and cost.
h) Procedures are documented and used to control the assessment, approval Project (or tearh member)
bnd implementation.of emergency changes. )
i) [The activities fequired to reverse or remedy an unsuccessful change are o e
blanned.
j) Phanges:are reversed or remedied if unsuccessful. o |
k) RAll-unsuccessful changes are investigated and appropriate actions taken. o |
1) A-sehedule-ofchange-containing-details-ofthe-changes-approvedfer €hangemanagement
implementation and their proposed implementation dates is agreed and o |
communicated to relevant interested parties.
m) The schedule of change is used as the basis for release scheduling. o |
n) All changes are reviewed for effectiveness and any required corrective oo
actions taken as agreed by the customer and service provider.
o) Configuration information is updated following successful change oo Confi )
implementations. onfiguration management
p) Records are analysed at planned intervals to detect increasing levels of R
changes and emerging trends.
- - Change management
q) The results and conclusions drawn from change analysis are recorded and R
appropriate actions taken.
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Activity - P|h;‘s|°3 Responsibility
Release management (including deployment of the release)
a) Establish and agree V\(lth thg customer a release policy stating the frequency R Project (or team member)

and type of releases, including the deployment of releases.
b) Multiple changes are combined into one or more releases. o | e
c) Plan with the customers and relevant interested parties the deployment of R

new or changed services and service components.
d) Record the dates for each release, deliverables, methods to be used and ol

references to related requests for change, known errors and problems.

- - Release management

e) Provide Information to the change management process to support the ol

evaluatiga of-the imlr__\nr\l' of rnqllocfor‘l r‘hnngnc onrelease plnr\c
f) Manage |emergency releases according to a documented procedure that ol e

interfaces to the emergency change procedure.
g) Test all releases before deployment. L
h) Establish a controlled acceptance test environment for the building and Proi

. o o roject(or.team member)

testing of releases.
i) Release$ are approved against defined criteria before deployment. o | e Pr;ﬁg;g%r::gg;;né?: )
j) Release$ are designed and deployed so that the integrity of hardware, ol e

software|and other service components is maintained during deployment.
k) Activitied required to reverse or remedy an unsuccessfully deployed release P -

are planfped.
I) Deploymnient of the releases is reversed or remedied if unsuccessful. oo

- - Release management

m) Informatjon about release failures, successes and future release dates is ol e

passed tp the incident management and request fulfilment process.
n) Success|and failure of releases are measured and analysed. Measurements

include incidents related to a release in the period following deployment of a ol

release. Analysis includes evaluation of the impact on the custemers and

service grovider’'s personnel.
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