TECHNICAL ISO/IEC
REPORT TR

18044

First edition
2004-10-15

Information technology — Security
techniques — Information-security
incident management

Technologies de l'information —\l'echniques de sécurité — |Gestion
d'incidents de sécurité de l'information

Reference number
ISO/IEC TR 18044:2004(E)

1EC

© ISO/IEC 2004


https://iecnorm.com/api/?name=80b87efeb1e3ac4a828a971c9081eb1e

ISO/IEC TR 18044:2004(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2004

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +412274901 11

Fax +41 22749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

i © ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=80b87efeb1e3ac4a828a971c9081eb1e

ISO/IEC TR 18044:2004(E)

Contents Page
Foreword v
Introduction vi
1 STopT 1
2 Normative References 1
3 [Ferms and Definitions 1
3. Business continuity planiing ............ccoeceeeierieiiriene e e e enee et e 1
3. Information SECUIILY ©VENL .......ooiiiuieitieiieieiie et eeee et e e eee e s By bt e 2
3.3 Information Security INCIAENE ........c.oooieiiiiiiiiiie e see e bt e et eneeseee e et 2
3.4 ISIRT (Information Security Incident Response Team)..........ccoeevvevieecieeeee 0 i e, 2
3.1 ORNET it eeeeeesne s sre e snees e e n ettt se s e 2
4 Background 2
4. ODJECHIVES. . ueneeiiiesiiesiteie ettt etce st eeteeteeeeesneesneesneesseeeeeneesneese oo T e e en e eseesbe e seenseeaeeneeeneeeneesneensee e eteeteeneesaeas 2
4.7 PIrOCESSES ...eeiiiieiiiiiiieeec ettt o Sttt sttt et e st e sbreesneee s e 2
5 Benefits and Key Issues 5
5. 2750 TS, 1 D SO URURUURRURURRTU SUTSTRRSRP 5
5.7 KEY ISSUES ettt e bttt ettt et e bt e b e bt e s beeenee e sbreesaeeesbeeesneeenee e et n e 7
6 [Examples of Information Security Incidents and’their Causes 11
6. Denial Of SEIVICE...cc.eeuiiiiiiiiriiiteeieee e N Tttt sttt ettt et sttt st e e sae b sbesne e et 11
6. INfOrmation Gathering...........ccueeieriere s e et ettt et e et et et eebesaesaaesseesseesseessesssessaensesssasssenssesfresseesseenseenns 12
6.3 UNAULHOTIZEA ACCESS. . .ueutiiuieiiieittas e Pt e eee et et e et et e ete e s bt e bt e et eseesaeessee st eneeeneeeseanseaseesneenseenseensediueaiesienieans 13
7  PPlan and Prepare 13
7. OVEIVIEW ..ottt e ettt ebe et eat et et et e st e bt sbtebe e st e st et e st e ebesbeebteatensentenbenbesbeeneeneennensensessesnee freneensenienuenne 13
7. Information Security Incident Management POLICY ........ccceevreiiriirienieniicieeceneeieee e ene s e 14
7. Information Security Incident Management SCheme ..........cccoccvevierierieniiecieeienieeieeeeeeeeseee e e 16
7.4 Information Security ‘and Risk Management POLICIES ........cccvvcverierieriieiieieeiesieeieeeeeeeeeeseee e s e 19
7.1 Establishment 0f the TSIRT ......cc.ooiuiiiiiie ettt st see s e e 20
7.4 Technical and OLREr SUPPOTL.......ccuiiiiiieiieiiee ettt e et eeesee s fre e 21
7. AWarenes$ and TTAINING . ......cc.eeiuieiieieiie ettt ettt eeeesteesbee bt eteentesaeesneenseeneeeneesnnesnee s fresneesueeneeenes 22
8 [Use 23
8. INEEQEHCTION ...ttt ettt st be sttt e e st eb e est e neneenbesbeene e et 23
8.1 OVEIVIEW OF K@Y PrOCESSES. ... eevieuiieiiiiieiieitieie et ete ettt eteeteseaestaeste e seesseessesssesseenseensesssesssesssesfresseesseenseenns 24
8.3 Detection and REPOTTING .......ccueiiiiiiiiiieie ettt sttt eeemee s fre s 26
8. EventdneidentAssessmentand Deeisioh———rrrrrrrr e e 27
8.5 RESPOTISES ...ttt ettt ettt ettt ettt e bt e bt e bt e ettt e bt e ettt e bt e s bt e bt e e beeenbneebee s 30
9 Review 36
9.1 IIEEOAUCTION ...ttt h ettt b e bt ea et et st bt e st et et e bt sb e eb e e bt et et e ee b e 36
9.2 Further FOTeNSIC ANALYSIS ..o..eiuiiiiiiiiitieiti ettt et ettt et e ettt et e st et e e bt ea e es e e es e e saeesbe e bt enteeneeeneeeneenseans 36
9.3 LESSOMNS AN «...eeitiiiiiiiteetee ettt ettt et e et e bt st e bt e e bt e bt e ettt s bt e e bt e e beeebee e bneebaeen 36
9.4  Identification of Security IMProVEmMENLS. .......c.ceouiiiiiiiiieiiee ettt ettt st esee ettt eneeeneesaeenreens 37
9.5 Identification of Scheme IMPIOVEMENES .........cciiiiiiiiiiieiieieeee ettt st saeesee e 37
10 Improve 37
L1 INEEOAUCLION ...ttt ettt h e bt bt e st ea et st b s bt eb e e bt eb e e st et et e s bt eb e e bt ebeestentenbenae 37
10.2  Security Risk Analysis and Management ImprovVemeNt ............ccceeruieirrierienieniee e se ettt eeeeseeeneens 37
10.3  Make Security IMPIrOVEIMENLS ......coiuiiriiiiiiiietieitiett et ettt st ee sttt ettt e e st e e ae e be e beeeeemeeeseesbeeseenteemteeneesneanaeans 38
© ISO/IEC 2004 — All rights reserved iii


https://iecnorm.com/api/?name=80b87efeb1e3ac4a828a971c9081eb1e

ISO/IEC TR 18044:2004(E)

10.4  Make SCheme IMPIOVEIMENLS .......cc.eeruieriiiiieiestiesteeteeteeteetesteesseesseesessaessaesseesseesseesseassesssesssesseesssesseesseensesnsenss 38
10.5  Other IMPIOVEIMENLS ......c.vieuveiiiesiierieerieeteeteeteeteesteesteeseesseassessaesseesseeseesseesseessesssessesssesssesssesssesseesseesseesseessenssenss 38
11 Summary 38
Annex A (informative) Example Information Security Event and Incident Report Forms ..........cccccooeiiiiiiniiniinciiiee 39
Annex B (informative) Example Outline Guidelines for Assessing Information Security Incidents ............c.ccoceeereenennene 46
D23 10) Fe] ea 21 o)1 ) 2SSOSR 50

iv © ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=80b87efeb1e3ac4a828a971c9081eb1e

ISO/IEC TR 18044:2004(E)

Foreword

ISO

(the International Organization for Standardization) and IEC (the International Ele

ctrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular flelds of technical act|V|ty ISO and IEC

tech
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nology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

main task of the joint technical committee is to prepare International Standards. Draft
dards adopted by the joint technical committee are circulated to national bodies for voting. P
ternational Standard requires approval by at least 75 % of the national bodies casting a vote.

e of the following types:

fype 1, when the required support cannot be obtained forithe publication of an Internation
despite repeated efforts;

fype 2, when the subject is still under technical development or where for any other reason
future but not immediate possibility of an agreement on an International Standard;

type 3, when the joint technical committeehas collected data of a different kind from t
hormally published as an International Standard (“state of the art”, for example).

nical Reports of types 1 and 2 are-subject to review within three years of publication, to de
can be transformed into International Standards. Technical Reports of type 3 do not necess|
viewed until the data they provide are considered to be no longer valid or useful.

EC TR 18044, which is“a’ Technical Report of type 3, was prepared by Joint Technica
EC JTC 1, Information_technology, Subcommittee SC 27, IT Security techniques.

non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\ef

hational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, H

ceptional circumstances, the joint technical committee may proposetthe publication of a TecH

information
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International
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Introduction

No typical information security policies or safeguards will guarantee total protection of information, information
systems, services or networks. After safeguards have been implemented, residual weaknesses are likely to remain that
may make information security ineffective and thus information security incidents possible, potentially with both direct
and indirect adverse impacts on an organization’s business operations. Further, inevitably new previously unidentified
threats will opesr—tnsuffietent-preparationby-ar-oreanization eal-with-sueh—net ot alce-any—actualres

less effective| and potentially increase the degree of potential adverse business impact. Therefore it is essential \for any
organization that is serious about information security to have a structured and planned approach to:

e detect, regort and assess information security incidents,

e respond tq information security incidents, including by the activation of appropriate safeguards™for the preventiop and
reduction jof, and recovery from, impacts (for example in the support and business continuity planning areas),

e learn from information security incidents, institute preventive safeguards, and, overtimé, make improvements {o the
overall approach to information security incident management.

Vi © ISO/IEC 2004 — All rights reserved
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Information technology — Security techniques — Information
security incident management

1

This
infor

This
list o

Scope
Type 3 Technical Report (TR) provides advice and guidance on information security incident managen

mation security managers, and information system, service and network managers.

TR contains 11 clauses and is organized in the following manner. Clause 1 describes the-scope and is fi
f references in Clause 2 and terms and definitions in Clause 3. Clause 4 provides some background to i

secutlity incident management, and that is followed by a summary of the benefits and&key issues in Clause 5

infor|
infor|
oper§
infor|
infor|
ident

mation security incidents and their causes are then provided in Clause 6. Theplanhing and preparation
mation security incident management, including document production, is then-described in Clause 7. T
tional use of the information security incident management scheme is deseribed in Clause 8. The revie
mation security management, including the identification of lessons learnt and improvements to securit
mation security incident management scheme, is described in Clause 9. The improvement phase, i.e. m
fied improvements to security and the information security incident management scheme, is described

Finallly, the TR concludes with a short summary in Clause 11. Anfiex A contains example information secur|

incid|
infor

2

The {
the e
amen

ISO/
secu

ISO/

3

For t

apply.

3.1

ent report forms, and Annex B contains some example outline guidelines for assessing the adverse con:
mation security incidents, for inclusion in the reporting, forms. The Annexes are followed by the Biblio

Normative References

ollowing referenced documents are indispensable for the application of this document. For dated referg
lition cited applies. For undated references;sthe latest edition of the referenced document (including an;
dments) applies.

EC 13335-1:2004, IT security techniques — Management of information and communications technol,
ity — Part 1: Concepts and madels for information and communications technology security managem

EC 17799:2000, Informationtechnology — Code of practice for information security management

Terms-and Definitions
he purposes(ofthis document the terms and definitions given in ISO/IEC 13335-1, ISO/IEC 17799 and

Business continuity planning

nent for

bllowed by a
hformation
Examples of
for

he

W phase of

y and the
hking

in Clause 10.
ity event and
equences of
braphy.

nces, only

ent

the following

Business continuity planning is the process to ensure that recovery ol operations will be assured should any unexpected
or unwanted incident occur that is capable of negatively impacting the continuity of essential business functions and

supporting elements. The process should also ensure that recovery is achieved in the required priorities and timescales,
and subsequently all business functions and supporting elements will be recovered back to normal.

The key elements of this process need to ensure that the necessary plans and facilities are put in place, and tested, and
that they encompass information, business processes, information systems and services, voice and data communications,
people and physical facilities.
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3.2

Information security event

An information security event is an identified occurrence of a system, service or network state indicating a possible
breach of information security policy or failure of safeguards, or a previously unknown situation that may be security

relevant.

3.3

Information security incident

An information security incident is indicated by a single or a series of unwanted or unexpected information security

events that ha
(Examples of

ve a significant probability of compromising business operations and threatening information security.
information security incidents are shown in Clause 6.)

3.4

An ISIRT is 4
security incid|
recognized c(

3.5

Also see the (

4

4.1

As a key part
planned appr

The objective

e informatid

be categot
identified

the advers
minimize(
from a bu:
lessons cal

chances o
informatid

4.2

To achieve th
processes:

Background

ISIRT (Information Security Incident Response Team)

team of appropriately skilled and trusted members of the organization, which will handle inforrhation
ents during their lifecycle. At times this team may be supplemented by external experts, for example fr
mputer incident response team or Computer Emergency Response Team (CERT).

Other
efinitions in ISO/IEC JTC1 SC27 SD6, Glossary.

Objectives

of any organization’s overall information security strategy, ifis essential to have in place a structured ¥
ach to the management of information security incidents:

s of this approach are to ensure that:
n security events can be detected and dealt wigh.efficiently, in particular in identifying whether they nd
ized as information security incidents or not,\!
information security incidents are assessed and responded to in the most appropriate and efficient mant

e impacts of information security ineidents on the organization and its business operations can be
| by appropriate safeguards as part-of the incident response, possibly in conjunction with relevant elem
iness continuity plan or plars,

h be quickly learnt fromyinformation security incidents and their management. This is to increase the
[ preventing future information security incidents occurring, improve the implementation and use of
n security safegudrds; and improve the overall information security incident management scheme.

Processes

e objectives outlined in Clause 4.1, information security incident management consists of four distinct

pm a

vell-

ed to

her,

tnts

Plan and
Use,
Review,

Improve.

Tepare,

" Tt should be noted that information security events could be the result of accidental or intentional attempts to breach
information security safeguards, but in most cases an information security event alone does not imply that an attempt has
really been successful and therefore doesn't need to have any implications on confidentiality, integrity and/or availability,
i.e. not all information security events will be categorized as information security incidents.
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(It should be noted that these processes are similar to those reflected in the “Plan, Do, Check and Act’ model in IS 9000
and IS 14000.)

A high level view of these processes is shown in Figure 1 below.

PLAN 8 PREPARE

« information security incident management policy, and commitment of senior
management

« information security incident management scheme

« corporate & system/service/network security, & risk analysis and management, <
policies update

« ISIRT establishment

« information security incident management awareness briefings & training

« information security incident management scheme testing &

"4
USE s\\%
« information security event detection & reporting Q O
« assessment and decision on if information security inciden
- responses to information security incident, including for: alysis
AN

REVIEW N\

« further forensic analysis A
* identification of lessons lear O

« identification of improve| ts to security
« identification of improv& to information security incident management scheme
N

IMPROVE

* make improvements to security risk analysis & management
review results

* initiate improvements to security

* make improvements to information security
incident management scheme

Figure 1- Information Security Incident Management Processes
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4.2.1 Plan and Prepare

Effective information security incident management requires appropriate planning and preparation. For responses to
information security incidents to be effective, the following actions are necessary:

e develop and document an information security incident management policy and gain visible commitment to that
policy from all key stakeholders, particularly senior management,

e develop and comprehensively document an information security incident management scheme to support the
information security incident management policy. Forms, procedures and support tools, for the detection, reporting,
assessment and response to information security incidents, and details of the incident severity scale’, should be

red stlas hanaad tatioa (T+ 1o 14 L tad thaot 1o 3 1o £+l L 1
encompasged-withirseheme-doeumentatton—tshoutd-be-noted-thatinrsome-organizations;-the-seherme-may-be

referred tq as an information security incident response plan.),

e update infpormation security and risk management policies at all levels, i.e. corporate-wide and for each system,
service and network, with references to the information security incident management scheme,

e establish gn appropriate information security incident management organizational structure, i.e/the’ Information
Security Ihcident Response Team (ISIRT), with defined roles and responsibilities allocated €0-personnel who are
available fo enable an adequate response to all known types of information security incidént. Within most
organizatipns the ISIRT will be a virtual team, with a senior manager leading the teamsupported by groups of
individuals specialized in particular topics, e.g. in the handling of malicious code attacks, who will be called upo
depending on the type of incident concerned,

=]

e make all drganizational personnel aware through briefings and/or other mechanisms, of the existence of the
informatiqn security incident management scheme, its benefits and how toreport an information security event.
Approprigte training should be provided to those personnel responsibléyfor managing the information security
incident njanagement scheme, decision makers involved in deternfining whether information security events are
incidents, jand those individuals involved in the investigation of.ineidents,

o thoroughly test the information security incident management scheme.

The Plan and|Prepare phase is further described in Clause/.

4.2.2 Use

The following processes are necessary to make,use of an information security incident management scheme:
e detecting aind reporting the occurrence of information security events (by human or automatic means),

e collecting|information associated with information security events, and assessing that information to determine yhat
events are|to be categorized as information security incidents,

e making regponses te-itiformation security incidents:

= immediately, in real-time or in near real-time,

= where information security incidents are under control, conducting activities that may be required i1 SIower time
(for example, in facilitating full recovery from a disaster),

= if information security incidents are not under control, instigating ‘crisis’ activities (for example, calling the fire
brigade/department or activating a business continuity plan),

= communicating the existence of information security incidents and any relevant details thereof to internal and
external people and/or organizations. (This could include escalating for further assessments and/or decisions as
required.),

% An incident severity scale to be used to ‘grade’ incidents should be established. This scale could, for example, be
‘major’ and ‘minor’, with, in any event, the decision based on the actual or projected adverse impacts on the
organization’s business operations.

4 © ISO/IEC 2004 — All rights reserved
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= forensic analysis,
= properly logging all activities and decisions for further analysis,
= closing incidents on resolution.

The Use phase is further described in Clause 8.

4.2.3 Review

Afterl information security incidents have been resolved/closed, the following review activities are necessary:

Q

nducting further forensic analysis, as required,

(]
—_

identifying the lessons learnt from information security incidents,

(]
—_

identifying improvements to information security safeguard implementation, as result'of the lessons leagnt, whether
fijom one information security incident or many,

°
—_

identifying improvements to the information security incident management scheme as a whole, as a resu]t of lessons
Idarnt from quality assurance reviews of the approach (for example, from review of the effectiveness of the processes,
ptocedures, the reporting forms and/or the organizational structure).

The Review phase is further described in Clause 9.

4.2/4 Improve

It is gmphasized that the information security incident management processes are iterative, with regular impfovements
madg to a number of information security elements over’time. These improvements will be proposed on the |basis of
reviews of the data on information security incidents aid the responses to them, as well as trends over time. [This will
include:

e rg¢vising the organization’s existing information security risk analysis and management review results,

[
5

laking improvements to the information security incident management scheme and its documentation,

—

e iifitiating improvements to security, that may encompass the implementation of new and/or updated infofmation

s¢curity safeguards.

The Improve phase is further described in Clause 10.

5 Benefits and Key Issues

This clause provides information on the:

e bemetits to be obtained from a 200d Iiormation security mcident management scheme,

e key issues that need to be addressed to convince senior corporate management and those personnel who will report to
and receive feedback from the scheme.

5.1 Benefits

Any organization using a structured approach to information security incident management may accrue significant
benefits, which can be grouped under:

e improving information security,

© ISO/IEC 2004 — All rights reserved 5
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security incidents,

strengthening the information security incident prevention focus,
strengthening of prioritization and evidence,
contributing to budget and resource justifications,

improving updates to risk analysis and management results,

reducing adverse business impacts, for example disruption and financial loss, caused as a consequence of information

providing
providing

Each of these

5.1.1

A structured {
rapid identifi
to quickly ide
security incid|

5.1.2

A structured 3
business imp4
longer-term 1

51.3

Using a struc

prevention within an organization. Analysis of incident(telated data will enable the identification of patterns and trer

thereby facili
incidents occ

51.4

A structured §

conducting information security incident investigations.

If there are n
responding to
activities fron

Clear inciden
legally admis

enhanced information security awareness and training program material,
input to information security policy and related documentation reviews.

topics is introduced below.

Improving Security

rocess for detecting, reporting, assessing and managing information security events and incidents enab
ation and response to any information security event or incident, thus impreving overall security by he|
ntify and implement a consistent solution, providing a means of preventing‘fature similar information
ents.

Reducing Adverse Business Impacts

pproach to information security incident management can assist in reducing the level of potential adve
cts associated with information security incidents. These impacts can include immediate financial loss
ss arising from damaged reputation and credibility.

Strengthening Incident Prevention Focus

ating a more accurate focus on incident-prevention and thus identification of appropriate actions to pre
irring.

Strengthening of-Prioritization and Evidence

pproach to information, security incident management will provide a solid basis for prioritization wher)

clear procedures, there is a risk that investigation activities could be conducted in a reactive mode,
incidents asthey occur and to the “loudest voice” of related management. This could prevent investigg
h being directed where they are really needed and in the ideal priority.

inyéstigation procedures can help to ensure that data collection and handling are evidentially sound ar
5ibl€. These are important considerations if legal prosecution or disciplinary action might follow. It sho

ured approach to information security incident management can help to create a better focus on incident

les
Iping

Ise
and

ds,
vent

tion

d
uld

be recognized

hUWCVCI, lhdL thlC ib d bhd[lbc lhdl l.hC dbliU[lb NCCTSSdlr'y 10 ICCO VLI flUIll dIl iIlfUIIIldLiUIl bcbu.[ily illbi

might jeopardize the integrity of any such collected evidence.

5.1.5

Budget and Resources

ent

A well-defined and structured approach to information security incident management will help justify and simplify the
allocation of budgets and resources within involved organizational units. Further, benefit will accrue for the information
security incident management scheme itself, with the:

e provision

use of less skilled staff to identify and filter out the false alarms,

of better direction for the activities of skilled personnel,
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process where their contribution is needed.

In addition, a structured approach to information security incident management can include ‘time stamping’

44:2004(E)

engagement of skilled personnel only for those processes where their skills are needed and only at the stage of the

so that it is

possible to make ‘quantitative’ assessments of the organization’s handling of security incidents. It should, for example,
be possible to provide information on how long it takes to resolve incidents of different priorities and on different
platforms. If there are bottlenecks in the information security incident management process, these should also be

identifiable.

5.1.6
The

Information Security Risk Analysis and Management

se of a strictured npprnm‘h to information security incident management will facilitate the-

e ¢

ty

llection of better data for assisting in the identification and determination of the characteristics of.the
pes and associated vulnerabilities,

e provision of data on frequencies of occurrence of the identified threat types.
The
busin
the q
vulng

lata gained on the adverse impacts on business operations from information security incidents will be u
ess impact analysis. The data gained identifying the occurrence frequency of théwarious threat types wj
hality of the threat assessment. Similarly, the data gained on vulnerabilities will greatly aid the quality
rability assessments.

This data will greatly improve information security risk analysis and management review results.

5.1

A str
SECu
demgnstrating that information security incidents do actually happen to the organization, and not always “td
else’| It will also be possible to demonstrate the benefits associated with the rapid availability of solution in
Furthermore, such awareness helps to reduce a mistake or panic/confusion by an individual in the event of g
seculfity incident.

7 Information Security Awareness

ictured approach to information security incident manageinent will provide focused information for inf

5.1

Data
effec]
docu
servi

5.2

Feed|
rema
as ef]
more

8 Input to Information Security Policy Review

provided by an information sectrity incident management scheme could provide valuable input to revi
fiveness, and subsequent improvement, of information security policies (and other related information
ments). This applies to policies and other documents applicable both organization-wide and for individ
Ces and networks.

Key:Issues

pack on theway information security incidents have been managed will assist personnel to ensure that

ins focused.on the real risks to the organization’s systems, services and networks. This important feedb
fectiyely.provided through dealing with information security incidents as they occur on an ad hoc basis
effectively provided through the use of a structured well-designed information security incident manag

arious threat

seful in the
ill greatly aid
f future

ormation

ity awareness programs. This focused information will.provide a source of real example information cgpable of

somebody
ormation.
N information

bws of the
ecurity
hal systems,

heir work

ack cannot be
It can be

tement

sche on framework for all parts o organizatic s framework sho : 3
comprehensive results to be produced from the scheme, and allow a solid base for the rapid identification o
information security incident conditions to be represented before an information security incident occurs, so
called “alerts”.

The management and audit of the information security management scheme should provide the basis for the

enable more

f possible

metimes

trust

necessary to facilitate widespread participation, and to allay any concerns about the preservation of anonymity, security
and the availability of useful results. For example, management and operations personnel need to be confident that

"alerts” will give timely, relevant, accurate, concise and complete information.

Organizations need to avoid potential problems in implementing information security incident management

schemes,

such a lack of useful results and concerns about privacy related issues. It is necessary to convince stakeholders that steps

have been taken to prevent such problems occurring.
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Thus, a number of key issues should be addressed to achieve a good information security incident management scheme,

including:

management commitment,
awareness,
legal and regulatory aspects,

operational efficiency and quality,

anonymity
confidenti

credible o

typology.

Each of these

5.2.1

Ensuring con
incident mang
benefits of th
needs to be sq
capability.

5.2.2

Another impqg
of awareness.

ality,

perations,

issues is discussed below.

Management Commitment

inued management commitment is vital for the acceptance of a sttuctured approach to information sec
gement. Personnel need to recognize an incident and know whatto do, and even understand the broad
b approach to the organization. However, unless manageméntyis supportive, little will happen. The idea
1d to management so that the organization commits to résourcing and maintaining an incident response

Awareness

rtant issue for the acceptance of a structurediapproach to information security incident management is
Whilst users should be required to participate, if they are not aware of how they and their part of the

organization fnay benefit from participating in a structured approach to information security incident management, tl

are less likely

Any informat
document thal

benefits td
organizati

incident i

strategy a
of a broad

to participate effectively in its operation.

on security incident managément scheme should be accompanied with an awareness program definitio
 includes details of the:

be derived from the structured approach to information security incident management, both to the
pn and to its personnel,

formatiop-held in, and the outputs from, the information security event/incident database,

nd mechanisms for an awareness program, that, depending on the organization, could be standalone or
er iiformation security awareness program.

irity

hat

ey

=

part

5.2.3

Legal and Regulatory Aspects

The following legal and regulatory aspects of information security incident management should be addressed in the
information security incident management policy and associated scheme.

Adequate Data Protection and Privacy of Personal Information is Provided. In those countries where specific

legislation exists that covers data confidentiality and integrity, it is often restricted to the control of personal data. As
information security incidents need to be typically attributable to an individual, information of a personal nature may
therefore need to be recorded and managed accordingly. A structured approach to information security incident
management therefore needs to take into account the appropriate privacy protection. This may include:
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= those individuals with access to the personal data should, so far as is practical, not personally know the person(s)
being investigated;

= non-disclosure agreements should be signed by those individuals with access to the personal data prior to them
being allowed access to it;

= information should only be used for the express purpose for which it has been obtained, i.e. for information
security incident investigation.

e Appropriate Record Keeping is Maintained. Some national laws require that companies maintain appropriate
records of their activities for review in the annual organization audit process. Similar requirements exist with regard
tq EOVEITITIEITt OT AT ZAtiOTIS. T CETtaiTT COUMLITES OTZaIZAtioNS are TequiTed to Teport Or to generate arcijves for law
pforcement (e.g. regarding any case that may involve a serious crime or penetration of a sensitive gevéinment
system).

[¢]

°
72]

pfeguards are in place to Ensure Fulfillment of Commercial Contractual Obligations.\Where ther¢ are binding
r¢quirements on the provision of an information security incident management service, for:example covgring required
rg¢sponse times, an organization should ensure that appropriate information security is provided to ensurg that such
bligations can be met in all circumstances. (Related to this, if an organization confracts with an external party for
Upport (see Clause 7.5.4), for example a CERT, then it should be ensured that.all requirements, includinjg response
times, are included in the contract with the external party.)

©2 O

[ ]
e

egal Issues related to Policies and Procedures are dealt with. The-pelicies and procedures associatefl with the
fformation security incident management scheme should be checked\for potential legal and regulatory issues, for
xample if there are statements about disciplinary and/or legal action taken against those causing inciderits. In some
untries it not easy to terminate employment.

o o =

¢ Disclaimers are Checked for Legal Validity. All disclaimers regarding actions taken by the informatiopn incident
njanagement team, and any external support personnel, should be checked for legal validity.

.
O

ontracts with External Support Personnel cover all Required Aspects. Contracts with any external|support
personnel, for example from a CERT, should be thoroughly checked regarding waivers on liability, non-disclosure,
s¢rvice availability, and the implications ofidncorrect advice.

¢ Non-Disclosure Agreements are Enforceable. Information security incident management team membdrs may be
rgquired to sign non-disclosure agrééments both when starting and leaving employment. In some countries, having
sfgned non-disclosure agreements may not be effective in law; this should be checked.

¢ Liaw Enforcement Requirements are Addressed. The issues associated with the possibility that law erfforcement
agencies might legally request information from an information security incident management scheme ng¢ed to be

clear. It may be the\case that clarity is required on the minimum level required by law at which incidents| should be
dpcumented, and.hiow long that documentation should be retained.

iability ‘Aspects are Clear. The issues of potential liability, and related required safeguards to be in place, need to
 clarified. Examples of events which may have associated liability issues are:

°
o =

1 f o dncdant Aol d £t o at] 3zation (£os avopanla Aicalacaien of clioead 10 £ atioa) o d 1 not
tFenineidenteould-affectanotherorganization (forexample;disclosure-of shared-informationyandt is

notified in time and the other organization suffers an adverse impact,

= if a new vulnerability in a product is discovered, and the vendor is not notified and a major related incident occurs
later with major impact on one or more other organizations,

= areport is not made where, in the particular country, organizations are required to report to or generate archives
for law enforcement agencies regarding any case that may involve a serious crime, or penetration of a sensitive

government system or part of the critical national infrastructure,

= information is disclosed that seems to indicate that someone, or an organization, may be involved in an attack.
This could damage the reputation and business of the person or organization involved.
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true.

should be

reported to a designated body, for example as required in the nuclear power industry.

Prosecutions, or Internal Disciplinary Procedures, can be Successful. The appropriate information security

information is disclosed that there may be a problem with a particular item of software and this is found not to be

Specific Regulatory Requirements are Addressed. Where required by specific regulatory requirements, incidents

safeguards should be in place, including provably tamper-proof audit trails, to be able to successfully prosecute, or
bring internal disciplinary procedures against, ‘attackers’, whether the attacks are technical or physical. In support of
this, evidence will typically need to be collected in a manner that is admissible in the appropriate national courts of
law or other disciplinary forum. It must be possible to show that:

record|

copies
= any IT]
record

technique
will vary

monitorin
include w
should als|

Acceptab
defined, d|
acceptablg
when they

5.2.4

The operatior
number of fad
of these facto
being motivat
but also the ti
Appropriate 4
incident mang

5.2.5

The issue of 4
convinced thg
necessary, saf
full agreemen

Legal Aspects Associated with Monitoring Techniques are Addressed. The implicatiofis of using monitoring

le Use Policy is Defined and Communicated. Acceptablepractice/use within the organization should

5 are complete and have not been tampered with in any way,
of electronic evidence are provably identical to the originals,

system from which evidence has been gathered was operating correctly at the time the evidence was
ed.

need to be addressed in the context of the relevant national legislation. The degality of different techni
rom country to country. For example, in some countries it is necessary to.faake people aware that
b of activities, including through surveillance techniques, takes place. Factors that need to be considere
ho/what is being monitored, how they/it are being monitored, and when the monitoring is occurring. It
p be noted that monitoring/surveillance in the context of IDS is specifically discussed in TR 18043.

pcumented and communicated to all intended users. (Foréxample, users should be informed of the
use policy and asked to provide written acknowledgemnent that they understand and accept that policy
join an organization or are granted access to information systems.)

Operational Efficiency and Quality

al efficiency and quality of a structured approach to information security incident management relies o
tors, including obligation to notify incidents, quality of notification, ease of use, speed and training. Sg
s relate to making sure that users are-aware of the value of information security incident management
ed to report incidents. With regatd-to speed, the time people take to report an incident is not the only 4
e it takes to process data and\distribute processed information (especially in the case of alerts).
wareness and training programs should be complemented by ‘hot line’ support from information secur:
gement personnel, in ofder’to minimize delays.

Anonymity
nonymity is-fufiddamental to the success of information security incident management. Users should be
t the information they contribute on information security incidents is completely protected and, where
hitized such that there exists no way of associating it with their organization or part thereof unless with
t.

ques

be

ha
me
ind
ctor,

ty

their

The informat

on security management scheme should address situations where 1t 1s important to ensure the anonymi

y of

the person or party that reports potential information security incidents under specific circumstances. Each organization
should have provisions that clearly illustrate the expectation of anonymity, or lack thereof, for persons or parties
reporting a potential information security incident. The ISIRT may need to obtain additional information not initially
relayed by the person or party who reported the incident. Furthermore, important information about the information

security incid

5.2.6

ent itself can be derived from who detects it first.

Confidentiality

An information security incident management scheme may contain sensitive information, and people involved in
addressing incidents may be required to handle sensitive information. During processing either this information should be
‘anonymized’ or personnel with access to this information required to sign confidentiality agreements. If information
security events are logged via a generalized problem management system, sensitive details may also have to be omitted.

10
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Additionally, the information security incident management scheme should have provision for controlling the
communication of incidents to external parties, including the media, business partners, customers, law enforcement
organizations, and the general public.

5.2.7 Credible Operations

Any information security incident management team should be capable of efficiently satisfying the functional, financial,
legal and political needs of the organization and be able to exercise organizational discretion when managing information
security incidents. The function of the information security incident management team should also be independently
audited to confirm that all business requirements are being satisfied effectively. Further, a good way of achieving another
aspect of independence is to separate the incident response reporting chain from operational line management and to
make g i g irectly re ible ing inci e i s ili 1]d also be
segrggated to avoid undue influence.

5.2)8 Typology

A common typology, reflecting the general structure of the information security incident management apprdach, will be
one qf the key factors to enable the provision of consistent results. The typology will, together-with common metrics and
a stapdard database structure, provide the capability to compare results, improve alert information and enable a more
accuffate view of the threats to, and vulnerabilities of, information systems.3

6 |[Examples of Information Security Incidents and their Causes

Information security incidents may be deliberate or accidental (e.g. caused by)error or acts of nature), and nhay be caused
by tefhnical or physical means. Their consequences include such events\as.information being disclosed or mpodified in an
unauthorized manner, destroyed or otherwise being made unavailable,-or organizational assets being damagged or stolen.
Information security events that are not reported, and determined 0 b& incidents, cannot be investigated, nof can
safeguards be taken to prevent any recurrence.

The following descriptions of selected example informationsecurity incidents, and their causes, are providefl for
illustyative purposes only. It is important to note that these examples are by no means exhaustive.

6.1 Denial of Service

Denifl of service (DoS) is a broad category of\incidents with a common thread. Such incidents cause a systegm, service or
netwprk to fail to continue operating in its-intended capacity, most often with complete denial of access to lggitimate

users
Ther¢ are two main types of DoS incidents caused by technical means: resource elimination and resource stgrvation.
Somg¢ typical examples of deliberate technical DoS incidents include:

e pjnging network broadcast addresses in order to fill up network bandwidth with response traffic,

¢ s¢nding datain an unexpected format to a system, service or network in an attempt to crash it, or disrupt|its normal
beration,

Q

e opening up multiple sessions with a particular system, service or network in an attempt to exhaust its respurces (i.e.,
to slow 1t down, Tock 1t up or crash 1t).

Some technical DoS incidents may be caused accidentally, for example caused by operator mis-configuration or through
incompatibility of application software, but others may be deliberate. Some technical DoS incidents are intentionally
launched in order to crash a system or service, or take down a network, while others are merely the by-products of other
malicious activity. For instance, some of the more common stealth scanning and identification techniques can cause older
or mis-configured systems or services to crash when scanned. It should be noted that many deliberate technical DoS
incidents are often executed anonymously (i.e. the source of the attack is ‘faked’), since they typically do not rely on the
attacker receiving any information back from the network or system being attacked.

3 It is not the purpose of this document to define a common typology. The reader is advised to refer to alternative sources
for this information.
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DoS incidents caused by non-technical means, resulting in loss of information, service and/or facilities, could be caused,
for example, by:

accidental

breaches of physical security arrangements resulting in theft or wilful damage and destruction of equipment,

damage to hardware (and/or its location) by fire or water damage/flood,

extreme environmental conditions, for example high operating temperatures (e.g. due to air conditioning failure),

system malfunctions or overload,

uncontrol

malfuncti

6.2

In general ter
potential targ
with the goal

existence
communig

e potential Y
Typical exam
dumping |

pinging ng

probing th

software
scanning {
In some caseg
vulnerabilitie
tools that not

and/or netwol

Information g

scanning the available network ports on a system to identify the related services (e.g. e-mail, FTP, Web, etc.) and

led system changes,

ns of software or hardware.

Information Gathering

ms, the information gathering category of incidents includes those activities associated\with identifying
pts and understanding the services running on those targets. This type of incident invelves reconnaissan
being to identify the:

bf a target, understand the network topology surrounding it, and with whomthe target routinely
ates,

ulnerabilities in the target or its immediate network environment-that could be exploited.
ples of information gathering attacks by technical means ificlude:

Domain Name System (DNS) records for the target’s Internet domain (DNS zone transfer),
twork addresses to find systems that are ‘alive’{

e system to identify (e.g., fingerprint) the(ost operating system,

ersion of those services,

or one or more known vulnerable services across a network address range (horizontal scanning).

, technical information gathering extends into unauthorized access if, for example, as part of searching
5 the attacker alsolattempts to gain unauthorized access. This commonly occurs with automated hacking
only search for vulnerabilities but also automatically attempt to exploit the vulnerable systems, service

ks that are found.

athering incidents caused by non-technical means, resulting in:

the

for

S

b

direct or i

hdirect disclosure or modification inf‘nrmah‘nn,

misuse of

could be caus

theft of intellectual property stored electronically,

breaches of accountability, e.g. in account logging,

information systems (e.g. contrary to law or organization policy),

ed, for example, by:

equipment that contains important data, for example encryption keys,

12

breaches of physical security arrangements resulting in unauthorized access to information, and theft of data storage
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e poorly and/or mis-configured operating systems due to uncontrolled system changes, or malfunctions of software or
hardware, resulting in internal or external personnel gaining access to information for which they have no authority.

6.3

Unauthorized Access

This category of incidents includes those that do not fall into the first two categories. In general this category of incidents
consists of actual unauthorized attempts to access or misuse a system, service or network. Some examples of technically
stimulated unauthorized access incidents include:

attempts to retrieve password files,

° bff £ +taal s 14 + 4 3 axza] dL vs d 1iatctrataic) 4 £+ 4
Hfer-overflow-attaeks-to-attemptto-gainprivileged{e-gsystemadministrator)-aeeessto-atarges
e cxploitation of protocol vulnerabilities to hijack or misdirect legitimate network connections,
e aftempts to elevate privileges to resources or information beyond what a user or administrator, already le
ppssesses.
Unaythorized access incidents caused by non-technical means, resulting in direct or inditect disclosure or m

infor

o
o

=]

7

The 1

o d
i

~

i1

(]
—_

With

7.1

For 4
of pr

[ ]
Q =h

mation, breaches of accountability or misuse of information systems, could be caused, for example, by
reaches of physical security arrangements resulting in unauthorized access\to’information,

porly and/or mis-configured operating systems due to uncontrolled system changes, or malfunctions of
hirdware, with results similar to those described in the last bullet pficlause 6.2 above.

Plan and Prepare

nformation security incident management planning and.preparation phase focuses on:

bcumenting the information security event and«in¢ident reporting and handling policy, and associated s
hcluding related procedures),

ptting the appropriate incident management organizational structure and personnel in place,
stituting an awareness briefing and-training program.

this phase completed, an organization should be fully prepared to properly manage information securit

Overview

n efficient and effeetive information security incident management scheme to be put into operational u;
pparatory activities should be completed after the necessary planning. These preparatory activities incly

rmulation and production of an information security incident management policy, and gaining senior {
mmitment to that policy (see also Clause 7.2 below),

ritimately

bdification of

software or

theme

ly incidents.

ke, a number
de the:

management

e decfinition and documentation of a detailed information securify incident management scheme (see also Clause 7.3
below). The topics for inclusion include:

an information security incident severity scale to be used to ‘grade’ incidents. As mentioned in Claus

e 4.2.1, this

scale could be ‘major’ and ‘minor’, with, in any event, the decision based on the actual or projected adverse

impacts on the organization’s business operations,

information security event® and incident’ reporting forms® (example forms are shown at Annex A), the related

documented procedures and actions, with links to the normal procedures for the use of data and syste
and/or network backups, and business continuity plans,

m, service

* The form completed by the reporting person (i.e. not an information security incident management team person).
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= operating procedures for the ISIRT, with documented responsibilities, and the allocation of roles to designated
persons’ to conduct various activities, for example including:

with the relevant IT and/or business management,

leave an affected system, service and/or network, connected and running,
monitor data flowing from, to and within an affected system, service and/or network,

activate normal back-up and business continuity planning procedures and actions in line with the system,

shut down an affected system, service and/or network, in certain circumstances agreed by prior arrangement

SET

— mof
prd

— conj

e testing thd
7.3.5 belo

e updating

network ipformation security policies, to include reference to information security-incident management, and ens

that these
scheme (s

e establishnpent of the ISIRT, with an appropriate training program designhed, developed and provided to its person

(see also

e the techn
work of th

e design an
below), fg

The following

7.2 Information Security Incident Management Policy

7.2.1 Ain

The informat
organization’

7.2.2 Au

1ce and/or network security policy,

itoring and maintaining the secure preservation of electronic evidence, in case it is required forJegal
secution or internal disciplinary action,

munication of information security incident details to internal and external people or otganizations,

use of the information security incident management scheme, its processes and¢procedures (see also G
W)’

f corporate information security and risk analysis and management policies, and specific system, servi
policies are regularly reviewed in the context of output from the information security incident manager
be also Clause 7.4 below),
lause 7.5 below),

cal and other means for supporting the information, security incident management scheme (and thus thq
e ISIRT) (see also Clause 7.6 below),

| development of an information securitysiicident management awareness program (see also Clause 7.7
llowed by its delivery to all of an organization’s personnel (and later repeated as personnel change).

¥ clauses describe each of these activities, including the contents of each document required.

L

on security incident management policy is aimed at every person having legitimate access to an
8 information systems and related locations.

The informati

lause

e or
ure
hent

hel

with confirmed documented commitment from all of senior management. It should be made available for every employee

> The form used by the information security incident management personnel to build on the initially reported information
on an information security event and keep a running record of the incident assessments etc. over time until the incident is
fully resolved. At each stage the update is included in the information security event/incident database. The ‘completed’

form/information security event/incident database record is then used in post-incident resolution activities.

% If at all poss

ible these forms should be electronic (e.g. in secure web page) form with linkage to the electronic

information security event/incident database. In today’s world, to operate a paper-based scheme would be time
consuming and not the most efficient way of operating.)

7 For smaller organizations, an individual may be allocated more than one role.
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and contractor, and should also be addressed in information security awareness briefings and training (see also Clause 7.7
below).

7.2.3 Content

The information security incident management policy content should address the following topics:

o the importance of information security incident management to the organization, and senior management commitment
to it and the related scheme,

e an overview of information security event detection, reporting and collection of relevant information, and how this

information should be used to determine information securitv incidents. This overview should include a

p
h

[ ]
= o o

1]

L4 t:

—

1]

[ ]
o

bw to handle entirely new types of information security event,

bne, notification, and escalation,

cident. This should cover:
immediate responses,
forensic analysis,
communications to involved personnel and relevant third parties,
consideration as to whether an information security in€ident is under control,
later responses,
‘crisis’ instigation,
escalation criteria,

who is responsible,

rosecution or internal’disciplinary action,

formation security incidents,
ptails of-where the scheme documentation, including of procedures, is held,

h 'ovetview of the ISIRT, encompassing the following topics:

the ISIRT organizational structure, and the identity of key personnel, including who is responsible for:
— briefing senior management on incidents,
— dealing with enquiries, instigating follow up, etc.,

— the link with the external organizations (when necessary),

summary of the activities that follow confirmation that an information security evént is an information|security

reference to the need for efisuring that all activities are properly logged for later analysis, and that confinual
Ivonitoring is conducted,to ensure the secure preservation of electronic evidence, in case it is required fpr legal

summary of
bssible types of information security event, how to report them, what to report, where and to whom, and including

h overview of information security incident assessment, including a summary of who is responisible, wlat has to be

bst information security incident resolution activities, including learning from, and improving the procgss, following

the information security management charter that specifies what the ISIRT is to do and the authority under which

it will do it. At minimum, the charter should include a mission statement, a definition of the ISIRT’s scope, and

details of the ISIRT’s board level sponsor and its authority,
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= the ISIRT mission statement that focuses on the team’s core activities. In order to be considered an ISIRT, the
team should support the assessing of, responding to, and managing of, information security incidents, to a
successful conclusion. The goals and purposes of the team are especially important, and require clear,

unamb

iguous definition,

= adefinition of the scope of the ISIRT activity. Normally, the scope of an organization’s ISIRT will cover all of the
organization’s information systems, services and networks. In other cases, an organization may, for whatever
reason, require the scope to be less than that, in which case it should be clearly documented what is in, and what is

out of,

scope,

= the identity of sponsoring senior executive officer/board member/senior manager, who authorizes the actions of

the IS
organi
the IS
In som

e an overvig

® A summar]

7.3 Information Security Incident Management Scheme

7.3.1 Ain

The aim of an
processes and
incident mang
for:

e respondin
e determiniy
e managing
e identifyin

e making i

7.3.2 Au

The informat
those respons

e detecting

ation to understand the background and set-up of the ISIRT, and it is vital information for building, tru
T. It should be noted that before this detail is promulgated, it should be checked from a legal perspec
e circumstances, disclosure of a team’s authority may expose it to claims of liability,

w of the information security incident management awareness and training program,

y of the legal and regulatory aspects that have to be addressed (see also Clause 5,2.3)-

N
information security incident management scheme is to provide detailed documentation describing the

gement scheme comes into effect whenever an information security event is detected. It is used as a gu

b to information security events,

g whether information security events beeome information security incidents,

information security incidents to a conclusion,

b lessons learnt, and any improvements to the scheme and/or security in general that are required,

fentified improvements.
dience

ble for:

hind reporting information security events, which could be anyone in an organization, whether permane

st in
ive.

procedures for dealing with incidents and the communication of such incidents. The information secuifity

ide

on securitydneident management scheme is addressed at all of an organization’s personnel, thus covering

it or

contracte

e assessing and responding to information security events and information security incidents, and involved in the post-
incident resolution phase of learning and as necessary improving information security and the information security
incident management scheme itself. These include members of the operations support group (or similar team), the
ISIRT, management, public relations personnel and legal representatives.

It should also take into account any third party users, and information security incidents and associated vulnerabilities
reported from third party organizations and government and commercial information security incident and vulnerability
information provision organizations.
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7.3.3 Content

The content of the information security incident management scheme documentation should include:

e an overview of the information security incident management policy,

e an overview of the whole information security incident management scheme,

e the detailed processes and procedures®, and information on the related tools and scales, associated with:

= Plan and Prepare:

detecting and reporting the occurrence of information security events (by human or automatic|m

collecting the information on information security events,

eans),

conducting assessments of information security events (including escalation as required), using the agreed

event/incident severity scale, and determining whether they become re-categorized as informatid
incidents,

=| Use (when information security incidents are confirmed):

communicating the existence of the information security incident or any relevant details thereof
internal and external people or organizations,

in accordance with the analysis and confirmed severity’scale rating, instituting immediate respoi
could include the activation of recovery proceduresgand /or issuing communications to relevant

personnel,

conducting forensic analysis, as required and relative to the information security incident severit
and changing that scale rating as necessary,

deciding whether information security'incidents are under control,

instituting any required furthef.vesponses, including those that may be required in later time (for
facilitating full recovery from a disaster,

if information security-incidents are not under control, instigating ‘crisis’ activities (for example
brigade/department, or activating a business continuity plan),

escalating foryfurther assessments and/or decisions as required,
ensuring that all activities are properly logged, for later analysis,

updating of the information security event/incident database,

n security

o other

ses, which
nvolved

y scale rating,

example, in

calling a fire

(The information security incident management scheme documentation should allow for information

security

incident responses both immediately and in the longer-term. All information security incidents will need an early
assessment of the potential adverse impacts, both short and longer-term (for example, a major disaster could occur
some time after an initial information security incident). Further, some responses may be necessary for
information security incidents that are completely unforeseen, where ad hoc safeguards will be required. Even in
this situation, the scheme documentation should encompass general guidelines on the steps that may be
necessary.)

= Review:

¥ The organization can decide if all procedures are included in the scheme documentation, or all or someare detailed in
subsidiary documents.

© ISO/IEC 2004 — All rights reserved
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- CO

nducting further forensic analysis, as required,

— identifying and documenting the lessons learnt from information security incidents,

— reviewing and identifying improvements to information security, as a result of the lessons learnt,

— reviewing how effective the processes and procedures were in responding to, assessing and recovering from
each information security incident, and identifying improvements to the information security incident
management scheme as whole, as a result of lessons learnt),

— updating of the information security event/incident database,

= Impro

— information security risk analysis and management results,

— thp information security incident management scheme (for example, to processes and pré¢edures, the
reporting form and/or organizational structure),

- O\

e (details of
and assoc

e guidance for deciding whether escalation is required during each relevant process, and to whom, and associated

procedure]
provided 1
necessary
necessary.
handled p
informati
types and

e procedure
analysis i

e procedure]
event and

e procedure]

e procedure]
aspects ha
disadvant
15947 —T11
Operation|

¢ — based on the lessons learnt, making improvements to:

erall security, with the implementation of new and/or improved safeguards,

he event/incident severity scale (for example, major or minor; or significant, urgent, minor, non-urgen
ated guidance,

5. Anyone assessing an information security event or incident§hould be aware, based on the guidance
n the information security incident management scheme/doeumentation, when in normal circumstance;
to escalate matters, and to whom. In addition, there will be unforeseen circumstances when this may bq
For example, a minor information security incident:eould evolve to significant or a ‘crisis’ situation if]
foperly or a minor information security incident not followed up in a week could become a major

n security incident. The guidance should define\information security event and incident types, escalati
who can institute escalation,

5 to be followed to ensure that all actjvities are properly logged in the appropriate form, and that log
conducted by designated personnel;

5 and mechanisms to ensure.that the change control regime is maintained covering information security
incident tracking, and information security incident report updates, and updates to the scheme itself,

5 for forensic analysis;

5 and guidance on using Intrusion Detection Systems (IDS), ensuring that associated legal and regulato
ve been addressed (see Clause 5.2.3). Guidance should include discussion of the advantages and
ges ofundertaking attacker surveillance activities. Further information on IDS is contained in ISO/IE(
[ Intrusion Detection Framework, and ISO/IEC TR 18043 — Guidelines for the Selection, Deployment
of Intrusion Detection Systems (IDS),

it is

not

n

Iy

TR
hnd

e the schem

e organization structure,

o the terms of reference and responsibilities of the ISIRT as a whole, and of individual members,

e important

contact information.

7.3.4 Procedures

Before being able to commence operation of the information security incident management scheme, it is important that
documented and checked procedures are available. Each procedures document should indicate those responsible for its
use and management, as appropriate from the operations support group and/or the ISIRT. Such procedures will include
those for ensuring that electronic evidence is gathered and stored securely, and that its secure preservation is continually

18
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monitored, in case it is required for legal prosecution or internal disciplinary action. Further, there should be documented
procedures covering not just operations support group and ISIRT activities, but those involved in forensic analysis and
‘crisis’ activities — if not covered elsewhere (for example in a business continuity plan). Obviously the documented
procedures should be entirely in line with the documented information security incident management policy and other
information security incident management scheme documentation.

It is important to understand that not all procedures need be publicly available. For example, it is not desirable for all of
an organization’s personnel to understand the internal operation of an ISIRT in order to interact with it. The ISIRT
should ensure that ‘publicly available’ guidance, including information resulting from information security incident
analysis, is in readily available form, for example on the organization’s Intranet. Furthermore, it may also be important to
keep some details of the information security incident management scheme closely held to prevent the “insider” from
tamp)| ulillg the iuvcoligcuiuu PTOCTSS: tor c;&cuuplc, Tfabank culpluycc wioTs cul‘UCLLhug fomds Tsawareofgyome details
of th¢ scheme, he or she may be able to better hide their activities from investigators or otherwise hamperithe detection
and ipvestigation of and recovery from an information security incident.

The ¢ontent of operating procedures will depend on a number of criteria, especially related to the nature of fnown
poterjtial information security events and incidents and the types of information system assets\that might be [involved and
their fenvironment. Thus, an operating procedure could be related to a particular type of iné¢ident or indeed td type of
prodyct (for example firewalls, databases, operating systems, applications) or specific, product. Each operatihg procedure
should clearly identify the steps to be undertaken and by whom. It should reflect experience from external (for example
government and commercial CERTs or similar, and suppliers) as well as from intérnal sources.

Therg will be operating procedures for dealing with types of information seCugity events and information se¢urity
incidents that are already known. There will also have to be operating procedures to be followed when an identified
information security event or information security incident is not of any khown type. In this case the following needs to
be addressed:

e tle reporting process for the handling of such ‘exceptions’
e gpiidance on the timing for getting approval from management in order to avoid any delay of response,

e pre-authorized delegation of decision making without normal approval process.

7.3/5 Scheme Testing

Regular checking and testing of the information security incident management processes and procedures shquld be
scheduled to highlight potential flaws and problems that may arise during the management of information sgcurity events
and ipformation security incidents. Any changes that arise from post response review should be subject to tHorough
checking and testing before going live.

7.4) Information-Security and Risk Management Policies

7.411 Aim

The 3im of in¢luding information security incident management content in the corporate information securitly and risk
manggement policies, and specific system, service and network information security policies, is to:

e describe why information security incident management, particularly an information security incident reporting and
handling scheme, is important,

¢ indicate senior management commitment to the need for proper preparation and response to information security
incidents, i.e. to the information security incident management scheme,

e ensure consistency across the various policies,

e ensure planned, systematic and calm responses to information security incidents, thus minimizing the adverse impacts
of incidents.
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7.4.2 Co

ntent

Corporate information security and risk management policies, and specific system, service or network information
security policies, should be updated so that they explicitly refer to a corporate information security incident management
policy and associated scheme. The relevant sections should refer to the senior management commitment, and outline the:

policy,
L]

e requireme

and clearly in|
information s

Further, polic
from the dete

effectiveness
information s

7.5 Est

7.5.1 Ai

The aim of establishing the ISIRT is to provide the organization with appropriate personnel for assessing, responding

and learning
communicati
the damage tq

7.5.2 Me

The appropriz
organization.
will encourag
in many cases
individuals w|
upon dependi
member may
parts of the ot

Team membe
persons shoul
information s
reporting forr]

The ISIRT m:

scheme processes, and related infrastructure,

nts for detecting, reporting, assessing and managing incidents,

dicate those personnel responsible for authorizing and/or undertaking certain critical actions (e.g. taKin
ystem off-line or even shutting it down).

ies should require that the appropriate review mechanisms are established to ensure that any tnformatio
Ction, monitoring and resolution of information security incidents is used as input to ensure'the continu
of the corporate information security and risk management, and specific system, servicé.or network
bcurity, policies.

blishment of the ISIRT

om information security incidents, and providing the necessdry co-ordination, management, feedback
n. An ISIRT can contribute to the reduction in physical and monetary damage, as well as the reduction]
the organization’s reputation that is sometimes associated with information security incidents.

mbers and Structure

te size, structure and composition of the ISIRT should be appropriate for the size and structure of the
Although the ISIRT may constitute an isolated team or department, members may share other duties, W
e the input of members from a range of ar€ds within the organization. As discussed in clauses 4.2.1 and
the ISIRT will be a virtual team led by @ senior manager. The senior manager will be supported by
ho are specialized in particular topics; for example in handling malicious code attacks, who will be call
hg on the type of information security incident concerned. Depending on the size of the organization, a
also fulfil more than one rol€ within the ISIRT. The ISIRT may also comprise individuals from differe
ganization (e.g., Business-Operations, IT/Telecommunications, Audit, Human Resources and Marketir]

rs should be accessible for contact, so the names and contact details of each member and their backup
d be available within the organization. For example, the necessary details should be clearly indicated i
bcurity incident.thanagement scheme documentation, including any procedural documents, and the
hs, but not-in{policy statements.

hnaget should:

=

=]

ng

r to
and
of

hich

have dele

maintaine

assign inv
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usually have a separate line of reporting to senior management, separate from normal business operations,

ensure that all ISIRT members have the required knowledge and skills levels, and that these continue to be

d:

estigation of each incident to the most appropriate member of his/her team.
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7.5.3 Relationship with other Parts of the Organization

The ISIRT manager and members of his/her team must have a degree of authority to take the necessary actions deemed
appropriate in response to an information security incident. However, actions that may have adverse effects on the overall
organization, either financially or in terms of reputation, should be agreed with senior management. For this reason it is
essential to detail in the information security incident management policy and the scheme the appropriate authority to
which the ISIRT manager reports serious information security incidents.

Procedures and responsibilities for dealing with the media should also be agreed with senior management and
documented. These procedures should specify:

e who in the organization will deal with media inquiries

°
=

bw that part of the organization will interact with the ISIRT.

7.5/4 Relationship with External Parties

Relafionships between the ISIRT and appropriate external parties need to be established. External parties mgy include:

(]
(]

ntracted external support personnel, for example from a CERT,

(]
a

kternal organizations’ ISIRTs or computer incident response teams, or CERTS;

°
—

dw enforcement organizations,

her emergency authorities (e.g. fire brigade/department),

o
Q

e appropriate government organizations,

[ ]
[
a

gal personnel,

e ppblic relations officials and/or members of the'media,

°
g

1siness partners,

°
[¢]

istomers,

[ ]
=

He general public.

7.6| Technical and Other Support

Quick and effective responses to information security incidents will be more achievable when all necessary fechnical and
other] support means-have been acquired, prepared and tested. This includes:

[ ]
)

cess to details of the organization’s assets (preferably with an up-to-date asset register) and informatioh on their
inks to business functions,

Ju—

S N | $tad la + 41 14 fant d lotad ol
[ a LUOSS U UIV UULUIIIVITIVU UUSIIIVSS \JUllLlllull-y Dllalbsy anugIviatva Plallb,
e documented and promulgated communications processes,
o the use of an electronic information security event/incident database and the technical means to populate and update
the database quickly, analyze its information and facilitate responses (although it is recognized that there may
occasionally be instances where manual records would still be required or used by an organization),

e adequate business continuity arrangements for the information security event/incident database.

The technical means used to populate and update the database quickly, analyze its information and facilitate responses to
information security incidents should support:
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e quick acquisition of information security event and incident reports,

¢ notification of previously selected personnel (as relevant external people) by appropriate means (for example
electronic mail, fax, telephone, etc.), thus requiring the maintenance of a reliable contact database (which should be
readily accessible, and should include paper and other backups), and the facility to transmit information to individuals
in a secure fashion where appropriate,

e taking precautions commensurate with assessed risks for ensuring that electronic communication, whether Internet or
non-Internet, cannot be eavesdropped while the system, service and/or network is under attack,

e taking precautions commensurate with assessed risks for ensuring that electronic communication, whether Internet or
non-Interrjet, stays available while the system, service and/or network 1s under attack,

e ensuring the collection of all data about the information system, service and/or network, and all data progessed,

e if commensurate with assessed risks, using cryptographic integrity control to help in determining whether and what
parts of the system, service and/or network, and what data, were changed,

e facilitating the archiving and securing of collected information (for example, by applying,digital signatures to log
and other pvidence before off-line storage in read-only media such as CD or DVD ROM),

72}

e cnabling the preparation of printouts (e.g. of logs), including those showing the progress of an incident, and the
resolution|process and chain of custody,

e recovery ¢f the information system, service and/or network to normal operation, with:

= good Hackup procedures,

= clean 4nd reliable backups,

= backup testing,

= malicipus code control,

= origingl media with system and application.software,

= Dbootaljle media,

= clean, feliable and up to date.system and application patches,

in line with the relevant businéss continuity plan(s).
An attacked ihformation System, service or network may not function correctly. Thus as far as possible, and
commensuratp with the.assessed risks, no technical means (software and hardware) that are necessary for responding to

an informatiop security incident should rely in their operations on the organization’s ‘mainstream’ systems, services
and/or netwotks it is possible, they should be fully independent.

All technical means should be carefully selected, correctly implemented and regularly tested (including testing of the
backups made).

It should be noted that technical means described in this clause do not include technical means used to directly detect
information security incidents and intrusions and to automatically notify appropriate persons. Such technical means are
described in the Intrusion Detection Framework TR 15947 and in the Management of information and communications
technology security (MICTS) TR 13335, particularly Part 2.

7.7 Awareness and Training

Information security incident management is a process that involves not only technical means but also people, and thus it
should be supported by appropriately information security-aware and trained individuals within the organization.
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The awareness and participation of all organization personnel is very important for the success of a structured
information security incident management approach. For this reason, the role of information security incident
management needs to be actively promoted as part of the corporate information security awareness and training program.
The awareness program and related material should be available to all personnel, including new employees and, as
relevant, third party users and contractors. There should be a specific training program for the operations support group,
ISIRT members, and, as necessary, information security personnel and specific administrators. It should be noted that
each group of people involved directly with the management of incidents may require different levels of training,
depending on the type, frequency and criticality of their interaction with the information security incident management
scheme.

The awareness briefings should encompass:

[ ]
=

He basics of how the information security incident management scheme works, including its scope and 1Le security
eyent and incident management ‘workflow’,

e hpw to report on information security events and incidents,

[ ]
o

relevant, safeguards on confidentiality of sources,
e s¢heme service level agreements,

btification of outcomes — under what circumstances sources will be advised,

[ ]
=

e any constraints imposed by non-disclosure agreements,

[ ]
=

He authority of the information security incident management‘erganization and its reporting line,
e who and how receive reports from the information security‘incident management scheme.

In some cases it may be desirable to specifically include,awareness detail about information security incider]t
manggement in other training programs (for example, personnel orientation programs or general corporate spcurity

awargness programs). This awareness approach may provide valuable context relevant to particular groups aof people, and
can improve training program effectiveness and efficiency.

Befofe the information security incident’management scheme becomes operational, all relevant personnel nged to
become familiar with the procedures volved in the detection and reporting of information security events, pnd selected
persdnnel need to become very knowledgeable about the subsequent processes. This should be followed up py regular
awargness briefings and training courses. The training should be supported by specific exercises and testing|[for
opergtions support group and\ISIRT members, and information security personnel and specific administratofs.

8 |[Use

8.1| Intreduction

Information/security incident management in operation comprises two main phases, the “Use” and “Review[ phases, and
these aréfollowed by the “Improve” phase when any improvements identified as a result of lessons learnt ajje made.
These phases and their associated processes were introduced in Clause 4.2. The “Use” phase 1s described in this clause,
the “Review” phase in Clause 9, and the “Improve” phase is described in Clause 10.
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The three phases, and related processes, are shown in Figure 2 below.
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Figure 2 - Information Security Event and Incident Flow Diagram

8.2 Overview of Key Processes
In the Use phase, the key processes are the:

e detection of and reporting on the occurrence of an information security event, whether by one of the organization’s
personnel/customers or automatically (for example, by an alert from a firewall),

e collection of information on an information security event, and the conduct of the first assessment by the
organization’s operations support group personnel’, who will determine whether the event is an information security
incident or a false alarm has arisen,

? It is not to be normally expected that operations support group personnel will be security experts.
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e conduct of the second assessment by the ISIRT, to firstly confirm that the event is an information security incident,
and then, if it is, to instigate an immediate response as well as start necessary forensic analysis and communications
activities,

e review by the ISIRT to determine if the information security incident is under control, and:

= ifit is, instigating any required later, further, responses, and ensuring all information is ready for post-incident
review activities,

= if it is not, instigating ‘crisis’ activities and involving the related personnel, for example the organization’s
BUSINESS continuity Mmanager and team,

°
(9]

calation, on an as required basis throughout the phase, for further assessments and/or decisions;

e epsuring that all involved, particularly the ISIRT, properly log all activities for later analysiss

(]
[¢]

psuring that electronic evidence is gathered and stored securely, and that its secure preservation is contipually
onitored, in case it is required for legal prosecution or internal disciplinary action,

=

(]
[¢]

nsuring that the change control regime is maintained covering informationgecurity incident tracking angd incident
¢port updates, and thus that the information security event/incident database is kept up-to-date.

-

All ipformation collected pertaining to an information security event or inetdent should be stored in the infofmation
secutlity event/incident database managed by the ISIRT. The information reported during each process should be as
comp)lete as is possible at the time, to ensure as firm a base as thefercan be is available for the assessments apd decisions
madd, and of course the actions taken.

Oncq an information security event has been detected and.ieported, the aims of the subsequent processes arg:

(]
o

stributing the responsibility for incident management activities through an appropriate hierarchy of personnel, with
sessment, decision making and actions involying both security and non-security personnel,

o

foviding formal procedures for each notified person to follow, including reviewing and amending the r¢port made,
sessing the damage, and notifying the‘relevant personnel (with the individual actions depending on th¢ type and
s¢verity of the incident),

°
ol

°
c

ing guidelines for thorough documentation of an information security event, and later if it becomes cafegorized as
1 information security<incident, of the subsequent actions, and updating of the information security event/incident
dhtabase.

o

Guidhnce on:

¢ iffformation-security event detection and reporting is provided in Clause 8.3,

°
c

sessment and decision (as to whether an information security event is to be categorized as an informatijon security
B anca Q

1in 1dant)l ic avidad 11 (1 a 4
SHaeHT IS Proviataioratse—o-73

e responses to information security incidents is provided in Clause 8.5, covering:
= immediate responses,
= review to determine if an information security incident is under control,
= later responses,
= ‘crisis’ activities,

= forensic analysis,
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8.3

communications,
commentary on escalation issues,

activity logging.

Detection and Reporting

Information security events could be detected directly by a person or persons noticing something that gives cause for
concern, whether technical, physical or procedural related. Detection could, for example, be from fire/smoke detectors or
intruder (burglar) alarms, with the alerts notified to pre-designated locations for human action. Technical information

security even
firewalls, intr

Whatever the
noticing somg
of an organiz
use the inforn
bring the info
management.
different type
form, and det
also aware of]

How an infor
which may fl
information s
other informa
preferably in
designated op

s could be detected by automatic means — for qumplp alerts made by audit trail analysis facilities

ision detection systems, and anti-virus tools, in each case stimulated by pre-set parameters.

thing unusual, is responsible for initiating the detection and reporting process. This could be anty meml
ition’s personnel, whether permanent or contracted personnel. The person should follow(the procedures
nation security event reporting form specified by the information security incident management scheme
Fmation security event to the attention in the first instance to the operations supportygroup, and

Thus, it is essential that all personnel are well aware of, and have access to, the‘guidelines for reporting
5 of possible information security events, including the format of the information security event reporti
hils of the personnel who should be notified on each occasion. (It is sensible’that all personnel are at les
the format of the information security incident reporting form, to aid their understanding of the schemsg

mation security event is handled will be dependent upon what it is; and the implications and repercussi
w from it. For many people, this will be a decision beyond theif.competence. Thus, the person reporti
pcurity event should complete the information security event.feporting form with as much narrative ang
tion as is readily available at the time, liaising with his/h€p lecal manager as necessary. That form,
electronic format (e.g. in an e-mail or web form submission), should be securely communicated to the
erations support group (that should preferably provide’a 24-hour service for 7 days per week), with a c

to the ISIRT manager. An example template for the informatiof’security event reporting form is shown in Annex A.

It is emphasiz
event reportir]
of its content,
with appropri
mechanisms

When problei
when it is tho
alternative mu
messaging. S
information s
be significant

It should be
the operation

ed that not only accuracy but also timelines§is important in the content filled in the information securi
g form. It is not good practice to delay the*submission of a reporting form in order to improve the accu

nte notation, and revisions communieated later. It should also be recognized that some electronic report
e.g. e-mail) are themselves visible targets for attack.

ns exist, or are considered-to exist, with default electronic reporting mechanisms (e.g. e-mail), includin|
pght possible that the syStem is under attack and reporting forms could be read by unauthorized people
ans of communication should be used. The alternative means could include in person, by telephone or
ich alternative means should be used particularly when it becomes evident early in an investigation tha

oted that whilst in most cases an information security event will have to be reported onwards for action
stpport group, there may be occasions where an information security event can be handled locally,

source of the detection of an information security event, the person notified by automatic means, or difectly

ber
and
, to

y the

ng
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)

ns
1g an

PPy

y
racy

If the reporting person is not confident of the data in any field on the reporting form, it should be subnjitted

ing

e
then

text
an

pcurity event appears likely to be categorized as an information security incident, particularly one that may

by

al
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or it may be resolved to a satisfactory conclusion. In such cases a reporting form should be completed and forwarded to
local management, and to the operations support group and to the ISIRT for recording purposes, i.e. into the information
security event/incident database. In such circumstance, the person reporting closure of an information security event may
be able to complete some of the information required for the information security incident reporting form — if this is the
case then the information security incident reporting form should also be completed and forwarded.

26
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Event/Incident Assessment and Decision

1 First Assessment and Initial Decision

The receiving person in the operations support group should acknowledge receipt of the completed information security
event reporting form, enter it into the information security event/incident database, and review it. He/she should seek any
clarification from the person reporting the information security event, and collect any further information required and
known to be available, whether from the reporting person or elsewhere. Then, the operations support group person should
conduct an assessment to determine whether the information security event should be categorized as an information
security incident or is in fact a false alarm. If the information security event is determined to be a false alarm, the
information security event reporting form should be completed and communicated to the ISIRT for addition to the
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mation security event/incident database and review, and copied to the reporting person and his/her loca
mation and other evidence collected at this stage may need to be used at a future time for disciplmary o
edings. The person or people undertaking the information collection and assessment tasks should be tr
rements for collection and preservation of evidence.

dition to recording the date(s) and time(s) of actions, it is necessary to fully document:

hat was seen and done (including tools used) and why,

e location of ‘evidence’,

bw evidence is archived (if applicable),

bw evidence verification was performed (if applicable),

ptails of storage/safe custody of material and subsequent access to it.

information security event is determined as likely’to be an information security incident, and if the op
rt group person has the appropriate level of cempetence, further assessment may be conducted. This
red remedial actions, for example additionakemergency safeguards being identified and referred for ac
priate person. It may be very evident that‘ah information security event is determined to be an informal
ent that is significant (using the organization’s pre-determined severity scale), in which case the ISIRT
d be informed directly. It may be véry evident that a ‘crisis’ situation should be declared, and thus, for
ess continuity manager notified£0r possible activation of a business continuity plan, with the ISIRT m:
to be referred directly to the TSIRT for further assessment and action.

ever the next step is détermined to be, the operations support group person should complete as much a

is shown in Annex A. The information security incident reporting form should contain narrative, and a
ble should ¢entfirm and describe:

hat the information security incident is,

manager.

r legal
hined in the

erations

ay result in
ion to the
lion security
manager
example, the
hnager and

r management also informed: However, the most likely situation will be that the information security incident will

is possible

b information securify incident reporting form. An example template for an information security incident reporting

s far as is

d

h

2t ac o cad and ot o oo
OW Tt wasCatsCO—ant o y-wiat o wnoi;

what it affects or could affect,

the impact or potential impact of the information security incident on the business of the organization,

pre-determined severity scale),

how it has been dealt with so far.
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When considering the potential or actual adverse effects of an information security incident on the business of an

organization,

from:

unauthorized disclosure of information,
unauthorized modification of information,
repudiation of information,

unavailability of information and/or service,

destructio
the first step
Example cate]

Financial

Commerc

Legal and
e Managem
e Lossof G
For those con
for entry into

If an informa
taken and any

Once comple
information s

If an investig

It is emphasized that the operations support group person assessing an information security incident should be aware

based on the
e whenitis

that in all
followed.

When problei

Personal Information,

h of information and/or service,
vill be to consider which of a number of consequences is relevant.
oories are:

[_oss/Disruption to Business Operations,

al and Economic Interests,

Regulatory Obligations,
ent and Business Operations,

bodwill.

sidered relevant, the related category guideline should béaiséd to establish the potential or actual impad
the information security incident report. Example guidelines are given in Annex B.

ion security incident has been resolved, the report’should include details of the safeguards that have be
lessons learned (e.g. safeguards to be adopted'to prevent re-occurrence or similar occurrences).

ed as far as is possible, the reporting fortnshould then be referred to the ISIRT for entry into the
pcurity event/incident database and, review.

ition is likely to be longer than.én¢ week, an interim report should be produced.

buidance provided in the\information security incident management scheme documentation:
necessary to esealate matters and to whom,

activitiesConducted by the operations support group, the documented change control procedures shoul

L}

L

4

i be

ns.exist, or are considered to exist, with default electronic reporting mechanisms (e.g. e-mail), includin|

g

when it is thought possible that the system is under attack and reporting forms could be read by unauthorized people, then
alternative means of reporting to the ISIRT manager should be used. Alternative means could include in person, by
telephone or text messaging. Such alternative means should be used particularly when it appears that an information

security incid

ent is significant.

8.4.2 Second Assessment and Incident Confirmation

The second assessment, and confirmation or otherwise of the decision as to whether an information security event is to be
categorized as an information security incident, should be the responsibility of the ISIRT. The receiving person in the

ISIRT should

acknowledge receipt of the ‘information security incident reporting form, completed as far as is possible by the

operations support group,

28

© ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=80b87efeb1e3ac4a828a971c9081eb1e

ISO/IEC TR 18044:2004(E)

o enter the form into the information security event/incident database,
e seek any clarification from the operations support group,
e review the reporting form content,

e collect any further information required and known to be available, whether from the operations support group, the
person who completed the information security event reporting form or elsewhere.

If there is still a degree of uncertainty as to the authenticity of the information security incident or the completeness of the
reported information, the ISIRT member should conduct an assessment to determine whether the information security
incidfnt is real or in fact a false alarm. I the information security incident is defermined to be a false alarm,|the
information security event report should be completed, added to the information security event/incident datgbase and
comthunicated to the ISIRT manager. Copies of the report should be sent to the operations support group, aid the
repofting person and his/her local manager.

If thq information security incident is determined to be real, then the ISIRT member, involving-colleagues a$ required,
should conduct further assessment. The aim is to confirm as soon as possible:

¢ what the information security incident is, how it was caused — and by what or whorn, what it affects or cpuld affect,
tHe impact or potential impact of the information security incident on the business of the organization, ar} indication
ag to whether the information security incident is deemed significant or not (using the organization’s pretdetermined
s¢verity scale),

°
—

r deliberate human technical attack on an any information system,'service and/or network, for examplg:

how deeply the system, service and/or network has been infiltrated, and what level of control the attacker has,

what data has been accessed by the attacker, possibly'copied, altered or destroyed,

what software has been copied, altered or destroyed by the attacker,

e for deliberate human physical attack on an afry information system, service and/or network hardware and/or physical
dcation, for example:

ot

what the direct and indirect effects of physical damage are (is physical access security non-existent?)

°
—+

r information security inciderts not directly caused by human actions, the direct and indirect effects (for example, is
hysical access open because of a fire, is an information system vulnerable because of some software or
mmunications line fmalfunction, or because of human error),

[ells=}

e hpw the information security incident has been dealt with so far.

When reviewing/the potential or actual adverse effects of an information security incident on the business of an
organization,from:

° u havthorized disclosure-ofinformation
2 tH o)

¢ unauthorized modification of information,

e repudiation of information,

¢ unavailability of information and/or service,

e destruction of information and/or service,

it will be necessary to confirm which of a number of consequences is relevant. Example categories are:

¢ Financial Loss/Disruption to Business Operations,
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Personal I
Legal and

Managem

Commercial and Economic Interests,

nformation,
Regulatory Obligations,

ent and Business Operations,

Loss of Goodwill.

For those considered relevant, the related category guideline should be used to establish the potential or actual impacts

for entry into

8.5 Responses

8.5.1 Immediate Responses

8.5.1.1

In the large n
to deal with tl
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may result in
and/or netwot
safeguards bg
significance
scale, and if ¢
situation shoy
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8.5.1.2
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provided that

However, wh

the attack
affected i

the information security incident report. Example guidelines are given in Annex B.

Overview

ajority of cases, the next activities for the ISIRT member will be to identify the' immediate response ac
e information security incident, record details on the information securityxin€ident form and within the
pcurity event/incident database, and notify the required actions to the a@ppropriate persons or groups. Th
emergency safeguards (for example, cutting off/shutting down an affécted information system, service
k, with the prior agreement of the relevant IT and/or business mahagement), and/or additional permang
ing identified, and notified for action to the appropriate persof ot group. If not already done so, the

f the information security incident should be determined, Wsing the organization’s pre-determined seve
ufficiently significant appropriate senior management sheuld be notified directly. If it evident that a ‘cyj
1d be declared, for example the business continuity, manager should be notified for possible activation
nuity plan, with the ISIRT manager and senior management also informed.

Example Actions

e of relevant immediate response action$.f/the case of deliberate attack on an information system, sery
k, it could be left connected to the Internet, or other network, to:

pusiness critical applications to_function correctly,

much information as possible about the attacker,

the attacker does not know that he/she is under surveillance.

le undertaking:suich a decision the following factors need to be considered:

br may realize that he/she is being observed and may undertake actions that will cause further damage t
formation system, service and/or network, and related data,

ions

=g

S
nt
rity

isis’
fa

ice

b the

the attack

It is essential

TCould destroy the formation that Ty be use il to track tat persor.

that it is technically possible to quickly and reliably cut-off and/or shut down the attacked information

system, service and/or network, once a decision to do so has been taken. However, appropriate authentication means
should be implemented so that unauthorized individuals could not undertake such action.

A further consideration is that the prevention of re-occurrence is usually of high priority, and it might well be concluded
that the attacker has exposed a weakness which should be rectified, and the gains from tracking him/her do not justify the
effort in doing so. This is especially relevant when the attacker is non-malicious and has caused little or no damage.

With regard to information security incidents that are caused by something other than deliberate attack, the source should
be identified. It may be necessary to shut the information system, service and/or network down, or isolate the relevant
part and shut it down (with the prior agreement of the relevant IT and/or business management), while safeguards are

30 © ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=80b87efeb1e3ac4a828a971c9081eb1e

ISO/IEC TR 18044:2004(E)

implemented. This may take longer if the weakness is fundamental to the information system, service and/or network
design, or if it is a critical weakness.

Another response activity may be to activate surveillance techniques (for example, ‘honeypots’ — see TR 18043).
This should be on the basis of procedures documented for the information security incident management scheme.

Information that may be corrupted by the information security incident should be checked by the ISIRT member against
backup records for modifications, deletions, or insertions of information. It may be necessary to check the integrity of the
logs, as a deliberate attacker may have manipulated these logs to cover his/her tracks.

8.5.1.3 Incident Information Update

Whatever the next step is determined to be, the ISIRT member should update the information security incid¢nt report as
mucl as is possible, add it to the information security event/incident database and notify the ISIRT manager| and others as
necegsary. The update may cover further information on:

¢ what the information security incident is,

e hpw it was caused — and by what or whom,

e wihat it affects or could affect,

e tHe impact or potential impact of the information security incident on thebusiness of the organization,

e changes to the indication as to whether the information security inc¢ident is deemed significant or not (usjng the
ofganization’s pre-determined severity scale),

e How it has been dealt with so far.

If anjinformation security incident has been resolved, the‘teport should include details of the safeguards thatl have been
taker] and any other lessons learned (e.g. further safegiards to be adopted to prevent re-occurrence or similaf
occufrences). The updated report should be added, to.the information security event/incident database, and nptified to the
ISIRT manager and others as required.

It is gmphasized that the ISIRT is responsible for ensuring the secure retention of all information pertaining [fo an
information security incident for further analysis, and potential legal evidential use. For example, for an IT ¢riented
inforation security incident, after. theiinitial discovery of the incident, all volatile data should be collected before the
affected IT system, service and/dr network is shut down, for a complete forensic investigation. Information {o be
collepted includes contents of memory, cache and registers, and detail of any processes running, and:

full forensic duplieation of the affected system, service and/or network, or a low level backup of logs g¢nd important
fies should be undertaken depending on the nature of the information security incident,

[ ]
o

[ ]
ot
o

gs from neighboring systems, services and networks, for example including from routers and firewalls| should be
llected-and reviewed,

Q

| itformation collected should be stored securely on read only media,

[ ]
o

e two ore more persons should be present when forensic duplication is performed, to assert and certify that all activities
have been carried out in accordance with relevant legislation and regulation,

e specifications and descriptions of the tools and commands used to perform the forensic duplication should be
documented and stored together with the original media.

An ISIRT member will also be responsible, if it is possible at this stage, for facilitating the return of the affected facility
(whether IT or otherwise) to a secure operational state that is not susceptible to a compromise by the same attack.
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8.5.14

Further Activities

If an ISIRT member determines that an information security incident is real, then other important activities should be to:

institute forensic analysis,

inform those responsible for internal and external communications of the facts and proposals for what should be

communicated, in what form and to whom.

Once an information security incident report has been completed as far as is possible, it should then be entered into the
information security event/incident database and communicated to the ISIRT manager.

If an investig
produced.

The ISIRT m
information s
e whenitis

that in all

pmber assessing an information security incident should be aware, based on the guidance proyided in tf
bcurity incident management scheme documentation:

necessary to escalate matters and to whom,

activities conducted by the ISIRT, the documented change control procedures should be followed.

When probleins exist, or are considered to exist, with normal communications facilities\(e.g. e-mail), including whe

thought possi

e it is concl

e a ‘crisis’ {
as a fallback
telephone or {

As deemed ng
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organization

To ensure thal
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the case of ab)

8.5.2 Inc

After the ISIF
activities, a v
necessary, thg

ble that the system is under attack, and:
ded that an information security incident is significant, and/or
ituation has been determined,

n information security incident should in the first instance be reported to the relevant people in person
lext messaging.

cessary, the ISIRT manager, in liaison with-the organization’s information security manager and the
I member/senior manager, should liaise with all related parties, both internal and external to the
see Clauses 7.5.3 and 7.5.4).

t the liaisons are organized quickly and are effective, it is necessary to establish a secure method of

n in advance, that does not(wholly rely on the system, service and/or network that may be affected by
peurity incident. These arrangements may include the nomination of backup advisors or representativey
sence.

ident Under Control?

LT memberhas-instigated the immediate responses, and as relevant forensic analysis and communicatig
ew needs.to be quickly ascertained as to whether the information security incident is under control. If
ISIRT\member may consult with colleagues, the ISIRT manager and/or other persons or groups.

If the inform

tion’security incident is confirmed as being under control, then the ISIRT member should institute any.

ition is likely to be longer than a time period pre-agreed within the organization, an interim report sheulld be

[¢)]

it is

by

—

n

ns

required later responses, and forensic analysis and communications (see Clauses 8.5.3, 8.5.5 and 8.5.6 below), to bring
the information security incident to a close and restore the affected information system to normal operations.

If the information security incident is confirmed as not being under control, then the ISIRT member should institute

‘crisis activiti

es’ (see Clause 8.5.4 below).

8.5.3 Later Responses

Having determined that an information security incident is under control, and not to be subject to ‘crisis’ activities, then

the ISIRT me

mber should identify if and what further responses are required to deal with the information security

incident. This could include restoring the affected information system(s), service(s) and/or network(s) back to normal
operation. He/she should then record details on the information security incident reporting form and in the information
security event/incident database, and notify those responsible for completing the related actions. Once those actions have
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been successfully completed, details should be recorded on the information security incident reporting form and in the
information security event/incident database, and then the information security incident should be closed and appropriate
personnel notified.

Some responses will be directed at preventing information security incident re-occurrence or similar occurrence. For
example, if it is determined that the cause of an information security incident is an IT hardware or software fault, without
an available patch, then the supplier should be contacted immediately. If a known IT vulnerability was involved in an
information security incident it should be patched with the relevant information security update. Any IT configuration
related problems highlighted by the information security incident should be dealt with. Other measures to decrease the
possibility of re-occurrence or similar occurrence of an IT information security incident may include changing system
passwords and disabling unused services.

Another area of response activity may involve monitoring of the IT system, service and/or network. F ollowilng

assessment of an information security incident, it may be appropriate that there should be additional monitoj
safeguards in place to assist in detecting unusual and suspicious events that would be symptomatic of furthe
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ity incidents. Such monitoring may also reveal a greater depth to the information security in¢ident, and
IT systems that were compromised.

y well be necessary for activation of specific responses documented in the relevantbusiness continuity

apply for both IT and non-IT related information security incidents. Such responses should include th
ess aspects, not just directly IT related but also key business function maintenance and later restoratior
evant, of voice telecommunications, and personnel levels and physical fagilities.

ast area of activity will be the restoration of the affected information-system(s), service(s) and/or netwd
al operation. The restoration of an affected system(s), service(s) and/or network(s) to a secure operatio
hieved through the application of patches for known vulnerabilities or by disabling an element that waj
b compromise. If due to the destruction of logs during an information security incident, the entire exten
mation security incident is unknown, then a complete system, service and/or network rebuild may be nq
well be necessary for activation of parts of the relevantbusiness continuity plan.

information security incident is non-IT related, fof'example caused by a fire, flood or bomb, then the rq
ties to be followed will be those documented inrthe relevant business continuity plan.

4 ‘Crisis’ Activities
scussed in Clause 8.5.2, it may be that when the ISIRT determines whether an information security inc|

nated plan.

est options for dealing.with all possible types of information security incident that might affect

hbility/destruction afd)to some extent integrity of an information system, should have been identified it
lization’s business.continuity strategy. These options should be directly related to the organization’s byl
ties and related timescales for recovery, and thus the maximum acceptable outage time periods for IT,
ccommodafion. The strategy should have identified the required:

Feventive, resilience and business continuity support measures,

ing
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structure and outline content for the business continuity plan or plans.

The business continuity plan(s), and the safeguards put in place to support the activation of those plan(s), once tested
satisfactorily, then form the basis for dealing with most ‘crisis’ activities once so designated.

Other types of possible ‘crisis’ activity include, but are not limited to, activation of:

fire suppression facilities and evacuation procedures,

flood prevention facilities and evacuation procedures,
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bomb ‘handling’ and related evacuation procedures,
specialist information system fraud investigators,

specialist technical attack investigators.

8.5.5 Forensic Analysis

Where identified by prior assessment as required for evidential purposes — de facto in the context of a significant
information security incident, forensic analysis should be conducted by the ISIRT. It should involve the use of IT based
investigative techniques and tools, supported by documented procedures, to review the designated information security

incident(s) in
should be con
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ducted in a structured manner, and, as relevant, identify what may be used as evidence, whether for int
rocedures or legal actions.

needed for forensic analysis can be categorized into technical (e.g. audit tools, evidence regovery facili
ersonnel and secure office facilities. Each forensic analysis activity should be fully documented, includ
otographs, audit trail analysis reports, data recovery logs. The proficiency of the persenior people

hte the objectivity and logical nature of analysis should also be documented. All'records, of the informa
ents themselves, the forensic analysis activities, etc., and associated media, should be stored in a physid
hment and controlled by procedures such that it cannot be accessed by unauthorized people nor altered
railable. Forensic analysis IT based tools should comply with standards such that their accuracy cannot
hged, as well as of course being kept up-to-date in line with technolégy changes. The ISIRT physical
hould provide demonstrable conditions that ensure the evidence is handled such that it cannot be
bviously enough personnel should be available, if necessary on an on-call basis, to be able to respond §

re will no doubt be requirements to review evidence inthe context of a variety of information security
uding fraud, theft, and vandalism. Thus, to assist the ISIRT there will need to be available a number of
ind supporting procedures for uncovering information ‘hidden’ in an information system, service or

s all known aspects associated with known:types of information security incidents (and of course be
h the ISIRT Procedures).

ironment, forensic analysis will frequently need to encompass complex networked environments, whe
will need to encompass an entir€ operating environment, including a multitude of servers — file, print,

ns, e-mail etc., as well as rémgte access facilities. There are many tools available, including text searcl
haging software and forensics suites. It is emphasized that the main focus of forensics analysis procedu
evidence is kept intact:and checked to ensure that it will stand up to any legal challenge, and that foren
d be performed on.an exact copy of the original data, to prevent the analysis work prejudicing the origf

y.
rensics apalysis process should encompass, as relevant, the following activities:

hat the target system, service and/or network is protected during the forensic analysis from being rende
o, altered or otherwise compromised, including by virus introduction, and that there are no or minimal

brnal

ties),
ng

brensic analysis should be documented along with records of proficiency testing. Any other information that

tion
ally
or
be

—

N
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large measure on the nature of the information security incident),

not) deleted files, password or otherwise protected files, and encrypted files,

34

recovering as much as is possible of discovered deleted files, and other data,

uncovering IP addresses, host names, network routes and Web site information,

prioritizing the ‘capture’ of ‘evidence’ i.e. proceeding from the most volatile to the least volatile (this will depend in

identifying all relevant files on the subject system, service and/or network, including normal files, apparently (but
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accessing the contents of protected or encrypted files (unless prevented under law),

analyzing all possibly relevant data found in special (and typically inaccessible) disc storage areas,
analyzing file access, modification and creation times,

analyzing system/service/network and application logs,

determining the activity of users and/or applications on a system/service/network,

44:2004(E)

extracting the contents of hidden, temporary and swap files used by both application and operating system software,
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al)alyzing e-mails for source information and content,

erforming file integrity checks to detect Trojan horse files and files not originally on the system;

analyzing, if applicable, physical evidence, for example fingerprints, property damage,, video surveillangj
ystem logs, pass card access logs, and interview witnesses,

isuring that extracted potential evidence is handled and stored in such a way that it cannot be damaged
husable, and that sensitive material cannot be seen by those not authorized{It,is emphasized that evider]
lould always be in accordance with the rules of the court or hearing in which the evidence may be pres

idence including lists of relevant files included in an attachment.fo the main report,
required, providing expert support to any disciplinary of 1¢gal action.
nethod(s) to be followed should be documented in the-ISIRT Procedures.

SIRT should accommodate sufficient combinations of skills to provide wide coverage of technical kno|
iding of the tools and techniques likely to béused by deliberate attackers), analysis/investigative exper
nding regarding the preservation of usableevidence), knowledge of relevant legislation and regulation i
ngoing knowledge of incident trends:

6 Communications

iny cases when an the information security incident has been confirmed by the ISIRT as real, there will
n people to be informediboth internally (outside of normal ISIRT/management lines of communication
hally — including the Press. This may need to occur at a number of stages, for example when an the inft

secufity incident is configmed as real, when it is confirmed as under control, when it is designated for ‘crisis|

wher]

To ai
can b
other
in ac

it is closed and\when post incident review has been completed and conclusions reached.

d this activity when the need arises, it is very sensible practice to prepare certain information in advang
e quiekly adjusted to the circumstances of a particular information security incident and issued to the P
Meédia: If any information pertaining to information security incidents is be released to the Press it sho|
fordance with organization’s information dissemination policy. Information to be released should be re|

e, alarm
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the relevant parties, which may include senior management, public relations co-ordinators and information security
personnel.

8.5.

7 Escalation

There will be circumstances where matters will have to be escalated either to senior management, another group within
the organization or persons or groups outside of the organization. This may be for a decision to be made on
recommended actions to deal with an information security incident or for further assessment to determine what actions
are required. This could be following the assessment processes described above in Clause 8.4, or indeed it could be
during those processes if some major issue becomes evident early. Guidance should be available in the information
security incident management scheme documentation for those who are likely at some point to need to escalate matters,
i.e. operations support group and ISIRT members.
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8.5.8 Activity Logging, and Change Control

It is emphasized that all involved in the reporting and management of an information security incident should properly
log all activities for later analysis. This should be included with the information security incident reporting form and in
the information security event/incident database, continually kept up-to-date throughout the cycle of an information
security incident from first reporting form to completion of post incident review. This information should be retained
provably secure and with an adequate back-up regime. Further, all changes made in the context of tracking an
information security incident and updating the information security incident reporting form and the information security
event/incident database should be under a formally accepted change control scheme.

9 Review

9.1 Introduction

Once an infomation security incident has been resolved and closure agreed, then there will be further forensie’analypis
conducted angl a review to identify lessons and potential improvements to overall security and to the information secpirity
incident manggement scheme.

9.2 Further Forensic Analysis

It may be thaf once an incident has been resolved there is still a need for forensic analysis to jdentify evidence. This
should be corjducted by the ISIRT using the same toolset and procedures as suggested in€Clause 8.5.5.

9.3 Lessons Learnt

Once an infofmation security incident has been closed, it is important that the(&ssons to be learned from the handing of
the informatign security incident are quickly identified and acted upon. The{lessons could be in terms of:

e new or chhnged requirements for information security safeguard$. These could be technical or non-technical
(including physical) safeguards. Dependent on the lessons ledrned, these could include the need for rapid material
updates fqr, and delivery of, security awareness briefings (fot users as well as other personnel), and rapid revisiofp and

issue of sqcurity guidelines and/or standards,

e and/or chgnges to the information security incident\uhanagement scheme and its processes, reporting forms and
informatign security event/incident database.

Further, in this activity it is necessary to lookbeyond a single information security incident and check for trends/patterns
which themsdlves may help identify the n€ed for safeguards or approach changes. It is also sensible practice following an
IT oriented information security incident, to conduct information security testing, particularly vulnerability assessmdnt.
Thus, the datg in the information security event/incident database should be analyzed on a regular basis in order to:
o identify trpnds/patterns,

o identify afeas of coneern,

e analyze wher¢ preventive action could be taken to reduce the likelihood of future incidents.

Relevant information acquired throughout the course of an information security incident should be channeled into the
trend/pattern analysis. This can contribute significantly to the early identification of information security incidents and
provide a warning of what further information security incidents may arise, based on previous experience and
documented knowledge.

Use should also be made of information security incident and related vulnerability information received from
government, commercial CERTs and suppliers.

Vulnerability assessment/security testing of an information system, service and/or network following an information
security incident, should not be confined to only the information system, service and/or network, affected by the
information security incident. It should be expanded to include any related information systems, services and/or
networks. A complete vulnerability assessment is used to highlight the existence of the vulnerabilities exploited during
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the information security incident on other information systems, services and/or networks and to ensure that no new
vulnerabilities are introduced.

It is important to stress that vulnerability assessments should be conducted on a regular basis, and that the re-assessment
of vulnerabilities after an information security incident has occurred should be part of this continuous assessment process

(and

not as a replacement).

Summary analyses of information security incidents should be produced for tabling at each meeting of the organization’s
management information security forum and/or other forum defined in the overall organizational information security
policy.

9.4
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Identification of Securlty improvements

g review after an information security incident has been resolved, new or changed safeguards may.be

required. The recommendations and related safeguard requirements may be such that it is not‘feasible
tionally to implement them immediately, in which case they should feature in the longer-ternxaims of
jization. For example migration to a more secure robust firewall may not be financially feasible in the s
peded to be factored into an organization’s long-term information security goals. (See¢.also Clause 10.3

Identification of Scheme Improvements

incident resolution, the ISIRT manager or a nominee should review all that’ has’happened to assess and
itify’ the effectiveness of the entire response to an information security.incident. Such an analysis aims
h parts of the information security incident management scheme worked-successfully and identify if an
yvements are required.

An ifhportant aspect of post response analysis is to feed information and knowledge back into the informati
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ent management scheme. If of sufficient severity, a meeting of all the relevant parties should be schedu
an incident resolution while information is still fresh in people’s minds. Factors to consider in such a 1y
de the following:

d the procedures outlined in the information se¢urity incident management scheme work as intended?
¢ there any procedures or methods that weuld have aided in the detection of the incident?

ere any procedures or tools identified that would have been of assistance in the response process?

ere there any procedures that would have aided in recovering information systems following an incideq

as the communicationsef the incident to all relevant parties effective throughout the detection, reporting
sponse process?

esults of the meeting should be documented and any agreed actions acted upon appropriately (see Clau

).

Improve

dentified as
financially or
he

hort term,
below.)

thus
to determine

by

n security
led shortly
eeting

1t identified?

by and

se 10.4

10.

1 Introduction

The “Improve” phase encompasses the implementation of the recommendations from the “Review” phase, i.e. for
improvements to security risk analysis and management results, to security and to the information security incident
management scheme. Each of these topics is addressed in the clauses below.

10.2 Security Risk Analysis and Management Improvement

Depending on the severity and impact of an information security incident, an assessment of information security risk
analysis and management review results may be necessary to take into account new threats and vulnerabilities. As a
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follow-on to the completion of an update information security risk analysis and management review, it may be necessary
to introduce changed or new safeguards

10.3 Make Security Improvements

Following the recommendations made during the “Review” phase (see Clause 9.4 above), and analysis of a number of
information security incidents, implementation of updated and/or new safeguards will need to be initiated. As discussed
in clause 9.3 above, these could be technical (including physical) safeguards, and may include the need for rapid material
updates for, and delivery of, security awareness briefings (for users as well as other personnel), and rapid revision and

issue of secur

ity guidelines and/or standards. Further, an organization’s information systems, services and networks

should be subject to regular vulnerability assessments to aid in the identification of vulnerabilities and provide a process

of continual sustem/service/netwaork hﬂrdpning

In addition,

immediate affermath of an incident, it is more likely that this will be required as a later response. Following ‘an
information spcurity incident, if relevant information security policies and procedures should be updated, to:take into
account information gleaned and any problem issues identified during the course of the incident managerment proces
will be a long-term aim of the ISIRT, in conjunction with the organization’s information security manager, to ensure
these informaftion security policy and procedural updates are propagated throughout the organization.

10.4 Ma

Areas identifi
be reviewed 4
information s|
checking and

10.5 Otf

Other improv|
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11 Sum

This Technic
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steps pertainil
detailed along
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hilst reviews of information security related procedures and documentation may be conducted in-the

e Scheme Improvements

ed for improvement to the information security incident management schemie (see Clause 9.5 above) sk
nd justified changes incorporated into an update of the scheme documentation. The changes to the
bcurity incident management processes, procedures and the reportingforms should be subject to thorou
testing before going live.

er Improvements

bments may have been identified during the “Review’>phase, for example changes in information secuj
lards and procedures, and changes to IT hardware and software configurations.

mary

1l Report provides an overview of information security incident management, the benefits of adopting 3
bcurity incident management scheme, and the key issues associated with adopting such a scheme. Cleat
g to planning and documentinig.an information security incident management policy and scheme are
with the associated processes and procedures for managing information security incidents, and condud
resolution activities.
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Annex A
(informative)

Example Information Security Event and Incident Report Forms

The
info

appiopriate people.
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the

Plegse observe the following/guidelines when completing the forms:

Information Security Event and Incident

Reports

Notes for completion

purpose of these forms - the information security event and incident report forms — is to previde information abou
Fmation security event, and then, if it is determined to be an information security incident, ‘about the incident, to th

nization’s information security incident management scheme.
information you provide will be used to initiate appropriate asseSsment, which will determine whether the event i

loss or damage. Given the potentially time-critical nature ofithis process, it is not essential to complete all fields i3
Feporting form at this time.

u are an operations support group member reviewingalready completed/part-completed forms, then you will be
ired to take a view as to whether the event needsto be categorized as an information security incident. If an event
htegorized, you should complete the information’ security incident form with as much information as you are able 4
ard both the information security event and incident forms to the ISIRT. Whether the information security event i
borized as an incident or not, the information security event/incident database should be updated.

u are an ISIRT member reviewing.information security event and incident forms forwarded by an operations supp
p member, then the incident form should be then updated as the investigation progresses and related updates mads
nformation security event/incident database.

if it is possiblesthe form should be completed and submitted electronically'®. (When problems exist, or are
considered fo/exist, with default electronic reporting mechanisms (e.g. e-mail), including when it is thought possil
that the systém is under attack and reporting forms could be read by unauthorized people, then alternative means
reporting should be used. Alternative means could include in person, by telephone or text messaging.),

only’provide information you know to be factual — do not speculate in order to complete fields. Where it is

u suspect that an information security event is in progress or may have occurredy* particularly one which may caugse
sub]f;ntial loss or damage to the organization’s property or reputation, you shouldimmediately complete and submit an

ptegorized as an information security incident or not, and if it isé@ny remedial measures necessary to prevent or linjit

an

Ay

ation security event report form (see the first part of this Annex) in accordance with the procedures described infthe

=+

(0]

w

ble
f

appropriate to provide information you cannot confirm, please clearly state that the information 1s unconfirmed, and

what leads you to believe it may be true,

you should provide your full contact details. It may be necessary to contact you — either very soon or at a later date —

to obtain further information concerning your report,

If you later discover that any information you have provided is inaccurate, incomplete or misleading, you should amend

and

re-submit your report.

"% 1f at all possible these forms should be electronic (e.g. in secure web page) form with linkage to the electronic
information security event/incident database. In today’s world, to operate a paper-based scheme would be time
consuming and not the most efficient way of operating.
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Information Security Event Report

Date of Event Page 1 of 1
Event Number:" (If Applicable) Related

Event and/or Incident

Identity Numbers:

REPORTING PERSON DETAILS

Name Address

Organizatign

Telephone Email

INFORMATION SECURITY EVENT DESCRIPTION

Description pf the Event:

WhHat Occurred

Hopw Occurred

WHy Occurred

Cofmponents Affected
Adperse Business Impacts
Anl Vulnerabilities Identified

INFORMATION SECURITY EVENT DETAILS

Date and Time the Event Occurred

Date and Time the Event was Discovered

Date and Time the Event was Reported

Is the Event Over? (tick as dppropriate) YES ] NO ]

If yes, Specjfy How. Long the Event has Lasted in
Days/Houry/Minutes

1 (Event numbers should be allocated by the organization’s ISIRT Manager.)
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