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reword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

Thg procedures used to develop this document and those intended for its further maint
described in the ISO/IEC Directives, Part 1. In particular, the different approval critéria

the|different types of document should be noted. This document was drafted in accgrdanc
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be
of patent rights. ISO and IEC shall not be held responsible for identifying ‘any or all s
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ts. Details of any patent rights identified during the development of-the document wi
oduction and/or on the ISO list of patent declarations received (see Wiww.iso.org/patents
of patent declarations received (see http://patents.iec.ch).

 trade name used in this document is information given forthe convenience of users ar
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an explanation of the voluntary nature of standards, the meaning of ISO specific

the World Trade Organization (WTO) principles in the Technical Barriers to Tr
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5 document was prepared by Joint Tech@ical Committee ISO/IEC JTC 1, Information
committee SC 27, Security techniques.

5 second edition cancels and replaces the first edition (ISO/IEC 27701:2019), which
orially revised. This second edition references the structure and content of ISO/IEC 2700
IEC 27002:2022. Clause 5 has been editorially revised to match the structure of ISO/IEC 2
1se 6 and Annexes D andCE have been editorially revised to match the structure a
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conpplete listing of'these bodies can be found at www.iso.org/members.html.

SO/IEC 27002:2022. Internal cross-references have been revised as necessary. The
respondence with the first edition can be found in Annex G.

feedback or questions on this document should be directed to the user’s national standa
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Introduction

0.1 General

Almost every organization processes personally identifiable information (PII). Further, the quantity
and types of PII processed is increasing, as is the number of situations where an organization needs to
cooperate with other organizations regarding the processing of PII. Protection of privacy in the context
of the processing of PII is a societal need, as well as the topic of dedicated legislation or regulation all
over the world.

The infor

the additig
ISO manag
implement]

Requireme
particular
understoo

— thepr

1SO/IH

ISO/IH
the EU

However, t|

This docu
PII proces
subcontrag

An organi
evidence o
business p
with other]
provide in

This docuy
0.2 Comp
This docuy

ed either separately or as a combined management system.

where national legislation or regulation exists. ISO/IEC 27001 requires that this contex

ation security management system efine 1S designed to peq]
n of sector specific requirements, without the need to develop a new management Syst
ement system standards, including the sector specific ones, are designed to becable td

nts and guidance for PII protection vary depending on the context of the” erganization

l and taken into account. This document includes mapping to:

vacy framework and principles defined in ISO/IEC 29100;

C27018;

C 29151; and

General Data Protection Regulation.

hese can be interpreted to take into account local [égislation or regulation.

ment can be used by PII controllers (inckiding those that are joint PII controllers)
sors (including those using subcontractéd PII processors and those processing PII
tors to PII processors).

zation complying with the requirements in this document will generate document
F how it handles the processing of PII. Such evidence can be used to facilitate agreements

stakeholders. The use of this document in conjunction with ISO/IEC 27001 can, if desi
lependent verification of this evidence.

hent was initially developed as ISO/IEC 27552.

atibility with other management system standards

system st

This documnent-enables an organization to align or integrate its PIMS with the requirements of ot

hent applies-the framework developed by ISO to improve alignment among its managen
dards.
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hrtners where the processing of PII is mutually relevant. This can also assist in relationships
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Security techniques — Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management —
Requirements and guidelines

1

Scope

Thi

document specifies requirements and provides guidance for establishing, dmy

majntaining and continually improving a privacy information management system (PIMS)
of an extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy management within the co
orgpnization.

Thik document specifies PIMS-related requirements and provides guidancefor PII controll
profcessors holding responsibility and accountability for PII processing.

Thi
co
pro

2

The
conl
und

ISO
syst

ISO
Syst

ISO
con

ISO

For
and

document is applicable to all types and sizes of organizatipns,”including public a
panies, government entities and not-for-profit organization$y which are PII control
cessors processing PII within an [SMS.

Normative references

following documents are referred to in the text in such a way that some or all of th

ated references, the latest edition of the referenced document (including any amendmen

IEC 27000, Information technology —=(Security techniques — Information security m|
ems — Overview and vocabulary

IEC 27001:202x, Information technology — Security techniques — Information security m
ems — Requirements

[EC 27002:2022, Informatien security, cybersecurity and privacy protection — Informati
trols

IEC 29100, Information technology — Security techniques — Privacy framework

Terms, definitions and abbreviations

the purposes of this document, the terms and definitions given in ISO/IEC 27000 and I1SO
the(following apply.

lementing,
n the form
text of the

brs and PII

hd private
ers or PII

pir content

stitutes requirements of this document. For.dated references, only the edition cited applies. For

[s) applies.

anagement

anagement

pn security

[EC 29100

ISO

3.1

A 1LC radaiia b H 1 3 1 dosol £ H i | I 3 PR | £o11 :
dITU TG HTIdHIITAIIT TTHHITTIUIUGILAT UdldUdSTS TUT UST T StdITUdl UIZ4dtIUIT dt LITT TUTTU WIS dU

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

joint PII controller
PII controller that determine the purposes and means of the processing of PII jointly with one or more
other PII controllers
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3.2
privacy in
PIMS

formation management system

information security management system which addresses the protection of privacy as potentially
affected by the processing of PII

4 General

4.1 Structure of this document

This is a sd

This document focuses on PIMS-specific requirements. Compliance with this document is |based

adherence

extends the requirements of ISO/IEC 27001:202x to take into account the protection/of-privacy of

principals

better understanding, implementation guidance and other information regarding thle requirement

included.

Clause 5 g
requireme
processor.

NOTE1 |
ISO/IEC 27(

Clause 6

ctor-specific document related to ISO/IEC 27001:202x and to ISO/IEC 27002:2022.

to these requirements and with the requirements in ISO/IEC 27001:202x. This docun

on
ent
PII

as potentially affected by the processing of PII, in addition to information security. For a

ves PIMS-specific requirements and other information regarding’/the information secu
hts in [SO/IEC 27001 appropriate to an organization acting as either a PII controller or g

‘or completeness, Clause 5 contains a subclause for each ofithe clauses containing requirement
01:202x, even in cases where there are no PIMS-specifiectequirements or other information.

rives PIMS-specific guidance and other information regarding the information secu

controls i

controller pr a PII processor.

NOTE 2

ISO/IEC 27(02:2022, even in cases where there is no-PIMS-specific guidance or other information.

Clause 7
ISO/IEC 2

Annex A 1
employs a

Annex B 1
subcontrag
as subcont|

Annex C cdq

Annex D d

ISO/IEC 27002 and PIMS-specific guidancerfor an organization acting as either a

or completeness, Clause 6 contains a subclause for each of the clauses containing control

ives additional ISO/IEC 27002,guidance for PII controllers, and Clause 8 gives additid
002 guidance for PII processors.

sts the PIMS-specific ¢ohtrols for an organization acting as a PII controller (whethe
P11 processor or not, and whether acting jointly with another PII controller or not).

sts the PIMS-spécific controls for an organization acting as a PII processor (whethe
ts the processing of PII to a separate PII processor or not, and including those processing
ractor to Plkprocessors).

ntains-amapping to ISO/IEC 29100.

ontains a mapping of the controls in this document to the European Union General [

s is

rity
PII

s in

rity
PII

nal
r it
r it

PII

ata

Protectio

Regulation

Annex E contains a mapping to ISO/IEC 27018 and ISO/IEC 29151.

Annex F explains how ISO IEC 27001 and ISO/IEC 27002 are extended to the protection of privacy when
processing PII.

Annex G shows the correspondence between the controls in this edition of ISO/IEC 27701 and the
previous 2019 edition.

4.2 Application of ISO/IEC 27001:202x requirements

Table 1 gives the location of PIMS-specific requirements in this document in relation to ISO/IEC 27001.
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Table 1 — Location of PIMS-specific requirements and other information for implementing
controls in ISO/IEC 27001:202x

Clause in Title Subclause in Remarks
ISO/IEC 27001:202x this document
4 Context of the organization 5.2 Additional requirements
5 Leadership 5.3 No PIMS-specific requirements
6 Planning 5.4 Additional requirements
7 Support 5.5 No PIMS-specific requirements
& Operation 56 Ne-PHMS—speeifiereqyirements
9 Performance evaluation 5.7 No PIMS-specificreqyirements
10 Improvement 5.8 No PIMS-specifictreqyirements
NOTE The extended interpretation of “information security” according to 5.1 always applies|even when

thefe are no PIMS-specific requirements.

4.3 Application of ISO/IEC 27002:2022 guidelines
Tablle 2 gives the location of PIMS-specific guidance in this document.in relation to ISO/IEC 27002.

Taple 2 — Location of PIMS-specific guidance and other information for implementing controls

in ISO/IEC 27002:2022
Clause in Title Subclause in Remarks
ISO/IEC 27002:2022 this document
5 Organizational controls 6.2 Additional guidance
6 People controls 6.3 Additional guidance
7 Physical controls 6.4 Additional guidance
8 Technological conthols 6.5 Additional guidance
NOTE The extended interpretation-of “information security” according to 6.1 always applies| even when

there is no PIMS-specific guidance.

4.4 Customer
Depending on the rolesfthe organization (see 5.2.1), "customer” can be understood as eithef:
a) |an organizationwho has a contract with a PII controller (e.g. the customer of the PII controller);
NOTE 1 _<Fhis can be the case of an organization which is a joint PII controller.

NOTE2* An individual person in a business to consumer relationship with an organization ig referred to
as’a\'PII principal” in this document.

b) aPITcontroller who has a contract with a PII processor (€.g. the customer of the PII processor); or

c) aPII processor who has a contract with a subcontractor for PII processing (e.g. the customer of the
subcontracted PII processor).

NOTE 3  Where “customer” is referred to in Clause 6, the related provisions can be applicable in contexts a), b),
or c).

NOTE4  Where “customer” is referred to in Clause 7 and Annex A, the relation provisions are applicable in
context a).

NOTES5  Where “customer” is referred to in Clause 8 and Annex B, the relation provisions can be applicable in
contexts b) or c).
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5 PIMS-

specific requirements related to ISO/IEC 27001

5.1 General

The requirements of ISO/IEC 27001:202x mentioning "information security" shall be extended to the

protection

NOTE

of privacy as potentially affected by the processing of PII.

privacy” applies instead (see Annex F).

5.2 Con

5.2.1 Un
A require}

The organ
processor.

The organ
affectits a

applic
applic
applic
applic
applic
— applic

Where the
be determ

NOTE
on who detg

5.2.2 Un
A requirel

The orgar
responsibi

The role of the organization ¢an be different for each instance of the processing of PII, since it depsg

In practice, where "information security"” is used in ISO/IEC 27001:202x, "information security and

[exT of the organization

derstanding the organization and its context
ment additional to ISO/IEC 27001:202x, 4.1 is:

zation shall determine its role as a PII controller (including as a joint PII tontroller) or g

zation shall determine external and internal factors that are relevant to its context and {
bility to achieve the intended outcome(s) of its PIMS. For examplé, these can include:

hble privacy legislation;

hble regulations;

hble judicial decisions;

hble organizational context, governance, policies and procedures;
hble administrative decisions;

hble contractual requirements.

organization acts in both rolesi.e. a PII controller and a PII processor), separate roles s
ned, each of which is the subject of a separate set of controls.

rmines the purposes and imeans of the processing.

derstanding the.needs and expectations of interested parties
ment additional to ISO/IEC 27001:202x, 4.2 is:

ization.’shall include among its interested parties those parties having interests
itiesTassociated with the processing of PII, including the PII principals.

PII

hat

hall

nds

or

NOTE 1

Dtherinterested partiescan include customers (QPP A 4) cnpm‘vicnry authaorities_other PII contraol

ers,

PII processors and their subcontractors.

NOTE 2

Requirements relevant to the processing of PII can be determined by legal and regulatory

requirements, by contractual obligations and by self-imposed organizational objectives. The privacy principles

setoutin IS

NOTE 3

0/IEC 29100 provide guidance concerning the processing of PII.

As an element to demonstrate compliance to the organization's obligations, some interested parties

can expect that the organization is in conformity with specific standards, such as the management system
specified in this document, or any relevant set of specifications. These parties can call for independently audited

compliance

5.2.3

to these standards.

Determining the scope of the information security management system

A requirement additional to ISO/IEC 27001:202x, 4.3 is:

4
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When determining the scope of the PIMS, the organization shall include the processing of PII.

NOTE The determination of the scope of the PIMS can require revising the scope of the information security
management system, because of the extended interpretation of “information security” according to 5.1.

5.2.4 Information security management system
A requirement additional to ISO/IEC 27001:202x, 4.4 is:

The organization shall establish, implement, maintain and continually improve a PIMS in accordance
with the requirements of ISO/IEC 27001:202x Clauses 4 to 10, extended by the requirements in Clause 5.

5.3 Leadership

5.3]1 Leadership and commitment

Thd requirements stated in ISO/IEC 27001:202x, 5.1 along with the intenpretation specified in 5.1,
apply.

5.3]2 Policy

Thd requirements stated in ISO/IEC 27001:202x, 5.2 along with ‘the interpretation specified in 5.1,
applly.

5.3]3 Organizational roles, responsibilities and authorities

Thq requirements stated in ISO/IEC 27001:202%, ‘5.3  along with the interpretation specified in 5.1,
apply.

5.4 Planning
5.4|/1 Actions to address risks and epportunities

5.4|1.1 General

Thdg requirements stated,in-SO/IEC 27001:202x, 6.1.1 along with the interpretation specified in 5.1,
apply.

5.4/1.2 Information security risk assessment

Thd requirentents stated in ISO/IEC 27001:202x, 6.1.2 apply with the following refinements:
ISO//IEG27001:202%, 6.1.2 c) 1) is refined as follows:

Thd_organization shall apply the information security risk assessment process to idehtify risks
associated with the loss of confidentiality, integrity and availability, within the scope of the PIMS.

The organization shall apply a privacy risk assessment process to identify risks related to the processing
of PII, within the scope of the PIMS.

The organization shall ensure throughout the information security and privacy risk assessment
processes that the relationship between information security and PII protection is appropriately
managed.

NOTE The organization can either apply an integrated information security and privacy risk assessment
process or two separate ones for information security and the risks related to the processing of PII.

ISO/IEC 27001:202x, 6.1.2 d) 1) is refined as follows:
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The organization shall assess the potential consequences for both the organization and PII principals
that would result if the risks identified in ISO/IEC 27001:202x, 6.1.2 c) as refined above, were to
materialize.

5.4.1.3 Information security risk treatment
The requirements stated in ISO/IEC 27001:202x, 6.1.3 apply with the following additions:
ISO/IEC 27001:202x, 6.1.3 c) is refined as follows:

The controls determined in ISO/IEC 27001:202x 6.1.3 b) shall be compared with the controls in Annex A
or Annex H and ISO/IEC 27001:202x, Annex A to verify that no necessary controls have been omittefl.

When assgssing the applicability of controls from ISO/IEC 27001:202x Annex A for the treatmerﬂlt of
risks, the ¢ontrols shall be considered in the context of both risks to information security ds well as
risks related to the processing of PII, including risks to PII principals.

ISO/IEC 27001:202x, 6.1.3 d) is refined as follows:

Produce a Ptatement of Applicability that contains:

— the nefessary controls [see ISO/IEC 27001:202x, 6.1.3 b) and c)];
— justifi¢ation for their inclusion;

— whethpr the necessary controls are implemented or not; and

— the jugtification for excluding any of the controls in Angex*A or Annex B and ISO/IEC 27001:2(2x,
Annex|A according to the organization's determination.of'its role (see 5.2.1).

Not all thecontrols listed in the annexes need to be inclitded in a PIMS implementation. Justification for
exclusion ¢an include where the controls are not deémed necessary by the risk assessment, and where
they are npt required by (or are subject to exceptions under) the legislation or regulation including
those applicable to the PII principal.

5.4.2 Information security objectivesand planning to achieve them

The requifements stated in ISO/IEC.27001:202x, 6.2 along with the interpretation specified in |5.1,
apply.

5.4.3 Planning of changes

The requifements stated ‘in ISO/IEC 27001:202x, 6.3 along with the interpretation specified in [5.1,
apply.

5.5 Support

5.5.1 Resources

The requirements stated in ISO/IEC 27001:202x, 7.1 along with the interpretation specified in 5.1, apply.

5.5.2 Competence

The requirements stated in ISO/IEC 27001:202x, 7.2 along with the interpretation specified in 5.1,
apply.

5.5.3 Awareness

The requirements stated in ISO/IEC 27001:202x, 7.3 along with the interpretation specified in 5.1,
apply.
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5.5.4 Communication

The requirements stated in ISO/IEC 27001:202x, 7.4 along with the interpretation specified in 5.1, apply.

5.5.

5.5.

5 Documented information

5.1 General

The requirements stated in ISO/IEC 27001:202x, 7.5.1 along with the interpretation specified in 5.1,
apply.

5.5
The

5.5
Th4

5.6

5.6
The

5.2 Creating and updating

requirements stated in ISO/IEC 27001:202x, 7.5.2 along with the interpretation“speci
apply.

5.3 Control of documented information

requirements stated in ISO/IEC 27001:202x, 7.5.3 along with thé\interpretation speci
apply.

Operation

1 Operational planning and control

requirements stated in ISO/IEC 27001:202x, ®.17along with the interpretation

apply.

5.6
The

2 Information security risk assessment

requirements stated in ISO/IEC, 27001:202x, 8.2 along with the interpretation

apply.

5.6
Th4

3 Information securityrisk treatment

requirements stated, in”ISO/IEC 27001:202x, 8.3 along with the interpretation

apply.

5.7

5.7
The

Performanece evaluation

1 Monitoring, measurement, analysis and evaluation

requirements stated in ISO/IEC 27001:202x, 9.1 along with the interpretation

apply:

speci

speci

speci

speci

fied in 5.1,

fied in 5.1,

fied in 5.1,

fied in 5.1,

fied in 5.1,

fied in 5.1,

5.7.

2 Internal audit

The requirements stated in ISO/IEC 27001:202x, 9.2 along with the interpretation
apply.

5.7.

3 Management review

The requirements stated in ISO/IEC 27001:202x, 9.3 along with the interpretation
apply.
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5.8 Improvement

5.8.1 Continual improvement

The requirements stated in ISO/IEC 27001:202x, 10.1 along with the interpretation specified in 5.1,
apply.

5.8.2 Nonconformity and corrective action

The requirements stated in ISO/IEC 27001:202x, 10.2 along with the interpretation specified in 5.1,
apply.

6 PIMS;specific guidance related to ISO/IEC 27002

6.1 Gengpral

The guidelines in ISO/IEC 27002:2022 mentioning "information security” should be extended to|the
protection|of privacy as potentially affected by the processing of PII.

NOTE 1 n practice, where "information security” is used in ISO/IEC 27002:2022, "information security [and
privacy” applies instead (see Annex F).

All controlk should be considered in the context of both risks to information security as well as riskfs to
privacy related to the processing of PII.

NOTE 2 nless otherwise stated by specific provisions in-Clause 6, or determined by the organizaftion
according t¢ applicable jurisdictions, the same guidance applies for PII controllers and PII processors.

6.2 Organizational controls

The contrd], implementation guidance and other information stated in ISO/IEC 27002:2022, 5.1 and|the

implementation guidance for 5.1, Policies for information security,| of
ISO/IEC 27002:2022 is:

Either by the development-ofseparate privacy policies, or by the augmentation of information secufity
policies, the organizatign-should produce a statement concerning support for and commitment to
achieving fomplianceywith applicable PII protection legislation or regulation and with the contractfual
terms agr¢ed betwegen the organization and its partners, its subcontractors and its applicable third
parties (customers; suppliers etc.), which should clearly allocate responsibilities between them.

Additional other information for 5.1, Policies for information security, of ISO/IEC 27002:2021 is:

Any organization that processes PII, whether a PII controller or a PII processor, should consider
applicable PII protection legislation or regulation during the development and maintenance of
information security policies.

6.2.2 Internal security roles and responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.2 and the
following additional guidance applies:

Additional implementation guidance for 5.2, Information security roles and responsibilities, of
ISO/IEC 27002:2022 is:
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The organization should designate a point of contact for use by the customer regarding the processing
of PII. When the organization is a PII controller, designate a point of contact for PII principals regarding
the processing of their PII (see 7.3.2).

The organization should appoint one or more persons responsible for developing, implementing,
maintaining and monitoring an organization-wide governance and privacy program, to ensure
compliance with all applicable laws and regulations regarding the processing of PII.

The responsible person should, where appropriate:

— be independent and report directly to the appropriate management level of the organization in
order to ensure effective management of privacy risks;

— | be involved in the management of all issues which relate to the processing of PII;
— | be expert in data protection legislation, regulation and practice;
— |actas a contact point for supervisory authorities;

— |inform top-level management and employees of the organization of their obligations with respect to
the processing of PII;

— | provide advice in respect of privacy impact assessments conducted by the organization.
NOTE Such a person is called a data protection officer in same jurisdictions, which define when such a

posjtion is required, along with their position and role. This position can be fulfilled by a staff|member or
outgourced.

6.2|13 Segregation of duties

Thd control, implementation guidance and otheriinformation stated in ISO/IEC 27002:2022, .3 applies.

6.2|4 Management responsibilities

Thg control, implementation guidaneé and other information stated in ISO/IEC 27002:2022, 5.4 applies.

6.2|5 Contact with authorities

Th¢g control, implementation-guidance and other information stated in ISO/IEC 27002:2022, .5 applies.

6.2|6 Contact with special interest groups

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.6 applies.

6.2]7 Threat intelligence

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, b.7 applies.

6.2.8 Information security in project management

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.8 applies.

6.2.9 Inventory of information and other associated assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.9 applies.

6.2.10 Acceptable use of information and other associated assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.10
applies.
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6.2.11 Return of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.11
applies.

6.2.12 Classification of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.12 and
the following additional guidance applies:

Additionalimplementation guidance for 5.12, Classification of Information, of ISO/IEC27002:2022
is:

The organjzation's information classification scheme should explicitly consider PII as part of the-sch¢me
it implemgnts. Considering PII within the overall classification scheme is integral to understanding
what PII the organization processes (e.g. type, special categories), where such PII is,stored and [the
systems thirough which it can flow.

6.2.13 Lapelling of information

The contrql, implementation guidance and other information stated in ISO/EC 27002:2022, 5.13 pnd

the follownr\g additional guidance applies.

Additiona
is:

implementation guidance for 5.13, Labelling of infermation, of ISO/IEC 27002:2022

The organjzation should ensure that people under its control are made aware of the definition off PII
and how td recognize information that is PII.

6.2.14 Information transfer

The contrql, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.14 pnd
the following additional guidance applies:

Additional implementation guidance for'5.14, Information transfer, of ISO/IEC 27002:2022 is

The organjzation should consider procédures for ensuring that rules related to the processing of Pllfare
enforced throughout and outside of the system, where applicable.

6.2.15 Ackess control

The contrpl, implementation guidance and other information stated in ISO/IEC 27002:2022, %.15
applies.

6.2.16 Identity;management

Th t 1 Sl n b oty goaid o nn o d b ne da £ b ot
e Con rC I lllll.ll\'lll\,lll.ol\,l\.lll suluau\,\, dITU ULIICT TIIITUT TIIAUIVIT otdvul

the following additional guidance applies:

Adin ICA/IEC 270ND.202D T 14 1nd
L= TOU/ TEG &7 YU ZUZZ, o100 d

Additional implementation guidance for 5.16, Identity management, of ISO/IEC 27002:2022 is:

Procedures for registration and de-registration of users who administer or operate systems and
services that process PII should address the situation where user access control for those users is
compromised, such as the corruption or compromise of passwords or other user registration data (e.g.
as a result of inadvertent disclosure).

The organization should not reissue to users any de-activated or expired user IDs for systems and
services that process PIL.
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In the case where the organization is providing PII processing as a service, the customer can be
responsible for some or all aspects of user ID management. Such cases should be included in the
documented information.

Some jurisdictions impose specific requirements regarding the frequency of checks for unused
authentication credentials related to systems that process PII. Organizations operating in these
jurisdictions should take compliance with these requirements into account.

6.2.17 Authentication information

2022, 5.17

6.2]18 Access rights

The
the

control, implementation guidance and other information stated in ISO/IEC 27002:2028, 5.18 and

following additional guidance applies:
Additional implementation guidance for 5.18, Access rights, of ISO/IE€27002:2022 is:

d for users
hch profile
identified

Thg organization should maintain an accurate, up-to-date record of'the user profiles create
wh¢ have authorized access to the information system and the\PII contained therein. E
comiprises the set of data about the user, including user ID,‘nécessary to implement thg

technical controls providing authorized access.

Implementing individual user access IDs enables appropriately configured systems to id
accessed PII and what additions, deletions or changesthey made. As well as protecting the or
usefs are also protected as they can identify what they have processed and what thej

bntify who
banization,
 have not

profcessed.

In the case where the organization is praoviding PII processing as a service, the customer can be
responsible for some or all aspects of access management. Where appropriate, the organization should
proyvide the customer the means to perform access management, such as by providing adnjinistrative
rights to manage or terminate access=Such cases should be included in the documented infofmation.

6.2|{19 Information securitydn supplier relationships

Thg control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.19

appllies.

6.2]20 Addressing’information security within supplier agreements

The
the

controlimplementation guidance and other information stated in ISO/IEC 27002:2022, 5.20 and

following’additional guidance applies:

Ad
ag
The organization should specify in agreements with suppliers whether PII is processed and the

minimum technical and organizational measures that the supplier needs to meet in order for the
organization to meet its information security and PII protection obligations (see 7.2.6 and 8.2.1).

h supplier

itional implementation guidance for 5.20, Addressing information security withi

Supplier agreements should clearly allocate responsibilities between the organization, its partners, its
suppliers and its relevant third parties (customers, suppliers, etc.) taking into account the type of PII
processed.
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The agreements between the organization and its suppliers should provide a mechanism for ensuring
the organization supports and manages compliance with all applicable legislation or regulation. The
agreements should call for independently audited compliance, acceptable to the customer.

NOTE For such audit purposes, compliance with relevant and applicable security and privacy standards
such as ISO/IEC 27001 or this document can be considered.

Implementation guidance for PII processors

The organization should specify in contracts with any suppliers that PII is only processed on its
instructions.

6.2.21 Mlnaging information security in the ICT supply chain

The contrpl, implementation guidance and other information stated in ISO/IEC 27002:2022, §.21
applies.

6.2.22 Monitoring, review and change management of supplier services

The contrpl, implementation guidance and other information stated in ISQ/IEC 27002:2022, §.22
applies.

6.2.23 Information security for use of cloud services

The contrpl, implementation guidance and other informationsgated in ISO/IEC 27002:2022, 3.23
applies.

6.2.24 Information security incident management planning and preparation

The contrql, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.24 pnd
the followit]g additional guidance applies:

Additional implementation guidance for¢5.24, Information security incident managemlent
planning 4nd preparation, of ISO/IEC 27002:2022 is:

As part of] the overall information security incident management process, the organization shquld
establish responsibilities and procedures for identifying and recording breaches of PII. Additionally,|the
organizatipn should establish responsibilities and procedures related to notification to relevant parfties
of PII brea¢hes (including theitiming of such notifications) and the disclosure to authorities, taking |nto
account the applicable legislation or regulation.

Some jurigdictions impose specific regulations regarding breach responses, including notificatiion.
Organizatipns operdting in these jurisdictions should ensure that they can demonstrate compliance
with these|regulations.

6.2.25 Aslsessment and decision on information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.25

applies.

6.2.26 Response to information security incidents

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.26 and

the followi

ng additional guidance applies:

Additional implementation guidance for 5.26, Response to information security incidents, of
ISO/IEC 27002:2022 is:

Implementation guidance for PII controllers

12

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=a3e535041fa0a1d51e562a76ad645186

ISO/IEC DIS 27701:2022(E)

An incident that involves PII should trigger a review by the organization, as part of its information
security incident management process, to determine if a breach involving PII that requires a response
has taken place.

An event does not necessarily trigger such a review.

NOTE1 An information security event does not necessarily result in actual, or the significant probability of,
unauthorized access to PII or to any of the organization’s equipment or facilities storing PII. These can include,
but are not limited to, pings and other broadcast attacks on firewalls or edge servers, port scans, unsuccessful
log-on attempts, denial of service attacks and packet sniffing.

tegtions and

Some jurisdictions define cases when the breach should be notified to the supervisory authority, and
when it should be notified to PII principals.

Notjiifications should be clear.

NOTE 2  Notification can contain details such as:

— | acontact point where more information can be obtained;
— | adescription of and the likely consequences of the breach;

— | a description of the breach including the number of individuals.¢oncerned as well as the numbeyr of records
concerned;

— | measures taken or planned to be taken.
NOTE3 Information on the management of securitynincidents can be found in the ISO/IEC 27035 series.

Where a breach involving PII has occurred, agecord should be maintained with sufficient ipformation
to grovide a report for regulatory or forensic purposes, such as:

— |a description of the incident;

— |[the time period;

— [ the consequences of theineident;
— | the name of the reporter;

— | to whom the incident was reported;
— [ the steps taken to resolve the incident (including the person in charge and the data recoyered);

— | the factthat the incident resulted in unavailability, loss, disclosure or alteration of PII.

In the/event that a breach 1nv01v1ng PII has occurred the record should also include a descrltlon of the
PII if Kk
regulatory agencies or customers.

Implementation guidance for PII processors

Provisions covering the notification of a breach involving PII should form part of the contract between
the organization and the customer. The contract should specify how the organization will provide the
information necessary for the customer to fulfil their obligation to notify relevant authorities. This
notification obligation does not extend to a breach caused by the customer or PII principal or within
system components for which they are responsible. The contract should also define expected and
externally mandated limits for notification response times.
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In some jurisdictions, the PII processor should notify the PII controller of the existence of a breach
without undue delay (i.e. as soon as possible), preferably, as soon as it is discovered so that the PII
controller can take the appropriate actions.

Where a breach involving PII has occurred, a record should be maintained with sufficient information
to provide a report for regulatory or forensic purposes, such as:

— adescription of the incident;

— the time period;

— the copsequencesoftheincident;

— the name of the reporter;

— to whgm the incident was reported;

— the stdps taken to resolve the incident (including the person in charge and the data recovered);
— the fadt that the incident resulted in unavailability, loss, disclosure or alteratien of PII.

In the ever]t that a breach involving PII has occurred, the record should alsodnclude a description of|the
PII comprdmised, if known; and if notifications were performed, the stepsitaken to notify the customer
or the regylatory agencies.

In some jutisdictions, applicable legislation or regulation can require.the organization to directly notify
appropriatle regulatory authorities (e.g. a PII protection authorjty])of a breach involving PII.

6.2.27 Leprning from information security incidents

The contrpl, implementation guidance and other information stated in ISO/IEC 27002:2022, §.27
applies.

6.2.28 Colllection of evidence

The contrpl, implementation guidance.dnd other information stated in ISO/IEC 27002:2022, §.28
applies:

6.2.29 Information security during disruption

The contrpl, implementation)'guidance and other information stated in ISO/IEC 27002:2022, §.29
applies.

6.2.30 ICT readiness for business continuity

The contrpl, implementation guidance and other information stated in ISO/IEC 27002:2022, §.30
applies.

6.2.31 Legal, statutory, regulatory and contractual requirements

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.31 and
the following additional guidance applies:

Additional other information for 5.31, Legal, statutory, regulatory and contractual requirements,
of ISO/IEC 27002:2022 is:

The organization should identify any potential legal sanctions (which can result from some obligations
being missed) related to the processing of PII, including substantial fines directly from the local
supervisory authority. In some jurisdictions, International Standards such as this document can be used
to form the basis for a contract between the organization and the customer, outlining their respective
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security, privacy and PII protection responsibilities. The terms of the contract can provide a basis for
contractual sanctions in the event of a breach of those responsibilities.

6.2.32 Intellectual property rights

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.32
applies.

6.2.33 Protection of records

Thegcontrot, Tmptermrentatiom guidance amd othrer inmformation stated T 1SOAEC 270022622, 5.33 and
thelfollowing additional guidance applies:

Addlitional implementation guidance for 5.33, Protection of records, of ISO/IEC-27002:2022 is:

Reyiew of current and historical policies and procedures can be required (e.g. in‘the cases of customer
dispute resolution and investigation by a supervisory authority).

Thq organization should retain copies of its privacy policies and associated procedures f¢r a period
as d¢pecified in its retention schedule (see 7.4.7). This includes retention’of previous versiops of these
dogquments when they are updated.

6.2|34 Privacy and protection of PII

Theg control, implementation guidance and other information stated in ISO/IEC 27002:022, 5.34
applies.

6.2|35 Independent review of information security

Thd control, implementation guidance and other information stated in ISO/IEC 27002:202%, 5.35 and
thelfollowing additional guidance applies;:

Additional implementation guidarnce for 5.35, Independent review of information security, of
ISO/IEC 27002:2022 is:

Whiere an organization is acting'as a PII processor, and where individual customer audits are impractical
or dan increase risks to security, the organization should make available to customers, prior to entering
intq, and for the duration of,a contract, independent evidence that information security is implemented
and operated in accordance with the organization’s policies and procedures. A relevant infdependent
audit, as selected by _the organization, should normally be an acceptable method for fulfilling the
cusfomer's interest/in reviewing the organization’s processing operations, if it covers the needs of
antjcipated usersiand if results are provided in a sufficient transparent manner.

6.2|36 Compliance with policies, rules and standards for information security

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.36 and
the following additional guidance applies:

Additional implementation guidance for 5.36, Compliance with policies, rules and standards for
information security, of ISO/IEC 27002:2022 is:

As part of technical reviews of compliance with security policies and standards, the organization
should include methods of reviewing tools and components related to processing PII. This can include:

— ongoing monitoring to verify that only permitted processing is taking place; or

— specific penetration or vulnerability tests (for example, de-identified datasets can be subject to a
motivated intruder test to validate that de-identification methods are compliant with organizational
requirements).
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6.2.37 Documented operating procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.37

applies.

6.3 People controls

6.3.1 Screening

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 6.1 applies.

6.3.2 Te

The contrd

6.3.3 In

The contrg
following 4

Additiona|
training,

Measures s
are aware
and brand
principal (
and proced

NOTE

6.3.4 Di

The contrg

6.3.5 Re€

The contrag

6.3.6 Confidentiality or-non-disclosure agreements

The contrd
following ¢

$uch measures can include the use of appropridate periodic training for personnel having access tg

rms and conditions of employment

|, implementation guidance and other information stated in ISO/IEC 27002:2022, 6.2 app

flormation security awareness, education and training

1, implementation guidance and other information stated in ISO/IEC 27002:2022, 6.3 and
dditional guidance applies:

implementation guidance for 6.3, Information security.‘awareness, education |
fISO/IEC 27002:2022 is:

hould be put in place, including awareness of incident réporting, to ensure that relevant s
of the possible consequences to the organization (e.g-legal consequences, loss of busiry
or reputational damage), to the staff member (e.g-disciplinary consequences) and to the

Jures, especially those addressing the handlingief PII.

sciplinary procedures

1, implementation guidance and_other information stated in ISO/IEC 27002:2022, 6.4 app

sponsibilities after tepmination or change of employment

|, implementation giiidance and other information stated in ISO/IEC 27002:2022, 6.5 app

1, impleméntation guidance and other information stated in ISO/IEC 27002:2022, 6.6 and
dditional.guidance applies:

Addition

g
ISO/IEC 2

implementation guidance for 6.6, Confidentiality or non-disclosure agreements

ies.

the

and

taff
ess
PII

p.g. physical, material and emotional consequences) of breaching privacy or security rtiles

PIL

ies.

ies.

the

, of

002:2022 is:

The organization should ensure that individuals operating under its control with access to PII are
subject to a confidentiality obligation. The confidentiality agreement, whether part of a contract or

separate, s

hould specify the length of time the obligations should be adhered to.

When the organization is a PII processor, a confidentiality agreement, in whatever form, between the
organization, its employees and its agents should ensure that employees and agents comply with the

policy and

6.3.7 Re

procedures concerning data handling and protection.

mote working

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 6.7 applies.
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6.3.8 Information security event reporting

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 6.8 applies.
6.4 Physical controls

6.4.1 Physical security perimeters

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 7.1 applies.

6.4]2 Physical entry

Thg control, implementation guidance and other information stated in ISO/IEC 27002:2022, /.2 applies.

6.4|3 Securing offices, rooms and facilities

Thd control, implementation guidance and other information stated in ISO/IEG 27002:2022, [.3 applies.

6.4/4 Physical security monitoring

Thd control, implementation guidance and other information stated4n ISO/IEC 27002:2022, [/.4 applies.

6.4|5 Protecting against physical and environmental threats

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, [.5 applies.

6.4/6 Working in secure areas

Thg control, implementation guidance and other information stated in ISO/IEC 27002:2022, /.6 applies.

6.4|7 Clear desk and clear screen

Thd control, implementation guidanice and other information stated in ISO/IEC 27002:2022, [7.7 and the
follpwing additional guidance applies:

Addlitional implementation guidance for 7.7, Clear desk and clear screen, of ISO/IEC 27002:2022
is:

Th¢q organization should restrict the creation of hardcopy material including PII to the minimjm needed
to fhlfil the identified processing purpose.

6.4|8 Equipment siting and protection

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, .8 applies.

6.4.9 Security of assets off-premises

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 7.9 applies.

6.4.10 Storage media

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 7.10 and
the following additional guidance applies:

Additional implementation guidance for 7.10 Storage media, of ISO/IEC 27002:2022 is:

The organization should document any use of removable media or devices for the storage of PII.
Wherever feasible, the organization should use removable physical media or devices that permit
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encryption when storing PII. Unencrypted media should only be used where unavoidable, and in
instances where unencrypted media or devices are used, the organization should implement procedures
and compensating controls (e.g. tamper-evident packaging) to mitigate risks to the PII.

Where removable media on which PII is stored is disposed of, secure disposal procedures should be
included in the documented information and implemented to ensure that previously stored PII will not
be accessible.

If physical media is used for information transfer, a system should be putin place to record incoming and
outgoing physical media containing PII, including the type of physical media, the authorized sender, the
authorized recipients, the date and time, and the number of physical media. Where possible, additional
measures §uch as encryption should be implemented to ensure that the data can only be accessed-at{the
point of deftination and not in transit.

The orgarnlization should subject physical media containing PII before leaving its premises to| an
authorizatjon procedure and ensure the PII is not accessible to anyone other than authorized personpnel.

NOTE Dne possible measure to ensure PII on physical media leaving the organization’s premises is|not
generally adcessible is to encrypt the PII concerned and restrict decryption capabilities to-authorized personpnel.

Additional other information for 7.10, Storage media, of ISO/IEC 27002;2022 is:

Removabld media which is taken outside the physical confines of the\organization is prone to Ipss,
damage anld inappropriate access. Encrypting removable media adds-aléevel of protection for PII which
reduces sepurity and privacy risks should the removable media be cempromised.

6.4.11 Sljpporting utilities

The contrdl, implementation guidance and other information stated in ISO/IEC 27002:2022, 7.11 applies.

6.4.12 Cj)ling security
|

The contrdl, implementation guidance and otherinformation stated in ISO/IEC 27002:2022, 7.12 applies.

6.4.13 E]uipment maintenance

The contrdl, implementation guidan¢e:and other information stated in ISO/IEC 27002:2022, 7.13 applies.

6.4.14 Sefure disposal or re-use of equipment

The contrql, implementation guidance and other information stated in ISO/IEC 27002:2022, 7.14 pnd

the follownrg additional\guidance applies:

Additional impleémentation guidance for 7.14, Secure disposal or re-use of equipment] of
ISO/IEC 27002:2022 is:

The organjzation should ensure that, whenever storage space is re-assigned, any PII previously residing
on that storage space is not accessible.

On deletion of PII held in an information system, performance issues can mean that explicit erasure
of that PII is impractical. This creates the risk that another user can access the PII. Such risk should be
avoided by specific technical measures.

For secure disposal or re-use, equipment containing storage media that can possibly contain PII should
be treated as though it does contain PII.
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6.5 Technological controls

6.5.1 User endpoint devices

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.1 and the
following additional guidance applies.

Additional implementation guidance for 8.1, User endpoint devices, of ISO/IEC 27002:2022 is:

The organization should ensure that the use of mobile devices does not lead to a compromise of PII.

6.5]2 Privileged access rights

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.2 applies:

6.5|3 Information access restriction

Th¢ control, implementation guidance and other information stated in ISOZIEC 27002:2022, 8.3 applies.

6.5{4 Access to source code

Th¢g control, implementation guidance and other information stated in [SO/IEC 27002:2022, 8.4 applies.

6.5|5 Secure authentication

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.5 and the
follpwing additional guidance applies:

Addlitional implementation guidance for 8.55Secure authentication, of ISO/IEC 27002:2022 is:

Whiere required by the customer, the organization should provide the capability for sedure log-on
profcedures for any user accounts under-the customer's control.

6.5/6 Capacity management

Thdg control, implementation.giiidance and other information stated in ISO/IEC 27002:2022, 8.6 applies.

6.5|7 Protection against malware

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.7 applies.

6.5|/8 Management of technical vulnerabilities

Th¢g contrel, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.8 applies.

6.5.9——Configuratiom nramagenremnt

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.9 applies.

6.5.10 Information deletion

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.10
applies.

6.5.11 Data masking

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.11
applies.
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6.5.12 Dataleakage prevention

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.12

applies.

6.5.13 Information backup

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.13 and

the followi

Addition

ng additional guidance applies:

implementation guidance for 8.13, Information backup, of ISO/IEC 27002:2022 is:
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content. The conclusions of such deliberations should be included in documented information.

The use o
controls in|

ivide them with clear information about their capabilities.with respect to backup

ization should have a policy which addresses the requirements for backup, réecov
ation of PII (which can be part of an overall information backup policy) and any-furt
hts (e.g. contractual or legal requirements) for the erasure of PII contained in informa
ckup requirements.

F responsibilities in this respect can depend on the customer. The organization should eng
stomer has been informed of the limits of the service regarding backup:

organization explicitly provides backup and restore services to ¢istomers, the organiza

of PIL.

dictions impose specific requirements regarding the frequency of backups of PII,

n these jurisdictions should demonstrate compliance with these requirements.

be occasions where PII needs to be restored, perhaps due to a system malfunction, attac
(hen PII is restored (typically from backuptmedia), processes need to be in place to eng

eteness is identified and processes put.n place to resolve them (which can involve the

zation should have a procedurefor, and a log of, Pl restoration efforts. At a minimum, the
bstoration efforts should contain:

e of the person responsible for the restoration;
ription of the restoréd PII.

dictions prescribgthe content of the logs of PII restoration efforts. Organizations should
ument compliance with any applicable jurisdiction-specific requirements for restoration|

[ subcontractors to store replicated or backup copies of PII processed is covered by
thissdocument applying to subcontracted PII processing (see 6.4.10, 6.2.20). Where phy¢

media tray

ery
her
ion

ure

ion
hnd

the

of reviews and tests of backup, or regarding the recovery procedures for PII. Organizations

K or
ure
acy
PII

| be
og

—

the
ical

sfer's take place related to backups and restoration, this is also covered by controls in

Lhis

document (6.2.14).

6.5.14 Redundancy of information processing facilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.14

applies.

6.5.15 Logging

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.15 and

the followi

ng additional guidance applies:

Additional implementation guidance for 8.15, Logging, of ISO/IEC 27002:2022 is:
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A process should be put in place to review event logs using continuous, automated monitoring
and alerting processes, or else manually where such review should be performed with a specified,
documented periodicity, to identify irregularities and propose remediation efforts.

Where possible, event logs should record access to Pll, including by whom, when, which PII principal's
PII was accessed, and what (if any) changes were made (additions, modifications or deletions) as a
result of the event.

Where multiple service providers are involved in providing services, there can be varied or shared roles
in implementing this guidance. These roles should be clearly defined and included in the documented
information, and agreement on any log access between providers should be addressed.

Log information recorded for, for example, security monitoring and operational diagnostits;dan contain
PIl.[Measures such as controlling access (see ISO/IEC 27002:2022, 8.2) should be put inplac¢ to ensure
that logged information is only used as intended.

A procedure, preferably automatic, should be put in place to ensure that logged informatidn is either
del¢ted or de-identified as specified in the retention schedule (see 7.4.7).

Implementation guidance for PII processors:

Thd organization should define criteria regarding if, when and/how log information cap be made
avalilable to or usable by the customer. These criteria should be made available to the custonjer.

Whiere the organization permits its customers to access log-fecords controlled by the organization,
the|organization should implement appropriate controls to-ensure that the customer can ¢nly access
recprds that relate to that customer’s activities, cannet access any log records which rejate to the
actjvities of other customers, and cannot amend thedegs in any way.

6.5|/16 Monitoring activities

Thq control, implementation guidance and other information stated in ISO/IEC 27002:R022, 8.16
applies.

6.5{17 Clock synchronization

Thg control, implementation.‘guidance and other information stated in ISO/IEC 27002:2022, 8.17
appllies.

6.5|18 Use of privileged utility programs

Thg control, implementation guidance and other information stated in ISO/IEC 27002:R022, 8.18
applies.

6.5|19 (Installation of software on operational systems

Thd r‘nnfrn], imp]nmnnfnfinn gnir]nnr‘n and other information stated in IQﬂI/”:'f' 77““7-7022’ 8.19
applies.

6.5.20 Networks security

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.20
applies.

6.5.21 Security of network services

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.21
applies.
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6.5.22 Segregation of networks

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.22

applies.

6.5.23 Web filtering

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.23

applies.

6.5.24 Uspoftryptography
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a‘rimplementation guidance for 8.24, Use of cryptography, of ISO/IEC 27002:2022 is:

|

1, implementation guidance and other information stated in ISO/IEC 27002:2022,(8.24
g additional guidance applies:
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of PII, which can be usefulin developing policies for privacy in systems design.

dt contribute to privacy by design and privacy by default should consider the follow

ce on PII protection and the implementation of the privacy principles (see ISO/IEC 2910(
tware development lifecycle;

y and<RII‘protection requirements in the design phase, which can be based on the out
privacy risk assessment or a privacy impact assessment (see 7.2.5);
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by default minimize processing of PII.

6.5.26 Application security requirements

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.26 and

the followi

Additional

ng additional guidance applies:

implementation guidance for 8.26, Application security requirements,

ISO/IEC 27002:2022 is:
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The organization should ensure that PII that is transmitted over untrusted data transmission networks
is encrypted for transmission.

Untrusted networks can include the public internet and other facilities outside of the operational
control of the organization.

NOTE In some cases (e.g. the exchange of e-mail) the inherent characteristics of untrusted data transmission
network systems can require that some header or traffic data be exposed for effective transmission.

6.5.27 Secure system architecture and engineering principles

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.27 and
thelfollowing additional guidance applies:

Additional implementation guidance for 8.27, Secure systems architecture and erngineering
prihciples, of ISO/IEC 27002:2022 is:

Systems or components related to the processing of PII should be designedollowing the principles of
priyacy by design and privacy by default, and to anticipate and facilitate thesimplementationjof relevant
confrols (as described in Clauses 7 and 8, for PII controllers and RIIyprocessors, respeftively), in
parfticular such that the collection and processing of PII in those systéms is limited to what i necessary
for the identified purposes of the processing of PII (see 7.2).

For|lexample, an organization that processes PII should ensure-that, based on the relevant jyrisdiction,
it disposes of PII after a specified period. The system that processes that PII should be degigned in a
way to facilitate this deletion requirement.

6.5|28 Secure coding

Thd control, implementation guidance and other information stated in ISO/IEC 27002:022, 8.28
applies.

6.5]29 Security testing in developmént and acceptance

Thg control, implementation guidance and other information stated in ISO/IEC 27002:022, 8.29
applies.

6.5{30 Outsourced development

Thd control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.30 and
thelfollowing additional guidance applies.

Additional implementation guidance for 8.30, Outsourced development, of ISO/IEC 27002:2022
is:

Thg same principles (see 6.5.27) of privacy by design and privacy by default should be|applied, if

applicable, to outsourced information systems

6.5.31 Separation of development, testing and production environments

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.31
applies.

6.5.32 Change management

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.32
applies.
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6.5.33 Test information

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 8.33 and
the following additional guidance applies:

Additional implementation guidance for 8.33, Test information, of ISO/IEC 27002:2022 is:

PII should not be used for testing purposes; false or synthetic PII should be used. Where the use of PII
for testing purposes cannot be avoided, technical and organizational measures equivalent to those used
in the production environment should be implemented to minimize the risks. Where such equivalent
measures are not feasible, a risk-assessment should be undertaken and used to identify the selection of
appropriatle mitigating controls.

6.5.34 Prptection of information systems during audit testing
The contrpl, implementation guidance and other information stated in ISO/IEC 27002:2022, §.34
applies.

7 Additional ISO/IEC 27002 guidance for PII controllers

7.1 Genpral

The guidapce in Clause 6 and the additions in this clause create‘the PIMS-specific guidance for| PII
controllerd. The implementation guidance documented in this elause relate to the controls listed in
AnnexA.

7.2 Congitions for collection and processing

Objective: [To determine and document that processing is lawful, with legal basis as per applicgble
jurisdictions, and with clearly defined and legitimate purposes.

7.2.1 Identify and document purpose
Control

The organization should identify afididocument the specific purposes for which the PII will be proces$ed.

Implementation guidance

The organjfization should‘ensure that PII principals understand the purpose for which their PII is
processed/| It is the responsibility of the organization to clearly document and communicate thif to
PII princippls. Withauta clear statement of the purpose for processing, consent and choice cannof be
adequatelyf given.

Documentationof the purpose(s) for processing PII should be sufficiently clear and detailed tq be

usable in therequiredinformationtebeprovidedtes brineipa ce 732} Thisincludesinfermation
necessary to obtain consent (see 7.2.3), as well as records of policies and procedures (see 7.2.8).

Other information

In the deployment of cloud computing services, the taxonomy and definitions in ISO/IEC 19944 can be
helpful in providing terms for describing the purpose of the processing of PII.

7.2.2 Identify lawful basis
Control

The organization should determine, document and comply with the relevant lawful basis for the
processing of PII for the identified purposes.
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Implementation guidance

Some jurisdictions require the organization to be able to demonstrate that the lawfulness of processing
was duly established before the processing.

The legal basis for the processing of PII can include:

consent from PII principals;

performance of a contract;

compliance with alegal obligation:
T ] o) 7

The

The
wh

Wh

protection of the vital interests of PII principals;

performance of a task carried out in the public interest;

legitimate interests of the PII controller.

organization should document this basis for each PII processing activity (see 7.2.8).

legitimate interests of the organization can include, for instance, information security

objectives,

ch should be balanced against the obligations to PII principals with regards to privacy pijotection.

enever special categories of PII are defined, either by the natuire of the PII (e.g. health infformation)

or by the PII principals concerned (e.g. PII relating to children) the organization should inglude those

catg

Th4
var
nee

The

Chd
leg:

7.2
Cor

The
hov

poories of PIl in its classification schemes.

ds to be aware of the classification(s) that apply to the PII processing being performed.

use of special categories of PII can also:b€-subject to more stringent controls.

1 basis. It can also require additiofal consent to be obtained from the PII principal.

3 Determine when and how consent is to be obtained

itrol

F consent for the processing of PIl was obtained from PII principals.

Implementation'guidance

Corj

sho
co

ent! It can be useful to correlate the purpose(s) for processing with information about

classification of PII that falls into these categories.cah vary from one jurisdiction to another and can
y between different regulatory regimes that apply to different kinds of business, so the o1ganization

nging or extending the purposes for<the processing of PII can require updating or revision of the

organization sheuld determine and document a process by which it can demonstrate iff when and

sent ¢an-be required for processing of PII unless other lawful grounds apply. The organization
1d (clearly document when consent needs to be obtained and the requirements foin obtaining

if and how

con

sent 1s obtained.

Some jurisdictions have specific requirements for how consent is collected and recorded (e.g. not
bundled with other agreements). Additionally, certain types of data collection (for scientific research for
example) and certain types of PII principals, such as children, can be subject to additional requirements.
The organization should take into account such requirements and document how mechanisms for

con

sent meet those requirements.

7.2.4 Obtain and record consent

Control
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0O/IEC 2022 - All rights reserved

25


https://iecnorm.com/api/?name=a3e535041fa0a1d51e562a76ad645186

ISO/IEC DIS 27701:2022(E)

The organization should obtain and record consent from PII principals according to the documented
processes.

Implementation guidance

The organization should obtain and record consent from PII principals in such a way that it can provide
on request details of the consent provided (for example the time that consent was provided, the
identification of the PII principal, and the consent statement).

The information delivered to the PII principal before the consent process should follow the guidance in
7.3.3.

The consetllt should be:

— freely given;

— specific regarding the purpose for processing; and

— unambiguous and explicit.

7.2.5 Prjvacy impact assessment

Control

The organfization should assess the need for, and implement where appropriate, a privacy impact
assessmenft whenever new processing of PII or changes to existingprocessing of PII is planned.
Implementation guidance

PII procesfing generates risks for PII principals. Thesexrisks should be assessed through a privacy
impact asspssment. Some jurisdictions define cases forwhich a privacy impact assessment is mandaged.

Criteria can include automated decision making which produces legal effects on PII principals, 14

scale proc
political of
data), or sy

The organ
impact asg
where it ¢
(see 7.2.8
assessme

Other infd

Guidance d

bssing of special categories of PII (e.g.“health-related information, racial or ethnic ori
inions, religious or philosophical beliefs, trade-union membership, genetic data or biome
stematic monitoring of a publicly.accessible area on a large scale.

jzation should determine the élements that are necessary for the completion of a priy
essment. These can includea list of the types of PII processed, where the PII is stored
hn be transferred. Data_flow diagrams and data maps can also be helpful in this con
or details of records, of the processing of PII that can inform a privacy impact or other

).
rmation

n privacy-impact assessments related to the processing of PII can be found in ISO/IEC 29]
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Control

The organization should have a written contract with any PII processor that it uses, and should ensure
that their contracts with PII processors address the implementation of the appropriate controls in
Annex B.

Implementation guidance

The contract between the organization and any PII processor processing PII on its behalf should
require the PII processor to implement the appropriate controls specified in Annex B, taking account
of the information security risk assessment process (see 5.4.1.2) and the scope of the processing of
PII performed by the PII processor (see 6.2.19). By default, all controls specified in Annex B should be
assumed as relevant. If the organization decides to not require the PII processor to implement a control
from Annex B, it should justify its exclusion (see 5.4.1.3).
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A contract can define the responsibilities of each party differently but, to be consistent with this
document, all controls should be considered and included in the documented information.

7.2.7 Joint PII controller
Control

The organization should determine respective roles and responsibilities for the processing of PII
(including PII protection and security requirements) with any joint PII controller.

Implementation guidance

Rolgs and responsibilities for the processing of PII should be determined in a transparentjmanner.

Thgse roles and responsibilities should be documented in a contract or any similar binding document
thaf contains the terms and conditions for the joint processing of PII. In somedurisdictions, such an
agreement is called a data sharing agreement.

A jdint PII controller agreement can include (this list is neither definitive nor exhaustive):
— | purpose of PII sharing / joint PII controller relationship;

— |identity of the organizations (PII controllers) that are part ofithe’joint PII controller relaionship;
— | categories of PII to be shared or transferred and processédunder the agreement;
— | overview of the processing operations (e.g. transfep, use);

— | description of the respective roles and responsibilities;

— | responsibility for implementing technical and organizational security measures for PII protection;
— | definition of responsibility in case of aPIl breach (e.g. who will notify, when, mutual infdrmation);
— |terms of retention or disposal of PI;

— |liabilities for failure to complyWith the agreement;
— | how obligations to PII prinicipals are met;

— | how to provide PII principals with information covering the essence of the arrangemeint between
the joint PII controHers;

— | how PII pringcipals can obtain other information they are entitled to receive; and

— | a contactipoint for PII principals.

7.2|8 , (Records related to processing PII

Corrtrot

The organization should determine and securely maintain the necessary records in support of its
obligations for the processing of PII.

Implementation guidance

A way to maintain records of the processing of PII is to have an inventory or list of the PII processing
activities that the organization performs. Such an inventory can include:

— the type of processing;
— the purposes for the processing;

— adescription of the categories of PII and PII principals (e.g. children);
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— the categories of recipients to whom PII has been or will be disclosed, including recipients in third
countries or international organizations;

a general description of the technical and organizational security measures; and

a Privacy Impact Assessment report.

Such an inventory should have an owner who is responsible for its accuracy and completeness.

7.3 Obligations to PII principals

Objective:
of their PI]
their PII.

7.3.1 De
Control

The organi
principals

o ensure that PII principals are provided with appropriate information about the process
, and to meet any other applicable obligations to PII principals related to the processin

termining and fulfilling obligations to PII principals

zation should determine and document their legal, regulatory and business obligations td
related to the processing of their PIIl and provide the means to méet these obligations.

Implementation guidance

Obligation
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principal

to-date co

The conta
PII are col
alternative

7.3.2 D¢
Control

The organ
regarding

5 to Pl principals and the means to support them vary from one jurisdiction to another.

jzation should ensure that they provide the appropriate means to meet the obligation
adls in an accessible and timely manner. Clear docwmentation should be provided to the
escribing the extent to which the obligations to.them are fulfilled and how, along with an
tact point where they can address their requests.

t point should be provided in a similat\way to that used to collect PII and consent (e.

lected by email or a website, the contact point should be by email or the website, nof

such as phone or fax).

termining information for PII principals

fzation should determine and document the information to be provided to PII princij

the processing ofitheir PII and the timing of such a provision.

Implementation guidance

The organi
is to be prf

zation should determine the legal, regulatory or business requirements for when informa
ovided-to the PII principal (e.g. prior to processing, within a certain time from when

requested,

ing
b of

PII

5 to
PII

up-

1o}

b if
an
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ete’)and for the type of information to be provided.

Depending on the requirements, the information can take the form of a notice. Examples of types of

informatio

n that can be provided to PII principals are:

information about the purpose of the processing;
contact details for the PII controller or its representative;
information about the lawful basis for the processing;

information on where the PII was obtained, if not obtained directly from the PII principal;

appropriate, the possible consequences of failure to provide PII;
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information about whether the provision of PIl is a statutory or contractual requirement, and where
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— information on obligations to PII principals, as determined in 7.3.1, and how PII principals can benefit
from them, especially regarding accessing, amending, correcting, requesting erasure, receiving a
copy of their PII and objecting to the processing;

— information on how the PII principal can withdraw consent;
— information about transfers of PII;
— information about recipients or categories of recipients of PII;

— information about the period for which the PII will be retained;

— |information about the use of automated decision making based on the automated procegsing of PII;
— |information about the right to lodge a complaint and how to lodge such a complaint;

— |information regarding the frequency with which information is providedy (e.g. “judt in time”
notification, organization defined frequency, etc.).

The organization should provide updated information if the purposes.for the processing of PII are
chalnged or extended.

7.3|3 Providing information to PII principals
Control

Thd organization should provide PII principals with clear‘and easily accessible information |dentifying
the[PII controller and describing the processing of their PIL.

Implementation guidance

Thd organization should provide the information detailed in 7.3.2 to PII principals in a timdly, concise,
conpplete, transparent, intelligible and easily accessible form, using clear and plain lahguage, as
appropriate to the target audience.

Whiere appropriate, the information~should be given at the time of PII collection. It shoyld also be
perjmanently accessible.

NOTE Icons and imagescar be helpful to the PII principal by giving a visual overview of the intended
progessing.

7.3/4 Providing mechanism to modify or withdraw consent
Control

Thg organization should provide a mechanism for PII principals to modify or withdraw theii consent.

ImTlementation guidance

The organization should inform PII principals of their rights related to withdrawing consent (which
may vary by jurisdiction) at any time, and provide the mechanism to do so. The mechanism used for
withdrawal depends on the system; it should be consistent with the mechanisms used for obtaining
consent when possible. For example, if the consent is collected by email or a website, the mechanism for
withdrawing it should be the same, not an alternative solution such as phone or fax.

Modifying consent can include placing restrictions on the processing of PII, which can include restricting
the PII controller from deleting the PII in some cases.

Some jurisdictions impose restrictions on when and how a PII principal can modify or withdraw their
consent.

The organization should record any request to withdraw or change consent in a similar way to the
recording of the consent itself.
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Any change of consent should be disseminated, through appropriate systems, to authorized users and
to relevant third parties.

The organization should define a response time and requests should be handled according to it.
Additional information

When consent for particular processing of PII is withdrawn, all the processing of PII performed before
withdrawal should normally be considered as appropriate, but the results of such processing should
not be used for new processing. For example, if a PII principal withdraws their consent for profiling,
their profile should not be further used or consulted.

7.3.5 Prpviding mechanism to object to PII processing
Control
The organjzation should provide a mechanism for PII principals to object to the processing of their PII.
Implementation guidance

Some jurigsdictions provide PII principals with a right to object to the processing of their |PIIL.
Organizatipns subject to the legislation or regulation of such jurisdictions’should ensure that they
implement{appropriate measures to enable PII principals to exercize this\right.

The organfization should document the legal and regulatory requirements related to objectiond by
the PII priLcipals to processing (e.g. objection relating to the processing of PII for direct marketing
purposes).[The organization should provide information to_principals regarding the ability to object
in these sifuations. Mechanisms to object can vary, but sheuld be consistent with the type of seryice
provided (g¢.g. online services should provide this capability:online).

7.3.6 Access, correction or erasure
Control

The organjzation should implement policies, procedures or mechanisms to meet their obligations td PII
principals fo access, correct or erase theirPIl.

Implementation guidance

The organjzation should impleément policies, procedures or mechanisms for enabling PII principalf to
obtain access to, correct and erase of their PII, if requested and without undue delay.

The organjzation should:define a response time and requests should be handled according to it.

Any corredtions or erasures should be disseminated through the system or to authorized users, pnd
should be Iassed to third parties (see 7.3.7) to whom the PII has been transferred.

NOTE ecords generated by the control specified in 7.5.3 can help in this regard.

The organization should implement policies, procedures or mechanisms for use when there can be a
dispute about the accuracy or correction of the data by the PII principal. These policies, procedures or
mechanisms should include informing the PII principal of what changes were made, and of reasons why
corrections cannot be made (where this is the case).

Some jurisdictions impose restrictions on when and how a PII principal can request correction or
erasure of their PII. The organization should determine these restrictions as applicable and keep itself
up-to-date about them.

7.3.7 PII controllers’ obligations to inform third parties

Control
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The organization should inform third parties with whom PII has been shared of any modification,
withdrawal or objections pertaining to the shared PII, and implement appropriate policies, procedures
or mechanisms to do so.

Implementation guidance

The organization should take appropriate steps, bearing in mind the available technology, to inform
third parties of any modification or withdrawal of consent, or objections pertaining to the shared PII.
Some jurisdictions impose a legal requirement to inform these third parties of these actions.

The organization should determine and maintain active communication channels with third parties.
Relfited responsibilities can be assigned to individuals In charge of their operations and mgdintenance.
Whien informing third parties, the organization should monitor their acknowledgement ofi refeipt of the
infgrmation.

NOTE Changes resulting from the obligations to PII principals can include modification or withdrawal of
conpent, requests for correction, erasure, or restrictions on processing, or objectiongte the processfing of PII as
requested by the PII principal.

7.3|8 Providing copy of PII processed
Control

Thg organization should be able to provide a copy of the PII that+is processed when requestegl by the PII
priIcipal.

Implementation guidance

Thd organization should provide a copy of the PII that is processed in a structured, comnjonly used,
forr]:1at accessible by the PII principal.

Some jurisdictions define cases where the\organization should provide a copy of the PII prjocessed in
a fdrmat allowing portability to the PII priticipals or to recipient PII controllers (typically §tructured,
comimonly used and machine readable);

Thd organization should ensure that any copies of PII provided to a PII principal relate spdcifically to
that PII principal.

Whre the requested PII has already been deleted subject to the retention and disposall policy (as
desfribed in 7.4.6), the«PIl controller should inform the PII principal that the requested P]I has been
del¢ted.

In dases where the-organization is no longer able to identify the PII principal (e.g. as a resplt of a de-
ideptification/process), the organization should not seek to (re-)identify the PII principals flor the sole
reapon of implementing this control. However, in some jurisdictions, legitimate requests dan require
that additional information should be requested from the PII principal to enable re-identifijcation and
sublsequent disclosure.

Where technically feasible, it should be possible to transfer a copy of the PII from one organization
directly to another organization, at the request of the PII principal.

7.3.9 Handling requests
Control

The organization should define and document policies and procedures for handling and responding to
legitimate requests from PII principals.

Implementation guidance

Legitimate requests can include requests for a copy of PII processed, or requests to lodge a complaint.
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Some jurisdictions allow the organization to charge a fee in certain cases (e.g. excessive or repetitive

requests).

Requests should be handled within the appropriate defined response times.

Some jurisdictions define response times, depending on the complexity and number of the requests, as
well as requirements to inform PII principals of any delay. The appropriate response times should be
defined in the privacy policy.

7.3.10 Automated decision making

Control

The organ
principals
based sole

ization should identify and address obligations, including legal obligations, to-the
resulting from decisions made by the organization which are related to the,PIl"princ
y on automated processing of PII.

Implementation guidance

Some juri
automated,
decision m
interventig

NOTE

account.

7.4 Priv

Objective:
PII (includ
the identif

dictions define specific obligations to PII principals when a decision based solelyj
processing of PII significantly affects them, such as notifying the existence of automs
aking, allowing for the PII principals to object to such decision{making, or obtaining hut
n.

some jurisdictions, some processing of PII cannot be fully automated.

[l
Organizatipns operating in these jurisdictions should take ¢compliance with these obligations

acy by design and privacy by default

ng use, disclosure, retention, transmission and disposal) are limited to what is necessary
ed purpose.

7.4.1 Limit collection

Control

The organ
necessary

zation should limitithe collection of PII to the minimum that is relevant, proportional
for the identified purposes.

Impleme

tation guidance

The organfizationshould limit the collection of PII to what is adequate, relevant and necessary}
relation td the identified purposes. This includes limiting the amount of PII that the organiza
collects indlit€ctly (e.g. through web logs, system logs, etc.).

PII
pal
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[o ensure that processes and systems are designed such that the collection and processinlg of
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ion

Privacy by default implies that, where any optionality in the collection and processing of PII exists, each
option should be disabled by default and only enabled by explicit choice of the PII principal.

7.4.2 Limit processing

Control

The organization should limit the processing of PII to that which is adequate, relevant and necessary for
the identified purposes.

Implementation guidance

32
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Limiting the processing of PII should be managed through information security and privacy policies
(see 6.2.1) along with documented procedures for their adoption and compliance.

Processing of PII, including:
— the disclosure;
— the period of PII storage; and

— who is able to access their PII;

shouwld be limited hy default to the minimum necessary relative to the identified pULposes

7.4{3 Accuracy and quality
Conjtrol

Thg organization should ensure and document that PII is as accurate, complete and up-td-date as is
necessary for the purposes for which it is processed, throughout the life-cycle/of the PII.

Implementation guidance

Thq organization should implement policies, procedures or mechamisms to minimize inacfuracies in
the|PII it processes. There should also be policies, procedures ©1)mechanisms to respond t¢ instances
of inaccurate PII. These policies, procedures or mechanisnis_should be included in the dpcumented
infgrmation (e.g. through technical system configurationsj.etc.) and should apply throughput the PII
lifegycle.

Additional information

For|further information on the PII processing life-cycle, see ISO/IEC 29101:2018, 6.2.

7.4{4 PII minimization objectives
Control

Thd organization should defing and document data minimization objectives and what mlechanisms
(suth as de-identification) are.used to meet those objectives.

Implementation guidance

Organizations should)identify how the specific PIl and amount of PII collected and prfocessed is
lim|ted relative to‘the identified purposes. This can include the use of de-identification or|other data
mirfimization t&chniques.

Thq identified purpose (see 7.2.1) can require the processing of PII that has not been de-identified, in
which case the organization should be able to describe such processing.

In other ca de does ng quire the g G e original Pll, and the
processing of PII which has been de-identified can suffice to achieve the identified purpose. In these
cases, the organization should define and document the extent to which the PII needs to be associated
with the PII principal, as well as the mechanisms and techniques designed to process PII, such that the
de-identification and PII minimization objectives are achieved.

Mechanisms used to minimize PII vary depending on the type of processing and the systems used for
the processing. The organization should document any mechanisms (technical system configurations,
etc.) used to implement data minimization.

In cases where processing of de-identified data is sufficient for the purposes, the organization
should document any mechanisms (technical system configurations, etc.) designed to implement
de-identification objectives set by the organization in a timely manner. For instance, the removal
of attributes associated with PII principals can be sufficient to allow the organization to achieve its
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identified purpose. In other cases, other de-identification techniques, such as generalization (e.g.
rounding) or randomization techniques (e.g. noise addition) can be used to achieve an adequate level of
de-identification.

NOTE1 For further information on de-identification techniques, refer to ISO/IEC 20889.
NOTE 2  For Cloud computing, ISO/IEC 19944 provides a definition of data identification qualifiers that can be

used to classify the degree to which the data can identify a PII principal or associate a PII principal with a set of
characteristics in the PII.

7.4.5 PIl de-identification and deletion at the end of processing

Control

The organijzation should either delete PII or render it in a form which does not permit identificatiof or
re-identifi¢ation of PII principals, as soon as the original PII is no longer necessary for-the identified

purpose(s)
Implementation guidance

The organjzation should have mechanisms to erase the PII when no further processing is anticipafed.
Alternativ¢ly, some de-identification techniques can be used as long as thé resulting de-identified data
cannot reasonably permit re-identification of PII principals.

7.4.6 Temporary files
Control

The organjzation should ensure that temporary files created as a result of the processing of Pll|are
disposed of (e.g. erased or destroyed) following documented procedures within a specified, documented
period.

Implementation guidance

The organjzation should perform periodic checks that unused temporary files are deleted within|the
identified fime period.

Other infqrmation

Informatign systems can create temporary files in the normal course of their operation. Such files|are
specific tothe system or appli€ation, but can include file system roll-back journals and temporary files
associated|{with the updating’of databases and the operation of other application software. Tempoifary
files are ot needed .after the related information processing task has completed but there |are
circumstances in which they cannot be deleted. The length of time for which these files remain infuse
is not alwdys detetministic but a “garbage collection” procedure should identify the relevant files pnd
determinefhow-long it has been since they were last used.

7.4‘.7 R lClltiUll

Control

The organization should not retain PII for longer than is necessary for the purposes for which the PII is
processed.

Implementation guidance

The organization should develop and maintain retention schedules for information it retains, taking
into account the requirement to retain PII for no longer than is necessary. Such schedules should take
into account legal, regulatory and business requirements. Where such requirements conflict, a business
decision needs to be taken (based on a risk assessment) and documented in the appropriate schedule.

34 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=a3e535041fa0a1d51e562a76ad645186

ISO/IEC DIS 27701:2022(E)

7.4.8 Disposal

Control

The organization should have documented policies, procedures or mechanisms for the disposal of PII.
Implementation guidance

The choice of PII disposal techniques depends on a number of factors, as disposal techniques differ
in their properties and outcomes (for example in the granularity of the resultant physical media, or
the ability to recover deleted information on electronic media). Factors to consider when choosing an
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PII sharing, transfer and disclosure

bctive: To determine whether and document when PII is shared, transferred to other jurig
d parties or disclosed in accordance;with applicable obligations.

1 Identify basis for PII transfer between jurisdictions
itrol

organization should .identify and document the relevant basis for transfers of PI
sdictions.

Implementation guidance
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designated

supervisory authority. Organizations operating in such jurisdictions should be aware of any such
requirements.

NOTE

the same for the sender and recipient.

7.5.

2 Countries and international organizations to which PII can be transferred

Control

Where transfers take place within a specific jurisdiction, the applicable legislation or regulation are

The organization should specify and document the countries and international organizations to which
PII can possibly be transferred.
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Implementation guidance

The identities of the countries and international organizations to which PII can possibly be transferred
in normal operations should be made available to customers. The identities of the countries arising
from the use of subcontracted PII processing should be included. The countries included should be
considered in relation to 7.5.1.

Outside of normal operations, there can be cases of transfer made at the request of a law enforcement
authority, for which the identity of the countries cannot be specified in advance, or is prohibited by
applicable jurisdictions to preserve the confidentiality of a law enforcement investigation (see 7.5.1,
8.5.4 and 8.5.5).

7.5.3 Records of transfer of PII
Control

The organjzation should record transfers of PII to or from third parties and ensure”cooperation with
those partjes to support future requests related to obligations to the PII principals.

Implementation guidance

Recording|can include transfers from third parties of PII which has beén modified as a result of| PII
controllery’ managing their obligations, or transfers to third parties to~imiplement legitimate requé¢sts
from PII pifincipals, including requests to erase PII (e.g. after consenttwithdrawal).

The organjzation should have a policy defining the retention period of these records.

The organijzation should apply the data minimization prineiple to the records of transfers by retainjing
only the strictly needed information.

7.5.4 Records of PII disclosure to third parties
Control

The organization should record disclosures of PII to third parties, including what PII has been disclo§ed,
to whom ahd at what time.

Implementation guidance

PII can be|disclosed during the course of normal operations. These disclosures should be recorded.
Any additipnal disclosures to'third parties, such as those arising from lawful investigations or extefnal
audits, should also be recérded. The records should include the source of the disclosure and the soyrce
of the authprity to make\the disclosure.

8 AdditionakISO/IEC 27002 guidance for PII processors

8.1 Generatl

The guidance in Clause 6 and the additions of this clause create the PIMS-specific guidance for PII
processors. The implementation guidance documented in this clause relate to the controls listed in
Annex B.

8.2 Conditions for collection and processing

Objective: To determine and document that processing is lawful, with legal basis as per applicable
jurisdictions, and with clearly defined and legitimate purposes.
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8.2.1 Customer agreement
Control

The organization should ensure, where relevant, that the contract to process PII addresses the
organization’s role in providing assistance with the customer’s obligations (taking into account the
nature of processing and the information available to the organization).

Implementation guidance

The contract between the organization and the customer should include the following wherever
relgvart,amd—depemding om thre tustomer's Tote{PHcomntrotter or PHprocessory—tthistisy is neither
def]nitive nor exhaustive):

— | privacy by design and privacy by default (see 7.4, 8.4);

— |achieving security of processing;

— | notification of breaches involving PII to a supervisory authority;

— | notification of breaches involving PII to customers and PII principals;
— [ conducting Privacy Impact Assessments (PIA); and

— | the assurance of assistance by the PII processor if prior eonsultations with relevant Pll|protection
authorities are needed.

Some jurisdictions require that the contract include the/subject matter and duration of the processing,
the|nature and purpose of the processing, the type of'RII and categories of PII principals.

8.2{2 Organization’s purposes
Control

Thq organization should ensure that RIJ processed on behalf of a customer are only processed for the
purfposes expressed in the documented instructions of the customer.

Implementation guidance

Thq contract between the“erganization and the customer should include, but not be limited to, the
objective and time frame.to be achieved by the service.

In drder to achievethe customer’s purpose, there can be technical reasons why it is approprjate for the
orgpnization to_determine the method for processing PII, consistent with the general instfuctions of
the[customerdut without the customer’s express instruction. For example, in order to efficigntly utilize
netpork or'processing capacity it can be necessary to allocate specific processing resources|depending
on ¢ertaincharacteristics of the PII principal.

Thd organization should allow the customer to verify their compliance with the purpose sgecification
and limitation principles. This also ensures that no PII is processed by the organization or any of
its subcontractors for other purposes than those expressed in the documented instructions of the
customer.

8.2.3 Marketing and advertising use
Control

The organization should not use PII processed under a contract for the purposes of marketing and
advertising without establishing that prior consent was obtained from the appropriate PII principal.
The organization should not make providing such consent a condition for receiving the service.

Implementation guidance
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Compliance of PII processors with the customer's contractual requirements should be documented,
especially where marketing or advertising is planned.

Organizations should not insist on the inclusion of marketing or advertising uses where express consent
has not been fairly obtained from PII principals.

NOTE

supersede it.

8.2.4

Infringing instruction

This control is in addition to the more general control in 8.2.2 and does not replace or otherwise

Control

The organfization should inform the customer if, in its opinion, a processing instruction-iofrin

applicable

legislation or regulation.

Implementation guidance

The organ

zation’s ability to verify if the instruction infringes legislation or regulation can depenc

the technd|logical context, on the instruction itself, and on the contract betweeinthe organization

the custon

er.

8.2.5 Customer obligations

Control

The organi
can demon

Impleme

The infor
contribute
the custon

8.2.6 Re
Control

The organ
complianc
out on beh

zation should provide the customer with the appropriate information such that the custo
strate compliance with their obligations.

rltlation guidance

ation needed by the customer canginclude whether the organization allows for
5 to audits conducted by the customer\or another auditor mandated or otherwise agreed
er.

cords related to processing PH
zation should determine and maintain the necessary records in support of demonstra

e with its obligations (as specified in the applicable contract) for the processing of PII cari
hif of a customer.

Implementation guidance

Some juris

dictiehscan require the organization to record information such as:

ges

on
hnd

ner

hnd
| by

ing
ried

categaries’of processing carried out on behalf of each customer;

— transfers to third countries or international organizations; and

— ageneral description of the technical and organizational security measures.

8.3 Obligations to PII principals

Objective: To ensure that PII principals are provided with the appropriate information about the
processing of their PII, and to meet any other applicable obligations to PII principals related to the
processing of their PII.

38

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=a3e535041fa0a1d51e562a76ad645186

8.3.

ISO/IEC DIS 27701:2022(E)

1 Obligations to PII principals

Control

The organization should provide the customer with the means to comply with its obligations related to
PII principals.

Implementation guidance

A PIl controller's obligations can be defined by legislation, by regulation or by contract. These obligations
can include matters where the customer uses the services of the organization for implementation of

the

WHh
me
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8.4
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8.4
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ere a customer depends on the organization for information or technical measures’t
bting the obligations to PII principals, the relevant information or technical measures|
cified in a contract.

Privacy by design and privacy by default

bctive: To ensure that processes and systems are designed such thatlthe collection and pr
(including use, disclosure, retention, transmission and disposal) dre limited to what is ne
identified purpose.

1 Temporary files
itrol

organization should ensure that temporary filés’created as a result of the processing
posed of (e.g. erased or destroyed) following do¢umented procedures within a specified, d
jod.

Implementation guidance

The
the

Oth

Infq
spe
ass
file
cird
is n
det

organization should conduct periodic verification that unused temporary files are deld
identified time period.

er information

rmation systems can create temporary files in the normal course of their operation. Su
cific to the system.orapplication, but can include file system roll-back journals and temy
bciated with the ipdating of databases and the operation of other application software.

5 are not needed after the related information processing task has completed but
umstances inywhich they cannot be deleted. The length of time for which these files ren

brminegftew long it has been since they were last used.

8.4

shion.

b facilitate
should be

bcessing of
Cessary for

of PII are
hbcumented

ted within

Ch files are
orary files
[emporary
there are
hain in use

ot always.déterministic but a “garbage collection” procedure should identify the relevant files and

2.“Return, transfer or disposal of PII

Control

The organization should provide the ability to return, transfer or disposal of PII in a secure manner. It
should also make its policy available to the customer.

Implementation guidance

At some point in time, PII can need to be disposed of in some manner. This can involve returning the
PII to the customer, transferring it to another organization or to a PII controller (e.g. as a result of a
merger), deleting or otherwise destroying it, de-identifying it or archiving it. The capability for the
return, transfer or disposal of PII should be managed in a secure manner.

© ISO/IEC 2022 - All rights reserved 39


https://iecnorm.com/api/?name=a3e535041fa0a1d51e562a76ad645186

ISO/IEC DIS 27701:2022(E)

The organization should provide the assurance necessary to allow the customer to ensure that PII
processed under a contract is erased (by the organization and any of its subcontractors) from wherever
they are stored, including for the purposes of backup and business continuity, as soon as they are no
longer necessary for the identified purposes of the customer.

The organization should develop and implement a policy in respect to the disposal of PIl and should
make this policy available to customer when requested.

The policy should cover the retention period for PII before its disposal after termination of a contract,
to protect the customer from losing PII through an accidental lapse of the contract.

NOTE his control and guidance 1s also relevant under the retention principle (see /.4.58).

8.4.3 PI] transmission controls
Control

The organjfization should subject PII transmitted over a data-transmission netwadrk to approprjate
controls d¢signed to ensure that the data reaches its intended destination.

Implementation guidance

Transmissjon of PII needs to be controlled, typically by ensuring that onlyauthorized individuals have
access to tfansmission systems, and by following the appropriate processes (including the retentiop of
audit data)[to ensure that PIl is transmitted without compromise tothe’correct recipients. Requiremegnts
for transmfission controls can be included in the PII processor — ¢Customer contract.

Where no fontractual requirements related to transmissipirare in place, it can be appropriate to take
advice from the customer prior to transmission.

8.5 PII §haring, transfer and disclosure

Objective: [lo determine whether and documentiwhen PII is shared, transferred to other jurisdictionf or
third parties or disclosed in accordance withiapplicable obligations.

8.5.1 Basis for PII transfer betweenjurisdictions
Control

The organjzation should infefin the customer in a timely manner of the basis for PII transfers between
jurisdictiohs and of any intended changes in this regard, so that the customer has the ability to objedt to
such changes or to terminate the contract.

Implementation guidance

PII transfé¢r between jurisdictions can be subject to legislation or regulation depending on |the
jurisdiction.®frorganization to which PII is to be transferred (and from where it originates). [Che
organizatiomshould docurment compiance with Such TequiTements a5 the basis for tramnster:

The organization should inform the customer of any transfer of PII, including transfers to:
— suppliers;

— other parties;

— other countries or international organizations.

In case of changes, the organization should inform the customer in advance, according to an agreed
timeframe, so that the customer has the ability to object to such changes or to terminate the contract.

The agreement between the organization and the customer can have clauses where the organization
can implement changes without informing the customer. In these cases, the limits of this allowance
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should be set (e.g. the organization can change suppliers without informing the customer, but cannot
transfer PII to other countries).

In case of international transfer of PII, agreements such as Model Contract Clauses, Binding Corporate
Rules or Cross Border Privacy Rules, the countries involved and the circumstances in which such
agreements apply, should be identified.

8.5.2 Countries and international organizations to which PII can be transferred

Control

Thd organization should specify and document the countries and international organizatiens to which
PII tan possibly be transferred.

Implementation guidance

Thq identities of the countries and international organizations to which PII can possibly be tiransferred
in pormal operations should be made available to customers. The identities,of the countyjies arising
from the use of subcontracted PII processing should be included. The.€ountries included| should be
conidered in relation to 8.5.1.

Outside of normal operations, there can be cases of transfer made‘at the request of a law efforcement
authority, for which the identity of the countries cannot be spegified in advance, or is prghibited by
applicable jurisdictions to preserve the confidentiality of a dayw enforcement investigation| (see 7.5.1,
8.5/4 and 8.5.5).

8.5|3 Records of PII disclosure to third parties
Control

Th¢q organization should record disclosures of®PII to third parties, including what PII has been disclosed,
to whom and when.

Implementation guidance

PII |can be disclosed during the, ceurse of normal operations. These disclosures should b¢ recorded.
Any additional disclosures to third parties, such as those arising from lawful investigations pr external
audjits, should also be recoxded. The records should include the source of the disclosure and|the source
of the authority to make the disclosure.

8.5/4 Notification of PII disclosure requests
Control

Thd organization should notify the customer of any legally binding requests for disclosure of PII.

Im‘)lementation guidance

The organization can receive legally binding requests for disclosure of PII (e.g. from law enforcement
authorities). In these cases, the organization should notify the customer of any such request within
agreed timeframes and according to an agreed procedure (which can be included in the customer
contract).

In some cases, the legally binding requests include the requirement for the organization not to notify
anyone about the event (an example of a possible prohibition on disclosure would be a prohibition under
criminal law to preserve the confidentiality of a law enforcement investigation).

8.5.5 Legally binding PII disclosures

Control
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The organization should reject any requests for PII disclosures that are not legally binding, consult the
corresponding customer before making any PII disclosures and accepting any contractually agreed
requests for PII disclosures that are authorized by the corresponding customer.

Implementation guidance
Details relevant to the implementation of the control can be included in the customer contract.

Such requests can originate from several sources, including courts, tribunals and administrative
authorities. They can arise from any jurisdiction.

8.5.6 Disclosure of subcontractors used to process PII
Control
The organjzation should disclose any use of subcontractors to process PII to the customer, before use.
Implementation guidance

Provisions|for the use of subcontractors to process PII should be included in the.customer contract.

Informatign disclosed should cover the fact that subcontracting is used and the names of releyant
subcontragtors. The information disclosed should also include the\‘Ceuntries and internatignal
organizatipns to which subcontractors can transfer data (see 8.5.2) and the means by wlhich
subcontragtors are obliged to meet or exceed the obligations of the erganization (see 8.5.7).

Where public disclosure of subcontractor information is assessed to increase security risk beypnd
acceptable|limits, disclosure should be made under a non-disclosure agreement or on the request of|the
customer. The customer should be made aware that the infarmation is available.

This does ot concern the list of countries where the PIh¢an be transferred. This list should be discldsed
to the custpmer in all cases in a way that allows thentto inform the appropriate PII principals.

8.5.7 Engagement of a subcontractor to process PII
Control
The organjzation should only engage:a-subcontractor to process Pll according to the customer contrjact.
Implementation guidance

Where the|organization subcontracts some or all of the processing of that PII to another organizatjion,
a written quthorizationirom the customer is required prior to the PII processed by the subcontradtor.
This can b in the formrof appropriate clauses in the customer contract, or can be a specific "one-pff"
agreement].

The organjzation should have a written contract with any subcontractors that it uses for PII procesging
on its behalfand should ensure that their contracts with subcontractors address the implementatiop of
the appropriate controls in Annex B.

The contract between the organization and any subcontractor processing PII on its behalf should
require the subcontractor to implement the appropriate controls specified in Annex B, taking account
of the information security risk assessment process (see 5.4.1.2) and the scope of the processing of
PII performed by the PII processor (see 6.2.19). By default, all controls specified in Annex B should
be assumed as relevant. If the organization decides to not require the subcontractor to implement a
control from Annex B, it should justify its exclusion.

A contract can define the responsibilities of each party differently but, to be consistent with this
document, all controls should be considered and included in the documented information.
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8.5.8 Change of subcontractor to process PII
Control

The organization should, in the case of having general written authorization, inform the customer of
any intended changes concerning the addition or replacement of subcontractors to process PII, thereby
giving the customer the opportunity to object to such changes.

Implementation guidance

Where the organization changes the organization with which it subcontracts some or all of the

prwmmfmm&rmmmm-Wange, prior
to the PII processed by the new subcontractor. This can be in the form of appropriate-clafises in the

cusfomer contract, or can be a specific "one-off" agreement.
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Annex A
(normative)

PIMS-specific reference control objectives and controls (PII

Controllers)

This annex
It extends

The additi
and aligne
6.1.3 as ref

Not all th
implement]

necessary
under) the

NOTE

ined by 5.3.

e control objectives and controls listed in this annex need to be_in¢luded in the P
ation. A justification for excluding any control objectives shall be inicluded in the Statement
of Applicability (see 5.4.1.3). Justification for exclusion can include where the,controls are not deemned
by the risk assessment, and where they are not required by.{dr are subject to except,'r)ns
applicable legislation or regulation.

[lause numbers in this annex relate to the subclause numbers inClause 7.

Table A.1 — Control objectivesTand controls

is for use by organizations acting as PII controllers, with or without the use of PII processprs.
SO/IEC 27001:202x, Annex A.

bnal or modified control objectives and controls listed in Table A.1 are directly dérived ffom
l with those defined in this document and are to be used in context with ISO/IEC 27001:202x,

MS

A.7.2 Condjitions for collection and processing

Objective:
To determipe and document that processing is lawful,with legal basis as per applicable jurisdictions, with
clearly defined and legitimate purposes.
Control
A721 Identify and o ) . .
el document purpose The’organization shall identify and document the specific purposes
for which the PII will be processed.
Control
A7.2.2 Identify lawfutbasis | The organization shall determine, document and comply with the
relevant lawful basis for the processing of PII for the identified
purposes.
Control
Deterniine when and
A7.2.3 howrconsent is to be | The organization shall determine and document a process by which
obtained it can demonstrate if, when and how consent for the processing o
PII was obtained from PII principals.
Control
A72 Obtatrandrecord
7.2.4 consent The organization shall obtain and record consent from PII principals
according to the documented processes.
Control
A72.5 Privacy impact The organization shall assess the need for, and implement where
assessment appropriate, a privacy impact assessment whenever new processing
of PII or changes to existing processing of PIl is planned.
Control
Contracts with PII The organization shall have a written contract with any PII pro-
A7.2.6 processors cessor that it uses, and shall ensure that their contracts with PII
processors address the implementation of the appropriate controls
in Annex B.
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Table A.1 (continued)

A7.2.7

Joint PII controller

Control

The organization shall determine respective roles and responsibil-
ities for the processing of PII (including PII protection and security

requirements) with any joint PII controller.

A7.2.8

Records related to
processing PII

Control

The organization shall determine and securely maintain the neces-
sary records in support of its obligations for the processing of PII.

Objlective:

A.7.3 Obligations to PII principals

To ¢nsure that PII principals are provided with appropriate information about the processingftheir PII, and
to theet any other applicable obligations to PII principals related to the processing of their PIL

making

Control
Determining and o ) ]
A713.1 fulfilling obligations to| The organization shall (_iete_rmlne and dqcument their legpl, regu-
PII principals latory and business obligations to Pllgprincipals related t¢ the pro-
cessing of their PIl and provide the-n}éans to meet these dbligations.
Control
A7l3.2 Determining informa- | The organization shall deterniifie and document the inforimation to
tion for PII principals  |pe provided to PII princjpals regarding the processing of their PII
and the timing of such-aprovision.
Control
A713.3 Providing information | The organization‘shall provide PII principals with clear apd easily
to Pl principals accessible information identifying the PII controller and describing
the processing of their PII.
Providing mechanism |Control
A7[3.4 to modify or withdraw | The'grganization shall provide a mechanism for PII princ{pals to
consent madify or withdraw their consent.
Providing mechanisni \ ¢ontrol
A713.5 to object to PII The organization shall provide a mechanism for PII princ|pals to
processing object to the processing of their PII.
Control
A713.6 Access, correction or | The organization shall implement policies, procedures orfmecha-
erasRss nisms to meet their obligations to PII principals to access| correct or
erase their PII.
Control
P_H contr'ollers' ob}iga- The organization shall inform third parties with whom P]I has been
AT7L3.7 tions to inform third  |shared of any modification, withdrawal or objections perfaining to
parties the shared PII, and implement appropriate policies, procedures or
mechanisms to do so.
Comtrot
A Providing copy of PII
7.3.8 processed The organization shall be able to provide a copy of the PII that is
processed when requested by the PII principal.
Control
A7.3.9 Handling requests The organization shall define and document policies and procedures
for handling and responding to legitimate requests from PII princi-
pals.
Control
A73.10 Automated decision | The organization shall identify and address obligations, including

legal obligations, to the PII principals resulting from decisions made

by the organization which are related to the PII principal
solely on automated processing of PII.

based
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Table A.1 (continued)

Objective:

A.7.4 Privacy by design and by privacy default

To ensure that processes and systems are designed such that the collection and processing of PII (including use,
disclosure, retention, transmission and disposal) are limited to what is necessary for the identified purpose.

A74.1

Limit collection

Control

The organization shall limit the collection of PII to the minimum
that is relevant, proportional and necessary for the identified pur-

pﬂQPQ

A7.4.2

Limit processing

Control

The organization shall limit the processing of PII to that whieh is
adequate, relevant and necessary for the identified purposeés.

A74.3

Accuracy and quality

Control

o

The organization shall ensure and document that PII is as accuraf
complete and up-to-date as is necessary for the,purposes for whi¢h
itis processed, throughout the life-cycle ofthe PII.

A744

PII minimization
objectives

Control

The organization shall define and doewment data minimization op-
jectives and what mechanisms (slich'as de-identification) are usefl
to meet those objectives.

A.7.4.5

PII de-identification
and deletion at the end
of processing

Control

The organization shalleither delete PII or render it in a form whi¢h
does not permit identification or re-identification of PII principal$
as soon as the original PII is no longer necessary for the identifieq

purpose(s).

A7.4.6

Temporary files

Control

The organization shall ensure that temporary files created as
aresult/of the processing of PIl are disposed of (e.g. erased or
destroyed) following documented procedures within a specified,
doeumented period.

A7.4.7

Retention

Control

The organization shall not retain PII for longer than is necessary for
the purposes for which the PII is processed.

A74.8

Disposal

Control

The organization shall have documented policies, procedures or
mechanisms for the disposal of PII.

A.7.49

PII transmission con-
trols

Control

The organization shall subject PII transmitted (e.g. sent to anothe
organization) over a data-transmission network to appropriate

—

controls dpqignpd to ensure that the data reaches itsintended des$ti-
nation.

Objective:

A.7.5 PII sharing, transfer and disclosure

To determine whether and document when PII is shared, transferred to other jurisdictions or third parties or
disclosed in accordance with applicable obligations.

Identify basis for PII | Control

A7.5.1 transfer between The organization shall identify and document the relevant basis for
jurisdictions transfers of PIl between jurisdictions.
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Table A.1 (continued)

Countries and inter-
national organizations

Control

A.7.5.2 to which PII can be The organization shall specify and document the countries and
transferred international organizations to which PII can possibly be transferred.
Control
A75.3 Records of transfer The organization shall record transfers of PII to or from third par-
of PII ties and ensure cooperation with those parties to support future
requests related to obligations to the PII principals.
R d fPII d l CUIILIU[’
ecords o isclo-
A7|5.4 rties,

sures to third parties

The organization shall record disclosures of PII to thirdp
including what PII has been disclosed, to whom and‘at wh

at time.
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Annex B
(normative)

PIMS-specific reference control objectives and controls (PII

This anne
subcontrag

The additi

Processors)

k is for use by organizations acting as PII processors, with or without the use ,of| PIl
tors. It extends ISO/IEC 27001:202x, Annex A.

bnal or modified control objectives and controls listed in Table B.1 are directly dérived ffom

and alignefl with those defined in this document and are to be used in context with ISO/IE€ 27001:2(02x,
6.1.3 as refined by this document.
Not all the control objectives and controls listed in this annex need to be_included in the P[MS
implementation. A justification for excluding any control objectives shall be iricluded in the Statenjent
of Applicability (see 5.4.1.3). Justification for exclusion can include where the,controls are not deerI;ed
necessary [by the risk assessment, and where they are not required by.{dr are subject to exceptions
under) thelapplicable legislation or regulation.
NOTE [lause numbers in this annex relate to the subclause numbers in'Clause 8.
Table B.1 — Control objectivesand controls
B.8.2 Conditions for collection and processing
Objective:
To determipe and document that processing is lawful,with legal basis as per applicable jurisdictions, and with
clearly defined and legitimate purposes.
Controtl
Customer The’organization shall ensure, where relevant, that the contract to
B.8.2.1 agreement process Pll addresses the organization’s role in providing assistapce
with the customer’s obligations, (taking into account the nature df
processing and the information available to the organization).
Control
B.8.2.2 Organization's The organization shall ensure that PII processed on behalf of a
purposes customer are only processed for the purposes expressed in the d¢c-
umented instructions of the customer.
Control
. The organization shall not use PII processed under a contract for the
B.8.2.3 Marketing and purposes of marketing and advertising without establishing that
advertising use prior-consent-was-obtained-from-the-appropriate PHprineipal-TFHe
organization shall not make providing such consent a condition for
receiving the service.
Control
Infringing
B.8.2.4 instruction The organization shall inform the customer if, in its opinion, a pro-
cessing instruction infringes applicable legislation or regulation.
Control
B.8.2.5 Customer The organization shall provide the customer with the appropriate
obligations information such that the customer can demonstrate compliance
with their obligations.
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Table B.1 (continued)

B.8

.2.6

Records related to
processing PII

Control

The organization shall determine and maintain the necessary re-

cords in support of demonstrating compliance with its ob

ligations

(as specified in the applicable contract) for the processing of PII

carried out on behalf of a customer.

Obj
To

ective:

B.8.3 Obligations to PII principals

andg

ensure that PII principals are provided with the appropriate information ahout the processing of
to meet any other applicable obligations to PII principals related to the processing of their Pl

heir PII,

B.8

31

Obligations to PII
principals

Control

The organization shall provide the customer with the me
ply with its obligations related to PII principals.

hns to com-

B.§
Obj

To
dis

ective:

.4 Privacy by design and privacy by default

bnsure that processes and systems are designed such that the collection ahd)processing of PII (in
Closure, retention, transmission and disposal) are limited to what is ne€egsary for the identified

luding use,
urpose.

Control

The organization shall ensure that temporary files create

d as

disclosure requests

B.g14.1 Temporary files aresult of the processing of PII are disposed of (e.g. erasefd or
destroyed) following)documented procedures within a sgecified,
documented perigd.

Control
B.gl4.2 Return, transfer or | The orgamization shall provide the ability to return, trangfer or dis-
disposal of PII posal of PIl in a secure manner. It shall also make its polidy available
to the.customer.
Centrol
B.gl4.3 PII transmission The organization shall subject PII transmitted over a datd-transmis-
controls sion network to appropriate controls designed to ensure that the
data reaches its intended destination.

B.8.5 PII sharing, transfer and.disclosure

Objective:

To fletermine whether-and document when PII is shared, transferred to other jurisdictions or third garties or

disflosed in accordance‘with applicable obligations.

Control
Basis for PII The organization shall inform the customer in a timely manner of
B.g5.1 transfer between | the basis for PII transfers between jurisdictions and of anly intended
jurisdictions changes in this regard, so that the customer has the abilitly to object
to such changes or to terminate the contract.
Countries and INter- | Control
B.8.5.2 national organiza- o ] ]
-G-9. tions to which PII | The organization shall specify and document the countries and
can be transferred |international organizations to which PII can possibly be transferred.
Records of PII Control
B.8.5.3 disclosures to third |The organization shall record disclosures of PII to third parties,
parties including what PII has been disclosed, to whom and when.
o Control
B.8.5.4 Notification of PII

The organization shall notify the customer of any legally binding

requests for disclosure of PII.
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Table B.1 (continued)

Control

The organization shall reject any requests for PII disclosures that

B.8.5.5 ngally binding PII | are not legally binding, consult the corresponding customer before
disclosures making any PII disclosures and accepting any contractually agreed
requests for PII disclosures that are authorized by the correspond-
ing customer.
Disclosure of sub- | Control
B.8.5.6 contractr())IrYs used to | The organization shall disclose any use of subcontractors to process
pro€essT PITTO the customer DelOT e USe.
Engagement of a Control
B.8.5.7 subcontractorto | The organization shall only engage a subcontractor to prédess PI
process PII according to the customer contract.
Control
Change of subcon- | The organization shall, in the case of having geriepal written authjpr-
B.8.5.8 tractor to process |jzation, inform the customer of any intended changes concerning
PII the addition or replacement of subcontractors to process PII, there-
by giving the customer the opportunity tg object to such changes
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Annex C

(informative)

Mapping to ISO/IEC 29100

Table C.1 and C.2 give an indicative mapping between provisions of this document and the privacy

priges o1 O g

apH : erhew-comy erequirements

and controls of this document relates to the general privacy principles specified in ISO/IEC:29100.

Table C.1 — Mapping of controls for PII controllers and ISO/IEC 29100

Privacy principles of
ISO/IEC 29100

Related controls for PII controllers

1. donsent and Choice

A.7.2.1 Identify and document purpose

A.7.2.2 ldentify lawful basis

A.7.2.3 Determine when and how.€ensent is to be obtained
A.7.2.4 Obtain and record consent

A.7.2.5 Privacy impact asseSsment

A.7.3.4 Providing mechanism to modify or withdraw consent
A.7.3.5 Providingntechanism to object to processing

A.7.3.7 PII controllers' obligations to inform third parties

2. Hurpose legitimacy and
specification

A.7.2.1 Identify and document purpose

A.7.2.2 Identify lawful basis

A.7.2:5 Privacy impact assessment

A’7.3.2 Determining information for PII principals
A.7.3.3 Providing information to PII principals

A.7.3.10 Automated decision making

3. (ollection limitation

A.7.2.5 Privacy impact assessment

A.7.4.1 Limit collection

4. )ata minimization

A.7.4.2 Limit processing
A.7.4.4 PIl minimization objectives

A.7.4.5 PII de-identification and deletion at the end of processipg

5. Use, retention and disclosure
limlitation

A.7.4.4 PIl minimization objectives

A.7.4.5 PII de-identification and deletion at the end of processihg

A.7.4.6 Temporary files

A.7.4.7 Retention

A.7.4.8 Disposal

A.7.5.1 Identify basis for PII transfer between jurisdictions

A.7.5.4 Records of PII disclosure to third parties

6. Accuracy and quality

A.7.4.3 Accuracy and quality

7. Openness, transparency and
notice

A.7.3.2 Determining information for PII principals

A.7.3.3 Providing information to PII principals
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Table C.1 (continued)

Privacy principles of Related controls for PII controllers
ISO/IEC 29100

8. Individual participation and A.7.3.1 Determining and fulfilling obligations to PII principals
access

A.7.3.3 Providing information to PII principals
A.7.3.6 Access, correction or erasure

A.7.3.8 Providing copy of PII processed

A.7.3.9 Handling requests

9. Accountgbility A.7.2.6 Contracts with PII processors

A.7.2.7 Joint PII controller

A.7.2.8 Records related to processing PII

A.7.3.9 Handling requests

A.7.5.1 Identify basis for PII transfer between jurisdictions

A.7.5.2 Countries and international organizations.te'which PII can be
transferred

A.7.5.3 Records of transfer of PII

10. Informgtion Security A.7.2.6 Contracts with PII processors

A.7.49 PII transmission controls

11. Privacy|compliance A.7.2.5 Privacy impact assessment

Table C.2 — Mapping of controls for PII precessors and ISO/IEC 29100

Privacy prjinciples of ISO/IEC 29100 Related controls-for PII processors

1. Consent and choice B.8.2.5 Custonrer obligations

2. Purpose|legitimacy and specification |B.8.2.1 Customer agreement
B.8.2:2.0rganization’s purposes
B.8-2.3 Marketing and advertising use
B.8.2.4 Infringing instruction

B.8.3.1 Obligations to PII principals
3. Collection limitation N/A

4. Data mirfimization B.8.4.1 Temporary files

5. Use, reteption and disclosure limitation|B.8.5.3 Records of PII disclosure to third parties
B.8.5.4 Notification of PII disclosure requests

B.8.5.5 Legally binding PII disclosures

6. Accuracy and quality N/A

7. Openness;tramsparency amdmotice B-8-5-6 Disclosureof subcontractorsusedtoprocess P
B.8.5.7 Engagement of a subcontractor to process PII

B.8.5.8 Change of subcontractor to process PII

8. Individual participation and access B.8.3.1 Obligations to PII principals

9. Accountability B.8.2.6 Records related to processing PII
B.8.4.2 Return, transfer or disposal of PII
B.8.5.1 Basis for PII transfer between jurisdictions

B.8.5.2 Countries and international organizations to which PII can
be transferred

10. Information security B.8.4.3 PII transmission controls
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