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Introduction

This Internationa
facilitate the interd
International Starn
tems Interconneq
standardization ¢
‘manageable size

The goal of Open
agreement outsid
processing syste

— from differ
— under diffe
— of different
— of different
This International

for commitment,
be applicable to 3

The CCR protocd

a) the épecific
8824);

b) the element
tives to the C(
ing of CCR AH
ceived from th

c) the CCR pr

d) the presenf
APDUs.

I

rent managements;

Standard is one of a set of International Standards produced to
onnection of information processing systems. Itis related to other

dards in the set as defined by the Reference Model! for Open Sys-
tion (ISO 7498). The Reference Model subdivides the area of

r interconnection into a series of layers of specification, each of

Systems Interconnection is to allow, with a minimum of technical

e the interconnection standards, the interconnection of information

S:

t manufacturers;

levels of complexity; and

technologies.

Standard specifies the protocol for the application‘service-element
oncurrency, and recovery (CCR). These services are intended to
wide range of application-process communication requirements.

| specification consists of the following'main components:

htion of the CCR APDUs using-Abstract Syntax One (ASN.1, ISO

5 of procedure for issuing ©€CR service indication and confirm primi-
R service-user whem GER APDUs are received and for the send-
DUs when CCR seryice request and indication primitives are re-
e CCR service-user;

btocol machine specified in terms of a state table; and

ation” services (1ISO 8822) used for sending and receiving CCR

The CCR protocol shares the presentation-service with other application-service-

elements.

The requirement to provide support for CCR together with other application-service-

elements is satisf

ied by reference to this International Standard.

Annex A contains the definitions of the structure of the CCR APDUs.

Annex B describe

of another referen

element is called

vi

s the transfer of CCR APDUs as the values of a special parameter
cing application-service-element. Such an application-service-
a co-operating main service.
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Information technology — Open Systems Interconnection —
Protocol specification for the Commitment, Concurrency

and Recovery service element

1 Scope

This Intefnational Standard is to be applied by reference
from othgr specifications. This is done within such specifi-
cations by reference to the CCR services defined in ISO/IEC
9804. A reference to a CCR service invokes the procedures
of this International Standard to cause external effects.

This Intefnational Standard applies whenever the use of
CCR seryices does not encompass any communication ac-
tivity whigh makes direct or indirect use of the session activ-
ity management services defined in ISO 8326. 1t can be
used insifle a session activity, and on a session-connection
where theg session activity functional unit is notin use. It can
also be ppplied when the S-ACTIVITY service is used
through the mechanisms of annex B.

This Intemational Standard specifies the static and dynamic
conformgnce requirements for systems implementing these
procedures. It does not contain tests which can be dsed to
demonstdate conformance.

2 Normative references

The folloying standards contain provisions which, through
referencq in this text, constitute grovisions of this Interna-
tional Standard. At the time ofpublication, the editions indi-
cated wefe valid. All standards-are subject to revision, and
parties tolagreements based-on this International Standard
are encoliraged to investigate the possibility of applying the
most recgnt editions-0fthe standards listed below. Members
of IEC and ISO maintain registers of currently valid Interna-
tional Standards:

ISO 7498:1984, Information processing systems — Open

ISO 8326:1987/Add.2:—"), Information g
—~ Open Systems Intercongection —
oriented session service definition — Add4
user data.

ISO/TR 8509:1987 Information processi,

rocessing systems
Basic connection
bndum 2: Unlimited

g systems - Open

Systems Interconniéction — Service Conventions.

ISO 8649:1988;” Information processing
Systems dnterconnection — Service defin
ation Cantrol Service Element.

ISQ 8822:1988, Information processing
Systems Interconnection — Connection
tion service definition.

ISO 8824:1990, Information processing
Systems Interconnection — Specification
Notation One (ASN.1).

ISO 8825:1990, Information processing

Systems Interconnection — Specification,
Rules for Abstract Syntax Notation One

ISO/NIEC 9545:1989, Information technd
tems Interconnection — Application Lay§

ISO/IEC 9804:1990, Information technd
tems Interconnection — Service definitig
ment, Concurrency and Recovery servig

3 Definitions

3.1 Reference model definitions

systems — Open
tion for the Associ-

systems — Open
priented presenta-

systems — Open
of Abstract Syntax

systerns — Open
of Basic Encoding
ASN.1).

logy — Open Sys-
r structure.

logy — Open Sys-
n for the Commit-
e element.

Systems Interconnection — Basic Heference Model.

ISO 7498-3:1989, Information processing systems — Open
Systems Interconnection — Basic Reference Model - Part 3:
Naming and addressing.

ISO 8326:1987, Information processing systems — Open
Systems Interconnection — Basic connection oriented ses-
sion service definition.

1)  To be published.

This International Standard makes use of
defined in 1ISO 7498:

a) Application Layer;

the following terms

b) application association; association;

)
)
c) application-process;
d) application-entity;

)

e) presentation-service;
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f) presentation-connection;
g) session-service; and
h) session-connection.

3.2 Naming and addressing definitions

This International Standard makes use of the following terms
defined in ISO 7498-3:

a) application-process title;
b) application-entity qualifier;

b) application-service-element;

c¢) multiple association control function;
d) single association control function; and
e) single association object.

3.7 CCR service definitions

This International Standard makes use of the following terms
defined in ISO/IEC 9804:

1) acceptor;

c) applicatior]-entity fitle;

3.3 Service cgnventions definitions

This Internationgl Standard makes use of the following terms
defined in ISO/T|R 8509:

a) service-provider;

b) service-uspr;

¢) confirmed ervice;
d) non-confirfned service;
e) primitive;
f) request (prjmitive);
) indication {primitive);
h) response {primitive); and
i) confirm (primitive).

3.4 Presentatlon service definitions

This International Standard makes use of the followingterms
defined in ISO §822:

a) abstract syntax;

b) abstract syntax name;

¢) defined context set;

d) presentatipn context; and

e) presentatipn data value:

3.5 ACSE setrvicedefinitions

This Internationdl Standard makes use of the following terms

)
?)

3) atomic action;

application failure;

4) atomic action branch; branch;
5) atomic action branch identifier;branch identifier;
6) atomic action data;

7) atomic action identifier;
8) atomic action tree;

9) atomicity;

10) bound data;

11) CCRService-provider;
12) CCR service-user;

13) commitment of an atomic action branch;|commit-
ment;

14) communication failure;
15) concurrency control;

16) cooperating main service;
17) distributed application;
18) doubt period;

19) durability;

20) final state;
21) heuristic decision;
22) initial state;

23) intermediate CCR service-user; intermediate;
24) intermediate state;
25) interrupted branch;
26) isolation;

defined in ISO 8649:
a) association-initiator; and
b) association-responder.

3.6 Application Layer Structure definitions

This International Standard makes use of the following terms
defined in ISO/IEC 9545:

a) application-entity-invocation;

27) leaf CCR service-user; leaf;

28) local commitment procedures;

29) local rollback procedures;

30) master CCR service-user; master;

31) offer of commitment of an atomic action branch;
offer of commitment;

32) order of commitment of an atomic action branch;
order of commitment;

33) phase [;
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34) phase II;
35) presumed rollback;
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4.3 Other abbreviations

The following abbreviations are used in this International

36) recovery control; Standard.

37) recovery responsibility for an atomic action branch; ACSE Association Control Service Element

recovery responsibility; N . ‘

38) referencing specification; AE applfcatfon-ent.ny . .

39) requestor: AE! app:!cat!omentlty invocation

40) rollback of an atomic action branch; rollback; ﬁgDU applfcat!omprocessl q "

application-protocol-data-uni

41) subordinate of an atomic action branch; subordi- PP o P

nate; and ASE application-service-element

42) superior of an atomic action branch; superior. ASN.1  Abstract Syntax Notation'®ne

CCR Commitment, concurrency} and recovery
3.8 CCRYprotocol specification definitions application-serviee-element
For the pyrpose of this International Standard, the /following CCRPM  CCR protocolmachine
definitions apply. cnf confirm-primitive
3.8.1 accppting CCR protocol machine: The CCR proto- ind indication primitive
col machine whose service-user is the acceptor for a par- Osl Open Systems Interconnegtion
ticular COR service. -
‘ req request primitive
3.8.2 CCR protocol machine: the protocol machine of the rsp response primitive
CCR application-service-element specified in this Interna-
tional Stapdard.
. 5(Conventions
3.8.3 requiesting CCR protocol machine: The CCR proto-
col machihe whose service-user is the requestor for a par- 5.1 This International Standard employs & tabular presenta-
ticular CQR service. tion of its APDU fields. In clause 7, table}l are presented for
each CCR APDU. Each field is summatized using the fol-

4 Symbols and abbreviations

4.1 Data
APDU

4.2 Type

The follow

tion-proto

dard.
C-BE(Q
C-BEQ
C-PRE

units

application-protocol-data-unit

s of application-protocol-data-units

ing abbreviationshave been given to the applica-
col-data-units defined in this International Stan-

IN-RI
IN-RC
PARE-RI

lowing notation:

M presence is mandatory

0O presence is CCRPM optiof

U presence is CCR service-yser option
req source is the related requdst primitive
ind sink is the related indicatiop primitive
rsp source is the related respgnse primitive
enf sink is the related confirm primitive
CCRPM  source or sink is the CCRFM

5.2 The structure of each CCR APDU is
A using the abstract syntax notation of A

I~ W aYaln NI

specified in annex
5N.1 (ISO 8824).

e of its APDUs. In

C-READY-RI
C-ROLLBACK-RI
C-ROLLBACK-RC
C-COMMIT-R!
C-COMMIT-RC

R TOT T ans

-tk domodion oof o
WO TN LUTTULLCTIATTIVITT UT OVTT

clause 9 an ASN.1-like notation is used to express the
allowed concatenations. ‘

6 Overview of the CCR protocol

C-RECOVER-R!
C-RECOVER-RC

6.1 Service support

The protocol specified-in this International Standard sup-
ports the services defined in ISO/IEC 9804. These services
are listed in table 1.
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6.2 Constraints on ACSE services

6.2.1 An application-entity invocation (AEI) establishes an
association to exchange CCR APDUs with another AEI by

using the A-ASSOCIATE service of ACSE (ISO 8649).

6.2.2 When establishing the association, the following Pres-
entation and Session Requirements must be specified on
the A-ASSOCIATE service:

presentation kernel functional unit

session kerne

session typedd

session majof
sessian minof

| functional unit

synchronize functional unit
synchronize functional unit

session resynichronize functional unit

6.2.3 When estaplishing the association, the following op-

tional parameterg
be specified:
a) Calling AP
b) Calling AE

of the ACSE A-ASSOCIATE service must

itle
ualifier

c) Responding AP title
d) Responding AE qualifier

6.3 Use of the

6.3.1 CCR uses
vices:

P-DATA
P-TYPED-DA
P-SYNC-MAJ
P-SYNC-MIN
P-RESYNCH

6.3.2 CCR APDL
of the above pre
tation data valug
each CCR APDU

presentation service

he following presentation (ISO 8822) ser-

TA
OR
DR
RONIZE(restart)

s are passed in the Uset\Data parameters
Eentation services as-one or more presen-
s. The value of the~ASN.1 data type for
is specified in annex A. If more than one

Table 1 - CCR services

ASN.1 data type is sent, a corresponding number of presen-
tation data values are included.

6.3.3 If other presentation data values are present on a pres-
entation service primitive, the referencing specification shall
specify sequencing rules. These rules ensure that the CCR
semantics are maintained and comply with the concaten-
ation and mapping rules specified in clauses 9 and 10.

NOTE - The use of presentation-service parameters other than
User Data is specified in clause 9.

6.3.4 It is the responsibility of the CCR service-user to con-
o-the-presentation-contexts-available—n defined con-

text set of the undérlying presentation-connec¢ti

6.4 Relationship to the session-service gnd the

transport-service.

6.4.1 The session functional unitsirequired for the session-
connection that supports the presentation-connéction (that
in turn supports the association) are determined by the A-
ASSOCIATE service requestor and acceptor. They accom-
plish this using the Session Requirements paramieter on the
A-ASSOCIATE primitives. The required sessior] functional
units are given in6.2.

6.4.2 Thetules of the session-service affect the gdperation of
the CCRPM and its service-user. The CCR sérvice-user
must be.aware of these constraints. This Internafional Stan-
dard assumes that a local mechanism enforces|them. For
example, it is the responsibility of the CCR service-user to
control the possession of the available session tpkens.

6.4.3 If the Transport-expedited service is used
sion layer, the CCR service-user:

by the ses-

a) shall respond to a C-BEGIN indication with} a C-

BEGIN response; and

b) following a C-BEGIN request, shall not isslie C-
ROLLBACK request until after receipt of a C-BEGIN
confirmation.

If the Transport-expedited service is not used by the session
layer, these restrictions do not apply.

Service Type Requestor
C-BEGIN Optionally confirmed Superior
C-PREPARE Non-confirmed Superior
C-READY Non-confirmed Subordinate
C-COMMIT Confirmed Superior
C-ROLLBACK Confirmed Superior or subordinate
C-RECOVER Confirmed or Superior

Optionally confirmed Subordinate
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NOTE — The use of the session resynchronize service for C- tation-connection that supports the association with other
ROLLBACK is liable to cause purging of user data outside the ASEs.
atomic action. If the Transport-expedited service is used by ses-
sion and the above restrictions are not followed, the C-BEGIN . L )
can be purged and user-data preceeding it. It is expected that a 6.5.3 A QCR service primitive Is !ssued by a CCB service-
future change to session will prevent this possibility and thus user within a sequence of application or presentation service
allow the removal of this requirement. primitives on a single association, as defined in ISO/IEC
9804.
6.4.4 CCR requires use of session unlimited user data (see
ISO 8326 : 1987/Add.2). ‘ 6.5.4 The procedures specified in clause 7 are carried out
‘ as a result of the request and response primitives issued in
6.5 Operation of the CCRPM conformance with the CCRPM State Table defined in clause

8 and as a result of the receipt of presentation service primi-
tives carrying data values in the CCR presentation context.
The parameters of the CCR service primifjves are structured
according to annex A to produce (CCR APDUs. These
APDUs are transferred using the ‘ptesemtation-service ac-
cording to the specification given ih clauges 7, 9, and 10.

6.5.1 Thej
Internatiohal Standard as a protocol machine. This protocol
machine |is referred to as the CCR protocol machine
(CCRPM).

6.5.2 A CCRPM is used for a protocol exchange sequence
for one afomic action branch on an existing association. A

CCRF.)M ip glso used for a sequence gf atomnic action bran- abstract syntax for datatypes transferred in this context are
ches in which the completion (commitment or rollback) of defined in annex.A'by specifying the complete set of CCR

one overlaps with the beginning of the next one. The proce- . .
dures of I CCRPM are performed in co-operation with the ng%ls using (Astract Syntax Notation|One (ASN.1, ISO

overall CCR service-user. The CCRPM shares the presen-

6.5.5 The value of a CCRABDU is transfprred as a presen-
tation data value from.the)CCR presentgtion context. The
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7 Elements of procedures

The CCR protocol consists of the following procedures:

a) begin branch;

b) prepare subordinate;

¢) offer commitment;

d) order commitment;

e) rollback;

f) branch recovery;

Table 2 — C-BEGIN-RI fields

Field name Presence| Source Sink
atomic-action-identifier M req ind
branch-suffix M req ind
user-data U req ind
Table 3 — C-BEGIN-RC field
Field name Presence! Source Sink
g) order commitment and begin new branch; and user-data U req ind

h) rollback anI begin new branch.

The following su
descriptionsinclu
primitives norma
for concatenated
mapping specifie

Figures 1 1o 6 shd
The complete A
and those of the 1

clauses describe these procedures. The
de the specification of presentation service
ly used to carry CCR APDUs. However,

CCR APDUs, the presentation service
d in clause 10 applies.

w the ASN.1 structure of the CCR APDUs.
bN.1 module, containing these definitions
supporting datatypes, is in annex A.

7.1 Begin branch procedure

7.1.1 Purpose

This procedure ig
between two CC
service defined i

used to begin a new atomic action branch
R-service users. It supports the C-BEGIN
ISO/IEC 9804.

7.1.2 APDUs used

The procedure ug

C-BEGIN-RI
C-BEGIN-RC

The structure of 1

The C-BEGIN-RI
BEGIN-RC APDL

es the following CCR APDUs:

hese APDUs is shown in figure 1.

APDU fields are listed in table 2. The C-
J field is listed in table 3.

7.1.3 Prerequisite requirements

7.1.3.1 Forthere
that no other ato
ation.

questor;-the use of this procedure requires
mic.action branch is active on the associ-

7.1.4 Procedure operation
This procedure is driven by the following events:

a) C-BEGIN request primitive_from the requegtor;

b) C-BEGIN-RI APDU received by the accepfing
CCRPM;

c) C-BEGIN response/primitive from the acceptor; and

d) C-BEGIN-RCAPDU received by the requesting
CCRPM.

The events c) and d) are optional and may occul later.
7.1.4.1.C-BEGIN request primitive

Tihe requesting CCRPM forms a C-BEGIN-RI APDU from
parameter values of the C-BEGIN request primitiye. If the C-
BEGIN-RI is not concatenated with other CCR APDUs, the
CCRPM issues a P-SYNC-MINOR request primitive with the
APDU as a data value of the primitive’s User|Data par-
ameter. If the CCRPM concatenates the C-BEGIN-RI APDU
with another CCR APDU, it issues the approprigte presen-
tation service primitive as specified in clause 10, with the C-
BEGIN-RIAPDU as a data value in the user data parameter.

7.1.4.2 C-BEGIN-RI APDU

The accepting CCRPM receives a C-BEGIN-R! APDU from
its peer as user data on a P-SYNC-MINOR indication primi-
tive, if the APDU is unconcatenated. If the APIDU is con-
catenated with other CCR APDUs, the C-BEGIN-RI APDU
will be received as user data on the appropriatg presenta-
tion primitive as specified in clause 10. In eithef case, the
CCRPM issues a C-BEGIN indication primitivg with par-
ameter values derived from the APDU.

7.1.3.2 The requestor of the C-BEGIN request primitive shall
be the owner of the session synchronize-minor token.

C-BEGIN-RI ::= [1] SEQUENCE
{ atomic-action-identifier
branch-suffix
user-data

C-BEGIN-RC ::= [2] SEQUENCE
{ wuser-data

[0] ATOMIC-ACTION-IDENTIFIER,
[1] BRANCH-SUFFIX,
User-data OPTIONAL

User-data OPTIONAL }

Figure 1 — C-BEGIN APDUs
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7.1.4.3 C-BEGIN response primitive

The accepting CCRPM forms a C-BEGIN-RC APDU from
the parameter value of the C-BEGIN response primitive. If
the C-BEGIN-RC is not concatenated with other CCR
APDUs, the CCRPM issues a P-SYNC-MINOR response
primitive with the APDU as a data value of the primitive’s
User Data parameter. If the CCRPM concatenates the C-
BEGIN-RC APDU with another CCR APDU; it issues the ap-
propriate presentation service primitive as specified in
clause 10, with the C-BEGIN-RC APDU as a data value in
the user data parameter.

7.1.4.4 C-

The requesting CCRPM receives a C-BEGIN-RC APDU
from its|peer as user data on a P-SYNC-MINOR confirm
primitivg, if the APDU is unconcatenated. If the APDU is con-
catenated with other CCR APDUs, the C-BEGIN-RC APDU
will be received as user data on the appropriate presenta-
tion primitive as specified in clause 10. In either case, the
CCRPM issues a C-BEGIN confirm primitive with the par-
ameter yalue derived from the APDU.

7.1.5 Uge of the C-BEGIN-RI APDU fields

For the [requesting CCRPM: the fields of the C-BEGIN-RI
APDU gfe directly mapped from the corresponding parame-
ters on fhe C-BEGIN request primitive as specified in table
4.

The C-BEGIN request includes the Branch Identifier - Su-
perior's Name parameter on the request primitive. The par:
ameter yalue is the requestor’s AE title which was passed.in
the A-A$SOCIATE service used to establish the supparting
associafion and is not mapped to a field of the C-BEGIN-RI
APDU.

For the|accepting CCRPM: the fields of the'C-BEGIN-RI
APDU afe directly mapped to the corresponding parameters
on the §G-BEGIN indication primitive @s specified in table 4.

The accepting CCRPM also includes the Branch Identifier -
Superiof's Name parameter gnithie indication primitive. The
paramefer value is the requestor’s AE title passed in the A-
ASSOCJATE service used'to establish the supporting asso-
ciation.

7.1.6 Uge of the C-BEGIN-RC APDU field

For the pceepting and requesting CCRPM: the C-BEGIN-
RC APDU. field is directly mapped to and from the corre-

ISO/IEC 9805 : 1990 (E)

sponding parameter on the C-BEGIN response and confirm
primitives as specified in table 5.

Table 5 —Mapping of C-BEGIN rsp/cnf parameter

APDU field name Parameter hame

user-data User Data

7.1.7 Collisions

cannot occur.

NOTE — Collisions between two"G-BEGIN-RI APDUs cannot
occur because the CCR service-user must own the synchronize-
minor token when issuing €-BEGIN request (except when is-
sued with C-ROLLBACK)-0r'C-COMMIT|). The requirement to
own the token beforé_issuing C-RECQVER request (except
when replying to a/C-RECOVER indicatipn) makes collisions of
C-BEGIN-RI ARDUs-and C-RECOVER-RI APDUs impossible.

1

7.2 Prepare subordinate procedufe
7.2.1 Purpose
The,prepare subordinate procedure is ysed by the superior
10 request that the subordinate complete processing for the
atomic action branch and use the offer|[commitment proce-
dure (see 7.3) to complete the atomic gction branch. If of-
fering commitment is not possible, the gubordinate uses the
rollback procedure (see 7.5) to forcqd completion of the

atomic action branch. The prepare subpordinate procedure
supports the C-PREPARE service defined in ISO/IEC 9804.

7.2.2 APDU used
The procedure uses the following CCR|APDU.

C-PREPARE-RI
The structure of this APDU is shown inffigure 2.

The C-PREPARE-RI APDU field is listdd in table 6.

Table 6 — C-PREPARE-RI field

Field name Presence | [Source Sink

Usor-data U req ind

Table 4 — Mapping of C-BEGIN req/ind parameters

APDU field name Parameter name

atomic-action-identifier
{masters-name}
atomic-action-identifier
{atomic-action-suffix} | Atomic Action Identifier - Suffix
— Branch Identifier - Superior's Name
branch-suffix Branch Identifier - Suffix
user-data User Data

Atomic Action Identifier - Master's Name

7.2.3 Prerequisite requirements

None.

7.2.4 Prepare subordinate procedure

This procedure is driven by the following events:

a) C-PREPARE request primitive from the requestor;
and
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C-PREPARE-RI ::= [3] SEQUENCE
{ user-data

User-data OPTIONAL }

Figure 2 — C-PREPARE APDU

b) C-PREPARE-RI APDU received by the accepting
CCRPM.

7.2.4.1 C-PREPARE request primitive
The requesting CCRPM forms a C-PREPARE-RI APDU

from the parameter value of the C-PREPARE request primi-
tive. If the C-PREPARE-RI is not concatenated with other

7.2.6.3 A CCR service-user can initiate the rollback proce-
dure immediately after initiating the prepare procedure. In
this case the rollback can disrupt the prepare procedure.

7.3 Offer commitment procedure

7.3.1 Purpose

CCRAPDUSs, the (CRPM issues aP-TYPED-DATA request
primitive with the APDU as a data value of the primitive’s
User Data paraméter. If the CCRPM concatenates the C-
PREPARE-R! APDU with another CCR APDU, it issues the
appropriate preseptation service primitive as specified in
clause 10, with th¢ C-PREPARE-RI APDU as a data value
in the user data pgrameter.

7.2.4.2 C-PREPARE-RI APDU

The accepting CQRPM receives a C-PREPARE-RI APDU
from its peer as usger data on a P-TYPED-DATA indication
primitive, if the APIDU is unconcatenated. If the APDU is con-
catenated with other CCR APDUs, the C-PREPARE-RI
APDU will be received as user data on the appropriate pres-
entation primitive as specified in clause 10. In either case,
the CCRPM issuef a C-PREPARE indication primitive with
the parameter valye derived from the APDU.

7.2.5 Use of the §-PREPARE-RI APDU field

For the requesting and accepting CCRPM: the field of the
C-PREPARE-RI APDU is directly mapped to and from the
corresponding parameter on the C-PREPARE request and
indication primitivds as specified in table 7.

Table 7 — Mappjng of C-PREPARE req/ind‘\parameter

APDU Field Name Parameter name

user-data User Data

7.2.6 Collisions

7.2.6.1 The prepare subordinate procedure and the commit-
ment offer procedure miay be used simultaneously by the su-
perior and the su } ; j } ina

The offer commitment procedure is used by the subordinate
to inform its superior that it is offering commitment] The pro-
cedure supports the C-READY service defined inj ISO/IEC
9804.

7.3.2 APDU used

This procedure uses the follewing CCR-APDU.

C-READY-RI
The structure of thisS APDU is shown in figure 3.

The C-READY-RI APDU field is listed in table 8

Table 8 — C-READY-RI field

Field name Presence| Source Sink

user-data U req ind

7.3.3 Prerequisite requirements

For the requestor, the use of this procedure reqgires that
atomic action data for this branch are accessible|in stable
storage.

7.3.4 Offer commitment procedure
This procedure is driven by the foliowing events:

a) C-READY request primitive from the requesgtor; and

b} C-READY-RI APDU received by the accepting
CCRPM.

7.3.4.1 C-READY request primitive

collision of a C-PREPARE-RI APDU aﬁd a C-READY-RI
APDU. Both events are treated normally, resulting in the
issue of the appropriate indication primitives.

7.2.6.2 The prepare procedure and the rollback procedure
can be used simultaneously by the CCR service-users. The
collision is resolved in favour of the rollback procedure.

C-READY-RI ::= [4] SEQUENCE
{ user-data

The requesting CCRPM forms the C-READY-RI APDU from
the parameter value of the C-READY request primitive. If
the C-READY-RI is not concatenated with other CCR
APDUs, the CCRPM issues a P-TYPED-DATA request
primitive with the APDU as a value of the primitive’s User
Data parameter. If the CCRPM concatenates the C-READY-
R! APDU with another CCR APDU, it issues the appropriate

User-data OPTIONAL }

Figure 3 — C-READY APDU
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presentation service primitive as specified in clause 10, with
the C-READY-RI APDU as a data value in the user data par-
ameter.

7.3.4.2 C-READY-RI APDU

The accepting CCRPM receives a C-READY-RI APDU from
its peer as user data on a P-TYPED-DATA indication primi-
tive, if the APDU is unconcatenated. If the APDU is con-
catenated with other CCR APDUs, the C-READY-RI APDU
will be received as user data on the appropriate presenta-
tion primitive as specified in clause 10. In either case, the

CCRPM issues a C-READY indication primitive with the
parametervalue derived from the APDLUI

ISO/IEC 9805 : 1990 (E)

The structure of these APDUs is shown in figure 4

The C-COMMIT-RI APDU and the C-COMMIT-RC APDU
field are listed in table 10 and table 11, respectively.

Table 10 — C-COMMIT-RI field

7.3.5 Ude of the C-READY-RI APDU field

For the nequesting and accepting CCRPM: the field of the
C-READ|Y-RI APDU is directly mapped to and from the
corresponding parameter on the C-READY request and in-
dication primitives as specified in table 9.

Table|9 — Mapping of C-READY req/ind parameter

APDU Field name Parameter name

user-data User Data

7.3.6 Cqllisions

The commitment offer procedure and the prepare subordi-
nate progedure may be used simultaneously by the subar-
dinate afd the superior, respectively. This results in-a‘colli-
sion of a|C-READY-RI APDU and a C-PREPARE-RI'APDU.
Both events are treated normally, resulting in the issue of the
approprifite indication primitives.

7.4 Order commitment

7.4.1 Pdrpose

The order commitment précedure is used by a supetior to
request its subordinate to:telease its bound data in their final
state. It $upports the G-COMMIT service defined in ISO/IEC
9804.

7.4.2 APDUs used

The prodedtite uses the following CCR APDUs.

Field name Presence| Source Sink
user-data U req ind
Fable-ti—C-COMMIT-RC field
Field name Presence| $ource Sink
user-data €} rsp _cnf

7.4.3 Prerequisite requirements

For the requestorid.issue the C-COMMI
it is required that‘atomic action data for
cessible in stable storage. The request
owner of¢the session major/activity toke

For the acceptor toissue the C-COMMIT]|
itds required that no atomic action data
dccessible in stable storage.

7.4.4 Order commitment procedure

This procedure is driven by the following

T request primitive,
this branch are ac-
or shall also be the
n.

response primitive,
for this branch are

events:

a) C-COMMIT request primitive fron) the requestor;

and

b) C-COMMIT-RI APDU received by
CCRPM; and

c) C-COMMIT response primitive frd
and

d) C-COMMIT-RC APDU received 4
CCRPM.

7.4.4.1 C-COMMIT request primitive

The requesting CCRPM forms a C-COM
the parameter value of the C-COMMIT

issues a P-SYNC-MAJOR request prim
as a data value of the primitive’s User O

the accepting
m the acceptor;

y the requesting

MIT-RI APDU from
equest primitive. It
tive with the APDU
ata parameter.

C-COMMIT-RI
C-COMMIT-RC

C-COMMIT-RI ::= [5] SEQUENCE
{ wuser-data

C-COMMIT-RC ::= [6] SEQUENCE
{ user-data

7.4.4.2 C-COMMIT-RI APDU

The accepting CCRPM receives a C-COMMIT-RI APDU
from its peer as user data on a P-SYNC-MAJOR indication

User-data OPTIONAL 1}

User-data OPTIONAL }

Figure 4 — C-COMMIT APDUs
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primitive. Itissues a C-COMMIT indication primitive with the
parameter value derived from the APDU.

7.4.4.3 C-COMMIT response primitive

The accepting CCRPM forms a C-COMMIT-RC APDU from
the parameter value of the C-COMMIT response primitive.
It issues a P-SYNC-MAJOR response primitive with the
APDU as a data value of the primitive’s User Data par-

ameter.

7.4.4.4 C-COMMIT-RC APDU

The requesting CCRPM receives a C-COMMIT-RC APDU

from its peer as

7.5 Rollback
7.5.1 Purpose

The rollback procedure is used to force completion of an
atomic action branch. It supports the C-ROLLBACK service

defined in ISO/IEC 9804.

7.5.2 APDUs used

The procedure uses the following CCR APDUs.
C-ROLLBACK-RI

CROLLBRACK RO

Lser data on a P-SYNC-MAJOR confirm

primitive. It issugs a C-COMMIT confirm primitive with the

parameter value

Herived from the APDU.

7.4.5 Use of theE:-COMMIT-RI APDU fields

For the requesti
MIT-RI APDU fiel

g and accepting CCRPM: the C-COM-
0 is directly mapped to and from the corre-

sponding paramdter on the C-COMMIT request and indica-

tion primitives as

Table 12 — Ma

specified in table 12.

bping of C-COMMIT req/ind parameter

APDU Field nafme

Parameter name

user-data

User Data

7.4.6 Use of the

C-COMMIT-RC APDU field

For the accepting and requesting CCRPM: the C-COM-
MIT-RC APDU figld is directly mapped to and from the corre?
sponding paramegter on the C-COMMIT response and con-

firm primitives as

specified in table 13.

Table 13 — Mapping of C-COMMIT rsp/cnf parameter

APDU Field Name Parameter name
user-data User Data

7.4.7 Collision

None.

10

AN R A e g g

C-ROLLBACK-RI ::= [7] SEQUENCE
{ user-data

C-ROLLBACK-RC ::= [8] SEQUENCE
{ user-data

The structure of these APDUs is shown infigure|5.
The C-ROLLBACK-RI APDU field is listed in table 14. The
C-ROLLBACK-RC APDU field is listeg-in table 15.
Table 14 — C-ROLLBACK:-RI fields
Field name Presence| Source Sink
user-data U req ind
Table 15 — C-ROLLBACK-RC fieldg
Field name Presence| Source Sink
user-data U rsp cnf
7.5.3 Prerequisite requirements
For the requestor, the use of this procedure requiires either
a) no atomic action data for this branch are agcessible
in stable storage; or
b) the CCR service-user has been ordered to|rollback
by its superior.
7.5.4 Rollback procedure
This procedure is driven by the following events:
a) C-ROLLBACK request primitive from the rgquestor;
b) C-ROLLBACK Rl APDU received by the ag¢cepting
CCRPM:
c) C-ROLLBACK response primitive from the acceptor;
and
User-data OPTIONAL 1}
User-data OPTIONAL }

Figure 5 — C-ROLLBACK APDUs
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d) C-ROLLBACK-RC APDU received by the requesting
CCRPM.

7.5.4.1 C-ROLLBACK request primitive

The requesting CCRPM forms a C-ROLLBACK-RI APDU
from the parameter value of the C-ROLLBACK request
primitive. It issues a P-RESYNCHRONIZE(restart) request
primitive with the APDU as a data value of the primitive’s
User Data parameter.

7.5.4.2 C-ROLLBACK-RI APDU

The accepting CCRPM receives a C-ROLLBACK-RI APDU
from its
art) indigation primitive. Itissues a C-ROLLBACK indication
primitive{with the parameter value derived from the APDU.

For the dcceptor, if atomic action data for this branch are ac-
cessiblel|in stable storage, then it is required that these data
will be fgrgotten.

7.5.4.3 ¢-ROLLBACK response primitive

The accgpting CCRPM forms a C-ROLLBACK-RC APDU
from thel parameter value of the C-ROLLBACK response
primitivel. It issues a P-RESYNCHRONIZE(restart) re-
sponse Primitive with the APDU as a data value of the primi-
tive’s User Data parameter.

7.5.4.4 ¢-ROLLBACK-RC APDU

The redquesting CCRPM receives a C-ROLLBACK-RC
APDU from its peer as user data on a P-RESYN¢
CHRON|ZE(restart) confirm primitive. It issues a C-ROLL-
BACK cpnfirm primitive with the parameter value detived
from the|APDU.

7.5.5 USE of the C-ROLLBACK-RI APDU fields

For the Accepting and requesting CCRPM: the C-ROLL-
BACK-RI APDU field is directly mapped to and from the
correspgnding parameter on the C-ROLLBACK request and
indicatiop primitives as specifiedin table 16.

Table 16 — Mapping-of C-ROLLBACK req/ind
parameters

ISO/IEC 9805 : 1990 (E)

Table 17 — Mapping of C-ROLLBACK rsp/cnf
parameter

APDU Field name Parameter name

user-data User Data

APDU Field name Parameter name

user-dala User Data

C-ROLLBACK-RI from the association-initiator are dis-
carded (by the underlying session service-provider). This
mapping guarantees that roliback takes precedence over all
other allowed CCR protocol procedures.

-RlI APDU

If two C-ROLLBACK-R! APDUs collide, |the C-ROLLBACK-
RI APDU from the association-respondey is discarded by the
underlying session service-provider. That is, the associ-
ation-initiator wins. Therefere, for the association-respon-
der, the delivery of its (Ser data to the peer is not guaran-
teed. : o

7.6 Branch recovery procedure

7.6.1 Purpose

7.6.441 The branch recovery procedurd is used to recover
an.atomic action branch after the brangh was disrupted by
an application or communication failuje. The procedure
supports the C-RECOVER service definpd in ISO/IEC 9804.

7.6.1.2 This procedure either

a) makes a specific, previously disrupted branch active
on the association; or

b) is used by the superior of a branch that is in the pro-
cess of recovery on the association.

Case b) occurs when the superior usgs the procedure to
send a C-RECOVER-RI(commit) APDU to the subordinate
in response to a C-RECOVER-RI(ready) from the subordi-
nate.

7.6.2 APDUs used
The procedure uses the following CCR APDUSs.

C-RECOVER-RI
C-RECOVER-RC

7.5.6 Use of the C-ROLLBACK-RC APDU field

For the accepting and requesting CCRPM: the C-ROLL-
BACK-RC APDU field is mapped to and from the corre-
sponding parameter on the C-ROLLBACK response and
confirm primitives as specified in table 17.

7.5.7 Disruptive effects

Because the C-ROLLBACK service is mapped on the P-RE-
SYNCHRONIZE(restart) service, CCR APDUs other than a

The structure of these APDUs is shown in figure 6.

The fields of the C-RECOVER-RI APDU are listed in table
18. The fields of the C-RECOVER-RC APDU are listed in
table 19.

7.6.3 Prerequisite requirements
For the requestor, atomic action data for this branch is re-
quired to be accessible in stable storage. If this procedure

is being used to make a specific, previously disrupted branch
active (see 7.6.1), the following is also required:

11
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C-RECOVER-RI ::= [9] SEQUENCE
{ atomic-action-identifier
branch-identifier
recovery-state

{ commit
ready
user-data

}

C-RECOVER-RC ::= [10] SEQUENCE
{ atomic-action-identifier
branch-identifier

[0] ATOMIC-ACTION-IDENTIFIER,
[1] BRANCH-IDENTIFIER,

[2] CHOICE
(11 NULL,
[2] NULL} ,

User-data OPTIONAL

[0] ATOMIC-ACTION-IDENTIFIER,
[17 BRANCH-IDENTIFIER,

recovery-state [2] CHOICE
{ done [1] NULL,
unknown [2] NULL,
retry-lacer [3T NOLCLT ,
user-data User-data OPTIONAL

}

Tablg 18 — C-RECOVER-RI fields

Figure 6 — C-RECOVER APDUs

Table 19 — C-RECOVER-RC fields

Field name Presence| Source | Sink
atomic-action-idgntifier M req ind
branch-identifier M req ind
recovery-state M req ind
user-data U req ind

Field name Presence| Source || Sink
atomic-action-identifier M rsp cnf
branch-identifier M rsp cnf
recovery-state M rsp cnf
user-data U rsp cnf

‘a) No other atpmic action branch is active on this asso-
ciation.

b) The requeslor is the owner of the session syn-
chronize-minofr token.

NOTE — The brgnch recovery procedure is mapped on the pres-
entation P-TYPED-DATA service. This ownership requirement
is made to avoid a collision of a C-RECOVER-RI APDU with a
C-BEGIN-RI APPU.

7.6.4 Branch redovery procedure
This procedure ig driven by the following events:

a) C-RECOVHR request primitive front the requestor;

b) C-RECOVHR-R! APDU recgived by the accepting
CCRPM;

¢) C-RECOVHR response\primitive from the acceptor;
and

d) C-RECOVHR-RE.APDU received by the requesting
CCRPM

7.6.4.1.C-RECOVER request primitive

The requesting CCRPM forms a C-RECOVER-RI APDU
from parameter values of the C-RECOVER reqliest primi-
tive. The value of the Recovery State parametet is derived
by the CCR service-user from the atomic action|data. The
requesting CCRPM issues a P-TYPED-DATA request primi-
tive with the APDU as a data value of the primifive’s User
Data parameter.

7.6.4.2 C-RECOVER-RI APDU

The accepting CCRPM receives a C-RECOVER-RI APDU
from its peer as user data on a P-TYPED-DATA indication
primitive. It issues a C-RECOVER indication primitive with
parameter values derived from the APDU.

7.6.4.3 C-RECOVER response primitive
The accepting CCRPM forms a C-RECOVER-RC APDU

from parameter values of the C-RECOVER respgnse primi-
tive. The value of the Recovery State paramete is derived

If the requestor is the superior, all four events occur. If the
requestor is the subordinate, the acceptor (i.e., the superior)
has two options:

e) it may reply with a C-RECOVER response primitive,
thus continuing this procedure; or

f) it may reply with a C-RECOVER request primitive,
thus ending this procedure and initiating a new branch
recovery procedure (as the requestor).

12

by the CCRservice user fronT the atomic actiomdata. The
accepting CCRPM issues a P-TYPED-DATA request primi-
tive with the APDU as a data value of the primitive’s User
Data parameter.

7.6.4.4 C-RECOVER-RC APDU

The requesting CCRPM receives a C-RECOVER-RC APDU
from its peer as user data on a P-TYPED-DATA indication
primitive. Itissues a C-RECOVER confirm primitive with the
parameter values derived from the APDU.
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7.6.5 Use of the C-RECOVER-RI APDU fields

For the requesting and accepting CCRPM: the fields of
the C-RECOVER-RI APDU are directly mapped to and from
the corresponding parameters on the C-RECOVER request
and indication primitives as specified in table 20.

Table 20 — Mapping of C-RECOVER req/ind
parameters

APDU Field name Parameter name

B, 3

i N leloundifioy
TtOMe7xCHl

TOFCGCHHOT

ISO/IEC

7.7.4 Procedure operation

9805 : 1990 (E)

This procedure is driven by the following events:

a) C-COMMIT request primitive + C-
primitive from the requestor;

BEGIN request

b) C-COMMIT-RI APDU + C-BEGIN-RI APDU re-

ceived by the accepting CCRPM;

c) C-COMMIT response primitive fro
and

m the acceptor;

d).C-COMMIT-RC APDU received by the requesting

CCRPM.

atomic-geteon-identifier
branch-{dentifier
recovery-state
user-daja

Branch Identifier
Recovery state
User Data

7.6.6 Us[ of the C-RECOVER-RC APDU fields

For the pccepting and requesting CCRPM: the fields of
the C-RECOVER-RC APDU are directly mapped to and from
the corrpsponding parameters on the C-RECOVER re-
sponse 4and confirm primitives as specified in table 21.

Tdble 21 — Mapping of C-RECOVER rsp/cnf
parameters

APDU Field name Parameter name

Atomic Action Identifier
Branch ldentifier
Recovery state

User Data

atomic-fction-identifier
branch-|dentifier
recovery-state
user-daja

7.6.7 Cdllisions

None.

7.7 Order commitment and begin branch
pro¢edure

7.7.1 Purpose

This propedure is usediby a superior to request its subordi-
nate to r¢lease its bound data in the final state on one atomic
action bfanch, while’beginning a new atomic action branch
betweet| the #wg CCR-service users. It supports the C-
COMMIT and-C-BEGIN services defined in ISO/IEC 9804.

NOTE — The C-BEGIN response primiti
RC APDU may optionally occur with ¢)-al

e and the C-BEGIN-
d d) respectively. -

7.7.4.1 C-COMMIT request primitive + ¢-BEGIN request

primitive

The requesting CCRPMferms a C-COMMIT-RI APDU and
a C-BEGIN-RI APDU-rom parameter vglues of the C-COM-

MIT request primitiveand C-BEGIN rg
spectively. It issues a P-SYNC-MAJO
with the APDUs)as data values of the p
parameter,

7.7.4.2'C-COMMIT-RI APDU + C-BEGiI

The/accepting CCRPM receives a C-C
BEGIN-R! APDU from its peer as user
MAJOR indication primitive. It issues a
tion primtive + a C-BEGIN indication prim
values derived from the APDUs.

7.7.4.3 C-COMMIT response primitive

The accepting CCRPM forms a C-COM
the parameter value of the C-COMMIT
It issues a P-SYNC-MAJOR response
APDU as a data value of the primitiv
ameter.

7.7.4.4 C-COMMIT-RC APDU

The requesting CCRPM receives a C-(
from its peer as user data on a P-SYN
primitive. It issues a C-COMMIT confir]
parameter value derived from the APD\

quest primitive, re-
R request primitive
imitive’s User Data

N-RI APDU

DMMIT-RI and a C-
Hata on a P-SYNC-
C-COMMIT indica-
itive with parameter

MIT-RC APDU from
response primitive.

primitive with the
’s User Data par-

COMMIT-RC APDU
NC-MAJOR confirm
m primitive with the
.

7.7.5 Use of the C-COMMIT-RI APDU and C-BEGIN-RI

APDU fields

7.7.2 APDUs used

The procedure uses the CCR APDUs specified in 7.1.2 and
7.4.2.

7.7.3 Prerequisite requirements
The prerequisite requirements for this procedure are the

same as those for the order commitment procedure, speci-
fied in 7.4.3.

The procedures of 7.4.5 are followed for the C-COMMIT-RI
APDUEs fields and of 7.1.5 for the C-BEGIN-RI APDU fields.

7.7.6 Use of the C-COMMIT-RC APDU field

The procedures of 7.4.6 are followed.
7.7.7 Collisions

A collision of a C-COMMIT-RI APDU +
with another CCR APDU cannot occur.

C-BEGIN-RI APDU

13
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7.8 Rollback and begin branch procedure
7.8.1 Purpose

This proced” 3 is used by a superior to request its subordi-
nate to rollback one atomic action branch, while beginning a
new atomic action branch between the two CCR-service
users. It supports the C-ROLLBACK and C-BEGIN services

defined in ISO/IEC 9804.

7.8.2 APDUs use

d

The procedure uses the CCR APDUs specified in 7.1.2 and

75.2.

7.8.4.4 C-ROLLBACK-RC APDU

The requesting CCRPM receives a C-ROLLBACK-RC
APDU from its peer as user data on a P-RESYN-
CHRONIZE(restart) confirm primitive. It issues a C-ROLL-
BACK confirm primitive with the parameter value derived
from the APDU.

7.8.5 Use of the C-ROLLBACK-RI APDU and C-BEGIN-
RI APDU fields

The procedures of 7.5.5 are followed for the C-ROLLBACK-
RI APDUs fields and of 7.1.5 for the C-BEGIN-R! APDU
fields.

7.8.3 PrerequisitL requirements

The prerequisite
same as those for|

Fequirements for this procedure are the
the rollback procedure, specified in 7.5.3.

7.8.4 Procedure operation

This procedure is

a) C-ROLLBA(
primitive from 1

b) C-ROLLBA(
ceived by the 3

¢) C-ROLLBA(
and

d) C-ROLLBA(
CCRPM.

NOTE — The C
RC APDU may g

7.8.4.1 C-ROLLB4
quest primitive

The requesting G
and a C-BEGIN-H
ROLLBACK requd
tive, respectively.
request primitive v
tive’s User Data p

7.8.4.2 C-ROLLB;

The accepting CQ
C-BEGIN-RI APD

driven by the following events:

LK request primitive + C-BEGIN request
he requestor;

CK-RI APDU + C-BEGIN-RI APDU re-
ccepting CCRPM;

K response primitive from the acceptor,;
CK-RC APDU received by the requesting

BEGIN response primitive and the C-BEGIN-
ptionally occur with ¢) and d) respectively.

ACK request primitive + C-BEGIN re-

CRPM forms a C-ROLLBACK-RI;APDU
| APDU from parameter values.of the C-
st primitive and C-BEGIN. request primi-
It issues a P-RESYNCHRONIZE(restart)
ith the APDUs as datavalues of the primi-
arameter.

ACK-RI APDU%C-BEGIN-RI APDU

RPM receives a C-ROLLBACK-RI and a
U from'its peer as user data on a P-RE-

SYNCHRONIZE(;Iestart) indication primitive. It issues a C-

ROLLBACK indi

ation” primtive + a C-BEGIN indication

7.8.6 Use of the C-ROLLBACK-RC APDU field
The procedures of 7.5.6 are followed.
7.8.7 Disruptive effects

The rollback and begin branch procedure has thejsame dis-
ruptive effects as the rollback procedure, as depcribed in
75.7.

7.8.8 Collisions

7.8.8.1 Collisions with CCR APDUs other than|C-ROLL-
BACK-RI APDU are resolved in favour of the C-RQLLBACK-
RI APDU# C-BEGIN-RI APDU.

7.8.8.2'Resolution of the collision of C-ROLUBACK-RI
APDU + C-BEGIN-RI APDU with C-ROLLBACK;}RI APDU
[both mapped to P-RESYNCHRONIZE((restart)] d¢pends on
which side was the association-initiator. Figure$ 7 and 8
show the two cases - in both, CCRPM A's servige-user in-
itiates the rollback and begin branch procedure.

In figure 7, CCRPM A’s service-user was the assogiation-in-
itiator. The C-ROLLBACK-Ri APDU from CCRPIM B is dis-
carded (by the underlying session-service) and|is not re-
ceived by CCRPM A. The C-ROLLBACK-RI + C-BEGIN-RI
APDU from CCRPM A is received by CCRPM B As a re-
sult, the rollback procedure initiated by CCRPM B is dis-
rupted. The rollback and begin branch procedurge initiated
by CCRPM A is processed normally.

In figure 8, CCRPM B’s service-user was the assofiation-in-
itiator. The C-ROLLBACK-R! + C-BEGIN-RI APDU from
CCRPM A is discarded (by the underlying sessiop-service)
and is not received by CCRPM B. The C-ROLIBACK-RI
APDU is received by CCRPM A. As a result, the rollback

primitive with parameter values derived from the APDUS.

7.8.4.3 C-ROLLBACK response primitive

The accepting CCRPM forms a C-ROLLBACK-RC APDU
from the parameter value of the C-ROLLBACK response
primitive. It issues a P-RESYNCHRONIZE(restart) re-
sponse primitive with the APDU as a data value of the primi-
tive’s User Data parameter.

14

and begin branch procedurs mitated by CCRPM A is dis-
rupted.

The rollback procedure initiated by CCRPM B is processed
normally with addition that CCRPM A sends a copy of the
discarded C-BEGIN-RI APDU concatenated with the C-
ROLLBACK-RC APDU.
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CCRPM A CCRPMB
(association-initiator) (association-responder
(Discarded)
Figure 7 — CCRPM A is associaton-initiator
CCRPM A CCRPM B
(association-responder) (association-initiator)

(Discarded

Figure 8 — CCRPM B is associaton-initiator
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8 CCRPM State Table

This clause defines a single CCR Protocol Machine
(CCRPM) in "erms of a state table. The CCR State Table
specifies the interrelationship between the current state of a
CCRPM, the incoming events that occur, preconditions, en-
ablements, the actions taken, outgoing events, and, finally,
the resultant state of the CCRPM.

8.1 General

8.1.1 A CCRPM usua||y handles at most one atomlc actlon
branch at any ons :
only when a C-B
with a C-COMMI

GIN request pnmltlve is processed Jomtly
or C-ROLLBACK request primitive.

8.1.2 Tables 22 tq
Table.

27 define the elements used in the State

— Table 22 sgecifies the abbreviated name and descrip-
tion for eadh state.

— Table 23 sgecifies the abbreviated name, souirce, and
description|for each incoming event.

— Table 24 specifies the identifier and description for
each specific action.

—Table 25 gpecifies the identifier and description for
each precndltlon

— Table 26 gpecifies the identifier and description for
each enablement.

—Table 27 gpecifies the identifier and description for
each outgding event.

8.1.3 The overal| CCR State Table is divided into individs
ual tables (tables P8 to 31) for convenience and clarity. The
individual state tables utilize the abbreviated names.and
identifiers of tablgs 22 to 27.

— Table 28 specifies the states and events.that occur in
a CCRPM that is being used by the superior for an
atomic actjon branch, up to theseompletion of the
branch or g failure, whichever happens first.

——Table 29 specifies the states and events that occur in
a CCRPM fhat is being used by the subordinate up to
completion or failure.

— Table 30 specifies.thestates and events that occur in
a CCRPM that is used by the superior when recovery
of a brancl| is(attempted.

—Table 31s
a CCRPM that is used by the subordinate when re-
covery of a branch is attempted.

8.2 Incoming events

8.2.1 The types of incoming events specified in table 23 are:

a) the occurrence of a CCR service primitive request; or

b) the occurrence of a CCR service primitive response;
or

¢) the receipt of a CCR APDU as a presentation data

16

value; or

d) the joint occurrence of two CCR service primitive re-
quests; or

e) the receipt of two CCR APDUs as presentation data
“values on the same presentation primitive.

8.2.2 Clause 10 specifies the allowed sequences of con-
catenated CCR APDUs that may be sent in a single presen-
tation primitive. The joint occurrence of allowed CCR ser-
vice primitives or the receipt of allowed concatenated
APDUs not shown as. an incoming event in table 23 are
treated as the consecutive occurrence of individual incom-
ing events.

8.3 Outgoing events
The types of outgoing events specified in table 26 are:
hdication;

a) the occurrence of a CCR-service primitive i
or

b) the occurrence of-a,CCR service primitive gonfirm; or

c) a CCR APDU.asa presentation data value oeing

sent; or
d) the joint’occurrence of two CCR service primitive in-
dications;or

ation

]

-

e) the'sending of two CCR APDUs as present
datavalues on the same presentation primitiv

8.4 Specific actions

The specific actions specified in table 24 are performed in-
ternally by the CCRPM. They specify the valueg to be as-
signed to the variables specified in 8.7. The agtions also

state when the atomic action branch is completed.

8.5 Predicates

A predicate is a precondition that has either a "trud" or "false”
value. The CCRPM predicates specified in table P5 include
the following:

cular
orage;

a) whether or not atomic action data for a par

atomic action branch is accessible in stable sf
b) the possession of the major/activity sync token;

¢) the possession of the minor sync tokens;

or the
branch that is active on the association.

8.6 Enablements

The enablements permit changes to the accessibility of
atomic action data in stable storage. An enablement does
not require that changes be made. The enablements for the
CCRPM (defined in table 26) are:

a) atomic action data for the branch can be made ac-
cessible in stable storage; or
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b) atomic action data for the branch can cease to be
accessible in stable storage.

The accessibility of atomic action data in stable storage con-
trols some of the predicates defined in table 25.

8.7 Variables

Two variables are specified for the CCRPM:

a) Current-Branch; and
b) Next-Branch.

ISO/IEC 9805 : 1990 (E)

8.9.3 If the intersection of an incoming event and the column
"Preconditions” is blank, there is no precondition for the
event. If a precondition is shown in the cell, the precondition
applies to the incoming event.

8.9.4 If the intersection of the "Enablements" row and a state
column is blank, no specific enablement exists for that state.

If an enablement is shown, the enablement applies if the
CCRPM is in that state.

8.10 Actions to be taken by the CCRPM
The CCR State Table defines the actions to be taken by the

At any tir‘1e, each variable contains either a value of "null" or
a value that identifies a particular branch of an atomic ac-
tion. This value consists of an atomic action identifier plus
a branch|identifier.

In this clause, the branch that is identified by the Current-
Branch variable is called the current branch.

The Next-Branch variable is used to hold a value which can
subsequently be assigned to the Current-Branch variable.

8.8 Notation

The folloving notation is used in the CCR State Table (ta-
bles 28 tp 31).

—The states specified in table 22 are represented by
the notation "Zn", where Z is an upper-case letter and
n is null or an'integer.

—Ing¢oming events are represented by the names, as-
signed in table 23.

— Specific actions are represented by the notation "[n]",
ere n is the action number assignediin'table 24.

cellreprd ]
for the CCRPM (see 8.10. 2)

8.9.2 A non-blank cell represents an event/state combina-
tion that is defined for the CCRPM. Such a cell has an entry
which contains the following:

a) a predicate expression (optional);

b) a specific action (optional);

c) an outgoing event; and

d) a resultant state.

CCRPM.
8.10.1 General

8.10.1.1 The CCRPM s initialized in the idle state "I" and the
variables are set to "null."JFhis occurs when the CCRPM is
initially used on the association.

8.10.1.2 The state'6fthe CCRPM is only changed as speci-
fied in 8.10.2 and\8.10.3. When the asspciation is normally
or abnormally-refeased, the CCRPM cegses to exist.

8.10.2 Invalid intersections

Blank'cells indicate an invalid intersectjon of an incoming
event and state. If such an intersection| occurs, one of the
following actions is taken.

a) If the incoming event corresponds|to the receipt of
one or more CCR service primitives from the CCR ser-
vice-user, any action taken by the C¢CRPM is a local
matter. However, the CCRPM shall rot send invalid
protocol (i.e. one or more CCR APDUWs) to its peer.

b) If the incoming event corresponds|to receipt of one
or more CCR APDUs from the peer ¢CRPM, the ac-
tion, future state and subsequent outjoing events (if
any outgoing events do occur) are ngt determined by
this International Standard. However| as long as it per-
sists, the CCRPM shall not send profocol (i.e. one or
more CCR APDUs) to its peer.

8.10.3 Valid intersections

Non-blank cells indicate a valid intersegtion of an incoming
event and state. If such an intersection joccurs and

a) the predicate expressmn (if any) uhder the Predicate
the incoming

eventis true and
b) the predicate expression (if any) in the cell is true

the following actions are taken:

¢) The CCRPM performs the specific action (if any)
shown in the cell.
d) The specified output event is performed.

e) The state of the CCRPM is changed to the specified
resultant state.

17
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If one or both of the predicate expressions is false, the
CCRPM follows the procedure for an invalid intersection,

8.11.2 Atomic action data for.a particular branch of an atomic
action remains accessible in stable storage unless:

specified in 8.10.2.
a) a CCRPM is in a state for which the enablement per-

8.11 Changes to atomic action data mits the change; or

b) a CCRPM has performed the specific action in table
8.11.1 Atomic action data for a particular atomic action 24 of determining that the atomic action branch is com-
branch is not made accessible in stable storage unless a pleted.
CCRPMis in a state for which an enablement in table 26 per-
mits the change.

Fable-22—CERPMStates
Abireviated
ame Description
| idle
A1 C-BEGIN reqg received
A2 C-BEGIN-RC APDU received
A3 C-BEGIN req and C-PREPARE req received
A4 C-BEGIN-RC APDU received and C-PREPARE req received
A5 C-READY-RI received
A6 C-COMMIT req received
A7 C-READY-RI APDU not received and C-ROLLBACK req received
A8 C-READY-RI APDU received and C-ROLLBACK req received
A9 C-ROLLBACK-RI APDU received

A10 C-COMMIT req and C-BEGIN regaeceived
A1 C-READY-RI APDU not recgived and C-ROLLBACK reg and C-BEGIN req received
A13 C-READY-RI APDU recejved and C-ROLLBACK req and C-BEGIN req received

B1 C-BEGIN-RI APDU received

B2 C-BEGIN-RI'APDU and C-BEGIN rsp received

B3 C-BEGIN-RI APDU and C-PREPARE-RI APDU received

B4 C-BEGIN rsp and C-PREPARE-RI APDU received

B5 C-READY req received, C-PREPARE-RI APDU not received
B6 C-READY req and C-PREPARE-RI APDU received

B7 C-COMMIT-RI APDU received

B8 C-ROLLBACK-RI APDU received

B9 C-ROLLBACK req received

B10 C-COMMIT-RI and C-BEGIN-RI APDUs received
B11 C-ROLLBACK-R! and C-BEGIN-RI APDUs received

X1 C-RECOVER (commit) req received

X2 C-RECOVER (ready)-R! APDU received
Y1 C-RECOVER (commit)-RI APDU received
Y2 C-RECOVER (READY) req received

18
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Table 23 - Incoming event list

Abbreviated hame Source Name and description
C-BEGIN req CCR-user C-BEGIN request primitive issued by requestor
C-BEGIN-RI CCR-peer C-BEGIN-RI APDU received by accepting CCRPM
C-BEGIN rsp CCR-user C-BEGIN response primitive issued by acceptor
C-BEGIN-RC CCR-peer C-BEGIN-RC APDU received by requesting CCRPM
C-PREPARE req CCR-user C-PREPARE request primitive issued by requestor
¢-PREPARE-RI CCR-peer C-PREPARE-R! APDU received by accepting €¢RPM
¢-READY req CCR-user C-READY request primitive issued by requestor
-READY-RI CCR-peer C-READY-RI APDU received by accepting CCRPM
¢-COMMIT req CCR-user C-COMMIT request primitive isstied by requestol
¢-COMMIT-RI CCR-peer C-COMMIT-RI APDU received by accepting CCRPM
-COMMIT rsp CCR-user C-COMMIT response.primitive issued by acceptor
-COMIT-RC CCR-peer C-COMMIT-RC.APDU received by requesting CCRPM
-ROLLBACK req CCR-user C-ROLLBACKrequest primitive issued by requestor
L-ROLLBACK-RI CCR-peer C-ROLLBACK-RI APDU received by accepting GCRPM
C-ROLLBACK rsp CCR-user C-ROLLBACK response primitive issued by accgptor
C-ROLLBACK-RC CCR-peer C-ROLLBACK-RC APDU received by requestind CCRPM
[-COMMIT + C-BEGIN req CCR-user C-COMMIT request primitive with a C-BEGIN request primitive
C-COMMIT-RI + C-BEGIN-RI CCR-peer C-COMMIT-RI+ C-BEGIN-RI concatenated APDU received by
accepting CCRPM
C-ROLLBACK + C-BEGIN req CCR-user C-ROLLBACK request primitive with a C-BEGIN[request
primitive issued by requestor
C-ROLLBACK-RI + C-BEGIN-R} CCR-peer C-ROLLBACK-RI + C-BEGIN-RI concatenated APDU
received by accepting CCRPM
C-RECOVER(commit) req CCR-user C-RECOVER{commit)request primitive issued by
requestor (Recovery State = "commit")
C-RECOVER-RI(¢ommit) CCR-peer C-RECOVER-RI(commit) APDU received by acgepting
CCRPM (recovery-state = "commit")
C-RECOVER(ready) req CCR-user C-RECOVER(ready) request primitive issued by|
requestor (Recovery State = "ready")
C-RECOVER-RI(ready) CCR-peer C-RECOVER-RI(ready) APDU received by accepting
CCRPM (recovery-state = "ready")
C-RECOVER(done) rsp CCR-user C-RECOVER(done) response primitive issued by
acceptor (Recovery State = "done”)
C-RECOVER-RC(done) CCR-peer C-RECOVER-RC(done) APDU received by requesting
CCRPM (recovery-state = "done")
C-RECOVER(retry-later) rsp CCR-user C-RECOVER(retry-later) response primitive issued by
acceptor (Recovery State = "retry-later”)
C-RECOVER-RC(retry-later) CCR-peer C-RECOVER-RC(retry-tater) APDU received by requesting

CCRPM (recovery-state = "retry-later")

19
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Table 23 - Incoming event list (concluded)

Abbreviated name

Source Name and description

C-RECOVER(unknown) rsp

C-RECOVER-RC(unknown)

CCR-user C-RECOVER(unknown) response primitive issued by
acceptor (Recovery State = "unknown")

CCR-peer C-RECOVER-RC(unknown) APDU received by requesting
CCRPM (recovery-state = "unknown")

Table 24 — Actions

Action

Description

Current-Branch variable is set to the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier on the C-BEGIN request.

The current branch is completed. Current-Branch variable is set to-nuli".
Next-Branch variable is set to the atomic action branch identified by the Atomic Action
identifier and Branch Identifier on the C-BEGIN request. Save the parameter values
of the C-BEGIN request.

The current branch is completed. Current-Branch variable is set to the value of
Next-Branch variable. Next-Branch variable is setjo "null".

Current-Branch variable is set to the atomiccaction branch identified by the Atomic Action
Identifier and Branch Identifier on the C-BEGIN-RI APDU.

Next-Branch variable is set to the atomig.action branch identified by the Atomic
Action Identifier and Branch Identifier.on the C-BEGIN-RI APDU.

Current-Branch variable is set to\the atomic action branch identified by the Atomic Action
Identifier and Branch Identifier on the C-RECOVER request.

Current-Branch variablelis set to the atomic action branch identified by the Atomic Action
Identifier and Branch (dentifier on the C-RECOVER-RI APDU.

Current-Branch variable is set to "null".
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Table 25— Predicates

Predicate Description

pi Atomic action data for the superior of the current branch is accessible in stable storage.
The major/activity token is in the possession of this requestor.

p2 Either no atomic action data for the superior of the current branch is accessible
in stable storage, or the CCR service-user using this association has been ordered
to rollback by its superior.

p3 Atomic action data for the subordinate of the current branch is accessible
in stable storage.

pd No atomic action data for the subordinate of the current branch is accessible
in stable storage.

p5 The atomic action data for the atomic action branch identified by the Atomic
Action Identifier and Branch Identifier on the C-RECOVER (COMMIT).request
is accessible in stable storage; and the minor sync token is in the pessession of
the requestor.

p6 The Current Branch variable is the atomic action branch identified by the Atomic Acfion
Identifier and Branch Identifier on C-RECOVER(COMMIT). request; and atomic acti¢n data
for the superior of the current branch is accessible in stable'storage.

p7 The minor sync token is in the possession of the requestor.

Table 26 — Enablements

Enablement Description

el Atomic action data for the superior of the current branch can be made accessible
in stable storage.

e2 Atomic action data for the subordinate of the current branch can be made
accessible'in stable storage.

e3 Atomic action data for the subordinate of the current branch can cease to be
accessible in stable storage.

21


https://iecnorm.com/api/?name=6042775cf27bf34bb3565478a84ac204

ISO/IEC 9805 : 1990 (E)

22

Table 27 — Outgoing event list

Code| Description

pa Send C-BEGIN-RI APDU

pb Send C-BEGIN-RC APDU

pc Send C-PREPARE-RI APDU

pd Send C-READY-RI APDU

pe Send C-COMMIT-RI APDU

pf Send C-COMMIT-RC APDU

pg Send C-ROLLBACK-RI APDU

ph Send C-ROLLBACK-RC APDU

pi Send C-RECOVER(commit)-Rt APDU

pi Send C-RECOVER(done)-RC APDU

pk Send C-RECOVER(ready)-R! APDU

pl Send C-RECOVER(unknown)-RC APDU

pm Send C-RECOVER(retry-later)-RC APDU

pea Send C-COMMIT-RI APDU and C-BEGIN-R! APDU on the samé presentation primitive

pga Send C-ROLLBACK-RI APDU and C-BEGIN-RI APDU onthe same presentation primitive

pha Send C-ROLLBACK-RC APDU, and resend the discarded C-BEGIN-RI APDU on the same
presentation primitive

sa Issue C-BEGIN ind

sb Issue C-BEGIN cnf

sC Issue C-PREPARE ind

sd Issue C-READY ind

se Issue C-COMMIT ind

sf Issue C-COMMIT cnf

sg Issue C-ROLLBACKind

sh Issue C-ROLEBACK cnf

si Issue C{RECOVER(commit) ind

sj IssueC-RECOVER(done) cnf

sk Issue C-RECOVER(ready) ind

sl Issue C-RECOVER(unknown) cnf

sm Issue C-RECOVER(retry-later) cnf

sea Issue C-COMMIT ind and C-BEGIN ind

sga Issue C-ROLLBACK ind and C-BEGIN ind
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Preceding State

Incoming Event Precondition | | A1 |A2 | A3 | Ad | A5| A6 | A7 | A8 | A9 | A10 A11 |A12| A13
C-BEGIN req p7 1
pa
A1
C-BEGIN-RC sb sb
A2 A4
C-PREHARE req pc pc
A3 | A4
C-REAQY-RI sd | sd sd | sd
A5 | Ab | A5 | A5
C-COMIMIT req p1 pe
A6
C-COMMIT-RC [2] [4]
sf sf
| Al
C-ROLUBACK eq p2 Pg | Pg | PG | PY Pg
A7 A7 A7 A7 A8
C-ROLYUBACK-RC 2] | 2 [4] {4
sh sh sh sh
I 1 Al Al
C-ROLYBACK-RI sg sg sg sg sg sg
A9 | A9 NA9 | A9 A9 A12
C-ROLUYBACK rsp [2] [4]
ph pha
[ A1l
C-COMMIT req + p1 (3]
C-BEGIN req pea
A10
C-ROLUBACK + p2 B (8 |81 | 131 | (3]
C-BEGIN req pga | pga | pga| pga | pga
A1l | A11] A11] A11| A13
Enablerpent el

23
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Table 29— State table for subordinate: normal

Preceding State
Incoming Event  |Precondition | B1| B2| B3| B4 | B5| B6| B7 | B8 | B9 | B10| B11
C-BEGINRI 5] |
sa
B1
C-BEGIN rsp pb pb
B2 B4
C-PREPARE-RI sc | sc sc
B3 | B4 B6
C-READY req p3 pd | pd pd | pd
B5| B5| Bs | B6
C-COMMIT-RI se se
B7 B7
C-COMM|T rsp p4 [2] [4]
pf pf
‘ ! B1
C-ROLLBACK-RI sg sg sg sg sg sg sg
Bs | B8 | B8 | B8 | B8 [\.B8 B8
C-ROLLBACK rsp p4 ‘ 2] 4]
ph bh
| B1
C-ROLLBACK req p4 pg | pg pPY, |~ Pg
B9 | B9 |. B9/ B9
C-ROLLBACK-RC sh
i
C-COMMIT-RI + pi [5] | [5]
C-BEGIN-RI sea| sea
B10| B10
C-ROLLBACK-RI + [6] | [6] | [6] | [6] | [6] | 6] [6]
C-BEGINARI sga| sga| sga| sga| sga| sga sga
B11| B11] B11| B11| B11| Bi1 B11 .
Enablement e2 e2 e2 e2 e3 e3 e3 e3 &3
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Table 30 - State table for superior: recovery
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Preceding State
Incoming Event
Precondition | X1, X2
C-RECOVER(commit) req p5 p6
(7] pi
pi X1
X1
C-RECOVER(done)-RC {2}
sj
I
C-RECOVER(retry-later)-RC sm
|
C-RECOVER(ready)-RI [8]
sk
X2
C-RECOVER(retry-later) rsp pm
[
C-RECOVER(unknown) rsp p2 9]
pl
I
Enablement

Table 31 - State table for subordinate: recovery

Preceding state
Incoming event
Precondition | Y1 Y2
C-RECOVER({eommit)-RI [8]
si si
Y1 Y1
CtRECOVER(done) rsp [2]
p4 l;)]
C-RECOVER(retry-tater) rsp pm
I
C-RECOVER(ready) req 7]
p3 & p7 pk
Y2
C-RECOVER(retry-later)-RC sm
I
C-RECOVER(unknown)-RC [2]
sl
i
Enablement e3
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9 Mapping to the presentation service

Clauses 7 and 8 specify the behaviour of a CCRPM in rela-
tion to CCR input events. Some events result in sending or
receiving one or more (concatenated) CCR APDUs. This
clause specifies how the presentation-service primitives are
used by the CCRPM. Table 32 summarizes the mapping of
CCR primitives and their related APDUs to the presentation

primitives used.

9.1 Begin branch

The begin branch procedure uses the P-SYNC-MINOR ser-

9.1.1 Use of the P-SYNC-MINOR req/ind parameters

9.1.1.1 Type: This mandatory parameter is set to the value
of "optional.”

9.1.1.2 Synchronization Point Serial Number: The value
is kept by the CCRPM but its use is not otherwise determined
by this International Standard.

9.1.1.3 User data: The User Data parameter is used to carry
the C-BEGIN-RI APDU. User Data (if any) on the C-BEGIN
request primitive is included in the C-BEGIN-RI APDU and
is expressed using one or more presentation contexts spe-

vice. For the C-BE
procedure can als|

GiNTespounsEprimitive; thebegmbranctr

D use the P-TYPED-DATA service.

Table 32 - Mapping overview

cified by the requestor on the C-BEGIN request primitive.

ICCR primitive CCR APDU Presentation primitive
C-BEGIN req/ind C-BEGIN-RI P-SYNC-MINOR feqg/ind
C-BEGIN rsp/cnf C-BEGIN-RC P-SYNG'MINOR rsp/cnf
C-BEGIN rsp/cnf where C-BEGIN-RC P-TYPED-DATA req/ind

C-BEGIN req was given

with C-ROLLBACK req

or C-COMMIT req
C-PREPARE req/ind C-PREPARE-RI P-TYPED-DATA reg/ind
C-READY regq/ind C-READY-RI P-TYPED-DATA req/ind

C-ROLLBACK req/ind
C-ROLLBACK rsp/cnf

C-ROLLBACK reg/ind +
C-BEGIN req/ind

C-ROLLBACK rsp/enf #
C-BEGIN rsp/cnf

(see 7.8.8.1)

C-COMMIT req/ind

C-ROLLBACK-RI
C-ROLLBACK-RC

C-ROLLBACK-RI
followed by
C-BEGIN-RI

C-ROLLBACK-RC
followed by
C-BEGIN-RC

C-ROLLBACK-RC
followed by
C-BEGIN-RI

C-COMMIT-RI

LOMAMHT

P-RESYNC(restart) req/ind

P-RESYNC(restart) rsp/cnf

P-RESYNC(restart) reg/ind

P-RESYNC(restart) rsp/cnf

P-RESYNC(restart) rsp/cnf

P-SYNC-MAJOR reg/ind

LR AA L

C-COMMT

lb[J/’bI If
C-COMMIT reg/ind +
C-BEGIN req/ind

C-COMMIT rsp/enf +
C-BEGIN rsp/cnf

C-RECOVER req/ind
C-RECOVER rsp/cnf

o oo
WEWAJIVIIVIE T =T

C-COMMIT-RI
followed by
C-BEGIN-RI

C-COMMIT-RC
followed by
C-BEGIN-RC

C-RECOVER-RI

C-RECOVER-RC

[=WaiVIN n [ agne
PO TINUTIVIAJGUTT TopP/UHT

P-SYNC-MAJOR reg/ind

P-SYNC-MAJOR rsp/cnf

P-TYPED-DATA req/ind
P-TYPED DATA req/ind
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