INTERNATIONAL ISO/IEC
STANDARD 9594-3

Eighth edition
2017-05

Information technology —Ope
Systems Interconnection — Th
Directory —

Part 3:
Abstract service definition

Technologies de l'infarmation — Interconnexion de systadmes ouverts
(0S1) — L'annuairés—

Partie 3: Définition du service abstrait

Reference number
ISO/IEC 9594-3:2017(E)

© ISO/IEC 2017


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

For

ISO/IEC 9594-3:2017(E)

eword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1.
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

—  from different manufacturers;

— under different managements;

This Reco]:mendation | International Standard defines the capabilities provided by the Directory tesits dsers.

This Reco
defined by
be mandat
seventh ed

This eightfp edition specifies versions 1 and 2 of the Directory protocols.
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reports tha

of different levels of complexity; and
of different ages.

other standards groups and industry forums. Many of the features defined as optiofal ih these frame
bd for use in certain environments through profiles. This eighth edition technically revises and en
tion of this Recommendation | International Standard.

nd second editions specified only version 1. Most of the services and protocols specified in this
D function under version 1. However, some enhanced services~and protocols, e.g., signed errof
hless all Directory entities involved in the operation have négotiated version 2. Whichever versio
differences between the services and between the protecels defined in the eight editions, excep
assigned to version 2, are accommodated using the.rtles of extensibility defined in Rec. ITU
H94-5.

hich is an integral part of this RecommendationJ-International Standard, provides the ASN.1 mog
bstract service.

vhich is not an integral part of this Recomyendation | International Standard, provides charts that d
hssociated with Basic Access Control-as it applies to the processing of a Directory operation.

Wwhich is not an integral part of this Recommendation | International Standard, gives examples of
entries.

vhich is not an integral part of this Recommendation | International Standard, includes an updated
SN.1 module referenced by this Directory Specification.

vhich is not an infegral part of this Recommendation | International Standard, provides a suggesteg
otected password.

vhich is not\an integral part of this Recommendation | International Standard, lists the amendments
| have been’incorporated to form this edition of this Recommendation | International Standard.
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ISO/IEC 9594-3:2017 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection — The Directory:
Abstract service definition

1 Scope

This Recommendation | International Standard defines in an abstract way the externally visible service provided by the
Directory.

This Recommendation | International Standard does not specify individual implementations or products.

2 INormative references

The following Recommendations and International Standards contain provisions which, through ‘reference ip this text,
constitute provisions of this Recommendation | International Standard. At the time of publication; the editionf indicated
were valid. All Recommendations and Standards are subject to revision, and parties tol-agreements baspd on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most redent edition
of the Redommendations and Standards listed below. Members of IEC and ISO maintain registers of currgntly valid
Internatiorfal Standards. The Telecommunication Standardization Bureau of the ITW ‘maintains a list of currgntly valid
ITU-T Reqommendations.

2.1 dentical Recommendations | International Standards

4+ Recommendation ITU-T X.500 (2016) | ISO/IEC 9594=1:2017, Information technology — Opgn Systems
Interconnection — The Directory: Overview of concepts,’models and services.

+  Recommendation ITU-T X.501 (2016) | ISO/IEC\9594-2:2017, Information technology — Opgn Systems
Interconnection — The Directory: Models.

+  Recommendation ITU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information technology — Opgn Systems
Interconnection — The Directory: Publi¢=key and attribute certificate frameworks.

+  Recommendation ITU-T X.518 (2016) | ISO/IEC 9594-4:2017, Information technology — Opgn Systems
Interconnection — The Directory{ Procedures for distributed operation.

+  Recommendation ITU-T X519 (2016) | ISO/IEC 9594-5:2017, Information technology — Opgn Systems
Interconnection — The Diregtory: Protocol specifications.

+  Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Opgn Systems
Interconnection —<Fhe Directory: Selected attribute types.

4+ RecommendationITU-T X.521 (2016) | ISO/IEC 9594-7:2017, Information technology — Opgn Systems
Interconnection — The Directory: Selected object classes.

+  Recommendation ITU-T X.525 (2016) | ISO/IEC 9594-9:2017, Information technology — Opgn Systems
Interconnection — The Directory: Replication.

4+ Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstfact Syntax
Notation One (ASN.1): Specification of basic notation.

—  Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

2.2 Paired Recommendations | International Standards equivalent in technical content
—  Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

Rec. ITU-T X.511 (10/2016) 1
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2.3 Additional references

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The basic model.

— IETF RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM).
— IETF RFC 4422 (2006), Simple Authentication and Security Layer (SASL).
— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OSR

oo

The following terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
d) password.

3.2 Basic Directory definitions

The following terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
d) Directory;

) Directory Information Base;

q) (Directory) User.

3.3 [Pirectory model definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC.9594-2:
d) Directory System Agent;
) Directory User Agent.

3.4 [Pirectory information base definitions

The following terms are defined in Rec. ITU-TX.501 | ISO/IEC 9594-2:
alias entry;

Q)

ancestor;

compound entry;
(Directory) entry;
Directory Information Tree;

o
— — ~ — —

= D

family_(of-entries);

@K
~

immediate superior;
i) ~ immediately superior entry/object;

j)  object class;
k) object entry;
1) subordinate;
m) superior.

3.5 Directory entry definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) attribute;
b) attribute type;
c) attribute value;

2 Rec. ITU-T X.511 (10/2016)
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d) attribute value assertion;
e) context;
f)  context type;
g) context value;
h) operational attribute;
i)  matching rule;
j)  user attribute.
3.6 Name definitions
The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a)alias, alias name;
) distinguished name;
@) (directory) name;
d) purported name;
d) relative distinguished name.
3.7 Distributed operations definitions
The following terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:
d) bound DSA;
B) chaining;
q) initial performer;
d) LDAP requester;
q) referral.
3.8 Abstract service definitions
For the purposes of this Recommendation | Internatiénal Standard, the following definitions apply.
3.8.1 gdditional search: A search that starfS from joinBaseObject as specified by the originator in t
request.
3.8.2 dontributing member: A family member within a compound entry, which has made a contribution

ISO/IEC 9594-3:2017 (E)

Read, Search or Modify Entry operation.

3.8.3

to a specif

3.84

operation ¢

3.85
search.

3.8.6
3.8.7

3.8.8

account is locked and the user has to change the password before doing any other directory operation.

3.8.9

3.8.10
3.8.11

gxplicitly unmarkedentry: An entry or a family member that is excluded from the SearchResult
cation given in a control attribute referenced by the governing-search-rule.

flamily grouping: A set of members of a compound attribute that are grouped together for the
valuationy:

flilter7An assertion about the presence or value of certain attributes of an entry in order to limit the

e search

to either a

according

burpose of

scope of a

originator: The user that originated an operation.

participating member: A family member that is either a contributing member or is a member of a family
grouping that as a whole matched a search filter.

Password expiration: The situation where a user password has reached the end of its validity period: the

Password quality attributes: Attributes that specify how a password shall be constructed. Password quality
attributes include things like minimum length, mixture of characters (uppercase, lowercase, figures, punctuations, etc),
and avoidance of trivial passwords.

Password history: List of old passwords and the times they were inserted in the history.

primary search: The search that starts from baseObject as specified by the originator in the search request.

Rec. ITU-T X.511 (10/2016)
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3.8.12  relaxation: A progressive modification of the behaviour of a filter during a search operation so as to achieve
more matched entries if too few are received, or fewer matched entries if too many are received.

3.8.13  reply: A DAP/DSP result or an error; or an LDAP result.

3.8.14  request: Information consisting of an operation code and associated arguments to convey a directory operation
from a requester to a performer.

3.8.15 requester: A DUA, an LDAP client or a DSA sending a request to perform (i.e., invoke) an operation.

3.8.16  service controls: Parameters conveyed as part of an operation, which constrain various aspects of its
performance.

3.8.17  strand: A family grouping comprising all the members in a path from a leaf family member up to the ancestor
inclusive. A family member will reside in as many strands as there are leaf family members below it (as immediate or
non-immediate subordinates).

4 Abbreviations

For the pugposes of this Recommendation | International Standard, the following abbreviations apply?
ACI Access Control Information

AVA  Attribute Value Assertion

piB Directory Information Base

DIT Directory Information Tree

[DMD  Directory Management Domain

DSA Directory System Agent

DUA Directory User Agent

LDAP  Lightweight Directory Access Protocol

RDN Relative Distinguished Name

5 Conventions

The term [Directory Specification" (as in "this_Directory Specification™) shall be taken to mean Rec. ITUFT X.511 |
ISO/IEC 9p94-3. The term "Directory Specifications” shall be taken to mean the X.500-series Recommendatipns, except
for Rec. ITIU-T X.509 and all parts of ISOJUEC 9594, except for ISO/IEC 9594-8.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first ed|tion of the
Directory |Specifications, i.e., the -1988 edition of the series of CCITT X.500 Recommendationy and the
ISO/IEC 9594:1990 edition.

This Direcfory Specificationwses the term second edition systems to refer to systems conforming to the second edition of
the Direcfory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edjtion of the
Directory | Spegifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendationg and the
ISO/IEC 95941998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:2008 edition.

This Directory Specification uses the term seventh edition systems to refer to systems conforming to the seventh edition
of the Directory Specifications, i.e., the 2012 edition of the ITU-T X.500-series Recommendations and the
ISO/IEC 9594:2014 edition.

4 Rec. ITU-T X.511 (10/2016)
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This Directory Specification uses the term eighth edition systems to refer to systems conforming to the eighth edition of
the Directory Specifications, i.e., the 2016 edition of the ITU-T X.500-series Recommendations and the
ISO/IEC 9594:2017 edition.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.

6 Overview of the Directory service

As describpd in Rec. ITU-T X.501 | ISO/IEC 9594-2, the services of the Directory are provided through accegs points to
directory user agents (DUAS), each acting on behalf of a user. These concepts are depicted in Figure 1. Through an access
point, the Directory provides service to its users by means of a number of Directory operations.

Access point

Directory The

user Directory

X)511(12)_Fo1

Figure 1 — Access to the/Directory

The Directory operations are of three different kinds:

d) Directory Read operations, which interrogate a single Directory entry;

) Directory Search operations, which interrogate potentially several Directory entries; and
@) Directory Modify operations.

The Direclory Read operations, the Directory Search operations and the Directory Modify operations are specified in
clauses 14, 11, and 12, respectively- Conformance to Directory operations is specified in Rec. ITU-T X.519 |
ISO/IEC 9p94-5.

7 nformation typés and common procedures

7.1 Introduction

This clausg ideftifies, and in some cases defines, a number of information types which are subsequently ysed in the
definition pf Directory operations. The information types concerned are those which are common to morg than one
operation, ‘are-tikety-tobe-inthe—future; or-whichare—sufficientty comptex-or-setf-containedas-to-merit-being defined
separately from the operation which uses them.

Several of the information types used in the definition of the Directory Service are actually defined elsewhere. Clause 7.2
identifies these types and indicates the source of their definition. Each of the clauses (7.3 to 7.10) identifies and defines
an information type.

This clause also specifies some common elements of procedure that apply to most or all of the Directory operations.

7.2 Information types defined elsewhere

The following information types are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) Attribute;
b) AttributeType;

Rec. ITU-T X.511 (10/2016) 5


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017 (E)

C) AttributeValue;

d) AttributeValueAssertion;
€) Context;

f) ContextAssertion;

0) DistinguishedName;

h) Name;

i) OPTIONALLY-PROTECTED;

j) OPTIONALLY-PROTECTED-SEQ;

K) RelativeDistinguishedName.

The following information type is defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:

d) PresentationAddress.

The following information types are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8:
d) Certificate;

) SIGNED;

¢) CertificationPath.

The following information type is defined in Rec. ITU-T X.880 | ISO/IEC 13712-1:
d) InvokeId

The following information types are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:
d) OperationProgress

) ContinuationReference.

7.3 Common arguments

The comm¢nArguments information may be present to gualify the invocation of each operation that the Difectory can

perform.

CommonAriguments ::= SET {
servideControls [30] ServiceControls DEFAULT {},
securﬂinarameters [29] SecurityParameters OPTIONAL,
requesjtor [28] DistinguishedName OPTIONAL,
operationProgress [27] (OperationProgress

DEFAULT {nameResolutionPhase notStarted},

alias [26]. ° INTEGER OPTIONAL,
critidalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
excluslions [22] Exclusions OPTIONAL,
nameRelsolveOnMaster [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,

gumentsSeq

The serviceControls component is specified in clause 7.5. Its absence is deemed equivalent to there being an empty

set of controls.

The securityParameters component is specified in clause 7.10. If the argument of the operation is to be signed by
the requester, the SecurityParameters component shall be included. The absence of the SecurityParameters

component is deemed equivalent to an empty set.

The requestor component, when present, shall hold the distinguished name of the originator (requester) of the
operation. If the distinguished name of the requester was established at bind time, the requestor component shall be
equal to that distinguished name. Likewise, it shall be equal to the distinguished name in subject field of the end-entity
public-key certificate of the requester if the certification-path component of the SecurityParameters is present.

NOTE 2 — The bound directory system agent (DSA) should check the equality of the distinguished names as indicated above (pre-

seventh edition systems may not do that).
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NOTE 3 - If the distinguished name of the requester was not established at bind time and the certification-path component
of the securityParameters is not present in the request, a possible value in the requester component should not be considered

reliable for access control purposes.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster COMponents are

defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

a) when acting on a continuation reference returned by a DSA in response to an earlier operation, and their

values are copied by the DUA from the continuation reference; or

b) when the DUA represents an administrative user that is managing the DSA Information Tree and the

manageDSAIT option is set in the service controls.

The aliasedRDNs component indicates to the DSA that the object component of the operation was created by the
dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of relative distinguished
names (RDNSs) in the name that came from dereferencing the alias. (The value would have been set in the referral response

of the previeus-operation-)

NOTE 4 — This component is provided for compatibility with first edition implementations of the Directory. DUAs
implemented according to later editions of the Directory Specifications shall always omit this paramete
Commg@nArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereferen
aliases.

The opergtionContexts component supplies a set of context assertions which are applied.te-attribute valug
and entry |[nformation selection made within this operation, which do not otherwise contain-context asserti
same attriute type and context type. If operationContexts is not present or does fot address a particul
type or coptext type, then default context assertions shall be applied by the DSA.as described in clause 7
clauses 8.9.2.2 and 12.8 of Rec. ITU-T X.501 | ISO/IEC 9594-2. If alicontexts is chosen, then all cont
attribute
(Context$election is defined in clause 7.6).

familyGrouping is used to describe which family members should he‘selected for processing by a given ope
described more fully in clause 7.3.2.

7.31 ritical extensions

The critficalExtensions component provides a mechanism to list a set of extensions that are crit
performange of a Directory operation. If the originator, 0f'the extended operation wishes to indicate that the
shall be pg¢rformed with one or more extensions (i.e: that performing the operation without these extens
, itdoes so by setting the criticalExténsions bit(s) which corresponds to the extension(s). If the

and DSASs)
from the
e to further

assertions
bns for the
r attribute
6.1 and in
pxts for all

pes are valid and context defaults that might have been supplied by the DSA are @verridden.

ration. It is

cal to the
operation
ons is not
Directory,

or some part of it, is unable to perform a critical extension, it returns an indication of unavailableCriticalExtension

(as a serviceError Of PartialOutcomeQualifier). If the Directory is unable to perform an extension
critical, it gnores the presence of the extension.

This Diredtory Specification does not €stablish rules regarding the order in which a performing DSA is to d

that is not

ecode and

process PIDUs that it receives. A:DSA that receives an unknown critical extension shall return a ServiceHrror with

problem upavailableCritikcalExtension to signal that the operation failed.

These Dirgctory Specifications define a number of extensions. The extensions take such forms as additional
STRING{or-additional components of a SET or SEQUENCE, and are ignored by first edition sys
ion is assigned an integer identifier, which is the number of the bit that may be set in criticalEkx
If the criticality\;of an extension is defined to be critical, the DUA shall set the correspondi

numbered
fems. Each
fensions.
ng bit in
ding bit in

criticalExtensions. If the defined criticality is non-critical, the DUA may or may not set the correspory
critica i

The extensions, their identifiers, the operations in which they are permitted, the recommended criticality, the clauses in

which they are defined, and the corresponding lightweight directory access protocol (LDAP) controls (if any) are shown
in Table 1.
Table 1 — Extensions
Extension Identifier Operations Criticality Defined LDAP control
(clauses)
subentries 1 All Non-critical 7.5 1.3.6.1.4.1.4203.1.10.1
copyShallDo 2 Read, Compare, List, Non-critical 7.5
Search
attribute size limit 3 Read, Search Non-critical 7.5
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Table 1 — Extensions

Defined

Extension Identifier Operations Criticality LDAP control
(clauses)
extraAttributes 4 Read, Search Non-critical 7.6
modifyRightsRequest 5 Read Non-critical 10.1
pagedResultsRequest 6 List, Search Non-critical 11.1 1.2.840.113556.1.4.319
matchedValuesOnly 7 Search Non-critical 11.2 1.2.826.0.1.3344810.2.3
extendedFilter 8 Search Non-critical 11.2
targetSystem 9 Add Entry Critical 121
useAliasOnUpdate 10 Add Entry, Remove Critical 121
Entry-Modify-Entry
newSuperfor 11 Modify DN Critical 124
manageDSAIT 12 All Critical 75,712 2.16.840.1.113730.3.4.2
Use of corftexts 13 Read, Compare, List, Non-critical 7.6,7.8
Search, Add Entry,
Modify Entry, Modify
DN
partialNameResolution 14 Read, Search Non-critical 75
overspecFjlter 15 Search Non-critical 11.234)
selectiondnModify 16 Modify Entry Non-critical 12.3.2
17 Reserved 7.10
Security pprameters — 18 All Non-critical 7.10
Operation|code
Security pprameters — 19 All Non-eritical 7.10
Attribute dertification
path
Security pprameters — 20 All Non-critical 7.10
Error Protgction
21-24 Reserved
Service administration 25 Read, Search, Critical 11.2.2, 13,
ModifyEntry clause 16 of Rec.
ITU-T X.501 |
ISO/IEC 9594-2
entryCount 26 Search Non-critical 1113
hierarchyYelections 27 Search Non-critical 11.2.2
relaxation 28 Search Non-critical 7.8
familyGropping 29 Compare, Non-critical 732,783
Search, Non-critical &
RemoveEntry Critical 10.2.2
11.2
12.2.2
familyRetgirn 30 Read, Non-critical 76.4,7.7.1
Search, Non-critical &
ModifyEntry Non-critical 10.1.3
11.2.5
12.3.3
dnAttributes 31 Search Non-critical 11.2.2
friend attributes 32 Read, Search Non-critical 7.6,7.8.2
Abandon of paged 33 List, Search critical 7.9
results
Paged results on the 34 List, Search Non-critical 7.9
DSP
replaceValues 35 ModifyEntry critical 12.3.1,12.3.2 1.3.6.1.1.14

NOTE 1 — The first extension is given the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT STRING is

not used.

NOTE 2 — Use of signing on errors Add Entry, Remove Entry, Modify Entry, Modify DN requires version 2 or higher of the

protocol.

NOTE 3 — The SPKM credentials extension shall be critical unless used in associations established using version 2 or higher.
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7.3.2 Family grouping

Family grouping allows a single family member, several family members or all family members of a compound entry, to
be grouped together for joint consideration prior to operation evaluation. These semantics can then be applied to the
following operations (as indicated in the descriptions below): Compare (to define the scope within which the compared
attribute might lie), Search (to define the groupings for which filtering might take place), Remove Entry (to define the
groupings for removal). The following ASN.1 is used to select members of a family:

FamilyGrouping ::= ENUMERATED {
entryOnly (1),
compoundEntry (2),
strands (3),

multiStrand (4),
}

entryOnly means that the specific family member selected by the operation is to be considered in the group. This is the
default vaJ;e, and ensures backward compatibility with previous editions of the Directory Specifications.

compoundEntry means that the complete compound entry selected by the operation is to be considered a a unit by
combining|all the attributes. For Remove Entry operations, it is only applicable when the object name specifigd is that of
an ancestof of a compound entry, and it causes all family members to be removed by the same operation (subjegt to access
control).

not valid for the Remove Entry operation. For the Search operation, individual strands are’considered for filtef purposes.
If the combined set of attributes of one or more strands matches the filter, the compound entry is said to match the filter.
If the basq object is a child member, only those strands that go through the baSe jobject are considered. Fof Compare
operations| all the attributes from all the family members in all the strands to\which the entry belongs are to|be used in
the compatison.

strands F&ans that all the strands associated with the family member are to be selected by:the operation. Thjs option is

multiStrand is only applicable to the Search operation, and qualifies the matching rule for filtering|on family
information. It is ignored for other operations. It specifies that one strand from each family within a compound entry is to
be considered at one time, but in all combinations. multistrand is not applicable if the base object is a child family
member, i which case multiStrand shall be ignored and entryonly shall be substituted.

7.4 Common results

The commdnResults Or CommonResultsSeq information is present to qualify the result of each retrieval opgration that
the Directqry can perform. In addition, it is present in any returned error.

CommonRelsults ::= SET {
securijtyParameters [30] SecurityParameters OPTIONAL,
performer [29] .DistinguishedName OPTIONAL,
aliasDereferenced [28]\ BOOLEAN DEFAULT FALSE,

ilcation [27]° SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedAttributes}} OPTIONAL,

sultsSeq- %t := SEQUENCE ({

iltyParameters [30] SecurityParameters OPTIONAL,

er [29] DistinguishedName OPTIONAL,
referenced [28] BOOLEAN DEFAULT FALSE,

ilcation [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedAttributes}} OPTIONAL,

NOTE — commonResults and CommonResultsSeq consist of the same components. The former is used when included in set
types by the COMPONENT OF type, while the latter is used similarly in sequence types.

The securityParameters component is specified in clause 7.10. If the result is to be signed by the Directory, the
SecurityParameters component shall be included in the result. The absence of the SecurityParameters
component is deemed equivalent to an empty set.

The performer Distinguished Name identifies the performer of a particular operation. It may be required when the result
is to be signed (see clause 7.10) and shall hold the name of the DSA that signed the result.

The aliasDereferenced component is set to TRUE when the purported name of an object or base object which is the
target of the operation included any aliases which were dereferenced.
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The notification component shall be used to qualify returned result and error APDUSs, for example prov

iding more

precise error information. Standard notification attributes are defined in clause 6.13 of Rec. ITU-T X.520 |

ISO/IEC 9594-6. Such notification attributes are not necessarily stored in directory entries.

75 Service controls
A serviceControls parameter contains the controls, if any, that are to direct or constrain the provision of t
ServiceControls ::= SET {
options [0] ServiceControlOptions DEFAULT ({},
priority [1] INTEGER {low(0), medium(l), high(2)} DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER {dmd(0), country(l)} OPTIONAL,

attributeSizeLimit [5] INTEGER OPTIONAL,

he service.

[6] SEQUENCE {
Name,
AgreementID,

[7] OBJECT IDENTIFIER OPTIONAL,
[8] INTEGER OPTIONAL,

ServiceControlOptions ::= BIT STRING ({
preferChaining (0),
chainilngProhibited (1),
localScope (2),
dontUsleCopy (3),
dontDelreferenceAliases (4),
subentries (5),
copyShallDo (6),
partialNameResolution (7),
manageDSAIT (8),
noSub eMatch (9),
noSub eSelection (10),
count ily (11),
dontSellectFriends (12),
dontMaltchFriends (13),
allowWriteableCopy (14)}

The optigns component contains a number ofiindications, each of which, if set, asserts the condition sugges

d) preferChaining indicateS.that the preference is that chaining, rather than referrals, be used
the service. The Directary)is not obliged to follow this preference.

) chainingProhibited indicates that chaining, and other methods of distributing the request
Directory, are prohibited.

§) localscope‘indicates that the operation is to be limited to a local scope. The definition of th
itself a logal matter, for example, within a single DSA or a single directory management doma

d) dontUsecCopy indicates that copied information as defined in Rec. ITU-T X.518 | ISO/IEC 9
note used to provide the service.

d).{/dontDereferenceAliases indicates that any alias used to identify the entry affected by an ¢

ed. Thus:
to provide

around the
s option is
n (DMD).

b94-4 shall

peration is

notto ha dereferanced
ROtto0-Be-gereterences-

NOTE 1 — This is necessary to allow reference to an alias entry itself rather than the aliased entry, e.g., in order to read the alias

entry.

f) subentries indicates that a Search or List operation is to access subentries only; normal entries become

inaccessible, i.e., the Directory behaves as though normal entries do not exist. If this service co

ntrol is not

set, then the operation accesses normal entries only and subentries become inaccessible. The service

control is ignored for operations other than Search or List.

NOTE 2 — The effects of subentries on access control, schema and collective attributes are still observed even if subentries are

inaccessible.
NOTE 3 — If this service control is set, normal entries may still be specified as the base object of an operation.

g) copyShallDo indicates that if the Directory is able to partly but not fully satisfy a query at a

copy of an

entry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is not

set, the Directory will use shadow data only if it is sufficiently complete to allow the operation
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satisfied at the copy. A query may be only partly satisfied because some of the requested attributes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
copy, because the DSA does not hold all context information for the attribute values it does have, or
because the DSA holding the shadowed data does not support the requested matching rules on that data. If
copyShallbDo is set and the Directory is not able to fully satisfy a query, it shall set incompleteEntry
in the returned entry information.

h) partialNameResolution indicates that if the Directory is able to resolve only part of the purported
name in a Read or Search operation, i.e., it is about to return a nameError, the entry whose name consists
of all resolved RDNs is to be considered the target of the operation and partialName is set to TRUE in
the result. This service control is ignored for operations other than Read or Search.

NOTE 4 — If this service control is set, the purported name is a context prefix entry to which access is denied, and the requester has

access to the superior entry, then the existence of the context prefix entry will be indirectly disclosed to the requester even if
DiscloseOnError permission to the entry is denied.

ra :: 3 > operation-hasb ay d-bv-anad atived hat the DSA
Information Tree is managed. If multiple replication planes exist in the DSA to be managdd, and the
manageDSAITPlaneRef Service control has not been included in the operation, then tite, DSA selects a
suitable replication plane for the operation.

j) nosubtypeMatch indicates that attribute subtype matching shall not be attempted, This servicg control is
ignored for operations other than Compare and Search operations.

H) noSubtypeSelection indicates that subtype selection shall not be made.

I) countFamily indicates that each member of a compound entry shall e counted as a separate entry, e.g.,
for the purposes of size and administrative limits, and relaxation eentrols. If this control is nt set, then
members of a compound attribute shall be counted as a single entry:

IN) dontSelectFriends indicates that the specification of an anchor attribute in entry information selection
does not automatically include friend attributes in the selection.

) dontMatchFriends indicates that the specificationyof/an anchor attribute in a filter item cpn only be
satisfied by the values of the anchor attribute, and.notby friend attributes.

Q) allowWriteableCopy indicates that a DSE ofitype writeableCopy is acceptable in the prdvision of a
query service request.
NOTE % — The allowWriteableCopy Service control is distinct from copyshaiine in that this service control is used to indicate

that a cgmplete copy is requested, but that it does not negd to be the primary master, whereas copyShallbo is used to jndicate that
any coply, whether complete or not, is acceptable.

If this component is omitted, the following are‘assumed: no preference for chaining but chaining not prohibitdd, no limit
on the scopje of the operation, use of copy,permitted, aliases shall be dereferenced (except for modify operation§ for which
alias dereferencing is not supported), subentries are not accessible, and operations that cannot be fully shtisfied by
shadowed |data are subject to further ‘chaining. However, these defaults may be overwritten by search-rdles within
service-spgcific administrative areas.

The priogity service control (Xow, medium, or high) indicates the priority at which the service is to be proyided. Note
that this is hot a guaranteediservice in that the Directory, as a whole, does not implement queueing. There is no rglationship
implied with the use of priorities in underlying layers.

The timelimit service control indicates the maximum elapsed time, in seconds, within which the servig¢e shall be
provided. |f the(canstraint cannot be met, an error is reported. If this component is omitted, no time limit is {mplied. In
the case offtiméAimit exceeded on a List or Search, the result is an arbitrary selection of the accumulated results.

NOTE 6 — This component does not imply the Tength of time Spent processing the request during the elapsed time: any number of
DSAs may be involved in processing the request during the elapsed time.

The sizeLimit Service control is only applicable to List and Search operations. It indicates the maximum number of
entries to be returned when paged results are not to be returned. In the case of size limit exceeded, the results of a List or
Search operation may be an arbitrary selection of the accumulated results, equal in number to the size limit. Any further
results shall be discarded. When paged results are being returned, the value of sizeLimit shall be ignored by the DSA
performing the paging as detailed in clause 7.9.

The scopeOfReferral service control indicates the scope to which a referral returned by a DSA should be relevant.
Depending on whether the values dmd or country are selected, only referrals to other DSAs within the selected scope
shall be returned. This applies to the referrals in both a referral error and the unexplored parameter of 1ist and
search results.
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The attributeSizeLimit service control indicates the largest size of any attribute (i.e., the type and all its values) that
is included in returned entry information. If an attribute exceeds this limit, all of its values are omitted from the returned
entry information and incompleteEntry is set in the returned entry information. The size of an attribute is taken to be
its size in octets in the local concrete syntax of the DSA holding the data. Because of different ways applications store
the data, the limit is imprecise. If this parameter is not specified, no limit is implied.

NOTE 7 — Attribute values returned as part of an entry's Distinguished Name are exempt from this limit.

Certain combinations of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time limit
could conflict with low priority; a high size limit could conflict with a low time limit, etc.

The manageDSAITPlaneRef Service control indicates that the operation has been requested by an administrative user so
that a specific replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef Service control
is ignored if the manageDSAIT option is not set. The plane is identified by the dsaName component which is the name
of the supplying DSA and the agreementID component which contains the shadowing agreement identifier.

The serv{ceType service control 1s only relfevant for a search request that starts 1ts initial evaluation phape within a
service-spgcific administrative area; it is otherwise ignored. If supplied, it increases the possibility of\getfing useful
notification information returned in case of a faulty formulated search request.
The userClass service control is only relevant for a search request that starts its initial evaluation phage within a
service-spgcific administrative area and is otherwise ignored. It identifies a user-class. It allows*a requestei] to specify
another usgr-class than the Directory would otherwise apply. If supplied, it also increases thevpossibility of gefting useful
notification information returned in case of a faulty formulated search request.
7.6 ntry information selection
An instande of the EntryInformationSelection data type indicates what information is being request¢d from an
entry in a fletrieval operation.
EntryInflormationSelection ::= SET {
attributes CHOICE {
allUserAttributes [0] NULL,
select [1] SET OF AttributeType
-- pty set implies no attributes are réequested -- } DEFAULT allUserAttributes:NULL,
infdTypes [2] INTEGER {
atributeTypesOnly (0),
agtributeTypesAndValues (1)} DEFAULT attributeTypesAndValues,
extraAlttributes CHOICE ({
allQperationalAttributes [3] w«NULL,
seldct [4]/_ SET SIZE (1..MAX) OF AttributeType } OPTIONAL,
contexltSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT
{memberSelect contributingEntriesOnly} }
ContextSelection ::= CHOICE {
allContexts NULL,
selectledContexts “SET SIZE (1..MAX) OF TypeAndContextAssertion,
}
TypeAndQontextAssertion ::= SEQUENCE {
type AttributeType,
contexttAssexrtions—CHOICE{
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion,
.-},
}
FamilyReturn ::= SEQUENCE {

memberSelect ENUMERATED ({
contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry (3),
...},
familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

}
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The attributes component specifies the user and operational attributes for which information is requested:

a) Ifthe select option is chosen, then the attributes involved are listed. If the list is empty, then no attributes
shall be returned. Information about a selected attribute shall be returned if the attribute is present. An
attributeError With problem noSuchAttributeorvalue shall only be returned if none of the
attributes selected is present.

b) Ifthe alluserAttributes option is selected, then information is requested about all user attributes in
the entry.

Attribute information is only returned if access rights are sufficient. A securityError (with problem
insufficientAccessRights) shall only be returned in the case where access rights preclude the reading of all attribute
values requested. Note that access control is also applied to the attributes and values eligible to be returned according to
the components of EntryInformationSelection, and may further reduce the information that is returned.

NOTE 1 — Access control is also applied to the attributes and values eligible to be returned according to the components of

ationSelection, and may further reduce the information-that is returned

The infoTypes component specifies whether both attribute type and attribute value information (the default) pr attribute
type infofmation only is requested. If an attribute is of a type that is a carrier of other\attriutes, e.g.,
a family{information attribute, then the value(s) shall be returned independent of the setting.of the ijnfoTypes
component, but the infoTypes specification shall be applied to the contained attributes. If the attributes fomponent

The extrjattributes component specifies a set of additional user and operational attributes for which information is

1: directory
operational attributes in the entry. If the select option is chosen, then informatiop-about the listed attributes iqrequested.
— This component may be used to request information about, for example, specific operational attriputes when

tes is set t0 allUserAttributes, Or about all operational attributesiIf'the same attribute is listed or imglied in both
tes and extraAttributes, it is treated as though it has been requested only once.

A request for a particular attribute is always treated as a request for the attribute and all subtypes of that attribpte (except
for requests processed by first-edition systems) if the nosubtypeSelection service control option is nof set. If the
noSubtypeSelection service control option is set, only theyrequested attributes are returned, not theif subtypes.
Similarly, & request for a particular attribute that has friends is,treated as a request for the attribute and all friend attributes,
subject to the dontSelectFriends service control option not being set.

In respondjng to a request for attribute information, the-Directory treats all collective attributes of an entry as if they were
actual user attributes of the entry, i.e., they are selected like other user attributes and are merged into the retgrned entry
information. A request for alluserAttributes requests all collective attributes of the entry as well gs ordinary
attributes qf the entry. An attribute is a collective attribute of an entry if all of the following are true:

d) itislocated in a subentry-whose subtree specification includes the entry;

B) itis not excluded by the presence in the entry of a collectiveExclusions attribute value gqual to the
collective attribute:type; and

q) itis permittedby-the content rule for the structural object class for the entry.

The contéxtSelection-component is used to specify which attribute values shall be returned of the attributes selected
by attriButes Or extraAttributes. The contextSelection is evaluated only against the values of attfibutes that
are candidftes to.be.returned according to those other components of EntryInformationSelection. The|evaluation
of contextSelection, and the use of defaults if it is not supplied, is discussed in clauses 7.6.1 to 7.6.3.

If the infdTypes component issuchasto requestno attribute values orthe attributes compaonent issuchasto request

no attributes, then the contextSelection component is not meaningful. If, as a result of applying
contextSelection, there are no values of an attribute eligible to be returned, the attribute may be returned without any
values.

The returnContexts component is used to request the Directory to return attribute values with their associated context
lists. If this component is absent or is specified with a value of FALSE, then no context information is returned in the
result. If this component is specified with a value of TRUE, then all context information is returned for each attribute value
returned. Note that the contextSelection component does not selectively affect which context information is returned
when returnContexts iS TRUE.

The familyReturn component (if present) is used to determine which entries within a compound entry shall be returned
if one or more family members have been marked (see clause 7.6.4).

Rec. ITU-T X.511 (10/2016) 13
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7.6.1 Use of contextSelection or context selection defaults

The contextSelection component is used to select certain attribute values of attributes selected by attributes or
extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates to be
returned according to those other components of EntryInformationSelection. For each attribute value, any context
selection governing its attribute type shall evaluate to TRUE (as defined in clause 7.6.2), in order for that attribute value

to be selected.

A contextSelection is said to govern one or more attribute types if any of the following conditions occur:

the ContextSelection data type specifies allContexts (in which case all attribute va
attribute types are selected);

lues of all

the ContextSelection data type has a selectedContexts component which includes a set of

TypeAndContextAssertion data types where the type component specifies an attribute type
its subtypes, that is governed by the contextAssertions components; or

, including

the ContextSelection data type has a selectedContexts component which) includes a

TypeAndContextAssertion data type where the type component specifies the object identif
allAttributeTypes.

er id-oa-

If contextSelection is not provided or it does not govern the given attribute type, then a defatlt’contextSelection

shall be applied. In addition t0 contextSelection iN EntryInformationSelection,-there are thre
a contextSelection: that specified for the operation as a whole, that available within suben
directory ipformation tree (DIT), and that available locally in the DSA. They are applied according to the

sources fo

precedencg:

D

PO
~

L
~

NOTE + A default contextselection that governs the given attribute type and makes an assertion about a certain
shall befapplied in addition to an earlier contextSelection governing the same attribute type but making an assen
differenf contexttype, in the same order of precedence as described above.

7.6.2 EEvaluation of contextSelection

A contex‘tSetectiomis TFRUEeSselectsagivenattribttevalier i——Mm————————————————————————

a)

b)

If contextSelection iS present in EntryInformationSelection and it governs the give
type as described above, then it shall be applied.

b potential
ries in the
following

n attribute

If contextSelection iS not present within the EntryInformationSelection, Or it is present but

does not govern the given attribute type, then the operationContexts which has been supp

ied for the

operation as described in clause 7.3 shall be applied ifone is present and it governs the given atfribute type

as described above.

If the request has neither a contextSeléction in the EntryInformationSeled
operationContexts for the operation, @r-neither governs the given attribute, then the va
contextAssertionDefaults attributg in the context assertion subentries (if any) controllin
shall be applied as the selectedContexts. (Context assertion subentries are described in cla
Rec. ITU-T X.501 | ISO/IEC 9594-2).

tion nor
ues of the
O the entry
ise 14.7 of

If there is N0 contextSelection from the sources described above that govern the given attfibute type,

then the DSA may apply-a(locally-defined default contextSelection. Such a default sha
reflect local parameters| such as the language or location of the place of deployment of the D

| typically
SA, or the

current time of day,.but may be tailored differently by the DSA for each DUA to which it respgnds.

If N0 contextSelection is available from any of these sources that govern the given attribute
all values of thejattribute are considered selected (i.e., al1Contexts is assumed as the base d¢

type, then
fault).

context type
fion about a

allcContexts is specified (this permits a context selection to override any default that might otherwise

be applied if this contextSelection were omitted); or
each TypeAndContextAssertion in selectedContexts is TRUE as described in clause 7

A contextSelection is FALSE otherwise.

7.6.3 Evaluation of a TypeAndContextAssertion

A TypeAndContextAssertion iS TRUE (i.e., selects a given attribute value) if:

a)

.6.3.

the type of the attribute is not the same as (nor a subtype of) the type in the TypeAndContextAssertion

and the type in the TypeAndContextAssertion iS Not id-oa-allAttributeTypes. Inth

is case, the

TypeAndContextAssertion is not applicable to the attribute type of the given attribute value and so

does not eliminate the attribute value from selection; or
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b) for the attribute value, the contextAssertions in TypeAndContextAssertion is TRUE
below.

as defined

NOTE 1 — The OBJECT IDENTIFIER Value id-oa-allAttributeTypes may be used as the value of type in the
TypeAndContextAssertion t0 force evaluation of the contextAssertions against an attribute value of any attribute type.

contextAssertions is expressed either as an ordered sequence of preferred contexts or as a compound set of context
assertions:

a)

b)

NOTE P — preference provides a means for selection to be specified in terms of a first, second, etc., choice
(e.g., Language = French but if no French then Language = English).

A TypeAnHContextAssertion is FALSE otherwise.

7.6.4

The familyReturn component is used to determine which entries within a compound-entry shall be returng
more family members have been marked as contributing or participating members, The procedures for h
members gre marked are further described in clause 7.13.

The membgrselect component specifies which entries are selected for return.ifthe result:

If all is specified, then contextAssertions is TRUE for any attribute value only if each ContextAssertion in

the SET is TRUE, as defined in clause 8.9.2.4 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

If preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in turn against all candidate
attribute values of the same attribute type, until a ContextAssertion evaluates TRUE as defined in clause 8.9.2.4 of

Rec. ITU-T X.501 | ISO/IEC 9594-2. (The fallback flag, if present, is not taken into consideration unt

il the entire

SEQUENCE is exhausted.) Once a ContextAssertion evaluates TRUE for one of the candidate attribute values, it shall
be evaluated for every candidate attribute value of the same attribute type, but subsequent ContextAssertion in the

TRT=T

=N e H !
S FUUTINCTTE dITTUITUICuU.

fFamily Return

of context

d if one or
ow family

4+ contributingEntriesOnly means that only family members marked as contributing mem

contributed to the match.

contributingEntriesOnly.

1+  compoundEntry means that each family member within the compound entry is to be returr
those that possibly have been explicitly unmarked by a governing-search-rule for a Search ope

bers by the

operation are to be returned. In the case of Read or Modify-Entry operations, this is the family member
identified by the object operation argument; for the Search operation, it includes family mgmbers that

+ participatingEntriesOnly means that only.family members marked as participating mempers by the
operation are to be returned. In the casé’ of Read or Modify-Entry, this is the samme as for

ed, except
ration.

The familySelect component supplements the memberSelect component by specifying that all child rTembers of
m

selected families shall be returned in additien to what is specified by memberselect. The sequence of ele
significande. A family is identified by‘the structural object class of the family members immediately subord
ancestor. This component has no effect if the membersSelect specifies compoundEntry.

NOTE { A governing-searchérule may modify what information shall be returned (see clause 16.10 of Rec. IT
ISO/IE¢ 9594-2).

1.7

7.7.1

The EntryInformation data type conveys selected information from an entry.

Entry infermation

Entry-information data type

nts has no
nate to the

J-T X.501 |

EntryInformation ::= SEQUENCE ({
name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute{ {SupportedAttributes}},
...} OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems
partialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systems
derivedEntry [5] BOOLEAN DEFAULT FALSE, -- not in pre-fourth edition systems --
}

Rec. ITU-T X.511 (10/2016)
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The Name parameter indicates the Distinguished Name of the entry or the name of an alias to the entry. The Distinguished
Name of the entry is returned whenever permitted by the access control policy. If access is allowed to the attributes of the
entry but not to its Distinguished Name, the Directory may return either an error or the name of a valid alias to the entry.

NOTE 1 - If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is ensured that the

alias is valid, is outside the scope of these Directory Specifications.

NOTE 2 — Where a particular component of the Directory has a choice of alias names available to it for return, it is recommended

that where possible it chooses the same alias name for repeated requests by the same requester, in order to provide
service.

a consistent

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry

(FALSE).

The information parameter is included if any attribute information from the entry is being returned, and contains a set

of attributeTypes and attributes, as appropriate.

Thelnco pTe

considered. If all name resolution options have been exhausted and at least one RDN has been resolved, the par
parameter [is included and set to TRUE if the request had the partialNameResolution Service control
Directory yvas unable to complete name resolution on all RDNs of the relevant gntry. When partialName iS

omplete in
| (and their
hallDo, Or
n returned

dll relevant

control is
tialName
et and the
Feturned as

TRUE, it inficates that the information being returned is from the entry at the point where the last RDN was siiccessfully

resolved.

The deriyedEntry parameter is included and set to TRUE whenever the returned entry information cont
results obtgained by performing a join on data that originated from more than one directory entry. When this p
TRUE, the Yalue in name may be the name of any of the related entries from which the entry information is dg

derivedEntry parameter is set to TRUE and the responsedssigned, the signature is that of the DSA performi

7.7.2

separateFamilyMembers Search controloption is set in the search request, each member is returned as
entry. Othgrwise, if more than one member is to be returned, the entry information shall be packed in such a w

ins joined
hrameter is
rived, or it

name of an alias to any of those entries. The value in\name should not be used in subsequent operafions. If the

hg the join.

re selected
When the
a separate
ay that the

information appears to come from a single entry, which can be the ancestor or a subordinate member (tte latter is

appropriat¢ when the base object.of'the search request is a family member subordinate to the ancestor and t
has not Keen selected by _FamilyReturn). The attributes from the other members shall be pack
family-information derived attribute as described below.

NOTE 1 — According-othe above, multiple family members are always packed in a read or modifyEntry result.
The use of| the family-information derived attribute is for packaging only; the attribute does not exist a

entity; it cdnnotrdirectly be selected by entryInformationSelection (any attempt to do so shall be ignors
it be prote¢ted-directly by access control.

e ancestor
ed into a

5 a distinct
d), nor can

family-information ATTRIBUTE ::= {
WITH SYNTAX FamilyEntries
USAGE directoryOperation
iD id-at-family-information }
FamilyEntries ::= SEQUENCE {
family-class OBJECT-CLASS. &id, -- structural object class value

familyEntries SEQUENCE OF FamilyEntry,
}

FamilyEntry ::= SEQUENCE ({
rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE ({
attributeType AttributeType,
attribute Attribute{ {SupportedAttributes}},
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’

SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL,

The family-information attribute is a multi-valued attribute. If the ancestor is designated as the source of information,

each attrib
as the sou
immediate

ute value holds information from a single family. If a family member subordinate to the ancestor is designated
rce of information, information is sorted into attribute values based on the structural object classes of the
ly subordinate members of the designated member.

Each family member that is selected is represented by a value of type FamilyEntry, which contains:

—  Selected attribute information (where appropriate), either as an attribute type or as a complete attribute,

depending on the infoTypes value in EntryInformationSelection;

NOTE 2 — As stated in clause 7.6, the infoTypes specification only applies for the contained attributes, not for the family-
information attribute itself

1 y = FEr es—HHorMateR—t-tRetormoa—comprete—£a on attribute,
collected in terms of the structural object classes of the subordinate entries.
+  Unselected entries are not represented at all unless they are superior to one or more family mgmbers that
have been selected.
7.8 Filter
7.8.1 Filter parameter
A Filter|parameter applies a test that is either satisfied or not by a particular eptry~The filter is expressed |n terms of
assertions gbout the presence or value of certain attributes of the entry, and is satisfied if, and only if it evaluate§ to TRUE.
NOTE + A filter may be TRUE, FALSE or UNDEFINED.
Filter :|:= CHOICE {
item |[[0] FilterItem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter,
}
FilterItfem ::= CHOICE {
equalilty [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
typ ATTRIBUTE- &id ({SupportedAttributes}),
strings SEQUENCE OF CHOICE ({
infitial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings. type}),
any [1] " .ATTRIBUTE. &Type
({SupportedAttributes} {@substrings. type}),
final [2] ATTRIBUTE. &Type
({SupportedAttributes}{@substrings. type}),
control Attribute{ {SupportedAttributes}},
-- Used to specify interpretation of following items
4}
|
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present 4% Attr ibutcTyyc 7
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7] AttributeTypeAssertion,

}

MatchingRuleAssertion ::= SEQUENCE {

matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE. &id,
type [2] AttributeType OPTIONAL,
matchValue [3] MATCHING-RULE. &AssertionType (CONSTRAINED BY {

-- matchValue shall be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- }),
dnAttributes [4] BOOLEAN DEFAULT FALSE,
}

Rec. ITU-T X.511 (10/2016)
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A Filter is either a FilterItem (See clause 7.8.2), or an expression involving simpler filters composed together with
the logical operators and, or, and not. The evaluation of a filter can be affected by the action of a relaxation policy,
which can cause a substitution of one matching rule for another, or can supply values that are to be considered for
matching.

A Filter which is a FilterItem has the value of the FilterItem (i.e.,, TRUE, FALSE or UNDEFINED).

A Filter which is the and of a set of filters is TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least
one filter is FALSE; otherwise, it is UNDEFINED (i.e., if at least one filter is UNDEFINED and no filters are FALSE).

A Filter which is the or of a set of filters is FALSE if the set is empty or if each filter is FALSE; it is TRUE if at least
one filter is TRUE; otherwise, it is UNDEFINED (i.e., if at least one filter is UNDEFINED and no filters are TRUE).

A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and UNDEFINED if it is
UNDEFINED.

A non-negpted Tilter 1tem 1S defined as one that IS nested WIthin an even Nnumber of not elements (PoSSIbIY, Zgro) within
the outermost Filter. Thus, a filter comprising only filter items in an and or or combination would only contain
non-negatqd items. A negated filter item is defined as one nested within an odd number of not elements|within the
outermost Filter.

7.8.2 Filter item

A Filter[Item is an assertion about the presence or value(s) of attributes in the entry under test. An assertion about a
particular gttribute type is also satisfied if the entry contains a subtype of the attribute’and the assertion is TRUE for the
subtype and the nosubtypeMatch service control option is not set, or if there is\a collective attribute of the entry
(see clausg 7.6) for which the assertion is TRUE, or if:

+ the dontMatchFriends service control option is not set; and

4 the entry contains a friend attribute for the specified attribute’which has a matching rule compgtible with
the assertion; and

. the assertion is TRUE for the friend attribute.
Each assertion is TRUE, FALSE or UNDEFINED.

Every FilterItem includes or implies one or morexattributeTypes Which identify the particular pttribute(s)
concerned

Any asserion about the values of such an attribute is only defined if the AttributeType is known by thelevaluating
mechanisny, the purported Attributevalue(s) conforms to the attribute syntax defined for that attributg¢ type, the
implied orjindicated matching rule is applicable to that attribute type, and (when used) a presented matchvalug conforms
to the syntax defined for the indicated matching rules. When these conditions are not met, the FilterItem shill evaluate
to the logigal value UNDEFINED.

NOTE 1 — Access control restrietions may affect the evaluation of the FilterItem and may cause the FilterIten to evaluate
to UNDEFINED.

An assertign which is defined by these conditions additionally evaluates to UNDEFINED if it relates to an attrjbute value
and the attfibute type isnot present in an attribute against which the assertion is being tested. An assertion which is defined
by these cgnditions and'relates to the presence of an attribute type evaluates to FALSE.

Attribute Yalue(assertions in filter items are evaluated using the matching rules defined for that attribute type, as
substituted for; where applicable, in accordance with the action of a relaxation policy. Matching rule assprtions are
evaluated Bs—specifietHnthei—definition—A—matehing—rute—defined—for-aparticttarSyntex—ecan-ontybe—+sed to make
assertions about attributes of that syntax or subtypes of that syntax.
NOTE 2 — The action of a relaxation policy can cause a particular matching rule to revert to a nul1lMatch matching rule (which
always evaluates as TRUE (if non-negated) or FALSE (if negated)) — see clause 8.7.2 of Rec. ITU-T X.520 | ISO/IEC 9594-6.

A FilterItem may be UNDEFINED (as described above). Otherwise, where the FilterItem asserts:

a) equality— Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for which the
equality matching rule applied to that value and the presented value returns TRUE.

b) substrings — Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for which
the substring matching rule applied to that value and the presented value in strings returns TRUE.
See Rec. ITU-T X.520 | ISO/IEC 9594-6 for a description of the semantics of the presented value.
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C) greaterOrEqual — Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for
which the ordering matching rule applied to that value and the presented value returns FALSE, i.e., there
is a value of the attribute which is greater than or equal to the presented value.

d) 1lessOrEqual - Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for which
either the equality matching rule or the ordering matching rule applied to that value and the presented
value returns TRUE, i.e., there is a value of the attribute which is less than or equal to the presented value.

e) present— Itis TRUE if, and only if the attribute or one of its subtypes is present in the entry.

f) approximateMatch — Itis TRUE if, and only if there is a value of the attribute or one of its subtypes for
which a locally-defined approximate matching algorithm (e.g., spelling variations, phonetic match, etc.)
returns TRUE. If an item matches for equality, it shall also satisfy an approximate match. Otherwise, there
are no specific guidelines for approximate matching in this edition of this Directory Specification.
If approximate matching is not supported, this FilterItem should be treated as a match for equality.

extensibleMateh SHRG —and-only if there isavalue of the attribute with-the indicated type or
one of its subtypes for which the matching rule specified in matchingRule applied to that'vajue and the
presented value matchvalue returns TRUE.

If several matching rules are given, the way in which these rules are combined into a new.rule is ynspecified
(it is a locally-defined algorithm, which reflects the semantics of the constituent” matching frules, e.g.,
phonetic + keyword match).

If type is omitted, the match is made against all attribute types which are compatible with that matching
rule. If dnAttributes iS TRUE, the attributes of the Distinguished Name-of the entry are used |in addition
to those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rathér’ than an extendedFilter), the
extendedFilter bit in the criticalExtensions parameter in CommonArguments Shall be set,
indicating that the extension is critical.

If an implementation does not support any of thel matching rules defined in the matdhingRule
subcomponent, or if none of the matching rules are compatible with the attribute| type, an
extensibleMatch filter item evaluates to UNDEFINED if the performExactly search cotftrol option
is not set. If the performExactly search control option is set, the search request is rejected jwith:

— aserviceError With problem unsupportedMatchingUse;

— a  searchServiceProblem~ ™ notification attribute with  the  value id-pr-
unsupportedMatchingRule\if all the matching rules are unsupported, otherwise with the value
id-pr-unsupportedMatchingUse;

— an attributeTypeList notification attribute which has as value the attribute type forl which the
invalid matching rutes:were defined; and

— a matchingRuleList notification attribute which has as values the object identifiers of the
unsupported-and/or incompatible matching rules.

NOTE 3 — An extenisibleMatch is not permitted for first-edition systems.

) contextPresent - Itis TRUE if, and only if, the AttributeTypeAssertion for this attribyite type or,
if the noStubtypeMatch service control option is not set, one of its subtypes evaluates to TRUE.

If context pssertions*are included in an attribute value assertion in a filter item, then the filter item is evaluafed against
only those| values’ which satisfy all the given context assertions, as described in clause 8.9.2 of Rec. ITUFT X.501 |
ISO/IEC 9p94+2. If no context assertions are included in an attribute value assertion, then default context asseftions shall
be applied as described in clause 8.9.2.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

7.8.3 Evaluating filters with family information
Specific family groupings work as follows in fulfilling filter requirements:

entryOnly means that only family members that completely fulfil the filter requirements are marked as contributing and
participating members (for the definition of contributing and participating members, see clause 7.13).

compoundEntry means that the entire compound entry forms the group that shall satisfy the complete filter; within each
compound entry that satisfies the filter, family members that contribute to the match are marked as contributing members,
while all members of the compound entry are marked as participating entries.

strands means that the filter applies to each complete strand from a leaf to the ancestor. The compound entry matches
the filter if at least one strand matches the filter. Family members on a matching strand that contribute to the match are
marked as contributing members, while all the members on a matching strand are marked as participating members.
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A strand is a set of members within a family that form a path from a leaf to the ancestor, so that there are as many strands
as there are leaf entries.

multiStrand means that a combination of one strand from each family class is a family grouping for the purpose of
matching. All combinations are to be considered one at a time. The compound entry matches the filter if at least one
combination of strands matches the filter. Family members on a matching strand combination that contribute to the match
are marked as contributing members, while all members of a matching strand combination are marked as participating
members.

Two strands are of the same family class if, and only if the family members that are immediately subordinate to the
ancestor have the same structural object class.

A strand is matched for a filter if, and only if it is present in at least one of all possible combinations of strands that causes
the entry to match for the subfilter. The following are corollaries:

—  If the ancestor matches the subfilter completely, all strands are matched.

Similarly, if there are three family classes for a particular ancestor, and the subfilter is fulfilled by two of
the classes without considering the third one, all strands for the third family class are matched.

nd is only applicable if the base object is the ancestor (or higher) in the DIT. If the base @bject js a family

7.9 aged results
A PagedResultsRequest parameter is used by the DUA to request that the results’ of a List or Search operation be
returned tq it "page-by-page": it requests the DSA to return only a subset — a page\— of the results of the operation, in

particular fhe next pagesize subordinates or entries, and to return a queryReferéence Which can be used to fequest the

Its may either be performed by the DSA to which the DUA has bound by a Bind operation (the bqund DSA)
or by the| DSA that started the initial evaluation phase (the ,nitial performer as detailed in clause| 15.5.5 of

Its that the DSA performing the paging may remeve the signatures on results received from other|DSAs and
then itself sign the results to be returned toward the DUA: The way such an understanding is established is putside the
scope of this Directory Specification. Although a DUA may request pagedResults, a DSA is permitted to|ignore the
return its results in the normal manner.

NOTE 1 — The result may be unpredictable in gase of a configuration that is not "well-connected", e.g., where due tq shadowing
and usefof NSSRs, the name resolution will 4gcate more than one base object.

If paged repults are requested and paging jis performed, then the paging DSA shall ignore the sizeLimit Service control,
if any. If| paging is not performed, the sizeLimit Service control shall be honoured. A contribdting DSA
(see clausg 15.5.5 of Rec. ITU-T<Xy518 | ISO/IEC 9594-4) shall honour the sizeLimit Service control.

PagedResjultsRequest :%:= CHOICE ({
newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmejrged [2] BOOLEAN DEFAULT FALSE,
pageNumber [3] INTEGER OPTIONAL,
R
queryReference OCTET STRING,
abandonQuer [0] OCTET STRING,
}
SortKey ::= SEQUENCE ({
type AttributeType,

orderingRule MATCHING-RULE. &id OPTIONAL,
}

For a new list or search operation, the PagedResultsRequest iS Set t0 newRequest, Which consists of the following
parameters:

a) The pagesize parameter specifies the maximum number of subordinates or entries to return in the results.
The DSA shall return up to but not more than the requested number of subordinates or entries. The
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sizeLimit, if any, is ignored. The inclusion of family information does not count towards page size when
packaged in family-information derived attributes.

The sortKeys parameter specifies a sequence of attribute types with optional ordering matching rules to
use as sort keys for sorting the returned entries prior to the return to the DUA. In the case of List operations,
the sorting shall be by RDN, but the sorting requirements shall apply only to attributes within the RDN. In
the case of Search operations, ordering shall only apply to attributes that are actually supplied (as a result
of selection, and access control, with sorting by distinguished name as a fallback). The entries are sorted
according to their values of the type attribute of the first sortkey in the sequence, and in the event of
multiple entries with the same sort position, of the next sortKey in the sequence, and so on.

For a particular sortKey, the DSA uses the orderingRule matching rule if it is present, otherwise the
ordering matching rule of the attribute if one is defined; it ignores the sort key if none are defined. If the
attribute type is multi-valued, the "least" value is used; if the attribute type is missing from the returned
results, it is regarded as "greater" than all other matched values. A DSA is permitted to support only certain

NOTE 2 — A hierarchical group may span pages.

9

sortkeysequences tthus, a DSAthat hotdsand returnsitsdate i the imternatorder “atphabeticby surname™
will be able to comply with only one sort key sequence). If it cannot support the requested\spquence, it
shall use a default sort sequence.

A hierarchical group shall not be separated, but returned in the sequence as specified-by clafise 10.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. When sorting is performed, the first entry of.a hierarchicpl group to
be returned determines the position of the hierarchical group within the sorted result.

If the reverse parameter is TRUE, then the DSA shall return the sorted results in reverse ordef (i.e., from
"greatest” to "least” — if the attribute type is multi-valued, the "greatest” is used; if the attribute type is
missing from the returned results, it is regarded as "less" than all-ether matched values). If it is FALSE, the
DSA shall return them in forward order. If no sortKeys parameter is specified, this parameterl|is ignored.

If the unmerged parameter is TRUE and the DSA responsible for the paging is collecting resgylts from a
number of other DSAs, it shall return all the data fromne DSA (in sort order) before returning data from
the next DSA. If the parameter is FALSE, the DSA Shall collect the results from all other DSA\s and sort
the merged data before returning any of it. If nolsortKeys parameter is specified, this parameter is
ignored. The semantic of the unmerged parameter is the same whether the DSA supports IDSP paged
results or not.

If the pageNumber parameter is present, it indicates that the user wants to start with a particular page
rather than the first one. This parametep shall be ignored if ordering is not requested.

For a follgw-up request, i.e., to request the nextset of paged results, the DUA makes the same list or search request as
before, buffsets PagedResul tsRequest t0.queryReference, With the value of this parameter the same as that returned
in the PartialOutcomeQualifier of\the/previous results. The DUA has no understanding of the queryReference,
which is ayailable to a DSA to use as it\wishes to record context information for the query. The DSA uses this information

to determife which results to return.next.

The DUA |may at any time indicate that no more pages are required by making the same 1ist or search|request as
before, by petting the PagedResultsRequest Set t0 abandonQuery, with the value identical to the queryReference
value retufned in the PartialoutcomeQualifier Of the previous results. No further pages shall be requested or
returned. An abandenéd error with problem code pagingAbandoned shall be returned. It is implementationtdependent

as to when|the pages-will be purged.

In the casp Where the queryReference Or the abandonQuery choice is made, the new request and the original

informatioh-shall -be-identical-in-the fnlln\l\ling respects:

baseObject Within SearchArgument 0Or object Within ListArgument shall match for the present and
the original request;

the queryReference subcomponent of pagedResults shall be identical to the queryReference value
returned in the PartialOutcomeQualifier Of the previous result;

the options component of the ServiceControls data type shall specify identical options for the present
and the original request;

operationProgress (if present) shall be identical for the present and the original request.

Otherwise a serviceError With problem invalidQueryReference shall be returned.

NOTE 3 - If the DIB changes between search requests, the DUA may not see the effects of these changes. This is
implementation-dependent.

Rec. ITU-T X.511 (10/2016) 21


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017 (E)

NOTE 4 — A query-reference may remain valid even if a DUA begins a new list or search operation. A DUA may request paged
results with several queries and then return to an earlier query and request the next page of results using the query-reference supplied
for it. The number of "active" query-references to which a DUA can return is a local DSA implementation option, as is the lifetime

of those
NOTE 5

query-references.
— Support of the abandonQuery choice is only available for post fourth edition systems.

NOTE 6 — When a DAP association terminates, access to all associated paged results is lost. Paged results can only be accessed
within the DAP application-association within which they were originally invoked.

7.10 Security parameters

The securityParameters govern the operation of various security features associated with a Directory operation.

NOTE 1 — These parameters are conveyed from sender to recipient. Where the parameters appear in the argument of an operation
the requester is the sender, and the performer is the recipient. In a result, the roles are reversed.

SecurityParameters = SET {
certiflication-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
-- [5] Not to be used
operafionCode [6] Code OPTIONAL,
-- [7] Not to be used
errorHrotection [8] ErrorProtectionRequest OPTIONAL,
errorCode [9] Code OPTIONAL,
}
ProtectijonRequest ::= INTEGER {none(0), signed(1l)}
Time ::= CHOICE {
utcTigi UTCTime,
generallizedTime GeneralizedTime,
}
ErrorProdtectionRequest ::= INTEGER {none (0) ,'‘Signed(1)}

The publig-key certificate framework defined in Rec. }TU-T X.509 | ISO/IEC 9594-8 is used in all Director

defined in

Integrity pyotection is provided through the digital*signature of the sender and the verification of that signa
recipient uping the sender's corresponding public-key certificate.

The certi

shall be present and contain the signer's_public-key certificate if the request argument, response or error is sig
recipient requires a certification path for validation, and an acceptable parameter is not present, whether th
rejects thelsignature, or attempts-to*determine a certification path, is a local matter. The public-key certificate
the distingpiished name in thestibject field as specified by the name component.

The name
generates g

The time

random number'to enable the detection of replay attacks.

these Directory Specifications to optionadlly protect the operations including requests, responses

fication-path componentisdéfined in clause 7.7 in Rec. ITU-T X.509 | ISO/IEC 9594-8.). This

is the distingtished name of the first intended recipient of the argument or result. For example,
signed argument, the name is the distinguished name of the DSA to which the operation is submit

protocols
hnd errors.
ure by the

component
ned. If the
e recipient
shall have

if a DUA
ed.

s the-intended expiry time for the validity of the request, response or error. It is used in conjunctign with the

The random Valuge is a number that should be different Tor each request, TESPONSE OF error. 1T 1S used in conjur
the time parameter to enable the detection of replay attacks. If sequence integrity is required, then the random argument
may be used to carry a sequence integrity number as follows:

a)

b)

value plus 1) from:

ction with

The random value used with operation arguments is derived using a pre-agreed sequence (e.g., the previous

i)  for the first operation sent from a system on a binding, the random value passed in the bind operation

argument/result by the remote peer system; and
i) for subsequent operations, the random value passed in the previous operation in the same

the random value in the request (e.g., random in request argument plus 1).

direction.

The random value used with operation results or errors is derived using some pre-agreed sequence from

The target ProtectionRequest may appear only in the request for an operation to be carried out, and indicates the
requester's preference regarding the degree of protection to be provided to the result. Two levels are provided: none
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(no protection requested, the default), and signed (the Directory is requested to sign the result). The degree of protection
actually provided to the result is indicated by the form of result and may be equal to or lower than that requested, based
on the limitations of the Directory.

The operationCode parameter is used to bind securely the operation code to the message (request arguments, results or
errors). If this parameter is present, it shall take the value of the operation code for the operation and the receiver shall
check that the value in this parameter is equal to the operation code in the received message. If not, the assumption is that
the operation code has been changed and the message shall be discarded,

NOTE 2 -— The operation code is only securely bound to the message if the message is signed,

The errorProtection request may appear only in the request for an operation to be carried out, and indicates the
requester's preference regarding the degree of protection to be provided to any error. Two levels are provided: none
(no protection requested, the default), and signed (the Directory is requested to sign the error). The degree of protection
actually provided to the error is indicated by the form of error and may be equal to or lower than that requested, based on
the limitations of the Directory.

NOTE 3 — A DUA may request that any security label context be returned with an attribute value using the context se|ection.

The errofCode is used to secure the error code where an error is returned in response to an operatiop:

If the syntdx of Time has been chosen as the uTcTime type, the value of the two-digit year field shallbe rationjalized into
a four-digif year value as follows:
4 Ifthe 2-digit value is 00 to 49 inclusive, the value shall have 2000 added to(it:

+  If the 2-digit value is 50 to 99 inclusive, the value shall have 1900 added\to' it.

GeneralilzedTime shall be used if the negotiated version is v2 or greater. The use,of GeneralizedTime When v1 has
been negcﬂiated may prevent interworking with implementations unaware of thie-possibility of choosing eithef UTCTime
Or GenerallizedTime. It is the responsibility of those specifying the domains in which this Directory Specification will
be used, e)g., profiling groups, as to when the GeneralizedTime may be-used. In no case shall uTCTime e used for
representirlg dates beyond 2049.

711 Common elements of procedure for access cantrol

This clausg defines the elements of procedure that are common'to all abstract service operations when basic-accpss-control,
rule-based{access-control or both are in effect. If both mechanisms are in effect, the order in which they are gpplied is a
local mattqr, except that if access is denied to the entry;san attribute type or an attribute value, by either mechanism, then
a grant fron the other mechanism shall not overrideg\it."In this respect, DiscloseOnError permission of basic-acgess-control
is a grant that shall not override a deny of rule:lvased-access-control.

7.11.1  Common elements of procedure;for basic access control

7.11.1.1 Alias dereferencing

If, in the process of locating a-target object entry (identified in the argument of an abstract service operation), alias
dereferencyng is required, ng-specific permissions are necessary for alias dereferencing to take place. Howeyer, if alias
dereferencjng would resultiina ContinuationReference being returned (i.e., in a Referral), the followinp sequence
of access gontrols applies: 1f the DSA chains the request to another DSA and receives a referral back from jt, then the
access confrols shall’ beapplied to the referral if the targetobject in the referral is the same as in the chaingd request.
That is, thg DSAshall police all referrals whether they were generated locally or remotely.

).{/Réad permission is required to the alias entry. If permission is not granted, the operation fails in accordance

with the prnr\nr‘lllrn described in clavuse 7 11 1

2)  Read permission is required to the aliasedEntryName attribute and to the single value that it contains.
If permission is not granted, the operation fails and nameError with problem
aliasDereferencingProblem shall be returned. The matched element shall contain the name of the
alias entry.
NOTE — In addition to the access controls described above, security policy may prevent the disclosure of knowledge information
which would otherwise be conveyed as a ContinuationReference in Referral. If such a policy is in effect and if a DUA
constrains the service by specifying chainingProhibited, the Directory may return a serviceError With problem
chainingRequired. Otherwise, a securityError with problem insufficientAccessRights Or noInformation shall be
returned.

7.11.1.2 Return of Name Error

If, while performing an abstract service operation, the specified target object (alias or entry) — e.g., the Name of an entry
to be read or the baseObject in a search request — could not be found, a nameError with problem nosuchObject
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shall be returned. The matched element shall either contain the name of the next superior entry to which DiscloseOnError
permission is granted, or the name of the DIT root (i.e., an empty RDNSequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

7.11.1.3 Non-disclosure of the existence of an entry
If access is denied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, while performing an abstract service operation, the necessary entry level permission is not granted to the specified
target object entry — e.g., the entry to be read — the operation fails and the error returned is one of: if DiscloseOnError
permission is granted to the target entry, a securityError with problem insufficientAccessRights Or
noInformation Shall be returned; otherwise, a nameError with problem noSuchoObject shall be returned. The
matched element shall either contain the name of the next superior entry to which DiscloseOnError permission is
granted, or the name of the DIT root (i.e., an empty RDNSequence).
NOTE —_The second alternative may be taken by a DSA which does not have access to all superior entries.

Additional[y, whenever the Directory detects an operational error (including a referral), it shall ensure that\ip returning
that error, it does not compromise the existence of the named target entry and any of its superiors. Fof.example, before
returning |a serviceError Wwith problem timeLimitExceeded Of an wupdateError with| problem

notAllowedOnNonLeaf, the Directory verifies that DiscloseOnError permission is granted to.the“target entry. If it is
not, the procedure described in the paragraph above shall be followed.

7.11.1.4 Return of Distinguished Name

In a Comppre, List, or Search operation, ReturnDN permission is required to the objeet (or baseObject) eftry if, as a
result of dg¢referencing an alias, the object's distinguished name is to be returned(injthe name parameter of th¢ operation
result (see[clause 10.2.3). If this permission is not granted, the Directory shalkréturn an alias name for the enfry instead,
as describdd in clause 7.7, or it shall omit the name parameter altogether.

If a Read |or Search operation, is not granted, the Directory shall retdrn the name of an alias instead, agd described
in clause 7}7, or if no alias hame is available, it shall fail the operation“with a nameError (in the case of Reqd) or omit
the entry ffom the results (in the case of Search).

If the user|supplied alias name is returned in the result, then-theé aliasbDeferenced flag of CommonResulys shall not
be set to TRUE.

7.11.2 Common elements of procedure for rulezbased-access-control

7.11.2.1 Accessing an entry (entry level permission)

In order t¢ access an entry, permission. is réquired to access at least one attribute value in the entry. If pntry level
permissior] is not granted, then nameEgroz with problem noSuchobject shall be returned.

7.11.2.2 Returning the name of an entry

In order tojreturn the DN of an entry, permission is required to access all the attribute values of at least one confext variant
of the RDIN of the entry (this-is termed RDN permission). No permissions are required from any of the supefiors of the
entry. If RDN permission\is not granted, then a DSA may choose to either return the DN of a valid alias of the entry for
which RDIN permissionthas been granted, or to omit the name component from the operation result.

NOTE + The sélection of an appropriate alias name is further described in the notes of clause 7.7.

7.11.2.3 Aligsdereferencing

In order to dereference an alias, permission is required to access the aliasedEntryName attribute value.

7.11.2.4 Return of Name Error (noSuchObject)

The matched component of nameError With problem noSuchobject shall be set to the name of the next superior entry
to which the requester has RDN permission. If such an entry is not available to the DSA generating the error, then the
name of the DIT root shall be returned.

7.11.2.5 Accessing an attribute

In order to access an attribute, permission is needed to access at least one of the values of the attribute.
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7.11.2.6 Deleting information

In order to delete an attribute value, permission is needed to access that value. When deleting an entry or an attribute, the
operation shall return a successful response if at least one attribute value is deleted, irrespective of how many values were
requested to be deleted.

7.11.2.7 Invoking search-rules

In order to evaluate a search-rule against the arguments of a search operation, invoke permission to the search-rule is
required for the requester originating the search operation. The user needs no other permissions to access the search-rule
attribute or the subentry that contains it.

7.11.3  Family information

Family information is treated the same way as any other information, except that the access control information (ACI) for
which the ProtectedItem is marked as is includeFamily; if the ACI is applicable to an ancestor or family member
this causes|subordinate family members to be subject to the same ACI. IncludeFamily is only meaningfulwhen applied
to an entdy protected item.

7.12 Managing the DSA Information Tree

The DSA |Information Tree held by a DSA can be managed using the Directory abstract-service. When the DSA
Informatiop Tree is managed:

+ all DSEs in a DSA are visible through the DAP including the root DSE;

+ attributes defined as no user modification may be modified Athough the DSA can reply with a
serviceError With problem unwillingToPerform if it canmot support the requested change);

+  knowledge is merely another attribute which can be read and-modified; and
+  the DSA never chains requests or returns referrals or coftinuation references.

Visibility ¢f DSEs and the retrieval of or changes to operational attributes can be controlled via access control in the
normal waly.

The management of a DSA Information Tree is achieved by@DUA using the following procedures:
1) The DUA BINDs directly to the DSA which holds the DSA Information Tree that is to be manpged.
3) For each operation that is used to manage the DSA Information Tree:
—  the manageDSAIT extensiop-bit shall be set;

—  the manageDSAIT optiof-shall be set;

— the manageDSAITPlaneRef option shall be included if a specific replication plane is to b¢ managed.
The following components are ignored by the Directory:
- operationProgress iN CommonArgument;

- referenceType iN CommonArgument;

- entiryOnly iN CommonArgument;

— _\nameResolveOnMaster iN CommonArgument; and

+_) chainingProhibited in ServiceControls.

7.13 Procedures for families of entries

As specified in clause 7.3.2, family members within a compound entry may be grouped together for the purpose of
operation evaluation. This grouping is only relevant for Compare, Search and Remove Entry operations. If family
grouping is specified for any other operation, it shall be ignored.

For determining which family members that shall be returned according to the familyReturn component of the
entryInformationSelection, the concepts of contributing member and participating member is introduced. These
concepts are only relevant for operations that return entry information, i.e., Read, Search and Modify Entry operations.

If a family member makes an active contribution to the operation evaluation, it is marked as a contributing member. A
family member makes a contribution to the match if it is part of a family grouping that matches the filter and if it holds
one or more attributes that are matched by non-negated filter items. It also contributes if it holds an attribute of a given
type if a negated filter item for the same type does not match. In the case of a Read or Modify Entry operation, the family
member that is selected by the operation (as specified by the object component of the operation) is the only member
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marked as a contributing member and as a participating member. In the case of a Search operation, family grouping is
done for filter matching. If a family grouping matches a filter (see clause 7.8.3), all members that have contributed actively
to the matching are marked as contributing members, while all entries of the grouping are marked as participating
members. If the filter used is the default filter (and : { }), then all members of a family grouping shall be marked as
participating members, but not as contributing members.

When a family grouping of compound entry matches the filter and the searchargument specifies hierarchy selection
(except for sel£), the selected entries shall also be marked if applicable. If the ancestor of the compound entry is marked
as participating (and possibly also as contributing), all referenced entries of the hierarchical group that are not compound
entries shall be selected, otherwise they shall be excluded. If a referenced entry is a compound entry, the marking of its
members shall be done as follows. Each member of the referenced compound entry that have the same local member
name as a member of the matched compound entry is marked the same way. All other members of the referenced
compound entry are left unmarked.

As a Search filter can possibly match several compound entries, the resulting selection and marking shall be the union of
those for the individual matched compound entries.

If a matchgd entry not being a compound entry references a compound entry in its hierarchy selection¢all*thge members
of that conipound entry are marked as participating.

How this marking of entries affects the return of entry information is detailed in clause 7.6.4.

Family members may be packed into a family-information derived attribute. If only a sitigle member of ajcompound
entry is returned in the result, packaging shall not be performed. However, if several members are returned frpm a Read
or Modify [Entry operation, these members shall be packed. In the case of a Search operation where several members of
a compound attribute are returned they shall be packed unless the separateFamilyMembers search contrrll option is
set, in which case the members shall be returned as separate entries.

When perfprming search operations involving compound entries, there are four relevant phases for a Search operation:

d) The groupings of family members within each entry ofdinterest, as defined by familyGrowping, are
logically considered within each candidate entry (i.e7)as selected by subset). By pooling together all the
attributes of the group, all attribute values for a given attribute type are considered to belong to|that single
attribute type, even if they originate from different-family members.

) The filter is applied to each family grouping;.if’'the filter is satisfied for the grouping, the comppund entry
then satisfies the filter, and is considered \to be selected by the filter. Family members are [marked as
described above.

@) The marked entries are augmented;-as specified by familyReturn in EntryInformationS¢lection,
to mark all entries that would be ¥eturned.

d) |If the additionalContxrél component is present in a governing-search-rule (see clause [16.10.8 of
Rec. ITU-T X.501 | ISQ/IEC 9594-2), the markings, and thereby what is returned, may be chapged as the
result of processing,the referenced control attributes.

8 Directory authentication

The Directory supportsithe authentication of users accessing the Directory via DUASs and the authentication df directory
systems (OSAs) torusers and to other DSAs. Depending on the environment, either simple or strong authenti¢ation may
be used. The procedures to be used for simple and strong authentication in the Directory are described in thg following
subclauses

8.1 Simple authentication procedure

Simple authentication is intended to provide local authorization based upon the distinguished name of a user, a bilaterally
agreed (optional) password, and a bilateral understanding of the means of using and handling this password within a
single domain. The utilization of simple authentication is primarily intended for local use only, i.e., for peer entity
authentication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be
achieved by several means:

a) the transfer of the user's distinguished name and (optional) password in the clear (non-protected) to the
recipient for evaluation;

b) the transfer of the user's distinguished name, password and a random number and/or a timestamp, all of
which are protected by applying a one-way function;
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c) thetransfer of the protected information described in b) together with a random number and/or a timestamp,
all of which is protected by applying a one-way function.

NOTE 1 — There is no requirement that the one-way functions applied be different.
NOTE 2 — The signalling of procedures for protecting passwords may be a matter for an extension to the document.

Where passwords are not protected, a minimal degree of security is provided for preventing unauthorized access. It should
not be considered a basis for secure services. Protecting the user's distinguished name and password provides greater
degrees of security. The algorithms to be used for the protection mechanism are typically non-enciphering one-way
functions that are very simple to implement.

The general procedure for achieving simple authentication is shown in Figure 2.

/ﬁh

X.511(16)_F02

Figure 2 — The unprotected simple authentication procedure

The following steps are involved:
1) Anoriginating user A sends its distinguished name and.password to recipient user B.

3) B sends the purported distinguished name and password of A to the Directory, where the ppssword is
checked against that held as the UserPassword-attribute within the directory entry for A|(using the
Compare operation of the Directory).

3) The Directory confirms (or denies) to B thatthe credentials are valid.
4) The success (or failure) of authentication‘may be conveyed to A.

The most asic form of simple authentication invelves only step 1) and after B has checked the distinguished name and
password, fmay include step 4).

8.1.1 beneration of protected identifying information

Figure 3 iljustrates two approaches by Which protected identifying information may be generated. f1 and f2 afe one-way
functions (either identical or different) and the timestamps and random numbers are optional and subject fo bilateral
agreements.

Annex E provides a suggested algorithm to be used for protected passwords.

A >
A N Protected|
passw » o | »
" N Ly
" Protected?
q rotecte
R | 12 >
t2 >
A
q2 >
X.511(16)_F03
A User's distinguished name
A . .
t Timestamps
passw"  Password of A
q* Random numbers, optionally with a counter included

Figure 3 — Protected simple authentication
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8.1.2 Procedure for protected simple authentication

Figure 4 illustrates the procedure for protected simple authentication.

X.511(16)_F04

Figure 4 — The protected simple authentication procedure

The follow ing steps are involved (mmally using f1 nnly)'

1) An originating user, user A, sends its protected identifying information (Authenticatorl) fto user B.
Protection is achieved by applying the one-way function (f1) of Figure 3, where the-timestgmp and/or
random number (when used) is used to minimize replay and to conceal the password.

The protection of A's password is of the form;
Protectedl = f1 (t14, g1, A, passw”)

The information conveyed to B is of the form:
Authenticatorl = t14, g1, A, Protectedl

B verifies the protected identifying information offered by A by,génerating (using the distinguished name
and optional timestamp and/or random number provided by A, tegether with a local copy of A's|password)
a local protected copy of A's password (of the form Protected1). B compares for equality thg purported

identifying information (Protectedl) with the locally generated value.

3) B confirms or denies to A the verification of the protected identifying information.

RO
~

The procedure can be modified to afford greater protection usingyfl and f2. The main differences are as follows:

1) A sends its additionally protected identifyingdnformation (Authenticator2) to B. Additional pfotection is
achieved by applying a further one-way fuhgtion, f2, as illustrated in Figure 3. The further protgction is of
the form:

Protected2 = f2 (124, q24, Protected1)
The information conveyed to B*is-of the form:
Authenticator2 = t14;12%; q14, q2#, A, Protected2

For comparison, B generates a local valde of A's additionally protected password and compares it for equality with that
of Protectdd2.

3) B confirms or.denies to A the verification of the protected identifying information.

8.2 Password policy

8.2.1 Introdugtion

Password paliey is a set of rules that controls how passwords are used and administered in the Directory. It injproves the
security oftthe-Directory-and-makesit-diffi or-password gprograms-to-break-into-the Director-—These rules

ensure that users change their passwords periodically, that passwords meet quality requirements, that the reuse of old
passwords is restricted, and that users are locked out after a certain number of failed attempts. This policy also forces the
user to update its password after it has been set for the first time, or has been reset by a password administrator. However,
in some cases, it is desirable to disallow users from adding and updating their own passwords.

A password is supposed not to be well known. If a password is frequently changed, the chance of misuse is minimized.
Password policy administrators may deploy a password policy that causes passwords to expire after a given amount of
time thus forcing users to change their passwords periodically. There must be a way to make users aware of the need to
change their password before being locked out of their accounts. One or both of the following methods could be used:

— A warning may be returned to the user sometime before the password is due to expire. If the user ignores
this warning before the expiration time, the account will be locked.

—  The user may Bind to the directory a certain number of times after the password has expired. If the user
fails to change the password following one of the 'grace’ authentications, the account will be locked.
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Password quality rules are rules for how a password shall be constructed. It is not the intention to provide a specification
for password qualities, as requirements on quality may change over time. Password quality includes things like:

—  minimum length;
— amixture of characters (uppercase, lowercase, figures, punctuations, etc.); and
— avoidance of trivial passwords.

A particular quality rule requires specialized code within the implementation. It may therefore be of advantage to
standardize password quality rules and assign object identifiers to such rules. An implementation may then claim support
to one or more of such standardized quality rules.

An intruder may try to guess a password to get access to protected information. Currently, two different safeguards have
been identified:

—  Specification of the maximum number of failed attempts before a successful attempt within a given time
span (which could be indefinitely): This approach allows for "denial of service attacks". One or more
genuine users could have their access to the directory barred by the action of an attacker.

+  The other mechanism is to insert a delay before returning information on authentication failure, and
increasing this delay for repeated failed authentications on the same connection. Thisapprgach slows
authentication, and makes brute force attacks impractical.

Password history is a mechanism to prevent password reuse. Previously used passwords shiould be stored tg allow the
Directory fo ensure that a new password has not been previously used. Old passwords are‘stored for a time s
the passwqrd policy, and after this time a password may be reused. The history is maintained in a userP
multi-valugd operational attribute. A value is purged after a specific time, and the purgéd password may in
reused. The maximum time a password is kept in the userPwdHistory attribute is specifigd in the
pwdMaxT |melnHistory operational attribute, and the minimum time is«specified in the pwdMinTimelnHistory
operational attribute. The number of passwords stored is limited by the pwdHistorySlots operational attribute and the
password ¢annot be changed if there is no free slot in the history and na/passwords in the history have been fgr less than
the pwdMinTimelnHistory, so a user cannot revert to a "preferred password" simply by making lots of passwoid changes.

inciple be

The passwprd policy can be used with clear passwords (using the.clear alternative of the userpwd attribute), or with
encrypted passwords (using the encrypted alternative of the aserpwd attribute) or with another password atfribute. All
entries in the same specific password administrative area shall use the same password attribute type.

8.2.2 (Operational attributes and procedures

The passwprd policy uses specific operational attributes to register policy parameters, times and dates related t¢ password
management.

When a pabsword value is first stored in the directory, in the userpwd attribute, the pwdsStartTime operational attribute
is set (Figyre 5). The pwdExpiryTimé operational attribute which contains the expiration of the password mgy either be
automaticglly computed from the pwdExpiryaAge operational attribute or set by explicit administrator actipn. It is an
implementation option whethefthe value is dynamically computed by addition of the pwdExpiryage to the
pwdStaryTime Of the entry; in’ which case it does not need to be stored in the directory entry, or it iy set by an
administrafor, in which case it'shall be stored in the directory entry. The pwdEndTime operational attribute whi¢h contains
the expiratjon of the agcount may either be automatically computed from the pwdMaxaAge operational attribufe or set by
inistratar action. It is an implementation option whether the value is dynamically computed by addition of
the pwdMakage to:the pwdstartTime Of the entry, in which case it does not need to be stored in the directofy entry, or

The pwdstartTimeoperationatatiribtite-may-also-be-setby-anAdministrator-to-specify-that-the-acee mteanniot be used
before a given time.

When the user (or an administrator acting on behalf of the user) changes the userpwd attribute within the pwdMaxage
period, the pwdstartTime operational attribute should be updated. The pwdExpiryTime and the pwdEndTime
operational attributes should be recomputed and updated to reflect the new password creation time.

NOTE - If a user does bind with the Directory for a long time, the values of pwdExpiryTime and pwdEndTime operational
attributes may be exceeded and the account automatically locked.
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When the

generally not immediately known by all the Directory servers because of replication delays,-To prevent aut

problems,
be greater

When the
be copie
userPw

attribute (¢serPwdRecentlyExpired) should not be available to the usep.” If the user (or an administrato
behalf of the user) changes their password again during the recently expired password duration time, then the
expired password should be overwritten and the duration should be ‘'set to start again (see Figure 6). Thus,
expired password will only be kept in the recently expired password attribute for the shorter of the recen

password
table.

pwdMaxAge (secs)

A
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Figure 5 — Time chart for password attributes

user (or an administrator acting on behalf of the user) changes the value of the password, the ne

he previous password remains available for the pwdRecentlyExpiredDuration duration time (
han the replication periods used in the Directory system).

Iser (or an administrator acting on behalf of the user) changes the value-of'the password, the old va
into the recently expired password attribute. (The wusexrPwd attribute is copied

W value is
nentication
vhich shall

lue should
into the

centlyExpired). When the recently expired password duration tirre is over, the recently expired password

uration time or until the user changes their passwokd.again. However, it will be kept in the passw
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password again
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Figure 6 — Time line for recently expired passwords

8.2.3 Password history

The password history attribute is used to prevent password reuse, by storing old values of the user's password so that the
user cannot reuse the same password again whilst it is stored in the password history (see Figure 7). When the user (or an
administrator acting on behalf of the user) changes their password, it may be copied into the password history
(userPwdHistory) operational attribute along with the time that the password was changed. The password maximum
time in history attribute (pwdMaxTimeInHistory) specifies the maximum duration (in seconds) that a password should
remain in the password history. Once this time has expired for a particular password, then it is removed from the password
history, and the user may use this password again.

The number of slots in the password history table (or password history attribute values) is defined in the
pwdHistorySlots operational attribute. When all the slots are filled, the oldest password may be removed subject to it
having been in the history for a minimum duration time (as specified in the pwdMinTimeInHistory attribute).
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NOTE - If an administrator has to change the password of a user when all the history slots are full and no passwords are older than
pwdMinTimeInHistory, then the administrator might free two slots in the history table (i.e., delete two attribute values), reset
the user's password to a temporary value (which is copied into the history), leaving one spare slot for the user to choose their own

new password.

pwdMaxTimelnHistory (secs)

L]

Time the user Time the user Time the user
first changes  changes the changes the

™\, Slot is emptied
\

the password password password \'r
T B - S . 1
TTTee-lIna s Time userPwd /!
5\:::* ______ 5 First pasi'\ﬂ’ﬂl‘d 4.
~ ‘__:~ Ir r Yy .
NS pwdHistorySlots
™ Second password operational attribute

1

Third password

X.511(16)_F07]

9 Bind, Unbind operations, Change Password and Administer Password operati

The Direcfory Bind and Directory Unbind operations, defined in clauses,9:1 and 9.2 respectively, are used b

NOTE — If the Directory system changes its encryption algorithm then a user will be able tg-uge‘the same
password again since the encrypted password will be different.

Figure 7 — userPwdHistory attribute

at the begipning and end of a particular period of accessing the Directory:

9.1 Directory Bind

911 Directory Bind syntax

A Directory Bind operation is used at the beginning of@*period of accessing the Directory.

lons

/ the DUA

directoryBind OPERATION ::= {
ARG T DirectoryBindArgument
RESUL DirectoryBindResult
ERROR! {directoryBindErrox}-}
DirectonyBindArgument ::=(SET {
credentials [0] Credéntials OPTIONAL,
versions [1] Versions DEFAULT {vl},
}
Credentilals ::= CHOICE {
simpl [0] SimpleCredentials,
stron [1] StrongCredentials,
externalProcedure [2] EXTERNAL,
spkm [3] SpkmCredentials,
sasl [4T—sSasICredentials,;
...}
SimpleCredentials ::= SEQUENCE ({
name [0] DistinguishedName,
validity [1] SET {
timel [0] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,
time2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,

randoml [2] BIT STRING OPTIONAL,

random2 [3] BIT STRING OPTIONAL} OPTIONAL,
password [2] CHOICE ({

unprotected OCTET STRING,

Rec
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protected HASH{OCTET STRING},

userPwd [0] UserPwd } OPTIONAL }

StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,
-- [3] Not to be used
}
SpkmCredentials ::= CHOICE ({
req [0] SPRM-REQ,
rep [1] SPKM-REP-TI,
}
SaslCredentials 7= SEQUENCE{
mechanlism [0] DirectoryString{ub-saslMechanism},
credentials [1] OCTET STRING OPTIONAL,
saslAbort [2] BOOLEAN DEFAULT FALSE,
}
ub-saslMechanism INTEGER ::= 20 -- According to RFC 2222
Token ::F SIGNED{TokenContent}
TokenContent ::= SEQUENCE ({
algoriithm [0] AlgorithmIdentifier{{SupportedAlgorithms}l}|,
name [1] DistinguishedName,
time [2] Time,
randon [3] BIT STRING,
response [4] BIT STRING OPTIONAL,
}
Versions| ::= BIT STRING {v1(0), v2(1)}
DirectornyBindResult ::= SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT™ {vl},

pwdResjponseValue [2] PwdResponseValue OPTIONAL }

PwdResponseValue ::= SEQUENCE {
warni CHOICE {
timeLeft [0] INTEGER (0..MAX),

grageRemaining [1] INTEGER (0..MAX),
...} OPTIONAL,

error [ENUMERATED {
passwordExpired, (0),
chanlgeAfterReset\" (1),

} OPTIONALY}

directorlyBindError ERROR ::= {
PARAMETER, OPTIONALLY-PROTECTED {SET ({
verqions [0] Versions DEFAULT {vl},
error CHOICE ({
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem,
...},
securityParameters [30] SecurityParameters OPTIONAL }}}
BindKeyInfo ::= ENCRYPTED{BIT STRING}

9.1.2 Directory Bind arguments

The credentials argument of the DirectoryBindArgument allows the Directory to establish the identity of the user.
The credentials may be simple, or strong or externally defined (externalProcedure) (as described in
Rec. ITU-T X.509 | ISO/IEC 9594-8).

If simple is used, it consists of a name (always the distinguished name of an object), an optional validity, and an optional
password. This provides a limited degree of security. The password may be unprotected, or it may be protected (either
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Protectedl or Protected2) as described in clause 18.1 of Rec. ITU-T X.509 | ISO/IEC 9594-8 or it may be the userpPwd
attribute. The validity supplies timel, time2, randoml and random2 arguments, which derive their meaning through
bilateral agreement, and which may be used to detect replay. In some instances a protected password may be checked by
an object which knows the password only after locally regenerating the protection to its own copy of the password and
comparing the result with the value in the bind argument (password). In other instances, a direct comparison may be
possible. A possible approach for protected passwords may be found in Annex K of ITU-T X.509 | ISO/IEC 9594-8. If the
userPwd attribute is used, the password may be transmitted in the clear or encrypted and the matching rule is defined in
clause 18.1.8 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

GeneralizedTime shall be used for timel and time2 if the negotiated version is v2 or greater. The use of
GeneralizedTime When v1 has been negotiated may prevent interworking with implementations unaware of the
possibility of choosing either UTCTime Or GeneralizedTime. It is the responsibility of those specifying the domains
in which this Directory Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used.
uTcTime shall not be used for representing dates beyond 2049.

For the stlong alternative, the specification for the parameters of StrongCredential are:

+ the certificate-path component, if present, shall hold a certification path as @peciflfed by the
CertificationPath data type as defined in clause 7.6 of Rec. ITU-T X.509 | ISO/IEC-9594}8;

+ the bind-token component shall be signed and shall have the subcomponents as\spéecified beJow; and
+  the name component shall hold the distinguished name of the requester.

This enables the bound DSA to authenticate the identity of the requester establishing(the application-assocjation. The
corresponding information in the result allows the requester to authenticate the boundDSA.

If the spki alternative is taken in, information relating to identity is conveyed.~This enables the identity of e|ther entity
to be authgnticated.

The arguments of the bind token are used as follows. algorithm is thesidentifier of the algorithm employed fo sign this
information. name is the name of the intended recipient. The time parameter contains the expiry time of the ffoken. The
random nfimber is a number which should be different for each _urexpired token, and may be used by the Hecipient to
detect replpy attacks.

If externalProcedure is used, then the semantics of the authentication scheme being used are outside the sgope of the
Directory $pecifications.

sasl is uged when using the Simple Authenticatién and Security Layer (SASL) specified in IETF RFC(4422. If a
directoryBind operation is invoked with a“SaslCredentials mechanism value set to the empty string, a
SecurityfError Of inappropriateAuthentication shall be returned.

The versjons argument of the DirectoryBindArgument identifies the versions of the service which the DUA is
prepared tg participate in. The value vi.denotes the protocol version 1 and the value v2 denotes the protocol version 2.
The value 2 shall be used if, in a subsequent Modi £yEntry operation, the altervValues Or resetvValue mpdification
types are tp be sent in a request@r a result other than NULL is required (see clause 12.3). The value shall be pet to v2 if
signing of prrors or result to(Add Entry, Remove Entry, Modify Entry, Modify DN is used.

Migration fo future versions of the Directory should be facilitated by:

d) anyelements of DirectoryBindArgument other than those defined in this Directory Specifigation shall
be“accepted and ignored;

B).<cadditional options for named bits of DirectoryBindArgument (e.g., versions) not defingd shall be

HHHAAE

The response component is used to carry a number derived from random if challenge response of authentication is
required.

9.1.3 Directory Bind results
Should the bind request succeed, a result shall be returned.

The credentials argument of the DirectoryBindResult allows the user to establish the identity of the Directory.
It allows information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA.
It shall be of the same form (i.e., CHOICE) as that supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by the
DUA is actually going to be provided by the DSA.
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The following applies independently whether the DSA holds the responder's master entry or a replicated entry:

a) Ifthe warning.timeLeft component is present and different from zero, the error component shall be
absent.

b) Ifthe warning.graceRemaining component is present, the error.passwordExpired may be set.

The following applies when the DSA holds the master entry for the requester:

a) If warning is present with either the timeLe£ft Set to zero or graceRemaining Set to zero and
error.passwordExpired Set, only a change-password operation is accepted.

b) if error.changeAfterReset iS Set, warning shall not be present. Only a change-password operation
is accepted.
9.14 Directory Bind errors

Should the hind request fail a bind error shall be returned_If the Bind request was using strong authentication gr if SPKM
credentiald were supplied, then the Bind responder may sign the error parameters.

The versions parameter of the directoryBindError indicates which versions are supported by the\DSA.
The secugityParameters components (see clause 7.10) shall be included if the error is to be signed.

A securityError Or serviceError shall be supplied as follows:

securijtyError inappropriateAuthentication
invalidCredentials
blockedCredentials

spkmError
unsupportedAuthenticationMethod
passwordPolicyRequired
passwordExpired
inappropriateAlgorithms

servigeError unavailable
saslBindInProgress

For detailslon serviceError and securityError, seecladses 14.7 and 14.8.

9.2 Directory Unbind

The unbingling at the end of a period of accessing the Directory is for the OSI environment specified in clguses 7.6.4
and 7.6.5 qf Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in clause 9.2.2 of Rec. ITU-T X.519 |
ISO/IEC 9594-5.

NOTE +4 On unbinding, all paged resultsthat have not been accessed so far become inaccessible, and they should be disposed of.

10 Directory Read-operations

There are fwo 'read-liKe-operations: read and compare, defined in clauses 10.1 and 10.2, respectively. Th¢ abandon
operation, defined in_clause 10.3, is grouped with these operations for convenience.

10.1 Read

10.1.1 Read syntax

A Read operation is used to extract information from an explicitly identified entry. It may also be used to verify a
distinguished name. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 |
ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see clause 7.10) in the
request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

read OPERATION ::= {

ARGUMENT ReadArgument

RESULT ReadResult

ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
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securityError}
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED { ReadArgumentData }
ReadArgumentData ::= SET ({
object [0] Name,
selection [1] EntryInformationSelection DEFAULT ({},

modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,

-7

4

COMPONENTS OF CommonArguments }

ReadResult ::= OPTIONALLY-PROTECTED { ReadResultData }

ReadResultData ::= SET {

entry

modifyRights [1] ModifyRights OPTIONAL,

-7

ceey
COMPONENTS OF CommonResults }

ModifyRilghts ::= SET OF SEQUENCE {

item

entny [0] NULL,
attribute [1] AttributeType,
val [2] AttributeValueAssertion,
L
sion

permi
add

remogve (1),

rename (2),
movj!l (3)},

}
10.1.2

The obje

The sele

The comm

CHOICE {

[3] BIT STRING {

(0),

Read arguments

¢nArguments (See clause 7.3)inelude a specification of the service controls and security paramete

¢t argument identifies the object entry from which information is requested. Should the Name inv¢lve one or
more aliasgs, they are dereferenced (unless this is prohibited by the relevant service controls).

¢tion argument indicates which information from the entry is requested (see clause 7.6). Howevey, it should
not be assymed that the attributes returned are’the same as or limited to those requested.

s applying

to the request. For the purposes of thissoperation, the sizeLimit component is not relevant and is ignored if provided.
If the arguinent of this operation is to be signed by the requester, the SecurityParameters (see clause 7.10) fomponent

shall be in¢luded in the arguments:

The modi

10.1.3

Should the| requiest succeed, the result shall be returned.

The entry

Read resutts

fyRightsRequest’argument is used to request the return of the requester's modification rights tp the entry
and its attrjbutes.

ESUIt parameter ofus the Tequested Mformation (See Ctause 7-7). TS may mctude famity info

required by the presence of a familyReturn element in EntryInformationSelection.

mation, if

The modifyRights parameter is present if it was requested via the modifyRightsRequest argument, and the user has
modification privileges to some or all of the requested entry information, and the return of this information is permitted
by the local security policy. If returned, the modification rights of the requester are returned for the entry and for the

attributes

specified in the selection argument. The parameter contains the following:

An element of the SET is returned for the entry; for each user attribute requested which the user has

the right to add or remove; and for each returned attribute value for which the user's rights to add or

remove it differ from those of the corresponding attribute.
—  The returned permission indicates which operations or actions on the entry by the user woul

d succeed.

In the case of an entry, remove indicates that a RemoveEntry operation would succeed; rename indicates
that a ModifyDN operation with the newSuperior parameter absent would succeed; and move that a

Modi fyDN operation with the newSuperior parameter present and an unchanged RDN would

Rec. ITU-T X.511 (10/2016)

succeed.

35


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017 (E)

In the case of attributes and values, add indicates that a ModifyEntry operation that adds the attribute
or value would succeed; and remove indicates that a Modi fyEntry operation that removes the attribute
or value would succeed.

NOTE — An operation to move an entry to a new superior may also depend on permissions associated with the new superior (as for
example with basic-access-control). These are ignored when determining permission.

The commonResults (see clause 7.4) include the security parameters applying to the response. If this result is to be
signed by the Directory, the SecurityParameters (see clause 7.10) component shall be included in the results.

10.1.4 Read errors

Should the request fail, one of the listed errors shall be reported. If none of the attributes explicitly listed in selection
can be returned, then an attributeError with problem noSuchAttributeOrValue shall be reported. The
circumstances under which other errors shall be reported are defined in clause 14.

10.1.5 IRead operation decision points for basic acCess Controt

If rule-basg¢d-access-control is also to be applied, the order in which it is applied with respect to basic-access-gontrol is a
local mattdr, except that if access is denied to the entry, an attribute type or an attribute value, by either meghanism, it
shall not bp overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-fontrol is a
permissior] that shall not override a deny of rule-based-access-control.

If basic-acqess-control is in effect for the entry being read, the following sequence of accesscontrols applies:

1) Read permission is required to the entry being read. If permission is,net/granted, the operatfon fails in
accordance with clause 7.11.1.3.

PO
~

If the infoTypes element of selection specifies that attributetypes only are to be returned, then for
each attribute type that is to be returned, Read permission is reguired. If permission is not granted, the
attribute type is omitted from the ReadResult. If, as a consequence of applying these controls no attribute
information is returned, the entire operation fails in accardance with clause 10.1.5.1.

3) Ifthe infoTypes element of selection specifies that‘attribute types and values are to be retyirned, then
for each attribute type and for each value that is ta:be returned, Read permission is required. If permission
to an attribute type is not granted, the attribute 1s.omitted from ReadResult. If permission to gn attribute
value is not granted, the value is omitted fretits corresponding attribute. In the event that pefmission is
not granted to any of the values within the attribute, an Attribute element containing an emgty SET OF
AttributeValue is returned. If, as aconsequence of applying these controls, no attribute infgrmation is
returned, the entire operation fails in,accordance with clause 10.1.5.1.

NOTE - Privileges that permit a DAP read operation may not work in an LDAP environment where browse permission is required
to suppgrt an equivalent read service.

10.1.5.1 KError returns

If the opergtion fails as defined in.clause 10.1.5, items 2) or 3), the valid error returns are one of:

d) Ifan open-ended.aption was specified (i.e., allUserAttributes Of allOperationalAttrjbutes), a
securityError With problem insufficientAccessRights Of noInformation shall be feturned.

) Otherwise;'if a select option was specified (in attributes and/or in extraAttributes),|then if the
DiseloséOnError permission is granted to any of the selected attributes, a securityError with problem
insufficientAccessRights Or noInformation shall be returned. Otherwise, an attributeError
with problem noSuchAttributeOrvalue shall be returned.

10.1.5.2 Non-disclosure of incomplete results

If an incomplete result is being returned in EntryInformation, i.€., Some of the attributes or attribute values have been
omitted because of the applicable access controls, the incompleteEntry element shall be set to TRUE if
DiscloseOnError permission is granted to at least one attribute type withheld from the result, or at least one attribute
value withheld from the result (for which attribute type Read permission was granted).

10.1.6  Read operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.
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If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
read, the following access controls apply:

1
2)

3)

4)

If entry level access is denied under rule-based-access-control, then the operation fails with nameError
with problem noSuchoObject in accordance with clause 7.11.2.4.

If access to the entry is not permitted under the basic-access-control scheme as described in clause 10.1.5,
item 1), then the operation fails in accordance with clause 7.11.1.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, then if
under rule-based-access-control, access is not granted for all attribute values of that type, the attribute type
is omitted from the ReadResult. If, as a consequence of applying these controls, no attribute information
is returned, the entire operation fails returning an attributeError Wwith problem
noSuchAttributeOrValue in accordance with clause 10.1.5.1, item b).

If the infoTypes element of selection specifies that attribute types only are to be returned, basic-access-

controlis qpplind as-described-inclause-10.1 .L'\, item ’)).

L5l
~

10.2  Compare

10.2.1  Compare syntax

Under rule-based access controls, if the infoTypes element of selection specifies that attribut¢ types and
values are to be returned, then for each attribute value that is to be returned, access shall be [granted. If
access to an attribute value is not granted, the attribute value is omitted from its corresponding attribute.
In the event that access is not granted to any of the attribute values within an attribute; the whole attribute
is omitted from ReadResult. If, as a consequence of applying these controls; o attribute infgrmation is
returned, the entire operation fails returning an attribateError Wwith| problem
noSuchAttributeOrValue.

basic-access-control is applied as described in clause 10.1.5, item 3).
The name of the entry returned in the operation result is determined-as defined in clause 7.11.24.2.

A Comparg operation is used to compare a value (which is supplied as an argument of the request) with the value(s) of a
particular gttribute type in a particular object entry. The arguments of the operation may be signed (see clayise 17.3 of
Rec. ITU{T X.501 | ISO/IEC 9594-2) by the requester If the target component of the SecurityParameters
(see clausg 7.10) in the request is set to signed and a.tesult is to be returned, the result may be signed. Othprwise, the

result shall not be signed.

Any value jof familyGrouping except multiStrand may be used, and the attributes in all the grouped family members
are to be|used in the comparison against.the purported attribute value assertion. If familyGrouping specifies

multiStrand, compoundEntry is assumed.

compare OPERATION ::= {
ARGUMENT CompareArgumént

RESULT
ERRORS

CODE

CompareResult
{attributeError |
nameError |
servieceError |
referral |
abandoned |
securityError}
id-opcode-compare }

CompareArgument ::= OPTIONALLY-PROTECTED { CompareArgumentData }

CompareArgumentData ::= SET {

object

[0] Name,

purported [1] AttributeValueAssertion,

-7

.
COMPONENTS OF CommonArguments }

CompareResult ::= OPTIONALLY-PROTECTED { CompareResultData }

CompareResultData ::= SET {

name
matched

Name OPTIONAL,
[0] BOOLEAN,

fromEntry [1] BOOLEAN DEFAULT TRUE,
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matchedSubtype [2] AttributeType OPTIONAL,

ey
COMPONENTS OF CommonResults }

10.2.2 Compare arguments

The object argument is the name of the particular object entry concerned. Should the Name involve one or more aliases,
they are dereferenced (unless prohibited by the relevant service control).

The purported argument identifies the attribute type and value to be compared with that in the entry. The comparison
is TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute of the entry
which is the purported attribute type or one of its subtypes (see clause 7.6), and if there is a value of that attribute which
matches the purported value using the attribute's equality matching rule.

NOTE — A compare request cannot be satisfied by a friend attribute type of the attribute type specified in the argument.

If context gssertions are included in the attribute value assertion, then the matching shall be attempted only-against those
values whith satisfy all the given context assertions, as described in clause 8.9.2 of Rec. ITU-T X.501 | ISO/IHC 9594-2.
If no contgxt assertions are included in the attribute value assertion, then default context assertions shall belapplied as
described in clause 8.9.2.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

The commdnArguments (See clause 7.3) include a specification of the service controls and secutity parameters applying
to the request. For the purposes of this operation, the sizeLimit component is not relevantand is ignored if provided.
If the arguinent of this operation is to be signed by the requester, the SecurityParameters(see clause 7.10) fomponent
shall be in¢luded in the arguments.

10.2.3  Compare results
Should the| request succeed (i.e., the comparison is actually carried out), the result shall be returned.

The name fomponent, if present, shall be the distinguished name of the\éntry or an alias name of the entry, a$ described
in clause 7.7. It shall be present if an alias has been dereferenced and\the name to be returned differs from the object
name suppflied in the operation argument.

The matched result parameter holds the result of the comparison. The parameter takes the value TRUE if the alues were
compared fnd matched, and FALSE if they did not.

If fromEntry iS TRUE, the information was compared-against the entry; if FALSE, the information was compafed against
a copy.

The matchHedSubtype parameter is present orily-if the result of the match was TRUE and if the match succeedpd because
a subtype pf the purported attribute was matched. It contains the matched subtype. If more than one such|subtype is
available, the one highest in the hierarghyis returned.

The comm¢pnResults (See clauset?.4) include the security parameters applying to the response. If this res]:It is to be
signed by the Directory, the securityParameters (see clause 7.10) component shall be included in the resilts.

10.2.4  Compare errors

Should the|request fail;one of the listed errors shall be reported. The circumstances under which the particular ¢rrors shall
be reported are defited in clause 14.

10.2.5 Compate operation decision points for basic access control

If rule-based-access-control 1S alsO applied, the order in which It IS applied With respect 10 basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being compared, the following sequence of access controls applies:

1) Read permission is required to the entry to be compared. If permission is not granted, the operation fails
in accordance with clause 7.11.1.3.

2) Compare permission is required to the attribute being compared. If permission is not granted, the operation
fails in accordance with clause 10.2.5.1.

3) If there exists a value within the attribute being compared that matches the purported argument and for
which Compare permission is granted, the operation returns the value TRUE in the matched result
parameter of the CompareResult. Otherwise, the operation returns the value FALSE.
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10.2.5.1 Error returns

If the operation fails as defined in clause 10.2.5, item 2), the valid error returns are one of: if the DiscloseOnError
permission is granted to the attribute being compared, a securityError with problem insufficientAccessRights
or noInformation shall be returned; otherwise, an attributeError with problem noSuchAttributeOrvalue shall
be returned.

10.2.6  Compare operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
compared, the following access controls apply:

1) if entry level access is denied under rule-based-access-control, then the operation fails with aneError
with problem noSuchobject in accordance with clause 7.11.2.4;

3) if access to the entry is not permitted under the basic-access-control scheme as described in clapse 10.2.5,
item 1), then the operation fails in accordance with clause 7.11.1.3;

3) ifaccessis not granted to the attribute value being compared, the Directory shathact as though the attribute
value was not present;

4) basic-access-control is applied as described in clause 10.2.5, items 2) and 3);
%) the name returned in the operation result is determined as defined in'clause 7.11.2.2.

10.2.7  Remote checking of password

A DUA mpy bind to another DSA than the one holding the entry for the requester. These Directory specifications only
consider the case where a DUA only uses simple credentials with the userPwd alternative. Handling of other types of
authentication is not specified by these Directory Specifications,~A"DSA receiving such a bind may have to gontact the
DSA holding the entry for the requester.

This procgdure also uses a notification attribute type pwdResponse (see clause 6.13.17 of ITU Reg. X.520 |
ISO/IEC 9p94-6).

This DSA|may use a Compare operation against:the’ DSA holding the entry in question to check the valifity of the
password. [If the DSA does not know the password attribute type used by the DSA holding requester information, this
information may be obtained by first reading the pwdAdminSubentryList attribute and subseqpently the
pwdAttribute attribute.
When gengrating a Compare operation.to be forwarded to another DSA based on a DUA bind request, the DFA shall in
the purporfed component of the Compare Argument use the value from the userPwd alternative together with thg password

attribute type. The name component of the SimpleCredentials shall be used as the name compongnt of the
CompareArgument.

If it is a DSA holding the entry.of the requester, it shall respond as follows:

d) If thepresented password matches the password in the designated password attribute type and it has not
expired; TRUE shall be returned in he matched component of the result. If relevant, either a notification
dttribute of type pwdResponse may be included in the result with the warning component taking either
the timeleft or the graceRemaining alternative, as appropriate. The error component shall be aljsent.

b) If the presented password matches the password in a stored attribute of the proper type, but it has expired
or it requires to be reset due to administrative action, TRUE shall be returned in the matched component
of the result. A notification attribute of type pwdResponse shall be included with the error component
which has the appropriate value. The warning component may optionally be present with a zero value.

c) Ifthe presented password does not match the password in a stored attribute of the proper type, FALSE shall
be returned in the matched component of the result.

d) If the entry does not hold a password attribute of the proper type, an attributeError with problem
noSuchAttributeOrValue shall be returned.

The DSA that initiated the result of the Compare operation shall handle the result as follows:

In the case of a) above, the authenticity of requester has been established and the DSA may complete the binding.
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In the case of b) above, the authenticity of requester has been established and the DSA may conditionally complete the
binding by including in the bind result the pwdResponseValue component with the value copied from the received
pwdResponse notification.

In the cases of c) or d) above, an appropriate error shall be returned.

10.3 Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 |
ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see clause 7.10) in the
request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

abandon OPERATION ::= {
ARGUMENT AbandonArgument
RESUL AbandonResult
ERROR {abandonFailed}
CODE id-opcode-abandon }

Abando! gument ::=
OPTIONALLY-PROTECTED-SEQ { AbandonArgumentData }

Abando gumentData ::= SEQUENCE {
invokelID [0] Invokeld,
}
AbandonResult ::= CHOICE {
null NULL,
info tion OPTIONALLY-PROTECTED-SEQ { AbandonResultbata },
}
AbandonjesultData : := SEQUENCE ({
invokeID Invokeld,

-7

l4

COMPONENTS OF CommonResultsSeq }

There is @ single argument, the invokeID which identifies the operation that is to be abandoned. The vglue of the
invokeID is the same invokeID that was used te.invoke the operation that is to be abandoned.

Should the request succeed, a result shall“be returned. If this result is to be signed by the Dirdctory, the
SecurityParameters (See clause 7.10) €omponent of CommonResultsSeq (See clause 7.4) shall be inclyided in the
results. If the result of the operation is Qot'to be signed by the Directory, no information shall be conveyed with) the result.
The originl operation shall fail with‘an abandoned error.

Should the|request fail, the abandonFailed error shall be reported. As a local matter, a DSA may choose not fo abandon
the operatipn and shall then return the abandonFailed error. This error is described in clause 14.3.

Abandon is only applicablé to interrogation operations, i.e., Read, Compare, List and Search operations.

A DSA may abanden-an operation locally. If the DSA has chained or multicasted the operation to other DSA$, it may in
turn requegt them to abandon the operation.

11 Directory Search operations

There are two 'search-like' operations: List and Search, defined in clauses 11.1 and 11.2 respectively.

111 List

11.1.1  List syntax

A List operation is used to obtain a list of the immediate subordinates of an explicitly identified entry. Under some
circumstances, the list returned may be incomplete. The arguments of the operation may be signed (see clause 17.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters (see
clause 7.10) in the request is set to signed and a result is to be returned, the result may be signed. Otherwise, the result
shall not be signed.
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list OPE
ARGUME
RESULT
ERRORS

CODE

ListArgument

RATION ::= {

NT ListArgument
ListResult
{nameError |

serviceError |
referral |
abandoned |
securityError}
id-opcode-list }

ISO/IEC 9594-3:2017 (E)

OPTIONALLY-PROTECTED { ListArgumentData }

ListArgumentData

SET {

object

pagedResults
listFamily

[0]

Name,

[1]
[2]

PagedResultsRequest OPTIONAL,
BOOLEAN DEFAULT FALSE,

-’

ey
COMPONENTS OF

}

CommonArguments

ListResult ::= OPTIONALLY-PROTECTED { ListResultData }
ListResultData ::= CHOICE {
listInfo SET {
nam Name OPTIONAL,
subazdinates [1] SET OF SEQUENCE ({
r RelativeDistinguishedName|,
alliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE,
NN
parfialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
ceey
ey
COMPONENTS OF CommonResults
},
uncorrelatedListInfo [0] SET OF ListResult,
}
PartialQutcomeQualifier ::= SET {
limitHroblem [0] ~ LimitProblem OPTIONAL,
unexpliored [1]\." SET SIZE (1..MAX) OF ContinuationReference OPTIONAL,
unavaillableCriticalExtensions /2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
notifilcation [6] SEQUENCE SIZE (1..MAX) OF
Attribute{ {SupportedAttributes}} OPTIONAL,
entryCount CHOICE {
bestEstimate [7] INTEGER,
lowHEstimate [8] INTEGER,
exadt [9] INTEGER,
...} OPTIONAL
-- [10] Not to be used -- }
LimitProblem ::= INTEGER {
timeLimitExceeded (0),
sizelLimitExceeded (1),

administrativeLimitExceeded (2) }

11.1.2  List arguments

The object argument identifies the object entry (or possibly the root) whose immediate subordinates are to be listed.
Should the Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant service control).

The pagedResults argument is used to request that results of the operation be returned page-by-page, as described
in clause 7.9.

If 1istFamily is TRUE and the object is an ancestor, the listed subordinates are taken from immediately subordinate
family members; no other subordinates are included. Otherwise, the listed subordinates are taken only from immediately
subordinate entries that are not family members.
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The commonArguments (see clause 7.3) include a specification of the service controls applying to the request. If the
argument of this operation is to be signed by the requester, the SecurityParameters (see clause 7.10) component shall
be included in the arguments.

11.1.3  List results

The request succeeds, subject to access controls, if the object is located, regardless of whether there is any subordinate
information to return.

The name component, if present, shall be the distinguished name of the entry or an alias name of the entry, as described
in clause 7.7. It shall be present if an alias has been dereferenced and the name to be returned differs from the object
name supplied in the operation argument.

The subordinates component conveys the information on the immediate subordinates, if any, of the named entry.
Should any of the subordinate entries be aliases, they shall not be dereferenced.

The rdn slibcomponent is the relative distinguished name of the subordinate.

The fromEntry subcomponent indicates whether the information was obtained from the entry (TRUE), or a ¢opy of the
entry (FALSE).

The aliagEntry subcomponent indicates whether the subordinate entry is an alias entry (TRUE)>or not (FALSE).

The partjaloutcomeQualifier component consists of eight subcomponents as descfibed below. This ¢omponent
shall be present whenever the result is incomplete because of a time limit, size limit(oryadministrative Iim};t problem,

because regions of the DIT were not explored, because some critical extensions wergéUnavailable, because ap unknown
error was feceived or because paged results are being returned, an overspecified filter is to be indicated, ohe or more
notification attributes are to be returned:

d) The LimitProblem subcomponent indicates whether the time limit, size limit or an administfative limit
has been exceeded. The results being returned are those which were available when the limit was reached.

B) The unexplored subcomponent shall be present if regions of the DIT were not explored. Its information
allows the DUA to continue the processing of the-kist operation by contacting other access pojints if it so
chooses. The subcomponent consists of a seti(possibly empty) of ContinuationReferences, each
consisting of the name of a base object from which the operation may be progressed, an approgriate value
of OperationProgress, and a set of aceess points from which the request may be further progressed.
The continuationReferences that-dre returned shall be within the scope of a referral requgsted in the
operation service control. See clause14.6.

@) The unavailableCriticalExtensions subcomponent indicates, if present, that one or mpre critical
extensions were unavailable‘ifi-some part of the Directory.

d) The unknownErrors subcomponent is used to return unknown error types or parameters recgived from
other DSAs in the processing of the operation. Each member of the SET contains one such unkrown error.
See clause 12.2.4 ef\Rec. ITU-T X.519 | ISO/IEC 9594-5.

d) The queryReference subcomponent shall be present when the DUA has requested paged resdilts and the
DSA has net.returned all the available results. See clause 7.9. It shall be absent when thg DSA can
determing that all results valid for the user have been returned (i.e., other than as a result of applying access
control),

f) The.overspecFilter subcomponent is only used in conjunction with the Search operation Wwhen, as a
consequence of overspecified filtering, the returned Search result is empty, although there ar¢ candidate
entries either marnhing nnly pnrtinnc of the filter or matr‘hing nnly npprnyimatply the filter Itlis returned
only if the search request included the checkoverspecified item and the Directory can determine that
the filter was overspecified. It consists of the filter supplied in the search argument with those elements
of the filter that succeeded in matching some omitted entries. The actual procedure for generating the
overspecFilter is a local matter.

NOTE 1 — The return of a suitable overspecFilter in adistributed Directory is for further study.

g) The notification subcomponent may be used to send qualifications of error outcomes, and may also
for the Search operation be used to return a proposedRelaxation attribute (see clause 6.13.15 of Rec.
ITU-T X.520 | ISO/IEC 9594-6) which provides a relaxation policy that could be applied by the user.
In this case, the sequence of MRMapping elements that would have been used to affect the relaxation
(or tightening) policy specified by the relevant search-rule may be supplied.

NOTE 2 — The ordering of sequence-of Attribute in notification is not significant.
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h) The entryCount subcomponent is only relevant in search results and if then present, it gives a best
estimate of the number of entries that fulfil the search criteria. This subcomponent shall be present if, and
only if:

— entryCount search control option is set in the search argument or by a governing-search-rule;
—  if paged results have been requested or a size limit has been exceeded; and
—  if the feature is supported by at least one of the participating DSAs.

When the entryCount subcomponent is present, the bestEstimate or exact choice shall be taken if all
performing DSAs support the feature and if all eligible DSAs have participated in the operation. The exact
choice shall be taken if all participating DSAs can supply an exact count; otherwise, the bestEstimate
choice shall be taken. If not all the eligible DSAs participated in the operation or if some of the participating
DSAs do not support the entryCount parameter, the lowEstimate choice shall be taken. Family
members of a compound entry only count as a single entry.

If a limit pfoblem is encountered which results in a 1imitProblem element being used In PartialOutcomeQlalifier,

this compg

When the
informatio
fromand §

nent shall be repeated in all subsequent results supplied as part of the paged result set.

DUA has requested a protection request of signed, or if the Directory for other reasons is not-able 4
N, the uncorrelatedListInfo parameter may comprise a number of sets of result parameters
gned by different components of the Directory. If no DSA in the chain can correlate\all the result

shall assenpble the actual result from the various pieces.

The Comm
signed by

11.1.4 1
Should the

he Directory, the SecurityParameters value (see clause 7.10) shall benificluded in the results.

List errors

request fail, one of the listed errors shall be reported. The circumstances under which the particular

be reported are defined in clause 14.

0 correlate
Driginating
, the DUA

bnResults (See clause 7.4) include the security parameters applying to the_response. If this resuilt is to be

errors shall

11.1.5 List operation decision points for basic access control
If rule-basg¢d-access-control is also applied, the order in which*it-is applied with respect to basic-access-contrdl is a local
matter, exdept that if access is denied to the entry, an attribute’type or an attribute value, by either mechanism,|it shall not
be overridglen by the other mechanism. In this respect, DisSeloseOnError permission of basic-access-control is a permission
that shall rjot override a deny of rule-based-access-control.
If basic-acqess-control is in effect for the portion ofthe DIB where the 1ist operation is being performed, thg following
sequence gf access controls applies:

1) No specific permission is.required to the entry identified by the object argument.

2) For each immediate subordinate for which a RelativeDistinguishedName is to be feturned in

subordinates, Browse and ReturnDN permissions are required to that entry. Entries for which these

permissions are/ngt granted are ignored. If, as a consequence of applying these controls, no qubordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) |iS returned
and if DiscloseOnError permission is not granted to the entry identified by the object argument, the
operation-fails and a nameError with problem noSuchoObject shall be returned. The matched element
shall 'either contain the name of the next superior entry to which DiscloseOnError permission|is granted,
or the name of the DIT root (i.e., an empty RDNSequence). Otherwise, the operation succepds but no

subordinate information (excluding any ContinuationReferences in PartialOutcomeQuyalifier)
IS r‘nn\mynr‘l with it

NOTE 1 - In the case of a nameErroxr being returned, the empty RDNSequence may be used by a DSA which does not have access
to all superior entries.

NOTE 2 — Security policy may prevent the disclosure of subordinate information which would otherwise be conveyed as
ContinuationReferences iN PartialOutcomeQualifier. If such apolicy is in effect and if a DUA constrains the service by
specifying chainingProhibited, the Directory may return a serviceError With problem chainingRequired. Otherwise,
the procedure described in item 2) above is followed.

NOTE 3 — Security policy may prevent the Directory from indicating that a listed subordinate entry is an alias entry. For example,
if the DUA is not granted Read access to the alias entry, its objectClass attribute and the value alias that it contains, the
Directory may omit the aliasEntry component of subordinates from the ListResult Or Set it t0 FALSE.

NOTE 4 - If DiscloseOnError permission is not granted to the entry identified by the object argument, a
partialOutcomeQualifier indicating a 1imitProblem Of unavailableCriticalExtensions should not be returned as it
may compromise the security of this entry.
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11

.1.6  List operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the List operation is being performed, the following access controls apply:

1) If rule-based entry level permission is denied to the entry identified by the object argument, then
nameError With problem noSuchObject is returned in accordance with clause 7.11.2.4.
2) For each immediate subordinate for which a RelativeDistinguishedName iS t0 be returned in

subordinates, rule-based RDN permission must be granted to that entry. Entries for which access is not

granted are ignored.

3) basic-access-control is applied as described in clause 11.1.5.
11.2 $earch
11.2.1  $earch syntax
A Search gperation is used to search one or more portions of the Directory for entries of interest, and to retufn selected
information from those entries. The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 |
ISO/IEC 9594-2) by the requester. If the target component of the SecurityPakrdmeters (See clause 7.10) in the
request is get to signed and a result is to be returned, the result may be signed. Qtherwise, the result shall notbe signed.
search OPERATION ::= {
ARGUMENT SearchArgument
RESULT SearchResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-search }
SearchArjgument ::= OPTIONALLY-PROTECTED { SearchArgumentData }
SearchArgumentData ::= SET ({
baseObject [0] Name,
subset [1] (INTEGER {
baseObject (0),
onelievel (1),
wholleSubtree (2)} (DEFAULT baseObject,
filte [2] Filter DEFAULT and:{},
searchfliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntryInformationSelection DEFAULT ({},
page sults [5] PagedResultsRequest OPTIONAL,
matcheldValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [7] Filter OPTIONAL,
checkQvéerspecified [8] BOOLEAN DEFAULT FALSE,
relaxaltion [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,
hierarchySelections [11] HierarchySelections DEFAULT {self},
searchControlOptions [12] SearchControlOptions DEFAULT {searchAliases},
joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED ({
innerJoin (0),
leftOuterdoin (1),
fullOuterJoin (2)} DEFAULT leftOuterJoin,
COMPONENTS OF CommonArguments }
HierarchySelections ::= BIT STRING {
self (0),
children (1),
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parent
hierarchy

top

subtree
siblings
siblingChildren
siblingSubtree
all

(2),
(3),
(4),
(3),
(6),
(7),
(8),
(9) 1}

SearchControlOptions BIT STRING {

ISO/IEC 9594-3:2017 (E)

searchAliases (0),
matchedValuesOnly (1),
checkOverspecified (2),
performExactly (3),
includeAllAreas (4),
noSystemRelaxation (5),
dnAttgibute 6
matchOnResidualName (7),
entryCQount (8),
useSubset (9),
separateFamilyMembers (10),
searchFamily (11) }
JoinArgument ::= SEQUENCE {
joinBajseObject [0] Name,
domainLocallD [1] DomainLocalID OPTIONAL,
joinSubset [2] ENUMERATED {
baseObject (0),
onellevel (1),
wholleSubtree (2),
... |} DEFAULT baseObject,
joinFiflter [3] Filter OPTIONAL,
joinAftributes [4] SEQUENCE SIZE (1..MAX) OF JoinmAttPair OPTIONAL,
joinSejlection [5] EntryInformationSelection;
}
DomainLocallID ::= UnboundedDirectoryString
JoinAttPair ::= SEQUENCE ({
baseA AttributeType,
joinA AttributeType,

: := CONTEXT. &id ( {SupportedContexts})

OPTIONALLY-PROTECTED { SearchResultData }

sultData CHOICE {

searchiInfo SET {
nam Name OPTIONAL,
entries [0] SET OF EntryInformation,
parfialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

[3] BOOLEAN DEFAULT FALSE,

text SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL,

COMPONENTS OF
b,

uncorrelatedSearchInfo

}

CommonResults

[0] SET OF SearchResult,

11.2.2  Search arguments

The baseObject argument identifies the object entry (or possibly the root) relative to which the primary search is to

take place.

The subset argument indicates whether the primary search is to be applied to:
a) the baseObject only;
b)
c)

the immediate subordinates of the base object only (oneLevel);
the base object and all its subordinates (wholeSubtree).
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If the base object is an ordinary entry, compound entries shall be counted as a single entry with respect to the subset
specification. If the base object is the ancestor of a compound entry, the searchFamily search control option controls
the exact behaviour. If the base object is a child family member, family members shall count as individual entries.

The f£ilter argument is used to eliminate entries from the primary search space which are not of interest. Information
shall only be returned on entries which satisfy the filter (see clause 7.8). In the presence of a basic user-supplied or search-
rule-supplied relaxation policy, the filter shall be evaluated for the first time with the required substitutions of matching
rules.

In the presence of a user-supplied or a search-rule-supplied relaxation policy, or both, the return of fewer results than
minimum shall cause a re-evaluation of the filter, using the appropriate relaxations (see clause 7.8 and also below, for the
relaxation element of searchArgument), progressively until there are enough entries or no more relaxations are defined.
Similarly, the return of more results than the maximum shall cause a re-evaluation of the filter, using the appropriate
tightenings, progressively until there are few enough entries or no more tightenings are defined.

NOTE 1 — If no search-rule relaxations are provided, the user may need to simplify the filter and try again, or alternatively to define
a user dpfined relaxation.

The familyGrouping component of CommonArguments is used to logically merge together entries ina family prior to
applying the filter, as described in clauses 7.3.2 and 7.8.3.

Aliases shall be dereferenced while locating the base object, subject to the setting of the dontDereferenceAliases
service control. Aliases among the subordinates of the base object shall be dereferenced durifig-the search, subject to the
setting of fhe searchAliases parameter. If the searchAliases parameter is TRUE, alidses shall be dereferenced, if
the paramgter is FALSE, aliases shall not be dereferenced. If the searchAliases parameter is TRUE, the sparch shall
continue in the subtree of the aliased entry.

The selegtion argument indicates which information from the entries is requésted (see clause 7.6). However, it should
not be assymed that the attributes returned are the same as or limited to those. requested.

NOTE ? — A DSA that is coordinating distributed operations for related entries (i.e., has finished name resolution for a Search
argument containing joinArguments and needs to acquire a collection/of, potentially related entries from non-interhal sources)
needs tp override the DAP-supplied infoTypes value with attributeTypesAndvalues for the purposes of distributed
operatigns, and needs also to include join attributes (i.e., attributés in the set specified by JoinattPair.joigatt within
JoinArgument. joinAttributes) in the selection of attributes'to-be returned using distributed operations. However} entries and
derived fentries that are returned to the user by the coordinating@SA shall omit attribute values in the DAP-returned infformation if
the infpTypes value was attributeTypesOnly, and shallthus return EntryInformation in accordance with the priginal user
request.

The pagediResults argument is used to request.that results of the operation be returned page-by-page, ag described
in clause 7]9.

The matchedvaluesOnly argument indicates that certain attribute values are to be omitted from the retyrned entry
informatioh. Specifically, where an atfribute to be returned is multi-valued, and some but not all of the values of that
attribute cqntributed to the search filter, in its last effective form (i.e., taking relaxed matching rules into account) returning
TRUE vialfilter items other thanspresent, then the values that did not contribute are omitted from the retyrned entry
informatiof.

If the matd¢hedvaluesonly-argument is specified in the search argument, the following logic processing applies to the
attributes tp be returned:

d) If the filter consists of one filter item, the following rules apply:

~./ if the type of the filter item is present, then the matchedvaluesOnly argument has np effect on
the attribute in this filter item.

— If the type of the filter item iS equality, substrings, greaterOrEqual, lessOrEqual,
approximateMatch, contextPresent Of extensibleMatch and the assertion is not TRUE for
the attribute, then the matchedvaluesOnly argument has no effect on this attribute. If the assertion
is TRUE, then the values of this attribute that did not match the filter item are omitted from the
returned entry information.

—  Ifthe filter item is negated, then the matchedvaluesOnly argument has no effect on this attribute.
b) If the filter is complex (consists of more than one filter item), then the following rules apply:

—  Ifthe filter contains a negated (i.e., not) filter, then the matchedvaluesoOnly argument has no effect
on any attribute within the negated filter.

NOTE 3 — This applies to nested negated filters as well.

—  The matchedvaluesOnly argument has no effect on the attributes of any elements of o« filters that
evaluate to FALSE or UNDEFINED.
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— An attribute that occurs multiple times in the filter, only needs one of its occurrences to evaluate to
TRUE as described in a), second bullet above, for the matchedvaluesOnly argument to be effective,
i.e., one instance of effectiveness overrides one or more instances of ignore.

—  Each filter in an or filter should be evaluated for matchedvaluesOnly, even if the truth of the filter
can be determined before full evaluation is complete.

The extendedFilter argument is used in mixed version environments to specify an alternative filter to that described
above. When this argument is present, the £ilter argument (if any) shall be ignored by second and subsequent edition
systems. The extendedFilter is always ignored by first edition systems. Search relaxation is applied just as for
filter.

NOTE 4 - By including both filters, a DUA can specify one filter to be used by first edition systems and a different filter to be used

by second and subsequent edition systems in the distributed processing of the Search request. First edition systems do not support
attribute polymorphism or matching rule assertions.

The checke specified—argumentis—usedtoregues he Directo o—return—ah—overspeckEiltqr item in
partialQutcomeQualifier if the result of the search operation is empty and the Directory is able to determine that
this is due [to the filter being overspecified.

The relaxation component may be used to specify a user-supplied RelaxationPolicy usingthe constriict defined
in clause 16.10 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

Substitutigns specified by a search request shall not be performed within a service-specific’administrative|area if the
substitutiop causes the search to be invalid with respect to the governing-search-rule. The governing-search-fule can be
violated when the substituting matching rule:

d) effectively removes one or more filter items from the search filter; or

) violates the matchingUse specification for the attribute type (se€ clause 16.10.2 of Rec. ITU-T X.501 |
ISO/IEC 9594-2).

NOTE % — The nullMatch matching rule has the effect of removing one*ar more filter items from the filter. Wheh using this
matching rule, the governing-search-rule might be violated.

If the Search operation is performed outside a service-specific administrative area or if the governing-search-rule does
not provide a RelaxationPolicy component, the user-supplied RelaxationPolicy is applied as dgscribed in
clause 16.10.7 of Rec. ITU-T X.501 | ISO/IEC 9594-2:cWhen a search-rule-provided RelaxationPoliley iS also
present, the combination is applied according to the following procedure:

1) The search-rule specified basic substitution policy, if any, is applied already during the searchj-validation
process. The possible basic substitutions specified by the governing-search-rule are therepy applied
a priori.

RO
~

The basic substitutions and.the mapping-based matching specified in the search request, if prgsent, shall
then be applied. However,basic substitutions that cause the governing-search-rule to be violatqd shall not
be applied, but shall be ignored. The oldMatchingRule Vvalue (if supplied) in this case applies to the
basic matching rule;*i.e., the one that would have been applicable in the absence of a search-ryile-applied
basic substitution-policy.

3) The relaxation/tightening substitutions, if any, specified in the search request are then applig¢d together
with afy-specified mapping-based matching following the rules defined in clause 16.10.7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. If a substituting matching rule is encountered at any point that caused
nen<conformance with the governing-search-rule, this particular substitution is abandoned dompletely,
together with any further substitutions that may have been specified by the search request for that attribute

type If during the process, the minimum Or maximum specification specified in the searcH request is

satisfied, the process stops.

4) The governing search-rule-supplied relaxation or tightening substitutions are applied, with the exception
that there shall be no substitution for attribute types for which relaxation or tightening substitutions have
been performed. That is, further relaxation or tightening substitutions apply only to matching rules for
attribute types that so far have not been exposed to relaxation or tightening substitution. In this part of the
process, the maximum Or minimum specifications in the search request still apply, rather than those
specified in the governing-search-rule.

If a substitution specified in the search request proposes an unsupported matching rule, the existing matching rule stays
in place. If this strategy fails to produce a supported matching rule, the filter-item is evaluated as UNDEFINED.

The user can propose that the system provides a relaxation or tightening by specifying the dummy matching rule
systemProposedMatch.
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The extendedArea component indicates the level of relaxation (if greater than zero) or the level of tightening (if less
than zero). If this component is present, it affects relaxation or tightening, as it is described in clause 16.10.7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2.

The hierarchySelections search control specifies by means of a bit string the hierarchical selection to be performed
within a hierarchical group with respect to each matched entry. It is ignored for matched entries that are not part of a
hierarchical group. If several entries within a hierarchy are matched, hierarchical selection will not result in the same
entry being returned more than once. If this search control is not present, no hierarchical selection is performed. When
present, the following choices are possible either alone or in combinations:

a)

b)

self indicates that entry information shall be returned from the matched entries. If this is the only choice,
it corresponds to performing no hierarchical selection.

children indicates that for each matched entry, the entry information is returned from all immediately
hierarchical children, if any, of each matched entry. No information is returned from the matched entry if
this is the only setting.

e
~

parent indicates that for each matched entry, the entry information is returned from thé \immediately
hierarchical parent, if any, of each matched entry. No information is returned from the(matched entry if
this is the only setting.

hierarchy indicates that for each matched entry, the entry information is\returned from all the
hierarchical parents. No information is returned from the matched entry if this is’the only settirg.

top indicates that for each matched entry, the entry information from the-hierarchical top is returned.
No information is returned from the matched entry if this is the only sefting, unless the matched entry is
the top entry.

subtree indicates that for each matched entry, the entry informatien is returned from all its hierarchical
children, if any. No information is returned from the matched entry if this is the only setting.

siblings indicates that for each matched entry, the entry“information from all hierarchical|siblings is
returned. No information is returned from the matchedZentry if this is the only setting.

siblingChildren indicates that for each matched‘entry, the entry information from the immediately
hierarchical children of all hierarchical siblings.isyeturned. No information is returned from the matched
entry and its siblings if this is the only setting:

siblingSubtree indicates that for each matched entry, the entry information from all the chijdren of all
hierarchical siblings is returned. No infermation is returned from the matched entry and its siblings if this
is the only setting.

all indicates that for each matehed entry, the entry information from all entries of the hierarchical group
is returned.

The searfhControlOptions component contains only control options applicable for the Search opergtion. This

componen

has indicators with the®same semantics as the Boolean type components of the search argyiment. An

implementation supporting the Service administration extension shall support this component. A sending supporting
implementation (e.g., a DUA) shall in addition to setting the Boolean type components also set the correspongling bits in
this component (unless defaults apply). If a supporting DSA implementation receives a search request with this
component, it shall ignereithe Boolean type components in the request. If this component is absent in a request, [the default

setting shajl be understood to be all bits reset, except as indicated below:

4)

b)

The searchAliases Search control option is a replacement for the searchaliases search argument
component. If this bit is set, it corresponds to the searchAliases component being TRUE. If the

i i i i liases
component, i.e., if the searchAliases component is absent or set to TRUE, this bit defaults to being set.

The matchedvaluesOnly search control option is a replacement for the matchedvaluesOnly search
argument component. If this bit is set, it corresponds to the matchedvaluesOnly component being TRUE.
If the searchControlOptions component is absent, the default value is according to the
matchedValuesOnly component, i.e., if the matchedvaluesOnly component is set to TRUE, this bit
defaults to being set; otherwise, it defaults to being reset.

The checkOverspecified search control option is a replacement for the checkOverspecified search
argument component. If this bit is set, it corresponds to the checkOverspecified component being
TRUE. If the searchControlOptions component is absent, the default value is according to the
checkOverspecified component, i.e., if the checkOverspecified component is set to TRUE, this bit
defaults to being set; otherwise, it defaults to being reset.
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d) The performExactly search control option indicates that an operation shall be performed exactly
according to the relevant matching rules as specified or implied by the filter after a basic matching rule
substitution, if applicable. When an extensibleMatch filter item specifies an unsupported matching rule,
the search request shall be rejected when this search control option is set. Otherwise, the filter item
evaluates to UNDEFINED. If the Search operation starts its initial evaluation phase within a
service-specific administrative area and a matching restriction in a search-rule is violated, that search-rule
will fail the search-validation if, and only if, this search control option is set.

e) The includeAllAreas search control option is only relevant if the extendedArea component is
included with a value of zero or greater. In all other cases, it is ignored. If the value is TRUE, inclusive
relaxation is performed; otherwise, exclusive relaxation is performed if possible (see clause 13.6 of
Rec. ITU-T X.501 | ISO/IEC 9594-2).

f) The noSystemRelaxation Search control option is used when the user requires that DSA-supplied
relaxation policies shall not be applied. The DSA still applies a basic policy, unless there is a user-supplied
hasic-poticy-that-overridesitbutno—subsequent refaxationsortightenings—shatte—apptied—j hat is, the
filter is never evaluated more than once over the set of candidate entries, except because of usgr-supplied
relaxations.

e
~

The dnAttribute Search control option is used to indicate that the attributes of the)Distinguished Name
of an entry are used in addition to those of the entry when evaluating a filter against the entfy. If set, it
overrides any possible dnattribute specification in extensibleMatch filfepitems. It alsq applies to
all filter item types.

) The matchOnResidualName Search control option is only relevant f'the partialNameRelsolution
service control option is set. It is used to indicate that if the Directory.is able to resolve only|part of the
purported name in a search operation, the attribute value assertions (AVAs) of the unresolved RDNs
shall be treated as AND'ed equality filter items. These filter items are AND'ed with the search filter both
for search evaluation against search-rules and for entry matching.

i) The entryCount search control option indicates that an-ehtry count shall be supplied in the search result
in case either a service control size limit or an{administrative size limit has been excqeded. The
entryCount gives an indication of how many entties would have been returned had a size linit not been
encountered. This search control is ignored if the*subentries service control option is set.

j) The usesubset search control option indiCates that the imposedsubset search-rule comppnent shall
be ignored (see clause 16.10.9 of Rec. ITU-T X.501 | ISO/IEC 9594-2).

H) The separateFamilyMembers seareh control option indicates that family members are feturned as
separate entries rather than being-embedded in the family-information derived attribute.

I) The searchFamily searchcontrol option specifies how the search is performed if the base opject is the
ancestor of a compound.attribute. This option is ignored if the base object is not an ancestgr or if the
entryOnly is set in either the CommonArguments Or in the ChainingArguments. If this option is set,
the operation is only.performed on the compound entry and each family member count as a separate entry
with respect tosthe 'subset and sizeLimit specifications. If searchFamily option is rfot set, the
compound entry; iS considered a single entry with respect to the subset specification.

NOTE § — The latter impliesthat if, as an example, subset is set t0 baseObject and familyGrouping iS entryOnlly, then each
individdal family member is within the scope of the search.

The joinArguments argument is used to specify additional portions of the Directory to be searched for the purpose of
identifying and'‘actessing entries related to those in the primary search and to specify the attributes to be used in joining
the related| éntries. Although specified as a SEQUENCE, the order in which joinArgument arguments appear is not
significant.
NOTE 7 — When joinArguments is specified, the primary search and each additional search is considered to produce a set of
intermediate results. Each set of intermediate results resulting from a specification of joinaArgument will be joined with the results

of the primary search, and all joins will be performed prior to returning any results in SsearchResult. Intermediate results are not
visible to users of the directory.

The joinBaseObject argument identifies the object entry (or possibly the root) relative to which each additional search
is to take place. The joinBaseObject may be an alternative name and may include context information, as described
in clause 9.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

The domainLocalID argument optionally specifies a separate DIT in which the search for joinBaseObject is to be
initiated. If absent, the search for joinBaseObject is to be initiated in all DITs known to the DSA.

The joinSubset argument indicates whether the additional search is to be applied to:

a) the joinBaseObject only;
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b) the immediate subordinates of the join base object only (oneLevel);
c) the join base object and all its subordinates (wholeSubtree).

The joinFilter argument is used to eliminate entries from the additional search space which are not of interest. Only
information which satisfies the joinFilter will be considered for joining with related entries. If joinFilter is not
specified, the value in the £ilter component of the SearchArgument will be used. If the £ilter component of the
SearchArgument iS not supplied, the default value for that component will be used. When present, joinFilter will
be treated according to the rules for extendedFilter.

The joinAttributes argument is used to specify the pairs of attributes to be used in joining entries from the primary
search with entries from an additional search. An entry from the primary search (the "primary entry") is considered related
to an entry from an additional search (the "additional entry") if there exists a joinAttrPair such that the following
conditions are true:

a) the primary entry has a value for the attribute type specified by baseatt;

) the additional entry has a value for the attribute type specified by joinatt;

q) one of the attribute values in the primary entry and one of the attribute values in the additiongl entry are
equal according to the following rules:

i)  if the attribute types are the same, the equality matching rule for that attribute,type is appl|ed;

ii) if the attribute types are not the same, but have the same syntax, the equality matching fule for the
attribute type specified for the primary entry is applied,;

iii) if joinContexts is present, only attribute values of the specified\¢ontexts may be used injevaluating
in accordance with rule i) or ii) above. If joinContexts is/alsent, attribute values of gll contexts
may be used in evaluating in accordance with rule i) or ii). dbgve.

In evaluafing joinAttributes for potential joins, subtypes of the goin attributes shall be ignored.| Only the
explicitly-jdentified baseatt and joinaAtt shall be used to evaluate afpotential join.

If an equalt[ty rule is applied and evaluates to either FALSE or UNDEFINED, the entries are not considered to[be related.

If no suitalple matching rule can be applied under condition c) @bove, the entries are not considered to be relatgd.

NOTE 8 — Care should be taken to prevent the unintentionalsretrieval of meaningless data when specifying joirls involving
multi-vglued attributes. For example, if an entry uses a multi-valued attribute such as an employee identifier to denote nembership
in a committee, specification of that multi-valued attribute in performing the join could result in the return of an uncprrelated set
containing group member names, telephone numbersi¢electronic mail addresses, and so on. Nevertheless, when oufer joins are
specifiefl, all entries that are retrieved will be returned, even if not related.

The join$election argument is used to-eliminate attributes from the additional search intermediate resul which are
not of intefest.

The joinType argument is used to specify the type of join to be performed on related entries, as follows:

d) If innerJoin is-specified, the resulting entry set will include only those entries for which a join has been
performed based-on the attribute pairs specified in joinAttributes. Each resulting entry will include
all the corrésponding related entries as relatedEntry attribute values.

B) If leftouterdoin is specified, the resulting entry set will include all entries selected by the primary
search;/all entries for which a join has been performed based on the attribute pairs specified in
joinAttributes will include all the corresponding related entries as relatedEntry attribufe values.

Q)\H fullouterJoin is specified, the resulting entry set will include all entries from the pfimary and
additional searches; all entries for which a join has been performed based on the attribute pairs specified
in joinAttributes Will include all the corresponding related entries as relatedEntry attribute values
rather than as explicit entries.

No attempt at joining shall take place unless the joinAttributes Value contains at least one JoinAttPair and each
JoinAttPair is valid in terms of matching rules. If this is not the case, no attempt at joining shall take place, and the
following shall be the outcome of merging for each JoinAttPair, depending on the join-type:

Join-type Merged output
inner-join empty
left-outer-join primary results only
full-outer-join results from primary and joined search
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Otherwise, entries shall only be eligible for joining when they can supply all of the relevant join-attribute values.

The results of joining shall include all combinations of matched join attributes.

NOTE 9 — For example, consider A B and C as entries from the primary search and P, Q, R as entries from an additional search
using J, a corresponding JoinAttPair value, and suppose that the following matches take place as a result of J:

- A with P, A with Q, A withR

- B with Q

- C with P and C with Q

Then, the joined results will include:

- Awith {P,QR}

- B with {Q}

- C with {P,Q}

even though Q's results occur three times.

The comm¢nArguments (see clause 7.3) include a specification of the service controls and security parametefs applying
to the redquest. If the argument of this operation is to be signed by the requester, the SecurityParameters
(see clausg 7.10) component shall be included in the arguments.

11.2.3  $earch results

The reque$t succeeds, subject to access controls, if the baseObject is located, regardless)of whether thgre are any
subordinatps to return, and if there are no service restrictions as specified within a service=specific adminisfrative area
that prevent the Search operation from proceeding.
NOTE 1 - As a corollary to this, the outcome of an unfiltered Search operation applied-to,a single entry may not be iflentical to a
Read operation which seeks to interrogate the same set of attributes of the entry..Fhis is because the latter shall return an
AttributeError if none of the selected attributes exist in the entry.

The name fomponent, if present, shall be the distinguished name of the/entry or an alias name of the entry, a$ described
in clause 7]7. It shall be present if an alias has been dereferenced and the name to be returned differs from the balseObject
name suppllied in the operation argument.

The entrjes parameter conveys the requested information frem each entry (zero or more) which satisfiefl the filter
(see clausg 7.5). The entry information may include family information, as required by the familyReturn [element of
EntryInflormationSelection. The interaction between familyGrouping and familyReturn is ddfined in a
four-phase|evaluation of a filter and subsequent evaluation of what to return, as described in clause 7.8.3.

The partialOutcomeQualifier is as described-in clause 11.1.3.
NOTE 2 — Where returned entry information is-incomplete for a particular entry, it is indicated via the incomplleteEntry
parameter in the returned entry informationg

The altMatching parameter indicates-that a matching rule has not been applied exactly as specified in the search
request.

The appljiedRelaxation aftribute in the notifications element of CommonResults shall be used|to list the
attributes gf the filter whigh have been subject to relaxation or tightening, other than those made by the basic element
of a relaxafion policy (see:clause 6.13.16 of Rec. ITU-T X.520 | ISO/IEC 9594-6).

The uncofrelatedSearchInfo parameter is as described for uncorrelatedListInfo in clause 11.1.3.

The comm¢pnResults (see clause 7.4) include the security parameters applying to the response. If this resylt is to be
signed by the\Directory, the SecurityParameters (see clause 7.10) component shall be included in the resxlts.

11.2.4  Service administration

An administrative authority may establish service-specific administrative areas as specified in clause 7 of
Rec. ITU-T X.501 | ISO/IEC 9594-2. This allows the administrative authority to administer the service by restricting the
Search operation with respect to what areas of the DIT can be searched and what type of searches can be formed, what
information can be returned, etc., by definition of search-rules.

11.25 Search errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors shall
be reported are defined in clause 14.

When searches are performed within service-specific administrative areas, a number of additional, quite detailed elements
of error information may be returned as detailed in clause 14.
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11.2.6  Search operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the portion of the DIT to be searched, the following sequence of access controls

applies:

1) No specific permission is required to the entry identified by the baseObject argument.

NOTE 1 - If the baseoObject is within the scope of the searchArgument (i.e., when the subset argument specifies baseObject
or wholeSubtree) the access controls specified in items 2) to 5) apply.

2)

Browse permission is required. Entries for which this permission is not granted are ignored.

For each entry within the scope of the SsearchArgument which is to be a candidate for consideration,

ra=l

NOTE }
to all su

NOTE

Contin|

) The £ilter argument is applied to each entry left to be considered after taking item 2) into
accordance with the following:

a) For each FilterItem that specifies an attribute, FilterMatch permission for theattrib
required before the FilterItem can be evaluated as either TRUE or FALSE.-A Filts
which this permission is not granted evaluates as UNDEFINED.

required for each stored attribute value which is to be considered (for the purposes of m
there is a value that both matches the FilterItem and for Which permission is g
FilterItem evaluates to TRUE, otherwise it evaluates to FALSE.

) If present, the joinCriteria argument is applied to each entry deft to be considered after tak
into account, in accordance with the following:

the name of the néxt superior entry to which DiscloseOnError permission is granted, or the n
DIT root (i.e., .an.empty RDNSequence). Otherwise, the operation succeeds but no subordinate i
is conveyed.\with it.

— In the case’0f a nameError being returned, the empty RDNSequence may be used by a DSA which does notj
perior entries,

B — Seturity policy may prevent the disclosure of knowledge information which would otherwise be g
uationReferences iN partialOutcomeQualifier. If such apolicy is in effect and if a DUA constrains tH

specifyi

hccount, in

ute type is
rItem for

b) For each FilterItem that additionally specifies an attribute value)FilterMatch pefmission is

atching. If
anted, the

ng item 3)

a) Foreach JgoinCriteriaItem Which specifies ap-attribute, FilterMatch permission for tie attribute

type is required before the JoinCriteriaItem'Can be evaluated as either TRUE or FALSE. A
JoinCriteriaItem for which this permission is not granted evaluates as UNDEFINED

b) For each JoinCriteriaItem that additionally specifies an attribute value, FilterMatch permission
is required for each stored attribute value which is to be considered for the purposes of matching. If
there is a value that both matches the JoinCriteriaItem and for which permission is dranted, the
JoinCriteriaItem evaluates.to,TRUE, otherwise it evaluates to FALSE.

) Once the procedures defined in 2)-to 4) have been applied, the entry is either selected or discarded. If, as a
consequence of applying these-controls to the entire scoped subtree, no entries have bedn selected
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DiscloseOnError
permission is not grantéd to the entry identified by the baseObject argument, the operation|fails and a

nameError With problem noSuchobject shall be returned. The matched element shall either contain

ame of the
nformation

have access

onveyed as
e service by

NQ\cHainingProhibited, the Directory may return a serviceError with problem chainingRequired|

Otherwise,

the continuationReference IS Omitted from partialOutcomeQualifier

6)

52

a)

b)

Otherwise, for each selected entry, the information returned is as follows:

If the infoTypes element of selection specifies that attribute types only are to be returned, then
for each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from EntryInformation. If, as a consequence of applying these
controls no attribute type information is selected, the EntryInformation element is returned but no
attribute type information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

If the infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from EntryInformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue iS returned. If, as a consequence of applying
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these controls no attribute information is selected, the EntryInformation element is returned but
no attribute information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject argument, a
partialOutcomeQualifier indicating a 1imitProblem Or unavailableCriticalExtensions should not be
returned, as it may compromise the security of this entry.

11.2.6.1 Search operation decision points for basic-access-control in the presence of additional searches

If the joinArguments argument is present, and if basic-access-control is in effect for the portion of the DIT to be searched,
the following sequence of access controls applies to each additional search:

1) No specific permission is required to the entry identified by the joinBaseObject argument.

NOTE 1 — If the joinBaseObject is within the scope of the joinArgument (i.e., when the joinSubset argument specifies
baseObject OF wholeSubtree) the access controls specified in items 2) to 6) apply.

afion, Browse

permlssmn is required. Entries for which this permission is not granted are |gnored

3) Ifpresent, the joinFilter argument is applied to each entry left to be considered after taking item 2) into
account, in accordance with the following:

a) For each FilterItem which specifies an attribute, FilterMatch permissionfor the attriljute type is
required before the FilterItem can be evaluated as either TRUE or FALSE. A FiltgrItem for
which this permission is not granted evaluates as UNDEFINED.

b) For each FilterItem which additionally specifies an attribute’value, FilterMatch pefmission is
required for each stored attribute value which is to be considered for the purposes of mjatching. If
there is a value which both matches the FilterItem and.for which permission is gfanted, the
FilterItem evaluates to TRUE, otherwise it evaluates toNFALSE.

4) If the joinFilter argument is not present, the £ilter argument is applied to each entry left to be
considered after taking item 2) into account, in accordanee with the following:

a) For each FilterItem Which specifies an attribute, FilterMatch permission for the attrijute type is
required before the FilterItem can be evaluated as either TRUE or FALSE. A FiltdrItem for
which this permission is not granted evaluates as UNDEFINED.

b) For each FilterItem which additionally specifies an attribute value, FilterMatch pefmission is
required for each stored attribute<zalue which is to be considered for the purposes of nfatching. If
there is a value which both matches the FilterItem and for which permission is gfanted, the
FilterItem evaluates to TRUE, otherwise it evaluates to FALSE.

ra=l
~

Once the procedures defined\in-2) to 4) have been applied, the entry is either selected or discarded. If, as a
consequence of applying.these controls to the entire scoped subtree, no entries have bedn selected
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DiscloseOnError
permission is not gfanted to the entry identified by the baseobject argument, the operation|fails and a
nameError With problem noSuchobject shall be returned. The matched element shall either contain
the name of thejnext superior entry to which DiscloseOnError permission is granted, or the name of the

NOTE 2 — In the case’'of a nameError being returned, the empty RDNSequence may be used by a DSA which does notlhave access
to all superiorentries.

NOTE B.%¢Security policy may prevent the dlsclosure of knowledge |nformat|on which Would otherwise be onveyed as
ContinkatienRef ir-partialout e service by
specifying chainingProhibited, the Directory may return a serviceError With problem chainingRequired. Otherwise,
the ContinuationReference is Omitted from partialOutcomeQualifier.

6) Otherwise, for each selected entry, the information returned is as follows:

a) Ifthe infoTypes element of selection specifies that attribute types only are to be returned, then
for each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from EntryInformation. If, as a consequence of applying these
controls no attribute type information is selected, the EntryInformation element is returned but no
attribute type information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

b) Ifthe infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from EntryInformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
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In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue iS returned. If, as a consequence of applying
these controls no attribute information is selected, the EntryInformation element is returned but
no attribute information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject argument, a
partialOutcomeQualifier indicating a limitProblem Of unavailableCriticalExtensions should not be returned as it
may compromise the security of this entry.

11.2.6.2 Alias dereferencing during Search

No specific permissions are necessary for alias dereferencing to take place in the course of a search operation (subject
to the searchAliases parameter being set to TRUE). However, for each alias entry encountered, if alias dereferencing
would result in a ContinuationReference being returned in partialOutcomeQualifier, the following access
controls apply Read permlssmn is requwed to the alias entry, the al:l.asedEntryName attribute and to the single value

that it cornta
partialQ
received i
were gene

NOTE +

that wo
and if 3
problen

11.2.6.3 |

If an inconpplete result is being returned in EntryInformation, i.e., some of the attributes or attribute valueg

omitted b
DiscloseO,
value with

utcomeQual:Lfler These access controls shaII also be applled to a continuationRefere
a response from another DSA. That is, the DSA shall police all continuationReferences'w
ated locally or not.

In addition to the access controls described above, security policy may prevent the disclosure,of-knowledge
Id otherwise be conveyed as ContinuationReferences in partialOutcomeQualifie£)f such a policy
DUA constrains the service by specifying chainingProhibited, the Directory may. feturn a service
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualif

Non-disclosure of incomplete results

WError permission is granted to at least one attribute type withheld from the result, or at least o
neld from the result (for which attribute type Read permissiontwas granted).

be—omitted from

ce that is
ether they

information

is in effect
Error With
ier.

have been

pcause of the applicable access controls, the incompleteEntry element shall be set t¢ TRUE if

e attribute

11.2.7  $earch operation decision points for rule-based access control
If basic-acgess-control is also applied, the order in which it is applied with respect to rule-based-access-contrdl is a local
matter, exdept that if access is denied to the entry, an attribute‘type or an attribute value, by either mechanism,|it shall not
be overridgien by the other mechanism. In this respect, Dis¢loseOnError permission of basic-access-control is a permission
that shall rjot override a deny of rule-based-access-contiol.
If rule-basg¢d-access-control, rule-and-basic-accessscontrol, or rule-and-simple-access-control is in effect for the|portion of
the DIB where the search operation is being performed, the following access controls apply:
1) If rule-based entry level permission is denied to the entry identified by the baseobject argyment, then
nameError With problem’ noSuchobject is returned as defined in clause 7.11.2.4.
2)  Under rule-based-acgess-control, each entry within the scope of the SearchArgument for whichlentry level
access is denied.is)ignored.
3) basic-accessscantrol on entries is applied as defined in clause 11.2.6, item 2).
4) The £idter is applied ignoring attribute values to which access is denied under rule-based-accpss-control.
%) basic-access-control on the £ilter is applied as defined in clause 11.2.6, items 3) and 4).
§) ~ For any selected entry:
i granted to

at least one attribute value of that type;

b) attribute values to which access is denied under rule-based-access-control shall not be returned.

7) basic-access-control is applied to the information returned as defined in clause 11.2.6, item 5).

12 Directory Modify operations

There are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modifyDN defined
in clauses 12.1 to 12.4, respectively.

NOTE 1 — Each of these operations identifies the target entry by means of its distinguished name.

NOTE 2 — The success of addEntry, removeEntry, and modi£yDN operations may depend on the physical distribution of the DIB
across the Directory. Failure shall be reported with an updateError with problem affectsMultipleDSAs. See Rec ITU-

T X.518

54
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NOTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations is undetermined.
The user should use Directory interrogation operations to check whether the attempted modification operation succeeded or not.

121 Add Entry
12.1.1  Add Entry syntax

An addEntry operation is used to add a leaf entry (either an object entry or an alias entry) to the DIT. The arguments of
the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester. If the target
component of the SsecurityParameters (see clause 7.10) in the request is set to signed and a result is to be returned,
the result may be signed. Otherwise, the result shall not be signed.

addEntry OPERATION ::= {
ARGUMENT AddEntryArgument
RESULT AddEntryResult

ERROR {attributeError |
nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED { AddEntryArgumentData (}
AddEntrj:rgumentData ::= SET {
object [0] Name,
entry [1] SET OF Attribute{{SupportedAttributes}},

targetfSystem [2] AccessPoint OPTIONAL,

COMPONENTS OF CommonArguments }

AddEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {,AddEntryResultData },

}

AddEntryResultData ::= SEQUENCE ({

-7

ceey
COMPONENTS OF CommonResultsSeq,}

12.1.2 dd Entry arguments

The objeg¢t argument identifies-the entry to be added. Its immediate superior, which must already exist for th¢ operation
to succeed| is determined byremoving the last RDN component (which belongs to the entry to be created).

The entry argument contains the attribute information which, together with that from the RDN, constitutes the entry to
be created] The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created is
an alias, ng check is\made to ensure that the aliasedEntryName attribute points to a valid entry.

The targetSystem argument indicates the DSA to hold the new entry. If this argument is absent, it shall e taken to
mean the §ame” DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem bit in the criticalExtensions parameter in CommonArguments shall
be set, indicating that this extension is critical.

NOTE 1 — If the choice of indicated or implied DSA conflicts with local administrative policy, the operation is not performed and
an error is returned.

The commonArguments (see clause 7.3) includes a specification of the service controls and security parameters applying
to the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate
critical extension bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if
dontDereferenceAlias iS NOt set and useAliasOnUpdate is Set. The sizeLimit component is ignored if provided.
If the argument of this operation is to be signed by the requester, the SecurityParameters (See clause 7.10) component
shall be included in the arguments.

NOTE 2 — Update operations that involve dereferencing of an alias name will always fail if they encounter first edition DSAs.
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12.1.3 Add Entry results

Should the request succeed, a result shall be returned. If this result is to be signed by the Directory, the
SecurityParameters (See clause 7.10) component of CommonResultsSeq (See clause 7.4) shall be included in the
results. If the result of this operation is not to be signed by the Directory, no information shall be conveyed with the result.

12.1.4  Add Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors shall
be reported are defined in clause 14.

12.1.5  Add operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall rjot override a deny of rule-based-access-control.

If basic-acqess-control is in effect for the entry being added, the following sequence of access controls applies:
1) No specific permission is required to the immediate superior of the entry identified by the object
argument.

NOTE 1 - Security policy may prevent Directory users from adding entries across DSA boundariesqe.g/, using the targetSystem
argument). In this event, an appropriate nameError, serviceError, securityError Of ‘updateError may [be returned
providegl that it does not compromise the existence of the immediate superior entry. If it does (i\e.) DiscloseOnError i§ not granted
to the syperior entry), the procedure defined in clause 7.11.3 shall be followed with respect\{osthe superior entry.

2) If an entry already exists with a distinguished name equal to the-object argument, the operatjion fails in
accordance with clause 12.1.5.1, item a).

3) Add permission is required for the new entry being added. 1fthis permission is not granted, th¢ operation
fails in accordance with clause 12.1.5.1, item b).

NOTE 4 - The Add permission shall be provided as prescriptiveacTwhen attempting to add an entry and as prescriiptiveACI
or subelntryACI When attempting to add a subentry.

4) For each attribute type and for each value that is to be added, Add permission is required. If any permission
is absent, the operation fails in accordance\with clause 12.1.5.1, item c).

12.1.5.1 KError returns

If the opergtion fails as defined in clause 12.1.5, the following procedure applies:

d) If the operation fails as defined in clause 12.1.5, item 2), the valid error returns are fone of: if
DiscloseOnError or Add:permission is granted to the existing entry, an updateError with problem
entryAlreadyExist$ shall be returned. Otherwise, the procedure described in clause 7.11.3 |s followed
with respect to the entry being added.

B) If the operationfails as defined in clause 12.1.5, item 3), the procedure described in clausg 7.11.3 is
followed with respect to the entry being added.

@) If the operation fails as defined in clause 12.1.5, item 4), the valid error return is securityHrror with
problem{insufficientAccessRights Of noInformation.

12.1.6  Add Entry operation decision points for rule-based-access-control

If basic-acgess-control is also applied, the order in which it is applied with respect to rule-based-access-contrdl is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the addEntry operation is being performed, the following sequence of access control applies:

1) If rule-based entry level permission to the immediate superior is denied, then nameError with problem
noSuchObject is returned as defined in clause 7.11.2.4.

2) basic-access-control is applied as defined in clause 11.1.5.
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12.2 Remove Entry

12.2.1 Remove Entry syntax

A Remove Entry operation is used to remove a leaf entry (either an object entry, family member or an alias entry) or a
non-leaf ancestor and its children, from the DIT. The arguments of the operation may be signed (see clause 17.3 of
Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester. If the target component of the SecurityParameters
(see clause 7.10) in the request is set to signed and a result is to be returned, the result may be signed. Otherwise, the
result shall not be signed.

removeEntry OPERATION ::= ({

ARGUMENT RemoveEntryArgument

RESULT RemoveEntryResult

ERRORS {nameError |

serviceError |
referral |
securityError |
updateError}

CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED { RemoveEntryArgumentData }
RemoveEntryArgumentData ::= SET {

object [0] Name,

-7

ceey
COMPONENTS OF CommonArguments
}

RemoveEntryResult ::= CHOICE ({
null NULL,
information OPTIONALLY-PROTECTED-SEQ { RemoveEntryResultData },

}

RemoveEntryResultData ::= SEQUENCE {

-7
ey
COMPONENTS OF CommonResultsSeq }

12.2.2  Remove Entry arguments
The objeg¢t argument identifies the entry totbe deleted.

The commdnArguments (see clause 7.3) includes a specification of the service controls and security parametefs applying
to the reqliest. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliaslonUpdate
critical extension bit is set interiticalExtensions. Thus, aliases are dereferenced by this operatipn only if
dontDeredferenceAlias is-Not/set and useAliasOnUpdate is Set. The sizeLimit component is ignored if provided.
If the arguinent of this operation is to be signed by the requester, the SecurityParameters (see clause 7.10) fomponent
shall be in¢luded in the-arguments.

NOTE + Update operations that involve dereferencing of an alias name will always fail if they encounter first edition PSAs.

FamilyGrjouping'may be set as follows:

1 \éntryonly is the default for this operation. The entry to be removed shall be a leaf entry.

— compoundEntry may be specified for an ancestor. All the members of the compound entry will be
removed. The operation will fail with an updateError with problem notAncestor if the target object
is not an ancestor. The operation will also fail with an appropriate error if it is not possible to remove all
members, e.g., for security reasons.

If FamilyGrouping is absent or set to any other value than above, entryOnly is assumed.

12.2.3 Remove Entry results

Should the request succeed, a result shall be returned. If this result is to be signed by the Directory, the
SecurityParameters (See clause 7.10) component of CommonResultsSeq (See clause 7.4) shall be included in the
results. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the result.

When family information is selected by familyReturn in EntryInformationSelection, the information returned
is defined in clause 7.6.4.
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The information returned in information component corresponds to the state of the DIB after the (successful) Modify
Entry operation.

12.2.4  Remove Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors shall
be reported are defined in clause 14.

12.25 Remove Entry operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being removed, the following access controls apply:

+  Remove permission is required for the entry being removed. If this permission is not granted; th¢ operation
fails in accordance with clause 7.11.1.

NOTE - No specific permissions are required for any of the attributes and attribute values present within the entry being removed.

12.2.6  lRemove Entry operation decision points for rule-based access control

If basic-acgess-control is also applied, the order in which it is applied with respect to rulesbased-access-contrgl is a local
matter, exdept that if access is denied to the entry, an attribute type or an attribute value by either mechanism,|it shall not
be overridglen by the other mechanism. In this respect, DiscloseOnError permission ofbasic-access-control is a permission
that shall rjot override a deny of rule-based-access-control.

If rule-basgd-access-control, rule-and-basic-access-control, or rule-and-simple-aceess-control is in effect for the gntry being
removed, the following sequence of access control applies:

1) Ifrule-based entry level permission is not granted to the.target entry, the operation fails with nameError
with problem nosuchobject as defined in clause 721:2.4.

PO
~

Entry level basic-access-control is applied as specified in clause 12.2.5.

2

3) If rule-based access is not granted to an attribute value, then it shall not be removed.

4) Ifrule-based RDN permission is not granted,then none of the attribute values of the RDN shall bp removed.
If all the values of an attribute are remoyed, then the attribute is removed from the entry. If all the attributes
are removed, then the entry is removed from the DIT. If at least one attribute value is removgd, and the
requester does not have RDN permission, the operation succeeds but the entry remains in the DIT with one
or more attributes.

NOTE 1 — Unless all the values of the label’context for distinguished values of the entry have all the same values, this may not
supportfa rule-based access-control policy.

%) Under rule-based-aceess-control, if RDN permission is granted, but permission to access at least one other
attribute value isnot granted, then the RDN is not removed, and the operation fails with securli tyError
with problem(insufficientAccessRights. It is a local matter whether other attribute valugs to which
the requesterhas access permission are removed or not.

NOTE 2 — This revealsto the requester that at least one attribute value exists that is inaccessible.

@) If allhthe attributes of the entry are removed, then the entry is removed from the DIT, and the dperation is
successful.

12.3 Modify Entry

12.3.1 Modify Entry syntax

The Modify Entry operation is used to perform a series of one or more of the following modifications to a single entry:
a) add a new attribute;
b) remove an attribute;
€) add attribute values;
d) remove attribute values;
e) replace attribute values;
f)  modify an alias;
g) add a constant to all values of an attribute;
h) delete all attribute values for which fallback is FALSE in every context.
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The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester.
If the target component of the SecurityParameters (See clause 7.10) in the request is set to signed and a result is
to be returned, the result may be signed. Otherwise, the result shall not be signed.

modifyEntry OPERATION ::= ({
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult

ERRORS {attributeError |
nameError |
serviceError |
referral |
securityError |
updateError}

CODE id-opcode-modifyEntry }
ModifyEntryArqument ::= OPTIONALLY-PROTECTED { ModifyEntryArqumentData }
ModifyEntryArgumentData ::= SET {

objec [0] Name,

changes [1] SEQUENCE OF EntryModification,

selectlfion [2] EntryInformationSelection OPTIONAL,

7
ceey
COMPONENTS OF CommonArguments }

ModifyEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ { ModifyEntryResultData },
}

ModifyEntryResultData ::= SEQUENCE {
entry [0] EntryInformation OPTIONAL,

-7

I4

COMPONENTS OF CommonResultsSeq }

EntryModification ::= CHOICE ({

addAttHribute [0] Attribute{{SupportedAttributes}},
removeAttribute [1] AttributeType;

addvaljues [2] Attribute{{SupportedAttributes}},
removeValues [3] Attribute{{SupportedAttributes}},
alterVlalues [4] AttributeTypeAndValue,

resetVlalue [5] AttributeType,

replageValues [6] Attribute{{SupportedAttributes}},

}
12.3.2  Modify Entry arguments

The objedt argument identifies the entry to which the modifications should be applied.

The chandes argument defines a sequence of modifications that are applied in the order specified. If any of theindividual
modificatipns fail, then an attributeError is generated and the entry left in the state that it was prior to thd operation.
That is, th¢ operation is atomic. The end result of the sequence of modifications shall not violate the Directoly schema.
However, |tis¢possible, and sometimes necessary, for the individual EntryModification changes to appe11r to do so.
The following-typesof-modification-may-occur:

a) addattribute — This identifies a new attribute to be added to the entry, which is fully specified by the
argument. Any attempt to add an already existing attribute results in an attributeError.

b) removeAttribute — The argument identifies (by its type) an attribute to be removed from the entry. Any
attempt to remove a non-existing attribute results in an attributeError.
NOTE 1 — This operation is not allowed if the attribute type is present in the RDN.

C) addvalues — This identifies an attribute by the attribute type in the argument, and specifies one or more
attribute values to be added to the attribute. An attempt to add an already existing value results in an error.
An attempt to add a value to a non-existent type results in the type and value being added.

d) removevalues — This identifies an attribute by the attribute type in the argument, and specifies one or
more attribute values to be removed from the attribute. If the values are not present in the attribute, this
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results in an attributeError. An attempt to remove the last value from an attribute results in the
attribute type being removed.

NOTE 2 — This operation is not allowed if one of the values is present in the RDN.

Attributes or attribute values to be added may be specified with or without a context list. Contexts cannot
be added to existing attribute values, removed from existing attribute values, nor modified. To alter a
context list of an existing attribute value, first remove the attribute value, and then insert the same attribute
value with the new context list. When an attribute value is removed, no context list shall be supplied, and
any existing context list associated with the attribute value being removed is removed with the attribute
value.

e) alterValues — This identifies an attribute type, and specifies a quantity to be added to all values of the
attribute. An attempt to apply this modification to an attribute whose syntax is anything other than
INTEGER Of REAL results in an attributeError.

resetValue — This identifies an attribute by its type, and removes all values of the attribute (if any) which
have an associated attribute value context for which fallback is FALSE. resetValue does net femove any
attribute values that have no context.

K

) replaceValues — This replaces all existing values of the given attribute type with the-valuep supplied,
creating the attribute type if it did not exist. A replace with no value removes the attribute typelif it exists,
and is ignored if the type does not exist.

NOTE 3 — This Directory Specification does not establish rules regarding the order in which a pefforming DSA is to|decode and

process[PDUs that it receives. If a DSA decodes the entire PDU before processing each element; and if a new and|unexpected

value, sfich as replacevalues, is in place for a non-optional CHOICE, it is possible thatthe-BSA will signal an endoding error.

If, howgver, the DSA decodes the elements as they are needed, it will most likely detect ‘an,uhknown critical extensioh and return

an unsupported critical extension reason code to signal that the operation failed. In.either case, it is correct for the [DSA to not

process the operation; however, implementers should be aware that either signal maye'used to indicate the failure of tHe operation.

Values maly be replaced by a combination of addvalues and removevaldes in a single ModifyEntry opefation.

The commdnArguments (see clause 7.3) includes a specification of the service controls and security parametefs applying
to the reqliest. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliaslonUpdate
critical extension bit is set in criticalExtensions. ThuSy-aliases are dereferenced by this operatipn only if
dontDereferenceAlias iS N0t set and useAliasOnUpdate IS Set. The sizeLimit component is ignored if provided.
If the arguinent of this operation is to be signed by the requester, the SsecurityParameters (See clause 7.10) fomponent
shall be in¢luded in the arguments.

NOTE 4 — Update operations that involve dereferencing’of an alias name will always fail if they encounter first editiop DSAs.

The seled¢tion argument specifies an optionalentry information selection that controls whether informationlis returned
in the operftion result and specifies the specific attributes and values to be returned. It shall only be specified if the version
negotiated|through the bind operation is*v:2-0r higher.

The operation may be used to modify.directory operational attributes. Only those directory operational attribltes which
are not classified noUuserModification (and to which the user has effective modification access rights) may be
modified.

NOTE % — Whether or nat.user modification is permitted, the Directory may change the values of directory operational attributes
as a sidg effect of other Directory operations.

The operation may-be’used to modify collective attributes only if the service control subentries is TRUH and if the

object is|the sibentry actually holding the collective attribute(s) to be modified.
NOTE ¢ < Caution should therefore be exercised when modifying the information returned on reading an entry: gome of the
informationmay-be-fromcottectiveattributesand-cannot-he-modifiecHnanoperationdirectedat theentry-itsetf—For example, it
is not possible to delete a collective attribute from an (ordinary) entry via a removeAttribute entry modification to the entry
(an attributeError with problem noSuchAttributeOrValue would be returned).

The operation may be used to modify an entry's Object Class attribute value if the values specify auxiliary object classes.
However, an attempt to change an Object Class value which specifies an entry's structural object class shall result in an
updateError With problem objectClassModificationProhibited. Any modification to auxiliary object classes
shall leave the superclass chains consistent and correct with the resultant object class definition.

12.3.3  Modify Entry results

Should the request succeed, a result shall be returned. If no selection was specified in the operation argument and
the result is not to be signed, the null result is returned. If no selection was specified (but the result is to be signed by
the Directory), the entry component is omitted. If the result is to be signed by the Directory, the SecurityParameters
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(see clause 7.10) component of CommonResultsSeq (see clause 7.4) shall be included in the results. If the result is not
to be signed by the Directory, no entry information shall be conveyed with the result.

12.3.4  Modify Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors shall
be reported are defined in clause 14.

12.3.5 Modify Entry operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value, by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being modified, the following sequence of access controls applies:

1) Modify permission is required for the entry being modified. If this permission is not granted;th¢ operation
fails in accordance with clause 7.11.1.

PO
~

For each of the specified EntryModification arguments applied in sequence, the following permissions
are required:

i)  Add permission for the attribute type and for each of the values specified in an addafttribute
parameter. If these permissions are not granted or the attribute already eXists, the operatjon fails in
accordance with clause 12.3.5.1, item a).

i) Remove permission for the attribute type specified in a removeAttribute paramefer. If this
permission is not granted, the operation fails in accordance,with' clause 12.3.5.1, item b).

NOTE 1 — No specific permissions are required for any of the attribute values present within the attribute being remoyed.

ili) Add permission on each of the attribute values specified in an addvalues parametgr. If these
permissions are not granted or any of the attribute values already exist, the operatipn fails in
accordance with clause 12.3.5.1, item ¢).

iv) Remove permission on each of the values,'specified in a removevalues parametef. If these
permissions are not granted, the operation fails in accordance with clause 12.3.5.1, item d).

NOTE 2 — If the end result of a removeValues modification is to remove the last value of an attribute (which causes|the attribute
itself to|be removed), Remove permission is also requiredion the specified attribute type.

V) Add and Remove permission on each of the values specified in an altervalues parameter. If these
permissions are not granted{ the operation fails in accordance with clause 12.3.5.1, item g).

vi) Remove permission on€ach of the values to be removed via a resetvalue parameter. If it least one
value is to be removed and these permissions are not granted, the operation fails in @ccordance
with clause 12.3.5.17item f).

vii) Add permission*for the attribute type and for each of the values in the replacevallues if the
operation-attempts to add the attribute type. If these permissions are not granted, the opefation fails
in accardance with clause 12.3.5.1, item g).

viii) Remave permission for the attribute type in the replacevalues parameter if the operatign attempts
fo remove the attribute. If this permission is not granted, the operation fails in accordance yith clause
12.3.5.1, item b).

iX) Remove permission for all the values currently in the attribute and Add permission for all values in
I £ . I o

— If all the Remove permissions are not granted, the operation fails in accordance with
clause 12.3.5.1, item d).

— If all the Remove permissions are granted, but all the Add permissions are not granted, the
operation fails in accordance with clause 12.3.5.1, item g).

12.3.5.1 Error returns

If the operation fails as defined in clause 12.3.5, the following procedure applies:

a) If the operation fails as defined in clause 12.3.5, item 2), subitem i), the valid error returns are one of: if
the attribute already exists and DiscloseOnError or Add is granted to that attribute, an attributeError
with problem attributeOrValueAlreadyExists shall be returned; otherwise, a securityError
with problem insufficientAccessRights Of noInformation shall be returned.
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b)

c)

e

1236 |

If basic-ac
matter, exd

Viodify Entry operation decision points for rule-based aeegss control

If the operation fails as defined in clause 12.3.5, item 2), subitem ii) or subitem viii), the valid error returns
are one of: if DiscloseOnError permission is granted to the attribute being removed and the attribute exists,
a securityError With problem insufficientAccessRights Or noInformation shall be returned;
otherwise, an attributeError With problem noSuchaAttributeOrvalue shall be returned.

If the operation fails as defined in clause 12.3.5, item 2), subitem iii), the valid error returns are one of: if
an attribute value already exists and DiscloseOnError or Add is granted to that attribute value, an
attributeError With problem attributeOrValueAlreadyExists shall be returned; otherwise,
DiscloseOnError permission at the attribute level shall be verified. If DiscloseOnError is granted to the
attribute, a securityError with problem insufficientAccessRights Of noInformation shall be
returned; otherwise, an attributeError With problem noSuchAttributeOrvalue shall be returned.

If the operation fails as defined in clause 12.3.5, item 2), subitem iv) or subitem ix), first bullet point, the
valid error returns are one of: if DiscloseOnError permission is granted to any of the attribute values being
removed, a securityError With problem insufficientAccessRights Of noInformation shall be

—returned;otherwise, anattributeError with problfemnosuchattributeorvatue shatthg returned.

If the operation fails as defined in clause 12.3.5, item 2), subitem v), the valid error returns.ar¢ one of: if
DiscloseOnError permission is granted to any of the attribute values being altered, a)securjityError
with problem insufficientAccessRights Of noInformation Shall be retlrned; otherwise, an
attributeError With problem noSuchAttributeOrvalue shall be returned.

If the operation fails as defined in clause 12.3.5, item 2), subitem vi), the valid efror returns arg one of: if
DiscloseOnError permission is granted to any of the attribute values being removed, a securji tyError
with problem insufficientAccessRights Or noInformation{shall be returned; otherwise, an
attributeError With problem noSuchAttributeOrvalue shall'bereturned.

If the operation fails as defined in clause 12.3.5, item 2), subitefryii) or subitem ix), second bpllet point,
a securityError With problem insufficientAccessRights Or noInformation shall bg returned.

ess-control is also applied, the order in which it is applied with respect to rule-based-access-contrdl is a local
ept that if access is denied to the entry, an attribute typg-or an attribute value, by either mechanism,|it shall not

be overridglen by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission

that shall n

If rule-basg
modified, 1

]

RO

124 I

1241 |

ot override a deny of rule-based-access-control,

d-access-control, rule-and-basic-access-contrel; or rule-and-simple-access-control is in effect for the ¢ntry being
he following sequence of access control\applies:

) If rule-based entry level permiSsion is not granted to the target entry, then the operation| fails with
nameError With problem noSuchobject according to clause 7.11.2.4.

)  Entry level basic-access<«€ontrol is applied according to clause 12.3.5.1.

) Access must be granted-to each of the attribute values (if any) that are removed. If rule-based-acgess-control
permission is netugranted to any attribute value that is to be removed, the operation |fails with
attributeError With problem noSuchAttributeOrvalue.

) Attribute devel basic-access-control is applied as in clause 12.3.5, item 2).

Viodify-DN

odify DN syntax

The Modify DN operation is used to change the Relative Distinguished Name of an entry, and/or to move an entry to a
new superior in the DIT. It may be used with object entries, including compound entries or alias entries.

For family members, its use is restricted to the case where the affected family members stay within the same compound

entry.

If the entry has subordinates, then all subordinates are renamed or moved accordingly (i.e., the subtree remains intact).
The arguments of the operation may be signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester.
If the target component of the SecurityParameters (See clause 7.10) in the request is set to signed and a result is
to be returned, the result may be signed. Otherwise, the result shall not be signed.

NOTE 1 - First edition systems may use the operation only to change the Relative Distinguished Name of a leaf entry.

NOTE 2 — Second and subsequent edition systems may use the operation to move entries to a new superior only if the old superior,

the new superior, the entry, and all its subordinates are in the one DSA.

NOTE 3 — The operation does not move entries to a new DSA, all entries remain in the original DSA.
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NOTE 4 — The operation either succeeds or fails in its entirety; it shall not fail with some entries moved and some not moved. No
intermediate states of the operation shall be externally visible to users of the Directory.

NOTE 5 — Some offline activity may be required following this operation to preserve consistency, for example, to update attributes
in any entries that hold Distinguished Name values that refer to the renamed or moved entry(ies).

NOTE 6 — The modifyTimeStamp attribute is not updated for entries subordinate to the renamed or moved entry.
modifyDN OPERATION ::= {

ARGUMENT ModifyDNArgument
RESULT ModifyDNResult

ERRORS {nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED { ModifyDNArgumentData }
ModifyDNArgumentData ::= SET {
objec [0] DistinguishedName,
newRD [1] RelativeDistinguishedName,

deletel01dRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,

-7

COMPONENTS OF CommonArguments }
ModifyDNResult ::= CHOICE {
null NULL,
info tion OPTIONALLY-PROTECTED-SEQ { ModifyDNResultData },
}
ModifyDNResultData ::= SEQUENCE {
newRDN RelativeDistinguishedName,

-7
ey
COMPONENTS OF CommonResultsSeq }

12.42  Modify DN arguments

The objedt argument identifies the entry whese)Distinguished Name is to be modified. Aliases in the name ghall not be
dereferencpd.

The newRDN argument specifies the néwyRDN of the entry. If the operation moves the entry to a new superfor without
changing ifs RDN, the old RDN issupplied for this parameter.

If an attripute value in the new,"RDN does not already exist in the entry (either as part of the old RON or as a
non-distinguished value), it is added. If it cannot be added, an error is returned.

If the de1¢te01dRDN,flagis set, all attribute values in the old RDN that are not in the new RDN are deleted.|If this flag
is not set, the old distinguished values shall remain in the entry (but are no longer distinguished values). The flag shall be
set where @ single-value attribute in the RDN has its value changed by the operation. If this operation remoyes the last
attribute value of an attribute, that attribute shall be deleted.

The newsip ; ; 3 Y v A-REW-SH ! The entry
becomes an immediate subordinate of the entry with the indicated Distinguished Name, which must be an already existing
object entry. The new superior shall not be the entry itself or any of its subordinates, or an alias, or such that the moved
entry violates any DIT structure rules. It is possible that entries subordinate to the moved entry may violate the active
subschema, in which case it is the responsibility of the Subschema Administrative Authority to
make subsequent adjustments to these entries to make them consistent with the subschema, as described in clause 14 of
Rec. ITU-T X.501 | ISO/IEC 9594-2.

If the argument is present, the newSuperior bit in the criticalExtensions parameter in CommonArguments shall
be set, indicating that this extension is critical.

The commonArguments (see clause 7.3) includes a specification of the service controls and security parameters applying
to the request. For the purposes of this operation, the dontDereferenceAlias option and the sizeLimit component
are not relevant and are ignored if provided. Aliases are never dereferenced by this operation. If the argument of this
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operation is to be signed by the requester, the SecurityParameters (see clause 7.10) component shall be included in
the arguments.

12.4.3  Modify DN results

Should the request succeed, a result shall be returned. If this result is to be signed by the Directory, the
SecurityParameters (See clause 7.10) component of CommonResultsSeq (see clause 7.4), and the new RDN shall
be included in the results. If the result is not to be signed by the Directory, no information shall be conveyed with the
result.

12.44  Modify DN errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors shall
be returned are defined in clause 14.

12.45 MadifyDN decision points for basic access control

If rule-basgd-access-control is also applied, the order in which it is applied with respect to basic-access-contrdl is a local
matter, exdept that if access is denied to the entry, an attribute type or an attribute value, by either mechanism,|it shall not
be overridglen by the other mechanism. In this respect, DiscloseOnError permission of basic-access-gontrol is a permission
that shall rjot override a deny of rule-based-access-control.

If basic-acgess-control is in effect for the entry being renamed, the following access controls.appty:

+  Ifthe effect of the operation is to change the RDN of the entry, Rename permission is required for the entry
being renamed (considered with its original name). If this permission isnot granted, the operatjion fails in
accordance with clause 12.4.5.1.

+  Ifthe effect of the operation is to move an entry to a new superiaf-in the DIT, Export permission|is required
for the entry being considered with its original name, and Import permission is required for the ¢ntry being
considered with its new name. If either of these permissions is-not granted, the operation fails in accordance
with clause 12.4.5.1.

NOTE 1 — The Import permission shall be provided as prescriptive ACI,

NOTE 2 — No additional permissions are required even if, as a result.of modifying the last RDN of the name, a new djstinguished
value ngeds to be added or an old one removed.

12.45.1 Krror returns

If the operftion fails as defined in clause 12.4.5, the pfocedure described in clause 7.11.1 is followed with regpect to the
entry being renamed (considered with its original name).

12.4.6  Modify DN operation decision paints for rule-based access control

If basic-acgess-control is also applied, the order in which it is applied with respect to rule-based-access-contrdl is a local
matter, exdept that if access is denied to the entry, an attribute type or an attribute value, by either mechanism,|it shall not
be overridglen by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a permission
that shall rjot override a deny-of-rule-based-access-control.

If rule-basgd-access-controly rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the gntry being
renamed, the following<equence of access control applies:

1) If rule-based RDN permission is not granted to the target entry, the operation fails with nameBrror with
problem noSuchobject in accordance with clause 7.11.2.4.

2) ~ Entry level basic-access-control is applied as in clause 12.4.5

3) Ifthe effect of the operation is to move the entry to a new superior in the DIT, rule-based RDN permission
is required to the new superior, otherwise the operation fails with nameError with problem
noSuchObject in accordance with clause 7.11.2.4.

125 Change Password
This operation is intended to be used by Directory users to change their own passwords.

125.1 Change Password syntax

A Directory Change Password operation is used by a user to change a password to prevent password expiration or after
password reset by an administrator. The password may be changed at any time during an application-association. The
user is allowed as many attempts as specified in the pwdMaxCompareFailure attribute. When this limit is reached, the
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DSA shall unbind the application-association and, if the pwdCompareLockout attribute is TRUE, lock the account for
pwdCompareLockoutDuration.

changePassword OPERATION ::= {
ARGUMENT ChangePasswordArgument
RESULT ChangePasswordResult
ERRORS {securityError |
updateError }
CODE id-opcode-changePassword }

ChangePasswordArgument ::= OPTIONALLY-PROTECTED-SEQ { ChangePasswordArgumentData }

ChangePasswordArgumentData ::= SEQUENCE {
object [0] DistinguishedName,
oldPwd [1] UserPwd,
newPwd [2] UserPwd,
}

null NULL,
info tion OPTIONALLY-PROTECTED-SEQ { ChangePasswordResultData },

-}

ChangeP]sswordResult ::= CHOICE ({

ChangePasswordResultData ::= SEQUENCE ({

-7

ey
COMPONENTS OF CommonResultsSeq }

12.,5.2 Change Password arguments

The current password (o1dPwd component) and the new password (newPwd component) have to be supplied ip a Change
Password pperation. The o1dPwd and newPwd components shall contain a clear or encrypted password.

125.3 C€hange Password results

If the pasgword is changed successfully, no informationis returned by the operation and normal communigation may
continue.

1254 Change Password errors

Should the|request fail, a securityError 0r updateError shall be supplied as follows:

securiltyError inappropriateAlgorithms

updateError insufficientPasswordQuality
pwdInHistory
pwdHisteryFull
The circunpstances under whieh other errors shall be reported are defined in clause 14.

12.6 dminister Password

This operation s intended to be used by Directory Administrators to change users' passwords. If two free slots are not
available ip«the’ userPwdHistory attribute, this operation will free two slots before proceeding. At the end of the
successful i i ] set by the

Administrator.

12.6.1  Administer Password syntax

Administer password operation is used by an administrator to change a user's password.

administerPassword OPERATION ::= ({
ARGUMENT AdministerPasswordArgument
RESULT AdministerPasswordResult
ERRORS {securityError |
updateError}
CODE id-opcode-administerPassword }

AdministerPasswordArgument ::=
OPTIONALLY-PROTECTED-SEQ { AdministerPasswordArgumentData }

Rec. ITU-T X.511 (10/2016) 65


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017 (E)

AdministerPasswordArgumentData ::= SEQUENCE ({
object [0] DistinguishedName,
newPwd [1l] UserPwd,
}

AdministerPasswordResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ { AdministerPasswordResultData 1},
-}

AdministerPasswordResultData ::= SEQUENCE ({

-’

ceey
COMPONENTS OF CommonResultsSeq }

12.6.2 ACmmimisSter Password argurments

The new ppssword (newPwd component) has to be supplied in Administer Password operation. The newPwd
shall contajin a clear or encrypted password.

12.6.3 dminister Password results

If the passgword is changed successfully, no information is returned by the operation and-normal communi
continue.

12.6.4 dminister Password errors

Should the|request fail, a securityError or updateError shall be suppliedasfollows:

securijtyError inappropriateAlgorithms
updateError insufficientPasswordQuality
pwdInHistory

The circunpstances under which other errors shall be reported are defined in clause 14.

13 Qperations for LDAP messages

The operations for carrying LDAP messages are defined by this clause. These operations are used for carryir]
of LDAP messages through a Directory infrastructure established according to these Directory Specificati

Component

ation may

g all types
bns. These

operations|are not used on the DAP. They are only used on the DSP between DSAs. However, they are defined in this

Directory $pecification to keep together.all.definitions operation types carried on the DSP.

An LDAP Jrequest may eventually be chained to an LDAP server and it may result in multiple results, like fo
Search opgration. The LDAP requester may operate in two different ways:

d) It may collectallthe results and return the combined results in an 1dapTransport result. The [}
to the LDAR client shall decompose such combined results before returning them to the LDAP,

) Returnthe-results one by one in 1inkedLDAP requests, except for the last result, which shall b
the 1dapTransport result.

an LDAP

DSA bound
client.

p carried in

13.1 L. DAP Transport operation

13.1.1 LDAP Transport syntax

An LDAP Transport operation is used to carry an LDAP request and some or all of the results. This is achieved by means
of a specific operation, 1dapTransport defined below. This operation is only relevant if an LDAP request is to be

forwarded to an adjacent DSA.

The bound DSA may sign the 1dapTransport request based on its own identity or based on the identity of the requester.
If the target component of the SecurityParameters (See clause 7.10) in the request is set to signed and a result is
to be returned, the result together with possible 1inkedLDAP requests may be signed. Otherwise, the result and possible

linkedLDAP requests shall not be signed.

ldapTransport OPERATION ::= {
ARGUMENT LdapArgument
RESULT LdapResult
ERRORS { abandonFailed | abandoned }
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CODE id-opcode-ldapTransport }
LdapArgument ::= OPTIONALLY-PROTECTED-SEQ { LdapArgumentData }
LdapArgumentData ::= SEQUENCE ({

object DistinguishedName,

ldapMessage LDAPMessage,

linkId LinkId OPTIONAL,

-’

I4

COMPONENTS OF CommonArgumentsSeq }

LinkId ::

LdapResu

LdapResjttDEtE‘TT=‘SEQUENLL {
ldapMessages SEQUENCE SIZE (1..MAX) OF LDAPMessage OPTIONAL,

return

-7

COMPONENTS OF CommonResultsSeq }

13.1.2 |

The objeq
Or baseOb

The 1dapMessage component shall hold the LDAP request as defined by RFG4511.

The 1ink]
other outst
operations

NOTE ]

CommonAx]
act on the

LDAP con
controls al
componen
specified i

The servi

= INTEGER

lt ::= OPTIONALLY-PROTECTED-SEQ { LdapResultData }

ToClient BOOLEAN DEFAULT FALSE,

L DAP Transport arguments

-t component shall hold the distinguished name as converted from the LDAP-distinguished name
ject component of the LDAPMessage. If the LDAPMessage is an AddReguest, the last RDN shall b

anding LDAP operations forwarded to a particular adjacent-DSA. This component shall be present]
possibly providing multiple results. Otherwise, it shall be absent.

— An implementation could use the same value as used forthe Invoke1d for the chained request.

guments needs not to be filled for components oply affecting the performing DSA(S). Performing
embedded LDAP request when performing evaluation.

trols may specify capabilities corresponding;to the components of CommonArguments (See clause 7

adjacent DSA.

N object
b removed.

Fd component shall hold a unique identifier that uniquely identifies an outstanding LDAP operatiion among

for LDAP

DSAS shall

.3). If such

e recognised, relevant for other than thé, performing DSA(s) and supported by the bound DSA, the relevant

s and/or service controls shall be.filled accordingly. Otherwise, the CommonArguments shall lje filled as
h the following. If a component isnot referenced below, it shall be encoded as specified in clause 7}3.
ceControls component shall*be encoded as follows:

The options subcemponent shall be set as follows:

a) The preférChaining service control option may be set according to local policy for|the bound
DSA. If this option is set, it is the preference of the bound DSA that chaining is preferred peyond the
adjacent DSA.

b) [ThéchainingProhibited service control may be set according to local policy for the bpund DSA.
If this option is set, it is the preference of the bound DSA that chaining shall not be done peyond the

NOTE 7

—~An adjacent DSA may not react on this service control option, as it might see the request as a chained requpst.

c) The localScope service control option may be set according to local policy for the bound DSA.

d) Ifthe LDAP Don't Use Copy control extension (see IETF RFC 6171) is included in the LDAP request
and supported by the bound DSA, the dontUseCopy service control option shall be set. Otherwise,
this service control option may be set according to local policy.

e) The dontDereferenceAliases shall be set, if the embedded LDAP request is of a type not
allowing dereferencing of aliases. Otherwise, this service control option may be set according to local
policy.

f) The subentries service control option is not relevant for intermediate DSAs and shall not be set.

g) The copyShallbo service control option is not relevant for intermediate DSAs and shall not be set.

h) The partialNameResolution shall not be set if the embedded LDAP request is not a search

request. Otherwise, it shall be set according to local policy.
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i) The manageDSAIT service control option is not relevant for intermediate DSAs and shall not be set.

j)  The nosubtypeMatch Service control option is not relevant for intermediate DSAs and shall not be
set.

k) The nosubtypeSelection service control option is not relevant for intermediate DSAs and shall
not be set.

[) The countFamily Service control option is not relevant for intermediate DSAs and shall not be set.

m) The dontSelectFriends service control option is not relevant for intermediate DSAs and shall not
be set.

n) The dontMatchFriends service control option is not relevant for intermediate DSAs and shall not
be set.

— The priority Service control may be set according to local policy for the bound DSA.

Security

bound DS
componen

The requg
operation.

The oper§
defined in
reference

fromthe c

The oper4

13.1.3 |
An 1dapT

p

[

The sizeLimit service control is not relevant for intermediate DSAs and shall be absent.
The scopeOfReferral subcomponent may be set according to local policy for the bound DSHA.
The attributeSizeLimit subcomponent may be set according to local policy for the bound/ DSA.
The manageDSAITPlaneRef Subcomponent shall be absent.
The serviceType subcomponent shall be absent.

The userClass subcomponent shall be absent.

Parameters component is specified in clause 7.10. If the argument.of'the operation is to be signed by the
A, the SecurityParameters component shall be included. Thesabsence of the SecurityParameters
is deemed equivalent to an empty set.

bstor component shall be present if the distinguished name)of the requester is known from the LDAP Bind
Otherwise, it shall be absent.

tionProgress, referenceType, entryOnly, ex¢lusions and nameResolveOnMaster com:ronents are

Rec. ITU-T X.518 | ISO/IEC 9594-4. They are.supplied by the bound DSA when acting on a cgntinuation
eturned by another DSA in response to an earlier operation, and their values are copied by the bpund DSA
ntinuation reference. Otherwise, they shall-be absent.

tionContexts and familyGrouping‘components shall be absent.

L DAP Transport results

ransport result shall be refurned when:

) all results from the WDAP server has been collected by the LDAP requester to be transmitted together in
the 1dapTransport result; or

) all results have-been transmitted by 1inkedLDAP requests, except for the last one(s) to be trarfsmitted by
the 1dapTransport result.

The 1dapMessages component shall hold one or more LDAP results as defined by RFC 4511. This parameter shall be

present ex
operation.

ept if-the result is for a previous embedded LDAP abandon request or no result was received for an pbandoned
Such tdapTransport results shall be discarded by the bound DSA. When the 1dapMessages component is

present, th

p "D AP messages shall be transmitted to the | DAP client one by one in the same sequence as provided in the

component.

The 1inkId component shall echo the 1inkId in the argument in the corresponding 1dapTransport request.

The returnToClient cOmponent may be present when an LDAP referral is returned. Otherwise, it shall be absent. If
present and has the value TRUE, it signals that the referral shall be returned to the LDAP client rather than being handled
by the bound DSA . It shall be set by the DSA generating the referral. If the referral is generated by an LDAP server, the
DSA adjacent to that server may set this component based on knowledge of the policy of the LDAP server. Such
information may be supplied by administrative means outside the scope of this Directory Specification.
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13.2 Linked LDAP operation

13.2.1 Linked LDAP syntax

A Linked LDAP operation is used to carry a single result of an LDAP multiple results operation. The final result is not
carried by this operation.

linkedLDAP OPERATION ::= {

ARGUMENT LinkedArgument

RESULT LinkedResult

CODE id-opcode-1linkedLDAP }
LinkedArgument ::= OPTIONALLY-PROTECTED-SEQ { LinkedArgumentData }
LinkedArgumentData ::= SEQUENCE {

object DistinguishedName,

ldapMelssage LDAPMessage,

linkI LinkId,

returnToClient BOOLEAN DEFAULT FALSE,

7
ceey
COMPONENTS OF CommonArgumentsSeq }

LinkedResult ::= NULL

13.2.2  llinked LDAP arguments

The objegdt argument shall hold the distinguished name of the bound DSA as provided in the dsa component of the first
TraceItT element of the TraceInformation data type.

The 1dapMessage argument shall hold an LDAPMessage result.
The 1ink3d component shall hold the same value as provided in theycofresponding 1dapTransport request

The retugnToClient component shall be handled as specifiedsinclause 12.1.3.

13.2.3  lLinked LDAP results

The 1inkqdLDAP result shall be returned for each 1inkedLDAP request received to complete the handling by ifftermediate
DSA:s.

14 Errors

14.1 Error precedence

The Direcfory does not continte’to perform an operation beyond the point at which it determines that an erfor is to be
reported.

NOTE 1 - An implication of this rule is that the first error encountered can differ for repeated instances of the same qury, as there
is not a ppecific logical order in which to process a given query. For example, DSAs may be searched in different ordgrs.

NOTE 2 — Thetules of error precedence specified here apply only to the abstract service provided by the Directory|as a whole.
Different rules.apply when the internal structure of the Directory is taken into account.

(VVITal

Should th\{ Diractarv cimultanaauchy datact mara than Aano arrar thao fo

DT CCtoTy oot ouot y oot o ot o T ot thic—ToT

error higher in the list has a higher logical precedence than one below

alict datarminac vwhich arrar 1o
WG HSHEEtEeHHRESYWHHER-EHOHS

[ PaY
t, and is the error which is reported.

T

eported. An

a) nameError;

b) updateError;

C) attributeError;
d) securityError;

€) serviceError

The following errors do not present any precedence conflicts:
a) abandonFailed, because it is specific to one operation, Abandon, which can encounter no other error.
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b) abandoned, which is not reported if an Abandon operation is received simultaneously with the detection
of an error. In this case, an abandonFailed error with problem tooLate is returned along with the report

of the actual error encountered.

€) referral, which is not a "real” error, only an indication that the Directory has detected that the DUA

should present its request to another access point.

Abandoned

This outcome may be reported for any outstanding directory enquiry operation (i.e., Read, Search, Compare, List) if the
DUA invokes an Abandon operation with the appropriate InvokeId.It shall be returned as a response to a 1ist or
search request with the pageResults component included with the value abandonQuery. If the arguments of the
operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or if the
errorProtection parameter of the SecurityParameters data type was set to signed in the request, then the error

parameters-may he signed Otherwise they shall nat be signed

abandon ERROR ::= {-- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { AbandonedData }
CODE id-errcode-abandoned }
AbandonedData ::= SET {
problem AbandonedProblem OPTIONAL,

-7

COM
Abandon
pagin

The problgm component shall not be present if this error is returned for@n Abandon operation.

The problg

The secutityParameters component shall be included in the CommonResults (See clause 7.4) if the er

signed.

14.3

The abandlonFailed error reports a problem“encountered during an attempt to abandon an operation. If the
of the opdration were signed (see clausec17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requeste

errorPr

parameterd may be signed. Otherwise, they shall not be signed.

abandon

PARAMETER OPTIONALLY-PROTECTED { AbandonFailedData }

CODE

Abandon
probl
opera

-7

PONENTS OF CommonResults }

Problem ::= ENUMERATED {
andoned (0) }

Abandon Failed

dtection parameter of the SecurityParameters data type was set to signed in the request, the

Flailed ERROR ::= {
id-errcode-abandonFailed }
ﬂ:iledData ::= SET {

[0]” AbandonProblem,
Hion( [1] Invokeld,

m component shall be present if this error is returned faf/a*list or search request with the pa:fResults
component included with the value abandonQuery. In this case,.the component shall take the value paging

andoned

or is to be

arguments
I or if the
n the error

ceey
COMPONENTS OF CommonResults }

Abandon
noSuc
toolLa
canno

Problem ::= INTEGER ({
hOperation (1),
te (2),
tAbandon (3) }

The various parameters have the following meanings.

A particu

70

lar problem that is encountered is specified. Any of the following problems may be indicated:

a) noSuchOperation — When the Directory has no knowledge of the operation which is to be abandoned

(this could be because no such invoke took place, or because the Directory has forgotten about
b) tooLate — When the Directory has already responded to the operation;
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cannotAbandon — When an attempt has been made to abandon an operation for which this is prohibited
(e.g., modify), or the abandon could not be performed.

The identification of the particular operation (invocation) to be abandoned.

The securityParameters component (see clause 7.10) shall be included in the CommonResults (see clause 7.4) if the
error is to be signed by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component
of CommonResults.

14.4 Attribute Error

An attributeError reports an attribute-related problem. If the arguments of the operation were signed (see clause 17.3
of Rec ITU-T X501 | ISO/IEC 9594 -2) by the requester or if the errorProtection parameter of the

undefi}
inappriopriateMatching (4),

constrja

contexitViolation (7)>}

The various

The objeqt component identifies¢he-entry to which the operation was being applied when the error occurred.

AttributeOrValue (1),

Ptherwise,

Error ERROR ::= {
ER OPTIONALLY-PROTECTED { AttributeErrorData }
id-errcode-attributeError }
ErrorData ::= SET {
[0] Name,
s [1] SET OF SEQUENCE ({

em [0] AttributeProblem,
[1] AttributeType,
[2] AttributeValue OPTIONAL,

Problem ::= INTEGER {

AttributeSyntax (2),
edAttributeType (3),

intViolation (5),
teOrValueAlreadyExists (6)(

parameters have the following-meaning.

One or m@re problems may. 'be specified. Each problem (identified below) is accompanied by an indication of the

attribute type, and, if necessary to avoid ambiguity, the value, which caused the problem:

4)

noSuchAttributeOrValue — The named entry lacks one of the attributes or attribute values gpecified as
an argument of the operation.

invalidAttributeSyntax — A purported attribute value, specified as an argument of the| operation,
does not conform to the attribute syntax of the attribute type.

d)

€)

9)

undefinedAttributeType — AN UNUETINEd altribULE Type was provided as an argument to the operation.
This error may occur only in relation to addEntry Or modifyEntry operations.

inappropriateMatching — An attempt was made, e.g., in a filter, to use a matching rule not defined for
the attribute type concerned.

constraintViolation — An attribute value supplied in the argument of an operation does not conform
to the constraints imposed by Rec. ITU-T X.501 | ISO/IEC 9594-2 or by the attribute definition (e.g., the
value exceeds the maximum size allowed).

attributeOrValueAlreadyExists — An attempt was made to add an attribute which already existed
in the entry, or a value which already existed in the attribute.

contextViolation — A context list or context supplied with an attribute value in the argument of an
operation does not conform to the constraints imposed by Rec. ITU-T X.501 | ISO/IEC 9594-2, by the
context definition (e.g., the context value is not of the correct syntax), or the DIT Context Use.

Rec. ITU-T X.511 (10/2016) 71


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017 (E)

The securityParameters component (see clause 7.10) shall be included in the CommonResults (See clause 7.4) if the
error is to be signed by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component
of CommonResults.

14.5 Name Error

A nameError reports a problem related to the name provided as an argument to an operation. If the arguments of the
operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or if the
errorProtection parameter of the SecurityParameters data type was set to signed in the request, then the error
parameters may be signed. Otherwise, they shall not be signed.

nameError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { NameErrorData }
CODE id-errcode-nameError }
NameErrgrData ::= SET {
probljz [0] NameProblem,
match [1] Name,
7

ceey
COMPONENTS OF CommonResults }

NameProblem ::= INTEGER {
noSuchObject (1),
aliasProblem (2),
invalildAttributeSyntax (3),
aliasDereferencingProblem (4)

-- noY to be used (5)-- 1}

The various components have the following meaning.

A particulgr problem is encountered. Any of the following problems may be indicated:
d) noSuchObject — The name supplied does nétymatch the name of any object.
) aliasProblem— An alias has been dereferenced which names no object.

@) invalidAttributeSyntax — An atfribute type and its accompanying attribute value in an AVA in the
name are incompatible.

d) aliasDereferencingProblem — An alias was encountered in a situation where it was not pllowed or
where access was denied,

The matcled parameter contains the name of the lowest entry (object or alias) in the DIT that was matchegd, and is a
truncated form of the name provided or, if an alias has been dereferenced, of the resulting name.
NOTE + If there is a problem with the attribute types and/or values in the name offered in a Directory operation argument, this is
reported via a nameErxor-With problem invalidAttributeSyntax rather than as an attributeError or an
updateError

The SecugityParameters component (see clause 7.10) shall be included in the CommonResults (See clausg 7.4) if the
error is to be signed by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification fomponent
of CommonResults

14.6 Referral

A referral redirects the service-user to one or more access points better equipped to carry out the requested operation.
If the arguments of the operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester
or if the errorProtection parameter of the SecurityParameters data type was set to signed in the request, then
the error parameters may be signed. Otherwise, they shall not be signed.

referral ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { ReferralData }
CODE id-errcode-referral }

ReferralData ::= SET {

candidate [0] ContinuationReference,
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The error has a single parameter which contains a ContinuationReference Which can be used to progress the operation
(see Rec. ITU-T X.518 | ISO/IEC 9594-4).

If the DSA is responding to an LDAP request, the naddresses component of the PresentationAddress data type
shall hold one or more LDAP URLS as specified in clause 11.4 of Rec. ITU-T X.519 | ISO/IEC 9594-5. This information
shall be used by the bound DSA to create an LDAP referral.

The securityParameters component (see clause 7.10) shall be included in the CommonResults (See clause 7.4) if the
error is to be signed by the Directory.

Before acting on a continuation reference, the DUA shall check that an identical request to the one that would be generated
from the continuation reference has not already been issued as a part of processing the same user request. If it has, the
P aTa) ..v '., day 7aY daYaYala) Pt Te >

A securikyError reports a problem in carrying out an operation for security reasons. If the arguments of th¢ operation
were signgd (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or if'the errorPrjotection
parameter pf the SecurityParameters data type was set to signed in the request, therthe error parametgrs may be

securityError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { SecurityErrorData }
CODE id-errcode-securityError }
SecurityErrorData ::= SET {
probl [0] SecurityProblem,
spkmInfo [1] SPKM-ERROR OPTIONAL,

encPwdInfo [2] EncPwdInfo OPTIONAL,

SecuritylProblem ::= INTEGER {

inappriopriateAuthentication
invalidCredentials

(1),
(2),
(3),
(4),
(5),
(6),
(7),
(8) , obsolete

spkmError (9),
unsupportedAuthenticationMethod (10),
passwordExpired (11),
inappriopriateAlgorithms (12) }

EncPwdInffo 7=, SEQUENCE ({

algorijthms [0] SEQUENCE OF AlgorithmIdentifier
{ {SupportedAlgorithms}} OPTIONAL,
pwdQualityRule [1l] SEQUENCE OF AttributeTypeAndValue OPTIONAL,
...}

The error has a single parameter, which reports the particular problem encountered. The following problems may be
indicated:

a) inappropriateAuthentication — The level of security associated with the requester's credentials is
inconsistent with the level of protection requested, e.g., simple credentials were supplied while strong
credentials were required.

b) invalidCredentials — The supplied credentials were invalid.

C) insufficientAccessRights — The requester does not have the right to carry out the requested
operation.

d) invalidSignature — The signature of the request was found to be invalid.
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€) protectionRequired — The Directory was unwilling to carry out the requested operation because the
argument was not signed.
f) noInformation — The requested operation produced a security error for which no information is

available.

g) blockedCredentials — The credentials are blocked from consideration for securi
(e.g., because an invalid password has been presented too many times in succession). The decision to return

this error is governed by the security policy in effect for the DSA.

ty reasons

h) spkmError — The supplied SPKM token was found to be invalid. The spkmInfo parameter contains an
indication that this is an SPKM error token and the identifier of the SPKM context with which this error is
associated.

i) unsupportedAuthenticationMethod — The authentication method suggested is not supported by the
DSA.

| passwordExpired — [E TEqUESET Canmot tog omo the DSA bectause the password t1as expired. The

NOTE -

password has to be reset by an administrator.

the algorithms stored in the DSA for the entry. The algorithms parameter containsthe list of
supported by the DSA.

with thg encrypted password and the possibly recently expired encrypted password. For change password operation t
used by[the current password and all the algorithms used by the password present in the history shall be returned.

The secugityParameters component (see clause 7.10) shall be included in the commonResults (See claus
error is to

The infor

of

14.8

A

Commo

servic

be signed by the Directory.

lrﬁtion provided by the error problem can optionally be qualified by.the use of the notification

esults.

$ervice Error

H) inappropriateAlgorithms - The algorithms used to encrypt the password are not'eompptible with

algorithms

- For the Bind operation or Compare operation, one or two algorithms can be specified to-check the proposgd password

e algorithm

b 7.4) if the

Component

Error reports a problem related to the provision.ef the service. If the arguments of the operation were signed

(see clausg 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2).by-the requester or if the errorProtection paraneter of the
SecurityParameters data type was set to signed inthe request, then the error parameters may be signed.
they shall pot be signed.

serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED. { ServiceErrorData }

CODE

id-errcode-serviceError }

ServiceHrrorData ::= SET {
problem [0] ServiceProblem,

-7

ceey
COMPONENTS OF CommonResults }

Dtherwise,

ServiceProblem (: = INTEGER {
busy (1),
unavaillable (2),
unwilllingToPerform (3),
chainihgRequizred 4
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12),
invalidQueryReference (13),
requestedServiceNotAvailable (14),
unsupportedMatchingUse (15),
ambiguousKeyAttributes (1e6),
saslBindInProgress (17),
notSupportedByLDAP (18) 1}
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The error has a single parameter which reports the particular problem encountered. The following problems may be

indicated:
a)

b)
c)
d)

€)

busy — The Directory, or some part of it, is presently too busy to perform the requested operation, but may
be able to do so after a short while.

unavailable — The Directory, or some part of it, is currently unavailable.

unwillingToPerform — The Directory, or some part of it, is not prepared to execute this request, e.g.,
because it would lead to excessive consumption of resources or violates the policy of an Administrative
Authority involved.

chainingRequired— The Directory is unable to accomplish the request other than by chaining; however,
chaining was prohibited by means of the chainingProhibited service control option.

unableToProceed — The DSA returning this error did not have administrative authority for the
appropriate naming context and, as a consequence, was not able to participate in name resolution.

e
~

NOTE + This problem is not supported by first edition systems.

)

invalidReference — The DSA was unable to perform the request as directed by [the DUA,
(via operationProgress) — This may have arisen due to using an invalid referral.

timeLimitExceeded — The Directory has reached the limit of time set by the user, inla service control.
No partial results are available to return to the user.

administrativeLimitExceeded — The Directory has reached the limitiset by an administrative
authority, and no partial results are available to return to the user.

loopDetected — The Directory is unable to accomplish this request due-to an internal loop.

unavailableCriticalExtension — The Directory was unablg-to Satisfy the request because one or
more critical extensions were not available.

outOfScope — No referrals were available within the requested scope.
ditError — The Directory is unable to accomplish the-fequest due to a DIT consistency problgm.

invalidQueryReference — The parameters of the requested operation are invalid. This problem is
reported if the queryReference in paged resultsiis invalid.

requestedServiceNotAvailable — A.Search request failed within a service-specific administrative
area because no search-rule was availaple for the search or because the search violated an|applicable
search-rule. Additional diagnostic infefmation may be returned together with this service prolplem. Such
additional information for different Situations is defined in clause 14.

unsupportedMatchingUse(— An attempt was made, e.g., in a filter, to use a matching rule nog supported
by the DSA when the perfozrmExactly search option is set.

ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable filter
items provided multiple matches against the relevant mapping table. This error situation is actompanied
by a notification attribute, as indicated by the relevant matching-based matching rule.

saslBindInProgress — For some authentication mechanisms, it may be necessary for the requester to
invoke the:directoryBind operation multiple times. This is indicated by the responder|sending a
serviceError With problem saslBindInProgress. This indicates that the responder re¢quires the
reguester to invoke a new directoryBind operation, with the same SaslCredentials meghanism, to
continue the authentication process. If at any stage the requester wishes to abort the process, it may invoke
& directoryBind operation with SaslaAbort set t0 TRUE.

r

notSupportedByLDAP — A DAP request was about to be converted to a corresponding LDAP request by
an LDAP requester, but the DAP requester determined that the request could not be served by LDAP.

The securityParameters component (see clause 7.10) shall be included in the CommonResults (see clause 7.4) if the
error is to be signed by the Directory.

The information provided by the problem component can optionally be qualified by the use of the notification
component of CommonResults.

14.9 Update Error

An updateError reports problems related to attempts to add, delete, or modify information in the DIB. If the arguments
of the operation were signed (see clause 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the requester or if the
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errorProtection parameter of the SecurityParameters data type was set to signed in the request, then the error

parameters may be signed. Ot

updateError ERROR ::=

herwise, they shall not be signed.

{

PARAMETER
CODE

OPTIONALLY-PROTECTED { UpdateErrorData }
id-errcode-updateError }

UpdateErrorData ::= SET {

problem [0]
attributeInfo [1]
attributeType

attribute

UpdateProblem,

SET SIZE (l1..MAX) OF CHOICE {
AttributeType,
Attribute{{SupportedAttributes}},

-7

4

COMPON

} OPTIONAL,

ENTS OF

CommonResults }

UpdatePr
naming
object
notAll
notAll

oblem ::= INTEGER {
Violation
ClassViolation
lowedOnNonLeaf
lowedOnRDN

entry
affec
objec
noSuc
notAn
paren
hiera
famil
insuf
passw
noPas

The problg

readyExists
sMultipleDSAs

lassModificationProhibited

uperior

stor

otAncestor

hyRuleViolation

uleViolation
icientPasswordQuality

dInHistory

ordSlot

(1),
(2),
(3),
(4),
(3),
(6),
(7),
(8),
(9),
(10),
(11),
(12),
(13),
(14),
(15) 1}

m parameter reports the particular problem encounteréd. The following problems may be indicated.

4)

NOTE | — Thislinefudes a conflict caused by RDNs which include multiple distinguished values differentiated
regardlgss of Context, as described in clause 9.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

namingViolation — The attempted additioner modification would violate the structure rules
as defined in the Directory schema and Re¢. ITU-T X.501 | ISO/IEC 9594-2. That is, it wou
entry as the subordinate of an alias entry; or in a region of the DIT not permitted to a member @
class, or would define an RDN for anventry to include a forbidden attribute type.

of the DIT
d place an
f its object

objectClassViolation — The-attempted update would produce an entry inconsistent with tme rules for

ns of Rec.

entry content; for example, itsiebject class definition, the DIT content rules, or with the definiti
ITU-T X.501 | ISO/IEC9594-2 as they pertain to object classes.

notAllowedOnNonLeaf — The attempted operation is only allowed on leaf entries of the DIT

notAllowedOnRDN - The attempted operation would affect the RDN (e.g., removal of an attripute which
is a part of the' RDN).
entryAlreadyExists — An attempted addEntry Or modi£yDN operation names an entry whjch already
exists.
Yy contexts,

dffectsMultipleDSAs — An attempted update would need to operate on multiple DSAS where this

objectClassModificationProhibited— An operation attempted to modify the structural object class

noSuchSuperior — An attempted ModifyDN operation names a new superior entry that does not exist.
notAncestor — An operation attempted to delete a compound entry without specifying the ancestor as

parentNotAncestor — An operation attempted to establish an entry as an immediately hierarchical child

hierarchyRuleViolation — An operation attempted to break a rule applicable to a hierarchical group:

f
operation is not permitted.
9)
of an entry.
h)
i)
the object.
)
under a family member that is not the ancestor.
K)

a hierarchical group has to be completely outside any service-specific administrative area or has to be
completely contained within a service-specific administrative area; hierarchical group is confined to a
single DSA.
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) familyRuleViolation — An operation attempted to break a rule applicable to families within a
compound entry.

m) insufficientPasswordQuality — The new password does not satisfy the quality rules (no trivial
passwords, mixture of characters, too short, etc) imposed by the Directory.
NOTE 2 - When the password is not transmitted in clear text to the DSA, the quality rule cannot be checked by the DSA but only
by the DUA.
n) passwordInHistory — The new password has been found in the history kept by the Directory.

o) noPasswordSlot — There are no free slots left in the password history.

The attributeInfo parameter identifies the particular attribute type(s) and possibly value(s) causing a problem. If an
objectClassViolation is being reported, an attribute item shall be present indicating the objectClass attribute
type and listing the object class(es) that caused the problem; additional attributeType items may also be present
(e.g., to identify missing mandatory attributes or extraneous attributes).

NOTE 3 — The updateError is not used to report problems with attribute types, values, or constraint violations engoUntered in an
addEntjry, removeEntry, modifyEntry, Of modifyDN operation. Such problems are reported via an attributeEdror.

The secugityParameters component (see clause 7.10) shall be included in the CommonResults (seeclaus¢ 7.4) if the
error is to be signed by the Directory.

The infor:r:tion provided by the error problem can optionally be qualified by the use of the«otification fomponent

of CommonResults.

15 Analysis of search arguments

This clauge is only relevant for a Search operation starting its initial evaluation phase within a servige-specific
administralive area.

This proceflure has two purposes:

d) It provides the search-validation function (see clause 16.12 of Rec. ITU-T X.501 | ISO/IEC 9594-2).
However, the search-validation function does not'produce error information. If during the prpcedure an
error is encountered, the evaluation stops and returns FALSE; otherwise, it returps TRUE.
A search-validation against an empty search=rule will always return TRUE.

) It is the procedure to be used when no,governing-search-rule can be located and where it is possible to
identify a single search-rule the searchArgument can be evaluated against, to identify why the search
request failed. When an error cendition is found in this case, the evaluation stops, the necessary|diagnostic
information is supplied in the\notification component of the CommonResults data type arld a service
error with problem regquestedServiceNotAvailable is returned. What diagnostic infdrmation is
included, depends on the-type of error identified.

NOTE + According to the specification above, a search request may be evaluated twice against the same search-rule. How this
could b¢ optimized is not part(f'this specification, but is an implementation decision.

The procedure assumes that an’implementation will not allow an invokable search-rule to:
+  specifydunsupported attribute types, context types, matching rules, matching restrictions, etc.;

1 specify‘mapping-based matching algorithms that are unsupported or not relevant for the type of search for
which the search-rule is governing;

-+ \Jspecify matching rule substitutions that would violate the search-rule;

—  refer to optional search-rule features not supported by the implementation; or
—  be inconsistent or erroneous.

15.1 General check of search filter

The evaluation is performed by first checking whether the filter violates some basic restrictions using the following
procedure:

1) If there are attribute types represented in the filter but not represented by any request-attribute-profile in
the inputAttributeTypes search-rule component, the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-searchAttributevViolation;

— a serviceType hotification attribute which has as value the serviceType component of the
search-rule; and
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an attributeTypeList notification attribute which has as values the object identifiers identifying
the illegal attribute types.

2) If there are attribute types only represented by negated filter items, then the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-attributeNegationViolation;

a serviceType notification attribute which has as value the serviceType component of the
search-rule; and

an attributeTypeList notification attribute where the values are the object identifiers identifying
the attribute types illegally negated in the filter.

3) Check that the condition specified in the attributeCombination is fulfilled with respect to the
non-negated presence of attribute types. If mandatory attribute types, i.e., attribute types that
unconditionally have to be represented by non-negated filter items in the filter, are missing in any subfilter,
the notification shall contain:

If a required combination is not present, the notification shall contain:

id-pr-searchAttributeCombinationViolation,

If the above check fails for:any filter item, the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-
missingSearchAttribute;

a serviceType notification attribute which has as value the serviceType component of the search-
rule; and

an attributeTypeList notification attribute which has as values the gbject identifiers jdentifying
the missing attribute types.

a searchServiceProblem notification attribute with the value

a serviceType notification attribute which has as yalue the serviceType comporjent of the
search-rule; and

an attributeCombinations notification attribute identifying the missing combination(s).

4) For request-attribute-profiles which have a selectedvalues subcomponent but the set of values is
empty, it is checked whether there is any filteritem for those attribute types that do not meetfone of the
following requirements:

the filter item is of type present and the contexts subcomponent is not prespnt in the
request-attribute-profile; or

the filter item is of type contextPresent and the contexts subcomponent is present in the request-
attribute-profile.

a searchServiceProblem notification attribute with the value id-pr-searchvalueNotAll lowed

a serviceType notification attribute which has as value the serviceType comporjent of the
search-rute;-and

a filterItem notification attribute with the failing filters items as values.

%)  For request-attribute-profiles which have a contexts subcomponent, it is checked whether there are any
filtersitems that refer to context types not included in this subcomponent. If so, the notificaltion shall
contain:

id-pr- iplation,

a serviceType notification attribute which has as value the serviceType component of the
search-rule; and

a contextTypeList notification attribute which has as values the object identifiers for the illegal
context types.

6) If the aliowed choice for the subset component is taken in the search-rule, it is checked whether the
subset argument of the SearchArgument complies with that specification. If not, the notification
shall contain:

a  searchServiceProblem  notification attribute with  the  value id-pr-
searchSubsetViolation; and

a serviceType notification attribute which has as value the serviceType component of the
search-rule.
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15.2 Check of request-attribute-profiles

If the above procedure did not yield any error, it has to be checked for each subfilter that any attribute type represented
in that subfilter is also effectively present. This procedure does not specify any order in which subfilters should be
evaluated. For an attribute type to be effectively present in a subfilter, it has to be represented by at least one non-negated
filter item that complies with the corresponding request-attribute-profile. A non-negated filter item is evaluated using the

procedure below.

The non-negated filter items are checked in the following order:

1

2)

3)

the filter items for the attribute types that unconditionally have to be represented are checked for each
subfilter;

the filter items for the attribute types that conditionally have to be represented are checked for each
subfilter; and

the remaining filter items are checked for each subfilter.

If a subfilt

If an attrib
checked u
procedure,
diagnostic

A filter ite
]

[NY

2

)

pr fails the evaluation, the evaluation stops and error information is returned as detailed below.

M is evaluated using the following procedure:

ute type in a subfilter is represented by several non-negated filter items, each such filter item is ip principle
ntil either a complying filter item is found or all filter items are checked. If a filterfitem fails [during the
it is dropped for further evaluation. It is the last filter item to fail for the attribute_type that detefmines the
information returned.

If the selectedvalues component in the request-attribute-profile s absent; or if it is present and
non-empty, check whether the filter item is of type equality, substrings, approximatgMatch Or

extensibleMatch. If not, the notification shall contain:

a searchServiceProblem notification attribute withhe value id-pr-searchvalueRpquired,;

a serviceType notification attribute which has\as value the serviceType compotjent of the
search-rule; and

an attributeTypeList notification attributeé which has as value the object identifier jdentifying
the attribute type from the filter item.

If the selectedvalues subcomponent*in the corresponding request-attribute-profile is present and
non-empty, check whether the filter item*fails to match any value specified in that subcompopent. If so,

the notification shall contain:

If the context$ Subcomponent is not present, continue with the next subclause.

a searchServiceProblemnotification attribute with the value id-pr-invalidSearchvalue;

a serviceType notification attribute which has as value the serviceType compotjent of the
search-rule; and

a filterItem notification attribute with the failing filter item as the only value.

Check that the-condition specified in the contextCombination subcomponent is fulfilled with respect
to the presence of context types. If mandatory context types, i.e., context types that unconditignally have

to berepresented for the attribute type, are missing, the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-missingSearchGontext;

a serviceType notification attribute which has as value the serviceType comporjent of the

I L
SCAICIT=TUIT,

an attributeTypeList notification attribute which has as a single value the object identifier
identifying the attribute type from the filter item;

a contextTypeList notification attribute with the object identifiers identifying the missing context
types.

If a required combination is not present, the notification shall contain:

a searchServiceProblem notification attribute with the value

id-pr-searchContextCombinationViolation;

a serviceType notification attribute which has as value the serviceType component of the
search-rule;

an attributeTypeList notification attribute which has as the only value the object identifier
identifying the attribute type from the filter item;
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a contextCombinations notification attribute identifying the missing combination(s).

5) Check if the context assertions for the attribute type in the subfilter are all included in the contexts
subcomponent. If not, the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-searchContextViolation;

a serviceType notification attribute which has as value the serviceType component of the
search-rule;

an attributeTypeList notification attribute which has as the only value the object identifier
identifying the attribute type from the filter item; and

a contextTypeList notification attribute which has as values the object identifiers identifying the
context types not allowed for the attribute type.

6) If context values are included for any of the context types in the contexts subcomponent of the
request-attribute-profile, check whether any of the context assertions specified for the attribute type in the

[NY
~

Check of controls and hierarchy selections

subfilter contains values not specified for the corresponding context types in contexts subdomponent.
If so, the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-searchContextvValueViplation,

a serviceType notification attribute which has as value the serviceType comporjent of the
search-rule;

an attributeTypeList notification attribute which has as the jonly’ value the object identifier
identifying the attribute type from the filter item; and

a contextList notification attribute which has as values the“context assertions not alloyved for the
attribute type.

ch request fails the test against the control and hierarchy selections as specified in clause [16.10.5 of
[ X.501 | ISO/IEC 9594-2, the procedure in this clause.is performed.

1) Ifthe defaultControls component of the search-rule or the hierarchyOptions subcompdnent of the
defaultControls is absent, and the search-request specifies hierarchy selections beside sellf, then the
notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-hierarchySelectForhidden; and

a serviceType notification attribute which has as value the serviceType compotjent of the
search-rule.

If there are hierarchy select options in the request that are not allowed, or some selections gre missing
according to the combination of the defaultControls and mandatoryControls components of the
search-rule, then thenotification shall contain:

a searchServiceProblem notification attribute with the value id-pr-invalidHierarchjSelect;

a sexviceType notification attribute which has as value the serviceType comporjent of the
search-rule; and

dhierarchySelectList notification attribute which has as value a bitstring identifying|the invalid
hierarchy selection options.

3) “\IT there are hierarchy select options in the request that are not supported by the DSA and whjch are not

covered by 2), then the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-unavailableHierarchySelect;

a serviceType nNotification attribute which has as value the serviceType component of the
search-rule; and

a hierarchySelectList notification attribute which has as value a bitstring identifying the
unsupported hierarchy selection options.

4) If there are search control options (as defined by clause 11.2.1) in the request that are not allowed, or some
options are missing according to the combination of the defaultControls and mandatoryControls
components of the search-rule, then the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-invalidSearchControlOptions;
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— a serviceType notification attribute which has as value the serviceType component of the

search-rule; and

— asearchControlOptionsList notification attribute which has as value a bitstring identifying the

invalid search control options.

If there are service control options in the request that are not allowed or some options are missing according

to the combination of the defaultControls and mandatoryControls components of the search-rule,

then the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-invalidServiceControlOptions

— a serviceType notification attribute which has as value the serviceType component of the

search-rule; and

— a serviceControlOptionsList notification attribute which has as value a bitstring identifying

the invalid service control options.

15.4 (¢

In the sear
request hal
(see clauss

If the sed
Rec. ITU-]
request-att

NOTE

notifil

Check of matching use

Ch-validation procedure, this clause represents the last step in the validation and it is assumed that t
b passed all other validation steps. A search-rule failing this last step is put on the.MatchProb
19.3.2.2.1, item 3) of Rec. ITU-T X.518 | ISO/IEC 9594-4).

rch request does not comply with the matchingUse requirement as specified in clause
[ X.501 | ISO/IEC 9594-2 for any of the request-attribute-profiles, then a ndtification for one of
ribute-profiles shall contain:

a searchServiceProblem notification attribute with the value
attributeMatchingViolation if the matching restriction™is violated, or with the valy
unsupportedMatchingUse if the matching rule is to be applied in an unsupported way;

a serviceType nhotification attribute which has as valtie the serviceType component of the §

an attributeTypeList notification attribute whieh has as the only value the object identifier
the attribute type; and

for the matching restriction that is violatéd, additional notification attributes as specifi
specification for that matching restriction.

- When several request-attribute-profiles fail the validation, it is a local matter to select which one for whic
cation.

1€ search
lemSR list

16.10.2 of
the failing

id-pr-
€ id-pr-

parch-rule;
dentifying

ed by the

to create a
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Annex A

Abstract Service in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirectoryAbstractService {joint-iso-itu-t ds(5) module (1)
directoryAbstractService (2) 8}

DEFINITIONS ::=

BEGIN

-- EXPORTS All
-- The Hypes and values defined in this module are exported for use in the other'ASN.1
-- modulles contained within these Directory Specifications, and for the use~of other
ilcations which will use them to access Directory services. Other applicatipns may

Rec. ITU-T X.501 | ISO/IEC 9594-2

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) B}

te{}, ATTRIBUTE, AttributeType, AttributeTypeAndValue, AttributeTypeAsseftion,
teValue, AttributeValueAssertion, CONTEXT, ContextAssertion,
inguishedName, MATCHING-RULE, Name, OBJECT-CLASS,
ilveDistinguishedName, SupportedAttributes, SupportedContexts
InformationFramework informationEramework

LY-PROTECTED{}, OPTIONALLY-PROTECTED-SEQ{}

Rec. ITU-T X.518.\M ISO/IEC 9594-4

Code, [ERROR;" id-errcode-abandoned, id-errcode-abandonFailed,
id-erricode~attributeError, id-errcode-nameError, id-errcode-referral,
id-errcode=se i = d=e ode=-service = id-g cde-update

id-opcode-abandon, id-opcode-addEntry, id-opcode-administerPassword,
id-opcode-compare, id-opcode-changePassword, id-opcode-ldapTransport,
id-opcode-linkedLDAP, id-opcode-list, id-opcode-modifyDN,
id-opcode-modifyEntry, id-opcode-read, id-opcode-removeEntry,
id-opcode-search, InvokeId, OPERATION

FROM CommonProtocolSpecification commonProtocolSpecification

-- from Rec. ITU-T X.520 | ISO/IEC 9594-6

DirectoryString{}, UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

AlgorithmIdentifier{}, CertificationPath, ENCRYPTED{}, HASH{}, SIGNED{},
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FROM AuthenticationFramework authenticationFramework

UserPwd

FROM PasswordPolicy passwordPolicy

AttributeCertificationPath

FROM AttributeCertificateDefinitions attributeCertificateDefinitions

-- from Rec. ITU-T X.525 |

AgreementID

ISO/IEC 9594-9

FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- from IETF RFC 2025

P=TT,

guments ::= SET {

DEI\M—K.ILQ

servideControls [30] ServiceControls DEFAULT “{},
securijtyParameters [29] SecurityParameters OPTIONAL,
reque [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress
DEFAULT {nameResolutionPhase notStarted},
aliased [26] INTEGER OPTIONAL,
critidalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
excluslions [22] Exclusions OPTIONAL,
nameRelsolveOnMaster [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL,
family|Grouping [19] FamilyGrouping DEFAULT entryOnly,
}
CommonArgumentsSeq ::= SEQUENCE ({
servideControls [30] ServiceControls DEFAULT ({},
securijtyParameters [29] SecurityParameters OPTIONAL,
reque [28] DistinguishedName OPTIONAL,
operatjionProgress [27] OperationProgress
DEFAULT {nameResolutionPhase notStarted},
alias [26] INTEGER OPTIONAL,
critidalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
exclusions [22] Exclusions OPTIONAL,
nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly,
FamilyGrouping ::= ENUMERATED {
entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4),
}
CommonResults ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
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aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedAttributes}} OPTIONAL,
}
CommonResultsSeq ::= SEQUENCE ({
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute
{{SupportedAttributes}} OPTIONAL,
}
ServiceControls ::= SET ({
options [0] ServiceControlOptions DEFAULT ({},
priority [1] INTEGER {low(0), medium(l), high(2)} DEFAULT medium,
timeLimit [2T—INTEGER OPTIONAL;
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER {dmd(0), country(l)} OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONAL,
manageDSAITPlaneRef [6] SEQUENCE ({
dsal e Name,
agreementID AgreementlID,
...} oprioNAL,
servideType [7] OBJECT IDENTIFIER OPTIONAL,
userCllass [8] INTEGER OPTIONAL,
}
ServiceControlOptions ::= BIT STRING ({
preferChaining (0),
chainilngProhibited (1),
localScope (2),
dontUsleCopy (3),
dontDejreferenceAliases (4),
subentjries (5),
copyShallDo (6),
partialNameResolution (7),
manageDSAIT (8),
noSub eMatch (9),
noSub eSelection (10),
count ily (11),
dontSellectFriends (12),
dontMaltchFriends (13),
allowWriteableCopy (14)}
EntryInflormationSelection;:= SET ({
attributes CHOICE ({
allUserAttributes [0] NULL,
select [1] SET OF AttributeType
-- pty set implies no attributes are requested -- } DEFAULT allUserAttributes
infoTypes [2] INTEGER {
agtributeTypesOnly (0),
agtributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAlttributes CHOICE {
allOperationalAttributes [3] NULL,
select [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL,
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT
{memberSelect contributingEntriesOnly} }
ContextSelection ::= CHOICE {
allContexts NULL,

selectedContexts S

}

TypeAndContextAsserti
type
contextAssertions

preference
all

84

ET SIZE (1..MAX) OF TypeAndContextAssertion,

on ::= SEQUENCE ({
AttributeType,
CHOICE {
SEQUENCE OF ContextAssertion,
SET OF ContextAssertion,
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-}
}

FamilyReturn ::= SEQUENCE {
memberSelect ENUMERATED {
contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry (3),

.1,
familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
co )

EntryInformation ::= SEQUENCE ({
name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (l1..MAX) OF CHOICE {
attny 7
attribute Attribute{{SupportedAttributes}},
...} OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems
partialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition Eystems
deriw ntry [5] BOOLEAN DEFAULT FALSE, -- not in pre-fourth edition systems --
}
family-information ATTRIBUTE ::= {
WITH SYNTAX FamilyEntries
USAGE directoryOperation
iD id-at-family-information }
FamilyEnftries ::= SEQUENCE {
familyj-class OBJECT-CLASS. &id, -- structural object ‘elass value

familyEntries SEQUENCE OF FamilyEntry,
}

FamilyEntry ::= SEQUENCE {
rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attrnibute Attribute{ {SupportedAttributes}},
o
familyj-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL,
oo}
Filter ::= CHOICE ({

item |[[0] FilterItem,
and [1] SET OF Filterxr,
or [2] SET OF Filter,
not [3] Filter,

}

FilterItem ::= CHOICE {
equalilty [0] AttributeValueAssertion,
substrings [1] SEQUENCE ({
typ ATTRIBUTE. &id ({SupportedAttributes}),
strings SEQUENCE OF CHOICE ({
initial [0] ATTRIBUTE. &Type
({SupportedAttributes} {@substrings. type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributes} {@substrings. type}),
final [2] ATTRIBUTE. &Type
({SupportedAttributes} {@substrings. type}),
control Attribute{ {SupportedAttributes}},

-- Used to specify interpretation of following items

...},
.o}y
greaterOrEqual [2] AttributeValueAssertion,

lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,

approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7] AttributeTypeAssertion,
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}

MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE. &id,
type [2] AttributeType OPTIONAL,
matchValue [3] MATCHING-RULE. &AssertionType (CONSTRAINED BY {
-- matchValue shall be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- }),
dnAttributes [4] BOOLEAN DEFAULT FALSE,
}

PagedResultsRequest ::= CHOICE ({

newRequest SEQUENCE ({
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unme L<] BUULEAN DEPFAULT PALSE,
pageNumber [3] INTEGER OPTIONAL,
...l

queryReference OCTET STRING,

abandonQuery [0] OCTET STRING,
}

SortKey [: := SEQUENCE ({
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIONAL,
}

SecuritylParameters ::= SET {
certiflication-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
-- [5] Not to be used
operatiionCode [6] Code OPTIONAL,
-- [7] Not to be\used
errorHrotection [8] ErrorProtectionRequest OPTIONAL,
errorCode [9] Code-OPTIONAL,

}

ProtectijonRequest ::= INTEGER {none(0), signed(1l)}

Time ::5 CHOICE {
utcTi UTCTime,

genergiizedTime GeneralizedTime,

}
ErrorProtectionRequest-: := INTEGER {none(0), signed(1l)}

-- Bind and unbind operations

directoryBind \OPERATION ::= {
ARG T/ ,‘DirectoryBindArgument
RESUL DirectoryBindResult
ERRORS {directoryBindError} }
DirectoryBindArgument ::= SET ({
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {vl},
}
Credentials ::= CHOICE {
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure [2] EXTERNAL,
spkm [3] SpkmCredentials,
sasl [4] SaslCredentials,
}
SimpleCredentials ::= SEQUENCE {
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name [0] DistinguishedName,
validity [1] SET {
timel [0] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,
time2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime} OPTIONAL,

randoml [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL} OPTIONAL,

password [2] CHOICE ({
unprotected
protected

OCTET STRING,
HASH{OCTET STRING},

userPwd [0] UserPwd } OPTIONAL }

= SET{
ication-path
ken

teCertificationPath

ntials ::= CHOICE {

[0]
[1]
[2]
[3]

[0] SPKM-REQ,
[1] SPKM-REP-TI,

CertificationPath OPTIONAL,

Token,

DistinguishedName OPTIONAL,
AttributeCertificationPath OPTIONAL,

SaslCredentials ::= SEQUENCE ({
mechanjism [0] DirectoryString{ub-saslMechanism},
credentials [1] OCTET STRING OPTIONAL,
saslAbort [2] BOOLEAN DEFAULT FALSE,

}

ub-saslMechanism INTEGER ::=

20 -- According to RFC 2222

Token ::F SIGNED{TokenContent}
TokenContent ::= SEQUENCE ({
algoriithm [0] AlgorithmIdentifier{\{SupportedAlgorithms}},
name [1] DistinguishedName;,
time [2] Time,
randon [3] BIT STRING,
response [4] BIT STRING ,OPTIONAL,

}

Versions| ::= BIT STRING~{v1l(0), v2(1)}
DirectoryBindResult,:*= SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {vl},

pwdResjponseValue [2] PwdResponseValue OPTIONAL }

PwdResponseValue ::= SEQUENCE {

warning CHOICE ({

timeLeft [0] INTEGER (0..MAX),
graceRemaining [1] INTEGER (0..MAX),

} OPTIONAL,
error ENUMERATED ({
passwordExpired (0),
changeAfterReset (1),
} OPTIONAL}

directoryBindError ERROR ::=

{

PARAMETER OPTIONALLY-PROTECTED {SET ({
Versions DEFAULT {vl},
CHOICE {

versions [0]

error
serviceError
securityError

.o )y

[1]
[2]

ServiceProblem,
SecurityProblem,
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securityParameters [30] SecurityParameters OPTIONAL }}}
BindKeyInfo ::= ENCRYPTED{BIT STRING}

-- Operations, arguments, and results

read OPERATION ::= {

ARGUMENT ReadArgument

RESULT ReadResult

ERRORS {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}

CODE [ id=opcode=read }

ReadArgI:ent ::= OPTIONALLY-PROTECTED { ReadArgumentData }
ReadArgumentData ::= SET ({

object [0] Name,

selection [1] EntryInformationSelection DEFAULT ({},

modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,

-7

COMPONENTS OF CommonArguments }
ReadResult ::= OPTIONALLY-PROTECTED { ReadResultData }
ReadResultData ::= SET {

entry [0] EntryInformation,

modifyRights [1] ModifyRights OPTIONAL,

l4

COMPONENTS OF CommonResults }

ModifyRilghts ::= SET OF SEQUENCE {

item CHOICE {
entny [0] NULL,
attribute [1] AttributeType,
val [2] AttributeValueAssertion,
N

permi]:ion [3] BIT STRING\}
add (0),
remogve (1),

rename (2),
movjlrl (3)},
}

compare OPERATION(::= {
ARG T CompareArgument
RESUL CompareResult
ERROR {attributeError |
nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED { CompareArgumentData }
CompareArgumentData ::= SET {
object [0] Name,
purported [1] AttributeValueAssertion,
.7
ceey
COMPONENTS OF CommonArguments }
CompareResult ::= OPTIONALLY-PROTECTED { CompareResultData }
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CompareResultData ::= SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,

matchedSubtype [2] AttributeType OPTIONAL,

-7
ceey
COMPONENTS OF CommonResults }

abandon OPERATION ::= {
ARGUMENT AbandonArgument
RESULT AbandonResult

ERRORS {abandonFailed}
CODE id-opcode-abandon }
Abando nt =

OPTIONALLY-PROTECTED-SEQ { AbandonArgumentData }

Abando gumentData ::= SEQUENCE {
invokeID [0] Invokeld,
}

null NULL,

Abandozj:sult ::= CHOICE {
info tion OPTIONALLY-PROTECTED-SEQ { AbandonResultData },

}

AbandonjesultData : := SEQUENCE ({
invokeID Invokeld,

-7

COMPONENTS OF CommonResultsSeq }

list OP: TION ::= {
ARG T ListArgument
RESULT ListResult
ERRORS {nameError |
serviceError |
referral |
abandoned |
securityError}
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED { ListArgumentData }

entData ::= SET.{

objec [0] Name,
page sults [1], PagedResultsRequest OPTIONAL,
listFamily [2%-\'BOOLEAN DEFAULT FALSE,
4
cey
COMPONENTS-OF CommonArguments
}
ListResult ::= OPTIONALLY-PROTECTED ListResultData
ListResultData ::= CHOICE {
listInfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE ({
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE,

..o},
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

.7

ey
COMPONENTS OF CommonResults

},
uncorrelatedListInfo [0] SET OF ListResult,
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}

PartialOutcomeQualifier ::= SET {
limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET SIZE (1l..MAX) OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions [2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET SIZE (l1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1l..MAX) OF
Attribute{ {SupportedAttributes}} OPTIONAL,

entryCount CHOICE {

bestEstimate [7] INTEGER,

lowEstimate [8] INTEGER,

exact [9] INTEGER,

...} OPTIONAL

SearchAr

SearchAr

CODE

baseOb
subset

[TOTNot—to be used — |

lem ::= INTEGER {
itExceeded (0),
itExceeded (1),

ilstrativelLimitExceeded (2) }

bas

one

who
filte
searc
selec
page
match
exten
check
relax
exten
hierar

ERATION ::= {
T SearchArgument

SearchResult

{attributeError |

nameError |

serviceError |

referral |

abandoned |

securityError}

id-opcode-search }
gument ::= OPTIONALLY-PROTECTED { SearchArgumentData }
gumentData ::= SET {
ject [0] Name,

[1] INTEGER {
bject (0),
vel (1),
Subtree (2)} DEFAULT baseObject,
[2] Filter DEFAULT and:{},

liases [3] ,BOOLEAN DEFAULT TRUE,
ion [4] ‘EntryInformationSelection DEFAULT {},
sults [5] °<PagedResultsRequest OPTIONAL,
ValuesOnly [6] BOOLEAN DEFAULT FALSE,
dFilter [7] Filter OPTIONAL,
erspecified [8] BOOLEAN DEFAULT FALSE,
tion [9] RelaxationPolicy OPTIONAL,
dArea [10] INTEGER OPTIONAL,

chySelections [11] HierarchySelections DEFAULT {self},

searchControlOptions [12] SearchControlOptions DEFAULT {searchAliases},
joinArjguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED ({

innerJoin (0),

leftOuterdoin (1),

full
.

’

COMPON

OuterJoin (2)} DEFAULT leftOuterJoin,

ENTS OF CommonArguments }
HierarchySelections ::= BIT STRING {
self (0),
children (1),
parent (2),
hierarchy (3),
top (4),
subtree (5),
siblings (6),
siblingChildren (7),
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siblingSubtree (8),
all (9) 1}
SearchControlOptions ::= BIT STRING ({
searchAliases (0),
matchedValuesOnly (1),
checkOverspecified (2),
performExactly (3),
includeAllAreas (4),
noSystemRelaxation (5),
dnAttribute (6),
matchOnResidualName (7),
entryCount (8),
useSubset (9),
separateFamilyMembers (10),
searchFamily (11) }
JoinArgument ::= SEQUENCE {

joinBajseObject [0] Name,
domainLocallD [1] DomainLocalID OPTIONAL,

joinSubset [2] ENUMERATED {
baseObject (0),
onelievel (1),

wholleSubtree (2),
... |} DEFAULT baseObject,
joinFillter [3] Filter OPTIONAL,

joinAYtributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
joinSejlection [5] EntryInformationSelection,
}
DomainLocallID ::= UnboundedDirectoryString
ir ::= SEQUENCE ({
AttributeType,
AttributeType,

text SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL,

xtType ::= CONTEXT.&id ({SupportedContexts})
sult ::= OPTIONALLY-PROTECTED { SearchResultData }
sultData ::= CHOICE ({
Info SET {
Name OPTIONAL,
ies [0] SET OF EntryInformation,
ialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
tching [3] BOOLEAN DEFAULT FALSE,
’
ey
COMPONENTS OF CommonResults
},
uncorrelatedSearchInfo [0] SET OF SearchResult,
}
addEntry OPERATION ::= {
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS {attributeError |
nameError |
serviceError |
referral |
securityError |
updateError}
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED { AddEntryArgumentData }
AddEntryArgumentData ::= SET {
object [0] Name,
entry [1] SET OF Attribute{{SupportedAttributes}},
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targetSystem [2] AccessPoint OPTIONAL,

.7

ey
COMPONENTS OF CommonArguments }
AddEntryResult ::= CHOICE {
null NULL,

information OPTIONALLY-PROTECTED-SEQ { AddEntryResultData },
}

AddEntryResultData ::= SEQUENCE {

-7

ey
COMPONENTS OF CommonResultsSeq }

removeEntry OPERATION ::= ({

ARGUMENT —REMOVEENtYYATgUMENt

RESULT RemoveEntryResult

ERRORS {nameError |

serviceError |
referral |
securityError |
updateError}

CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED { RemoveEntryArguméntData }
RemoveEntryArgumentData ::= SET {

object [0] Name,

-7

ceey
COMPONENTS OF CommonArguments
}

RemoveEntryResult ::= CHOICE ({
null NULL,
information OPTIONALLY-PROTECTED-SEQ { ‘RemoveEntryResultData },

}

RemoveEntryResultData ::= SEQUENCE {

-7
ey
COMPONENTS OF CommonResultsSeq-}

modifyEntry OPERATION ::= ({
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult

ERRORS {attributeError |
nameError-|
serviceError |
referral |
securityError |
updateError}

CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED { ModifyEntryArgumentData }
ModifyEntryArgumentData ::= SET ({

object [0] Name,

changes [1] SEQUENCE OF EntryModification,

selection [2] EntryInformationSelection OPTIONAL,

-7
ceey
COMPONENTS OF CommonArguments }
ModifyEntryResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED-SEQ { ModifyEntryResultData },

}

ModifyEntryResultData ::= SEQUENCE {
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entry [0] EntryInformation OPTIONAL,

ey
COMPONENTS OF CommonResultsSeq }

EntryModification ::= CHOICE {

addAttribute [0] Attribute{{SupportedAttributes}},
removeAttribute [1] AttributeType,

addvValues [2] Attribute{{SupportedAttributes}},
removeValues [3] Attribute{{SupportedAttributes}},
alterValues [4] AttributeTypeAndValue,

resetValue [5] AttributeType,

replaceValues [6] Attribute{{SupportedAttributes}},

}

modifyDN OPERATION ::= {
ARGUMENT ModifyDNATQUMENt
RESULT ModifyDNResult
ERRORS {nameError |

serviceError |

referral |

securityError |

updateError}

CODE id-opcode-modifyDN }

rgument ::= OPTIONALLY-PROTECTED { ModifyDNArgumentData,}

rgumentData ::= SET ({

[0] DistinguishedName,

[1] RelativeDistinguishedName,
1dRDN [2] BOOLEAN DEFAULT FALSE,
rior [3] DistinguishedName OPTIONAL,

NTS OF CommonArguments }
ModifyDNResult ::= CHOICE {
null NULL,

tion OPTIONALLY-PROTECTED-SEQ-{% ModifyDNResultData },

esultData ::= SEQUENCE ({
RelativeDistinguishedName,

NTS OF CommonResultsSeq }

changePassword OPERATION.: := ({

ARG T ChangePasswordArgument

RESUL ChangePasswordResult

ERROR {securityError |

updateError }

CODE id-opcode-changePassword }
ChangePasswordArgument ::= OPTIONALLY-PROTECTED-SEQ { ChangePasswordArgumentData |
ChangePasswordArgumentData ::= SEQUENCE {

object [0] DistinguishedName,

oldPwd [1] UserPwd,

newPwd [2] UserPwd,

}
ChangePasswordResult ::= CHOICE {
null NULL,

information OPTIONALLY-PROTECTED-SEQ { ChangePasswordResultData },
-1

ChangePasswordResultData ::= SEQUENCE {

.7

cey
COMPONENTS OF CommonResultsSeq }

Rec. ITU-T X.511 (10/2016) 93


https://iecnorm.com/api/?name=74e21d44bd41806948fb0fbb69a0e009

ISO/IEC 9594-3:2017 (E)

administerPassword OPERATION ::= {
ARGUMENT AdministerPasswordArgument
RESULT AdministerPasswordResult
ERRORS {securityError |
updateError}
CODE id-opcode-administerPassword }

AdministerPasswordArgument ::=
OPTIONALLY-PROTECTED-SEQ { AdministerPasswordArgumentData }

AdministerPasswordArgumentData ::= SEQUENCE ({
object [0] DistinguishedName,
newPwd [1l] UserPwd,

Adminis Tt T = CHOICE—{
null LL,
info tion OPTIONALLY-PROTECTED-SEQ { AdministerPasswordResultData },

rPasswordResultData ::= SEQUENCE {

NTS OF CommonResultsSeq }

ldapTransport OPERATION ::= ({
T LdapArgument

RESUL SEQUENCE OF LDAPMessage

ERROR! { abandonFailed | abandoned }

CODE id-opcode-ldapTransport }
LdapArgument ::= OPTIONALLY-PROTECTED-SEQ { LdapAxrgumentData }
LdapArgumentData ::= SEQUENCE ({

objec DistinguishedName,

ldapMessage LDAPMessage,

linkId LinkId OPTIONAL,

ééﬁéONENTS OF CommonArgumentsSeq }
LinkId ::= INTEGER
LdapResult ::= OPTIONALLY-PROTECTED-SEQ { LdapResultData }
LdapResulltData ::= SEQUENCE {

ldapMeissages SEQUENCE SIZE (1..MAX) OF LDAPMessage OPTIONAL,
returnToClient BOQLEAN DEFAULT FALSE,

-7

COMPONENTS OF\ CommonResultsSeq }

linkedLDAP/ OPERATION ::= {

ARG T LinkedArgument

RESULT LinkedResult

CODE id-opcode-linkedLDAP }
LinkedArgument ::= OPTIONALLY-PROTECTED-SEQ { LinkedArgumentData }
LinkedArgumentData ::= SEQUENCE ({

object DistinguishedName,

ldapMessage LDAPMessage,

linkId LinkId,

returnToClient BOOLEAN DEFAULT FALSE,

L
ey
COMPONENTS OF CommonArgumentsSeq }

LinkedResult ::= NULL
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-- Errors and parameters

abandoned ERROR ::= {-- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { AbandonedData }
CODE id-errcode-abandoned }

AbandonedData = SET {

problem AbandonedProblem OPTIONAL,

-7
ceey
COMPONENTS OF CommonResults }

AbandonedProblem ::= ENUMERATED {
pagingAbandoned (0) }

abandonFailed ERROR ::= {
PARAMETER OPTIONALLY=PROTECTED { AbandonfFailedData |
CODE id-errcode-abandonFailed }

Abandonj;iledData ::= SET {
probl [0] AbandonProblem,
operatjion [1] Invokeld,

-7

ceey
COMPONENTS OF CommonResults }

AbandonProblem ::= INTEGER ({
noSuchOperation (1),
toola (2),
canno andon (3) }
attributieError ERROR ::= {
P. ER OPTIONALLY-PROTECTED { AttributeErforData }
CODE id-errcode-attributeError }
AttributeErrorData ::= SET {
objec [0] Name,
problems [1] SET OF SEQUENCE ({
problem [0] AttributeProblem,
typ [1] AttributeType,

[2] AttributeValue OPTIONAL,

AttributeProblem ::= INTEGER ({
noSuchittributeOrValue (1),
inval ttributeSyntax (2),
undefinedAttributeType (3),

priateMatching (4),
intViolation (5),

attributeOrValueAlreadyExists (6),
contexltViolation (7) 1}
nameError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { NameErrorData }
CODE id-errcode-nameError }
NameErrorData ::= SET {

problem [0] NameProblem,
matched [1] Name,

-7

ey
COMPONENTS OF CommonResults }

NameProblem ::= INTEGER ({
noSuchObject (1),
aliasProblem (2),
invalidAttributeSyntax (3),

aliasDereferencingProblem (4)
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-- not to be used (5)-- 1}

referral ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED { ReferralData }
CODE id-errcode-referral }

ReferralData ::= SET {
candidate [0] ContinuationReference,

-’

I4

COMPONENTS OF CommonResults }

securityError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { SecurityErrorData }
CODE id-errcode-securityError }

Securit = SET{
probl [0] SecurityProblem,
spkmInfo [1] SPKM-ERROR OPTIONAL,
encPwdInfo [2] EncPwdInfo OPTIONAL,
COMPONENTS OF CommonResults }

SecuritylProblem ::= INTEGER {
inappriopriateAuthentication (1),
invalildCredentials (2),
insufflicientAccessRights (3),
invalidSignature (4),
protedtionRequired (5),
noInfdrmation (6),
blockedCredentials (7),
-- invlalidQOPMatch (8), obsolete
spkmError (9),
unsupportedAuthenticationMethod (10),
passwordExpired (11),
inappriopriateAlgorithms (12) }

EncPwdInffo ::=
algorijthms

SEQUENCE {
[0]

pwdQuallityRule [1]
}

SEQUENCE OF AlgorithmIdentifier
{{SupportedAlgorithms}} OPTIONAL,
SEQUENCE OF, AttributeTypeAndValue OPTIONAL,

serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED { ServiceErrorData }
CODE id-errcode-serviceError }
ServiceHBrrorData ::= SET {
[0] SexrviceProblem,

problem

-7

COMPOJENTS OF CommonResults }

ServiceProblem ::= INTEGER {
busy M,
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12),
invalidQueryReference (13),
requestedServiceNotAvailable (14),
unsupportedMatchingUse (15),
ambiguousKeyAttributes (1e6),
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