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Foreword

ISO (the Internation
Electrotechnical Con
ation. National bodig
of International Stan
organization to deal
committees collabor|
governmental and n
work.

al Organization for Standardization) and IEC (the International
hmission) form the specialized system for worldwide standardiz-
s that are members of ISO or IEC participate in the development
dards through technical committees established by the respective
with particular fields of technical activity. ISO and IEC technical
ate in fields of mutual interest. Other international organizations,
bn-governmental, in liaison with ISO and IEC, also take part in the

In the field of information technology, ISO and IEC have established a joint technical

committee, ISO/IE
technical committeg
International Standa
a vote.

L JTC 1. Draft International Standards adopted by the joint
are circulated to national bodies for voting. Publication as_an
d requires approval by at least 75 % of the national bodies caSting

International Standgrd ISO/IEC 8825 was prepared by Joint Technical Committee

ISO/IEC JTC 1, Infd

This second edition

rmation technology.

Cancels and replaces the first edition (1ISO 8825 : 1987), which has

been technically revised.

Annexes A, B and (

are for information only.
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[ 1 PR
INIrouucLiun

ISO/IEC 8824 (Specification of Abstract Syntax Notation Oné)'spedfies a notation for
the definition of abstract syntaxes, enabling application layer standards to define the
types of information they need to transfer using the,‘presentatign service. It also
specifies a notation for the specification of values ofa defined typg.

This International Standard defines a set of/eneoding rules that fnay be applied to
values of types defined using the notation ‘specified in ISO/IEC 8824. Application of
these encoding rules produces a transfet_syntax for such values. [t is implicit in the
specification of these encoding rules that they are also to be used [for decoding.

There may be more than one set of encoding rules that can be applied to values of
types that are defined using_the)notation of ISO/IEC 8824. This Intefnational Standard
defines one set of encoding rules, called basic encoding rules.

This International Standard is technically aligned with CCITT |Recommendation
X.209(1988).

Annex A givées examples of the application of the encoding rules. I{ is not part of this
International Standard.

Annex B summarizes the assignment of object identifier values made in this Inter-
national Standard and is not part of this International Standard.

Annex C gives examples of applying the rules for encoding reals. Ifis not part of this
International Standard.
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INTERNATIONAL STANDARD

ISO/IEC

8825 : 1990 (E)

Information technology — Open Systems
Interconnection — Specification of Basic Encoding
Rules for Abstract Syntax Notation One (ASN.1)

1 Scope

This Interrjational Standard specifies a set of basic encoding
rules that may be used to derive the specification of a transfer
syntax for palues of types defined using the notation specified
in ISO/IE¢ 8824. These basic encoding rules are also to be
applied forl decoding such a transfer syntax in order to identify
the data \Ilues being transferred.

These basjc encoding rules are used at the time of communi-

cation (by|the presentation service provider when required
by a presgntation context).

2 Normative references

The following standards contain provisions which,.through
reference |in this text, constitute provisions of this\Interna-
tional Starjdard. At the time of publication, the_editions indi-
cated werg valid. All standards are subject.to revision, and
parties to pgreements based on this International Standard
are encoufaged to investigate the possibility of applying the
most recept editions of the standards.indicated below. Mem-
bers of IEC and ISO maintain registers of currently valid In-
ternationa| Standards

ISO 2022:{1986, Information-processing - ISO 7-bit and 8-
bit coded character sets'z:Code extension techniques.

1SO 2375:(1985, _Data processing - Procedure for registra-
tion of esdape sequences.

ISO 6093:| 1985, Information processing - Representation

3 Definitions

For the purposes of this International Stan|
of I1SO 7498, of ISQ/IEC 8824 and the fq

apply.

3.1 dynamic_conformance: A statem|
ment for animplementation to adhere to t
cribed by’ this International Standard
commiunication.

3.2 static conformance: A statement

dard the definitions
llowing definitions

ent of the require-
he behaviour pres-
n an instance of

of the requirement

for support by an implementation of a valid set of features

from among those defined by this Internz

3.3 data value: Information specified
type; the type and the value are defined |

3.4 encoding (of a data value): Thec|

of octets used to represent the data valusg.

NOTE — Some CCITT Recommendations us|
ment" for this sequence of octets, but the ter
International Standard, as other International
mean "data value".

3.5 identifier octets: Part of a data va

which is used to identify the type of the v:
3.6 length octets: Part of a data valu

ing the identifier octets which is used to
of the encoding.

tional Standard.

as the value of a
sing ASN.1.

bmplete sequence
e the term "data ele-
M is not used in this
Standards use it to
ue encoding

hlue.

e encoding follow-
determine the end

of numerical values in character strings for information inter-
change.

ISO 7498:1984, Information processing systems - Open
Systems Interconnection - Basic Reference Model.

ISO 8823: 1988, Information processing systems - Open
Systems Interconection - Connection-oriented presentation
protocol specification.

ISO/IEC 8824:1990, /nformation technology — Open
Systems Interconnection — Specification of Abstract Syntax
Notation One (ASN.1).

CCITT X.209 (1988), Specification of Basic Encoding
Rules for Abstract Syntax Notation One (ASN.1).

3.7 end-of-contents octets: Part ofa
ing, occurring at its end, which is used to
of the encoding.

data value encod-
determine the end

NOTE — Notallencodingsrequire end-of-contents octets.

3.8 contents octets:

That part of a data value encoding

which represents a particular value, to distinguish it from

other values of the same type.

3.9 primitive encoding: A data value
the contents octets directly represent the

3.10 constructed encoding: A data

encoding in which
value.

value encoding in

which the contents octets are the complete encoding of one

or more other data values.
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3.11 sender: An implementation encoding a data value
for transfer.
3.12 receiver: An implementation decoding the octets

produced by a sender, in order to identify the datavalue
which was encoded.

4 Abbreviations and notation

4.1 Abbreviations

ASN.1  Abstract Syntax Notation One

4.2 Notation

6.2 Identifier octets

6.2.1 Theidentifier octets shall encode the ASN.1 tag (class
and number) of the type of the data value.

6.2.2 For tags with a number ranging from zero to 30 (in-
clusive), the identifier octets shall comprise a single octet en-
coded as follows:

a) bits 8 and 7 shall be encoded to represent the class
of the tag as specified in table 1.

b) bit 6 shall be a zero or a one according to the rules
of 6.2.5;

€) bits 5to 1 shall encode the number of the tag as a
binary integer with bit 5 as the most significant bit.

4.2.1 This Internagiena—Standard—references—the—rnotation
defined by 1SO/IEC|.8824.

4.2.2 This Interngtional/Standard specifies the value of

6.2.3 Figure 3 illustrates the form of an identifier octet for a
type with a tag whose number is in the range zero 1o 30 (in-
clusive).

each octet in an en
cant bit" and "least 4

toding By use of the terms "most signifi-
ignificant bit")

NOTE — Lower layer .reciﬁcations use'the-same notation to define
i

the order of bit trans|
bits to parallel channg

ssion on a serial line,-or the assignment of
Is.

6.2.4 For tags with a number greater than or eqy
the identifier shall comprise a leading octet followe
or more subsequent octets.

6.2.4.1 The leading octet shall be encoded as fol

al to 31,
0 by one

OWS!

the bits of an octet are numbered from 8 to 1, where bit 8 is

4.2.3 Forthe pur;;oses of this International Standard only,
the *most significant bit", and bit 1 is the "least sigrificant bit".

5 Conformance

5.1 Dynamic confformance is specified by clause 6 to
clause 23 inclusive.

5.2 Static conformance is specified by those standards
which specify the a;rplication of these basic encoding rules.

5.3 Alternative erfcodings are permitted by this Interna-
tional Standard as j sender’s option. Conforming receivers
shall support all altdrnatives.

NOTE — Examples of puch alternative encodings appear in 6.3.2 b)
and table 2.

6 General rules for encoding

6.1 Structure of an encoding

6.1.1 The encoding of a data value shall consist of four
components which Fhall appear in the following order:

a) bits 8 and 7 shall be encoded to represent the class
of the tag as listed in table 1;

b) bit 6 shall be a zero or a one according tothe rules
of 6.2.5;

¢) bits 5to 1 shall be encoded as 11111,

6:2.4.2 The subsequent octets shall encode the niimber of
theitag as follows:

ay/bit 8 of each octet shall be set to one unless it is the
last octet of the identifier octets;

b) bits 7to1 of the first subsequent octet, followed by
bits 7 to 1 of the. second subsequent octet, followed in
turn by bits 7 t0 1,0f each further octet, up to and includ-
ing the last subsequent octet in the identifier octets shalll
be the encoding of'an’ unsigned binary integer|equal to
the tag number, with bit<7 of the first subsequent octet
as the most significant bit;

¢) bits 7 to 1 of the first subseguent octet shall not all
be zero.

6.2.4.3 Figure 4 illustrates the form of the identifier octets
for a type with a tag whose number is greaten than 0.

a) identifier octets (see 6.2);

b) length octets (see 6.3);

c) contents octets (see 6.4);

d) end-of-contents octets (see 6.5).
6.1.2 The end-of-contents octets shall not be present un-
less the value of the length octets requires them to be pres-
ent (see 6.3).
6.1.3 Figure 1 illustrates the structure of an encoding

(primitive or constructed). Figure 2 illustrates an alternative
constructed encoding.

6.2.5 Bit 6 shall be set to zero if the encoding is primitive,
and shall be set to one if the encoding is constructed.

NOTE — Subsequentclauses specifywhetherthe encodingis primi-
tive or constructed for each type.

6.2.6 [ISO/IEC 8824 specifies that the tag of a type defined
using the “CHOICE" keyword takes the value of the tag of the
type from which the chosen data value is taken.

6.2.7 ISO/IEC 8824 specifies that the tag of a type defined
using “ANY” is indeterminate. The “ANY’’ type is sub-
sequently defined to be an ASN.1 type, and the complete
encoding is then identical to that of a value of the assigned
type (including the identifier octets).
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IDENTIFIER LENGTH OCTETS CONTENTS OCTETS
OCTETS
The number of octets
in the contents octets
(see 6.3.2)
Figure 1 - Structure of an encoding
IDENTIFIER LENGTH OCTETS CONTENTS OCTETS END OF
OCTETS CONTENTS PCTETS

Indicates that the
contents octets are
terminated by end of
contents octets

(see 6.3.4)

Indicates thai there
are no furthel
encodings injthe
contents octgt

6.3 Length octets

6.3.1 Two forms of length octets are specified. These are

b) t

6.3.2 A sendepshall

Figure2 - An alternative constructed encoding

Table 1 - Encoding of class pf tag

tive;

a) tI definite form (se€-6.3.3); and
indefinite-fefm (see 6.3.4). Class Bit 8 Bit 7
Universal 0 0
a) uge'the'definite form (6.3.3) ifthe encoding is primi- Application 0
Context-specific 1 0
b) use either the definite form (6.3.3) or the indefinite Private 1 1
form (6.3.4), a sender’s option, if the encoding is con-

structed and all immediately available;

) usethe indefinite form (6.3.4) if the encoding is con-
structed and is not all immediately available.

6.3.3 For the definite form, the length octets shall consist
of one or more octets, and shall represent the number of oc-
tets in the contents octets using eitherthe short form (6.3.3.1)
or the long form (6.3.3.2) as a sender’s option.

NOTE — The shortform can only be used if the number of octets in
the contents octets is less than or equal to 127.

6.3.3.1 In the short form, the length octets shall consist of
asingle octet in which bit 8 is zero and bits 7 to 1 encode the
number of octets in the contents octets (which may be zero),
as an unsigned binary integer with bit 7 as the most signifi-
cant bit.

EXAMPLE

L = 38 can be encoded as 00100110,
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Identifier Octet

A

A 4

BITS 8 7 6 4 3 2 1
CLASS | P/C NUMBER OF TAG
0 =PRIMITIVE

1 = CONSTRUCTED

Figure 3 - Identifier octet (low tag number)

2nd octet
> A

leading octet

CLASS | P/C| 11111]

4 Subsequent octets

———-

last octet
L s o

= number of tag

an initial octet and pne or more subsequent octets. The in-
itial octet shall be epncoded as follows:

6.3.3.2 Inthe IonE form, the length octets shall consist of
a) bit 8 shall pe one;
b) bits 7 to 1[shall encode the number.of subsequent
octets in the length octets, as an unsigned binary integer
with bit 7 as the most significant bit;

c) thevalue 11111111, shallnot be used

NOTE — Thisrestrictionisintroduced for possible future exten-
sion.

Bits 8 to 1 of the firgt.subsequent octet, followed by bits 8 to

Figure 4 - Identifier octets ‘thigh tag number)

6.3.4 For the indefinite form, the length octets indjcate that
the contents octets are terminated by end-of-contets octets
(see 6.5), and shall consist of a single octet.

6.3.4.1 The single octet shall have bit 8 set to one} and bits
7 to 1 set to zero.

6.3.4.2 If this form of length is used, then end-offcontents
octets (see 6.5) shall be present in the encoding following
the contents octets.

6.4 Contents octets

The contents octets shall consist of zero, one or mofe octets,

and shall encode the data value as specified in subsequent
clauses

1 of the second subsetuentoctet;fottowed imtarm by bits 8
to 1 of each further octet up to and including the last sub-
sequent octet, shall be the encoding of an unsigned binary
integer equal to the number of octets in the contents octets,
with bit 8 of the first subsequent octet as the most significant
bit.

EXAMPLE

L =201 can be encoded as:
100000012
110010012

NOTE — Inthe long form, itis a sender's option whether to use more
length octets than the minimum necessary.

NOTE — The contents octets depend on the type of the data value;
subsequent clauses follow the same sequence as the definition of
types in ASN.1.

6.5 End-of-contents octets

The end-of-contents octets shall be present if the length is
encoded as specified in 6.3.4, otherwise they shall not be
present.

The end-of-contents octets shall consist of two zero octets.

NOTE — The end-of-contents octets can be considered as the en-
coding of a value whose tag is universal class, whose form is primi-
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tive, whose number of the tag is zero, and whose contents is ab-
sent, thus:

End-of-contents Length Contents
0016 0016 Absent

7 Encoding of a boolean value

7.1 The encoding of a boolean value shall be primitive.
The contents octets shall consist of a single octet.

7.2 Ifthe boolean value is

ISO/IEC 8825 : 1990(E)

10 Encoding of a real value

10.1 The encoding of a real value shall be primitive.

10.2 If the real value is the value zero, there shall be no
contents octets in the encoding.

10.3 If the real value is non-zero, then the base used for
the encoding shall be B’, chosen by the sender. IfB’is 2, 8
or 16, a binary encoding, specified in 10.5, shall be used. If
B’ is 10, a character encoding, specified in 10.6, shall be
used.

NOTE — The form of storage, generation, or processing by senders
and receivers, and the form used in the ASN.1 value notation are
all independent of the base used for transfer.

FALSE
the octet shall be zero.
If the boolg value is
TRUE

the octet shall have any non-zero value, as a sender’s option.

EXAMPLH - If of type BOOLEAN, the value TRUE can be en-
coded as:

Boolepn Length Contents
0116 0116 FF16

8 Encoding of an integer value

8.1 The|encoding of an integer value shall be primitive.
The contents octets shall consist of one or more octets.

8.2 Ifth¢ contents octets of an integer value encoding con¢
sist of moge than one octet, then the bits of the first octét'and
bit 8 of th¢ second octet

a) all not all be ones; and
b) all not all be zero.

NOTE — These rulesensure thatan integervalue isalways encoded
in the smallest possible number of Sctets.

8.3 The| contents octets shall be a two’s complement bi-
nary number equal to the.integer value, and consisting of bits
8 to 1 of the first octet; followed by bits 8 to 1 of the second
octet, follgwed by hits)8 to 1 of each octet in turn up to and
including fhe lastoetet of the contents octets.

NOTE — Thevalue of atwo’s complementbinary number is derived

10-4—Bit8ofthefistcontentsoctetsta|l be set as follows:

a) if bit 8 = 1, then the binary“enqgoding specified in
10.5 applies;

b) if bit 8 = 0 and bit,7 = 0, then the decimal encod-
ing specified in 10.62applies;

c) ifbit8 = 0@andbit 7 = 1, then a |SpecialRealValue"
(see ISO 8824).is encoded as specifled in 10.7.

10.5 Whenbinary encoding is used (bit 8 = 1), then if the
mantissa, M is non-zero, it shall be repregented by a sign S,
a non- negative integer value N and a bipary scaling factor
F, such that

M = S x N x 2F,

0 < F <4,

S +1 or -1

NOTE — Thisfreedomtochoose Fisprovidedtgenableeasiergener-
ation of the transfer format by eliminating the peed to align the im-
plied decimal point of the mantissa with an pctet boundary (see
annex C). The existence of F does not noticgably complicate the
task of receivers.

10.5.1 Bit 7 of the first contents octets ghall be 1 if S is -1
and 0 otherwise.

10.5.2 Bits 6 to 5 of the first contents dctets shall encode
the value of the base B’ as follows:

Bits 6 to 5 Ba
00 bas¢ 2
01 bas¢ 8
10 bas¢ 16

by number ~starting-with-bit-1-of
the last octet as bit zero and ending the numbering with bit 8 of the
first octet. Each bit is assigned a numerical value of 2N, where N
is its position in the above numbering sequence. The value of the
two’s complement binary number is obtained by summing the nu-
merical values assigned to each bit for those bits which are set to
one, excluding bit 8 of the first octet, and then reducing this value
by the numerical value assigned to bit 8 of the first octet if that bit
is set to one.

9 Encoding of an enumerated value

The encoding of an enumerated value shall be that of the in-
teger value with which it is associated.

NOTE — ltis primitive.

it Reserved—for further
editions of this
International Standard.

10.5.3 Bits 4 to 3 of the first contents octet shall encode the
value of the binary scaling factor F as an unsigned binary in-
teger.

10.5.4 Bits 2to 1 of the first contents octet shall encode the
format of the exponent as follows:

a) if bits 2 to 1 are 00, then the second contents octet
encodes the value of the exponent as a two’s comple-
ment binary number;
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b) ifbits 2to

90(E)

1 are 01, then the second and third con-

tents octets encode the value of the exponent as atwo'’s

complement b

inary number;

c) ifbits2to 1 are 10, then the second, third and fourth
contents octets encode the value of the exponent as a
two’s complement binary number;

d) if bits 2 to
encodes the n

1 are 11, then the second contents octet
umber of octets, X say, (as an unsigned

binary number) used to encode the value of the expo-
nent, and the third up to the (X plus 3)th (inclusive) con-
tents octets encode the value of the exponent as atwo’s

complement b

inary number; the value of X shall be at

least one; the first nine bits of the transmitted exponent

shall not be all

10.5.5 The remai
the integer N (see 1

NOTES

1 This encoding do
there being a numbg
(except zero). Thisv.
as a broad indication|

zeros or all ones.

11 Encoding of a bitstring value

11.1  The encoding of a bitstring value shall be either primi-
tive or constructed at the option of the sender.

NOTE — Where it is necessary to transfer part of a bit string before
the entire bitstring is available, the constructed encoding is used.

11.2  The contents octets for the primitive encoding shall
contain an initial octet followed by zero, one or more sub-
sequent octets.

11.2.1 The bits in the bitstring, commencing with the first
bit and proceeding to the trailing bit, shall be placed in bits
8to 1 of the first subsequent octet, followed by bits 8 to 1 of
the second subsequent octet, followed by bits 8to 1 of each
octet in turn, followed by as many bits as are needed of the

[0}
0.5) as an unsigned binary number.

es not specify a "normalized" representation,
r of possible representations of each value
ariation is a sender’s option, and can be used
of precision.

2 This representatiqn of real numbers is very different from the

formats normally use

 in floating point hardware, but has been de-

signed to be easily cdnverted to and from such formats (see annex

C).

10.6 Whendeci
the contents octet:
field, as the term is

al encoding is used (bits 8to 7 = 00), all
following the first contents octet form a
used in ISO 6093, of a length chosen by

the sender, and engoded according to ISO 6093. The choice
of ISO 6093 numbe¢r representation is specified by bits 6 to

1 of the first conten|

Bits 6 to 1
00 0001
00 0010
00 0011

The remaining valu
ternational Standar

ks octet as follows:

Number representation
ISO 6093 NR1 form
ISO 6093 NR2 form
ISO 6093 NR3 form

es of bits 6 to 1 are reserved fortothis In-
H.

There shall be no Use of scaling factors spegified in accom-

panying document

NOTES

htion (see ISO 6093)!

1 The recommenddtions in 1IS©-6093 concerning the use of at

least one digit to th
mended in this Inter

e left of the-decimal mark are also recom-
tionat-Standard, but are not mandatory.

2 Use of the normallsed'form (see ISO 6093) is a sender’s option,

and has no significa

final subsequent octet, commencing with bit 8.

NOTE — The notation "first bit" and "trailing bit" is specified in ISO
8824.

11.2.2 The initial octet shall encode; as'an unsigngd binary
integer with bit 1 as the least significant bit, the number of un-
used bits in the final subsequentoctet. The numbdr shall be
in the range zero to seven.

11.2.3 Ifthebitstring is empty, there shall be no supsequent
octets, and the initial‘octét shall be zero.

11.3 The contents octets for the constructed ¢ncoding
shall consist.of the complete encoding of zero, ong or more
data values;

NOTE —\Each such encoding includes identifier, length} and con-
tents oOctets, and may include end-of-contents octets if it is con-
structed.

11.3.1 Each data value encoding in the conterfts octets
shall be the encoding of a value of type BITSTRIN

G

NOTE — In particular, the tags in the contents octets dre always
universal class, number 3.

11.3.2 The bits in the bitstring value being encoded, com-
mencing with the first bit and proceeding to the trgiling bit,
shall be placed in the first bit up to the trailing bit gf the first
data value encoded in the contents octets, followgd by the
first bit up to the trailing bit of the second data valuefencoded
in the contents octets, followed by the first bit up tq the trail-
ing bit of each data value in turn, followed by the first bit up
to the trailing bit of the last data value encoded in|the con-
tents octets.

11.3.3 Each data value encoded in the conten{s octets,
with the exception of the last, shall consist of a nlimber of

10.7 When "SpecialRealValues" are to be encoded (bits 8
to 7 = 01), there shall be only one contents octet, with values

as follows:
01000000

01000001

Value is PLUS-INFINITY

Value is MINUS-INFINITY

All other values having bits 8 and 7 equal to 0 and 1 respec-
tively are reserved for addenda to this International Standard.

bits which is a multiple of eight.

NOTE — Adatavalue encoded in the contents octets may be a zero-
length bitstring.

11.3.4 Where a constructed encoding is used, there shall
be no significance placed on the boundary between the data
values encoded in the contents octets.

11.3.5 The encoding of each data value encoded in the
contents octets may be primitive or constructed.

NOTE — It is usually primitive.

EXAMPLE - If of type BIT STRING, the value
’0A3B5F291CD’H can be encoded as shown below. In this
example, the Bit String is represented as a primitive:
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BitString Length Contents
0316 0716 040A3B5F291CD0s6

The value shown above can also be encoded as shown
below. Inthis example, the Bit String is represented as a con-
structor:

BitString Length Contents

2316 8016
BitString Length Contents
0316 0316 000A3B16
0316 0516 045F291CD0s56
EOC Length
0016 0016
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13.2 The contents octets shall not contain any octets.

NOTE — Thelengthoctetiszero.

EXAMPLE - If of type NULL, the NULL can be encoded as:

Null  Length
0516 0016

14 Encoding of a sequence val

ue

14.1 The encoding of a sequence value shall be con-

structed.

14.2 The contents octets shall consist of the complete en-
coding of one data value from each of the types listed in the

12 Encpdingofamoctetstring vaiue

12.1 The encoding of an octetstring value shall be either
primitive or|constructed at the option of the sender.

NOTE — WTre itis necessary to transfer part of an octet string be-
fore the entifle octetstring is available, the constructed encoding is
used.

12.2 Thd primitive encoding contains zero, one or more
contents ogtets equal in value to the octets in the data value,
in the orderlthey appear in the data value, and with the most
significant bit of an octet of the data value aligned with the
most signifijcant bit of an octet of the contents octets.

12.3 The contents octets for the constructed encoding
shall consigt of the complete encoding of zero, one or more
data values.

NOTE — Ea¢h such encoding includes identifier, length, and con-
tents octets,|and may include end-of-contents octets if it is cont
structed.

12.3.1 Each data value encoding in the contents\Octets
shall be the encoding of a value of type octetstring

NOTE — In particular, the tags in the contents Gctets are always
universal clags, number 4.

12.3.2 Thp octets in the octetstring.value being encoded,
commencing with the first octet and proceeding to the trail-
ing octet, sIEaII be placed in the first up to the trailing octet of
the first data value encoded, inthe contents octets, followed
by the first up to the trajling\octet of the second data value
encoded infthe contentSOctets, followed by the first up to the
trailing octdt of each data value in turn, followed by the first
up to the trailing,octet of the last data value encoded in the
contents odgtets.

ASN.1 definition of the sequence type,in
appearance in the definition, unless thetyq
with the keyword "OPTIONAL" or the’keyw

14.3 The encoding of a data Value may.

the order of their
e was referenced
ord “DEFAULT".

but need not, be

present for a type which was, réferenced with the keyword

"OPTIONAL" or the keyword "DEFAULT".
appear in the encoding atthe point corresg

pearance of the typé.in/the ASN.1 definition.

f present, it shall
onding to the ap-

EXAMPLE - If of type
SEQUENCE {name IAS5String, ok BOOLEAN}
the value
{name "Smith", ok TRUE}
can be encoded as:

Sequence Length Contents

3016 0A16
IAS5String Length  Contents
1616 0516 "Smith"
Boolean Length Contents
0116 0116 FF16

15 Encoding of a sequence-of yalue

15.1 The encoding of a sequence-of vdlue shall be con-
structed.

15.2 The contents octets shall consist of zero, one or more
complete encodings of data values from the type listed in the
ASN.1 definition.

NOTE — Adatavatueencoded inihe contents octets may be a zero
length octet string.

12.3.3 Where a constructed encoding is used, there shall
be no significance placed on the boundary between the data
values encoded in the contents octets.

12.3.4 The encoding of each data value encoded in the
contents octets may be primitive or constructed.

NOTE — It is usually primitive.

13 Encoding of a null value

13.1 The encoding of a null value shall be primitive.

15.3 The order of the encodings of the data values shall
be the same as the order of the data values in the sequence-
of value to be encoded.

16 Encoding of a set value

16.1  The encoding of a set value shall be constructed.

16.2 The contents octets shall consist of the complete en-
coding of a data value from each of the types listed in the
ASN.1 definition of the set type, in an order chosen by the
sender, unless the type was referenced with the keyword
"OPTIONAL" or the keyword "DEFAULT".
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16.3 The encoding of a data value may, but need not, be
present for a type which was referenced with the keyword
"OPTIONAL" or the keyword "DEFAULT".

NOTE — The order ofdatavaluesin a setvalue is not significant,and
places no constraints on the order during transfer.

17 Encoding of a set-of value

17.1 The encoding of a set-of value shall be constructed.
17.2 The text of 15.2 applies.

17.3 The order of data values need not be preserved by
the encoding and subsequent decoding.

a value of
"Jones"

is encoded as follows:

For Typel:

VisibleString ~ Length Contents
1A16 0516 4A6F6E657316
For Type2:

[Application 3] Length Contents

18 Encoding|of a choice value

coding of a value ¢f the chosen type.

NOTES

the chosen type.

19 Encoding|of a selection value

4316 0516 4A6F6E657316
For—Type3:
[2] Length Contents
The encoding of achoice value shall be the same as the en- A216 0716
[Application 3] Length Conténts
4316 0516 4A6F6E657316
1 The encoding may be primitive or constructed depending on For Type4:
2 The tag used in the identifier octets is the tag of the chosen [Application 7] Length Contents
type, as specified in the ASN.1 definition of the choice type. 6716 L 0716
[Application 3} Length Contents
4316 0516 4A6F6E657316
For_TypeS:

The encoding of alselection value shall be the same as the
encoding of a valup of the selected type.

NOTE — The encoding may be primitive or constructed depending
on the selected type

20 Encoding|of a tagged value

20.1 Theencodi
the icomplete enco
the type-appearing
base:encoding) as

20.2 ifthe "IMPL
tion of the type, th

hg of atagged value shall be derived from
ding of the corresponding data value of
in the "TaggedType" notation (called the
specified in 20.2 and 20.3:

CIT" keyword was.not used in the defini-
e encoding shall\be constructed and the

contents octets shall be the complete base encoding.

20.3 ifthe "IMPL
of the type, then

CIT" keyword was used in the definition

a) the enco

[2]~ Length Contents
8216 0516 4A6F6E657316

21 Encoding of a value of the ANY type

The encoding of an ANY type shall be the complefe encod-
ing specified in this International Standard for the type of the
value of the ANY type.

22 Encoding of an object identifier value

22.1 The encoding of an object identifier valug shall be
primitive.

22.2 The contents octets shall be an (ordered) |ist of en-
codings of subidentifiers (see 22.3 and 22.4) congatenated
together.

o—on.
c=Ccr

coding is constructed, and shall be primitive otherwise;

and

b) the contents octets shall be the same as the con-

tents octets of

the base encoding.

EXAMPLE - With ASN.1 type definitions of

Typel ::
Type2 ::
Typel

VisibleString
[APPLICATION 3] IMPLICIT

Type3 = [2] Type2

Type4 ::
Type3
TypeS ::

[APPLICATION 7] IMPLICIT

[2] IMPLICIT Type2

Each subidentifier is represented as a series of (one or more)
octets. Bit 8 of each octet indicates whether it is the last in
the series: bit 8 of the last octet is zero; bit 8 of each preced-
ing octet is one. Bits 7-1 of the octets in the series collective-
ly encode the subidentifier. Conceptually, these groups of
bits are concatenated to form an unsigned binary number
whose most significant bit is bit 7 of the first octet and whose
least significant bit is bit 1 of the last octet. The subidentifier
shall be encoded in the fewest possible octets, that is, the
leading octet of the subidentifier shall not have the value 80
(hexadecimal).

22.3 The number of subidentifiers (N) shall be one less
than the number of object identifier components in the ob-
ject identifier value being encoded.
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22.4 Thenumerical value ofthe first subidentifier is derived
from the values of the first two object identifier components
in the object identifier value being encoded, using the formu-
la

(X*40) + Y

where X is the value of the first object identifier component
and Y is the value of the second object identifier component.

NOTE - This packing of the first two object identifier components
recognises that only three values are allocated from the root node,
and at most 39 subsequent values from nodes reached by X=0
andX=1.

22.5 The numerical value of the i'th subidentifier, (2 < i <
N) is that of the (i+1)’th object identifier component.

ISO/IEC 8825 : 1990(E)

23.5.2 Atthe start of each string, certain registration num-
bers shall be assumed to be designated as GO and/or CO
and/or C1, and invoked (using the terminology of ISO 2022).
These are specified for each type in table 2, together with the
assumed escape sequence they imply.

23.5.3 Certain character string types shall not contain ex-
plicit escape sequences in their encodings; in all other cases,
any escape sequence allowed by 23.5.1 can appear at any
time, including at the start of the encoding. Table 2 lists the
types for which explicit escape sequences are allowed.

23.5.4 Announcers shall not be used unless explicitly per-
mitted by the user of ASN.1.

NOTE — The choice of ASN.1 type provides a limited form of an-
nouncer functionality. Specific application protocols may choose
to carry announcers in other protocol elements, or to specify in de-

EXAMPLE TATOBIECTIDENTIFIER Vatue of
{joint-iso-ccitt 100 3}
which is the same as

{2 100 3}

has a first subidentifier of 180 and a second subidentifier of
3. The resulting encoding is

OBJECT
IDENTIFIER  Length Contents
0616 0316 81340316

23 Encoding for values of the character
string types

23.1 The|data value consists of a string of characters from
the character set specified in the ASN.1 type definition,

23.2 Each data value shall be encoded independently of
other data Values of the same type.

23.3 Each character string type shall be-encoded as if it
had been dpclared

[UNIVERSAL x] IMPLICIT*OCTET STRING

where x is the number of the universal class tag assigned to
the character string type-in-ISO/IEC 8824. The value of the
octet string|is specified.in 23.4 and 23.5.

23.4 Where a~character string type is specified in
ISO/IEC 8824 by-direct reference to an enumerating table
(NumericString d@nd PrintableString), the value of the octet

L

EXAMPLE - With the ASN.1 type definition
Name ::= VisibleString
a value
"Jones”
can be encoded (primitive form) as

VisibleString Length Contents
1A4g 0516 4A6F6H657316

or{Constructor form, definite length) as

VisibleString Length  Contents

3A16 0916
OctetString Lengthl  Contents
0416 0316 4A6F6E ¢
OctetString Length| Contents
0416 0216 657316
or (constructor form, indefinite length) as
VisibleString Length Contents
3A16 8016
OctetString Length  Contents
0416 0316 4A6F6%16
OctetString Length  Contents
0416 0216 657316
EOC Length
0016 0016

The above exampile illustrates three of the[(many) possible

string shall be that specified in 23.5 for a VisibleString type
with the same character string value.

23.5 The octet string shall contain the octets specified in
1SO 2022 for encodings in an 8-bit environment, using the
escape sequence and character codings registered in ac-
cordance with 1ISO 2375.

23.5.1 An escape sequence shall not be used unless it is one
of those specified by one of the registration numbers used to
define the character string type in ISO/IEC 8824.

forms available as a sender’s option. Receivers are required
to handle all permitted forms (see 5.3).

24 Encoding for values of the ASN.1 useful
types

A definition of these types using ASN.1 is provided in
ISO/IEC 8824. The encoding shall be that obtained by apply-
ing the rules specified in this International Standard to that
type definition.
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Table 2 - Use of escape sequences

Assumed Assumed Assumed escape Explicit
Type Go Co&C1 sequence(s) and escape
(Registration (Registration locking shift sequences
number) number) (where applicable) allowed?
NumericString 2 None ESC 2/8 4/0 LSO NO
PrintableString 2 None ESC 2/8 4/0 LSO NO
TeletexString 102 106 (CO0) ESC 2/8 7/5 LSO YES
(T61String) 107 (C1) ESC 2/1 4/5
ESC 2/2 4/8
Videotexftring 102 1 (CO) ESC2/87/5 LSO YES
73 (C1) ESC 2/1 4/0
ESC 2/2 4/1
VisibleStfing 2 None ESC2/84/0 LSO NO
(1ISO6468tring)
IA5String 2 1 (Co) ESC 2/8 4/0 LSO NO
ESC 2/1 4/0
‘GraphicString 2 None ESC 2/8 4/0 LSO YES
‘GeneralString 2 1 (Co) ESC 2/8 4/0 LSO YES
ESC 2/1
NOTE - Many of the commonly,uséd characters (for example, A to 2Z) appearina
numper of character repertoires with individual registration numbers and escape
seqyences. Where ASN.T types allow escape sequences, a number of encodings
maybe possible'for-a/particular character string. (See also 5.3)

25 Use in transfer syntax definition

25.1 The encoding rules specified in this International
Standard can be referenced and applied whenever there is
a need to specify an unambiguous, undivided and self-de-
limiting octet string representation for all of the values of a
single ASN.1 type.

NOTE — All such octet strings are unambiguous within the scope of
the single ASN.1 type. They would not necessarily be unambigu-
ous if mixed with encodings of a different ASN.1 type.

25.2 The object identifier and object descriptor values

{joint-iso-ccitt asnl (1) basic-encoding (1)}

10

and
"Basic Encoding of a single ASN.1 type"

are assigned to identify and describe the encoding rules spe-
cified in this International Standard.

25.3 Where an application standard defines an abstract
syntax as a set of presentation data values, each of which is
a value of some specifically named ASN.1 type, usually (but
not necessarily) a choice type, then the object identifier value
specified in 25.2 may be used with the abstract syntax name
to identify that transfer syntax which results from the applica-
tion of the encoding rules specified in this International Stan-
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dard to the specifically named ASN.1 type used in defining
the abstract syntax.

NOTE — Inparticular, thisidentification ofthe encodingrules canap-

pear in the "transfer syntax name" field of the presentation proto-
col (ISO 8823).

ISO/IEC 8825 : 1990(E)

25.4 The name specified in 25.2 shall not be used with an
abstract syntax name to identify a transfer syntax if the con-
ditions of 25.3 for the definition of the abstract syntax are not
met.

11
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Annex A

(Informative)

Example of encodings

This annex illustrates the basic encoding rules specified in this International Standard by showing the representation in octets

of a (hypothetical)

personnel record which is defined using ASN.1

A.1  ASN.1 description of the record structure

The structure of th|
types.

PersonnelRecord

{

title
num
date
nam
child

ChildInformation

{

date

Name ::= [APH
{given

initi

famil

EmployeeNumbe

Date ::= [APPI

= SET
Name,
OfBirth [0] Date}

LICATION 1] IMPLICIT SEQUENCE

Name VisibleString,
1 VisibleString,
yName VisibleString}
r ::= [APPLICATION 2] IMPLICIT INTEGER!

LICATION 3] IMPLICIT VisibleString -- YYYYMMDD

A.2 ASN.1 description of a record valae

Thevalue of John

{

title
number
dateOfHire

{givenName "John'jinitial "P",familyName "Smith"},
"Director",

51,

"19710917",

nameOfSpouse {givenNare "Mary",initial "T",familyName "Smith"},

children

{{{givenName "Ralph",initial "T",familyName "Smith"},
dateOfBirth "19571111"}

e hypothetical personnel record is formally described below using ASN. 1 specified in ISO/IEC 8824'f

1= [APPLICATION 0] IMPLICIT SET
Name,
[0] VisibleString,
ber EmployeeNumber,
OfHire [1] Date,
£OfSpouse 2] Name,
ren [3] IMPLICIT SEQUENCE OF ChildInformation DEFAULT ({})}

Smith’s personnel record.is formally described below using ASN.1.

br defining

{{givenName "Susan",initial "B",familyName "Jones"},
dateOfBirth "19590717"}}}

A.3 Representation of this record value

The representation in octets of the record value given above (after applying the basic encoding rules defined in this International
Standard) is shown below. The values of identifiers, lengths, and the contents of integers are shown in hexadecimal, two hex-

adecimal digits per octet. The values of the contents of character strings are shown as text, one character per octet.

12
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Personnel
Record Length  Contents
60 8185
Name Length Contents
61 10
VisibleString Length Contents
1A 04 "John"
VisibleString Length Contents
1A 01 "p"
VisibleString  Length Contents
1A 05 "Smith"
Title Length Contents
A0 0A
VisibleString T ength Contents
1A 08 "Director"
Employee
Number Length Contents
42 01 33
Date of
Hire Length  Contents
Al 0A
Date Length  Contents
43 08 "19710917"
Name of
Spouse Length  Contents
A2 12
Name Length  Contents
61 10
VisibleString Length Contents
1A 04 "Mary"
VisibleString Length Contents
1A 01 "
VisibleString Length Contents
1A 0S5 "Smith"
[3] Length Contents
A3 4
Set Length  Contents
31 1F
Name Length  Contents
61 11
VisibleString Length Contents
1A 05 "Ralph"
VisibleString Length Contents
1A 01 "T"
VisibleString Length Contents
1A 05 "Smith"
Date of
Birth Length Contents
A0 0A
Date Length Contents
43 08 "19571111"

13
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