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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international or
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

ganizations,

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of document should be noted. This document was drafted in accordance with the editorial rule
IEC Directive i i i i
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draw attention to the possibility that the implementation of this document tha

nt rights in respect thereof. As of the date of publication of this document; ISO an
ice of (a) patent(s) which may be required to implement this document,Hewever, i
d that this may not represent the latest information, which may be ebtained fro
ailable at www.iso.org/patents and https://patents.iec.ch. ISQ- arid IEC shall
for identifying any or all such patent rights.

Any trade npme used in this document is information given for the-convenience of users 3
constitute ap endorsement.

For an explapation of the voluntary nature of standards, the meaning of ISO specific terms and
related to donformity assessment, as well as informations:about ISO's adherence to the )
Organization (WTO) principles in the Technical Barriers toTrade (TBT) see www.iso.org/iso/fo1

s of the 1SO/

involve the

tent(s). ISO and IEC take no position concerning the evidence, validity or @pplicgbility of any

IEC had not
plementers
the patent
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World Trade

eword.html.

In the IEC, s¢e www.iec.ch/understanding-standards.

This docum
Subcommitt

ent was prepared by Joint Technical(Committee ISO/IEC JTC 1, Information
be SC 27, Information security, cybersegurity and privacy protection.

Any feedba¢k or questions on this document should be directed to the user’s nationg

technology,

I standards
s.html and

body. A c
www.iec.ch

bmplete listing of these ¥bodies can be found at www.iso.org/membei
national-committees.
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Introduction

Privacy principles and associated privacy control requirements face a number of challenges arising from
the need to comply with consumer expectations and global regulations for privacy which are continually
evolving, as well as the complex and rapidly changing ecosystem of devices, networks and applications
through which personally identifiable information (PII) flows. To face these challenges, privacy principles
and associated privacy control requirements are expected to be operationalized into sets of capability
functions and mechanisms. The privacy operationalization model and method for engineering (POMME)
addresses these challenges, particularly in interconnected and interdependent applications and rapid
lifecycle development processes.

Achieving effective operationalization in this environment is a critical responsibility of privacy engineers and

the develop

rs and solution providers who support them. They should not only understand th

e technology

interfaces af
appropriate
to their anal

POMME pro
It is based o
findings exp
organization
relationship
engineering

ressed in ISO/IEC TR 27550, which provides extensive informatien on privacy eng

d interdependencies among components as they design these systems, but also én
privacy controls are selected and implemented across the entire data flow landsg
ysis.

Vides a structured and extensible analytic model and method to acceniplish thes
h the OASIS Privacy Management Reference Model and Methodology (PMRM),] a

s can use to integrate privacy engineering into system lifecyclé processes. It also ¢
between privacy engineering and other engineering viewpeints (system engineer
and risk management).

POMME sup

following ISO/IEC/IEEE 24774. The primary focus of POMME is on the functional arch
implementatiion details of privacy engineering, rather thanthe/policy” aspects of privacy, suc

principles,

essential inf
practice, ang
role of the pi

Through the

orts the operationalization of privacy as it is defined*in ISO/IEC 29100, utilizi

ivacy impact assessments (PIAs) and privagy. control statements. These policy §
uts into the engineering process and are @lready addressed by existing standal
guidance listed in the Bibliography. POMME utilizes these elements to support t}
ivacy engineer.

use of POMME, a privacy engineef’can define the domain boundaries of a targg

sure that the
pe relevant

e objectives.
nd it reflects
neering that
escribes the
ing, security

g a process
tecture and
h as privacy
blements are
ds, codes of
e functional

t of analysis

(TOA) and r¢search, document, and organize,the information (e.g. standards, privacy policies, gnd technical

data). By doing so, the capabilities necessary to implement privacy control requirements can Be identified.

This enables|the privacy engineer to:

a) determipe the functions needed to implement privacy control requirements;

b) understand the relationship among controls, particularly when controls are interdependent or
networHKed or cloud-based;

c) select the specificimplementation mechanisms (such as code or product configurations) that deliver the
required privaey.controls in their operational state.

An additiona

1 benefit of POMME is that its structured processes support improved usage and i

itegration of

privacy ma

gement tools, such as privacy-specific open source software

Figure 1 and Table 1 illustrate the POMME operationalization model and method.
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Privacy risks

Treated by

Privacy controls

Identify
and define
pigxz/igs Operationalized by
Privacy
capabilities
Implemented by

Functions and
mechanisms

Figure 1 — POMME operationalization. model

Table 1 inclydes an inventory process which consists of eight activities and an operationalizdtion process
which consigts of five activities.

Table 1 — POMME method

POMME process Clause Activity
6.3 Define and describe the TOA
6.4 Pafticipant and information source identification
6.5 Systems and processes identification
Initial infornjation inventory pro- 6.6 Domains and domain owners identification
Ccess 607 Intra-domain roles and responsibilities identification
6.8 Touch points identification
69 Data flows identification
6.10 PII identification
7.3 Privacy control specification
Privacy contfols, privacy control 74 Privacy control requirement specification
requirements, capabilities, risk 7.5 Capabilities specification
assessment alnd Jteration 7.6 Risk assessment
7.7 [teration

© ISO/IEC 2024 - All rights reserved
vi


https://iecnorm.com/api/?name=80fb2317a8dd1cbf6882fe60931f1ba1

International Standard

ISO/IEC 27561:2024(en)

Information security, cybersecurity and privacy protection —
Privacy operationalisation model and method for
engineering (POMME)

1 Scope

This guidang

in ISO/IEC 2
builds upon

This docum
guidance wh
systems. Thi
processing p

2 Norma

There are ng

3 Terms

For the purp
ISO and IEC
[SO Onli

IEC Elec

3.1

access capa
functionality
propose cha

3.2
activity
set of cohesi

[SOURCE: IS

3.3
actor

D100 into sets of controls and functional capabilities. The method is described as.a
SO/IEC/IEEE 24774.

ent is designed for use in conjunction with relevant privacy and security st3
ich impact privacy operationalization. It supports networked, interdepéndent app
s document is intended for engineers and other practitioners develéping systems c
ersonally identifiable information.

tive references

normative references in this document.

and definitions
oses of this document, the following termsrand definitions apply.
maintain terminology databases for use in standardization at the following addres;

ne browsing platform: available at\ittps://www.iso.org/obp

tropedia: available at https://www.electropedia.org/

bility
' enabling persongllyidentifiable information (PII) principals (3.27) to access their H
hges, correctiom; or' deletion

e tasks:of a process (3.38)

es specified
process that

indards and
ications and
pntrolling or

es:

Il (3.25) and

D/EC/1EEE 15288:2023, 3.3]

individual, or a digital proxy for an individual, who interacts with a system (3.41) that is processing personally
identifiable information (3.25)

3.4

agreement capability
functionality that defines and documents the rules and options for the handling of personally identifiable
information (3.25), consent documentation, as well as modifications to, and withdrawal of, consent

© ISO/IEC 2024 - All rights reserved
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assurance capability
functionality that ensures that any actor (3.3), domain (3.10), system (3.41), or system component has the
functionality necessary to carry out their assigned roles in processing personally identifiable information (3.25)

3.6

audit control
process (3.38) designed to provide reasonable assurance regarding the effectiveness and efficiency of

operations a

3.7
availability

nd compliance with applicable policies, laws, and regulations

property of being accessible and usable upon demand by an authorized entity

[SOURCE: IS

3.8
capability
ability of a s)

EXAMPLE

data communjicated to the server using TLS” is an example of a function.

[SOURCE: IS
replaced by

3.9

confidentia
property th
processes (3.

[SOURCE: IS

3.10
domain
set of assets

[SOURCE: IS
“privacy and

3.11

domain owner

stakeholder
system (3.41

Note 1 to entr
or PII principq

D/IEC 27000:2018, 3.7]

bstem (3.41) to deliver a function (3.14), feature, or service

“Provide confidential communication of PII in transit” is an example of a/capability, whe

hin example.]

ity
ht information is not made available or disclosed to unauthorized individuals
38)

D/IEC 27000:2018, 3.10]

and resources subject to a common privacy and security policy

" before “security policy”}

3.40) responsible for ensuring that privacy controls (3.30) are implemented and 1

y: A domaih owner can be a personally identifiable information (PII) controller (3.26), PII pr
[ (3.279depending on the system(s) being analysed.

3.12

reas “encrypt

D/TR 4804:2020, 3.4, modified — substituted “product” with“system”; Note 1 to entry has been

entities, or

O/IEC 27033-1:2015, 3.35;'modified — deleted “security” from “security donpain”; added

nanaged in a

cessor (3.28),

enforcement capability
functionality that achieves compliance with accountability requirements

Note 1 to entry: This capability (3.8) can initiate response actions, policy execution, recourse when audit controls and
monitoring indicate operational faults and failures, record and report evidence of compliance to stakeholders, and

provide evide

3.13

nce necessary for accountability.

exported privacy control
privacy control (3.30) that is transmitted to a personally identifiable information (PIl) controller (3.26) or PII
processor (3.28) in another domain (3.10) or system (3.41)

Note 1 to entry: An exported privacy control can be included in a data sharing agreement.

© ISO/IEC 2024 - All rights reserved
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<capability>

EXAMPLE
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technical or manual process component of a capability (3.8)

“Encrypt data communicated to the server using TLS” is an example of a function whereas “provide
confidential communication of PII in transit” is an example of a capability.

Note 1 to entry: A function, feature or service is expressed at a more granular level than a capability.

3.15

incoming PII
personally identifiable information (PIl) (3.25) flowing into a domain (3.10), or a system (3.41) or process
(3.38) within a domain

3.16

inherited p1
privacy cont
processor (3.

Note 1 to entr

3.17
integrity
property of 3

[SOURCE: IS

3.18

interaction
functionality
identifiable i

Note 1 to enty

3.19
internally g
personally id

3.20

[ivacy control
ol (3.30) that is received by a personally identifiable information (PII) contfollér
28) from another domain (3.10) or system (3.41)

y: An inherited control can be found in a data sharing agreement.

iccuracy and completeness

D/IEC 27000:2018, 3.36]

capability

r that provides interfaces for presentation,,communication, and interaction

nformation (PII) (3.25) and relevant information associated with the PII

y: This can include user interfaces, system=to*system information exchanges, and agents.

enerated PII
entifiable information (PII) (3.25) created within the domain (3.10) or system (3.41)

internal privacy control

privacy cont

3.21
mechanism
<capability>]

EXAMPLE

ol (3.30) that is req@ired within a domain (3.10) or system (3.41)

specific implementation method of a function (3.14) in a system (3.41)

Software, software configurations, firmware, technical products and solutions, technic

detailed manypial procedures.

(3.26) or PII

of personally

bl settings, or

Note 1 to entr

3.22

A 1 . : 1 1 1 1l £ -
Y- A HICCHAITISTIT IS TAPITSSCU dU d TTTUT'T gThdITUldl ITVET UIdIT a TUTICLIOUIL.

operationalization
knowledge compilation by conversion from a declarative form into a procedural, that is, operational form

[SOURCE: ISO/IEC 2382:2015, 2123014, modified — notes to entry have been deleted.]

3.23

outgoing PII
personally identifiable information (PII) (3.25) flowing out of a domain (3.10), or out of a system (3.41) within
a domain to another system within the domain

© ISO/IEC 2024 - All rights reserved
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stakeholder (3.40) responsible for operational privacy management

3.25

personally identifiable information

PII

personal information
personal data

information that (a) can be used to establish a link between the information and the natural person to whom
such information relates, or (b) is or can be directly or indirectly linked to a natural person

Note 1 to entry: The “natural person” in the definition is the PII principal. To determine whether a PII principal is
identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder holding

the data, or b}

[SOURCE: IS

 any other party, to identify that natural person.

D/IEC 29100:2024, 3.7, modified — admitted terms have been added; removed “any’

“can” for “might”.]

3.26

PII controll
personal inf
data control
privacy stak
personally id

Note 1 to ent1
responsibility

[SOURCE: IS

3.27
PII principa
natural pers

Note 1 to ent
synonym “dat

[SOURCE: IS
3.28

PII processor

personal infi
data process
privacy stak
accordance ¥

[SOURCE: IS

A\

r
rmation controller

er

bholder (3.40) (or privacy stakeholders) that determines the'puirposes and means fq
entifiable information (PII) (3.25) other than natural persons'who use data for perso

y: A PII controller sometimes instructs others (e.g. PII pfocéessors) to process PII on its be
for the processing remains with the PII controller.

D/IEC 29100:2024, 3.8, modified — admitted terms have been added]

1
pn to whom the personally identifiableiinformation (PII) (3.25) relates

ry: Depending on the legal jurisdietion and the particular data protection and privacy I
a subject” can also be used instead of the term “PII principal”.

D/IEC 29100:2024, 3.9, moditied — Note 1 to entry has been added.]

rmation processor

or

pholder (3:40) that processes personally identifiable information (PII) (3.25) on bel
vith thelinstructions of a PII controller (3.26)

D/AEE29100:2024, 3.10, modified — admitted terms have been added.]

; substituted

r processing
hal purposes

half while the

gislation, the

alf of and in

3.29

privacy by design
approach in which privacy is considered at the initial design stage and throughout the complete lifecycle of
products, processes (3.38) or services that involve processing personally identifiable information (3.25)

[SOURCE: ISO/IEC TS 27570:2021, 3.21, modified — removed hyphens from the term]

3.30

privacy control
measure that treats privacy risks by reducing their likelihood or their consequences

Note 1 to entry: Privacy controls include organizational, physical, and technical measures, e.g. policies, procedures,
guidelines, legal contracts, management practices or organizational structures.

© ISO/IEC 2024 - All rights reserved
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Note 2 to entry: Control is also used as a synonym for safeguard or countermeasure.

[SOURCE: ISO/IEC 29100:2024, 3.12]

3.31

privacy control requirement
specification for a system (3.41), product or service functionality to implement a privacy control (3.30) and
operationalize the stakeholders’ (3.40) desired privacy outcomes

Note 1 to entry: A privacy control requirement can be based on legal, regulatory, operational, or business/contractual

requirements

3.32
privacy eng

ineer

individual w
integrate pr
processes (3.

3.33
privacy eng
integration
lifecycle pro

[SOURCE: IS

3.34
privacy imp
PIA

overall proc
treatment of
(PlI) (3.25),

[SOURCE: IS

3.35

privacy mail
collection of
information

3.36

privacy pol
overall inter
information

[SOURCE: IS
3.37

it}l leUl,icl}iLUC‘l }\llUVV}UdgC Ufpl l‘VUL_y CIlyl‘IlCCI l.llg (3-33) LUllLUlth dlld pl dbtibcb dlld
vacy concerns into engineering practices for systems (3.41) and software engineé
38)

ineering
bf privacy concerns into engineering practices for systems (3.41) and software
Fesses (3.38)

D/IEC TR 27550:2019, 3.14]

act assessment

bss (3.38) of identifying, analysing, evaluatinggeonsulting, communicating, and
potential privacy impacts with regard to theXprocessing of personally identifiabld
ramed within an organization’s broader riskmanagement framework

D/IEC 29134:2023, 3.7]

nagement
policies, processes (3.38) and methods used to protect and manage personall)
(PII) (3.25)

cy
tion and direction,)rules and commitment, as formally expressed by the personall
[PIl) controller (3/26) related to the processing of PII (3.25) in a particular setting

D/IEC 29100:2024, 3.14, modified - changed term to singular]

privacy principle

peipl L oot pessonally dontiable iorsmation (511

set of shar

he ability to
"ing lifecycle

engineering

blanning the
information

v identifiable

y identifiable

processed in information and communication technology systems

[SOURCE: ISO/IEC 29100:2024, 3.16]

3.38
process
interrelated

or interacting activities that use inputs to deliver an intended result

[SOURCE: ISO 9000:2015, 3.4.1, modified — deleted “set of”, notes to entry have been deleted]
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security capability
functionality that provides the procedural and technical mechanisms (3.21) necessary to ensure the
confidentiality (3.9), integrity (3.17), and availability (3.7) of personally identifiable information (PIl) (3.25),
and that safeguards privacy operations

3.40

stakeholder
person or organization that can affect, be affected by, or perceive itself to be affected by a decision or

activity (3.2)

[SOURCE: ISO 9000:2015, 3.2.3, modified — note 1 to entry and example have been deleted.]

3.41

system
set of interrd

[SOURCE: IS

3.42
system-of-i}
system (3.41

[SOURCE: IS

3.43

target of an
defined and
information

Note 1 to entr

3.44
touch point
intersection

3.45

usage capability

functionality
privacy cont

Note 1 to en
integration, i
lifecycle of th

3.46
use case

plysis

lated or interacting elements

D 9000:2015, 3.5.1]

terest
whose lifecycle is under consideration

D/IEC/IEEE 15288:2023 3.48]

bounded system-of-interest (3.42) or process/(3:38) that includes personall)
[PII) (3.25) or in which privacy concerns are idefitified

y: Security is integral to the analysis.

bf data flows with actors (3.3) or systéms (3.41) or processes (3.38) within and across d

r that ensures that the processing of personally identifiable information (PII) (3.25) c
‘ol requirements (3.31)

ry: This capability primarily addresses controls associated with information minimiz
hference, transfer,) derivation, aggregation, pseudonymization, anonymization and disp|
e PII.

description

tf dsequence of interactions used to help identify, clarify, and organize requiremen
a specific bukinéss goal

identifiable

bmains (3.10)

bmplies with

ition, linking,
osal over the

s to support

[SOURCE: ISO/TR 31700-2:2023, 3.2, modified — removed “of a consumer and a consumer product”; notes to

entry have b

3.47
validation c

een deleted]

apability

functionality that evaluates and ensures the information quality of personally identifiable information (PII)
(3.25) in terms of accuracy, completeness, relevance, timeliness, provenance, appropriateness for use and
other relevant qualitative factors

© ISO/IEC 2024 - All rights reserved
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PIA

PII
POMME
PMRM
TOA

5 Conte
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Is and abbreviated terms

privacy impact assessment

personally identifiable information

privacy operationalization model and method for engineering
privacy management reference model and methodology

target of analysis

t of privacy operationalization

5.1 Genel

POMME is a
accordance Y
Privacy Refé

ISO/IEC 291
by a numbe
developmen
baseline in tl
managemen

POMME is a
ISO 31700, I
identify, ana

standards and policies.

NOTE1 And
NOTE2 In
5.2 Priva

Privacy eng
a service, of
one organiz
grouping of
several orga

EXAMPLE
applications 4

ral

method for operationalizing the privacy principles specified in ISO/IEC29100
vith the terms and concepts expressed in ISO/IEC/IEEE 24774. POMME is based
rence Model and Methodology.[!!

DO includes a set of 11 privacy principles, derived from widelyaccepted principlg
r of states, countries, and international organizations. These principles guide
, and implementation of privacy policies and privacy contrels. These principles al
le monitoring and measurement of performance, benchfmarking, and auditing aspeg
[ programmes in an organization.

so intended to be used in conjunction with privacy and system engineering stand
b0/1EC/IEEE 15288, and ISO/IEC/IEEE 29148t is also intended to enable privacy
yse, and address issues that arise when opétationalization requires the integratio

nex A illustrates how POMME capabilities‘directly support the principles specified in ISO/

ormation security is one of the 11 principles addressed in ISO/IEC 29100.

[y engineering viewpaoint

neering is applied to ‘a system-of-interest, which can be a system, an applicatio
their associated-Capabilities. A system-of-interest is, in general, under the resp
htion. There are cases where the system-of-interest is a system of systems, that i
multiple systems, or a result of the integration of various systems under the resy
hisations.

A connected vehicle system can involve multiple automotive manufacturers, servi
nd networks.

2024, 6.1, in
n the OASIS

s developed
the design,
50 serve as a
ts of privacy

ards such as
engineers to
h of different

EC 29100.

1, a product,
onsibility of
s, a complex
onsibility of

ce providers,

Stakeholder

| NP B—atai A 3o ool -G EEEE 3
TTAVIITS dIT IIICCT U S TTIT PTrTvaC y CITSTIIC CT TS ar e,

control of PII;

lifecycle

policy makers who are concerned with enforcing privacy regulations and policies;

business owners who are concerned with ensuring that the system they own is compliant;

)
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— privacy advocates and experts who are concerned with ensuring that privacy and its implementations in
products and services are correctly understood.

Privacy engineering includes three lifecycle process viewpoints:

— a goal-oriented viewpoint for privacy engineering, i.e. ensuring that business or functional objectives

are met;

carried out and that the corresponding controls for risk treatment are supported; and

reached

between relevant stakeholders when PII is transferred, shared, or derived.

arisk-oriented viewpoint for privacy engineering, i.e. ensuring that a risk assessment analysis has been

a collaboration-oriented viewpoint for privacy engineering, i.e. ensuring that agreement has been

5.3 Privagy engineering operationalization model

Privacy englineering operationalization refers to activities that take as input thecprivag
from ISO/IEC 29100, the privacy-by-design principles, all relevant data and information av

stakeholder

ultimately cpntribute to the selection of functional capabilities that are used ‘throughout
lifecycle professes.

Using this

domains cal
managemen
and privacy|
capabilities;

When oper3
place throug
capabilities

participation of an external vendor, the privacy enginieer should document this information in t

and associat

5.4 Priva
The method
iterative
integrat

abletob
ISO 317

includes

includes

)0, and frameworks, e.g. NIST privacy framework;[19]

and other sources, including supplementary policies and regulations. The

erationalization model, a system is structured into domais; including interfa
ed touch points. Additional operationalization activities jnvolve the transformati
[ objectives into privacy engineering concepts, including\the identification of priy
control requirements; the transformation of privagy,*control requirements inf

itionalization activities involve multiple organisations, the operational inter
h touch points. Capabilities that have been identified at the global level are tran
bt the organizational level. Additionally, when the deployment of a privacy cont

ed documentation to help ensure it isincorporated in the vendor’s contractual obli

Cy engineering operationalization method

for privacy engineering opépationalization has the following characteristics:
with exit criteria to terminate the analysis;

bd into the system lifecycle processes;

b mapped toeXistingapproachessuchasthosespecifiedinISO/IEC/IEEE 15288,1SO/I

supplementary activities when multiple organisations are involved; and

y principles
ailable from
ce activities
fhe system’s

res between
n of privacy
acy controls
o functional

and the iterative identification of privacy risks assdeiated with the functional capapilities.

iction takes
formed into
rol requires
heir analysis
pations.

ECTR27550,

riate for an

process steps that may be followed in any order and combination, as approy

engineering analysis.

NOTE

of a privacy engineering interaction involving a PII controller and a solution provider.

5.5 POMME processes overview

Software development lifecycle processes are fully addressed in the POMME. Annex B provides an example

POMME incorporates two processes (see Clauses 6 and 7) and associated activities and tasks that enable
privacy engineers to achieve successful operationalization. In summary, these processes:

a) define the use case, system, or entity of interest that is the TOA,

b) identify

stakeholders and participants,

© ISO/IEC 2024 - All rights reserved
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c) research and document all information and data relevant to the TOA using stakeholder and other

relevant

d) document, organize, integrate, and analyse this information and data, following a structured,

sources,

repeatable method,

ISO/IEC 27561:2024(en)

e) determine and document the privacy controls that are relevant to the TOA,

f) define and document the privacy control requirements necessary for the operationalization of the

privacy controls,

g) selector provide advice on the functionality and the technical and procedural mechanisms necessary in

the TOA in order to:

1 lm 1 rs H r's 1 H r's
p CITITIIU lJl 1va\,y CUIILIUL'1 Cl/lblll CIIICIILS,

2) integrate interdependent privacy control requirements, including those relevant|to ext
systems,

3) submit reusable assets (e.g. engineering components, privacy enhancing features) to the
nization’s reusable repository, whenever possible,

orga

h) assess ahd address risks associated with operationalization,

i) perform

Figure 2 illugtrates the interaction of POMME processes, which are described in Clauses 6 and 7%

POMME

Continuous process activities

Ve

PII pr

ncipals

Businegs owners

Privacy engineering research —
and input from external sources

V4

iterative TOA research and analysis, as illustrated in Figure 2.

Privac

officers

Securit)

officers

Regula]
regul

ors and
ations

Iteration
Risk assessment

| Capabilities specification

~

J

Software e}
product col

igineers and
hfigurations

-

Privacy
asses

impact
ments

S

Stan|

Hards

Privacy control specification

Privacy control requirement specification

~

J

Security risH

assessments

Busineg

ks policies

AN

7. Privacy controls, privacy control requireme

nts,
capabilities, risk assessment and iteration pI‘OCM

@perationalization]

6. Initial information inventory|process

ernal

("Define and describe the TOA h
Participant and information source idenftification
System and process identification

\Domains and domain owners identificatipn )

|

("Intra-domain roles and responsibilities iHentification )
Touch points identification
Data flows identification

\Pll identification )

5.6 Privacy and security

POMME treats security controls as integral to the TOA and not as an adjunct. Privacy controls and security
controls should be completely integrated to provide privacy assurance. As explained in ISO/IEC 29100,

Figure 2 — POMME processes

adhering to the information security principle requires:

— protecting PII with appropriate controls at the operational, functional and strategic level to ensure the

integrity, confidentiality and availability of the PII;

© ISO/IEC 2024 - All rights reserved
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— protecting PII against risks such as unauthorized access, destruction, use, modification, disclosure, or
loss throughout the whole of its lifecycle; and

— protecting PII through appropriate controls in proportion to the likelihood and severity of the potential
consequences, the sensitivity of the PII, the number of PII principals that can be affected, the PII processor
involved, and the context in which it is held.

Beyond these determinants, POMME addresses the scope and importance of security controls in managing
security risks associated with the operation of privacy control functionality in system processes, including
processes having multiple interdependencies. For example, security failures affecting the availability of
privacy functionality (e.g. a PII principal is denied access to their current consent agreements because of a
compromised subsystem or cloud provider) extend beyond confidentiality protections.

6 Initial information inventory process

6.1 Purp

The purposs
develop the
requirement
privacy eng
research ne
controls. Sin
including se
document th

This proces

se

of the initial information inventory process is to enable the privacy,éngineer to i

esearch and

essential baseline information that is required to define the privacy ‘controls, privacy control

s and capabilities that are appropriate for a TOA. This resear¢hymay be undert
neer or provided by external sources. This process includes‘the information cc
fessary to define the requisite security controls and method of integration with
ce POMME addresses security as fully integrated with privacy (as defined in ISO
Curity controls, security control requirements, and capabilities, it is essential to
is relationship in all activities.

5 involves discovering, creating, and documenting the inventory of participar

business pr

security policies, thereby enabling a privacy engineer to define the necessary functions to instan

cesses, domains, roles and responsibilities,xtouch points, data flows, PII, and

aken by the
llection and
the privacy
IEC 29100),
identify and

ts, systems,
privacy and
tiate control

requirements in the TOA. This process includes information obtained by the privacy engineer thfrough direct

research or {

NOTE Th
information b

6.2 Outca

Successful completion of the initial information inventory process leads to:

identifia

identifig
points, ¢

identifia

rom external stakeholders and other sources.

e activities in this process are not\necessarily intended to be followed sequentially.
ecomes available, the engineer contacts additional information sources related to the TOA

mes

ation of the TOA and its boundaries;

ata flowsand PII within the TOA;

atiofn of the privacy and security policies applicable to the TOA;

As additional

ation of participants, systems, business processes, domains, roles and responsibilities, touch

docume

htation Afthnch alaranntc for e b tha i s anaginane and fon Ot o alo o n

rocesses; and

identific

Faltal n.
TCO IO OT CIIC ST CICTIICTICO TOT o C 0y T privacy CIIgc T ot roT ot crrc ooty St olitor o

ation of information gaps or the need for additional research.

6.3 Define and describe the TOA

This activity defines, describes, and names the TOA and establishes the boundaries within which the process
activities and tasks are undertaken.

The tasks of

this activity are to:

a) determine the boundaries of the TOA and the scope of analysis,

b) provide

a narrative description of the TOA,

© ISO/IEC 2024 - All rights reserved
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a label or identifier for the TOA.

well as for extensions to associated interdependent TOAs and ecosystem components.

6.4 Participant and information source identification

The label or identifier for the TOA provides an anchor usable for processes throughout lifecycle analysis, as

This activity identifies all individuals, entities, and roles (including PII principals, if applicable) that have a
responsibility for operational privacy management in the TOA, as well as the source information used in the TOA.

this activity are to:

and document the sources of information relevant to the TOA,

The tasks of
a) identify
b) identify
c) identify

privacy

why the
d) in orgar

specific
e) obtainc
6.5 Systel

This activity
stored, used
defined in th

The tasks of
a) identify
within a
b) prepare
appropr
6.6 Doma3

This activity
processes dd

and document the privacy policies relevant to the TUA,

and document data controllers, data processors, sub processors, and other stakeho

7 have been identified,

izations where naming an individual stakeholder is not possible or, appropriate,
prganizational entity or role with operational privacy responsibility,

bntact information for each stakeholder individual or role, as-appropriate.

ms and processes identification

identifies the end-to-end spectrum of systems_dnd processes through which PII
, shared, transmitted, transferred across borders, retained, or disposed across
e TOA.

this activity are:

and document the systems and processes and the types or categories of PII that
domain,

and document an architectural representation of the systems and processes, if
jate to the TOA.

ins and domain owners identification

identifies all domains and their respective owners that are associated with the
cumented in‘the previous activity.

this actiVity are:

and_document the domains with each respective named owner, or optionally,
itional role or owner,

ders such as

pofficers and security officers with privacy responsibilities relevant to the ‘TOA, aipd document

identify the

is collected,
the domains

is processed

this task is

systems and

the specific

document each system and related processes associated with their respective owners,

relevant to the TOA,

The tasks of

a) identi_fy
organizs

b)

)

d) include,

NOTE 1

as appropriate, details enabling contact with the domain owner.

identify any additional information involving the identified owner or organizational role that can be

Domains can be under the control of PII principals or participants with a specific responsibility for privacy

management within a domain, such as PII controllers, PII processors, PII sub processors, and other distinct entities

having define

NOTE 2

d operational privacy management responsibilities.

Individual domains can be “nested” within wider, hierarchically structured domains, which can have their

own defined ownership, roles, and responsibilities. Domain owner identification is important to obtain accurate

information a

nd to establish accountability.
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domain owner characteristics and obligations depending on the specific application design.

NOTE 4

found in ISO/IEC 27556.

6.7

Intra-

domain roles and responsibilities identification

A data processing agreement can serve to document domains and their owners. PII principals can have

Further guidance on PII handling based on user preferences and privacy preference administration can be

This activity identifies the different roles and responsibilities associated with PII within domains.

The tasks of
a)

systems

this activity are to:

within a specific domain,

identify and document the roles and responsibilities assigned to specific participants, processes, and

b) identify

6.8 Touch

This activity
processes w
flows, which|
and establis]

The tasks of
a) identify

and acrd
b) docume
c) createa
6.9 Dataf

This activity
across touch

The tasks of
a) identify

PII, amo
b) map the
c) identify

and document the specific areas of responsibility for participants who carry multij

| points identification

delivers an end-to-end mapping of the intersection of data flows.with actors o
thin and across each domain in the TOA. This mapping illustrates thé intersection
ensures a complete picture of all domains and systems and processes in which PII
1es both physical and logical locations for processing and otheractions.

this activity are to:

the touch points at which the data flows intersectayith actors or systems or proc
ss domains within the TOA,

ht the location of PII input and output points foreach Pll-relevant system node,

mapping or architectural view of the touclypoints.

lows identification

delivers a comprehensive detailing of the flow of both PII and privacy control r
points.

this activity are to:

and document thed@ata flows carrying PII, or privacy control requirements associg
hg domains associated with the TOA,

identified.data flows,

and docment the PII input and output methods associated with the data flows.

ble roles.

" systems or
s of the data
s processed,

esses within

Pquirements

ted with the

NOTE 1 D;1ta flows can be multidirectional or unidirectional.

NOTE 2  Security control requirements can be associated with data flows with respect to access control and
authentication.
NOTE 3  Privacy control requirements, such as data minimization, have an impact on data flows.

6.10 PII identification

This activity delivers a comprehensive identification of the PII.

© ISO/IEC 2024 - All rights reserved
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The tasks of this activity are to:

a) identify and document the PII collected, stored, used, shared, transmitted, transferred across borders,
retained or disposed within domains or systems or processes in the following three categories:
1) incoming PII (received from an external domain, system, or process),
2) internally generated PII (created within a domain, system, or process),
3) outgoing PII (sent to an external domain, system, or process),
b) identify and document PII characterized by special designation relevant to the TOA (e.g. sensitive or
other designations) for each of the three categories.
NOTE 1 In nming PlI flows into a domain_or a system or praocess within a domain
NOTE 2  Infernally generated PII is created within the domain or system. Examples include devicg information,
timestamps, Jocation information, and other system-generated data that can be associated)withig a device or

application and linked to an identity.

NOTE3  Oytgoing PII flows out of a domain, or out of a system within a domain to anoth€r system with

NOTE4 PI
policies and p

can be defined at the degree of granularity appropriate for the scope€ of analysis and rel
rivacy control requirements.

7 Privac)
iteration process
7.1 Purpgse

This processg
and risk ma

identifies and documents the operational, components necessary to enforce the pri
agement objectives associated with the['OA. These include:

— the fundftions and/or mechanisms necessaryto implement privacy control requirements in

n the domain.

evant privacy

y controls, privacy control requirements, capabilities, risk assessment and

vacy policies

the TOA;

— theintegration and sequencing of privacy delivery mechanisms (products, technologies, pr

cesses); and

— the privacy service delivery architécture appropriate for interdependent, complex networked systems.

The objectiyes and remit of the privacy engineer determine if the identification and docugnentation of

capabilities ¢xtend to the mechanism level.

NOTE1 THe activities in this process are not necessarily intended to be followed sequentially.
iterative. That is, as inforntation becomes available, the engineer contacts additional information sources
TOA. For exarpple, if additional PII processors or sub processors are identified, this can impact interdepg
requirements or functions. It is likely that the iteration of certain activities is necessary, resulting in m
the documentjationand decisions or recommendations of the privacy engineer.

They become
related to the
ndent control
odification to

NOTE 2
iteration cycles for the TOA.

NOTE 3  The identification of security controls, security control requirements, and security capabiliti

to this process. They are documented in concert with the privacy controls, control requirements,

capabilities.

7.2 Outcomes

the limits of

es is essential
and privacy

Successful completion of the privacy controls, privacy control requirements, capabilities, iteration and risk

assessment process results in:

— identification, categorization and documentation of all privacy controls, privacy control requirements,

and capabilities identified within the TOA;
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privacy controls, privacy control requirements, and privacy capabilities;

NOTE
extensions to

structured mapping of the relationships and interdependencies; and

documentation resulting from iteration and risk assessment activity.

the TOA.

7.3 Privacy control specification

This activity identifies and documents the privacy controls required in the TOA.

identification, categorization and documentation of the relationships and interdependencies among

This mapping enables analysis and modifications over the lifecycle of the systems included in the TOA or

The tasks of
a)

inherite

NOTE 1
PII proce]

b) internal
NOTE 2
exporte
NOTE 3

processo
a data sh

7.4 Priva

This activity
policy expre

The tasks of
a)
b)

identify
identify
c¢) map the

NOTE1 In
control requi

NOTE2 Pr

Ehis activity are to 1dentily and document:
 privacy controls,

The inherited privacy controls are required by an external source and recejyed by a PI
ssor. They can be required by a data sharing agreement.

privacy controls,

[ privacy controls.

I to implement in an external domain or in an externaksystem within a domain. They can h
hring agreement.

Cy control requirement specification

r focuses on operational implementatiofi, in contrast to general and abstract pri
5sions.

this activity are to:

and document privacy control requirements associated with the identified privacyj
and document privacy control requirement interdependencies,

privacy controlrequirements to the inherited, internal, and exported privacy cont

instances wheré privacy control statements address functionality, the privacy contro
ement are‘equivalent.

The internal privacy controls are required within a domain or system within the domaiy.

vacy-centrol requirements can be based on legal, regulatory, operational, or business requ

controller or

The exported privacy controls are those that the exporting entity requires a PII cofjtroller or PII

erequired by

facy control

controls,

rols.

and privacy

irements.

7.5 Capa“d;tlco opcpiﬁbat;uu

This activity defines the capability functions and capability mechanisms necessary to operationalize
privacy control requirements. Capability functions and capability mechanisms represent the two levels of
functionality applicable to an operational implementation.

The tasks of
a)

this activity are to identify and document:

the capability functions required in the TOA,

b) the capability mechanisms required in the TOA,

9

the interdependencies among capability functions or capability mechanisms,

d) the risks associated with the operation of the interdependent capabilities.
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at the function or mechanism level) of the capabilities identified in the TOA.

7.6 Risk assessment

The scope of a TOA and the privacy engineer’s remit define the level of granularity (that is, the identification

This activity addresses the need to comprehensively evaluate the privacy and security risks inherent in the
TOA, including those related to operational interdependencies among capabilities.

The tasks of this activity are to:

a) examine all information identified and defined in the TOA from a risk management perspective,

b) identify and document privacy and security risks that can result from operationalization,

c) addressfany identitied riSKS 1N the Selection of COntrols, CONtrol requirements, or capabpilitips applicable
to the TPA.

NOTE1 THisactivity supports the method of privacy engineering operationalization, which jsiterativg and includes

exit criteria (
and analysis,

NOTE2 PQ
information 9
conformance
privacy impa

p.g. constraints on the ability of the privacy engineer to carry out additional itérative cycl
br constraints placed by the remit given to the privacy engineer for the analysis).

MME addresses technical and operational risks in a TOA (e.g. impact(of a control failurg
ystem, program, software module, or device) as well as risks asso€iated with the proce
or in violation of privacy safeguarding as identified in a PIA. ISO/IEC 29134 provides

t assessments. Additionally, ISO/IEC 27557 addresses organizatjonal privacy risk manage

NOTE3 Ite
systems and

7.7

ration and risk assessment are interrelated and are especialyximportant in operational sy4
heir associated privacy controls are interconnected anddnterdependent.

Iteration

This activity addresses the need for privacy engineers to discover and analyse additional

impacting t
knowledge b
iteration of

e TOA. As more information becomes:available to the engineer while develop
ase, additional research can be needed: The additional information and analysis ca
rocesses and activities associated with the TOA.

bs of research

in a process,
tsing of PII in
buidelines for
ment.

tems because

information
ing the TOA
L require the

The tasks of|this activity are to:

a) iterate information gathering apd\stakeholder contact as necessary to ensure a complete and accurate
knowledge base in order to operationalize privacy and security in the TOA,

b) undertake review of, andfevisions to, processes, activities and tasks, as needed,

¢) document the additional information for use in the TOA processes, activities, and tasks.

NOTE1 THisactivity'supports the method of privacy engineering operationalization, which is iterativg and includes

exit criteria (
and analysis,

p.g. constraints on the ability of the privacy engineer to carry out additional iterative cycl
br constraints placed by the remit, given to the privacy engineer for the analysis)

bs of research

NOTE2 Tt

. e . - - el 1l Tl 11 1 PRS- | - -
IS AULIVILY TTUUITTS TUIILAU T WILIT dAUUTLIUTIATD STARTIIUTUTT S dITU TTPTALTU LUITLAL L d5 TITLTSSd

both the information gathering and analysis processes.

NOTE 3

y throughout

Iteration and risk assessment are interrelated and especially important in operational systems because

systems and their associated privacy controls and capabilities can be interconnected and interdependent.

NOTE 4

In addition to iteration of TOA activities, any modifications contemplated, or recommendations made,

during the lifecycle of the TOA can necessitate the update of the analysis and operational risk assessment. This
includes the iterative and updated identification of both privacy and related security controls, control requirements,
and capabilities.

NOTES5 Iteration is also necessary, for example, when a TOA is impacted by the addition of, or changes to,
interdependent systems or when the boundaries of the TOA are expanded to incorporate additional domains or
systems.
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An illustration of iteration across interdependent and linked TOAs and lifecycle is shown in Figure 3.

Linking a TOA to related TOAs

TOA-External-n

Define and describe the TOA (6.3)

( TOA Iabel or identifier (6.3)

Participant and information source identification (6.4) ’—l»_‘

TOA-External-1

Systems and processes identification (6.5)

Extension to
external domain

TOA(s)

Domains and domain owners identification (6.6)

: Intra-domain roles and responsibilities identificatio!

TOA-x

—

_ Touch points identification (6.8)

(Named with unique
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" Data flows ide

ifieat
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o777

N

" Pl identificati

T
.
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n (6.10) TOA across lifecycle

TOA-Intra-1

. Privacy contro|

specification (7.3)

Privacy contro

requirement specification (7.4)

[0 8hn 8 o

Capabilities sp)

TOA-Intra-n

pcification (7.5)

Extension to

Risk

(7.6) intra-domain

Iteration (7.7)

TOA(s)

ajs

NOTE
document.

TH

8 Privac

Figure 3 — Iteration of POMME

y capabilities

8.1 Capabilities overview

Capabilities
to associate
requirement

and their associated functionS-serve as an analytic construct which enable priva
related privacy controls within a defined application. They do not replace pri
s, but rather reflect general privacy functionality. They can provide support

engineers im the analysis and, documentation of applications by providing an organizin

particularly

The eight pri
and access. ]

Operational
establishing
automated)

in complex systems:

vacy capabilitiesare agreement, usage, validation, assurance, enforcement, security
'hey are derived from the OASIS Privacy Reference Model and Methodology. [1]

capabilities and associated functions also comprise an ontological construct that
theclinkage between the required privacy controls and the functionality (both
'hat is necessary for implementation.

e numbers in parentheses on the left-hand side of this figure référ to the subclause numbe

rs within this

[y engineers
vacy control
for privacy
g construct,

interaction,

is useful for
manual and

The privacy capabilities represent groupings of privacy controls at a functional level. They serve as a tool
and checklist for the design and selection of specific functions and mechanisms. The eight capabilities are
grouped into three categories:

— core policy capabilities: agreement, usage;

— privacy assurance capabilities: validation, assurance, enforcement, security; and

— presentation and lifecycle capabilities: interaction, access.

These groupings, illustrated in Table 2, enable privacy engineers to compose the “architectural” relationship
of the capabilities in an operational design. Annex C provides an expanded discussion and illustration of the
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relationship and interaction of capabilities and their associated functions and mechanisms in the context of

a consumer-focused use case.

NOTE The functions within each category are available for mutual interaction without restriction.

Table 2 — POMME capabilities

Core policy capabilities Privacy assurance capabilities Presentation and lifecycle
capabilities
Agreement Validation Assurance Interaction
Usage Enforcement Security Access

Using these grouplngs of capabllltles as a tool a prlvacy engmeer system architect or technlcal manager

can organiz¢a
analysis of the spec1flc mechanisms that are requ1red to implement privacy p011c1es andcco
ensure their|interoperability.

The capabilifies encompass system and process functionality not typically described, in priva
or not specifically addressed in typical privacy control statements. For example, functionality
management and delivery of privacy controls across integrated systems is typically not address
principles and privacy control statements.

Understandilng such inferred functionality is necessary if systems and associated processes ar¢
be made “prjivacy-configurable and compliant” and to ensure accoudtability. Without this un
enforcing priivacy policies in a distributed, fully automated environment is not possible. This i
for privacy engineers.

design and
rols, and to

Cy principles
enabling the
bd in privacy

 intended to
Herstanding,
5 a challenge

To address this challenge, the capability groupings provide an organizing structure that adldresses the

relationship|among capabilities and their associated fungtions, and provides visibility into t
of privacy mianagement systems in applications and netWorks for participants and stakeholder
capabilities ¢an also help achieve a more complete undérstanding of the interaction of privacy
their operatijon.

The capabilities support a detailed privacy engineering analysis, interact with one another,
applications| are co-dependent. Operatiomally, they encompass an interrelated set of prij
requirements identified by the privacy engiheer.

hnd its associated functions can interact with one or more other capabilities and thg
In other worfs, functions under @ne.capability category can be interdependent with functions u
capability cqtegory (e.g. “pass-information to a new function for subsequent action”). The cap
interact in ajn arbitrary, intereonnected sequence to operationalize a privacy management tas
privacy lifec
such interac

A capability

fions and their sequencing.

8.2 Capability details and associated functions

e operation
s. The use of
controls and

dnd, in many

acy control

ir functions.
hder another
abilities can
k or a set of

ycle policy and control requirements. A detailed privacy engineering analysis shoyld illustrate

8.2.1 Corepolicy capabilities

8.2.1.1 Agreement capability

The agreement capability constitutes a functionality that:

a) defines and documents permissions and rules for the handling of PII, based on applicable policies,
individual preference and consent, and other relevant factors,

b) provides relevant actors with a mechanism to negotiate, modify or establish new permissions and rules,

c) expresses the agreements for use by other capabilities.
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8.2.1.2 Usage capability

The usage capability ensures that the use of PII complies with the terms of any applicable consent agreement,
policy, law or regulation, as well as privacy control requirements related to information minimization,
linking, integration, inference, transfer, derivation, aggregation, pseudonymization, and anonymization,
storage and destruction over the lifecycle of the PII.

8.2.2 Privacy assurance capabilities

8.2.2.1 Validation capability

The validation capability ensures the information quality of PII in terms of accuracy, completeness,
relevance, timeliness, and other relevant qualitative factors.

8.2.2.2 AsLurance capability

The assurange capability ensures that any actor, domain, system, or system componenthas the functionality
necessary tg carry out its assigned roles in processing PII.

8.2.2.3 Er]iorcement capability
The enforceinent capability constitutes a functionality that:
a) initiatescontinuous monitoring capabilities to ensure the effective-operation of all capabilifies,

b) initiateq response actions, policy execution, and recourse detions when audit controls and monitoring
indicate|operational faults and failures,

c) recordspnd report evidence of compliance to stakeholders or regulators,

d) provides data needed to demonstrate accountability.

8.2.2.4 Sefurity capability
The security capability constitutes a functionality that:
a) enables fhe trustworthy processing;’communication, storage, and disposition of privacy opgrations,

b) provides the procedural and technical mechanisms necessary to ensure the confidentialjty, integrity,
and avalilability of PII.

8.2.3 Pregentation andlifecycle capabilities

8.2.3.1 Interaction-capability

The interactjoficcapability constitutes a functionality that:

a) provides generalized interfaces necessary for presentation, communication, and interaction of PII and
relevant information associated with PII,

b) encompasses functionality such as user interfaces, system-to-system information exchanges, and agents.

8.2.3.2 Access capability

The access capability enables PII principals to review their PII and to propose changes, corrections, or
deletions, as required or allowed by permission, consent, policy, or regulation.
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Annex A
(informative)

Mapping of the privacy principles from ISO/IEC 29100 to POMME
capabilities

Table A.1 shows the mapping of POMME capabilities to ISO/IEC 29100 privacy principles.

Table A1 — Mapping POMMEtoISO/IEC29100

Privacy prirciples specified in ISO/IEC 29100 |POMME capabilities

Consent and fhoice Interaction, agreement, access, security, usage
Purpose legifimacy and specification Interaction, agreement, usage, security

Collection linhitation Usage, assurance, interaction, agreement, security
Data minimization Agreement, usage, security

Use, retentiof, and disclosure limitation Agreement, usage, security

Accuracy and quality Validation, assurance, enfpreement, security
Openness, transparency, and notice Interaction, agreementsaccess, security
Individual pqrticipation and access Access, validation, usage, enforcement, security
Accountabilify Assurance, usagé, enforcement, interaction, access, s¢curity
Information $ecurity Security, usage, assurance

Privacy compliance Enforcement; assurance, security

As stated in [7.5, the privacy engineer identifies the Specific capability functions and capability jmechanisms
as approprigte for the engineering analysis of the-TOA under consideration (see 8.1 for further information).
As an exami]le of this association, Table A.2 displays the consent and choice principle and its associated five
capabilities, [illustrating the linkage of functions and mechanisms with each capability.

Table A.2 — Example offunctions and mechanisms associated with capabilitigs
Capability Functions and mechanisms
. function 1...n
Interaction .
mechanism 1...n
function 1...n
Agreement .
mechanism 1...n
function 1...n
Access .
mechanism 1...n
SeC r1t fullLLiUll 1...11
u
y mechanism 1...n
U function 1...n
sage .
& mechanism 1...n

NOTE1 ISO/IEC 29100 lists privacy principles as well as sets of practices that demonstrate adherence to each
of these principles. For the purposes of this document, the practices that are primarily operationally focused are of
greatest relevance to the privacy engineer. Practitioners can consult ISO/IEC 29100 and the adherence practices when
evaluating the privacy engineering aspects of a TOA.

NOTE 2  The security capability is included in Table A.1 for all privacy principles to reinforce the association of
security and privacy, as discussed in 5.6.
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Annex B
(informative)

Lifecycle process example involving a PII controller and a solution

provider

When following POMME processes, it is fundamental to establish the roles played by organ
individuals contrlbutlng to the privacy engmeerlng ob]ectlves W1th1n the scope of an entity of

organizations (see ISO/IEC TR 27550:2019, Table 2) can help to establish a common understg
taxonomy uged in this annex.

ISO/IEC TR 47550:2019, Figure B.3 illustrates the important difference between conventional p][

and Agile programming and their potential treatment when using POMME. Lifecycle
conventional programming are carried out in sequence (e.g. A followed by B followed by

izations and
interest (e.g.
layed by the
nding of the

ogramming
rocesses in
C), while in

Agile progrdgmming, each sprint process can contribute to an incremental gutcéme of A, B and C. In any

methodology where outcomes are incremental in nature, the lifecycle can répeat in an iterative
fashion. Thig implies that the privacy engineering considerations should-be*modularized to me
of the sprint|or the individual iterations driving the specific outcome forja’given iteration.

or recursive
et the needs

In addition, ffocus should remain on the overall goal of the privacy*engineering program

impacting the lifecycle. This can be achieved by analysing the‘iterations and the overall goal,

a functional jprivacy perspective, but also from a privacy risk perspective (see 7.6 for details). T

enable the stakeholders to establish a cost-benefit map;of the privacy controls and measure
implemented in the right stage of the lifecycle, can_prvoduce the optimal functional outcome
operationaligation of a product or service, while als6\providing maximum benefit from a privacy
goal perspedtive.

An example
provider life

of a privacy engineering interaction scenario using the POMME in a PII controller
cycle scenario is depicted in Figtre B.1.

witlh respect to
the final outfome expected by the entity of interest, which canidclude an overall analysis of

ultiple TOAs
ot only from
his can also
5 that, when
for privacy
engineering

and solution
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Figure B.1 — Privacy engineering interaction in a data controller/solution provider gcenario

In this lifecyj
as input for 1
compliant fu
(DPO) befor
privacy regu

Examples of
— the type
the stag

the part|

whether

this impact include:

The outputs

of processing that can bejundertaken;

e when PII can be cellected;

geographic location“ef the cloud storage server; and

biometric authentication is permissible.

cle scenario, while non-PII related functionalrequirements (non-PII FR) can be d
equirements engineering, the PII related-functional requirements (FR) - referred
nctional requirements - are assessed by-the privacy engineer (PE) and the data py
b they are taken forward. This is because privacy control requirements emergiry
lations can impact the non-PII functional requirements of the solution.

jcular types of processing that are permitted based on the legal basis for the collec

of.tHis analysis by the PE and DPO are new privacy control requirements that beca

rectly taken
[0 as privacy
ivacy officer
g from data

fion of PII;

me input for

identifying enabling capabilities, functions, and mechanisms, as provided in POMME.

Figure B.1 depicts two distinct but interdependent elements:

a) Where the role of the privacy engineer in a software development lifecycle is performed as part of the
privacy engineering activity that is within the data controller organization.

This element is illustrated on the left-hand side of Figure B.1, labelled “data controller.” The privacy
control requirements in this case are driven primarily by market expectations as well as the controller
organization’s privacy strategy. While non-PII related functional requirements are directly decided upon by
the associated business functions, Pll-related functional requirements are assessed by the privacy engineer.
In this example, with oversight from the data controller organization’s DPO, the privacy engineer can define
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the privacy control requirements to be addressed during the development lifecycle, by using the methods
and definitions of POMME.

b) Where the role of the privacy engineer is performed within the solution provider organization.

This is illustrated in the right-hand side of Figure B.1, labelled “solution provider.” In this case, the privacy
requirements are considered throughout the software development lifecycle and are primarily driven by
the requirements from clients and market expectations. In the context of the solution provider, the privacy
friendly features introduced by privacy engineers of the solution provider organization can also be driven
directly by interaction with a customer seeking specific privacy controls and capabilities from the solution
provider. Such interaction is depicted in Figure B.1.

The key distinction between the data controller and solution provider contexts, as shown in Figure B.1, is
the absence of a specific role for a DPO for the solution provider. Here, the privacy engineer is part of the
application development team, and the solution provider’s DPO does not have advisory and ingpection role.
Although Figure B.1 depicts both data controller and solution provider together, they can exist infependently.
In the case ¢f a solution provider, the DPO would be part of the data controller organization (which is not
shown in Figure B.1), for which the solution is intended to be built by the solution provider.

In both scerjarios described above, during the various stages of an iterative dévelopment agproach, it is
possible thiE privacy vulnerabilities are introduced by virtue of changing-other design pgqrameters or
0

consideratiopns during the software development process. These possibilities-are collectively |indicated as
“design indulced privacy vulnerabilities” in Figure B.1.

Such vulnergbilities can be accounted for and remediated in tandem with'the rest of the developiment process
by continuously engaging the privacy engineer to assess, evaluate anid treat the impact of changes in design
considerati;lls during the various software development stagés. POMME processes support fontinuously
focusing on putcomes that meet the privacy engineering operationalization objectives of the TQPA(s) (see 7.7
for details) ip various, real-world lifecycle scenarios, such as the example illustrated in Figure H.1.
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