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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenahg
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordahce wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document(imay be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any orall such patent r
Details of any patent rights identified during the development of the document will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patérits).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms and expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/IEE JTC 1, Information technology, SC 27, IT Se
techniques.

ISO/IEC 27086 consists of the following parts, uider the general title Information technology — Se
techniques —t Information security for supplier relationships:

— Part 1: Qverview and concepts

— Part 2: Requirements

— Part 3: Quidelines for inforpiation and communication technology supply chain security
The following part is under ‘preparation:

— Part 4: Quidelines-farsecurity of cloud services.
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-2:2014(E)

Organizations throughout the world work with suppliers to acquire products and services. Many
organizations establish several supplier relationships to cover a variety of business needs, such as
operations or manufacturing. Conversely, suppliers provide products and services to several acquirers.

Relationships between acquirers and suppliers established for the purpose of acquiring a variety of
products and services may introduce information security risks to both acquirers and suppliers. These
risks are caused by mutual access to the other party’s assets, such as information and information
systems, as well as by the difference in business objectives and information security approaches. These

risks.should be manngpd hy both acquirers. and cnpp]inrc

ISO/IEC 27036-2:

a)

b)

)

d)

e)
f)

ISO/IEC 27036-1 provides overview and.€oncepts associated with information security
relationships.

ISO/IEC 27036-3 provides guidelines:to the acquirer and the supplier for managing informa
risks(specific to the ICT products-and services supply chain.

ISO/IEC 27036-4 (to be published) provides guidelines to the acquirer and the supplier f]
infornation security risks'specific to the cloud services.

NOTH The user ofithisS document needs to correctly interpret each of the forms of the expressior
(e.g. “shall”, “shall not?, “should” and “should not”) as being either requirements to be satisfied or reco
wherg¢ there is acertain freedom of choice.

specifies fundamental information security requirements for defining, implementin

onitoring, reviewing, maintaining and improving supplier and acquirer rélationships;

facilitates mutual understanding of the other party’s approach to information security g
fpr information security risks;

reflects the complexity of managing risks that can have information security impact]
nd acquirer relationships;

—

b intended to be used by any organization willing to evaluate the information securit
I acquirer relationships;

o

i$ not intended for certification purposes;

b intended to be used to set a number of defined information security objectives ap
upplier and acquirer relationship that is a®asis for assurance purposes.

v =

b, operating,
Py
nd tolerance

s in supplier

y in supplier
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7 in supplier

tion security

Dr managing

of provisions
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Information technology — Security techniques —
Information security for supplier relationships —

Part 2:
Requirements

1 Scope

This |part of ISO/IEC 27036 specifies fundamental information security requirentents
implgmenting, operating, monitoring, reviewing, maintaining and improving-supplier :
relationships.

Thes¢ requirements cover any procurement and supply of products and setvices, such as m
or aspembly, business process procurement, software and hardware, eomponents, knowl¢
procyrement, Build-Operate-Transfer and cloud computing services:

Thes¢ requirements are intended to be applicable to all organizations, regardless of ty
natufte.

To mget these requirements, an organization should haveralready internally implemented
foundational processes, or be actively planning to do‘so0. These processes include, but are n
the following: governance, business management, £isk management, operational and hum
mangdgement, and information security.

2 ormative references

The following documents, in wholer in part, are normatively referenced in this docun
indispensable for its application,For dated references, only the edition cited applies.

for defining,
ind acquirer

inufacturing
rdge process

pe, size and

a number of
pt limited to,
hn resources

hent and are
For undated

refergnces, the latest edition of the referenced document (including any amendments) appliies.

ISO/IEC 27000, Information. technology — Security techniques — Information security
systems — Overview andvocabulary

ISO/IEC 27036-1, [nfoermation technology — Security techniques — Information security
relatipnships — Bart 1: Overview and concepts

3 Terms'and definitions

Imanagement

for supplier

4 Symbols and abbreviated terms

The following symbols (and abbreviated terms) are used in this standard:

ASP Application Service Provider
BCP Business Continuity Plan
DBA Database Administrator

© ISO/IEC 2014 - All rights reserved
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ICT

ISMS

ITT
RFP

VolP

Information and Communication Technology

Information Security Management System

Invitation to Tender

Re

quest for Proposal

Voice over IP

5 Structure of ISO/IEC 27036-2

Clause 6 defines fundamental and high-level information security requirements applicable t
management of several supplier relationships. Any of the processes in Clause 6 can be) appli
individual sypplier relationships at any point in that supplier relationship lifecycle.

These requifements are structured according to life cycle processes specified in [SOAEC 15288.[1] ]
requirements shall be applied by the acquirer and by the supplier to ensure that these organisations are
able to mangge information security risks resulting from supplier relationships,

NOTE

security in supplier relationships.

Clause 7 defines fundamental information security requirements applicable to an acquirer and a suj
within a confext of a single supplier relationship instance.

These requit

a) Supplier
b) Supplien
c) Suppliey
d) Suppliey
e) Supplier
Requiremen
relationship

Figure 1 des
processes dg

ements are structured given following supplier‘velationship life cycle processes:
relationship planning process;

selection process;

relationship agreement process;

relationship management process;

relationship terminatiomprocess.

[s in Clause 7 shallibe applied by the acquirer and the supplier involved in a suj

fined in Clauses 6 and 7:

to ensure that these'organisations are able to manage relevant information security fi

b the

ed to

[hese

Clause 6 only references the ISO/IEC 15288 life cycle processes that'are relevant to information

bplier

cribes the scapeof the fundamental information security requirements in connection
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served


https://iecnorm.com/api/?name=16675ae6f0d3db678d4721b1c5e542d1

6.1 Agreement processes

6.1.1 Acquisition
process

6.1.2 Supply process

6.2 Organisational project-enabling processes

6.2.1 Life cycle model
management process

6.2.2 Infrastructure
management process

6.2.3 Project portfolio
management process

ISO/IEC 27036-2:2014(E)

Scope

§.2.4 Human
resource
ranagement process

6.2.5 Quality
management
process

(o))

3 Project processes

3.3.1 Project planning
rocess

6.3.2 Project
assessment and
control process

6.3.3 Decision
management process

4.3.4 Risk
rmanagement process

6.3.5 Configuration
management process

6.3.6 Information
managefnent process

4.3.7 Measurement
grocess

6l4 Technical processes

%.4.1 Architectural
design process

1

~_~

7.1 Supplier
relationship planning
process

7.2 Supplier selection
process

7.3 Supplier
relationship
agreement process

\ acquirers and

Fundamental
level informa
requirements
acquirers ang

and high-
ion security
for
suppliers

as organizatipnal
scheme commonly

applicable to
of supplier re|

Fundamental
security requi

instances
ationship.

nformation
ements for
suppliers

7.4 Supplier
relationship
management process

7.5 Supplier
relationship

termination process

when establishing and
maintaining an instance

of supplier rel

ationship.

Figure 1 — Scope of fundamental information security requirements defined in Clauses 6 and 7
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Text of Clauses 6.1 to 6.4, and of Clauses 7.1 to 7.5 is structured in tables which need to be interpreted

as follows:

Acquirer

Text specific to the acquirer.

Supplier

Text specific to the supplier.

A .
ALYUITclt

L 15
SUPPIICI

Text specific to both acquirer and supplier, unless explicitly stated.

Text specific to the acquirer.

Text specific to the supplier.

There are th[ee informative annexes.

Annex A pr
relationship

Annex B pr
controls listg

Annex C pro

6 Inform

6.1 Agree

5 and clauses of ISO/IEC 27036-2.

ment processes

vides cross-references between clauses of ISO/IEC 15288 that afe, relevant to suj
pvides cross-references between clauses of ISO/IEC 27036+2"and information sec
bd in ISO/IEC 27002[2] and that are relevant to supplier relationships.

yides lists of objectives that are stated in Clauses 6 and_7 for the acquirer and supplier.

ation security in supplier relationship‘management

bplier

urity

Organisations can enter into a variety of supplierrelationships. Suitable relationships between acqyirers

and suppliers are achieved using agreements. defining information security roles and responsib

with respect to the supplier relationship.

The following agreement processes support procurement or supply of a product or service from

strategic an
a) Acquisit

b) Supply p

information security perspectives:

ion process;

rocess.

6.1.1 Acquisition process

6.1.1.1 Oﬁiective

lities

both

The following objective shall be met by the acquirer for successfully managing information security
within the acquisition process:

Acquirer

a) Establish a supplier relationship strategy that:
1) Isbased on the information security risk tolerance of the acquirer;

2) Defines the information security foundation to use when planning, preparing, managing and
terminating the procurement of a product or service.

© ISO/IEC 2014 - All rights reserved
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Activities

The following minimum activities shall be executed by the acquirer to meet the objective defined at
Clause 6.1.1.1:

Acquirer

1)

Define, implement, maintain and improve a supplier relationship strategy containing the follow-
ing:

Management motives, needs and expectations from procuring products or services;

NOTE These statements should be expressed from business, operational, legal a

’)
)

tory perspectives.
Management commitment to allocate necessary resources;

An information security risk management framework to use for assessifg inform
rity risks accompanying the procurement of a product or service;

NOTE Clause 6.3.4 defines information security requirements fer'the establishment of an

information security risk management framework.

A framework to use when defining information security requirements during the
relationship planning process;

This framework shall be defined following informatiensecurity guidelines and ry

information security policy and information classification, established by the acq

Information security requirements defined inthis framework need to be customized to each
supplier relationship instance, considering type’ and nature of the product or sery

procured.

This framework shall also include the following:

i)  Methods for suppliers to provide evidence for adherence to the defined inforjmation
security requirements;
ii) Methods for the acquirerto validate suppliers’ adherence to the defined infofmation

security requirements;
iif)
other relevant(events among the acquirer and suppliers.

A supplier selection criteria framework to use when selecting a supplier and whidh includes

the following?
i)  Methods for assessing the information security maturity required from a su

Thefollowing elements can be requested from the supplier to evaluate its in
security maturity:

1.

2. Evidence of pro-active management of information security (e.g. holdin
[EC 27001 certification relevant to the supply of the product or service);

Past security-relevant performance;

3.
ii)
information security requirements;

iii) Methods for assessing supplier acceptance of the following:

1. Information security requirements defined in the supplier relationship plan;

2. Commitment to support the acquirer in its compliance monitoring and e
activities;

3. Transition of the product or service supply that may be procured when i

previously manufactured or operated by the acquirer or by a different supplier;

© ISO/IEC 2014 - All rights reserved

Processes for sharing information about information security changes, incidents and

Evidence of documented and tested business continuity and ICT continuity plans.

Methods to be used for assessing evidence provided by a supplier based on the defined

nd regula-

ation secu-

supplier

les, such as
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4. Termination of the product or service supply.

iv) Supplier-specific requirements, to be defined in accordance to business, legal, regula-
tory, architectural, policy and contractual expectations from the acquirer, such as:

1. Financial strength of the supplier for being able to supply the product or service;

2. Location of the supplier and from which the product or service will be supplied to
particularly reduce the risk of legal and regulatory breaches.

6) High-level information security requirements to use when defining the following:

i)  Transition plan to transfer a product or service procured to a different supplier;

ii) Irformmatiom security Thange MramagemerTt procedure;

iii)| Information security incident management procedure;

iv)| Compliance monitoring and enforcement plan;

v) | Termination plan to terminate the procurement of a product or service,

b) Appoint an individual responsible for handling the information security aspects)of the supplier
relationlship strategy and ensure that this individual is appropriately and régularly trained.

¢) Ensure fhe supplier relationship strategy is reviewed at least once a yedrand whenever signiffi-
cant buiness, legal, regulatory, architectural, policy and contractual chdnges occur.

NOTE |The supplier relationship strategy should also be reviewed when a product or service is
procurdd that can significantly impact the acquirer.

6.1.2 Supply process

6.1.2.1 Objective

The following objective shall be met by the supplier for successfully managing information sequrity
within the sfipply process:

Supplier

a) Establigh an acquirer relationship strategy that
1) IsHased on the information security risk tolerance of the supplier;

2) Deflines the informatienisecurity foundation to use when planning, preparing, managing|and
terminating the supply of a product or service.

6.1.2.2 Activities

The followirlg minimium activities shall be executed by the supplier to meet the objective defied at
Clause 6.1.2]1:

Supplier

a) Define, implement, maintain and improve an acquirer relationship strategy containing the follow-
ing:
1) Management motives, needs and expectations from supplying of products or services;

NOTE These statements should be expressed from business, operational, and legal perspec-
tives.

2) Management commitment to allocate necessary resources;

3) Aninformation security risk management framework to use for assessing information secu-
rity risks that accompany the supply of a product or a service;

NOTE Clause 6.3.4 defines information security requirements for the establishment of an
information security risk management framework.

6 © ISO/IEC 2014 - All rights reserved
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4) Aninformation security management framework by:

i)  Defining, implementing, maintaining and improving an information security manage-
ment within the organization;

NOTE An ISMS establishment based on ISO/IEC 27001 can serve to ensure adequate
information security management within the organization and to demonstrate its level
to acquirers.

ii) Ensuring that information security requirements stated in existing acquirer tender
documents and supplier relationship agreements have been identified for ensuring the
supplier information security conformity to these requirements;

Any gap shall be addressed to satisfy acquirer’s information security requir¢ments of
existing supplier relationship agreements.

iii) Defining a process to accept, interpret, apply and measure acquirer information secu-
rity requirements.

b) Methods for:

i) Demonstrating supplier’s capacity to supply a product or sé€ryice of acceptable quality;

ii) Providing evidence of adherence to information security-requirements defined by
acquirers.

b) High-level information security requirements to use when defining the following

i)  Transition plan to support the transfer of a preduct or service supply when if has been
previously manufactured or operated by afivacquirer or by another supplier;

ii) Information security change manageméntprocedure;

iii) Information security incident management procedure;

iv) Processes for sharing informatioftabout information security changes, incidents and
other relevant events among the supplier and acquirers;

v)  Process for handling corrective actions;

vi) Termination plan to terminate the supply of a product or service.

b) Appoint an individual responkible for handling the information security aspects of th¢ acquirer
relationship strategy andeénsure that this individual is appropriately and regularly trained.
c) Ensure the acquirer relationship strategy is reviewed at least once a year and whenevier signifi-
fant business, legalsregulatory, architectural, policy and contractual changes occur.
NOTE The acquirer relationship strategy should also be reviewed when a supplier relationship
is established'that can significantly impact the supplier.
6.2 |Organisational project-enabling processes
The drganisational project-enabling processes are concerned with ensuring that the resoufrces, such as
the fi mmwmdedmmmeﬁmmmmwxganization’s

interested parties are met.

In particular, following organisational project-enabling processes support the establishment of the
environment in which supplier relationships are conducted or planned:

a)
b)
‘)
d)
e)

Life cycle model management process;
Infrastructure management process;

Project portfolio management process;
Human resource management process;

Quality management process.

© ISO/IEC 2014 - All rights reserved
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6.2.1 Life cycle model management process

Acquirer Supplier

a) The acquirer and the supplier shall establish the life cycle model management process when man-
aging information security in supplier relationships.

NOTE The purpose of this process is to define, maintain, and ensure availability of policies,
life cycle processes, life cycle models, and procedures for use by the organization. There are no
specific information security requirements and recommendations for acquirers or suppliers to
consider when internally establishing this process.

6.2.2 Infrgstructure management process

6.2.2.1 Objective

The following objective shall be met by each of the following organisations for successfully manpging
information [security within the infrastructure management process:

Acquirer Supplier

a) Providdthe enabling infrastructure to support the organization in managing information sequ-
rity within supplier relationships.

6.2.2.2 Activities

The following minimum activities shall be executed by eachof the following organisations to meet the
objective defined at Clause 6.2.2.1:

Acquirer Supplier

a) Define, jmplement, maintain and improve physical and logical security infrastructure capabilities
for protecting acquirer’s or supplier’s assets, such as information and information systems; and

b) Define, jmplement, maintain and improve contingency arrangements to ensure that the procfire-
ment o1 the supply of a product or service can continue in the event of its disruption caused hHy
naturallor man-made causes.

These arrangements shouldibe-based on information security risk assessments and associ-
ated trdatment plans resulting from the procurement or the supply of a product or service, and
include

1) The¢ provision efalternative, secure facilities for the product or service supply to continue;

2) Esdrow of infermation and proprietary technologies, such as application source code ang
cryptographic keys, using a trusted third party;

3) Regovery arrangements to ensure continued availability of information stored at subconr:rac-

t nramicac: o d
Or lJl CIIIIOC S, dITuU

NOTE These arrangements should only be considered when the supplier supplies services
to an acquirer.

4) Alignment with business continuity constraints expressed by an acquirer or supplier.

NOTE The following International Standards provide requirements and guidelines on con-
tingency arrangements:

1. ISO/IEC 27031(3]
2. IS0 223131[4]
3. IS0 22301I3]

8 © ISO/IEC 2014 - All rights reserved
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6.2.3 Project portfolio management process

6.2.3.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the project portfolio management process:

Acquirer Supplier

a) Establish a process for considering information security and overall business mission implica-
tions and dependencies for each individual project for those projects where suppliers or acquir-

H 1 |
L1 O dI U IIIVUIVUU.

6.2.3|2 Activities

The fpllowing minimum activities shall be executed by each of the following orgarisation$ to meet the
objedtive defined within Clause 6.2.3.1:

Acquirer Supplier

a) Define, implement, maintain and improve a process for identifying and categorizing sfippliers or
icquirers based on the sensitivity of the information shared(wjith them and on the acdess level
branted to them to acquirer’s or supplier’s assets, such as.jriformation and informatioh systems;

NOTE A supplier having very limited access to the acquirer’s assets, such as information and
nformation systems, may be categorised as not criti€al, while a supplier developing ctitical busi-
ness software for the acquirer may be categorised as critical.

b) Define, implement, maintain and improve a
process for ensuring that information secus
'ity considerations are integrated into the
bvaluation of supplier performance as.a part
pf each individual project; and

c) Ensure that project closeout inyelving a supplier or acquirer integrates information s¢curity
\ctivities documented in a terntination plan.

6.2.4] Human resource management process

6.2.4{1 Objective

The fpllowing objective shall be met by each of the following organisations for successfully managing
information secqdrity within the human resource management process:

Acquirer Supplier

a) Ensiire the acquirer and the supplier are provided with necessary human resources having
competences regularly maintained and consistent with information security needs in supplier
relationships.

6.2.4.2 Activities

The following minimum activities shall be executed by each of the following organisations to meet the
objective defined at Clause 6.2.4.1:

Acquirer Supplier

a) Consider the following in the information security training and awareness programme as part of
the human resource management process:

© ISO/IEC 2014 - All rights reserved 9
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1) Information security guidelines and rules, such as the information security policy and infor-
mation classification, in particular for personnel dealing with supplier relationships;

2) Information security requirements
generally defined in a supplier relation-
ship agreement, for demonstrating the
existence of such requirements that meet
acquirer’s needs and expectations;

3) Suppliers’ past performance in regards to
their level of conformity with acquirer’s
information security requirements, for
derponstrating potential lack of compli-
ande.

b) Identifyf and assess personnel with regard to their access to and ability to disclose or. medify
informgtion within a supplier relationship, such as sensitive information or intellectwal property
that shquld not be disclosed or modified;

c) Ensure[that identified personnel, especially those engaged in the informatiph's€curity or in the
decision of the procurement or supply of a product or service, have adequate‘competencies and
qualificptions.

d) Train these personnel on information security aspects of supplier rélationships to particularly
ensure fhat the handling of sensitive information is correctly undefstood;

e) Ensurefthat detailed criminal and background checks have been'performed for personnel asgum-
ing key |positions in supplier relationships, where permissible by law; and

f) Designdte contact points and their backups for critical aspects of each supplier relationship
including operations and maintenance to ensure minimum impact when personnel leave the
organization.

6.2.5 Quality management process

Acquirer Supplier

a) The acquirer and the supplier shall'establish a quality management process when managing
informdtion security in supplierteélationships.

NOTE |[The purpose of thisprocess is to ensure that products and services meet organizatioh
quality jobjectives and achieve customer satisfaction. There are no specific information security
requirements and recommendations for acquirers and suppliers to consider when internally
establighing this progess.

6.3 Projeft processes

Project procgsSes-are concerned with rigorous project management and project support, coverin|g one
or more suppliers.

In particular, following project processes support the establishment of the environment in which
supplier relationship instances are conducted or planned:

a) Project planning process;

b) Project assessment and control process;
c) Decision management process;

d) Risk management process;

e) Configuration management process;

f) Information management process;
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g) Measurement process.

6.3.1 Project planning process

6.3.1.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the project planning process:

Acquirer Supplier
a) FEstablish a project planning process addressing information security of supplier relatjonships.
6.3.112 Activities
The fpllowing minimum activities shall be executed by each of the following ofganisations to meet the
objedtive defined at Clause 6.3.1.1:
Acquirer Supplier
a) Include the following as part of the project planning process:
[) Impacts on project costs, plans and schedule of informration security requirements defined
for assets used within the procurement or supply of.a‘product or service;
P) Integration of information security into relevantproject roles, responsibilities, adcountabili-
ties, and authorities;
B) Securing sensitive internal information that can be impacted by supplier relationghips, such
as financial, intellectual property, customer or staff information; and
4) Resources, such as financial ones, thatare required to ensure protection of assetsg.
6.3.2| Project assessment and controlprocess
Acquirer Supplier
a) The acquirer and the supplier shall establish a project assessment and control proces§ when man-
nging information security in supplier relationships.
NOTE: The purposeof this process is to determine the status of the project and direct|project
blan execution to ensure that the project performs according to plans and schedules, yithin pro-
Jected budgets, to satisfy technical objectives. There are no specific information secutity require-
ments and@ecommendations for acquirers or suppliers to consider when internally edtablishing

this process (adapted from ISO/IEC 15288).

6.3.3| .‘Decision management process

Acquirer Supplier

a) The acquirer and the supplier shall establish a decision management process when managing

information security in supplier relationships.

NOTE: The purpose of this process is to select the most beneficial course of project action where
alternatives exist. There are no specific information security requirements and recommenda-
tions for acquirers or suppliers to consider when internally establishing this process (adapted

from ISO/IEC 15288).

© ISO/IEC 2014 - All rights reserved
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6.3.4 Risk management process

6.3.4.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the risk management process:

Acquirer

Supplier

a) Continuously address information security risks in supplier relationships and throughout their
life cycle including re-examining them periodically or when significant business, legal, regula-

it ond 1 1L 1 L a1 1
tory, arenteectatras pocyantacoitractaarcnangesoccut:

6.3.4.2 Activities

The following minimum activities shall be executed by each of the following organisations to me¢t the

objective defined at Clause 6.3.4.1:

Acquirer

Supplier

ment.

2) Suppliers or acquirers involved in these instances;
3) Th¢ procurement or supply of a product or service.
NO[TE: ISO/IEC 27005,[6] ISO 31000[Z] and ISO/TEC 15288 provide guidance on risk manage-

a) Define, jmplement, maintain and improve an information security risk ranagement framewqgrk
that deflines the organization’s risk tolerance and that can be used forjidentifying, assessing, ind
treating information security risks that accompany:

1) Existing instances of procurement or supply of product orservice;

Care shpuld be taken to ensure that this framework is defined:

1) Following the organization’s business,or mission and considering legal, regulatory, archifec-
turpl, policy and contractual requifements applicable to the organization.

in erms of:

2) Considering the assessment of-suppliers

i)

ii)

iif)

Past history, such as previous and
current business\arrangements and
dispute information;

Contractualagreements, such as
suppliertélationship agreements
and den-disclosure agreements;

Infermation security implications of
the product or service procurement,

2)

Considering the assessment of acquirlers
in terms of:

i)

ii)

iii)

Past history, such as previous and
current business arrangements pnd
dispute information;

Contractual agreements, such aj
supplier relationship agreement
and non-disclosure agreements

[72)

Information security implications
of the product or service supply,

12

including acquirer’s assets handled,
underlying technology infrastruc-
ture, business dependency and sub-
contractors used;

including:

1. information security require-
ments given in the tender docu-
ment or supplier relationship
agreement;
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iv) Supplier capability to demonstrate 2. information security risks of the
its maturity in information security. supplier which emerge from the
acquirer’s access to supplier’s
information in the case, e.g. the
acquirer applies a level of con-

3) Considering the following when defining
the method for assessing suppliers:

i) The type of assessment to apply to trol on the provider’s production
suppliers, such as a self-assessment process with access to the sup-
or an independent assessment per- plier’s sensitive information.
formed by a third party;

ii) The level of details of the assess-

cxeCttreroTT

b) Apply this information security risk management framework:
|) To classify existing instances of procurement or supply of product or servicg;
P) To classify suppliers or acquirers involved in these instances;
8)  When:
i)  Defining the supplier or acquirer relationship strategy;
ii) Planning to procure or supply a product or service.

NOTE: In case the organization holds an ISO/IEC 27001I8] certifi¢ation, it is recommended|to include
the assets resulting from the procurement or supply of a product or service in the ISMS aspet inven-
tory [to ensure continuously information security risk assessment and treatment.

6.3.5 Configuration management process

Acquirer Supplier

a) Ifapplicable, the acquirer and the suppliershall establish a configuration managemenjt process
when managing information security in supplier relationships.

NOTE 1: The purpose of this processis to establish and maintain the integrity of all identified
putputs of a project or process,and make them available to concerned parties. There are no
pecific information securityrequirements and recommendations to consider by eacl of these
brganisations when internally establishing this process (adapted from ISO/IEC 15288]).

NOTE 2: When implementing the configuration management process, it is recommended to con-
ider ISO/IEC 27002-providing guidance in change management and change control procedures.

6.3.6| Informationmanagement process

Acquirer Supplier

a) The acquirer and the supplier shall establish an information management process corlsidering
thedsensitivity of information that can be exchanged during supplier relationships.

NOTE 1: The purpose of this process is to provide relevant, timely, complete, valid and, if
required, confidential information to designated parties. There are no specific information
security requirements and recommendations to consider by each of these organisations when
internally establishing this process (adapted from ISO/IEC 15288).

NOTE 2: Establish an ISMS based on ISO/IEC 27001 can serve as a basis for applying adequate
information security of information exchanges, in particular in case of information security
changes and incidents happening during supplier relationships.
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6.3.7 Measurement process

6.3.7.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the measurement process:

Acquirer Supplier

a) Collect, analyse, and report information security measures related to the procurement or supply
of a product or service to demonstrate the maturity of information security in supplier relation-

ships apdto-stpporteffectivemanagementofprocesses—m—m

6.3.7.2 Ac]

The following minimum activities shall be executed by each of the following organisations to me

objective de

fivities

ined at Clause 6.3.7.1:

bt the

Acquirer Supplier

b)

Define,

can be @ised for assessing the procurement or supply of product or sepvice.

NOTE: I
applied
relation

Care sh
ness or

ments gpplicable to the organization.

Apply t
instanc

implement, maintain and improve an information security measurement framework

SO/IEC 27004[2] provides guidance on information security measurement that can be
to develop and implement specific measures related ta_information security in supplj
ships.

mission and considering legal, regulatory, architectural, policy and contractual requi

his information security measurement framework when preparing a supplier relation
e to agree with the other party aboutWwhat is to be measured, how the measures are t

buld be taken to ensure that this framework is defined following the organization’s bysi-

that

er

re-

ship
9

be reported, the frequency of reporting andthe actions to be undertaken if the measures do hot
meet specified criteria.

6.4 Technical processes

Technical prpcesses are generalljrused by a supplier for following purposes:

a) Define rpquirements for-g-product or service;

b) Transform these requirements into an effective product or service;

c) Sustain the provision of the procured or supplied product or service;

d) Permit qofisistent and quality reproduction of the procured or supplied product or service when
necessaty;and

e) Dispose of the product or service when it has been decided to retire it.

NOTE ISO/IEC 27036-3 provides guidance on other technical processes in addition to the one defined here.
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6.4.1 Architectural design process

6.4.1.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the architectural design process:

Acquirer Supplier

a) Establish a technical framework for sustained procurement of product or service that satisfy
purpose of supplier relationships.

6.4.1{2 Activity

The fpllowing minimum activity shall be executed by each of the following organisdtiond to meet the
objedtive defined at Clause 6.4.1.1:

Acquirer Supplier

a) Establish a process to define, implement, maintain and improve réquirements of the product or
ervice that can be procured or supplied to facilitate its selection,and migration.

7 Ipformation security in a supplier relationshipinstance

7.1 |Supplier relationship planning process

7.1.1] Objective

The fiollowing objective shall be met by the<acquirer for successfully managing information security
within the supplier relationship planning process:

Acquirer

a) Establish a supplier relationship plan that documents the decision adopted by the management
fo initiate the procurement'of a product or service, as well as the information security considera-
tions related to this proctuirement.

7.1.2| Inputs

The fpllowing minimum inputs shall be considered by the acquirer when executing informagion security
activ]ties related to the supplier relationship planning process:

Acquirer

a) Supphierretatiomshipstrategy;
b) Management motives, needs and expectations from the procurement of the product or service;
c) Intended scope of the product or service planned to be procured.

If applicable:

d) Existing supplier relationship management documentation, such as supplier relationship plans
and agreements.
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7.1.3 Activities

The following minimum activities shall be executed by the acquirer to meet the objective defined at
Clause 7.1.1:

Acquirer

a) Identify and assess information security risks that accompany the potential procurement of the
product or service based on the information security risk management framework which has
been defined in the supplier relationship strategy;

The acquirer shall ensure this information security risk assessment:

1) Is dommensurate to the criticality of the product or service planned to be procured;

2) Coyers legal and regulatory constraints impacting the product or service planned to'be gro-
curled to ensure that formal permissions and licences have been obtained prior to entering
int¢ the supplier relationship.

Caile should be taken to consider potential information security impacts of'the product or
service to be procured in regards to the information security risks asseciated with existjng
supplier relationships, particularly if there is a high dependency upon suppliers.

b) Identifyj the acceptable level of risks applied to the potential supplier relationship;
¢) Identifyf and evaluate options for the treatment of identified and assessed risks;

d) Define gnd implement an information security risk treatment plan for identified and assessed
risks to|be mitigated to the acceptable level of risk;

e) Advise the business of the information security risk assessment and treatment plan as input fo
the supplier relationship agreement negotiations;

NOTE: This procurement should not take place when the identified information security risk
cannot pe reduced to the acceptable level of risks:

UT

f) Define 4 supplier relationship plan for the prdduct or service planned to be procured and which
follow the supplier relationship strategy.

In particular, the supplier relationship.plan shall contain the following:

1) Spdcifications of the product-of service planned to be procured, in particular its scope, afidi-
ende, type and nature;

2) Asdets, such as servers,‘databases, applications, network infrastructure, that have inforrha-
tiom security relevance'in the use of the product or service, and their associated owners;

3) Acquirer’s information classification inputs to the supplier’s information classification and
other information security controls;

4) Legdal and regulatory requirements of the acquirer’ jurisdiction, and areas of laws and
regulations binding the potential supplier that should be reviewed during supplier selecfion
prdcess, namely:

i) TEXportcontrot,
ii) Personal data protection legislation and labour laws;
iii) Intellectual property of third parties; and

iv) Other legal and regulatory requirements, such as tax laws, product liability, investiga-
tory powers.

If any authorisations or licences from internal or external authorities are required for legal
and regulatory compliance, these shall be obtained prior to entering into any supplier rela-
tionship agreement with the supplier.

5) Information security roles and responsibilities assigned within the acquirer’s organization
and specific to the product or service that may be procured;
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6) Acquirer’s information which can be shared with potential suppliers for the product or ser-

vice that may be procured;

NOTE: Acquirer’s information should have a designated owner, responsible for its dissemina-

tion and for ensuring that related handling rules are correctly applied.

7) Minimum information security requirements that shall be agreed with the suppli
for the procurement of the product or service.

These requirements shall be directly derived from the information security risk assessment
and treatment plan, and from the information security requirements framework defined in

the supplier relationship strategy.

-2:2014(E)

er selected

These requirements should also be defined considering the criticality of the pred
vice that may be procured and the following:

i)  Information classification made by the acquirer;

ii) Information security requirements defined in existing supplier réldtionship
agreements.

All defined requirements shall be classified with “SHALL” to difféerentiate them fr|
mendations.

lict or ser-

plans and

pm recom-

7.1.4] Outputs

The fpllowing minimum outputs shall be produced by the acgliirer when executing informa
activ]ties related to the supplier relationship planning process:

fion security

Acquirer

a) Information security risk assessment and treatment plan associated with the product| or service
that may be procured;

b) Documented management decision stating the approval of information security risk dssessment
ind treatment plan and that procurement of the product or service may be initiated;
The decision to not procure a product or service shall also be documented with the information

ecurity reasons that have induced this decision.
c) $upplier relationship plan,
7.2 |Supplier selection process

7.2.1] Objectives

The fpllowing.objectives shall be met by each of the following organisations for successful
informationsecurity within the supplier selection process:

ly managing

. 1
Acquirer Supplier

a)

Select a supplier that provides adequate infor-|a) Respond to the acquirer’s tender document
mation security for the product or service considering the information security risks
that may be procured. associated with the product or service to
be supplied and the information security

requirements defined in the acqui
document (e.g. ITT, RFP).

rer’s tender

© ISO/IEC 2014 - All rights reserved
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7.2.2

Inputs

The following minimum inputs shall be considered by each of the following organisations when executing
information security activities related to the supplier selection process:

Acquirer

Supplier

<)

Existin

a) Supplier relationship strategy;
b) Supplier relationship plan.
If applicable:

QI fimnd £ou

a) Acquirer relationship strategy;

b) Acquirer’s confidentiality agreement;

c) Acquirer’s tender document.

5 malicrcalaction ot oo L0
b Jbll.ll.lll\/l SUICCLIVIT CTIILCTI TA UL ITIIICu 1U1I

other procured products or services;

d) Existing confidentiality agreements defined

for othgr procured products or services.

7.2.3 Actiyities

The followin

objectives d¢fined at Clause 7.2.1:

g minimum activities shall be executed by each of the following, organisations to

meet

Acquirer

Supplier

18

Define and implement supplier selection cri-
teria bajsed on the supplier relationship plan
containfing specifications of the product or
servicelthat may be procured and on the sup-
plier selection criteria framework defined in
the supplier relationship strategy;

The supgplier selection criteria shall cover the

followi

1y

2)

3)

g:
Acdeptance from the supplier of the.infor-
mafion security requirements defined in
theltender document;

Su
rit

plier’s maturity in information secu-

)

This maturity canbe-defined by request-
ing[the supplier to hold an ISO/IEC 27001
cerfification ot to provide information
security documentation such as docu-
mehted and tested business continuity
plapsforensuring its capacity to support
corjcurrent activations by acquirers of

a)

Review theyconfidentiality agreement to
ensureit protects supplier’s assets, such
information and information systems, tr
mitted during the supplier selection proc

NOTE 1: In the absence of a confidentialit
agreement proposed by the acquirer, the
plier should submit its own confidentialif
agreement to the acquirer before any fur
exchange of assets that can impact the pr
uct or service that may be supplied.

NOTE 2: Existing confidentiality agreem¢
should be used as a support for preparin
confidentiality agreement of the product
service that may be supplied.

Agree and sign acquirer confidentiality
agreement,;

Receive acquirer’s tender document;

Validate that the development and supply

as
ANS-
€SS,

y
sup-
y
ther
od-

nts
y the
or

y

of the product or service follow common

PV-P-P-C 2 ncinace an ctkanda

y

incident management and recovery plans.

Terms under which the supplier allows
being audited by the acquirer or by an
authorized third party to ascertain
compliance with the defined information
security requirements;

e)

d+a nica
“\,\,DPL\,U UUJISIIICOO dlITu Lt LIlricarl otdIiitualr

and good practice;

Identify and evaluate information security
risks that accompany the potential supply of

the product or service based on the infor

tion security risk management framework

defined in the acquirer relationship strat
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4)

Transition acceptance when the product
or service that may be procured has been
previously operated or manufactured by
the acquirer or by a different supplier;
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Care should be taken by the supplier to
ensure that the potential supply of a product
or service will also not increase the informa-
tion security risks linked to existing business
activities and supplier relationships.

(O ensure

f) Identify the acceptable level of risk for the
supply of the product or service;

5) Termination acceptance to maintain g) Identify and evaluate options for the treat-
information security in case of supplier ment of the identified and assessed risks;
relationship agreement termination;

b) Capacity management of the supplierto |h) Define and implement an information secu-
supply the product or service that may be rity risk treatment plan for the id¢ntified and
procured, assessed risks which have-been s¢lected to be

mitigated to the acceptable risk lgvel;
NOTE: This supply should not take place
when the identified information spcurity
risks cannot be reduced to the acgeptable
level.

/) Financial strength of the supplier that i) Review the'information security require-
may supply the product or service; and ments-defined in the tender document for:

B) The location of the supplier and from 1) OEnsuring conformity to theselrequire-
which the product or service will be sup- ments;
plied.

Care should be particularly taken to iden- 2) Determining if any additional informa-

tify this location in order to: tion security controls will ne¢d to be

implemented to address then.

The resources required, such|as the
financial ones, for implementjng these
controls need to be assessed

that the supplier is willing to respond to
the tender document.

i)  Identify any potential legal and regu-|j) Review the terms under which aufits will be
latory risks\caused by the difference executed by the acquirer or by anfauthorized
in laws and regulations between the third party to ascertain complianfe with the
acquirer and the supplier; information security requirements defined
NOTE: Investigations related to the by the acquirer;
foreign legislation need be per-
formed in the case of cross jurisdic-
tional procurement.

t—FEnsurethattegatandregulatory kj—Pecidetorespondornottothetender docu-

obligations applying to the supplier
cannot adversely impact the supplier
relationship agreement in terms of
information security; and
iii) Evaluate environmental threats,
such as local crime rates or geopo-
litical issues, and their potential
impacts.

© ISO/IEC 2014 - All rights reserved
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1) Supplier’s information security risk
assessment and treatment plan related
to the potential supply of the product or
service;
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b)

20

NOTE: Existing supplier selection crite-

ria defined for other procured products or
services can be also used when defining and
implementing supplier selection criteria of the
product or service that may be supplied.

Prepare a confidentiality agreement to be
signed by the potential to protect acquirer’s
assets, such as information and information
systems, transmitted during the supplier
selection process;

2) The gap to be addressed to satisfy
acquirer’s information security require-
ments defined in the tender document.

Assign an individual responsible for inte-
grating appropriate information security
language that addresses information security
requirements and criteria into the response
document.

NOTE 1} If appropriate, this confidential-

ity agrgement should be signed by the

acquiref and the potential supplier before any
exchange of information which relates to the
product or service that may be procured.

NOTE 2} Existing confidentiality agreements
should be used as a support for preparing the
confideptiality agreement of the product or
servicelthat may be procured.

Preparg and provide a tender document, such
as an I'TIT or a RFP, to the potential supplier;

The tender document shall be produced based
on the qupplier relationship plan and shall
contain|information sufficient for enabling the
supplier to prepare its proposal with ration-
ale.

In particular, the tender document shall con-
tain thd following:

1) Spgcifications (e.g. scope, audience, type
and nature) of the product or service to
be procured;

2) Infprmation security requirements that
thelsupplier shall follow.while supplying
the|product or servige;

3) Service levels or key performance indi-
catprs to folloyrduring the product or
serfvice supply; and

4) Potential'penalties that can be imposed
by the aequirer in case of non-compliance
to thesinformation security requirements

NOTE: As far as possible, the tender docu-
ment should only contain public or declassi-
fied information. Such document should only
contain information necessary for allow-

ing the supplier to respond with rationale.
Highly sensitive information should never
be included in a tender document under any
circumstances.
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d) Collect response documents which have
been transmitted by potential suppliers in
response to the tender document and evaluate

t

NOTE: For procurement of non-customised
services (e.g. ASP services), the acquirer
should validate that the information security
management, controls, implementation and
service levels provided by the supplier meet
the supplier selection criteria.

hem based on supplier selection criteria; and

ISO/IEC 27036-2:2014(E)

e)

NOTE: Acquirers should prefer a supplier that
provides greater transparency throughout the

elect a supplier based on the evaluation of
hese response documents.

product or service supply chain and assurances

that hcquirer’s information security requirements

defined in the tender document will be met.

7.2.4] Outputs
The fpllowing minimum outputs shall be produced by each of the following organisations whien executing
information security activities related to the supplier selection process:

Acquirer Supplier

a) $upplier selection criteria; a) Ifappropriate, signed acquirer’s confidential-
ity agreement;

b) Confidentiality agreement; b) Information security risk assessmient and
treatment plan associated with the product or
service that may be supplied;

c¢) Tender document; c) Response document to the acquirg¢r’s tender
document.

d) Response documents evalpation results;

e) Afcquirer’ selection ofithe potential supplier
which has met supplier selection criteria.

7.3 |Supplierrelationship agreement process
7.3.1] Opbjective
The fpllowing objective shall be met by each of the following organisations for successfully managing
information security within the supplier relationship agreement process:
Acquirer Supplier

a) Establish and agree on a supplier relationship agreement addressing the following:

1) Information security roles and responsibilities of the acquirer and the supplier;

2) Transition process when the product or service has been previously operated or manufac-

tured by a party different from the supplier;

3) Information security change management;

4) Information security incident management;
© ISO/IEC 2014 - All rights reserved
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5) Compliance monitoring and enforcement;

6) Termination process.

7.3.2 Inputs

The following minimum inputs shall be considered by each of the following organisations when executing
information security activities related to the supplier relationship agreement process:

Acquirer Supplier

a) Supplie - relation chip strategy: n) Ar‘rlnirpr rp]qfinnchip strategy

b) Acquirgr’s tender document;

c) Supplief’s response document.

7.3.3 Activyities

The following minimum activities shall be executed by each of the following organisations to meet the
objective defined at Clause 7.3.1:

Acquirer Supplier

a) Define with the other party the supplier relationship agreement specific to'the planned supply of the prqduct
or servide;

This agrgement shall:

1) Corfform to the acquirer’s tender document and to the supplier’s response document;
It mleans that this agreement shall particularly contdin.the following:
i) | The information security requirements thesupplier shall comply with;
ii) | The service levels or key performance indicators to follow during the product or service delivefry.

NOTE: Content of the supplier relationship’agreement can be derived from the tender document, or from
thefresponse document, in the case of nan-customisable services (e.g. ASP service).

2) Address information security rolessand responsibilities of both acquirer and supplier within the scape of
the|product or service supply;

NOTE: Defined roles and responsibilities should be assigned to competent individuals within the
acqpirer or supplier thatare correctly and regularly trained in information security.

3) Address the informationsecurity aspects of supplier’s subcontracting arrangements impacting the
profuct or service,supply;

4) Address the transition of the product or service supply when it has been previously manufactured qr
operated by the'acquirer or by a different supplier to ensure its continuity;

A trfansition plan shall be defined by specifying the information security requirements to be followg¢d by
both aCquirer and supplier during the transition of the product or service supply.

Thedefimitiomrof this plamrstrattconformrtoassociated igh-teveHnformmatior security Tequirentents
defined in the acquirer and supplier relationship strategies.

The transition plan shall be agreed by both acquirer and supplier, and documented in the supplier rela-
tionship agreement.

5) Address the handling of changes and incidents, breaches or other events that can impact acquirer’s and
supplier’s information security, and that are within the scope of the product or service supply;

In particular:

i)  Aninformation security change management procedure shall be defined, agreed by both acquirer
and supplier, and documented in the supplier relationship agreement to ensure required changes
that affect information security are in a timely manner approved by the acquirer and applied by the
supplier;
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ii) Aninformation security incident management procedure shall be defined, agreed by both acquirer
and supplier, and documented in the supplier relationship agreement to ensure that informa-
tion security incidents that arise during the product or service supply are identified, immediately
reported and investigated, considering legal, regulatory and contractual considerations and
requirements.
NOTE: ISO/IEC 27035[10] provides guidance on information security incident management.
The definition of both procedures shall conform to associated high-level information security
requirements defined in the acquirer and supplier relationship strategies.

6) State how:

1) The acquirer will monitor and enforce the supplier’s compliance against the defined information
SEecurity requirements, and
2) The supplier will commit to the compliance requirements.
In particular, following elements shall be defined and implemented by each of the following|organisa-
tions, and documented in the supplier relationship agreement:
i)  Onacquirer side:
1. A plan specific for compliance monitoring and enforcementwhich complies with the associ-
ated high-level information security requirements defined in the supplier relatiorship strat-
egy and which describes:
a. The types of monitoring activities, such as information'security risk analysis afd audit, their
frequency of execution and how their results will béreported; and
b. The management and follow-up of corrective dctions initiated by the supplier.
ii)  On supplier side:
1. A process for identifying, initiating, managing, recording, reporting and closing down cor-
rective actions resulting from results.ef acquirer monitoring and enforcement actjivities.
This process shall comply with the associated high-level information security requirements
defined in the acquirer relationsliip strategy.
) Address the intellectual property ownership of the product or service that may be supplied} and associ-
ated assets which will be created bhyboth acquirer and supplier;

8) Address conditions under which the acquirer or supplier has the right to terminate this agrpement
during its execution period, sueh as the supplier’s inability to fulfil information security requirements
defined in the supplier relationship agreement;

b)  Address penalties imposed upon the acquirer or supplier in case of non-compliance to the information
security requirements defined in the supplier relationship agreement; and

|0) Define information security obligations and service continuity requirements in regards to fhe supplier
relationship(termination execution;
A termination plan shall be defined, agreed by both acquirer and supplier and documented |n the sup-
plier relationship agreement.
The-definition of the termination plan shall conform to associated high-level information sgcurity
requirements defined in the acquirer and supplier relationship strategies.
In particular, the termination plan shall cover the following:

i)  Definition of information security requirements to be followed by both acquirer and supplier if it
has been decided to transfer the product or service supply from the supplier back to the acquirer or
to another supplier;

ii) Identification of assets (e.g. acquirer’s information and information systems, supplier’s information

and information systems, records) that are used within the product or service supply for selecting

those that will be:
1. Returned to the acquirer or forwarded to another supplier;
2. Returned to the supplier;
3. Destroyed or retained by the acquirer or supplier.
iii) Transmission mechanisms to apply to the assets that have been identified to be return
acquirer or forwarded to another supplier, or returned to the supplier;
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v)

Destruction mechanisms to apply to the assets that have been identified to be destroyed;

NOTE: Destruction can be required upon time frames agreed by both acquirer and supplier or set
by legislation or regulation. It can be enforced by the security protection mechanisms defined and
agreed by both acquirer and supplier and which apply to retained assets. A specific non-disclosure
agreement may also be defined and agreed by both acquirer and supplier for ensuring the protec-

tion of retained assets after the termination of the supplier relationship.

Assurance capabilities demonstrating that the destruction of selected assets has taken place.
Assurance should be supported by a certificate of destruction;

NOTE: Both acquirer and supplier can also require independent verification that assets have been

properly destroyed.

vi)
vii)

viii)
NOTE: A

need to be involved in the supplier relationship agreement negotiations, because of security-related imp

A hand-over period with associated training that will be applied in the case a decision 1s made
transfer the product or service supply back to the acquirer or to forward it to another supplief

the supplier relationship agreement;
The time scale of the termination procedure execution.

number of different business areas representing commercial, technical and procurement activi

Commitment not to disclose sensitive information during a period of time after the termination of

ies
hcts

across ofganisations. Their involvement should ensure that this agreement considers interests of a maximum
number pf organisational units impacted by the supplied product or service andds'more comprehensive |n
terms offaddressing information security risks and concerns.

b) Approve|with the other party the defined supplier relationship agreement:

7.3.4 Outputs

The followinjg minimum outputs shall be produced by each of the following organisations when exed

uting

information[security activities related to the supplier relationship agreement process:
Acquirer Supplier
a) Signed $upplier relationship agreement;
NOTE: The signed supplier relationship-agreement should be stored in such way that protectjon
is madeffor its traceability and integrity as well availability and confidentiality.
b) Informdtion security change management procedure;

¢) Informg

mats, softw
tions betwe

d) Termin
If applicabld
e) Transit

NOTE: Common infermation exchange methods (e.g. network connectivity, messaging and file for

ition security incident'management procedure;

htion plan.

on plan.

hre versions, cryptographic standards) should also be established to enable communi

ca-

biidequirer and supplier with adequate confidentiality, integrity and availability.

enforce

f)  Acquirer’s compliance monitoring and

ment plan and procedures. enforcement plan;

g) Corrective actions handling process.

f)  Acceptance of the compliance monitoring and

7.4 Supplier relationship management process

7.4.1 Objectives

The following objectives shall be met by each of the following organisations for successfully managing

information
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Acquirer Supplier

a) Maintain information security during the execution period of the supplier relationship in accord-
ance with the supplier relationship agreement and by particularly considering the following:

1) Transition the product or service supply 1) Support the acquirer in the transition
when it has been previously operated or of the product or service supply when it
manufactured by the acquirer or by a dif- has been previously operated or manu-
ferent supplier; factured by the acquirer or by a different

supplier;

2) Train personnel impacted by the information security requirements defined in the supplier

ralationchin agranannt.
FerattorSHpagreemens;

B) Manage changes and incidents that can have information security impacts on'the[product or
service supply;

i) Monitor and enforce compliance of the 4) Support the acquirer, in'the cogmpliance
supplier with information security provi- monitoring and enforcement gctivities.
sions defined in the supplier relationship
agreement.

7.4.2| Inputs

The qutputs listed in Clause 7.3.4 shall be considered by the.a¢quirer and the supplier ps minimum
inputls when executing information security activities related\to the supplier relationship jnanagement
process.

The fpllowing inputs are also recommended to be considered by each of the following orgapisations:

Acquirer Supplier
a) Decision concerning who will perform,the a) Previous results of compliance mqnitoring
upplier’s compliance monitoring and-enforc- and enforcing activities performed by acquir-
ng activities; ers of supplied products or servicgs.

b) Previous results of suppliers’ ¢campliance
monitoring and enforcing aetivities and
frends over time.

7.4.3| Activities

The fpllowing minimuim activities shall be executed by each of the following organisation$ to meet the
objedtives defined:at Clause 7.4.1:

Acquirer Supplier

a) Enstre that the other party has received the supplier relationship agreement and fully under-

4 | 41 Lo s ade 4o dos 1 41 :
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b) Operate transition of the product or service in accordance to the agreed transition plan and
notify the other party in a timely manner in case of unexpected events occur during this activity;

c¢) Manage information security changes and incidents in accordance with the agreed procedures;
d) Train on aregular basis personnel that can be involved in the termination plan execution;

e) Manage other changes, such as the following, when notified by the other party, which are not
covered by the information security change management procedure and which can impact the
supply of the procured product or service:

1) Change in organization’s business, mission or environment;

2) Change related to organization’s financial strength;

3) Change of organization’s ownership, or creation of joint ventures;

© ISO/IEC 2014 - All rights reserved 25


https://iecnorm.com/api/?name=16675ae6f0d3db678d4721b1c5e542d1

ISO/IEC 27036-2:2014(E)

4)
5)

6)
7)

Change of location from which product or service is procured or supplied;

Change of organization’s information security level, such as the achievement or loss of an

ISO/IEC 27001 certification;

Change in the ability to support required business continuity capabilities; and

Change in legal, regulatory and contractual requirements applicable to the organization.

The management of these changes will require the notified party to do the following:

1) Ensuring that information security risks associated to this change have been identified and
assessed, along with the options for their respective treatment;

2) Enguringthatarisktreatmrent ptam foridentifiedanmdassessedinformmationr security Tisks to
be mitigated has been defined, agreed by involved parties and implemented;

NO[TE: The procurement or supply of a product or service should be terminated when th¢
ideptified information security risks cannot be reduced to the acceptable level.

3) Agreeing with the other party on the changes to the supplier relationship agreement, which
includes the following:

i) | Information security change management procedure;
ii) | Information security incident management procedure; and
iii)| Termination plan.

4) Approving the updated supplier relationship agreement.

f) Ensure{compliance monitoring and enforce- |f) Supportacquirer’s compliance monitoring
ment adtivities meet the associated plan and and.enforcement activities in accordance|with
the cortective actions handling process. the associated plan and the corrective actions
In case pf changes in information security handling process.
risks or|of audit nonconformities, the acquirer It means particularly that the supplier shall:
with the support of the supplier shall:

1) Ideptify and assess information security 1) Approve the selection of the acquirer]
impacts resulting from these changes or personnel or of the third party that will
audit nonconformities; perform the information security risk

assessment or audit to verify the supf
plier’s compliance with the supplier
relationship agreement;

2) Defermine if information security NOTE: The supplier may refuse the
aspects defined in(the supplier relation- candidate proposed by the acquirer for
ship agreement.shall be reconsidered; performing the information security

risk assessment or audit only for valid
reasons.

3) Defermine what corrective actions 2) Assist the acquirer in performing follow-
shquldbe implemented within a defined ing activities resulting from changes|in
and agreed time scale to retrieve an information security risks or from audit
acceptable information security level nonconformities:
within the scope of the procured product
or service;

4) Agree with the supplier on: i) Reconsider information security
aspects defined in the supplier rela-
tionship agreement; and
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i) The changes to be made to the infor- ii) Define corrective actions that should
mation security aspects defined in be implemented within a defined
the supplier relationship agreement; time scale to continue providing
and acceptable information security for

acquirer’s information and informa-
tion systems.

ii) The implementation of corrective The handling of these corrective
actions; actions shall conform to the correc-
tive actions handling process.

5) Approve the updated supplier relation- 3) Agree with the acquirer on:
ship agreement.

i) The changes to be niade to the infor-
mation security aspects defined in
the supplier relationship pgreement;
and

ii) The implementation of cdrrective
actions;

4) Approyethe updated supplierjrelation-
ship/agreement.

7.4.4{ Outputs

The fpllowing minimum outputs shall be produced by edch of the following organisations whien executing
information security activities related to the suppliertelationship management process:

Acquirer Supplier

a) Information security risk assessment and
hudit reports related to compliance monitor-
ng and enforcement activities.

If applicable:

b) Information security risk-assessment related to changes which are not covered by the informa-
fion security change mandgement procedure;

c) Transition plan exeeution report;

d) Information security changes history and associated reports;
e) |Informationssecurity incidents history and associated reports;
f)  Approvedupdated supplier relationship agreement;

NOTE:,The approved updated supplier relationship agreement should be protected to[maintain
ts‘ttaceability and integrity as well availability and confidentiality, when stored.

g) List of corrective actions which have been agreed and the current status (e.g. open, withdrawn or
implemented).

7.5 Supplier relationship termination process

7.5.1 Objectives

The following objectives shall be met by each of the following organisations for successfully managing
information security within the supplier relationship termination process:
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Acquirer Supplier
a) Protect the product or service supply during its termination to avoid any information security,
legal and regulatory impacts after the notice of termination;
b) Terminate the product or service supply in accordance to the termination plan.
7.5.2 Inputs

The following minimum inputs shall be considered by each of the following organisations when executing
information security activities related to the supplier relationship termination process:

Acquirer Supplier
a) Managdment decision from the acquirer or supplier to terminate the product or service'supply;
b) Lastavailable version of the supplier relationship agreement, which shall contain a termination
plan.
If applicable:
c) Existing non-disclosure agreements estab-
lished with suppliers.

7.5.3 Activities

The following minimum activities shall be executed by each of the following organisations to meet the

objectives d¢fined at Clause 7.5.1:

Acquirer Supplier
a) Clarify pvith the party having decided to terminatiéthe product or service supply if there are pny
informgtion security motivations behind this decision;
If any, the party being notified of the produet or service supply termination shall do the folloyv-
ing:
1) Identify and assess information security risks associated to given information security moti-
vatjons, along with the optionsfor their respective treatment;
2) Engure that a risk treatment’plan for identified and assessed risks to be mitigated has bgen
defined and implemented.
NOTE: If a sudden termination is needed, the acquirer’s BCP should be activated depending oh the
importdance of the preduct or service supply for which the decision to terminate it has been taken.
b) Decide With the supplier whether the prod-
uct or service supply shall be cancelled or
transferredcback to the acquirer or another
supplief;
c¢) Define and implement a communication plan to inform internal personnel and third parties
impacted by the product or service supply about its termination;
d) Appoint an individual responsible for handling the product or service supply termination in
accordance with the termination plan;
e) Ensure an up-to-date inventory of assets that are used within the supply of the product or service
exists;
f) Select and agree with the other party on the assets that will be:
1) Returned to the acquirer or forwarded to another supplier;
2) Returned to the supplier;
3) Destroyed or retained by the acquirer or supplier.
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plan;

Ensure that logical and physical access rights granted to the other party for accessing and han-
dling internal assets required for the product or service supply are removed in a timely manner;

and

i) Agree with the other party on the achievement of the supplied product or service termination.

7.5.4 Outputs

The following minimum outputs shall be produced by each of the following organisations wh

en executing

information security activities related to the supplier relationship termination process:
Acquirer Supplier
a) Communication plan related to the product or service supply termination;
b) Appointment of an individual responsible for the termination of produét'or service supply;
c¢) Up-to-date inventory of assets that are used within the product or_setvice supply;
d) Termination plan execution report.
If applicable:
e) Information security risk assessment and treatment plan associated with informatior} security
motivations given for terminating the product or seryvice supply;
f) Transition plan execution report;
g) Afssets destruction certificates;
h) Report on the logical and physical access rights removal execution.
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Annex A
(informative)

Cross-references between ISO/IEC 15288 clauses and
ISO/IEC 27036-2 clauses

ISO/IEC 15288 clauses ISO/IEC 27036-2 clauses

6.1 Agreemé¢nt Processes

O\

.1 Agreement Processes

=)

6.1.1 Acquisftion Process 1.1 Acquisition Process

1 Supplier Relationship Planning Process
2 Supplier Selection Process

Supplier Relationship Agreement Procesf

|
|

\\‘ \\' \\‘ \\‘
|O8)

4 Supplier Relationship Management Procégss

|
|
N

.5 Supplier Rélationship Termination Procdss

6.1.2 Supply| Process 6.1.2 Supply Process

\Nm\

2 Supplier Selection Process

|
|
N

.3Supplier Relationship Agreement Procesf

|
|
\1

74 Supplier Relationship Management Proc¢ss

- 7.5 Supplier Relationship Termination Procgss
6.2 Organizgtional Project-Enabling Processes 6.2 Organisational Project-Enabling Procesdes
6.2.1 Life Cyjcle Model Management Proeess 6.2.1 Life Cycle Model Management Process
6.2.2 Infrasfructure Management Progess 6.2.2 Infrastructure Management Process
6.2.3 Projeck Portfolio Management Process 6.2.3 Project Portfolio Management Process
6.2.4 Human Resource Management Process 6.2.4 Human Resource Management Proces}
6.2.5 Quality Management Process 6.2.5 Quality Management Process

6.3 Project Processes 6.3 Project Processes

6.3.1 Project Planning Process 6.3.1 Project Planning Process

6.3.2 Projecf Assessment and Control Process 6.3.2 Project Assessment And Control Process
6.3.3 Decision Management Process 6.3.3 Decision Management Process

6.3.4 Risk Management Process 6.3.4 Risk Management Process

6.3.5 Configuration Management Process 6.3.5 Configuration Management Process
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