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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The <F.\:aced.l.u.s_used_m_d.e.\Le!.a.p_r.b.is_d.a.cu.m.en.t_a.nd_f.b.asp_i.n.ten.d.ed_fm'_i.rs_ﬁu.v.ﬂa.m‘_J;naintenance

are (lescribed in the ISO/IEC Directives, Part 1. In particular, the different apprgval criteria

need¢d for the different types of document should be noted. This document~wag drafted in

accorfdance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.0rg/directives or

www.iec.ch/members_experts/refdocs).

Atterltion is drawn to the possibility that some of the elements of this dg€ument may b¢ the subject

of patent rights. ISO and IEC shall not be held responsible for identifying any or all|such patent

rightf. Details of any patent rights identified during the development of the document will be in the

Introduction and/or on the ISO list of patent declarations received (sé€ www.iso.org/patents) or the IEC

list of patent declarations received (see https://patents.iec.ch).

Any frade name used in this document is information given«or the convenience of users and does not

constlitute an endorsement.

For gn explanation of the voluntary nature of standards, the meaning of ISO specifif terms and

exprgssions related to conformity assessment, as well as information about ISO's adherence to

the World Trade Organization (WTO) principles in the Technical Barriers to Trade¢ (TBT) see

wwwliso.org/iso/foreword.html. In the IEC, seewww.iec.ch/understanding-standards.

This |document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,

Subcommittee SC 27, Information security;’cybersecurity and privacy protection.

This [second edition cancels and replaces the first edition (ISO/IEC 27035-2:2016), which has been

techrically revised.

The main changes are as follows:

— the title has been modified;

— n1ew roles including incident management team and incident coordinator and their regponsibilities
Have been added;

— dontent-related to vulnerability management has been modified;

— gontent on a recommended process for organizations has been added in 6.7;

Clause 7 structure has been reorganized;

C.3 has been replaced by a single paragraph;

bibliography has been updated.

Alist of all parts in the ISO/IEC 27035 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This document focuses on information security incident management which is identified in
ISO/IEC 27000 as one of the critical success factors for the information security management system.

There can be a large gap between an organization’s plan for an incident and an organization's
preparedness for an incident. Therefore, this document addresses the development of procedures to
increase the confidence of an organization’s actual readiness to respond to an information security
incident. This is achieved by addressing the policies and plans associated with incident management,

as well as the process for establishing the incident response team and improving its performance over
time by adop ting lessonslearned and hy evaluation
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Information technology — Information security incident
management —

Part 2:
Guidelines to plan and prepare for incident response

1 Scope

This

incident response. The guidelines are based on the “plan and prepare” and “leatnlessons” |
information security incident management phases model presented in ISOAEC 27035-1:2

5.6.
The

The

regar|dless of type, size or nature. Organizations can adjust the guidance given in th
accordifig to their type, size and nature of business in relation to the information security r

ThlS ocumentis alca annlicahle ta external arcanizations nroviding information secu
egReRt1s—aSo4pPp exteria—oFg = proveng SEecH

locument provides guidelines to plan and prepare for incident response andto.learn

major points within the “plan and prepare” phase include:

—n

hformation security policies, including those relating to risk management, updsa
rganizational level and system, service and network levels;

o

information security incident management plan;

Ihcident Management Team (IMT) establishrent;

astablishing relationships and connectiotis'with internal and external organizations;
technical and other support (including organizational and operational support);
information security incident mahagement awareness briefings and training.

learn lessons” phase includes:

iflentifying areas for imiprovement;

iflentifying and making necessary improvements;

Ihcident Response Team (IRT) evaluation.

guidaneé_given in this document is generic and intended to be applicable to all o1

ipformation security incident management policy and commitnient of top management;

essons from
bhases of the
023, 5.2 and

ted at both

ganizations,
is document
sk situation.

ity incident

management services.

2

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27035-1:2023, Information technology — Information security incident management — Part 1:

Prin

ciples and process
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and ISO/IEC 27035-1

apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Onli

ne browsing platform: available at https://www.iso.org/obp

IEC Elec

3.2 Abbrg

CERT q

CSIRT q
IMT

IRT

[l

PoC

4 Inform

4.1 Genel

NOTE Cl

ronadigrauailabla o+ bitnc: //azazag
+Ha—ava

alactronadia org /
Fopea Haore-atatep S YW-A-ARE >4 =2

Tt A~A~ S S= TAvs o=y

tviated terms

omputer emergency response team
pomputer security incident response team
hcident Management Team

hcident Response Team

oint of Contact

ation security incident management policy

ral

luse 4, in its entirety, links to ISO/IEC 27035-1:2023, 5.2 a).

An organiza
documented
procedures §

Any informa3
strategy for
be in line wi

An organiza
the processe
incident occ
structure, p
outline any

tion's information security incident management policy should provide the for
principles and intentions used to direct decision-making. Supporting processes
bnsures consistent application-of the policy.

ition security incident‘management policy should be part of the information sec
an organization. It should also support the existing mission of its parent organizatio
th already existingpolicies and procedures.

fion should implement an information security incident management policy that ou
s, responsible persons, authority and reporting lines when an information security e
rs. The(policy should be reviewed regularly to ensure it reflects the latest organizaf
Focesses, and technology that can affect incident management. The policy should
awareness and training initiatives within the organization that are related to ind

managemen

mally
and

urity
n and

tlines
vent/
ional

also
ident

[ (s€e Clanse 10)

An organization should document its policy for managing information security events, incidents and
vulnerabilities as a free-standing document, as part of its overall information security management
system policy (see ISO/IEC 27001:2022, 5.2), or as part of its information security policies (see
ISO/IEC 27002:2022, 5.1). The size, structure and business nature of an organization and the extent of
its information security incident management programme are deciding factors in determining which
of these options to adopt. An organization should direct its information security incident management

policy at eve

ry person having legitimate access to its information systems and related locations.

Before the information security incident management policy is formulated, the organization should
identify the following regarding its information security incident management:

a) principles, objectives and purpose;

© ISO/IEC 2023 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://iecnorm.com/api/?name=241365fd03107fe08af4206d4706b1fb

ISO/IEC 27035-2:2023(E)

it applies to e.g. hardcopy, electronic, verbal;

a

internal and external interested parties;

ny specific roles that are involved;

benefits to the whole organization and to its departments;

understanding of its legal and regulatory environment;

the scope, including not only which parts of the organization it applies to, but also what information

specific incident types and vulnerabilities that are controlled, responded to and resolved;

d

S|

4.2

A suq
as an
invol
of an
depa
cases

An or
top 1

Ensu
infor
what
mang

organization commits to resourcing and'maintaining an incident management capability.

The i
contr

4.3

ependencies including alignment to risk management;

kills and competency requirements.

Interested parties

enterprise-wide process. To that end, all interested parties or{their representativ
ed in the development of the policy from the initial planning stages through to the imj
i process or response team. This may include legal advisors, public relations and ma
'tmental managers, security staff, ICT responsible persons;upper-level management,
even facilities and human resources staff.

ganization should ensure that its information secutity incident management policy is
anagement.

Fing continued management commitment is\vital for the acceptance of a structured
mation security incident management..Jt'is important that personnel recognize an
to do and understand the benefits of.the approach by the organization. It is also im
gement is supportive of the informadtion security incident management policy to ens

hformation security incidentymanagement policy should be made available to every e
actor. It should also be addkessed in information security awareness briefings and trz

Information security incident management policy content

cessful information security incident management policy should‘be' created and implemented

bs should be
lementation
keting staff,
and, in some

approved by

approach to
event, know
portant that
ure that the

mployee and
ining.

The information sedurity incident management policy should be high-level. Detailed infojrmation and

step-
secul]

An o

by-step instrietions should be included in the series of documents that make up the
ity incidefitshanagement plan, which is outlined in Clause 6.

rganiZzation should ensure that its information security incident management pd

information

licy content

addre¢ssesybut is not limited to, the following topics:

a) the purpose, objectives and the scope (to whom it applies and under what circumstances) of the
policy;

b) policy owner and review cycle;

c) theimportance ofinformation security incident management to the organization, top management's
commitment to it and the related plan documentation;

d) adefinition of security incident;

e) a description of the type of security incidents or categories (or a reference to another document
which describes this in more depth);

f) adescription of how incidents should be reported, including what to report, the mechanisms used

for reporting, where and to whom to report;
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g)

h)

j)

k)

D)

q)

a high-level overview or visualization of the incident management process flow (showing the basic
steps for handling a security incident) encompassing detection and reporting, assessment and
decision, response and lessons learned;

a requirement for post information security incident resolution activities, including learning from
and improving the process, following the resolution of information security incidents;

if appropriate, also a summary of reporting and handling vulnerabilities that are related to the
incident (although this can be a separate document);

a defined set of roles, responsibilities, and decision-making authority for each phase of the
information security incident management process and related activities (including reporting and
handling vulnerabilities that are related to the incident if appropriate);

a referepce to the document describing the event and incident classification, severity ‘ratings (if
used) and related terms;

an overview of the IMT, encompassing the IMT organizational structure, key roles)responsibilities,
and autlority, along with summary of duties including, but not limited to:

1) repgrting and notification requirements related to incidents that have been confirmed,
2) dealing with enquiries, instigating follow-up, and resolving incidents,

3) liaiging with the external organizations (when necessary),

4) requirement and rationale for ensuring all information-se€curity incident management actiyities
performed by the IRT are properly logged for later analysis;

requirempents for establishing/terminating IRTs te)respond to specific incidents which|have
differenf scopes and expertise depending on the incident. Several IRTs may exist, depending dn the
aspect of business that is affected by the incident;

a requirement that components across thetorganization work in collaboration to detect, analyse,
and respond to information security incidents;

a description of any oversight or govérnance structure and its authority and duties, if applicable;

links to|organizations providing-specific external support such as forensics teams, legal coyinsel,
other IT{operations, etc;

a summiary of the legal and regulatory compliance requirements or mandates associated|with
information security incident management activities (for more details, see Annex A).

There are ¢ther related policies or procedures that support the information security indident
management policy-and can also be established as part of the preparation phase, if they are not alfeady
existent and|are ‘appropriate for the organization. These include, but are not limited to, the follow]ng:

An information Security incident management pian, described in Clause 6;

A continuous monitoring policy for specific ICT systems stating that such activity is conducted
by the organization and describing the basic monitoring tasks. Continuous monitoring ensures
preservation of electronic evidence in case itis required for legal prosecution or internal disciplinary
action;

Authority granting the IRT access to the outputs of this monitoring or the ability to request logs
as needed from other parts of the organization (this can also be put in the information security
incident management policy);

Information sharing, disclosure and communication policies which outline how and when
information related to incident management activities can be shared by whom and with whom.
Information should be kept confidential and only disclosed according to the relevant legislation. In
many instances, legislation requires affected parties to be notified should any personal identifiable

© ISO/IEC 2023 - All rights reserved
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information be compromised. Apart from the legal requirements, it is expected that information
also follows any organizational requirements for disclosure, according to the classification policy
and according to ISO/IEC 27002:2022, 5.14. [t may be important to share information in the course of
incident handling when a third party is involved or affected. The scope, circumstances and purpose
of this information sharing are described, or referenced, in the appropriate policies and procedures.
An example of information disclosure guidance and markings is the use of traffic light protocol
(TLP) (see ISO/IEC 27010);

Information storage and handling policies which require records, data, and other information
related to investigations to be stored securely and handled in a manner commensurate with their
sensitivity. If the orgamzatlon has a document labelling or classification schema, this policy is also

1 HHPpUIl tantto llllUl llldLlUll SCLUI lL_y lllLluCllL llldlldgclllclll, dLLlV lLle auu PEl bUllllCl,

An IMT charter that specifies in more detail what the IMT does and the authoritylurider which it

gperates;

At a minimum, the charter should include a mission statement, a definition of the|IMT's scope,

SR e

n overview of the information secufity incident management awareness and training
his should include any training ‘mandates, policies, or requirements for staff-relat
wareness training and incidenttmanagement training for the IMT members.

and details of the IMT's top management sponsor, the IMT authority centact inforn
IMT, its list of services and core activities, its scope of authority and operation, its
goals; along with a discussion of any governance structure;

The goals and purposes of the team are especially important and require clear, u
definition;

The scope of an IMT normally covers all of the organization's information systems,
and networks. In some cases, an organizationean require the scope to be diff
larger or narrower), in which case, it should be\clearly documented what is in, an
of, scope;

Examples of IMT authority include searching and confiscating personal belongin
people and monitoring communications, where possible.

ation for the
purpose and

nambiguous

ICT services
brent (either
1 what is out

bs, detaining

programme.
bd employee

5 Updating of information security policies

5.1 |General

NOTH Clause 5;in its entirety, links to ISO/IEC 27035-1:2023, 5.2 b).

An organization should include information security incident management content in its|information

secullity policies at the organizational level, as well as on specific ICT system, service and network

levelg and relate this content to the incident management policy. The integration should ailln to:

a) describe why information security incident management, particularly an information security
incident reporting and handling plan, is important;

b) indicate top management's commitment to the need for proper preparation and response to
information security incidents, i.e. to the information security incident management plan;

c) ensure consistency across the various policies;

d) ensure planned, systematic and composed responses to information security incidents, thus
minimizing the adverse consequences of incidents;

e) align with the organization’s risk management policies and practices.
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For guidance on information security risk assessment and management, see ISO/IEC 27005. Policy
documents should be reviewed regularly and updated when necessary. This should be a consequence of
the “learn lessons” phase. See also ISO/IEC 27002:2022, 5.1.

5.2 Linking of policy documents

An organization should update and maintain its organizational information security and risk
management policies, and specific system, service or network information security policies in tandem
to ensure they remain consistent and current. These organizational-level policies should refer explicitly
to the information security incident management policy and associated plans.

are establis
monitoring,
reported in
continuing e|

6 Creating information security incident management plan

6.1 Genel

NOTE1 (I

P q pprop
ed. These review mechanisms should ensure that information from the dete
resolution of and learning from information security incidents and from dealing
ormation security vulnerabilities is used as input to the process designed t6 mali
ffectiveness of the policies.

fal

use 6, in its entirety, links to ISO/IEC 27035-1:2023, 5.2 c).

The aim of
procedures
discovered ¢
and is based

Overall, the
procedures
reporting of
information

The plan m3
structure ay
the step-by-

workflows o handling specifictypes of incidents based on the situation.

The informg
security eve

An organiza

an information security incident management plan is to document the activitie
for dealing with information security events, incidents and related vulnerab
uring an incident analysis and response, and to‘communicate them. The plan stems
on the information security incident management policy.

documentation of the plan should encénipass multiple documents including the f

ntain

t and
lities
from

prms,

hnd organizational elements. It should also include support tools for the detection and

assessment and decision making’related to, responses to and learning lessons
security incidents.

y include a high-level outlinetef the basic flow of incident management activities to pr
d pointers to the various-detailed components of the plan. These components pr
step instructions for ineident handlers to follow using specific tools, following sp

ition security (incident management plan comes into effect whenever an inform
ht is detected‘er information security vulnerability is reported.

ion shotld'use the plan as a guide for:

a) detecti

events and abnormal situations and reporting them;

from

ovide
pvide
ecific

ation

b)
<)
d)
e)

respond

NOTE 2

f)
g)

Ing to Imrormation security events,

determining whether information security events become information security incidents;
managing information security incidents to conclusion;

handling information security vulnerabilities discovered while responding to an incident;

Security vulnerabilities are reported to the incident coordinator who redirects them to the team
responsible for vulnerability management.

requirements for reporting;

management process;

requirements for recording information (including its format) during the whole incident
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rganizations can take place;

general that are required.

rules and circumstances under which information sharing with internal and external groups or

identifying lessons that can be learned, and any improvements to the plan and/or security in

Planning and preparation of an incident management plan should be undertaken by the process owner,
with a clear goal or set of goals for incident response within a defined scope based on the information
security incident management policy.

6.2

Information security incident management plan built on consensus

This

Howsd
the in
comn

Term|
wher

Hocument recommends the development of an information security incident manage
ver, where there is no guiding policy or standard, prevailing law, or other authorit

hunication, and relationships with external organizations.

s and definitions should be normalized between the organizationjand partner o
e relevant. This includes names and identifiers for organizations and teams, inforn

and business processes. Where terminology is difficult or prone to{ misinterpretation,

mandg

Rolegd
activ
Resp
mang
plan

Inter
evalu
eithe
using
metr
equiy

6.3

An o
by al
outsd

a d
s

b) A

i

gement plan should include standard terms and definitions in-aglossary.

and relationships with external IRTs and other respofis¢ organizations, as well
bnsibilities of interested parties can overlap and sheuld be adjusted by consensus in

bhould identify a responsible party.

bsted parties and external IRTs often have” disparate metrics. Planning particip

- agree by consensus on particular set(s)of existing metrics or agree to link the disp3

a reversible mapping. Regardless-of approach, the plan should select or connect
cs so that their scopes are identical and select or connect qualitative metrics wi
alence.

Interested parties

ganization should entsure that the information security incident management plan is ac
personnel and dssociated contractors, ICT service providers, telecommunication p
urcing companies, thus covering the following responsibilities:

etecting and'reporting information security events (this is the responsibility of any p
ontractéd/personnel in an organization and its companies);

hcident resolution activities of learning, and improving information security and the

ment policy.
htive source,

cident management planning process should be based on consensus to ensure effectiye operation,

rganizations
ation assets
the incident

das response

ty structures and boundaries should be defined by the incident management prgcess owner.

the incident

gement planning process. Where there is overlapgn incident response decision boyndaries, the

ants should

ate the available metrics contributed bytheir respective parties or external organfizations and

rate metrics
quantitative
th definitive

knowledged
roviders and

ermanent or

ssessing and responding to information security events and incidents, being involved in the post-

information

c)

security incident management plan itself (this is the responsibility of interested parties including
the PoC (point of contact), the incident coordinator, the IRT, management, public relations personnel
and legal representatives);

dealing with information security vulnerabilities (this is the responsibility of skilled members
from vulnerability management).

The plan should also take into account any third-party users. Consideration should be given to
information security incidents and associated vulnerabilities reported from third party organizations,
government and commercial information security incident and vulnerability information provision
organizations.

If interested parties are expected to be actively involved in handling information security incidents,
then a clear division of roles and responsibilities should be made and everyone made aware of them.
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Division of roles should be accompanied with the agreed incident handoff protocol so that information
is exchanged in an expedient manner. If appropriate and possible, the incident handoff and information
exchange should be automated to speed up the process. This kind of scenario can arise if some of the
organization or IRT capabilities are outsourced to a third party. Examples include when the organization
uses cloud systems run by the third party, or when the third party performs digital forensics for the
organization, or when the organization works with a service provider in handling incidents.

6.4 Information security incident management plan content

Key decision-making criteria and processes to support expected management phases should be defined
and reviewed before the planning and preparation process. This requires available policy, formal or
informal unglerstanding of assets and controls, and contribution from participants and managgment

support.

The content|of the information security incident management plan should give an ovenviéw, ag well
as specifying detailed activities. As noted above, the plan documentation should encompass myltiple

documents ipcluding the forms, procedures, organizational elements and support teols.
The detailed activities, procedures and information should consider the following.

a) Plan and prepare.

1y

2)

3)

4)

5)

6)

7)
8)

A dtandardized approach to information security evefit/incident categorization| and
claspification, to enable the provision of consistent results: In any event, the decision should
be lbased on the actual or projected adverse consequences on the organization's buginess
operations, harm to individuals/other organizations and-associated guidance;

NOTE Annex C shows example approaches to the categorization and classification of informpation
security events and incidents.

An information security incident register structured for the exchange of information is |likely
to provide the capability to share reportsyalerts, compare results, improve alert information
and|enable a more accurate view of thedthreats to, and vulnerabilities of information sysftems.
Thelactual format and use of the ineident register depend on the organization’s requirenpents.
For pxample, a very small organization may use documents, while a complex organization may
use more sophisticated technelogy such as relational databases and application tools;

Guidance for deciding whether escalation is required during each relevant process, ahd to
whdm, and associated procedures. Based on the guidance provided in the information sequrity
inciflent management plan, the incident coordinator should know under which circumstances
it is|necessary to.esealate matters and to whom it should be escalated. In addition, theye are
unfgreseen cirdumistances when this may be necessary. For example, a minor infornjation
secyrity incidént can evolve to a significant or a crisis situation if not handled properly or a
minpr infermation security incident not followed up timely can become a major information
secyrifyiincident;

ProcCeduresto be followed toensure thatathimformmationr security incident respornse activities
are properly logged and that log analysis is conducted by designated personnel;

Procedures and mechanisms to ensure that the change control regime is maintained covering
information security event, incident and related vulnerability tracking and information
security report updates, and updates to the plan itself;

Procedures for information security evidence recording, safeguarding and analysis;
Procedures for handover to law enforcement when a crime occurs;

On ICT systems, procedures and guidance on using intrusion detection systems (IDS) and
intrusion prevention systems (IPS), ensuring that associated legal and regulatory aspects
have been addressed. Guidance should include discussion of the advantages and disadvantages
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of undertaking attacker surveillance activities. Further information on IDS is contained in
ISO/IEC 27039;

Guidance and procedures associated with the technical and organizational controls and
mechanisms that are established, implemented and operated in order to prevent information
security incident occurrences and to reduce their likelihood, and to deal with information
security incidents as they occur;

Material for the information security event, incident and vulnerability management awareness
and training programme;

Procedures and specifications for the testing of the information security incident management

Juny

[y

)

[y

b) Detectand report.

1

2) Organizational structure for information security incident management;

13) The terms of reference and responsibilities of the IMT, IRT and incident.coordinat¢r;

plan;

Important contact information;

16) Procedures and guidance regarding information sharing as(agreed with the organization’s

public affairs office, legal department and top managementofrelevant departmerts;

7) Establishing and maintaining the list of information-Security events and incidents the

organization wants to be able to detect, respond:to and learn from as the gesult of the
information security risk treatment phase.

Planning and preparation requirements fetydetection and reporting should enable|and support
the development and operation of progesses to find or accept information about|information
security incidents;

Criteria for acceptance of an evént report should be defined, based on the complefeness of the
report and verification of one™or more information security events. To support later decision-
making, minimum criteria*for acceptance of any event detection alert or manual rgport should
be defined prior to the planning process. It should include at least identification of an affected
environment or asset, a statement of one or more suspected or confirmed eventq or qualified
event type, and the time received. In order to support decision making, the planhing process
should include a:niethod for returning detection or reports that have insufficient information;

Reporting oufput or notification should be defined in the context of the orgahization, the
incidentxesponse procedures, and assignment of technical and management roleg. The format
of repaxts and notification should match the incident classification scale or a consigtent related
metrie;

The event report should be generic, but contain as much information as possiblg¢ based on a

clanrtamnlato avarvana undarctandce and can caranlata.

5)

6)
7)
8)

CICOT—TCITpIotc TV oy oot rotoa o oo Coir CoOmpIeTey

Detecting and reporting the occurrence of information security events (by human or automatic
means);

Collecting the information on information security events;
Detecting and reporting on information security vulnerabilities;

Recording information gathered in the information security incident register.

c) Assess and decide.

1)

Planning and preparation requirements for assessment and decision should enable and
support the development and operation of processes to evaluate and direct actions in response
to information security incidents;
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d)

10

2)

3)

4)

Prior to development of assess and decide processes, the process owner should ensure that
the minimum information for identification and classification of a security incident is defined,
consisting of specific items of required and supporting information. This definition allows
response planners to develop consistent processes for completeness and classification of
detected and reported events. The information required to differentiate between true positive
and false positive reports should be defined and allow for accumulation of information to
support estimation of and response to false negative detection and reports within specific ICT
systems;

If the incident planning process is to depend on automated information management and
decision support systems, the functions, implementation, and on-going operation of these

- ; . P . riently
defiped prior to developing the response processes that depend on it;

Conflucting assessments of information security events (including escalation_as, requjred),
usirlg the information security event/incident classification scale (including determinirlg the
imphpcts of events based on the affected assets/services) should decide whether events should
be dlassified as information security incidents. To do this, assessments,/should be condjcted
usirlg the information security event/incident classification scale to confirm the details of the
event (suspected incident) type and affected resource (categorization). This should be followed
by making decisions on how the confirmed information security in¢ident should be dealt|with,
by whom and in what priority, as well as escalation levels;

5) Fully recording all assessment results and related decisions in the information sedurity
inciflent register;

Respond.

1) Plarjning and preparation requirements fori‘response should enable and supporf the

2)

3)

4)

5)

6)

7)

8)

development and operation of processes to respond to information security incidents. Prjior to
respgjonse planning, the incident manager should gather information on the security incjdent,
inclfiding priority of information and information system, impact of each intrusion flypes,
danfage scale, intrusion alarm level, aiid severity. These can be qualitative or quantitptive,
as lpng as they are consistent withyassess and decide preparations, and enable the indident
coofdinator to assign the incident actions or tasks to responders;

The|classification of response'should also be defined prior to the planning process, orgapized
by ¢ost, time, technical resource minimums, and other metrics to enable assignmgnt of
response class relativéito the known information about the assessed incident. Immedigte or
defgrred response shetuld be included, as well as a definition of how single or cyclic ingident
tasKs is managediinthe response process;

Defining a map.of all internal and external functions and organizations that should be invplved
during the-response of an incident;

Det¢rfuining and documenting what should be done to contain and eradicate the infornjation
security ircident as appropriate to mitigate or prevent thresctope amd-impact of threimcident
from increasing;

Determining and documenting how to identify, collect/acquire, analyse and preserve electronic
evidence;

Determining the conditions, the procedure to escalate along with all interested parties
involved;

Determining the process and format to ensure that all associated activities are properly logged
for later analysis;

Determining the process to forward the necessary information to the organizational and ICT
change management capability;
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9) Determining the channel and format to communicate the existence of the information security
incident or any relevant details thereof to other internal and external people or organizations;

10) Assessing information security vulnerabilities that are discovered during incident response
and dealing with these information security vulnerabilities with the help of vulnerability

management capability;

11) Determining and documenting the process to close the incident with approval of the process
owner(s) impacted by the incident, to record this in the information security incident register

and to notify results to all interested parties;

2) Determining the conditions requiring further analysis and documenting what sho

uld be done;

[

3) An organization should ensure that the information security incident mana

documentation allows for information security incident responses, bothy\imm
longer-term. All information security incidents should undergo an early-assess
potential adverse consequences on business operations, both shortyand long
example, a significant disruption can occur sometime after an inpitial informat
incident). Furthermore, it should allow for some responses necessary for informa
incidents that are completely unforeseen, where immediate~interim controls 4
Even for this situation, organizations should encompass,géneral guidelines

bement plan
pdiately and
ment of the
er-term (for
ion security
fion security
re required.
in the plan

documentation on the steps that can be necessary.

e) learn lessons.

1) Determining and documenting how to learn les§ons from information security ihcidents and
how to propose improvements to incident mattagement;

2) Ensuring that the change control regime(organizational and IT change management) is
triggered and maintained;

3) Updating the information security ineident register;

4) Communicating and sharing ‘the results of review within a trusted commynity (if the

organization so wishes).

6.5 |Incident classificatien:scale

An iffformation security event/incident classification scale should be used to grade evenfts/incidents.
In any event, the deciSion should be based on the actual or projected adverse consequé¢nces on the
organization's business operations, individuals or other organizations.

NOTE Anne£)C shows examples of approaches to the categorization, evaluation and pripritization of
infortpation s€curity events and incidents.

6.6 |Incident forms

Incident forms should be created before they are needed. The number, type and format of the forms
should be determined by the IMT or relevant authority and revised periodically to ensure their continued
relevance. An open space for descriptive text should exist. Its purpose is to provide a mechanism to
capture information in instances where existing forms are not sufficient or an appropriate form has
not yet been created. It is recommended to have a list of facts/situations that can be considered as an
event/incident.

Forms should be advertised and made available for the users so that a person reporting an information
security event is familiar with them.

Example forms are shown in Annex B.

In large and interconnected ICT systems, it is recommended that internationally standardized formats
for the electronic exchange and input of incident information are used, linking directly to the electronic
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information security database. Using standardized electronic exchange format allows increased
automation in processing data and can reduce effort in correlating information when multiple teams
cooperate on handling an incident. A paper-based scheme may be needed for a case where an electronic
scheme cannot be used.

6.7 Documented processes and procedures

Before commencing operation of the information security incident management plan, it is important that
an organization has documented and checked that necessary processes and procedures are available.
Each document should indicate those groups or individuals responsible for its use and management.

A list of posﬁm € Incidents that the organization wishies to be able to manage shou € estapllished
and maintained. This list is mainly based on the result of risk assessments. For each incidenf, the
organizatior] should:

— determipe activities to be carried out to adequately respond and foresee a supposed-duration| (that
is verifi¢d during a test and re-evaluated at each execution of the response procéss);

— determipe the facts/devices that enable detection of the event occurrence;

— determipe the data to be gathered in the event report;

— determihe the skills of the response teams;

— determipe which workarounds allow the restart of business activities;

— determihe the resources needed for the response team tofintervene;

— determipe the resolution conditions to be validated by:the impacted business owner;
— test/evaluate the procedure;

— determipe, install and operate the automatedidetection devices.

It is important to understand that not all . documents should be readily available either withipn the
organizatior] or to the general public. For example, it is not necessary for all organizational perspnnel
to understand the internal operation of;an IMT in order to interact with it. The IMT should ehsure
that available guidance, including ifnfermation resulting from information security incident andlysis,
is in readily|available form, e.g..on.the organization's intranet and/or public website, as appropriate.
It may also e important to keep 'some details of the information security incident management plan
closely held fo prevent an insider from tampering with the investigation process. For example, if|bank
employees who are embezzling funds are aware of some details on how the investigation is being [done,
they can beflter hide theit*activities from investigators, or hamper the detection, investigation df and
an information security incident.

The content pf operating procedures depends on a number of criteria, especially related to the natyire of
known potemtidlinformation security events, incidents and vulnerabilities and the types of information
system assets that are involved and their environment. Thus, an operating procedure can be related
to a particular type of incident or product (for example, firewalls, databases, operating systems,
applications) or to a specific ICT product. Each operating procedure should clearly identify the steps to
be undertaken and by whom. It should reflect experience from external (for example, government and
commercial IRTs or similar, and suppliers), as well as from internal sources. These operating procedures
should also cover non-ICT issues such as confidentiality, privacy breach, theft, physical intrusion, power
supply defect that can harm ICT systems.

There should be operating procedures for dealing with types of information security events and
incidents that are already known, as well as involved vulnerabilities. There should also be operating
procedures to follow when an identified information security event, incident or involved vulnerability
is not of any known type. In this case, the following should be addressed:

a) thereporting process for the handling of such exceptions;
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b) guidance on the timing for getting approval from management in order to avoid any delay of
response;

c) delegation by default for decision making.

Operating procedures for the IRT should be developed with documented processes and associated
responsibilities and the allocation of roles to designated persons to conduct various activities, including,
for example:

shutting down an affected system, service and/or network, in certain circumstances agreed by
prior arrangement with the relevant IT and/or business management;

— leaving an affected system, service and/or network, connected and running;
monitoring data flowing from, to and within an affected system, service and/or-netwaork;

dctivating normal back-up procedures and actions in line with the system, service and
security policy;

/or network

=

nonitoring and maintaining the secure preservation of electronic evidence, in case it is
boal prosecution or internal disciplinary action;

required for

—

dommunicating information security incident details to—internal and externa] people or

6.8

The I
the cpllaboration of all organizational personnel to detect, resolve and investigate informa
incid
have

the s
confi

The |
users
infor

drganizations. This may include communicating with several types of outside parties §
incident response teams, information sharing organizations, internet service providg
and support vendors, law enforcement agencies, customers, media, regulators and ot
farties. All contacts and communications with outside parties should be documenteq
and evidentiary purposes;

isolating access to hardcopy records;

monitoring physical access to facilities.

Trust and confidence

MT plays a crucial role for the overall information security of an organization. The I

ents. It is fundamental that the IMT is trusted by the whole organization and that exte
confidence in it. The trust within the organization is created through authority and
upport given by the‘top management. External entities that deal with the inciden
Hent that the IMT,performs its job professionally.

MT can earntrust through transparency and mature processes. The IMT should wor
(internaly'and external), explain how the IMT works, how it protects the confi
mation-¢ollected and how it manages security event, incident and vulnerability repo

ther

of,.for persons or parties reporting a suspected information security incident or vuln

uch as other
rs, software
her relevant
| for liability

MT requires
tion security
rnal entities
stems from
ts should be

k to educate
dentiality of
rts. The IMT

shou(Jd document and publicize provisions that clearly illustrate the expectation of anonymity, or lack

prability.

The IMT should be capable of efficiently satisfying the functional, financial, legal and political needs of
the organization and be able to exercise organizational discretion when managing information security
incidents and vulnerabilities. The function of the IMT should also be independently audited to confirm
that all business requirements are being satisfied effectively.

Furthermore, a good way of achieving another aspect of independence is to separate the incident and
vulnerability reporting chain from operational line management and to make a top manager directly
responsible for managing incident and vulnerability responses. Finance of the capability should also be
segregated to avoid undue influence.
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6.9 Handling confidential or sensitive information

An information security incident management plan may contain sensitive information and people
involved in addressing incidents and vulnerabilities may be required to handle sensitive information.
An organization should ensure that the necessary processes and capabilities are established to protect
sensitive information when required (e.g. when leaving the protective domain of the IMT, in application
of the control in ISO/IEC 27002:2022, 5.10). If information security events/incidents/vulnerabilities
are logged via a generalized problem management system where it is not possible to restrict who has
access to it, sensitive details may have to be obfuscated. Given that the IMT would still require access
to the omitted information, this can lead to a situation where the IMT maintains its own information

security incident register.

As outlined
security inc

i
VulnerabilitiE

organization

7 Establi

7.1 Genel

NOTE Cl

elsewhere in this document, an organization should also ensure that the inferim
ent management plan makes provision for controlling the communication of in€ident
s to external parties, including the media, business partners, customers, law-enforce
s, regulators and the general public.

shing an incident management capability

ral

use 7, in its entirety, links to ISO/IEC 27035-1:2023, 4.5.3).

The aim of e
with approp
incidents, a
This incider
monetary dg

and regulat¢ry impact, service delivery impact, the damage to the organization's reputation t

sometimes a

Incident m3
organization

7.2 Incidd

7.2.1 IMT

An incident
managemen
to the top m

tablishing an incident management organizational structure is to provide the organiz
riate capability for assessing, responding to and“learning from information sed
nd providing the necessary coordination, management, feedback and communic
t management organizational structure comtributes to the reduction in physica
mage, as well as the reduction of other business impacts such as harm to individuals

ssociated with information security inicidents.

nagement organizational structure can be structured differently depending o
size, its staff members and industry type.

ent management team establishment

structure

managementiteam (IMT) is the group responsible for managing the end to end ing
[ capability)fer the organization. As leader of an IMT, the incident manager should be
hnagemeéntand refer to them regularly, as the top management makes the final decis

approve pl

a
building anﬂ]managing the incident management policy and plan. The incident manager should hay

necessary sqftsKills to lead an IMT of various competencies and should also have capacities for p

s andwengage the necessary resources. The incident manager is primarily responsib

ation
s and
ment

ation
urity
ation.
| and
legal
hat is

1 the

ident
close
on to
le for
re the

[oject

management, especially when information security incident management is new to the organization.

The main activities of IMT may include, but are not limited to, the following.

Managing integrated security systems: monitoring information security event management agents

installed on heterogeneous systems (e.g. intrusion detection system, intrusion prevention system,

firewall,

consiste

network resource, etc.).

nt set of response tasks according to the defined policy.

quickly to threats, breaches, and attacks to minimize damage and reduce cost of recovery.

14

Implementing a consistent policy: minimizing risks to the information system by applying a

Responding promptly: defining the most appropriate detection and response mechanisms to react
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Duties of an IMT may also include monitoring and management activities as follows.

— Integrated management and monitoring: 24 h x 365 d monitoring of targets, proactive monitoring
and responses against incidents, log management.

— Reports management: periodic security reporting, security patch management, incident reporting.

— Administrative management: policy management for various system environments including task

C

ontrol and IRT operations.

— Technical management: network, system, application, contents, and service security management.

NOTE
IMT.

yStETT OpEration arnd MaageTTennt SyStenT capacity, PErfOTTIaITE, SECUTIty TOTHig
nvironment configuration management.

Some of the above duties can be shared with or performed by other organizationalunits

ration, and

outside of the
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7.2.2 IMT roles and responsibilities

To organize an IMT, the roles of members can be defined as shown in Table 1. Some of these tasks can be
shared with or performed by other organizational units outside of the IMT. The IMT may provide input
but do not have ultimate authority.

Table 1 — Example roles and tasks of IMT staff members

Role Description

The leadership role is responsible for managing the staff members, defining the job scope,

Incident manager and reporting the status to top management.

It establishes or plans various security policies, reports them to higher-level authosities,
cooperates with third parties, and registers and approves vulnerability reports.Itste-
sponsibilities are as follows:

a) planning and establishing security policies;
b) implementing security processes;

c) adjusting the risk priorities;

Planning eam o . o

d) communicating with other organizations;
e) supporting administration;
f) discussing/registering/approving vulnerabilitysreports on the target organizatipons;
g) preparing and organizing awareness and4raining programmes;
h) performing other activities directed by.the incident manager.
When an automated system is in place to-monitor and detect anomalies, responsible for
real-time monitoring and actual operdtion activities such as security event monitoring/
detection/identification, incident\registration, and prevention. It performs the real-time
security monitoring activities and the following:
a) 24hx365dmonitoring-and operation;
b) intrusion detection, registering incidents, and first responses;

L C undertakingftriage of events/incidents;

Monitoring|team ) & & /

d) performing the security patches and upgrades;

e) implementation of the security policy and backup management;
f) MHhelp desk;

g)” facility management;

h) performing other activities directed by the incident manager.

I cooperation with the response team, it performs in-depth analysis inciuding correla-
tion analysis for the incidents. Analysis on incidents and the following are also provided:

a) planning vulnerability analysis for the target organization and IRT;
. b) improving the security analysis tools and checklist;

Analysis team

c¢) improving the monitoring rules;

d) publication of newsletter;

e) performing other activities directed by the incident manager.

Test and evaluation | Responsible for organizing and performing incident response process and procedures
team tests.
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Table 2 provides an example of the types of staffing, the range of positions and the tasks for various

positions that may be required for an IMT.

Table 2 — Example IMT staff positions

Staff title Tasks

Manager or team leader — provides strategic direction
— enables and facilitates work of team members

— supervises team

— represents IMT to management and others

— interviews and hires new team members

Assidtant managers, su- — support strategic direction of assigned functional area
pervisors, or group leaders
— support the team leader as needed

— provide direction and mentoring to team members

— assign tasks and duties

— participate in interviews to recruitnew team members

Help desk or triage staff |— handle main PoC telephone(s),%email mailboxes, reporting p
incident or security reports

— provide initial assistancge;depending on skills

— undertake initial dataventry and the sorting and prioritizing
information

rtal etc. for

of incoming

Technical writers — assist and facilitate the IMT in the development of publicat
advisories, best practices, or technical tips

ons such as

7.3 |Incident response team establishment

7.3.1] IRT structure

Incidgnt response teams (IRT) are set up and disbanded as incidents arise. The members aj
IRT vlary depending omrthe incident they are responding to. For example, an incident rela
hard jcopy documents may include facilities management and HR representatives, while a
incident requires.the expertise of the IT department and possibly external providers.

The IRT(s) is(ed by an incident coordinator who oversees the activities throughout the re
inclugling A'€gular reporting to the incident manager of the IMT and interested parties.
coordinater also recommends when the IRT has completed its activities and the team can b

d size of the
ted to stolen
ransomware

spond phase
The incident
e disbanded.

IRTs can be structured various ways, including by sector, constituency focus, organizational structure,

or by other attributes. One method of structure is via the type of monitoring scope, in
there are three different types as shown in Figure 1; single, hierarchical, and remote. To

which case,
establish an

IRT, the size of the organization, the importance of the information and interoperability with other
organizations should be considered. In Figure 1, the T refers to targets which are monitored by the

particular IRT.
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A B C
IRT
IRT IRT |€¢—»| IRT IRT

A ey
WA KANAN X

T T T
Key
A single
B hierarchigal
C remote
T  targets mjonitored by the IRT

Figure 1 — Example IRT structures

— Single (dingle type of IRT): the monitoring scope is a single\organization, or a single IRT perfoy

monitoring of multiple organizations or targets. This ‘type is generally used for the ing
managefment, response and operation activities.

— Hierar
the rel

— Remot

ciical (hierarchical type of IRT): one or mére IRTs overlap monitoring scopes. It can inc
igbility for incident response activities:

e |(remote type of IRT): By collecting the security events from remote locations, this

is generplly used for out-sourcing enterprises (specialized information security enterprisg
monitor|the targets.

7.3.2 IRT fypes and roles

An incident

responsible.|The characteristics and size of the constituency and the level of authority and contr
incident response teamthas over its members affects the types of service the IRT can offer an|
appropriate fform of prganization to deliver it. For example, IRTs may themselves do hands-on ing
response (either in-house or as a contracted service), they may coordinate the work of other IR
they may provide information and assist individual members on request (e.g. product IRTs).

ming
ident

rease

type
bS) to

response team((JRT) should have a defined constituency for which it is primarily

bl the
d the
ident
I's, or

Whatever servicesitoffers;the iRt requiresaresponsepoticy{defiming-whatconstitutesamntre
what response(s) is/are required and what authority the IRT is responsible for delivering it), a response
process (defining how the team responds to those incidents to deliver that response), and operational
capabilities to implement that process.

dent,

The incident coordinator has the crucial role of leading the response until the incident is officially closed
after confirmation by the impacted services. The responsibilities of incident coordinator are as follows:

— evaluate the event and decide, based on the procedure and the determined evaluation criteria, if it
becomes an incident;

— coordinate the work of the IRTs and communicate with them to keep continuously informed of the

situati

18

on,;
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— communicate with the incident manager and impacted business managers to inform them on the
evolution of the situation;

— communicate with external interested parties as defined in the incident response procedures;
— logall decisions and actions made during the incident response;

— verify with the owner/manager of the impacted business entity if the “incident closure” conditions
are fulfilled;

— build, complete and communicate the incident response.

The respomsibitities of the R Timctude:

manage the case from the monitoring agents for incidents related to intrusion, theft;datp exfiltration
dr exposure, perform secondary further analysis and actions including investigdtion efforts,
derform recovery actions and establish adequate strategy;

|
(@)

ommunicate with the incident coordinator on any vulnerabilities or unusual situationfs discovered
uring the response activities;

Qo

— dommunicate with the incident coordinator on the evolution of their activities;

— pderform the collection and safeguarding of the tracks and evidences as directed by|the incident
coordinator;

— pgerform the post-incident activities as directed by the incident coordinator;

— Undertake incident analysis, tracking, recording,'dnd response;

— Uundertake technology-watch activities, if assigned;

— develop appropriate training materials, (for IRT staff and/or the constituency);
— mentor new IRT staff, as assigned;

— T1honitor intrusion detection syStems, if this service is part of the IRT activities;
— pferform penetration testingif this service is part of the IRT activities;

— articipate in interviews to recruit new staff members as directed.

7.3.3| IRT staff competencies

Effective incident response depends on the capability and reliability of IRT staff members. Skills
required fordJRT members may include the following.

a) Hersonal skills: communication, problem solving, team interactions, time and project hanagement;

b) Technical skills: security principles, risks analysis, threat modelling, vulnerability analysis, log
analysis;

c) Incident response skills: team policy/procedure, communication, incident analysis, recording and
tracking incident information;

d) Specialized skills: presentation, leadership, subject matter expertise.

In order to respond to various types of incidents which relates to ICT, where relevant, IRT members
should possess technical knowledge and skills such as:

— current network security issues, including attacks, threats, malware, and vulnerabilities;

— system administration security practices such as patch management, secure configuration, backup,
and disaster recovery;
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cryptography (encryption and hash algorithms), digital signatures, current protocols such as Secure
Sockets Layer protocol/ Transport Layer Security protocol (SSL/TLS);

common network protocols such as ethernet (IEEE 802.3), Wireless Fidelity (WiFi, IEEE 802.11),
Internet Protocol v4 (IPv4), Internet Protocol v6 (IPv6), Internet Control Message Protocol (ICMP),
User Datagram Protocol (UDP), Transmission Control Protocol (TCP);

common network application protocols such as Domain Name System (DNS), Simple Mail Transfer

Protocol (SMTP), HTTP(S);

digital evidence collection, reverse engineering;

computd
object-o

Other specif
the organizg
members sh

8 Establi

8.1 Genel

NOTE Cl

r science and programming concepts such as entropy, secure development, functiong
Fiented programming, system architecture and memory layout.

jc knowledge and skills should be determined by duties of the IRT and technglogy us
tion. The examples in this list are current at the time this document was.dévelope(
buld maintain current knowledge and skills.

shing internal and external relationships

ral

luse 8, in its entirety, links to ISO/IEC 27035-1:2023, 5.2 e).

It is import

and externdl organizations that are directly involved in information security event, inciden

vulnerability

8.2 Relat

Incident ma
sharing agrg
internal coll

f management.

onship with other parts of the organization

hagement is not a self-contained\process. Relationships, communication channels,
ements, and policies and procedures should be established across the organization. ’
hborations can include the following.

I and

ed by
l. IRT

hnt to establish and preserve appropriate relationships and connections with internal

t and

data
[hese

20

Busines$ managers: They shouldtunderstand whatthe IMT and IRT are and how they can help support
their bupiness processes. Agreements should be made concerning the authority of the IMT and IRT
over buginess systems and who makes decisions if critical business systems are disconnected|from

the network or shut down;

Represeptatives from\IT: The interactions and workflow between the IT staff and the IMT/IRTs
should He defined.These include what actions are taken by IT staff, what actions are taken by IMT
and IRT§ members, what information the IT staff can provide to the IMT and IRTs, what infornjation
the IMT|and IRTs can provide to the IT team, and what roles, responsibilities and authority] each
have;

Representatives from the legal department: These representatives can provide guidance on liability
and compliance issues, identify if service level agreements (SLAs) are not impacted during an
incident and provide guidance on privacy and civil liberties to ensure investigation and response
actions do not infringe on employee rights. They should also provide advice on which incidents
constitute mandatory data breach notifications, when to inform the regulator(s), who informs the
regulator(s) on the organization’s behalf and how they inform the regulator(s);

Representatives from human resources: It is important that they are involved in developing
policies and procedures for managing internal employees found engaging in unauthorized or illegal
computer activity;

Representatives from public relations: They should be prepared to handle any media inquiries and
help develop information disclosure policies and practices;
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Any existing security groups, including physical security and data protection: It is important that
the IMT and incident coordinator exchange information with these groups about information
security incidents, and may share responsibility with them for resolving issues involving computer
or information theft;

Audit and risk management specialists: They can help develop threat metrics and identify risks to
constituency systems;

Any law enforcement liaisons or investigators: They understand how the team should work with
law enforcement, when to contact law enforcement and who does the investigations and forensic
analysis;

(eneral representatives from the constituency: They can provide insight into their needs and

The
this

necegq

that

Proce

and
and

8.3

Orgal
parti
an in
seeki
such
team
relev

Infor
incid

requirements;

(risis management/business continuity: These workflows should be established-betwe
groups along with rules for escalation of incidents to crisis management and-d feedbacl
Tlthe closure of an incident to enable up to date records for the incidentmanagement
i

q

cident coordinator and IRTs should be responsible for ensuring that incidents are
ontext, the incident coordinator and IRT members should have a-degree of authorit
sary actions deemed appropriate in response to information security incidents. How

bnt management policy and plan detail the appropriate management function t

should make a commitment to be available to the‘incident coordinator and deliver its
bly fashion.

dures and responsibilities for dealing withrthie media should also be agreed to by top
d

How that part of the organization interacts with the IMT.

Relationship with externalinterested parties

hizations should establish(relationships between the IMT and appropriate extern:
bs. IMT and incident coordinator should regularly communicate with outside parti

Ing external expertise. Another example is discussing incidents with other intere
hs internet seryice’providers (ISPs), the vendor of vulnerable software or other incid
5. With the approval of incident coordinator or incident manager, IRTs may also proa
hnt incidedtindicator information with peers to improve detection and analysis of inc

mation-should only be communicated with external parties in accordance with organ
bntmanagement policies and processes.

en these two
t mechanism
feam.

resolved. In
y to take the
ever, actions

an have adverse effects on the overall organization, eitherfinancially or in terms of reputation,
should be agreed to by top management. For this reason, it.is\essential that the informat
incid
incid
part,
a tim

ion security
b which the

ent coordinator reports serious information security incidents. The management funpction, on its

guidance in

management

ocumented. These procedures should specify who in the organization deals with medlia inquiries,

1l interested
bs regarding

rident, whenever appropriate, such as contacting law enforcement, fielding media inquiries, and

sted parties,
Ent response
ctively share
idents.

zational and

NOT

E Legal or regulatory requirements can apply.

IRT members should seek to join trusted communities of colleagues in the IRT field of practice to
increase their professional acumen and create trusting relationships for information exchange.
Exchanging technical information with trusted partner IRTs in the detect and report phase of incident
handling can improve response effectiveness and help to minimize impacts on other organizations.
As many cybersecurity threats affect multiple organizations simultaneously, this type of information
sharing is considered crucial for responsible IRT operations. Where practical, automated exchanges of
incident information should be established to increase the speed at which new incidents can be detected
through collective IRT activity.

External interested parties can include (but are not limited to) the following:

a)

contracted external support personnel;
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b) IMTs and IRTs of external organizations;

c¢) managed service providers (including telecommunication service providers), ISPs, vendors and
suppliers;

d) law enforcement organizations;
e) emergency authorities;
f) CERTsY and CSIRTSs, where appropriate;

g) appropriate government organizations, or data protection agency;

h) legal pefsonnel;

i) public r¢lations officials and/or members of the media;
j) businesg partners;

k) customdrs;

1) general public;

m) regulatdrs.

9 Defining technical and other support

9.1 General

NOTE1 Clquse 9, in its entirety, links to ISO/IEC 27035-1:2023, 5.2 f).

To ensure that quick and effective responses to_information security incidents can be achievdd, an
organization] should acquire, prepare and test@ll necessary technical and other support means. All
internal and|external parties for support and reporting should be defined and communication channels
and workflow agreed upon. These activitiesinclude the following:

— access tp details of the organizatien's assets with an up-to-date asset register and infornation
linkage to business functions including the asset owner;

— documepted and promulgated communications processes including media communicdtions
procedufres that comply with the organization’s policies on media interaction and infornjation
disclosﬁﬂe. For example;”an organization may want members of its public affairs office and|legal
departnjent to participate in all incident discussions with the media;

— the use |of an<nformation security incident register and the means to populate and update the
register|quickly, analyse its information and facilitate responses (in some instances manual regords
can be rggliifed by an organization), with the register kept demonstrably secure;

— the use of a standard format and exchange protocol to receive and process alerts or information
on events/incidents/vulnerabilities to inform situational awareness of the information security
operating environment, allowing for risk-based and proactive remediation;

— resources/tools for information security/digital evidence collection and analysis;

— adequate crisis management documentation and arrangements (for guidance on business continuity
management, see ISO/IEC 27031, ISO 22301 and ISO 22313);

— defining external parties for support and reporting, and defining point of contacts between the
organizations including how and when to communicate.

1) CERT is an example of a suitable product available commercially. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC of this product.
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An organization should ensure that the technical means support the following:

a)
b)

f)

g)

h)

quick acquisition of information security event/incident/vulnerability reports;

notification of previously selected external personnel by appropriate means, thus

requiring a

contact register (including paper and other backups) with all required details (e.g. person, position,
e-mail, telephone, group e-mail), and the appropriate means to transmit information to individuals

in a secure fashion where appropriate;

taking precautions commensurate with assessed risks for ensuring that electronic communication,
whether internet or non-internet, cannot be eavesdropped and stays available while the system,

service and/or network is under attack (this can require pre-planned alternative com

munications

mechanisms being in place);

ensuring the collection of all information about the incident including any supporting
slystem, service and/or network, and all information both stored and processéd approj

o

sing cryptographic integrity control to help in determining whether and what parts o
ervice and/or network, and what data, were changed, if commensurate'with assessed

%)

-

hcilitating the archiving and securing of collected information (for example, by app
ignatures to logs and other evidence before storing in apprepriate off-line stora
50/1EC 27040);

— N

D

nabling the preparation of printouts (e.g. of logs), including those showing the pr
hcident, and the resolution process and chain of custody;

—e

—

ecovery of the information, information system,éervice and/or network to normal op
he following procedures that are in line with the relevant crisis management:

—

backup testing;

malicious code control;

original media with system and application software;
bootable media;

clean, reliable and up-to-date system and application patches;

— ) Y T I

transfer of recevered physical files/tamper proof containers, safe hand delivery pi

~N O o oS

) copies of hardcopy records.

information
hriately;

f the system,
risks;

lying digital
ge, also see

bgress of an

bration, with

otocols;

as the clean

Organizationgs-can create a standard baseline image from the installation media and use if
basis|for creating systems. Using such an image instead of the original media is often preferpble because
the ithage has already been patched, hardened, tested, etc.

An attaeked—information—system,—service—ernetwork—maynotfunetion—eorreetly—Thus, as far as
possible, no technical means (software and hardware) necessary for responding to an information
security incident should rely in their operations on the organization's “mainstream” systems, services
and/or networks, proportionate to the assessed risks. All technical means should be carefully selected,
correctly implemented and regularly tested (including testing of the backups made). If it is possible, the

technical means should be fully independent.

NOTE 2  Technical means described in this subclause do notinclude technical means used to detectinformation
security incidents and intrusions directly and to automatically notify appropriate persons. Such technical means
are described in ISO/IEC 27039.
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9.2 Technical support

Technical su

a)

pport mechanisms can include the following:

internal information security audit mechanisms to assess the security level and track vulnerable

e the

systems;

b) vulnerability management (including security updates and security patching of vulnerable
systems);

c) technology tracking to detect new kinds of threats and attacks;

d) intrusiofrdetection systems (for more details, see 1SO/1EC 27039J;

e) networl security devices, protections means and monitoring tools (for more details)“se
ISO/IEC[27033 series);

f) anti-malware software;

g) auditlog records, and log monitoring software.

9.3 Other support

Other suppojrt mechanisms can include documented responsibilities.and operating procedures f

operations §
collection an

upport team. Examples of other technical support may<include use of electronic evi
d forensic tools (whether sourced internally or outsourced).

10 Creating information security incident awareness and training

NOTE Cl

use 10, in its entirety, links to ISO/IEC 270354t 2023, 5.2 g).

Information
people. Thet
individuals ¥

The awareng
information

efore, it should be supported by appropriately information security-aware and tr
vithin the organization (also noted in ISO/IEC 27002:2022, 6.3).

ss and participation of all grganization personnel is crucial for the success of a struc
security incident management approach. Users should be made aware of how the

their department can benefit from participating in a structured approach to information sed

incident ma
to informati
notify intere
these factor
managemen

The organiz
promoted a

hagement. Furthermore, the operational efficiency and quality of a structured app
on security incident management relies on a number of factors, including obligati
sted parties of‘incidents, quality of notification, ease of use, speed and training. So
b relate tomaking sure that users are aware of the value of information security ing
f and being'motivated to report incidents.

htion should ensure that the role of information security incident management is ac
b«part of the organizational information security awareness and training progra

r the
lence

security incident management is a process that involves not only technical means buf also

hined

tured
y and
urity
roach
on to
me of
ident

tively
mme.

The awaren

esS programme and related material should be avallable To all personnel, Including new

employees, third party users and contractors, as relevant. There should be a specific training programme
or programmes for the PoC, IRT members, information security personnel and specific administrators,
as necessary. Each group of people involved directly with the management of incidents can require
different levels of training, depending on the type, frequency and criticality of their interaction with
the information security incident management plan.

The organization's awareness briefings should encompass the following:

a)

both to the organization and to its personnel;

b)

event, incident and vulnerability management workflow;

24

benefits to be derived from the structured approach to information security incident management,

how the information security incident management plan works, including its scope and the security
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c) how toreport on information security events, incidents and vulnerabilities;

d) incidentinformation held in, and the outputs from, the information security incident register;

e) controls on confidentiality of sources as relevant;

f) notification of outcomes, under what circumstances sources are advised;

g) any constraints imposed by non-disclosure agreements;

h) the authority of the information security incident management organization and its reporting line;

) horeceive . i mati Aty inei : 3 v the reports

are distributed.

The 1lesponse teams should know what to do, which resources to use and in which time|frames. It is
esserltial that the personnel be trained to perform with efficiency and calm.

Trainfing should at least be focused on:

— gvent evaluation procedure;

— gvent detection and raising;

— ihcident response;

— swift bidirectional passage to and from crisis management.

The grganization should make personnel aware of, ahd/train them to detect information| events. The
organization should make them understand that raising information events is firstly not a source of
penalties (even if the “finder” is the cause of the évent), and secondly is handled anonymoufsly.

In some cases, it may be desirable for the organization to include awareness detail speciEically about
information security incident management in other training programmes (for example, personnel
orienfation programmes or general organizational security awareness programmes). This awareness
apprgach can provide valuable context relevant to particular groups of people and imprgves training
programme effectiveness and efficiency.

Beforle the information secyrity incident management plan becomes operational, the prganization
should ensure that all relevant personnel are familiar with the procedures involved in the detection
and reporting of information security events, and selected personnel are very knowledgeable about
the spbsequent actiyities. This should be followed up by regular awareness briefings and training
courges. The training-should be supported by specific exercises and testing for PoC and IRT members
and ipformatiopssecurity personnel and specific administrators.

In adglition, the’awareness and training programmes should be complemented by the establishment and
operatior(s of “hot line” support from information security incident management personndl, in order to
minitlnize delays in reporting and handling information security events, incidents and vulnerabilities.

11 Testing the information security incident management plan

11.1 General
NOTE Clause 11, in its entirety, links to ISO/IEC 27035-1:2023, 5.2 h).

The organization should schedule regular checking and testing of the information security incident
management processes and procedures to highlight potential flaws and problems that can arise during
the management of information security events, incidents and related vulnerabilities. Periodic tests
should be organized to check processes/procedures and to verify the incident response responses.
These simulated scenarios can range from severe, complex incidents based on realistic attacks, failures
or faults to table top exercises. The format of the simulation depends on the pre-defined goals of the
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exercise. Tests can involve not only the IRT, but also some or all internal and external organizations
that are involved in the management of information security incidents. Organizations should ensure
that any changes made as a result of post testing reviews are subject to thorough checking, including
further testing, before the changed plan goes live.

When conducting an exercise, it is very important that all involved are aware that they are not dealing
with the real attack. It is important to establish and maintain this difference to prevent people from
triggering actions that may have much larger implications to the organization (e.g. initiate building
evacuation). This rule can be ignored only under special circumstances when the exercise is performed
within strictly controlled environment that prevents the effects of the exercise to “spill over” into the
operational environment.

Every exerci

plannin

executid

debrief 4

Planning an
envisaged f
improve the

11.2 Exerc

11.2.1 Defining the goal of the exercise

Generally sp

a) validatign: to validate incident management plans and identify potential omissions or errors;

b) training

c)

[tis commorn
by the over

testing:

incident mapagement plans or updating the existing ones, it can use exercises to validate them.

the plans ag
existing pro
that they arsg

Table 3 is giy

se goes through the following phases:
b and preparation;

n;

ind post incident analysis.

preparation of an exercise is based on the current incident_management plan
ture threats and trends. The results of the post-incident andlysis are used as ing
incident management plans.

ise

eaking, an exercise can have the following three main goals:

to allow people to practice their tolés and make them comfortable executing them;
to test the currently existing proecesses and procedures.

that an exercise has morethan one goal. The goal of an exercise is in good part detern
hll state of preparedness of the organization. When an organization is preparing

e made and put(in‘place, the organization uses exercises to train the people. Aftg
Cesses and procedures are well established, they should be periodically tested to e
still valid.

en as guidance on what types of exercises can be used to achieve which goal(s).

E and
ut to

hined

new
After
r the
nsure

Table 3 — Mapping exercise goals to exercise types

Goal Exercise types

Validating new plans

discussion-based

table top

Training people

discussion-based
table top

live (e.g. real acting out simulation using actual
systems red/blue teaming/social engineering
activities)

Verifyi

ng if the existing plans are still valid table top

live
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11.2.2 Defining the scope of an exercise

The scope of an exercise is mainly defined by its goals. When defining the scope of an exercise, the
following items should be considered:

a) whether the exercise involves only internal people (within the organization) or external
organizations;

b) exactly who is involved, i.e. is it the IRT only, or are people from other groups included, and if so,
which groups;

c¢) how many exercise leaders are required.

The sicope has direct influence on which organizations are represented at the exercise and’profile of the
partifipants.

11.2.8 Conducting an exercise

When conducting an exercise, it is very important that all involved are avare that the scenario being
hand]ed is an exercise and not a real event. If participants are unable to”distinguish simulated from
the real events, there is potential that they trigger actions with widér-eonsequences or iIrIl:zolve people
outsifle of the exercise. In the worst case scenario, this can lead to-pariic in the general public.

Ther¢ are number of tasks that should be accomplished in order to conduct a successful ¢xercise. The
following list provides only a general overview of the main tasks:

a) the beginning, brief participants on the exercise{goals;

b) sure safety and security of all participants (this is especially important with live exefcises where
olunteers are used);

) ake sure that all participants know their roles;

d) sure that appropriate people, eig~incident manager along with the incident cootdinator and
usiness representative depending on the incident being tested, are available to lead|participants
through the exercise;

e) allocate sufficient time for discussion during the exercise but not an excessive amount|to derail the
gxercise;

f) allow sufficient time and resources to debrief all participants after the exercise and|collect their
feedback (note that the feedback is twofold: what was the objective of the exercise pnd how the
gxercise itselfwas conducted);

g) dreate anddistribute exercise reports to the interested parties.

11.3| hicident response capability monitoring

11.3.1 Implementing an incident response capability monitoring programme

Incident response capabilities encompass not only capabilities of the incident response team, but also
capabilities of the individuals and groups that IRT may ask for help during the incident handling. While
most of the incident response capabilities are concentrated within the IRT, it is possible that it can lack
specialist knowledge in certain narrow areas. For that reason, the IRT may engage individuals or other
teams to fill this void.

By monitoring characteristics of incidents and frequency by which these characteristics occur
in incidents, it is possible to develop a picture of what capabilities the IRT should possess. These
capabilities change over time. Some changes occur because technology within the organization is either
abandoned or new technology is introduced. An example of abandoning technology may be moving
all data from SQL databases to non-SQL databases. Allowing employees to use mobile telephones to

© ISO/IEC 2023 - All rights reserved 27


https://iecnorm.com/api/?name=241365fd03107fe08af4206d4706b1fb

ISO/IEC 27035-2:2023(E)

perform their tasks is an example of introducing a new technology that previously did not exist within
the organization. Another reason that can lead to change in IRT capabilities is the development of new
attack techniques.

Not all capabilities are technical in nature. Some threats, especially ones that do not rely on technology,
are best addressed with non-technical means (e.g. social engineering).

11.3.2 Metrics and governance of incident response capability monitoring

The IRT capabilities should be adequate to address the current threats facing the organization. As the
threats change, so does the team capabilities so that the organization can effectively respond to the

new threats

can be distr
The main re

With such d
that would r

can be contdined in this register:

a) capabilifies available to the organization;

b) who pogsesses such capabilities;

c) whether the bearers of the capabilities are internal or external to the organization;
d) how to gngage the bearer of the capability;

e) types of|threats this capability can be used to réespond/reduce/eliminate;

f) how curfrent is the capability (or its proxy measure when it was last used);

g) how oft¢n the capability was required.ifithe past time interval.

This informd
can be left tg

12 Learn

12.1 Genel

NOTE Cl

reduced to negligible levels or the underlying reason for the risk has been xe
while the IRT should be the focal centre of the expertise and the main bearer'of ing
abilities, it is not essential to possess all of them. Rarely used expertise and.eapab
buted among different individuals or groups either within or outside of the ‘6rganiz
hson for this is cost-effectiveness.

stribution of capabilities and changing needs, the organization should establish a re
bflect its current capabilities. The following non-exhaustive list jillustrates informatio

tion is then used in the planining of development of IRT capabilities. Rarely used capab
lapse and often used capabilities not currently present within the IRT can be gained

essons

ral

use 12;1n its entirety, links to ISO/IEC 27035-1:2023, 5.6.

ither
oved.
ident
lities
htion.

rister
h that

lities

Once an infd

rmiation security incident has been handled and closed, the organization should ids

entify

and learn lessons, and ensure that the conclusions are acted upon. Furthermore, lessons can be learned
from the assessment and resolution of reported information security vulnerabilities or after testing the
information security incident management plan. Where necessary, the following statistics are updated:

Mean time between incidents. If the tendency decreases after a few incidents, a study should be
necessary to discover where and why the organization is more exposed or vulnerable;

Mean time between same type of incidents (e.g. technical attack, malware, compromise of
information). If the tendency decreases after a few incidents, a study should be necessary to discover
the reason;

Mean time to resolve same type of incidents. If the tendency increases after a few incidents, a study
is necessary to discover the reason.
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Decisions on lessons learned should be based on the risk induced with the result of the incident report
analysis.

12.2 Identifying areas for improvement

An organization should look beyond a single information security incident or vulnerability and check
for trends/patterns for which they can help identify the need for controls or changes. It is also sensible
practice following an IT-oriented information security incident, to conduct information security testing,
particularly vulnerability assessment. Thus, an organization should analyse the data in the information

security incident register on a regular basis in order to do the following:

i

—

— analyse where preventive action can be taken to reduce the likelihood of futureincide

Reley

be channelled into the trend/pattern analysis (similar to the way reported informat

vulne
secul
baseq

Infor
IRTs
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hand

12.3
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As a
asses
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work]
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infor

should ensure that a meeting of all the relevant parties is scheduled shortly after its resc

Entify trends/patterns,

lentify areas of concern;

ant information acquired throughout the course of an informatign“security inc

rabilities are handled). It contributes significantly to the early, identification of
ity incidents and provides a warning of further information security incidents whi
| on previous experience and documented knowledge.

mation security incident and related vulnerability information received from goversi
hnd suppliers should also be used.

hary analyses of information security incidents annd/vulnerabilities should be produce
Ch meeting of the organization's management information security forum and/or
bd in the overall organizational informationisecurity policy. For more information on
ing, see ISO/IEC 30111.

Identifying and making improvements to the information security incide
agement plan

bart of post-incident resolution, the incident coordinator should review all that has
s and thus quantify the effectiveness of the entire response to an information secui
an analysis aims to determine which parts of the information security incident mana
ed successfully and identify if any improvements are required.

hportant aspect of post response analysis is to feed information and knowledge b
mation security incident management plan. If an incident is sufficiently severe, an

nts.

dent should
ion security
information
ch can arise,

iment, other

d for tabling
other forum
rulnerability

nt

happened to
rity incident.
gement plan

ack into the
brganization
lution while

information.js still fresh in people's minds. Factors to consider in such a meeting include tHe following.

a) Did-thé procedures outlined in the information security incident management plan work as
iptended?

b) Are there any procedures or methods that would have aided in the detection of the incident?

c) Were any procedures or tools identified that would have been of assistance in the response process?

d) Were there any procedures that would have aided in recovering information and systems following
an incident identified?

e) Was the communication of the incident to all relevant parties effective throughout the detection,

r

eporting and response process?

The results of the meeting should be documented. The organization should ensure that the areas
identified for improvement to the information security incident management plan are reviewed
and justified changes incorporated into an update of the plan documentation. The changes to the
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information security incident management processes, procedures and the reporting forms should be
subject to thorough checking and testing before going live.

12.4 IMT evaluation

Compared to learn lessons, an evaluation is a periodic and more holistic assessment of the effectiveness
of the IMT. Once the IMT has been in operation, the team and its management should evaluate the
effectiveness of the team and how well it meets the needs of the constituency. An evaluation can be
conducted periodically or aspects of evaluation can be integrated into operational and learn lessons
processes.

Examples of[evaluation activities Inciude the following:

— determihing which activities work well and which do not;

— evaluatipg the capabilities and services once they become operational;
— checking how the IMT is doing with the constituency and any external partnersand collabordtors.
Examples ofjmore specific feedback mechanisms include the following:
a) benchmparking;

b) general |discussions or interviews with representatives from.the constituency and external
partner$ and collaborators;

c) surveys|distributed on a periodic basis to constituency members;

d) creation of a set of criteria or quality parameters thatis.then used by an audit or third-party group
to evalupte the IMT.

Performancg¢ metrics can also be collected to help evaluate IMT success. Possible metrics can ing¢lude,
but are not ljmited to, the following:

— incident|statistics, such as counts of different types of incidents, response times, incident life fimes,
resoluti¢pn or disposition of incidents;

— amount|of information reportedto constituency about information security issues or ongoing
activity

— preventative techniques dnd security practices in place.
Any changeqand improvements should be based on outcomes of the evaluation.

12.5 Identjfying and making improvements to information security control
implementation

During reviews; afteroneor-more-information—secut ity inrcidentsandretated-vulnerabititteshave been
resolved, new or changed controls may be identified as being required. The recommendations and
related control requirements can be such that it is not financially or operationally feasible to implement
them immediately, in which case, they should feature in the longer-term aims of the organization. For
example, migration to a more secure and robust firewall may not be financially feasible in the short
term, but should be factored into an organization's long-term information security goals.

In accordance with the agreed recommendations, the organization should implement the updated
and/or new controls. These can be technical (including physical) controls and can include the need for
rapid material updates for, and delivery of, security awareness briefings (for users, as well as other
personnel), and rapid revision and issue of security guidelines and/or standards.

In addition, while reviews of information security-related procedures and documentation can be
conducted in the immediate aftermath of an information security incident, it is more likely that this is
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required as a later response. Following an information security incident, if relevant, an organization
should update its information security policies and procedures to take into account information
gleaned and any problems identified during the course of the incident management process. It should
be a long-term aim of the IMT, in conjunction with the organization's information security manager, to
ensure that these information security policy and procedural updates are propagated throughout the
organization.

Other improvements may have been identified during the learn lessons phase, for example, changes in
information security policies, standards and procedures, personnel security controls and changes to
IT hardware and software configurations. Personnel security controls may include implementing more
rigorous employment screening processes when engaging personnel or implementing regular ongoing

persa

A spe
incid
event
(whis
cans
and y
other

12.6
man

Depe
impa
risk

vulng
conse
align
of an
intro

12.7

Soms
mana

11 1 [aah] : i 1 11 P AR | PR |
HIITT CHICTCRS. THIT UL 5dIITZ4UTUIL STITUUIU TIISUT C© L4t LHEST dI'T dLLTU UPULLL.

cial case of lessons learned is the analysis of a non-standard application of the informa

s like IT problems (e.g. computer or application malfunction), misconduct within the

tleblowers) or other events not related to information security. Increased’ instances
jgnify problems in other parts of the organization or insufficient training on the pra
se of the reporting processes. A potential result of this analysis cart be to highlight d
non-security related processes or parts of the organization, to topmanagement.

Identifying and making improvements to information security risk asses
agement review results

hding on the severity and impact of an information Sécurity incident (or the severity ¢
Ct to a reported related information security vulnerability), an assessment of informa
hssessment and management review results.can be necessary to consider new

rabilities. This includes reviewing the consequence levels in the risk assessment wi
quence levels that occurred during the incident/as a result of the incident to ma
with the previously assessed likelihood.and consequence levels. As a follow-up to th
updated information security risk assessment and management review, it may be

Huce changed or new controls (see41.3 and ISO/IEC 27005).

Other improvements

times analysing an incident can produce results that are not strictly related
gement, but can help with streamlining operation of an organization or other i

The

llowing list is given as an illustration of such improvements and is by no means

exclugive:

elay in providing fixes/patches can lead to refining criteria for selecting software
endors;

— insuffidient staffing availability during handling of the incident due to inadequate resou

n'be corrected by provision of adequate staff levels, enhanced education and trainin
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Annex A
(informative)

Considerations related to legal or regulatory requirements

A.1 Intro

duction

Legal or rdgulatory requirements often apply in the context of information security~ing
management. Consequently, the following aspects should be addressed in the informatidn) Seq
incident management policy and associated scheme.

A.2 Data

Adequate dd
specific legi
control of p
it is importa
A structurec

protection and privacy of personal information

ta protection and privacy of personal information is provided, Injthose countries V
Slation exists that covers data confidentiality and integrity, {t{is often restricted t
ersonal data. As information security incidents are typicallyyattributed to an indiv
nt that information of a personal nature is therefore recerded and managed accor

| approach to information security incident management therefore takes into accoudnt

ident
urity

vhere
o the
idual,
ngly.
t the

appropriate privacy protection. This may include the following:

a) those inflividuals with access to the personal data should/so far as is practical, not personally know
the perspn(s) being investigated;

b) non-dis¢losure agreements should be signed by, those individuals with access to the personal data
prior to them being allowed access to it;

c) informafion should only be used for the spécific purpose for which it has been obtained, ile. for
information security incident investigation.

A.3 Record keeping

Appropriate| record keeping is.imaintained. Some national laws require that companies mailrr:cain

appropriate [records of their(activities for review in the annual organization audit process. Similar

requirements exist with regard to government organizations. In certain countries, organizatior]s are

required to 1
a serious cri

A.4 Conti

eport or to.generate archives for law enforcement (e.g. regarding any case that may in
me or penétration of a sensitive government system).

volve

'ols to ensure fulfilment of commercial contractual obligations

It is presupposed that controls are in place to ensure fulfilment of commercial contractual obligations.
Where there are binding requirements on the provision of an information security incident management
service, for example covering required response times, it is presupposed that appropriate information
security is provided to ensure that such obligations can be met in all circumstances. Related to this,
if an organization contracts with an external party for support, for example an external IRT, then it
is presupposed that all requirements, including response times, are included in the contract with the
external party.

A.5 Legal issues related to policies and procedures

Legal issues related to policies and procedures are dealt with. It is presupposed that the policies and
procedures associated with the information security incident management scheme are checked for
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potential legal or regulatory issues, for example if there are statements about disciplinary and/or legal
action taken against those causing information security incidents.

A.6 Disclaimers are checked for legal validity

Disclaimers are checked for legal validity. It is presupposed that all disclaimers regarding actions taken
by the information incident management team and any external support personnel, are checked for
legal validity:.

A7

Conty
with
regat]

advi

A.8

Non-

may

SOme;

that

A9

Law

possi
incid
for dgcumenting incidents and how long that documentation should be retained.

A.1(¢

Liab

any external support personnel, for example from an external IRT, are thoroug
ding waivers on liability, non-disclosure, service availability, and the implications

ge.

Non-disclosure agreements

lisclosure agreements are enforceable. Information security ineident management te
be required to sign non-disclosure agreements both when\starting and leaving em
countries, having signed non-disclosure agreements maynot be effective in law; it is
this is checked.

Law enforcement requirements

enforcement requirements are addressed., [t is presupposed that the issues associa
pility that law enforcement agencies legally request information from an informat
ent management scheme are clear. It may be necessary to clarify the minimum legal r

Liability aspects

ility aspects are clear. It\is presupposed that the issues of potential liability and rela

acts with external support personnel cover all required aspects. It is presupposéd t;ls

at contracts
hly checked
of incorrect

hm members
ployment. In
bresupposed

ted with the
ion security
pquirements

ted required

contrjols are clarified. Examples of events which may have associated liability issues are as|follows:

a) ifanincident camraffect another organization (for example, disclosure of shared infornpation, and it
i$ not notifiedin.time and the other organization suffers an adverse impact);

b) if a new yulnerability in a product is discovered and the vendor is not notified and a major related

incidentoccurs later with major impact other organizations;

c) 4 report is not made where, in the particular country, organizations are required to|report to or
generate archives for law enforcement agencies regarding any case that may involve a serious crime,
or penetration of a sensitive government system or part of the critical national infrastructure;

d) information is disclosed that seems to indicate that someone, or an organization, may be involved
in an attack. This can damage the reputation and business of the person or organization involved;

e) information is disclosed that there may be a problem with a particular item of software and this is
found not to be true.

A.11 Specific regulatory requirements

Specific regulatory requirements are addressed. Where required by specific regulatory requirements, it
is presupposed that incidents are reported to a designated body, for example as required in the nuclear
power industry, telecommunications companies and internet service providers in many countries.
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A.12 Prosecutions, or internal disciplinary procedures

Prosecutions, or internal disciplinary procedures, can be successful. It is presupposed that appropriate
information security controls are in place, including provably tamper-proof audit trails, to be able to
successfully prosecute, or bring internal disciplinary procedures against, “attackers”, whether the
attacks are technical or physical. In support of this, it is presupposed that evidence is collected in a
manner that is admissible in the appropriate national courts of law or other disciplinary forum. It
should be possible to show that:

a) records are complete and have not been tampered with in any way;

b) copies ofelectronic evidence are prn\mhlv identical to the nriginq]c-

c¢) any IT qystem from which evidence has been gathered was operating correctly at the' tiffje the
evidenc¢ was recorded.

A.13 Legal aspects

Legal aspects associated with monitoring techniques are addressed. It is presupposed thdt the
implications| of using monitoring techniques are addressed in the context“ef the relevant national
legislation. The legality of different techniques vary from country to country. For example, in [some
countries, people are made aware that activities are monitored, Ancluding through surveillance
techniques. Factors that can be considered include who/what is being'monitored, how they/it are peing
monitored, 4nd when the monitoring is occurring. Monitoring/surveillance in the context of IDS is
specifically dliscussed in ISO/IEC 27039.

A.14Acce1)table use policy

Acceptable Use policy is defined and communicated>Tt is presupposed that acceptable practicg/use
within the ofganization is defined, documented atid communicated to all intended users. For example,
it is presupposed that users are informed of thé acceptable use policy and asked to provide written
acknowledg¢ment that they understand and accept that policy when they join an organization qr are
granted accgss to information systems.
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Example forms for information security events, incidents and

vulnerability reports

Introduction

hnnex contains examples of items which are recorded for information security €ven
vulnerabilities. It also contains examples of forms for reporting on information sec

dard.

Example items in records

1 Example items of the record for information security event

Basic information

—+ Date of event

—  Event number

- Related event and/or incidefib numbers (if applicable)
Heporting person details

-+ Name

Hvent descriptioh
—+ Whatoccurred

-+ ~Hew it occurred

ts, incidents
irity events,
s. There are
mat (IODEF)

ow and why

—+ Contact information such as address, organization, department, telephone and e-mail

— Why it occurred

— Initial views on components/assets affected
— Adverse business impacts

— Any vulnerability identified

Event details

— Date and time the event occurred

— Date and time the event was discovered

— Date and time the event was reported
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B.2.2 Example items of the record for information security incident

This includes basic information on the information security incident, such as when, what, how and why
the incident occurred, as well as the incident category, impact, and result of incident response.

36

Basic information

Date of incident

Incident number

Related event and/or incident numbers (if applicable)

Reporting person

Point of

IRT men

Incident

Incident

Na

Con

e

Contact (PoC) member

Nanmpe

Con

nber details

Nanme

Con

Wh
How
Why
Init
Ady|

Any]

Dat

description

it occurred

it occurred

it occurred

al views on component§/assets affected
erse business impaets

vulnerability identified

details

b and-time the incident occurred

Dat

b and time the incident was discovered

Fact information such as address, organization, department, telephone ande-mail

fact information such as address, organization, departmentftelephone and e-mail

Fact information such as address, organizationjdepartment, telephone and e-mail

Date and time the incident was reported

Incident category

Components/assets affected

Adverse business impact/effect of incident

Total recovery cost from incident

Incident resolution

Person(s)/perpetrator(s) involved (if incident caused by people)

Description of perpetrator
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— Actual or perceived motivation

— Actions taken to resolve incident
— Actions planned to resolve incident
— Actions outstanding

— Conclusion

— Internal individuals/entities notified

— Externalindividuals/entitiesnotified

B.2.3 Example items of the record for information security vulnerability

This Includes basic information on the information security vulnerability, such,as when, what and how
the vjilnerability was identified, as well as the potential impact and the resolutioh.

— Basic information

- Date of vulnerability identified

- Vulnerability number
— Heporting person details

— Name

- Contact information such as address, orgahization, department, telephone and e-nail

I
<

ulnerability description

|
<

ulnerability resolution

B.3 [How to use forms

B.3.1 Format of date and time

Dateg should be enteredinithe format YYYY-MM-DD (and if required HH-MM-SS). If relevant|coordinated
univgrsal time (UTC) should be used for ready comparison when many events are occurring across
time gones (and at,theleast state the UTC offset applied to the time). See the ISO 8601 serids for further
information.

B.3.2 Notesfor completion

The gurpoese of the information security event and incident report form is to provide information about
an inf_r‘—‘ﬁﬁrf_ﬁlﬁ‘rb—f‘_r‘—ﬁ_élorma fon Security event. If it s determined to be an information security incident, information

about the incident should be provided to the appropriate people.

Ifan information security eventis suspected to be in progress or have occurred — particularly one which
may cause substantial loss or damage to the organization's property or reputation — an information
security event report form should be immediately completed and submitted in accordance with the
procedures described in the information security incident management plan of the organization.

The information provided is used to initiate appropriate assessment, which determines whether
the event is classified as an information security incident or not, and if it is any remedial measures
necessary to prevent or limit any loss or damage. Given the potentially time-critical nature of this
process, it is not essential to complete all fields in the reporting form at this time.

If a PoC member reviews the already completed/partially completed form, then a decision is made as to
whether the event is classified as an information security incident. If an event is classified as such, the
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information security incident form should be completed with as much information as possible. Both the
information security event and incident forms should be forwarded to the IRT. Whether the information
security event is classified as an incident or not, the incident management system should be updated.

If an IRT member reviews information security event and incident forms forwarded by a PoC member,
then the incident form should be then updated as the investigation progresses, and related updates

made to the

incident management system.

The purpose of the information security vulnerability report form is to provide information about a
perceived vulnerability, and to act as the repository of information on the resolution of the reported
vulnerability.

Please obsern

It is recd

NOTE
incident/vuln
based plan is

— When p1
includin|
be read
means ¢

Only fac
fields. W
informa

Full con
the repag

Ifit is later d

should be amended and re-submitted.

B.4 Exam

B.4.1 Example form for information security event report

1. Date of eY

2. Event number 2

ve the following guidelines when completing the forms:

mmended that the form is completed and submitted electronically.
This includes a secure web page form with linkage to the electronic informationssécurity ¢

hlso critical, in preparation for situations where it is not possible to use an electronic plan.

oblems exist, or are considered to exist, with electronic reportingmechanisms (e.g. e-
B when itis thought possible that the system is under attack and'report electronic fornj
by unauthorized people, then alternative means of reporting'should be used. Alterr
an include in person, by telephone or text messaging.

tual information should be provided. There should be‘no speculation in order to con
here it is necessary to provide unconfirmed information, it should be clearly stated th
Lion is unconfirmed, and why this may be the case.

rt or form — either urgently or at a later date — to obtain further information.

iscovered that any information provided is inaccurate, incomplete or misleading, the

ple forms

Information Security Event Report
rent Page 1 of 1

3. (If applicable)
Related event

vent/

erability database. Although operating a paper-based plan would be time _consuming, a paper-

mail),
s can
ative

plete
ht the

fact details should be provided. It may be riécessary to contact the person who subnjitted

form

a  Event pumbers and/or Incident
should be allocated by Identity Numbers
the organization’s IRT
Manager.
4. REPORTING PERSON DETAILS
4.1 Name 4.2 Address
4.3 Organization . 4.4 Department
4.5 Telephone . 4.6 E-mail
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5. INFORMATION SECURITY EVENT DESCRIPTION
5.1 Description of the event:
— What occurred

— How it occurred
— Why itoccurred

— Initial views on components/assets affected

— Adverse business impacts

— Any vulnerabilities identified

6. INFORMATION SECURITY EVENT DETAILS
6.1 Date and time the event occurred

6.2 Date and time the event was discovered

6.3 Date and time the event was reported

6.4 Is the response to this event closed? YES O NO O

(ticklas appropriate)
6.5 Ifyes, specify how long the event has lasted

in days/hours/minutes

B.4.2 Example form for information security incident report

Information.Seeurity Incident Report

1. Date of incident Page 1 of b
2. In¢ident number 2 3. (If applicable)
Related event
2 Incident numbers should and/or incident
be allpcated by the organ- identity numbers

ization’s IRT Manager, and
linkefl to the associated
evenf numbers.

4. POINT OF CONTACT MEMBER DETAILS

4.1 Name 4.2 Address

4.3 (E‘ganization ------------------------------------------- 4.4 Department

4.5 Telephone . 4.6 E-mail
""""""""""""""""" 5. IRT MEMBER DETAILS

5.1 Name 5.2 Address

5.3 Organization 5.4 Department

5.5 Telephone 5.6 E-mail

6. INFORMATION SECURITY INCIDENT DESCRIPTION

6.1 Further description of the incident:
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What occurred

How it occurred

Why it occurred

Initial views on components/assets affected
Adverse business impacts

Any vulnerabilities identified

7. INFORMATION SECURITY INCIDENT DETAILS
71 Datel and time the incident occurred
7.2 Datel and time the incident was discovered
7.3 Datel and time the incident was reported
7.4 Idengity/contact details of reporting person
7.5 Is the incident over? (tick as appropriate) YES O NO O
7.6 If yes, specify how long the incident has lasted in days/hours/minutes
Information Security Incident Report
Page 2 of 6
8. INFORMATION SECURITY INCIDENT CATEGORY
(Tick one, th¢n 8.1 Actual O 8.2 Suspected O
gggfolﬁtgegzgsed(incident has occurred) (inci_dent thought to have occurred but not
confirmed)
(Ong of) 8.3 Natural disaster O (indicate threat types involved)

O Earthquake O Volcano O Flood O Violent wind

O Lightning O Tsunami O Collapse O Other

Specify:

(Ongq of] /8.4 Social unrest O (indicate threat types involved)

O Terrorist assault O War 0 Other

Specify:

(One of) 8.5 Physical damage O (indicate threat types involved)

40
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O Fire OO0 Water O Electrostatic

O Abominable environment (such as pollution, dust, corrosion, freezing)

O Destruction of equipment [ Destruction of media [0 Theft of equipment
O Theft of media [0 Loss of equipment [0 Loss of media

O Tampering with equipment [0 Tampering with media [ Other

Specify:

(One of) 8.6 Infrastructure failure O (indicate threat types involved)

O Power-supply failure O Networking failure O Air-conditioning failure
O Water-supply failure O Other

Specify:

(One of) 8.7 Radiation disturbance O (indicate threat types involved)

O Electromagnetic radiation [ Electromagnetic palse O Electronic jatnming

O Voltage fluctuation [0 Thermal radiation O Other
Specify:

(One of) 8.8 Technical failure £l (indicate threat types involved)
O Hardware failure O Seoftware malfunction

[ Overloading (saturating the eapacity of information systems)

U Breach of maintainability [ Other

Specify:
Information Security Incident Report
Page 3 of |6
8. INFORMATION SECURITY INCIDENT CATEGORY

(One of) 8.9 Malware O (indicate threat types involved)
O Computer virus [0 Network worm O Trojan horse [ Botnet
O Blended attacks [1 Malicious code embedded web page
O Malicious code hosting site O Ransomware [ Other
Specify:

(One of) 8.10 Technical attack O (indicate threat types involved)
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O Network scanning [ Exploitation of vulnerability CJExploitation of backdoor

O Login attempts O Interference [0 Denial of Service (DoS)
O Domain hijacking [ Other
Specify:
(One of) 8.11 Breach of rule O (indicate threat types involved)

O Unauthorized use of resources [ Breach of copyright

O Other

Spedify:

(On

0 Abuse of rights

e of) 8.12 Compromise of functions L[]

O Forging of rights [ Denial of actions

O Breach of personnel availability O Other
Spedify:
(One of)8.13 Compromise of information [
O Interception [ Spying [0 Eavesdropping

[0 Masquerade [ Social engineering [ Network phishing

O L
O P
Sped
(On
Or1

ify:

legal contents

O Abusive contents

Sped

Speci

ify:
8.15 Others

fy:

osition detection

oss of data [0 Tampering with data [0 Data error

[ Other

e of) 8.14 Harmful contents O (indicate threat types involved)

Cl¢Terroristic contents O Malicious contents

O Other

O (If not yet established whether incident b
to the above category, tick here)

(indicate threat types involved)

(indicate threatitypes involved)

O Mis<eperations

O Disclosure
O Theft of data

O Data flow ana

lysis

blongs

Information Security Incident Report

9. COMPONENTS/ASSETS AFFECTED 2

Page 4 of 6

a This is for more details of the components/assets affected, if available, as the investigation and anal-
ysis proceeds (in the early stages of event and incident analysis, normally only "high level" information

is collected).

Components/ Assets affected  (Provide descriptions of the components/assets affected by or related to
the incident, including serial, license and version numbers where relevant.)

(if any)
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