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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Information security policies or controls alone will not guarantee total protection of information,
information systems, services or networks. After controls have been implemented, residual
vulnerabilities are likely to remain that can reduce the effectiveness of information security and
facilitate the occurrence of information security incidents. This can potentially have direct and indirect
adverse impacts on an organization’s business operations. Furthermore, it is inevitable that new
instances of previously unidentified threats will occur. Insufficient preparation by an organization to
deal with such incidents will make any response less effective, and increase the degree of potential
adverse business impact. Therefore, it is essential for any organization desiring a strong information

secur
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etect, report and assess information security incidents;

espond to information security incidents, including the activation of appropriate
revent, reduce, and recover from impacts;

eport information security vulnerabilities, so they can be assessed and dealt with apy

parn from information security incidents and vulnerabilities, institute preventive ¢
hake improvements to the overall approach to information sesurity incident managen

he purpose of achieving this planned approach, ISO/IEG.27035 provides guidance @
mation security incident management in the following eorresponding parts.

5O/IEC 27035-1, Principles of incident management (this document), presents basic ¢
hases of information security incident management, and how to improve incident 1
his part combines these concepts with principles in a structured approach to detectin
ssessing, and responding to incidents, and.applying lessons learnt.

50/1EC 27035-2, Guidelines to plan and ‘prepare for incident response, describes how|
repare for incident response. This.part covers the “Plan and Prepare” and “Lessons Le
f the model presented in ISO/IEC-27035-1.

tigation of, and preparatien’to investigate, information security incidents. ISO/IEC

aco
that

the nped arise.

While ISO/IEC 27035 encompasses the management of information security incidents, i
some| aspects «of\information security vulnerabilities. Guidance on vulnerability dig
vulngrability(handling by vendors is provided in ISO/IEC 29147 and ISO/IEC 30111, respec

ISO/IEC.27035 also intends to inform decision-makers that need to determine the reliabil
evidgneepresented to them. It is applicable to organizations needing to protect, analyse

ols, techniques andiumethods can be selected appropriately and shown to be fit for pu

controls to

ropriately;

ontrols, and
hent.

n aspects of
oncepts and

hanagement.
g, reporting,

to plan and
arnt” phases

EC 27035 is intended to complement other standards and documents that give guidlance on the

27035 is not

prehensive guide, but areference for certain fundamental principles that are intended to ensure

rpose should

also covers
closure and
tively.

ity of digital

and present

potential digital evidence. It is relevant to policy-making bodies that create and evaluate procedures

relati

ng to digital evidence, often as part of a larger body of evidence.

Further information about investigative standards is available in Annex A.
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INTERNATIONAL STANDARD

ISO/IEC 27035-1:2016(E)

Information technology — Security techniques —
Information security incident management —

Part 1:

Principles of incident management

1 Scope

This part of ISO/IEC 27035 is the foundation of this multipart International Standard. It presents basic

concgpts and phases of information security incident management and combifie$ these ¢
prindiples in a structured approach to detecting, reporting, assessing, and responding to i
applyjing lessons learnt.

xncepts with
cidents, and

The Erinciples given in this part of ISO/IEC 27035 are generic and,intended to be applicable to all

orga

izations, regardless of type, size or nature. Organizations can'ddjust the guidance

given in this

part ¢f ISO/IEC 27035 according to their type, size and nature of business in relation to the|information
seculfity risk situation. This part of ISO/IEC 27035 is also applicable to external organizations providing

information security incident management services.

2 ormative references

The flollowing documents, in whole or in part,.are normatively referenced in this docunment and are

indispensable for its application. For dated\references, only the edition cited applies.

For undated

refergnces, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology*— Security techniques — Information security
systemms — Overview and vocabulary:

Imnanagement

ISO/IEC 27035-2, Information~téchnology — Security techniques — Information secufity incident
mandgement — Part 2: Guidelines to plan and prepare for incident response

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1

information security investigation

00 and the

hddresses:

application of examinations, analysis and interpretation to aid understanding of an information security

incident (3.4)

[SOURCE: ISO/IEC 27042, 3.10, modified — The phrase “an incident” was replaced by “an information

security incident”.]
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3.2

incident response team

IRT

team of appropriately skilled and trusted members of the organization that handles incidents during
their lifecycle

Note 1 to entry: CERT (Computer Emergency Response Team) and CSIRT (Computer Security Incident Response
Team) are commonly used terms for IRT.

3.3
information security event
occurrence indicating a possible breach of information security or failure of controls

34
information security incident
one or multiple related and identified information security events (3.3) that can harm an’erganization’s
assets or corppromise its operations

3.5
information security incident management
exercise of alconsistent and effective approach to the handling of informationsecurity incidents (3.4)

3.6
incident handling
actions of d¢tecting, reporting, assessing, responding to, dealing with, and learning from information
security incidents (3.4)

3.7
incident re§ponse
actions taken to mitigate or resolve an information security incident (3.4), including those taken to
protect and [restore the normal operational conditionis of an information system and the information
stored in it

3.8
point of contact
PoC
defined orggnizational function or-role serving as the coordinator or focal point of infornation
concerning ipcident management activities

4 Overview

4.1 Basic|conceptstand principles

An informatjon segurity event is an occurrence indicating a possible breach of information securfty or
failure of contrels. An information security incident is one or multiple related and identified information
security events that meet estabiished criteria and can narm an organization s asSets or compromise its
operations.

The occurrence of an information security event does not necessarily mean that an attack has been
successful or that there are any implications on confidentiality, integrity or availability, i.e., not all
information security events are classified as information security incidents.

Information security incidents can be deliberate (e.g. caused by malware or intentional breach of
discipline) or accidental (e.g. caused by inadvertent human error or unavoidable acts of nature) and can
be caused by technical (e.g. computer viruses) or non-technical (e.g. loss or theft of computers) means.
Consequences can include the unauthorized disclosure, modification, destruction, or unavailability of
information, or the damage or theft of organizational assets that contain information.

Annex B provides descriptions of selected example information security incidents and their causes for
informative purposes only. It is important to note that these examples are by no means exhaustive.

2 © ISO/IEC 2016 - All rights reserved
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A threat exploits vulnerabilities (weaknesses) in information systems, services, or networks, causing
the occurrence of information security events and thus potentially causing incidents to information
assets exposed by the vulnerabilities. Figure 1 shows the relationship of objects in an information
security incident.

Information sharing and coordination with externalRTs is an important consideration. M3
cross| organizational boundaries and cannot be%easily resolved by a single IRT. Informdtion sharing
and doordination relationships or partnership§with external IRTs can greatly enhance t

respdnd to and resolve incidents. For further‘detail about information sharing, see ISO/IE(

4.2

As a
contrpols and procedures in place to enable a structured well-planned approach to the
of information security incidents. From an organization’s perspective, the prime objectiy
or coptain the impact of information security incidents in order to minimize the direct
damgdge to its operations caused by the incidents. Since damage to information assets
negative impact on ¢perations, business and operational perspectives should have a majof
deterimining more $pecific objectives for information security management.

Information Causes
. Vulnerability
SELUr lL_y CVCIIU
L AR -
Classified as LExposes

( .
Information
asset

Impacts

The shaded objects are pre-existing, affected by the un-shaded ‘ebjects
that result in an information security incident.

Information
security incident

Compromises Supports

Figure 1 — Relationship of objects in aninfermation security incident

Objectives of incident management

key part of an organization’s-overall information security strategy, the organizatio

ny incidents

he ability to
27010.

n should put
management
e is to avoid
and indirect
can have a
influence in

ould include

ciding when

appropriate

More|specifid objectives of a structured well-planned approach to incident management sh

the fqllowing:

a) ipfermation security events are detected and dealt with efficiently, in particular d
they should be classified as information security incidents;

b) identified information security incidents are assessed and responded to in the most
and efficient manner;

c) the adverse effects of information security incidents on the organization and its operations are
minimized by appropriate controls as part of incident response;

d) a link with relevant elements from crisis management and business continuity management
through an escalation process is established;

e) information security vulnerabilities are assessed and dealt with appropriately to prevent or reduce

incidents. This assessment can be done either by the IRT or other teams within the organization,

depending on duty distribution;

© ISO/IEC 2016 - All rights reserved
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f)

lessons are learnt quickly from information security incidents, vulnerabilities and their

management. This feedback mechanism is intended to increase the chances of preventing future
information security incidents from occurring, improve the implementation and use of information
security controls, and improve the overall information security incident management plan.

To help achieve these objectives, organizations should ensure that information security incidents
are documented in a consistent manner, using appropriate standards for incident categorization,
classification, and sharing, so that metrics can be derived from aggregated data over a period of time.
This provides valuable information to aid the strategic decision making process when investing in
information security controls. The information security incident management system should be able to
share information with relevant external parties and IRTs.

Another objgctive associated with this part of ISO/IEC 27035 is to provide guidance to organizgtions
that aim tol meet the Information Security Management System (ISMS) requirements~spefified
in ISO/IEC 27001 which are supported by guidance from ISO/IEC 27002. ISO/IEC 27001 indludes
requirements related to information security incident management. A table that cross-refergnces
information|security incident management clauses in ISO/IEC 27001 and clauses-in this part of
ISO/IEC 270B5 is provided in Annex C. ISMS relationships are also explained in Kigure 2. This part of
ISO/IEC 270B5 can also support the requirements of information security management systems pther
than ISMS.
See also Figire 1.
Information security] Impacts ( Information
incident J ’L assets
Compromises
S t
( 5 N \ upports
IQ %k)ns
N
K3
¢Handled by Protects Information security of
Informationsecuri Controls ) Reduce Risk
incident N\
mamagemél\sgJ )
Shares —
information with Meets [mplements
requirements of
External stakeholdcﬂ [ ISMS )
and IRTs
A@ Improves L )
Figure 2 —{Infermation security incident management in relation to ISMS and applied controls
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4.3 Benefits of a structured approach

Using a structured approach to information security incident management can yield significant
benefits, which can be grouped under the following topics.

a)

A structured process for detection, reporting and assessment of and decision-making related to
information security events and incidents will enable rapid identification and response. This will
improve overall security by helping to quickly identify and implement a consistent solution, and thus
provide a means of preventing future similar information security incidents. Furthermore, there will
be benefits gained by metrics, sharing and aggregation. The credibility of the organization will be
impreved by the demonstration of its implementation of best practices with respect ¢e|information
secuilfity incident management.

b)

Improving overall information security

Heducing adverse business impacts

A str

lictured approach to information security incident management can assist in reduding the level
of pofential adverse business impacts associated with information security incidents. These impacts
can include immediate financial loss and longer-term loss arising {rom damaged reputation and
credipility. For guidance on business impact analysis, see ISO/IEC 27005. For guidance on|information
and gommunication technology readiness for business continuity,see’1SO/IEC 27031.

c)

rengthening the focus on information security incident prevention

Using a structured approach to information security idcident management helps to cr¢
focuq on incident prevention within an organization, including the development of methoc
new threats and vulnerabilities. Analysis of incident-related data enables the identificatio
and {rends, thereby facilitating a more accuratefocus on incident prevention and ider

ate a better
|s to identify
h of patterns
itification of

appr¢priate actions to prevent further occurrence.

d) Improving prioritization

A strjuctured approach to information\'security incident management will provide a sqlid basis for
priorftization when conducting information security incident investigations, including the use of
effective categorization and classification scales. If there are no clear procedures, there |s a risk that
invesftigation activities could be.conducted in an overly reactive mode, responding to incidents as they
occur and overlooking what activities should be handled with a higher priority.

e) Supporting evideneecollection and investigation

If angl when needed,Clear incident investigation procedures will help to ensure that dafta collection
and handling arevevidentially sound and legally admissible. These are important consjiderations if
legal [prosecution or disciplinary action might follow. For more information on digital gvidence and
investigation;see the investigative standards in Annex A.

f)

A well-defined and structured approach to information security incident management will help justify
and simplify the allocation of budgets and resources for involved organizational units. Furthermore,
benefit will accrue for the information security incident management plan itself, with the ability to
better plan for the allocation of staff and resources.

ontributing to budget and resource justifications

One example of a way to control and optimize budget and resources is to add time tracking to information
security incident management tasks to facilitate quantitative assessment of the organization’s handling
of information security incidents. It should be possible to provide information on how long it takes to
resolve information security incidents of different priorities and on different platforms. If there are
bottlenecks in the information security incident management process, these should also be identifiable.

© ISO/IEC 2016 - All rights reserved
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g) Improving updates to information security risk assessment and management results
The use of a structured approach to information security incident management will facilitate:

— better collection of data for assisting in the identification and determination of the characteristics
of the various threat types and associated vulnerabilities, and

— provision of data about frequencies of occurrence of the identified threat types.

The data collected about adverse impacts on business operations from information security incidents
will be useful in business impact analysis. The data collected to identify the frequency of various threat
types will improve the quality of a threat assessment. Similarly, the data collected on vulnerabilities

will imprové
assessment

h) Providiy

the quality of future vulnerability assessments. For guidance on information securit
ind management, see ISO/IEC 27005.

g enhanced information security awareness and training program material

A structured approach to information security incident management will enable an-organizati

collect expe
material for
learnt from
incidents.

i)
Data provid
reviews of t

(and other 1
documents 3

Providix

4.4 Adap!

The guidang
significant r
this guidanc

an information security awareness program. An awareness progranythat includes le
real experience will help reduce mistakes or confusion in future information sed

g input to the information security policy and related dodementation reviews

he effectiveness and subsequent improvement of-incident management security pd
elated information security documents). This dpplies to topic-specific policies and
pplicable both for organization-wide and for individual systems, services and networ

rability

e provided by ISO/IEC 27035 (all-parts) is extensive and, if adopted in full, could re
psources to operate and manage:lt is therefore important that an organization apy
e should retain a sense of perspective and ensure that the resources applied to inform

by risk

on to

[ience and knowledge of how the organization handles incidents, which will be valuable

5Sons
urity

ed by an information security incident management plan could provide valuable input to

licies
other
ks.

quire

lying
ation

security incident management and the complexity of the mechanisms implemented are proportiohal to

the following:

a) size, strjicture and business'nature of an organization including key critical assets, processes$, and
data thaft should be protected;

b) scope oflany information security management system for incident handling;

c) potentigl risk duete incidents;

d) the goalp of the'business.

An organizationrusing this part of ISC/IEC 27635 shoutd-therefore adupt its guidauu: trmratrantrer that

is relevant to the scale and characteristics of its business.

5 Phases

5.1 Overview

To achieve the objectives outlined in 4.2, information security incident management consists of the
following five distinct phases:

Plan and Prepare (see 5.2);

Detection and Reporting (see 5.3);

© ISO/IEC 2016 - All rights re
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— Assessment and Decision (see 5.4);

— Responses (see 5.5);

— Lessons Learnt (see 5.6).

A high-level view of these phases is shown in Figure 3.

Some activities can occur in multiple phases or throughout the incident handling process. Such activities
include the following:

— documentation of event and incident evidence and key information, response actions taken, and

fpttow=upactioms domeas partof the imcident ramdting process;

— doordination and communication between the involved parties;

— nlotification of significant incidents to management and other stakeholders;

— ipformation sharing between stakeholders and internal and external coltaborators sug
and other IRTs.

PLAN AND PREPARE

information security incident management policy, and commitment of top management
information security policies, including those related to risk management, updated at both
corporate level and system, service, and network levels

information security incident management plan

IRT establishment

relationships and connections with internal and external\@rganizations

technical and other support (including organizational'and operational support)
information security incident management awarene§s briefings and training

information security incident management plan testing

¥

DETECTION AND REPORTING

collecting situational awarenesginformation from local environment and external data sources
and news feeds

monitoring of constituengy,systems and networks
detection and alerting of\aniomalous, suspicious or malicious activities

collection of information security event reports fromconstituents, vendors, otherIRTs or
security organizations and automated sensors
reporting informjation security events

¥

ASSESSMENT AND DECISION

® information security assessment and information security incident determination
L2
RESPONSES
® determination of whether information security incidents POSTINCIDENT ACTIVITY

are under control by investigation e further investigation, if
containment and eradication of information security incidents required

from-information-securitiincidents.
7

resolution and closure of information security incidents

¥

LESSONS LEARNT

identification of lessons learnt

identification of and making improvements to information security

identification of and making improvements to information security risk assessment and
management review results

identification of and making improvements to information security incident management plan
evaluation of the performance and effectiveness of the IRT

Figure 3 — Information security incident management phases

© ISO/IEC 2016 - All rights reserved
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As noted in the Introduction, ISO/IEC 27035 is in two parts.
— ISO/IEC 27035-1 covers all five phases.
— ISO/IEC 27035-2 covers

— Plan and Prepare, and

— Lessons Learnt

Figure 4 shows the flow of information security events and incidents through information security
incident management phases and related activities.

User/Source Point of Contact Internal IRT CriSiie};:dlmg
PoC ’
(PoC) (on call) including
PLAN AND PREPARE external IRT
Information
security
event DETECTIONJAND REPORTING )
\ 4 \ 4
Detection Monitoring and |
Detection

Abnormality or
anomaly alarm
Information
security

+vw

incident report
Yes \__ncldent 1ep

v N
ASPESSMENTI/AND DECISION
v

Information

collection Information

| collection
Assessment ' v

'
Assessment

Possible,
incident

Confirmed
incident

L Yes )
4 ™\
| RESPONSES
Incident under Resp(?nlse
to crisis
control? ) .
situation
Contaiment and
eradication of
incidents
v
Recovery
from incident
v
| Resolution and closure of incident |
v
POST INCIDENT ACTIVITY
False
Alarm | Further investigation, if required |
reduction _ N 9
L Y
LESSONS LEARNT \ | Review |
=
g I Improvement |
e
- /

Figure 4 — Information security event and incident flow diagram
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Effective information security incident management requires appropriate planning and preparation.
For an efficient and effective information security incident management plan to be put into operation,
an organization should complete a number of preparatory activities, namely:

a) formulate and produce an information security incident management policy and gain top
management commitment to that policy;
b) wupdate information security policies, including those related to risk management, at a corporate
level and specific system, service and network levels;
c) define and document a detailed information security incident management plan, including topics
vering communications and information disclosure;
d) ¢stablish the IRT, with an appropriate training program designed, developed, ahd prpvided to its
ersonnel;
e) ¢stablish and preserve appropriate relationships and connections/with internal gnd external
rganizations that are directly involved in information security event, incident and yulnerability
anagement;
f) gstablish, implement and operate technical, organizational andyoperational mechanisns to support
the information security incident management plan and the work of the IRT. Develc:}i and deploy
ecessary information systems to support the IRT, including an information security database.
hese mechanisms and systems are intended to preventinformation security incidentjoccurrences
r reduce the likelihood of occurrences of information security incidents;
g) design and develop an awareness and training'program for information security event, incident
nd vulnerability management;
h) tpst the use of the information security,in¢cident management plan, its processes and pfocedures.
With|this phase completed, organizations should be fully prepared to properly manage|information
secuility incidents. ISO/IEC 27035-2 describes each of the activities listed above, including|the contents
of policy and planning documents;
5.3 [Detection and Reporting
The g4econd phase of information security incident management involves the detection ¢f, collection
of information asso¢iated with, and reporting on occurrences of information security events and the
existence of information security vulnerabilities by manual or automatic means. In this ghase, events
and Julnerabilities might not yet be classified as information security incidents.
The rleporting of security events in line with the organization’s reporting policies enables later analysis

if reqluired.

For the Detection and Reporting phase, an organization should undertake the following key activities:

a)

b)

c)
d)

© ISO/IEC 2016 - All rights reserved

monitor and log system and network activity of constituency or parent organizations as

appropriate;

detect and report the occurrence of an information security event or the existence of an
security vulnerability, whether manually by personnel or automatically;

collect information on an information security event or vulnerability;

information

collect situational awareness information from internal and external data sources including local
system and network traffic and activity logs, news feeds concerning ongoing political, social, or
economic activities that might impact incident activity, external feeds on incident trends, new
attack vectors, current attack indicators and new mitigation strategies and technologies;
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f)

g)

h)

ensure that all activities, results and related decisions are properly logged for later analysis;

ensure that digital evidence is gathered and stored securely, and that its secure preservation is
continually monitored, in case the evidence is required for legal prosecution or internal disciplinary
action. For more detailed information on the identification, collection, acquisition and preservation
of digital evidence, see the investigative standards in Annex A;

ensure thata change control regime is followed to enable information security event and vulnerability
tracking and report updates, and to keep the information security database up-to-date;

escalate, on an as-needed basis throughout the phase, for further review or decisions.

All informatfon collected pertaining to an information security event or vulnerability should be stored
in the information security database managed by the IRT. The information reported during|each
activity shouild be as complete as possible at the time. This will support assessments, decisions and

actions to bg taken.

5.4 Assessment and Decision

The third phase of information security incident management involves the assessment of information
associated with occurrences of information security events and the decision on whether to classify

events as information security incidents.

Once an infdrmation security event has been detected and reported,‘the subsequent activities should

be performefd:

a)

b)

distribufe the responsibility for information security in¢ident management activities through an
approprijate hierarchy of personnel with assessment,.decision making and actions involving both
securityland non-security personnel;

provide |formal procedures for each notified pefson to follow, including reviewing and amending
reports,|assessing damage, and notifying relevant personnel. Individual actions will depend gn the
type andl severity of the incident;

use guidelines for thorough documentation of an information security event and the subsefjuent
actions for an information securityincident if the information security event becomes classified as
an information security incident:

For the Assepsment and Decisign\phase, an organization should perform the following key activitigs:

collectipformation thatcan'include testing, measuring, and other data gathering about the detqction
of an information security event. The type and amount of information collected will depend gn the
informafion security event that has occurred;

conduct|an asseéssment by the incident handler to determine whether the event is a possible or
confirmgd/information security incident or a false alarm. A false alarm (i.e. a false positive)|is an
indicatign\of a reported event that is found not to be real or of any consequence. If desired, the IRT
can conduct a quality review to ensure that the incident handler correctly declared an incident;

ensure that all parties involved, particularly the IRT, properly log all activities, results and related
decisions for later analysis;

ensure that the change control regime is maintained to cover information security incident tracking
and incident report updates, and to keep the information security database up-to-date.

All information collected pertaining to an information security event, incident or vulnerability should
be stored in the information security database managed by the IRT. The information reported during
each activity should be as complete as possible at the time. This will support assessments, decisions
and actions to be taken.

10
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The fourth phase of information security incident management involves responding to information
security incidents in accordance with the actions determined in the Assessment and Decision phase.
Depending on the decisions, the responses could be made immediately, in real-time, or in near real-
time, and some responses could involve information security investigation.

Once an information security incident has been confirmed and the responses determined, the
subsequent activities should be undertaken:

a) distribute the responsibility for information security incident management activities through an

b)

c)

For the Responses phase, an organization should perform the following key activities:

ADPIroprialie Nicra [ 0 onnel 01 VO

on-security personnel as necessary;

security and

drovide formal procedures for each involved person to follow, including reviewing aind amending

the reports, re-assessing damage, and notifying the relevant personnel. Individual
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ctions.
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analyses to provide a more in-depth understanding ef incidents.

review by the IRT to determine whether the inférmation security incident is under c
sp, perform the required response. If the incident is not under control or it is going to I
inpact on the organization’s operations, perform crisis response activities through
the crisis handling function.

assign internal resources and identify-external resources in order to respond to an ind
dscalate as needed throughout the phase for further assessments or decisions.
gnsure that all parties involved, particularly the IRT, properly log all activities for late

gnsurethatdigital evidenceis gathered and stored provably securely,and thatits secure
i$ continually monitered, in case the evidenceisrequired forlegal prosecution orinterna
dction. For more detailed information on the identification, collection, acquisition and
df digital evidenee, see the investigative standards in Annex A.

gnsure thatthe change control regime is maintained to cover information security incic

and incident report updates, and to keep the information security database up-to-datg.

domimunicate the existence of the information security incident and share any rele

actions will

subsequent
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idividuals or
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disclosure policies. It can be particularly important to notify asset owners (determined during
the impact analysis) and internal and external organizations (e.g. other incident response teams,

law enforcement agencies, Internet service providers, and information sharing organi

zations) that

could assist with the management and resolution of the incident. Sharing information could also
benefit other organizations since the same threats and attacks often affect multiple organizations.

For further detail about information sharing, see ISO/IEC 27010.

after recovery from an incident, a Post Incident Activity should be initiated depending on the nature

and severity of the incident. This activity includes
— investigation of the information pertaining to the incident,

— investigation of other relevant sources such as involved personnel, and
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— summarized report of the investigation findings.

— once the incident has been resolved, it should be closed according to the requirements of the IRT or

parent o

rganization and all stakeholders should be notified.

All information collected pertaining to an information security event, incident, or vulnerability should
be stored in the information security database managed by the IRT. The information reported during
each activity should be as complete as possible at the time. This will support assessments, decisions
and actions to be taken, including potential further analysis.

5.6 Lesso
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ISO/IEC 27035-2 describes in detail each of the activities listed above.
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This part of I[SO/IEC 27035 describes part of a comprehensive investigative process which includes, but
is not limited to, the application of the following standards:

et
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|
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docu
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notb
from
docu

1S0/1

requirements for software that can be uséd for redaction.

|

1SO/1
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50/IEC 27037, Guidelines for the identification, collection, acquisition and preservdb
vidence

lescribes the means by which those involved in the early stages of an investigation, inc
nse, can ensure that sufficient potential digital evidence is captured toallew the inv|
ed appropriately.

5O/1EC 27038, Specification for digital redaction

documents can contain information that should not be disclosed to some communit
ments can be released to these communities after an @ppropriate processing of
ment. The process of removing information that is not tg beé disclosed is called “redact

igital redaction of documents is a relatively new afea of document management pra
e issues and potential risks. Where digital docunients are redacted, removed inform
e recoverable. Hence, care needs to be taken sethat redacted information is permane
the digital document (e.g. it should not be Simply hidden within non-displayable po
mnent).

EC 27038 specifies methods for .digital redaction of digital documents. It al

50/1EC 27040, Storage security

EC 27040 provides detailéd technical guidance on how organizations can define an
of risk mitigation by employing a well-proven and consistent approach to the plan

(sec

acros
devic
of ap
and

after

after endof use.

mentation and implémentation of data storage security. Storage security applies to th
rity) of information®where it is stored and to the security of the information being
s the communlication links associated with storage. Storage security includes the
s and media,\the security of management activities related to the devices and media
plicationséadrd services, and security relevant to end-users during the lifetime of devic

on of digital

uding initial
estigation to

es. Modified
the original
ion”.

ctice, raising
ation should
tly removed
tions of the

so specifies

appropriate
hing, design,
e protection
transferred

security of
the security
bs and media

vestigate by

an investigation is adequately prepared and secured.

onduct of an
| during and

[SO/IEC 27041, Guidance on assuring the suitability and adequacy of incident investigation methods

It is important that methods and processes deployed during an investigation can be shown to be
appropriate. This document provides guidance on how to provide assurance that methods and
processes meet the requirements of the investigation and have been appropriately tested.

ISO/IEC 27042, Guidelines for the analysis and interpretation of digital evidence
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This describes how methods and processes to be used during an investigation can be designed and
implemented in order to allow correct evaluation of potential digital evidence, interpretation of digital
evidence and effective reporting of findings.

ISO/IEC

27043, Incident investigation principles and processes

This defines the key common principles and processes underlying the investigation of incidents and
provides a framework model for all stages of investigations.

ISO/IEC

27050, Electronic discovery

ISO/IEC 27050 addresses activities in electronic discovery, including, but not limited to identification,

preservatior
Information

through its flinal disposition, which an organization can undertake to mitigate risk and expense s
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ike storage security to guard against data breaches.

30121, Governance of digital forensic risk framework

Fectors, partners, senior executives, or similar) on(the best way to prepare an organiz
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ident strategic preparation for digital investigation of an organization. Forensic read
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maximise the effectiveness of evidential availability, accessibility and cost efficiency
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Figure A.1 — Applicability of standards to investigation process classes and activities
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Annex B
(informative)

Examples of information security incidents and their causes

B.1 Attacks

B.1.1 Denlial of Service

Denial of Ser
a common t}

vice (DoS) and Distributed Denial of Service (DDoS) are a broad category ofjincidents
iread. Such incidents cause a system, service or network to fail to continué-dperating

intended capacity, most often with complete denial of access to legitimate users. Fhere are two

types of Do§

DDoS incidents caused by technical means: resource elimination and\resource starv

Typical examples of deliberate technical DoS/DDoS incidents include the following:
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opening
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Such attacks
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deliberate. §
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data in an unexpected format to a system, service or network in an attempt to crash
ts normal operation;

up multiple authorized sessions with a particuldp system, service or network in an att
st its resources (i.e. to slow it down, lock it upror crash it).

are often performed through bots, a computer system running malware that is contj
A botnet is a central bot command andControl network managed by humans. Botnet
bm hundreds to millions of affected ecdmputers.

ical DoS incidents can be caused accidentally, for example, caused by ope
htion or through incompatibility of application software, but most of the time, the
ome technical DoS incidents are intentionally launched in order to crash a systg
ke down a network, while others are merely the by-products of other malicious acf
some of the more common stealth scanning and identification techniques can cause
ured systems or sérvices to crash when scanned. It should be noted that many delib
S incidents are eften executed anonymously (i.e. the source of the attack is “faked”),
y do not relycon-the attacker receiving any information back from the network or sy
ed.
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s caused by non-technical means, resulting in loss of information, service and/or facilities,
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accidental damage to hardware (and/or its location) by fire or water damage/flood,

ning failure),

system malfunctions or overload,

uncontrolled system changes, and

tions of software or hardware.
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