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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-gove nentat i tatsomwithtSS—and—EC—atso—take part im—the—work—the—fietd—of-information

technology, ISP and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. \Draft International
Standards addpted by the joint technical committee are circulated to national bodies for yoting. Publicgtion as
an Internationgl Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC 24761 was prepared by Joint Technical Committee ISO/IEC JTC\1, Information techpology,
Subcommittee|SC 27, IT Security techniques.
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Introduction

A biometric verification process executed at a remote site is exposed to many risks: falsified reference
templates, forged raw data, unreliable biometric devices, etc. How can the validator check whether a biometric
verification process carried out in a remote site is trustworthy? This International Standard gives a mechanism

to cope with this problem.
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nternet environment, the validator of a biometric verification process usually does no
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brocessing, final signal processing (or feature exfraction), and storage. (This is true in ge
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f which has its

own uniform security level. Several.subprocesses are involved in the biometric verification process, but the
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y of the retrieval subprocess from storage is also dependent on the subprocesses i
ric enrolment process:

ernational Standard’is designed to be applied to this model of biometric verification proc

an ext

verificgtion process models.

This International Standard defines a data format for security data generated by BPUs, suc
smartcprd, \of comparison device, to provide certified information about the BPU to help t
determiine‘the reliability of the result of the biometric verification process.

nsion of the hiometric system model defined in ISO 19092, but is also applicable to

nvolved in the

bsses, which is
bther biometric

N as a sensor,
ne validator to

This International Standard is based on the Public Key Infrastructure (PKI) technology and PKIX (see
ISO/IEC 9594-8 | ITU-T Recommendation X.509 and RFC 3852). This International Standard uses a digital
signature as the base for trust and non-repudiation. This International Standard requires input and output
information to be hashed, and subsequently digitally signed with other data such as a challenge from the
validator, and the evaluation result of the BPU actions.

This International Standard recognizes that privacy requirements concerned with the storage of biometric
elements have to respond to and comply with local laws and legislation on data privacy. ACBio ensures that
the validator can validate the result of the biometric verification process without receiving private data, such as
the biometric sample acquired from the claimant or the biometric reference template used for comparison.

© ISO/IEC 2009 — All rights reserved
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An ACBio instance is a report that is encoded using the XML Encoding Rules (XER) or the Basic Encoding
Rules (BER) of ASN.1 [see ISO/IEC 8824 (All parts) | ITU-T Recommendations X.680-683 and
ISO/IEC 8825-4 | ITU-T Recommendation X.693], commonly supported by cryptographic tool kit vendors. The
syntax is algorithm independent and supports provision of data integrity and data origin authentication. The
cryptographic algorithms specified by ISO/IEC JTC 1/SC 27 are recommended, though any algorithm
appropriate for use by a given community may be used.

This International Standard uses BPU certificates, issued by a BPU certification organization (a trusted third
party that issues certificates concerning the security of the BPU) and biometric reference template (BRT)
certificates, issued by a BRT certification organization that issues certificates concerned with the production
and retention of a biometric reference template in a database or on a smart-card.

The Internatiofial Organization for Standardization and International Elecirotechnical Commissioh (IEC)
draw attention|to the fact that it is claimed that compliance with this document may involve the usecof-g patent
concerning thg ACBio instance given in Clauses 5, 6, 7, and 8.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right:

The holder of this patent right has assured the ISO and IEC that he/she is willing to_negotiate licenceg under
reasonable anfl non-discriminatory terms and conditions with applicants throughout\the world. In this respect,
the statement [of the holder of this patent right is registered with ISO and IEC. Ifermation may be obtained
from:

Toshiba Jorporation, Toshiba Solutions Corporation,
1-1, Shibgura 1-chome, Minato-ku,
Tokyo 104-8001, Japan

Attention is drawn to the possibility that some of the elements -0t this document may be the subject ofl patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying anly or all
such patent rights.

Vi © ISO/IEC 2009 — All rights reserved
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Authentication context for biometrics
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Iternational Standard defines the structure and the data elements of Authenticatid

VPU

rics (ACBio), which is used for checking the validity of the result of a biometric/verifi
bd at a remote site. This International Standard allows any ACBio instance toiaccompany
involved in any biometric process related to verification and enrolment. The specificati
ble not only to single modal biometric verification but also to multimodal fusion.

fernational Standard specifies the cryptographic syntax of an ACBig«instance. The cryptg
CBio instance is based on an abstract Cryptographic Message(Syntax (CMS) schema W
can be represented using either a compact binary encoding or-a human-readable XML e
ternational Standard does not define protocols to be used between entities such as B

lidator. Its concern is entirely with the content andcencoding of the ACBio instances
5ing activities.

prmative references
ces, only the edition cited applies:. For undated references, the latest edition of f{

ent (including any amendments )<applies.

C 8824 (all parts) | ITU-I-"Recommendations X.680-683, Information technology — A
n One (ASN.1)

C 8825-4 | ITU-T(Recommendation X.693, Information technology — ASN.1 encodi
ng Rules (XER)

C 9594-2 |<IFU-T Recommendation X.501, Information technology — Open Systems Intg
fectory: Models

[ 9594-8 | ITU-T Recommendation X.509, Information technology — Open Systems Inte

n Context for
cation process
any data item
bn of ACBio is

graphic syntax
hose concrete
ncoding.

PUs, claimant,

for the various

llowing referenced documents are- ifdispensable for the application of this documént. For dated

he referenced

bstract Syntax

ng rules: XML

rconnection —

rconnection —

The Di

recfory: Public-key and attribute cerfificate framewaorks

ISO/IEC 19785-1, Information technology — Common Biometric Exchange Formats Framework — Part 1:
Data element specification

ISO/IEC 19785-3, Information technology — Common Biometric Exchange Formats Framework — Part 3:

Patron

format specifications

RFC 3852, Cryptographic Message Syntaxt (CMS), July 2004

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO/IEC 2009 — All rights reserved
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3.1

ACBio instance
report generated by a biometric processing unit (BPU) compliant to this International Standard to show the
validity of the result of one or more subprocesses executed in the BPU

3.2

authentication context for biometrics

ACBio

International Standard that specifies the form and encoding of ACBio instances

3.3
biometric

pertaining to tH

3.4

biometric pro
BPU

entity that exe
security
NOTE A sg

3.5
biometric pro

BPU certificate

X.509 certifica
determine the

3.6
biometric pro

e Tield or biometrics

cessing unit

cutes one or more subprocesses that perform a biometric verification at‘a uniform |
nsor, a smart card, and a comparison device are examples of BPUs.

cessing unit certificate

te that is issued to a BPU by a certification organization which enables the valid

reliability of the BPU

cessing unit certification organization

BPU certificalion organization

organization wj

3.7
biometric pro
BPU function

hich issues BPU certificates

cessing unit function report
report

report on the flinction of the BPU, which.contains the evaluation results on each function in the BPU

3.8
biometric pro
BPU IO Index

cessing unit 10/Index

integer assignéd to each biometric data stream between BPUs by the subject, such as software, which

the function of

3.9

the BPU(sp'that the validator can reconstruct the data flow among BPUs

biometric pro

cessing unit report

evel of

ator to

utilizes

BPU report
report on a BP

3.10

U, which consists of a BPU function report and a BPU security report

biometric processing unit security report

BPU security

report

report on the security level of a BPU, which contains an evaluation result of the security level of the BPU

3.11

biometric sample
information obtained from a biometric sensor, either directly or after further processing

NOTE
sample (3.31).

© ISO/IEC 2009 — Al rights
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3.12

biometric reference template

biometric sample or combination of biometric samples that has been stored as a reference for future
comparison

NOTE See also raw biometric reference template (3.34), intermediate biometric reference template (3.27), and
processed biometric reference template (3.32).

3.13

biometric reference template certificate
BRT certificate

certificate that is issued to a biometric reference template by a BRT certification organization and enables the
validatprtodetermime-theauthenticity of the biometricreferencetemptate

3.14
biometric reference template certification organization
BRT certification organization

organization which issues BRT certificates

3.15
biometric verification
applicdtion that returns true or false for a claim about the similarity“of one or more biomegtric reference
templates and one or more recognition biometric samples by making‘ene or more comparisons

3.16
biometrics
automated recognition of individuals based on their behavioural and biological characteristics

3.17
claimant
(biometric verification) individual who is seeking, and is the object of, biometric verification

3.18
compdgrison
estimation, calculation or measurement of similarity or dissimilarity between one or more recoghnition biometric
samplds and one or more biometric.réference templates

3.19
compdrison decision
determlination of whether-the recognition biometric sample(s) and biometric reference templgte(s) have the
same piometric source,” based on comparison scores, decision policies (including threshold values), and
possibly other inputs-to the comparison decision

3.20
compgrison.score
numericalvalue (or set of values) resulting from a comparison

3.21

control value

random number provided by a validator that is a means by which the validator can check whether an ACBio
instance is generated at the validator’s request or not

3.22

enrol

collect one or more biometric samples from an individual, and subsequently construct one or more biometric
reference templates which can then be used to verify or determine the individual’s identity

© ISO/IEC 2009 — All rights reserved 3
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3.23
enrolment

process of collecting one or more biometric samples from an individual, and the subsequent construction of a
biometric reference template which can then be used to verify or determine the individual’s identity

3.24

enrolment organization

organization w

3.25

hich handles enrolment and creates and stores biometric reference templates

evaluation organization

organization w

hich evaluates biometric processing unit function or security

3.26

intermediate biometric sample

biometric sam

3.27

ble obtained by processing a raw biometric sample, intended for further processing

intermediate biometric reference template

intermediate |

iometric sample or combination of intermediate biometric samples used as a bi

reference template

3.28
match

decision that the recognition biometric sample(s) and the biometric/reference template are from the

individual

3.29
non-match
decision that t
individual

3.30

on-card matc
performing co
template is ret

NOTE The

But the term "d
International Sta

3.31

e recognition biometric sample(s) and thediometric reference template are not from th

hing
hined on-card in order to enhance security and privacy

term "matching" is deprecated and replaced with the term "comparison" in ISO/IEC JTC 1/SC 3
n card matching" is-a\term heavily used in ISO/IEC JTC 1/SC 17 work. So this term is used
ndard.

processed biogmetric sample

biometric sam

3.32

ble suitable for comparison

bmetric

b same

E same

mparison and decision making-on an integrated circuit card where the biometric reference

7 work.
in this

processed biometric reference template
processed biometric sample or combination of processed biometric samples used as a biometric reference

template

3.33
raw biometric

sample

biometric sample obtained directly from a biometric sensor

3.34
raw biometric

reference template

raw biometric sample or combination of raw biometric samples used as a biometric reference template

© ISO/IEC 2009 — Al rights

reserved
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3.35

subprocess

part of a biometric verification or enrolment process usually performing data capture, intermediate signal
processing, final signal processing, storage, comparison, or decision

3.36

subprocess index

integer uniquely assigned to each subprocess within a biometric processing unit (BPU) by the organization
providing the BPU

3.37
subprocess IO index

uniquelmteger assigned 0 each data siream between subprocesses In a biometric processing unit (BPU) so
that the validator can reconstruct the data flow between subprocesses in the BPU

3.38
validator
(biometric verification) entity which makes a decision on whether the result of a biometric verification process

is acceptable or not, based on the policy of the corresponding application, using one or mgre comparison
decisigns and possibly other information, supported by ACBio instances

4 Abbreviated terms

ACBio Authentication Context for Biometrics

ASNA Abstract Syntax Notation One as defined‘in ISO/IEC 8824
BER Basic Encoding Rules (of ASN.1)

BIR Biometric Information Record

BPU Biometric Processing Unit

BRT certificate Biometric Reference Template certificate

CBEFK Common Biometric Exchange Formats Framework as defined in ISO/IEC 19785-1
CMSs Cryptographic Message Syntax as defined in RFC 3852

10 Input/Output

OCM On-Card Matching

STOC STore On Card

URI Universal Resource |dentifier

XML eXtensible Markup Language

© ISO/IEC 2009 — All rights reserved 5
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5 Model a

5.1
(BPU)

nd framework of ACBio

ACBIo’s design is based on the following biometric verification subprocesses:

a) data capture

Biometric enrolment and verification process model and Biometric Processing Unit

This subprocess captures biometric information from a claimant and converts it to a raw biometric sample.
The raw biometric sample is transmitted to the intermediate signal processing subprocess for further

processing.

b) intermedia
This subproce
intermediate b
final signal pro|

c)
This subproce
sample. The p
to the storage
d) storage

This subproce

((1) in Figure
processed bio

reference template will be compared with a biometric.sample for verification.

e) comparisd

This subproce
not be further

sample and thhe processed biometric reference template, and calculates the similarity, which is ¢

comparison sc

f)

This subproce
rules determin
comparison dg

decision

final signal processing

te signal processing
ES receives a raw biometric sample and transforms it into an intermediate biometric samp

ometric sample is transmitted to another intermediate signal processing Subprocess o
cessing subprocess for further processing.

Ss receives an intermediate biometric sample and transforfas’it into a processed bi

subprocess (enrolment).

5s stores one of three types of biometric reference template; raw biometric reference ts
1 and Figure 2), intermediate biometric reference template ((2) in Figure 1 and Figurs
metric reference template ((3) in Figure 1\and Figure 2). One of the three types of bi

n

5Ss receives a biometric sample, which is acquired originally from a claimant, and may
processed, and a biometric reference template. This subprocess compares the bi

pre. The compariserrscore is transmitted to the decision subprocess.

5S receivesa comparison score from the comparison subprocess, evaluates the score
ed bythe security policy in use, decides the validity of the claimant’s identity, and outp
cision,/match or non-match, which is sent to the validator.

le. The
to the

bmetric

rocessed biometric sample is transmitted either to the comparison subprocess (verification) or

mplate
e 2), or
bmetric

por may
bmetric
alled a

under
uts the
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The following Figure 1 shows three biometric enrolment process models where the storage subprocess stores
a raw biometric sample, an intermediate biometric sample, and a processed biometric sample.

The fo

stores

storage storage

intermediate
biometric
reference

(2)

(3) |processed

storage

biometric
reference
template
A

template
A
raw intermediate
biometric > biometric
sample sample
data intermediate
capture signal
processing

final
signal
processing

) 4

processed
biometric
sample

. :possible untrusted network

Figure 1 — Biometric enrolment process model

llowing Figure 2 shows three biometric verification process models where the storage subprocess

a raw biometric reference téniplate, an intermediate biometric reference template, and a processed

biometric reference template.

© ISO/IEC 2009 — All rights reserved
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storage storage

intermediate
biometric
reference

template

(2)

(3) | biometric

storage

processed

reference
template

biometric

TdW
biometric

reference reference

TOCC
biometric
reference

mpla emplate emplate
raw intérmediate processed
biometric > biometric >\ biometric
sample m ample
daﬁl intermediate final comprison
caplure signal signal
processing processing

5.2 Framework for use of ACBio

ACBio gives ipformation to the validator of a biometric verification process about the level of trust

biometric verification process.

Figure 2 — Biometric verification process'-model

comparison
score

ompariso!
decision

decision

@ :possible-tntrusted network

of the

Subclauses 5.R.1 to 5.2.3 describe what shall be prepared in the production process of BPUs that result in a

comparison amd the enrolment process of BPUs that produce biometric references template, how
:l;enerated in these processes, and how biometric verification is validated.

instances are

5.2.1 Preparation for use of ACBio

ACBio

To validate bigmetric verification-processes with ACBio, preparation is necessary in addition to captyre and

storage (enrolment) of the biometric reference templates of claimants.

The series of

steps in preparations for the use of ACBio is shown in Figure 3, separated into the profuction
process, and the enrolment process, and the subsequent verification process.

© ISO/IEC 2009 — All rights reserved
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manufacturer

(3)

evaluation organization

) 2) ™

BPU certification organization

Q)

. issuance . ; . - -
evaluation of key issuance i biometric verification and
of — . . of — validation
BPU function/ generation - : ) - :
BPU security report BPU certificate] ._(c_let:fnls_ar(_esc_een in Figure 4) :

~_

——
production process

5211

The ssg
one oOf
hardwa

After th
the ev4d

Figure 3 — Preparation for use of ACBio'and biometric verification execution

Preparation in the production process

curity level and functional performance level (quality) of each function in each BPU ar
more evaluation organizations‘which may include the manufacturer of the produg

re that forms the BPU ((1) in Figure 3).

e evaluation, a BPU function report (See 7.2.1) and a BPU security report (See 7.2.2) g

enrolment
organization

(5)

BRT certification
organization

(6)

enrolment

issuance
of

BRT certificate]

enrolment process

luation organization_({2) in Figure 2), which compose a BPU report.

b evaluated by
t (software or

re issued from

Manufacturers of the products forming the BPU shall generate a key of symmetric cryptosystem or a key pair
hmetric key cryptosystem depending on the BPU, to each BPU ((3) in Figure 3).

of asyn

The ke

y shall be _certified and a BPU certificate (See 7.1) shall be issued by a BPU certificatig

which

ay be\the manufacturer of the product of the BPU ((4) in Figure 3).
The B@W@M ifi i

n organization

stored in each

BPU before shipping of the product of the BPU. Each BPU shall have the means to generate a digital
signature or a message authentication code so that the validator can validate the integrity of the ACBio
instance.

5.2.1.2

Preparation in the enrolment process

For biometric verification, a biometric reference template shall be created and enrolled in advance with an

enrolm

ent organization ((5) in Figure 3).

To use ACBio for validation of a biometric verification process, a certificate of biometric reference template
called a BRT certificate (see Clause 8) shall be issued by a BRT certification organization ((6) in Figure 3).
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The BRT certificate or the referrer to it shall be stored in the BPU where the certified biometric reference
template is stored.

During the enrolment process, ACBio instances should be generated to validate the reliability of the enrolment

process. The validation with these ACBio instances may be done by the storage subprocess as well as the
validator of the biometric verification process.

5.2.2 Biometric verification and ACBio

Figure 4 shows the detail of the biometric verification process and its validation process.

storage storage
Ty
. Mee——]
itermediate rocessed
biometric

biometric

- reference
mpla
omparison omparison @ > validatbr
score decision
rayw .intermediate . jprocesse +
biometric > biometric > biometric | biometfic
ampl ampl ampl ACBio applicaiion
instance o

data intermediate final

capture signal signal comparison decision
processing processing
Biometric verification
Internet/l
e L v
o ible untrusted hetwork evaluation BPU BR1
: possible untrusted REpyor certification certificgtion

organization

organization organization

Figure 4 — Biometric verification process and its validation

In a biometric Verification process, each BPU shall pack its ACBIO instance containing the BPU certificate
information (the BPU certificate itself or the referrer to it), the BPU report information (the BPU report itself or
the referrer to it), and the BRT certificate information (the BRT certificate itself or the referrer to it) if the BPU
includes the storage subprocess into the data of type ACBioContentinformation (See 6). The data of type
ACBioContentIinformation shall contain a value from the validator, called the control value, and the hash
value(s) of the input/output biometric data to/from the BPU, which enables the validator to validate the
consistency of the transmission of biometric data between BPUs.

By adding the digital signature or the message authentication code to the data of type
ACBioContentIinformation with the key of the BPU, the ACBio instance is generated.
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Validation of biometric verification process using ACBio

In this ACBio framework, the validator receives not only the comparison decision, the result of biometric
verification, but also the ACBio instance(s) with which the validator can validate the result of the executed

biomet

ric verification.

The validator can validate the authenticity and integrity of an ACBio instance by verifying the digital signature
or the message authentication code with the BPU certificate. The validator can obtain the security level and
the functional performance level of the BPU by referring to the BPU report, and the authenticity of the
biometric reference template used in the biometric verification process by referring to the BRT certificate. The
validator can also validate the consistency of the communication between BPUs and between the validator
and the biometric verification process by checking the biometric process block and the control value in the

ACBio
biomet

If nece
the ev4d
6 A

An AC

INstance(s) respectvely. WIth all of these, the validator can decide the Ievel of rust Tor_t
ric verification.

ssary, the validator can connect to relevant organizations such as the BPU gcertificatio
luation organization, and the BRT certification organization, as shown in Figuire 4.

CBio instance

Bio instance is data of ASN.1 type ACBiolnstance which is spegified in ASN.1 notation as

ACBiolnstance ::= SEQUENCE {

contentType CONTENT-TYPE.&id({ContentTypeACBioc});
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBio}{@contentType})}

The type ACBiolnstance corresponds to the type Contentinfo of CMS. The latter is constrained b

object
authen

set while the former is constrained by an<object set containing only two objects signed
icatedDataACBio. These two objects of class CONTENT-TYPE are defined as follows:

ContentTypeACBio CONTENT-TYPE ::= {SsignedDataACBio | authenticatedDataACBio}

signed

DataACBio CONTENT-TYPE ::& {
SignedDataACBio
IDENTIFIED BY id-signedDataACBio }

id-signpdDataACBio OBJECT-IDENTIFIER ::=

authen

id-auth

{iso(1) standard(0).acbio(24761) contentType(2) signedDataACBio(1)}

icatedDataACBio CONTENT-TYPE ::= {
AuthenticatedDataACBio
IDENTIFIED BY id-authenticatedDataACBio }

pnticatedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) authenticatedDataACBio(2)}

he result of the

N organization,

follows:

y an extensible
pataACBio and

SignedDataACBio and AuthenticatedDataACBio are specified as follows:

Signed

DataACBio ::= SIGNEDDATA { EncapsulatedContentinfoACBio }

AuthenticatedDataACBio ::= AUTHENTICATEDDATA { EncapsulatedContentinfoACBio }

The types SignedDataACBio and AuthenticatedDataACBio specified above replace the CMS types SignedData
and AuthenticatedData together with the following definitions:

© ISO/IEC 2009 — All rights reserved
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SIGNEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
digestAlgorithms SET OF DigestAlgorithmldentifier,
encapContentinfo EncapsulatedContentinfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crils [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos}

AUTHENTICATEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmldentifier OPTIONAL,

encagContentinfo EncapsulatedContentinfo,
authAfttrs [2] IMPLICIT AuthAttributes OPTIONAL,

mac NlessageAuthenticationCode,

unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL}

The followin

Originatorinfo,

UnauthAttributés.

types appeared in the specification of the above two types,
AUTHENTICATEDDATA, are imported from RFC 3852: CMSVersion, DigestAlgorithmidentifier, Sign

SIGNEDDATE and
rinfos,

ecipientinfos, MessageAuthenticationCodeAlgorithm, AuthAttributes,/MessageAuthenticatipnCode,

Since the typep CertificateSet and RevocationinfoChoices in RFC 3852 are not-compliant to the current persion
of ASN.1 which was standardized in 2002 as ISO/IEC 8824 (all parts) | ITU-T Recommendations X.680-683,

they can not b¢ imported and redefined as follows;

CertificateSet, RevocationinfoChoices are defined as follows;

CertificateSet :}= SET OF CertificateChoices

CertificateChoifes ::= CHOICE {
certificate Certificate,
v2AttiCert [2] IMPLICIT AttributeCertificateV2,
other [3] IMPLICIT OtherCertificateFormat}

AttributeCertificateV2 ::= AttributeCertificate

OtherCertificateFormat ::= SEQUENCE {
otherlFormat OTHERCERTIFICATE. &id({OtherCertificate}),
otherCert OTHERCERTIFICATE & Type({OtherCertificate}{@otherFormat})}

OTHERCERTIF|CATE ::= TYPE-IDENTIFIER
OtherCertificate OTHERCERTIFJCATE ::={...}

RevocationIinfdChoices ::= SET.OF RevocationinfoChoice

RevocationinfgChoice :;=*CHOICE {
crl Ceftificatebist,
other [1] IMPLICIT OtherRevocationinfoFormat }

OtherRevocatigninfoFormat ::= SEQUENCE {

otherRevinfoFormat OTHERREVOCATION.&id({OtherRevocation}),

otherRevinfo OTHERREVOCATION.&Type({OtherRevocation}{@otherRevinfoFormat}) }

OTHERREVOCATION ::= TYPE-IDENTIFIER
OtherRevocation OTHERREVOCATION ::= {...}

The type EncapsulatedContentinfo is a parameter in the above definition and is not imported from CMS. In the
definition of the type SignedDataACBio and AuthenticatedDataACBio, the following type replaces

EncapsulatedContentinfo.
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EncapsulatedContentinfoACBio ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeACBioContentinfo}),
eContent [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBioContentinfo}{@eContentType})}

ContentTypeACBioContentinfo CONTENT-TYPE ::= {acbioContentinformation}

As in the above definition, the type EncapsulatedContentinfoACBio is constrained by an object set containing a
single object acbioContentinformation of the class CONTENT-TYPE. This object is defined as follows:

acbioContentinformation CONTENT-TYPE ::= {

id-acbi

Theref
Conten

Table
fields,

The fir:
the st
Authen

Version is the version of the format of ACBioContentinformation.

__ACBioCantentinformation
IDENTIFIED BY id-acbioContentinformation }

bContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) acbioContent(3)}

bre an ACBio instance is a data of type ACBiolnstance, essentially’the same as

shows the structure of type ACBioContentinformation. The (ACBioContentinformation g
ersion, BPU information block, control value, biometric process block, and BRT certificg
5t four fields are mandatory. An ACBio instance shall have-the last field if and only if the

ticatedDataACBio shall be generated with the (private) Key of the BPU.

he CMS type

tinfo, with the content of type SignedDataACBio or AuthenticatedDataACBio on the cpntent of type
ACBioContentinformation.

onsists of five
te information.
BPU contains

prage subprocess. The signature of SignedDataACBio or the message authentication code of
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Table 1 — ACBio Content Information

ACBioContentIinformation

Version
BPU Information Block
BPU Certificate Referrer Information

BPU Report Information

Control Value

Biometric Process Block

Subprocessindex[1]

Subprocessindex[L]

BPUIOExecutionInformation[1] (for input)

BPUIOExecutionInformation[M] (for input)

BPUIOExecutioninformation[1] (forroutput)

BPUIOExecutionInformation{N] (for output)

BRT Certificate Information

In ASN.1 notatjon, the type ACBioContentinformation is specified as follows:

ACBioContentipformation ::= [14] IMPLICIT-SEQUENCE {
versign Version DEFAULT vO0,
bpulnformation BPUInformation,
contrglValue OCTET STRING(SIZE(16)),
biomgtricProcess BiometricProcess,
brtCertificateInformation)BRTCertificateInformation OPTIONAL}

Version ::= INTEGER {¥0(0) } ( v0, ...)

n code

The type BPUInformation is defined in 6.1. The detail of each type in BPUInformation is defined in Clause 7.

A control value is an octet string of 16 byte length with which the validator can check to which validator’s
request the ACBio instance is generated. It shall be set to controlValue field to make it infeasible to replay a
biometric verification process.

The type BiometricProcess is defined in 6.2. The type BRTCertificatelnformation is defined in 6.3. The detail of
the type BRTCertificate, which is used in BRTCertificateInformation, is defined in Clause 8.
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6.1 BPU information block

BPU information block carries the static information of BPU, information which does not depend on each
execution. This block is mandatory and consists of two components, BPU certificate referrer information and
BPU report information. ASN.1 type BPUInformation is defined for this block of information:

BPUInformation ::= SEQUENCE {
bpuCertificateReferrerinformation BPUCertificateReferrerinformation OPTIONAL,
bpuReportinformation BPUReportinformation}

BPU certificate referrer information of type BPUCertificateReferrerinformation defined as follows is the referrer
informatiomto—X-569—certificate—forthe—(pubtickey of theBPUO—fthe—ACBio—nstance—contains the BPU
certificate in the field of certificates in case of SignedDataACBio is used or in the field of certs-in)¢riginatorinfo in
case of AuthenticatedDataACBio is used, BPU certificate referrer information can be omitted.-BRU certificate is
specifigd in 7.1.

BPUCertificateReferrerinformation ::= SEQUENCE {
bpuCertificateReferrer URI,
crisReferrer URI OPTIONAL}

URI ::=|VisibleString (SIZE(1..MAX))

BPU rgport information of type BPUReportinformation is the BPU report itself or the referrer to| it. BPU report
contairls the information about functions implemented in the . BPU and the information of the security level of
the BPlJ. BPU report is defined in 7.2.

BPUReportinformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

6.2 iometric process block

Biomefric process block carries the-runtime information of BPU, information which depends on ¢ach execution.
This blpck consists of three components, subprocessindexList which is the list of indexes of thel subprocesses
executed in the BPU, bpulnputExecutioninformationList which contains the information on the input data to the
BPU, gnd bpuOuputExecutioninformationList which contains the information on the output data(from the BPU.
If the BPU sends/receivés data to/from other BPUs, then the corresponding components in|this block are
mandaftory.

The A$N.1 type-BiometricProcess is defined as follows:

BiomefricProcess ::= SEQUENCE {
subprocessindexList SubprocessindexList,
bpulnputExecutioninformationList BPUIOExecutionIinformationList OPTIONAL,
bpuOuputExecutioninformationList BPUIOExecutioninformationList OPTIONAL}

SubprocessindexList ::= SEQUENCE OF Subprocessindex
BPUIOExecutionIinformationList ::= SEQUENCE OF BPUIOExecutioninformation

subprocessindexList is a list of data of type Subprocessindex. This type is also used for subprocessindex in
type FunctionDefinition (See 7.2.1.1.1) which describes the function of a subprocess in a BPU. An ACBio
instance contains as many data of type FunctionDefinition as the number of subprocesses in the BPU. The
subprocessindex in the type FunctionDefinition which corresponds to the executed subprocess shall be set to
the above subprocessindexList.
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bpulnputExecutionInformationList consists of the elements of type BPUIOExecutionInformation as many as the
input data to the BPU.

bpuOuputExecutioninformationList consists of the elements of type BPUIOExecutioninformation as many as the
output data from the BPU.

For example, in case of a BPU which contains only the storage subprocess such as a STOC card, there is no
bpulnputExecutioninformationList but bpuOuputExecutioninformationList with one element corresponding to
output of the biometric reference template from the storage subprocess.

The definition for type BPUIOExecutionInformation is given as follows:

BPUIOExecutioninformation ::= SEQUENCE {
dataType DataType,

bpul
sub
hash

Hash ::= SEQU
algori
hash\

BPUIOInformat

dataType indicates the type of the input/output data to/from the BPU. The type DataType is defined in 7.2

On execution,
to each biome
bpulOlndex. If
process block,
can reconstrud

The su
bpulnputStaticl
subprocessIOlr
makes the cor
process.

hash contains
The type Algor

6.3 BRT certificate information

BRTcertificatelnformation contains a'list of the BRT certificates or the list of the referrer to each of th

certificates, ag
reference tem
only if the BPU
biometric verifi

(I_d_I'CHn ex
processlOIndex I0Index,

Hash}

ENCE {
thmlidentifier Algorithmidentifier,

ndex,

alue OCTET STRING}

on consists of four components, dataType, bpulOindex, subprocessl@Index, and hash.

the application program, which utilizes the function of the BPU;-shall uniquely assign an
ric data stream from/to BPUs. Such an integer given by the application program shall b{
hnother BPU generates an ACBio instance with the sare integer in bpulOindex in the bi
it means that there was a communication between-these two BPUs. In this way, the v
t the data flow among BPUs.

processlOIndex of the corresponding element of

formationList/bpuOutputStaticinformationList’’in the BPU information block shall be
dex of BPUIOExecutioninformation. The *Combination of bpulOlndex and subprocess
nection between the data flow inside BRPU and the data flow in the whole biometric veri

he hash value of the input/output.data to/from the BPU and the identifier of the hash alg
thmidentifier is imported from\SO/IEC 9594-2 | ITU-T Recommendation X.501.

the following ASN.1 notation. BRT certificate contains the information about the bi
plate stored_inithe BPU. An ACBio instance shall contain the BRT certificate informatior

contains.the storage subprocess. A list of more than one element is used if multi-moda
cation is'used. BRT certificate is specified in Clause 8.

BRTCertificate

‘nformation ::= CHOICE {
brtCertificateList ertificateList,

1.2

integer
b set to
bmetric
hlidator

the
set to
Olndex
fication

orithm.

e BRT
bmetric
if and
fusion

brtCertificateReferrerList BRTCertificateReferrerList}
BRTCertificateList ::= SEQUENCE OF BRTCertificate

BRTCertificateReferrerList ::= SEQUENCE OF URI

16
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7 Definition of components in BPUInformationBlock

7.1 BPU certificate

A BPU certificate is the X.509 certificate for the (public) key of BPU. The structure of BPU certificate is

described in Table 2.

Table 2 — BPU certificate

field content
version as ordinary
serialNumber as ordinary
signature as ordinary
validity as ordinary
issuer a trusted third party or a public CA in the vendgr which
produces/sells the product of the BRU
thsCertificate identifier of the subject including.the informatiop such as the
subject serial number of the product, the name of the product of the
BPU, and the name of the \endor of the productt
subjectPublicKeyInfo as ordinary
issuerUniqueldentifier as ordinary
subjectUniqueldentifier as ordinary
extensions
signatyireAlgorithm as ordinary.
signatreValue as ordinary
The basic part of BPU certificate consists of ning fields; version, serialNumber, signature, Validity, issuer,

subject, subjectPublicKeylnfo, issuerUniqueldentifieér, and subjectUniqueldentifier, all of which ar
of the field tbsCertificate of the type Certificate for X.509 certificate which is defined in ISO/IEC
Recommendation X.509. Here the field issaer is a trusted third party or a public CA in the]

e the subfields
0594-8 | ITU-T
vendor which

produces/sells the product of the BPU. The field subject is the identifier whose description is subject to

ISO/IELC 9594-2 | ITU-T Recommendation X.501 and shall include the serial number of produ
name and version of the BPU, and“the name of the product vendor. The serial number of
subject field shall be the leaf entry of the identifier. The product name and version shall be th
the leaf. Other seven attributes in-the basic field are used as ordinary.

The BRU certificate shall’be stored in the certificates field of SignedDataACBio or Authenticatedl

ct, the product
product in the
e entry next to

DataACBio type
e stored in

field f the ACBid jinstance, or the referrer to the BPU certificate shall &
bpucCertificateReferrerinformation (see 6.1).

7.2 PUReportinformation

BPU report information contains information about function(s) implemented in the BPU and information on the
security level of the BPU. Either the BPU report itself or the referrer information to it shall be set in
BPUReportinformation. In ASN.1 notation, BPUReportinformation is described as follows:

BPUReportinformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

BPUReport is defined in a similar way to ACBiolnstance. A BPU Report consists of two fields; the first field of
fixed value of id-bpuReport and the second of type ContentBPUReport, which is a data of parameterized
SIGNEDDATA with encapsulated content of type BPUReportContentinformation, which consists of two
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components, bpuFunctionReport and bpuSecurityReport. The signature shall be generated using the private
key of the product vendor of the BPU. In ASN.1 notation, BPUReport is described as follows:

BPUReport ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBPUReport}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBPUReport}{@contentType})}

ContentTypeBPUReport CONTENT-TYPE ::= {bpuReport}
ContentBPUReport ::= SIGNEDDATA { EncapsulatedContentinfoBPUReport }

EncapsulatedContentinfoBPUReport ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentinfo}),
eCon - &Ty
({ContentTypeBPUReportContentinfo}{@eContentType})}

ContentTypeBRUReportContentinfo CONTENT-TYPE ::= { bpuReportContentinformation }

BPUReportCoritentinformation ::= SEQUENCE {
bpuFudnctionReport BPUFunctionReport,
bpuSe¢curityReport BPUSecurityReport}

BPUFunctionR¢port and BPUSecurityReport are defined in 7.2.1 and 7.2.2.

The types BPUYReport and BPUReportContentinformation are constrained with)object sets containing g single
object of class|CONTENT-TYPE. These objects are defined as follows:

bpuReport CONTENT-TYPE ::= {

BPUReportContentinformation
IDENTIFIED BY id-bpuReportContentinformation *}

7.2.1 BPUFynctionReport

BPU function [report contains information.about function(s) implemented in the BPU and input/outplt data
to/from the BIPU. The information about)function includes the definition and functional performance level
(quality) of thelfunction. In ASN.1 notation, BPUFunctionReport is described as follows:

BPUFunctionRgport ::= SEQUENCEA
bpuSuiibprocessinformationList BPUSubprocessinformationList,
bpuIntautStaticlnformationList BPUIOStaticinformationList OPTIONAL,
bpuOutputStaticlnformationList BPUIOStaticinformationList OPTIONAL}

BPUIOStaticInfprimationList ::= SEQUENCE OF BPUIOStaticinformation

BPUSubprocejFInformationList ::= SEQUENCE OF BPUSubprocessinformation

bpuSubprocessinformationList is a list of elements of type BPUSubprocessinformation as many as the number
of the subprocesses implemented in the BPU. The type BPUSubprocessinformation is defined in 7.2.1.1.

bpulnputStaticinformationList is a list of elements of type BPUIOStaticinformation as many as the number of the

input data to the BPU. bpuOutputStaticinformationList is a list of elements of type BPUIOStaticInformation as
many as the number of the output data from the BPU. The type BPUIOStaticinformation is defined in 7.2.1.2.

7211 BPUSubprocessinformation

BPUSubprocessinformation contains information about the function and evaluation result of the subprocess, of
type FunctionDefinition and QualityEvaluation defined in 7.2.1.1.1 and 7.2.1.1.2 respectively.
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BPUSubprocessinformation ::= SEQUENCE {
functionDefinition FunctionDefinition,
qualityEvaluation QualityEvaluation OPTIONAL}

7.21.1.1 FunctionDefinition

FunctionDefinition consists of six components; subprocessName, subprocessindex, inputindex1, inputindex2,
outputindex, and functionDescription.

subprocessName is of type SubprocessName and takes a value which represents the name of the subprocess.

To each subprocess in the BPU,_ the vendor of the product of the BPU shall assign a ynique integer.
subprogessindex is such an index given to the subprocess.

To eadh data stream which comes into or goes from any subprocess in the BPU, the véndor of the product of
the BPU shall assign an integer. These integers shall be assigned uniquely within the’\BPU. If an input/output
to/from a subprocess is given, then it is on one of the streams and is given the integer assigned to the data
stream| naturally. inputindex1, inputindex2, and outputindex are given in this way, \Any subprocess except data
capturlshall have inputindex1. Comparison subprocess shall have both inputindex1 and inputindex2.

descriptionFunction is for supplementary description of the function of the sdbprocess.

The A$N.1 notation for type FunctionDefinition is given as follows:

FunctignDefinition ::= SEQUENCE {

subprocessName SubprocessName,

subprocessindex Subprocessindex,

inputindex1 10Index OPTIONAL,

inputindex2 10Index OPTIONAL,

outputindex I0Index,

functionDescription OCTET STRING (SIZE(1(MAX)) OPTIONAL}

SubprgcessName ::= ENUMERATED {
data-capture(1),
intermediate-signal-processing(2),
final-signal-processing(3),
storage(4),

comparison(5),

decision(6),
sample-fusion(7),
feature-fusion(8),
score-fusion(9),
decision-fusion(10),

v}
Subprdcessindex = INTEGER (0..65535)

10Index ::= INTEGER (0..65535)

7.2.1.1-2—QuatityEvatuation

QualityEvaluation consists of biometricProcessQualitylnformation and qualityEvaluationExtensioninformation.
biometricProcessQualitylnformation contains either an evaluation report on biometric performance test of the
subprocess or the referrer to it. qualityEvaluationExtensioninformation is the field for future extension. It
contains a report or the referrer to it. In ASN.1 notation, QualityEvaluation is described as follows:

QualityEvaluation ::= SEQUENCE {
biometricProcessQualitylnformation BiometricProcessQualitylnformation OPTIONAL,
qualityEvaluationExtensioninformation QualityEvaluationExtensioninformation OPTIONAL}

BiometricProcessQualitylnformation ::= CHOICE {
biometricProcessQuality BiometricProcessQuality,
biometricProcessQualityReferrer URI}
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QualityEvaluationExtensionIinformation ::= CHOICE {
qualityEvaluationExtension QualityEvaluationExtension,
qualityEvaluationExtensionReferrer URI}

BiometricProcessQuality ::= OCTET STRING (SIZE(1..MAX))
QualityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension

NOTE BiometricProcessQuality and QualityEvaluationExtension are not specified in this International Standard. In
SC 37/WG 5, some parts of ISO/IEC 19795 on biometric performance testing and reporting has been standardized and
others are being standardized at the current moment. And machine readable format of biometric performance testing and
reporting has begun its standardization as ISO/IEC 29120 in SC 37/WG 5. When it is standardized, it is recommended to
use the machine readable format specified in ISO/IEC 29120 as BiometricProcessQuality. Before it is standardized,

these fields are

7.21.2 BPUIOStaticinformation
BPUIOStaticInformation is a data type which gives information about input/output to/from the BPU, and G
of four components; biometricType, biometricSubtype, dataType, and subprocessiOindex.

BPUIOStaticinfprmation ::= SEQUENCE {
biometricType BiometricType OPTIONAL,
biométricSubtype BiometricSubtype OPTIONAL,
dataType DataType,
subpriocesslOIndex 10Index}

A pair of components biometricType and biometricSubtype indicates the modality of biometric
input/output to/from the BPU. biometricType is mandatory if processedLevel of dataType field does n
either comparigon-score or comparison-decision. The types BiometricType and BiometricSubType are de
ISO/IEC 1978%-3.

dataType is of| type DataType which consists of two components, processedLevel and purpose. The
takes a value Which corresponds to one of raw data, intermediate data, processed data, comparison sq
comparison dgcision. The latter takes a value which‘Corresponds to biometric reference template or bi
sample.

There shall be| the component purpose if the first component processedLevel takes the value from raw
processed-data. There shall not be the gomponent purpose if the processedLevel takes the value comy
score Or comparison-decision.

onsists

jata of
pt take
ined in

former
ore, or
bmetric

data to
arison-

An input/output to/from a BPU is(one of input/output to/from a subprocess in the BPU. subprocessiOIndégx shall

be the valug of the corresponding inputindex1/inputindex2/outputindex of a certain data o
FunctionDefinition in BPU subprocess information.

DataType ::= SEQUENCE {
processedkevel ProcessedLevel,
purpase/Purpose OPTIONAL}

f type

ProcessedLevet—
raw-data(1),
intermediate-data(2),
processed-data(3),
comparison-score(4),
comparison-decision (5),

.}

Purpose ::= ENUMERATED {
reference(1),
sample(2)}
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7.2.2 BPUSecurityReport

BPUSecurityReport consists of three components, CryptoModuleSecuritylnformation,
BiometricProcessSecuritylnformation, and SecurityEvaluationExtensioninformation. Each type contains either an
evaluation report or the referrer to it. In ASN.1 notation, BPUSecurityReport is described as follows:

BPUSecurityReport ::= SEQUENCE {

cryptoModuleSecuritylinformation CryptoModuleSecuritylnformation OPTIONAL,
biometricProcessSecuritylnformation BiometricProcessSecuritylnformation OPTIONAL,
securityEvaluationExtensionIinformation SecurityEvaluationExtensioninformation OPTIONAL}

CryptoModuleSecuritylnformation ::= CHOICE {
cryptoModuleSecurity CryptoModuleSecurity,
cryptoModuleSecurityReferrer URT}

BiometricProcessSecuritylnformation ::= CHOICE {
biometricProcessSecurity BiometricProcessSecurity,
biometricProcessSecurityReferrer URI}

NOTE CryptoModuleSecurity and BiometricProcessSecurity are used to indicate the securjty level of the
modulefprocess by reference to an appropriate indicator. The reference may be to a_standardized or prqprietary security
level.

SecurifyEvaluationExtensioninformation ::= CHOICE {
securityEvaluationExtension SecurityEvaluationExtension,
securityEvaluationExtensionReferrer URI}

CryptoModuleSecurity ::= OCTET STRING (SIZE(1..MAX))
BiomefricProcessSecurity ::= OCTET STRING (SIZE(1..MAX))
SecurifyEvaluationExtension ::= OCTET STRING (SIZE(1\.MAX)) -- For extension

8 BRT certificate

BRT certificate is a certificate to the biometric reference template issued by a certain BRT certification
organization. It contains information_about the biometric reference template stored in the BPU, such as the
issuer gnd validity period, etc.

Type BRTCertificate is defined ‘similarly to BPUReport. A BRT certificate consists of two fields; the first field of
fixed Value of id-brtCertificate and the second of type ContentBRTCert, which is a data of [parameterized
SIGNEDDATA with engapsulated content of type BRTCContentinformation. The signature shal| be generated
using the private key.of\the BRT certification organization.

In ASN.1 notation,"BRTCertificate is described as follows:

BRTCefltificate ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
tent {0} CONTENT-FYPERFypet{ContentFypeBRFCertifi @ Fypel

ContentTypeBRTCertificate CONTENT-TYPE ::= { brtCertificate }
ContentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentinfoBRTCertificate }

EncapsulatedContentinfoBRTCertificate ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentinfo}),
eContent [0)] CONTENT-TYPE.&Type
({ContentTypeBRTCertificateContentinfo}{@eContentType})}

ContentTypeBRTCertificateContentinfo CONTENT-TYPE ::= { brtcContentinformation }
The following attributes bind the type BRTCertificate to id-brtCertificate, and the type BRTCContentinformation to
id-brtcContentinformation.
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The types BRTCertificate and EncapsulatedContentinfoBRTCertificate are constrained with object sets
containing a single object of class CONTENT-TYPE defined as follows:

brtCertificate CONTENT-TYPE ::= {
BRTCertificate

IDENTIFIED BY id-brtCertificate }

id-brtCertificate OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtCertificate(6)}

brtcContentinformation CONTENT-TYPE ::={
BRTCContentinformation

IDENTIFIED BY id-brtcContentinformation
id-brtcContentipformation OBJECT IDENTIFIER =

{iso(1

8.1 BRTCC

BRTCContentlrfformation is expressed with CBEFF BIR (Biometric Information Record) 'Which is sped

ISO/IEC 19784
the former, S
(Biometric Dat

Type BRTCContentinformation is described as follows:

BRTCContentinformation ::= SEQUENCE {

sbhFd
bdbF¢

sbhForBRTC i
bdbEncryption(
ISO/IEC 19784
version is used
brtcindex indic
brtcValidityPeri
brtQuality cont

optionBDBENncH

bdbFormatForE

jod contains the validity period of the BRT certificate.

}

standard(0) acbio(24761) contentType(2) brtcContent(7)}

ontentinformation

-1. BRTCContentinformation consists of two parts, sbhForBRTC and/bdbForBRTC. To ¢
BH (Standard Biometric Header) of CBEFF is applied. The lattér ,is a newly define
b Block) format for BRT certificate.

rBRTC SBHForBRTC,
prBRTC BDBForBRTC}

of type SBHForBRTC and has seven elements; version, brtcindex, brtcValidityPeriod, brt
Dptions, bdblntegrityOptions , and bdbFormatForBRC. The type for each element is speq
-3.

for specifying the version of format of SHBForBRTC.

htes the index of the BRT certificate.

pins the quality of the biometric reference template.
yption and optionBIRIntegrity are encryption option and integrity option, and shall be set F

RTC indicates the format owner and format type of BDBForBRTC.

In ASN.1 notallion, sbhForBRTC is described as follows:

ified in
Xpress
d BDB

Quality,
ified in

ALSE.

SBHForBRTC :

:= SEQUENCE {

version CBEFFVersion,

brtcin

dex BIRIndex,

brtcValidityPeriod BDBValidityPeriod,

brtQuality Quality,

bdbEncryptionOptions EncryptionOptions(FALSE),
bdbintegrityOptions IntegrityOptions(FALSE),
bdbFormatForBRTC BDBFormat}

bdbForBRTC is of type BDBForBRTC and has eight elements; version, originalBDBHashList, originalBIRReferrer,

originalBIRpatronFormat, originalBDBPosition, userinformation, pkiCertificateInformation, and
enrolmentACBiolnstances.
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version is the version of the format BDBForBRTC.

originalBDBHashList is a list of Hash. Hash contains two fields, hash value and algorithm identifier of hash
algorithm. The former is the hash value of the biometric reference template. If originalBDBHashList contains
more than one element, they are of a single biometric reference template and of different hash algorithm.

originalBIRReferrer is the referrer to the original BIR.

originalBDBPosition indicates the position of the biometric reference template corresponding to this BRT
certificate in the original BDB.

userinformation is an optional field of type Userinformation which contains identifier, name, and unique
identifier of the person whose biometric reference template is the object of the BRT certificate.

pkiCertJ‘ficatelnformation is an optional field and contains information about X.509 publig\key cegrtificate of the
user, the serial number of the certificate, the name of issuer, and the unique identifier of the gertificate. This
field links BRT certificate to X.509 certificate.

enrolmgntACBiolnstances is an optional list of ACBio instances generated at the enrolment of the biometric
referer|ce template.

In ASN.1 notation, BDBForBRTC is described as follows:

BDBForBRTC ::= SEQUENCE {

version Version DEFAULT vO0,

originalBDBHashList HashList,

originalBIRReferrer URI OPTIONAL,

originalBIRPatronFormat PatronFormat,

originalBDBPosition INTEGER,

userinformation Userinformation OPTIONAL,
pkiCertificateInformation PKICertificateInformation OPTIONAL,
enrolmentACBiolnstances SequenceOfACBiolnstances OPTIONAL}

HashLi£t ::= SEQUENCE OF Hash

rmation ::= SEQUENCE {

userldentifier OCTET STRING;

userName Name,

userUniqueldentifier Unigueldentifier OPTIONAL}

PKICertificateInformation ::=. SEQUENCE {

pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificatelssuerName Name,
pkiCertificatelssuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequernceOfACBiglnstances ::= SEQUENCE OF ACBiolnstance

Userin

8.2 FKFormat Owner and Format Type values

The Format Owner for the BDBForBRTC shall use the value 0102 hex (258 decimal), which is the registered
Patron Format Identifier for ISO/IEC JTC1 SC27. The Format Type for the BRC shall use the value 0001 hex
(1 decimal), which has been registered by SC27 as the value for the BDBForBRTC.

The resulting ASN.1 Object Identifier value for the BDBForBRTC is thus:

{iso registration-authority cbeff(19785) organization(0) iso-iec-jtc1-SC27 (258)
bdbs(0) biometric-reference-template-certificate (1)}
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Annex A
(normative)

ASN.1 module for ACBio

AuthenticationContextForBiometrics {iso(1) standard(0) acbio(24761) module(1) acbio(2) version1(1)}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN
IMPORTS

-- ISO/IEC 95948 Open Systems Interconnection --
-- The Directory: Authentication framework
Algor{thmldentifier, CertificateSerialNumber, Certificate
FROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1)
thenticationFramework(7) 5}

-- AttributeCertfficate
AttribpteCertificate
FROM AttributeCertificate {
joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 5}

-- CertificateExjensions
CertificateList
FROM CertificateExtensions {
joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 5}

-- ITU-T X.501 Qpen Systems Interconnection The Directory: Models

FROM CBEFF-DATA-ELEMENTS {iso standard 19785 modules(0)
types-for-cbeff-datacelements(1) }

-- RFC 3852 Cryptographic Message Syntax
CMSVersion, DigestAlgorithmldentifier,
Signerinfos, Origihatorinfo, Recipientinfos,
MessageAuthenticationCodeAlgorithm,
AuthAttributes, MessageAuthenticationCode, UnauthAttributes,
CONTIENT-FYPE
FROM CryptographicMessageSyntax2004 {
iso(1) member-body(2) us(840) rsadsi(113549)
pkcs(1) pkcs-9(9) smime(16) modules(0) cms-2004(24) };

ACBiolnstance ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeACBio}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBio}{@contentType})}

ContentTypeACBio CONTENT-TYPE ::= {signedDataACBio |
authenticatedDataACBio}

SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentinfoACBio }
AuthenticatedDataACBio ::= AUTHENTICATEDDATA { EncapsulatedContentinfoACBio }
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EncapsulatedContentinfoACBio ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeACBioContentinfo}),
eContent [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBioContentinfo}{@eContentType})}

ContentTypeACBioContentinfo CONTENT-TYPE ::= {acbioContentinformation}

ACBioContentinformation ::= [14] IMPLICIT SEQUENCE {
version Version DEFAULT vO0,
bpulnformation BPUInformation,
controlValue OCTET STRING (SIZE(16)),
biometricProcess BiometricProcess,
brtCertificateInformation BRTCertificateInformation OPTIONAL}

Versio;L'_=|.NlEGER_{_\dl(n) 30, )
BPUInfprmation ::= SEQUENCE {

bpuCertificateReferrerinformation BPUCertificateReferrerinformation OPTIONAL,
bpuReportinformation BPUReportinformation}

BPUCertificateReferrerinformation ::= SEQUENCE {
bpuCertificateReferrer URI,
crisReferrer URI OPTIONAL}

URI ::=|VisibleString (SIZE(1..MAX))

BPUReportinformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

BPUReport ::= SEQUENCE {

contentType CONTENT-TYPE.&id({ContentTypeBPUReport}),

content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBPUReport}{@contentType})}

Conte:]:TypeBPUReport CONTENT-TYPE ::= {bpuReport}
ContentBPUReport ::= SIGNEDDATA { EncapsulatedContentinfoBPUReport }

EncapgulatedContentinfoBPUReport ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentinfo}),

eContent [0] CONTENT-TYPE.&Type
({ContentTypeBPUReportContentinfo}{@eContentType})}

ContelTypeBPUReportContentInfo CONTENT-TYPE ::= { bpuReportContentinformation }

BPUReportContentinformation ::= SEQUENCE {
bpuFunctionReport BPUFunctionReport,
bpuSecurityReport BPUSecurityReport}

BPUFuhctionReport.::=SEQUENCE {

bpuSubprocessinformationList BPUSubprocessinformationList,
bpulnputStaticinformationList BPUIOStaticinformationList OPTIONAL,
bpuQutputStaticinformationList BPUIOStaticinformationList OPTIONAL}

BPUSuPprocessInformationList ;= SEQUENCE OF BPUSubprocessinformation

BPUSubprocessinformation ::= SEQUENCE {
functionDefinition FunctionDefinition,
qualityEvaluation QualityEvaluation OPTIONAL}

FunctionDefinition ::= SEQUENCE {
subprocessName SubprocessName,
subprocessindex Subprocessindex,
inputindex1 10Index OPTIONAL,
inputindex2 I0Index OPTIONAL,
outputindex I0Index,
functionDescription OCTET STRING (SIZE(1..MAX)) OPTIONAL}

SubprocessName ::= ENUMERATED {
data-capture(1),
intermediate-signal-processing(2),
final-signal-processing(3),
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storage(4),
comparison(5),
decision(6),
sample-fusion(7),
feature-fusion(8),
score-fusion(9),
decision-fusion(10),

e}
Subprocessindex ::= INTEGER (0..65535)
I0Index ::= INTEGER (0..65535)

QualityEvaluation ::= SEQUENCE {

biometri i

qualityEvaluationExtensioninformation QualityEvaluationExtensioninformation OPTIONAL}
BiometricProc¢ssQualitylnformation ::= CHOICE {

biomgtricProcessQuality BiometricProcessQuality,
biomeétricProcessQualityReferrer URI}

QualityEvaluationExtensioninformation ::= CHOICE {
qualityEvaluationExtension QualityEvaluationExtension,
qualityEvaluationExtensionReferrer URI}

BiometricProc¢ssQuality ::= OCTET STRING (SIZE(1..MAX))
QualityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension
rmationList ::= SEQUENCE OF BPUIOStaticinformation

rmation ::= SEQUENCE {

biometricType BiometricType OPTIONAL,
biomgtricSubtype BiometricSubtype OPTIONAL,
dataType DataType,

subpriocesslOIndex I0Index}

DataType ::= SEQUENCE {
processedLevel ProcessedLevel,
purpase Purpose OPTIONAL}

ProcessedLevgl ::= ENUMERATED {
raw-data(1),
intermediate-data(2),
processed-data(3),
compprison-score(4),
comparison-decision(5),

Purpose ::= ENUMERATED {
reference(1),
sample(2)}

BPUSecurityRgport:= SEQUENCE {
cryptoModuleSecuritylinformation CryptoModuleSecuritylnformation OPTJONAL,
biometricProcessSecuritylnformation BiometricProcessSecuritylnformation OPTIONAL,
securityEvaluationExtensionIinformation SecurityEvaluationExtensioninformation OPTIONAL}

CryptoModuleSecuritylnformation ::= CHOICE {
cryptoModuleSecurity CryptoModuleSecurity,
cryptoModuleSecurityReferrer URI}

BiometricProcessSecuritylnformation ::= CHOICE {
biometricProcessSecurity BiometricProcessSecurity,
biometricProcessSecurityReferrer URI}

SecurityEvaluationExtensioninformation ::= CHOICE {
securityEvaluationExtension SecurityEvaluationExtension,
securityEvaluationExtensionReferrer URI}

CryptoModuleSecurity ::= OCTET STRING (SIZE(1..MAX))
BiometricProcessSecurity ::= OCTET STRING (SIZE(1..MAX))
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SecurityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension

BiometricProcess ::= SEQUENCE {
subprocessindexList SubprocessindexList,
bpulnputExecutioninformationList BPUIOExecutioninformationList OPTIONAL,
bpuOuputExecutioninformationList BPUIOExecutioninformationList OPTIONAL}

SubprocessindexList ::= SEQUENCE OF Subprocessindex
BPUIOExecutionIinformationList ::= SEQUENCE OF BPUIOExecutioninformation

BPUIOExecutioninformation ::= SEQUENCE {
dataType DataType,

bpulOIndex I0Index,
subprocesslOIndex I0Index,

hash Hash}

Hash ::F SEQUENCE {
algorithmldentifier Algorithmldentifier,
hashValue OCTET STRING}

BRTCertificateInformation ::= CHOICE {
brtCertificateList BRTCertificateList,
brtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificateList ::= SEQUENCE OF BRTCertificate
BRTCertificateReferrerList ::= SEQUENCE OF URI

BRTCetificate ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
content [0] CONTENT-TYPE.&Type({ContentTypeBRTCertificate}{@contentType})}

Conte:]:TypeBRTCertificate CONTENT-TYPE ::= { brtCertificate }
ContentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentinfoBRTCertificate }

EncapgulatedContentinfoBRTCertificate ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentinfo}),

eContent [0)] CONTENT-TYPE.&Type
({ContentTypeBRTCertificateContentinfo}{@eContentType})}

ContentTypeBRTCertificateContentinfo CONTENT-TYPE ::= { brtcContentinformation }

BRTC(ontentinformation ::= SEQUENCE {
sbhForBRTC SBHForBRTC,
bdbForBRTC BDBForBRTC}

SBHFofBRTC ::= SEQUENCE{

version CBEFFVersion,

brtcindex BIRIndex,

brtcValidityPeriod BDBValidityPeriod,
brtQuatity~Quality,

bdbEncryptionOptions EncryptionOptions(FALSE),
bdbintegrityOptions IntegrityOptions(FALSE),
bdbFormatForBRTC BDBFormat}

BDBForBRTC ::= SEQUENCE {
version Version DEFAULT vO0,
originalBDBHashList HashList,
originalBIRReferrer URI OPTIONAL,
originalBIRPatronFormat PatronFormat,
originalBDBPosition INTEGER,
userinformation Userinformation OPTIONAL,
pkiCertificateInformation PKICertificateInformation OPTIONAL,
enrolmentACBiolnstances SequenceOfACBiolnstances OPTIONAL}

HashList ::= SEQUENCE OF Hash
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Userinformation ::= SEQUENCE {
userldentifier OCTET STRING,
userName Name,
userUniqueldentifier Uniqueldentifier OPTIONAL}

PKICertificateInformation ::= SEQUENCE {
pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificatelssuerName Name,
pkiCertificatelssuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequenceOfACBiolnstances ::= SEQUENCE OF ACBiolnstance
-- Useful definitions

SIGNEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
versign CMSVersion,
digestAlgorithms SET OF DigestAlgorithmldentifier,
encagContentinfo EncapsulatedContentinfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signefinfos Signerinfos}

AUTHENTICATEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
versign CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipipntinfos Recipientinfos,
macA]gorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmldentifier OPTIONAL,
encagContentinfo EncapsulatedContentinfo,

authitrs [2] IMPLICIT AuthAttributes OPTIONAL,

mac NlessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL}

CertificateSet :}= SET OF CertificateChoices

CertificateChoifes ::= CHOICE {
certificate Certificate,
v2AttiCert [2] IMPLICIT AttributeCertificateV2,
other [3] IMPLICIT OtherCertificateFormat}

AttributeCertificateV2 ::= AttributeCertificate

OtherCertificateFormat ::= SEQUENCE {
otherlFormat OTHERCERTIFICATE,&id({OtherCertificate}),
otherCert OTHERCERTIFICATE.&Type({OtherCertificate}{@otherFormat})}

OTHERCERTIF|CATE ::= TYPE-IDENTIFIER
OtherCertificate OTHERCERTIFICATE ::={...}

RevocationIinfdChoices ::=SET OF RevocationinfoChoice

RevocationinfgChoice «:=-CHOICE {
crl CeftificatelList,
other [1YIMPLICIT OtherRevocationinfoFormat }

OtherRevocati = {
otherRevinfoFormat OTHERREVOCATION.&id({OtherRevocation}),
otherRevinfo OTHERREVOCATION.&Type({OtherRevocation}{@otherRevinfoFormat}) }

OTHERREVOCATION ::= TYPE-IDENTIFIER
OtherRevocation OTHERREVOCATION ::={...}
-- contentType object identifiers

id-signedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) signedDataACBio(1)}

id-authenticatedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) authenticatedDataACBio(2)}

id-acbioContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) acbioContent(3)}

28 © ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=583d3cc664a659d74034ca7402b1e2f2

id-bpuReport OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) bpuReport(4)}

id-bpuReportContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) bpuReportContent(5)}

id-brtCertificate OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtCertificate(6)}

id-brtcContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtcContent(7)}

-- ContentType objects
signedDataACBio CONTENT-TYPE ::= {

LA%J
IDENTIFIED BY id-signedDataACBio }

authenticatedDataACBio CONTENT-TYPE ::= {
AuthenticatedDataACBio
IDENTIFIED BY id-authenticatedDataACBio }

acbioCpntentinformation CONTENT-TYPE ::= {
ACBioContentinformation
IDENTIFIED BY id-acbioContentinformation }

bpuReport CONTENT-TYPE ::= {
BPUReport
IDENTIFIED BY id-bpuReport }

bpuReportContentinformation CONTENT-TYPE ::= {
BPUReportContentinformation
IDENTIFIED BY id-bpuReportContentinformation <

brtCertjficate CONTENT-TYPE ::= {
BRTCertificate
IDENTIFIED BY id-brtCertificate }

brtcContentinformation CONTENT-TYPE ::= {
BRTCContentinformation
IDENTIFIED BY id-brtcContentinformation }

END -- AuthenticationContextForBiometrics
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B.1 Examp
In this Intern

other for a cas

B.1.1 An Ex

In this exampl

ationa

l [ Standard, the profocol for ACBIO Is not speC|I|ea. Here in thiS annex, two exam

implementation of ACBio are given including protocols; one for a case of STOC (STore On Card)mio

Annex B
(informative)

Implementation examples

les of the implementation for ACBio

e of OCM (On card matching) model.

hample of the implementation for STOC Model

b, we assume that this STOC model of a biometric verification process consists of two

ples of
del, the

BPUs,

one is a biometric device which has the functions of data capture, intermediate signal processing, final signal
processing, cdmparison and decision, and the other is a STOC card which stores the processed bipmetric
reference template. This example is mainly focused on STOC card.
B.1.1.1 In eyaluation process
Products of BFPUs, i.e. STOC cards and biometric devices used in.a biometric verification process, should be
evaluated at a|certain evaluation organization and issued their BPY reports.
B.1.1.2 In production process
Vendors of BPUs should index every subprocess and stream in accordance with the rule in 7.2.1f If the
subprocesses [and streams in the biometric device-and those in the STOC card are indexed as in Figyre B.1,
then the BPUHunctionReport of the biometric device 'and that of the STOC card are as shown in Figure(B.2. In
Figure B.1, SIndex means subprocess index and10Index means subprocess IO index.
IOIndex : 1 10In@ep2 [0Index :3 IO0Index :5 I0Index 6
raw intermediate processed . .
biometric biometric biometric comparison comparigon
sample intefmedigte “sample /N  sample decisiop
data sigrial y/ 1iNa I —»Compariso decision
capture Processing A rslc%r:ging SIndex : 4
SIndex :1 . . SIndex :5
SIndex :2 SIndex :3 processed :
biometric
biometric device | reference
i IOIndex : 4
i I10Index :7
i processed
1? biometric
| reference
SIndex : 6
STOC card
Figure B.1 — A biometric verification process of a STOC model and an example of indexing
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BPUFunctionReport

BPUSubprocessinformation

FunctionDefinition

data-capture (name of function)

1 (subprocess index)

1 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

BPUFunctionReport

BPUSubprocessinformation

FunctionDefinition

storage (name of function)

6 (subprocess index)

7 (index of output)

DescriptionFunction

QualityEvaluation

BPUIOInformation (for output)

2 (index of output)

DescriptionFunction

QualityEvaluation

intermediate-signal-processing (name of function) BiometricType
2 (subprocess index) BiometricSubtype
T (Index of InputT) lypeData

processed-data((propessed level)

reference (purpose)

7 (subprocess\O'index)

FunctionDefinition

final-signal-processing (name of function)

3 (subprocess index)

2 (index of input1)

3 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

comparison (name of function)

4 (subprocess index)

3 (index of input1)

4 (index of input2)

5 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

decision (hame of function)

5 (subprocess index)

5 (index of input1)

6 (index of output)

DescriptionFungtion

QualityEvaluation

BP

10Information (for input)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

rererence (purpose)

4 (subprocess IO index)

BP

UlOInformation (for output)

BiometricType

BiometricSubtype

TypeData

|com parison-decision (processed level)

6 (subprocess |0 index)

BPUFunctionReport of the biometric device

BPUFunctionReport of the STOC card

Figure B.2 — Examples of BPUFunctionReports for a STOC model
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In this case, a block of data of the type ACBioContentinformation should be stored in a STOC card in advance
as in the Figure B.3. In Figure B.3, the data elements marked with * (shaded) are fixed data and set in the
area of a STOC card in advance while those not marked with * (unshaded) are left blank to be filled later in the
enrolment and execution processes.

ACBioContentinformation

Version*

BPU Information Block*

BPU Certificate Referrer Information*
BPU Report Information*

Control Value

Biometric Process Block

6 (index of executed subprocess*)

BPU Output Information

TypeData*

processed-data*

reference*

BPU IO index for output fram\BPU
7 (the subprocess index for output®)
hash of biometric reference*

OID of hash:algorithm*
hash value*®

BRT Certificate Information

Figure B.3 — A block of data stored in a STOC card on production process

In Figure B.3, the fields not marked with_*(uhshaded) except BRT certificate Information have fixed lehgth of
their own. The] length of the field for BRT certificate Information is not determined on the production grocess
but determined in the enrolment process. It is noted that the area for ACBioContentinformation should have

sufficient succéssive area for BRT-certificate Information.

The following table is the BER-TLV format of ACBioContentinformation for a STOC card, which is equivalent to
the data structyre of Figure.B.3.
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Table B.1 — BER-TLV format of ACBioContentinformation for a STOC card

Tag |L Value
'AE' |Var. |ACBioContentinformation
Tag |L Value
'02' 1{Version
'A0" |Var. |BPU Information Block
Tag |L Value
'AQ" [Var. [BPU Certificate Referrer Information
AHNar—BRUY-Reperinfermation
'04' 16|Control Value
'A2' |Var. |Biometric Process Block
Tag |L Value
'02' 1|index of executed subprocess1
'A1" [Var. [Output Information
Tag |L Value
‘A0’ 6(Type Data
Tag-JL Value
"0A 1|processed-data
"0A' 1{reference
'02' 1|BPU IO index for output to BPU
'02! 1[subprocess index for output
'A1' [Var. [Hash information of output
'06" |Var. [OID of hash algorithm
'04" |Var. [Hash value of output
'A3' |Var. |BRT Certificate Information

B.1.1.3 In enrolment process

Biomefric reference template is stored to a STOC card in this process. A BRT certificate i issued to the
biometfic referencesteniplate, and the BRT certificate or the referrer to it is stored in brtCertificateInformation of
ACBioContentinformation. The length of the field of the type ACBioContentinformation should be adjusted by

adding|the length/of BRT certificate Information plus the length of Tag field and Length field.

B.1.1.4 M exectution process

On an execution of biometric verification, two inputs are given to a STOC card; the first is a control value from
the validator, the second is the BPU IO index to the output from the STOC card. The STOC card should set
the first to the “Control Value” ((1) PUT DATA in the Figure B.4), the second to the “BPU IO index for output
from BPU” ((2) PUT DATA in the Figure B.4), respectively.

Subsequently the STOC card digitally signs the whole field of the type ACBioContentinformation ((3)
PERFORM SECURITY OPERATION in Figure B.4) to get the ACBio instance and sends it as the output ((5)
GET DATA in Figure B.4)) together with the processed biometric reference template ((4) GET DATA in

Figure B.4)).
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~

Control Value, raw intermediate processed ) .
BPUIOindexes | — biometric biometric biometric comparison Cf:jmp_al_’lson
sample . \.,.. sample ) sample score ecision
data iptermediate final omparisol decision
capture / signal / signal
I processing processing
application processed
program biometric
Control Value, BPU 10 index — reference
|
7 —>
_Biometric reference \ (4) GET DATA storage
< | | |
ACBio instance \ \ (5) GET DATA
(3) PERFORM SECURITY
OPERATION digital sig
v - (1) PUTDATA | (5 puT DATA
Tdg ‘AE’
ACBinContentInformation I
Version ! 1
BPU Information Rlock \
BPU Report J jon
Contral Valie |
Biometric Pracess Block \
BPU Quiput Information

Typel ﬁa |
reference

IBPU 10 index for output fmvaPll
|7 (the suborocess index for outouf) |
hash of biometric reference |

|OID of hash aloorithm |
\ /
BRT Certificate Information

Figure B.4 | ACBio instance generation on a STOC.card on an execution of a biometric verification

Figure B.5 deqcribes a command sequence for ACBio instance generation on a STOC card where BIT is the
abbreviation fgr Biometric Information Template ~which is a term used in ISO/IEC 7816 series.

Command/Response Meaning
PUT DATA <Control Value> Put control value as an input
OK parameter
PUT DATA <BPU IQ\Index Output> Put BPU IO index for output as an
OK input parameter
PERFORM.SECURITY OPERATION <'AE', 'BC'> |Calculate digital signature for
OK ACBioContentinformation and put it to
the digital signature field of SignedData
structure of ACBio instance
GET DATA Get processed biometric reference as
BIT the output
GET DATA Get ACBio instance as the output
BIT

Figure B.5 — Command sequence for ACBio instance generation on a STOC card
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B.1.1.5 An example of protocol

We assume the existence of a system of the validator side, and a system (device) of the claimant side which
only has function to transmit/receive messages to/from the other three, as shown in Figure B.6.

(9)

STOC
card

An exa

(0) Bs
instang
policy)

(1) TH
(2) TH

signaty
verificg

(3)] (4)| (8)((10)

(6) (12) v v (0) (15
(3) (1)
D — —_—
(4) ()
. System =
(5) (device) System
Biometric ‘T of <_)f
device ), claimant valslgjaetor
.L side
(13) (14)
_ _

(5)@) (11) (14)
Figure B.6 — An.example of protocol for a STOC model

mple of the protocol for this STOC model is as follows:
forehand, the validator-sets up the ACBio verification policy for each of the data elen
es based on the policy of the corresponding application (see B.3 for an example of AC
e claimant reguests biometric verification to the validator, via the system (device) of clain

e system.of validator side sends the control value and the candidate list of hash algori
re algorithm according to the ACBio verification policy, and requests the executio

tion including the generation of ACBio instance(s) to the system (device) of claimant sidg.

ents of ACBio
Bio verification
hant side.

hm and digital
n of biometric

(3) The system (device) of the claimant inquires the algorithms available to the biometric device and the

STOC

card.

(4) The biometric device and the STOC card return the algorithms available to the system (device) of
claimant side.

(5) The system (device) of claimant side decides the hash algorithm and the signature algorithm, and sends
the validator's control value, the hash algorithm, and the signature algorithm to the biometric device and
requests execution of the data capture, the intermediate signal processing, and the final signal processing to
the biometric device.
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(6) The biometric device captures the biometric information from the claimant and generates the processed
biometric sample through the data capture, intermediate signal processing, and final signal processing

subprocesses.

(7) The biometric device sends the termination message of the final signal processing to the system (device)
of the claimant side.

(8) The system (device) of the claimant side sends the validator's control value, the hash algorithm and the
signature algorithm selected in step (5), and a BPU IO Index for the output data (processed biometric
reference template) of the STOC card, to the STOC card. And also the system (device) of the claimant side
requests generation of an ACBio instance, and transmission of a processed biometric reference template and

the ACBio instance, to the STOC card.

(9) The STO(

(10) The STO(
(device) of the

(11) The syste
STOC card, th
assigned to th
(device) of cla
device.

(12) The biom
and decision
procedures;

claimant side.

[ card generates an ACBio instance. See B.1.1.4 for the detail.

L card sends the processed biometric reference template and the ACBio instance {6 the pystem

m (device) of claimant side sends the processed biometric reference template received fom the
e BPU 10 index assigned to the processed biometric reference template, and the BPU IQ Index
e comparison decision of the biometric device, to the biometric device. And also, the pystem
mant side requests execution of the comparison and decision subprocesses to the bipmetric

ptric device receives the processed biometric reference’template and executes the comparison
subprocesses. The biometric device also generatés“an ACBio instance by the fgllowing

a) Restore the BPU Information block and set it to bpulnformation of ACBioContentinformation.
b) Set the vglidator’s control value to controlValue of ACBioContentinformation.
c) Generate[the biometric process block as followss;

c-1) Set thg subprocess indexes to subprocessindexList. The subprocess indexes are assigned
product vendor of the biometric device.to the each of the subprocesses corresponding to the fun
data capture, intermediate signal processing, final signal processing, comparison, and decision.

c-2) To make bpulnputExecutioninformationList field, the following should be done. Set the value pro{
data and the] value reference(fespectively to processedLevel and purpose of dataType. Set the BPU IQ
assigned to [the input of the biometric device, to bpulOlndex. Set the subprocess 10 index of the inp)
(processed piometric séference template) to the comparison subprocess, which was assigned

product vendor of thé) ‘biometric device, to subprocesslOIndex. Set the pair of the hash value
processed bjometric-reference template received and the hash algorithm to hash.

by the
ction of

cessed-
index,
ut data
by the
of the

c-3) To mgke vbpuOutputExecutioninformationList field, the following should be done. Set the

value

comparison-decision t0 processedLevel of dataType. Set the BPU 10 index, assigned to the output data of the
biometric device, to bpulOindex. Set the subprocess 10 index of the output data (comparison decision) of

the decision subprocess, which was assigned by the product vendor of the biometric dev

ice, to

subprocesslOIndex. Set the pair of the hash value of the comparison decision and the hash algorithm into

hash.

d) Generate SignedDataACBio of the data which consists of the data generated by a), b) and c), us

ing the

digital signature algorithm selected in (5). If the BPU certificate is put in certificates of SignedDataACBio, the

BPU certificate referrer information in the BPU information block can be omitted.

(13) The biometric device sends the output data of the decision subprocess and the ACBio instance to the

system (device) of the claimant side.
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(14) The system (device) of the claimant side sends the comparison decision (the output data of the decision
subprocess) and the two ACBio instances to the system of the validator side.

(15) The system of the validator side receives the comparison decision and the two ACBio instances. The
validator validates the results with the following procedures;

a) Validate the integrity of each ACBio instance by signature verification.

b) Validate the correspondence of the control value originally given by the validator and the control value of

each

ACBio instance.

c) Validate that the security level of two BPUs and the functional performance level of each subprocess

exeduted In two BPUs satisty the ACBIO verification policy of the validator (see B.3 for. t

ACB
perfq
refer

d) Vv
temp
from

e)V
exeq
subp
corre
the t

f) V3
the ¢
proc
and

gens

Figu
insta

o verification policy). The information about the security level of two BPUs and
rmance level of each subprocess executed in the two BPUs is in the BPU report, which
red from the BPU information block of each ACBio instance.

hlidate the validity of biometric reference template used. The information_about the biom
late, such as the issuer, the validity period, etc., is in the BRT certificate,,which is store
the BRT certificate Information of ACBio instance generated by the STOC card.

blidate that the whole process of biometric verification executed at the claimant side b
uted subprocesses. Subprocess indexes corresponding to~executed subprocesses
rocessindexList in the biometric process blocks of the two ACBio instances, and the exe

vo BPU reports.

lidate the consistency of the input data and thesoutput data transmitted between BPUSs
ontents of dataType, bpulOIndex, and hashValue of bpuOutputExecutioninformationList i

hashValue of bpulnputExecutioninformationList in the biometric process block of the A
rated by the biometric device.

e B.7 illustrates the above validation process of the biometric verification process
nces. In Figure B.7, the indexes-are given as in Figure B.1.

he example of
the functional
is stored in or

etric reference
i in or referred

y checking the
are stored in
cuted functions

sponding to those subprocess indexes can be identified from subprocessName of functionDefinition of

by comparing
n the biometric

bss block of the ACBio instance generated\bythe STOC card and the contents of bpulOlndex, dataType,

CBio instance

using ACBio
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ACBioContentinformation

Version

BPU Information Block

BPU Certificate Referrer Information

BPU Report Information

ACBioContentinformation

Version

BPU Information Block

BPU Certificate Referrer Information

BPU Report Information

Control Value <

Biometric Process Block

6 (index of executed subprocess, storage)

BPU Output Information

TypeData

» |Control Value

Biometric Process Block

1 (index of executed subprocess, data capture)

2 (index of executed subprocess, intermediate signal processing)

3 (index of executed subprocess, final signal processing)

processed-data

~

reference

~

4 (index of executed subprocess, comparison)

5 (index of executed subprocess, decision)

//

7 (BPU IO index for output from BPU)<

BPU Input Information

TypeData

B-(the-subprocess-index-foroutout)
AY Lt ©

hash of biometric reference template

OID of hash algorithm~___

reference

[~~~ processed-data
\

hash valuemr

~—

/

BRT Cettificate Information

ACBio ipstance generated by the STOC card

[~
™~
[~
"

4 (BPU IO index for output from BPU)

4 (the subprocess index for input)

hash of biometric reference template

[l /]

OID of hash algorithm

[~{hash value

BPU Output Information

TypeData

|com parison-decision

6 (BPU IO index for-output from BPU)

5 (the subproeess index for output)

hash of comparison decision

OID of hash algorithm

hash value

ACBio instance generated by the biometric device

Figure B.7 — Validation of biometric verification using ACBio

B.1.2 An Example of the implementation for'‘OCM Model

s, one

In this exampl
is a sensor dg
processing, an

example is majnly focused on OCM card.

b, we assume that this OCM model of biometric verification process consists of two BPU
vice which has the functions of data capture, intermediate signal processing, and fina| signal
d the other is an OCM card which has the functions of storage, comparison, and decisign. This

B.1.2.1 In eyaluation process

Products of BPUs, i.e. OEM* cards and sensor devices used in a biometric verification process, shq

evaluated at a|certain evaluation organization and issued their BPU reports.

B.1.2.2 |In p||oduction process

uld be

Vendors of BPUs should index every subprocess and stream in accordance with the rule in 7.2.1. If the
subprocesses and streams in the sensor device and those in the OCM card are indexed as in Figure B.8, then
the BPUFunctionReport of the biometric device and that of the OCM card are as shown in Figure B.9. In
Figure B.8, SIndex means subprocess index and 10Index means subprocess |0 index.
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I0Index :1 10Index :2 I0Index :3
raw intermediate processed
biometric biometric biometric
sample intefmediate sample sample
data signal y/ final >
Capture Processing / signal !
SIndex :1 processing
SIndex :2 SIndex :3
sensor device
/10Index :4 \
IOIndex : 6 IOIndex :7
# processgd i comparison
biomettic comparison Eision
7 sample Rt -
. %mpariso » decision >
SIndex :5 Index :5

processed SIndex 26

biometric J

reference

Ty

m

igure B.8 — A biometric verification process of‘an OCM model and an example of

\Slndex 4

OCM card

/

ndexing
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BPUFunctionReport

BPUSubprocessinformation

FunctionDefinition

data-capture (name of function)

1 (subprocess index)

1 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

BPUFu

nctionReport

BPUSubprocessinformation

FunctionDefinition

storage (name of function)

4 (subprocess index)

5 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

intermediate-signal-processing (name of function)

2 (sybprocess index)

1 (index of input1)

2 (infex of output)

DesgriptionFunction

QualityHvaluation

FunctionjDefinition

finaltsignal-processing (name of function)

3 (sybprocess index)

2 (index of input1)

3 (index of output)

DesgriptionFunction

BPUIOInformation (for output)

Biometr|cType

Biometr{cSubtype

TypeData

processed-data (processed level)

sample (purpose)

3 (subprocess IO index)

comparison (name of function)

5 (subprocess index)

4 (index of input1)

5 (index of input2)

6 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

decision (name of function)

6 (subprocess index)

6 (index of input1)

7 (index of output)

DescriptionFunction

QualityEvaluation

BPUIOInformation (for input)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level

sample (purpose)

4 (subprocess IO index)

BPUIOInformation (for output)

BiometricType

BiometricSubtype

TypeData

BPUFunctionReport of the sensor device

|com parison-decision (processed level)

7 (subprocess IO index)

BPUFunctionReport of the OCM card

Figure B.9 — examples of BPUFunctionReports for an OCM model
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