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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies th

at are

members of ISO or IEC participate in the development of International Standards through teg
committees established by the respective organization to deal with particular fields of technical a
ISO and IEC technical committees collaborate in fields of mutual interest. Other (interng
organizations, governmental and non-governmental, in liaison with ISO and IEC, also-take part

hnical
Ctivity.
1tional
in the

work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedures used to develop this document and those intended for it§“further maintenan|
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed f

ce are
or the

different types of document should be noted. This document was,drafted in accordance with the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/diréctives).

Attention is drawn to the possibility that some of the elements,of this document may be the subject of

patent rights. ISO and IEC shall not be held responsible ‘for identifying any or all such
rights. Details of any patent rights identified during the-development of the document will be
Introduction and/or on the ISO list of patent declarations'received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and dg
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conf
assessment, as well as information about ISO's adherence to the WTO principles in the Teqg
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/IEC JTC 1, Information technology, SC 27, S¢
techniques

This corrected version(0fi1SO 24759:2014 incorporates the following corrections plus other minor

editorial modificatioms.

— 6.2.3.2: AS02.15, AS02.16, AS02.17 and AS02.18 modified
— 6.3(3;’AS03.04, AS03.07, AS03.10 and AS03.15 modified

—£ \6.3.4; AS03.19 modified

patent
in the

es not

brmity
hnical

pcurity

— 6.4.1; AS04.02 modified

— 6.4.2; AS04.05, AS04.06 and AS04.07 modified
— 6.4.3.1: AS04.11, AS04.13 and AS04.14

— 6.4.3.2 and AS04.20

— 6.4.4: AS04.39, AS04.40 and AS04.42 modified

— 6.5: AS05.05, AS05.06, AS05.07, AS05.08, AS05.13, AS05.17 and AS05.18 modified
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— 6.8: AS08.04 modified

— 6.10.1: AS10.17 modified
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Information technology — Security techniques — Test
requirements for cryptographic modules

1 Scope
This International Standard specifies the methods to be used by testing laboratories to test) whether the
cryptographic module conforms to the requirements specified in ISO/IEC 19790:2012/Cor.1:201%. The
methods are developed to provide a high degree of objectivity during the testing proeess and to pnsure
consistency across the testing laboratories.
This International Standard also specifies the requirements for information that.vendors provide to [testing
laboratories as supporting evidence to demonstrate their cryptographic (medules’ conformity fo the
requirements specified in ISO/IEC 19790:2012/Cor.1:2015.
Vendors can use this International Standard as guidance in tryingtoxverify whether their cryptographic

modules satisfy the requirements specified in ISO/IEC 19790:2012/Cer.1:2015 before they apply to the festing
laboratory for testing.

2 Normative references
The following documents, in whole or in part, aré. normatively referenced in this document and are
indispensable for its application. For dated referenges, only the edition cited applies. For undated referfences,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 19790:2012/Cor.1:2015, Informationtechnology — Security techniques — Security requiremertts for
cryptographic modules

3 Terms and definitions

For the purposes of this decument, the terms and definitions given in ISO/IEC 19790:2012/Cor.1:2015 dpply.

4 Symbols and abbreviated terms

For the purposes’of this document, the symbols and abbreviated terms given in ISO/IEC
19790:2012{Cor.1:2015 apply.

5 Decument organization

5.7 General

Clause 6 of this document specifies the methods that shall be used by testing laboratories and the
requirements for information that vendors shall provide to testing laboratories. Clause 6, besides a general
subclause 6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and six
subclauses corresponding to the six Annexes A to F of ISO/IEC 19790:2012/Cor.1:2015.

5.2 Assertions and security requirements

Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012/Cor.1:2015 are
divided into a set of assertions (i.e., statements that have to be true for the module to satisfy the requirement
of a given area at a given level). All of the assertions are direct quotations from ISO/IEC
19790:2012/Cor.1:2015.
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The assertions are denoted by the form
AS<requirement_number>.<assertion_sequence_number>

where “requirement_number” is the number of the corresponding area specified in ISO/IEC
19790:2012/Cor.1:2015 (i.e., one through twelve and A through F), and “sequence_number” is a sequential
identifier for assertions within a subclause. After the statement of each assertion, the security levels to which
the assertion applies (i.e., levels 1 through 4) are listed in parentheses.

Followjng each assertion is a set of requirements Tevied on the vendor. These requirements describe the

types pf documentation or explicit information that the vendor shall provide in order for the tester to verify

conformity to the given assertion. These requirements are denoted by the form
VE<requirement_number>.<assertion_sequence_number>.<sequence_nhumber>

where [‘requirement_number” and “assertion_sequence_number” are identical to the corresponding assertion

requirement number and sequence number, and “sequence_number” is a sequential identifier for vendor

requirgments within the assertion requirement.

Also fdllowing each assertion and the requirements levied on the vendor is a set of, fequirements levied on the

tester pf the cryptographic module. These requirements instruct the tester as te, what he or she shall do in

order tp test the cryptographic module with respect to the given assertion. These requirements are denoted by

the form
TE<requirement_number>.<assertion_sequence_number>.<sequence_number>

where [‘requirement_number” and “assertion_sequence_number’:are identical to the corresponding assertion

requirgment number and sequence number, and “sequence,_number” is a sequential identifier for tester

requirgments within the assertion requirement.

A validation authority may modify, add or delete VEs andlor TEs in this international standard.

5.3 Agsertions with cross references

For cldrity in some assertions, cross references to ISO/IEC 19790:2012/Cor.1:2015 or other assertions
numbgrs have been put between curly braekets “{* and "}". Those cross references are written in italics.

6 Security requirements

6.1 General
AS01.01: (Specification—~'Levels 1, 2, 3, and 4)

This dlause spegifies the security requirements that shall be satisfied by the cryptographic module's
compliance torthis International Standard.

NOTE This subclause states general requirements to meet the assertions of the other subclauses in clauses 6, and A
through k. This subclause sets no assertion of itself and is not separately tested.

AS01.02: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in this
clause.

NOTE 1 The tests can be performed in one or more of the following manners:
a) Tester performs tests at the tester’s facility
b) Tester performs tests at the vendor's facility

c) Tester supervises vendor performing tests at the vendor's facility
2
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— Rationale is included that explains why tester could not perform the tests
— Tester develops the required test plan and required tests

— Tester directly observes the tests being performed
An assertion fails if any of its subsequent tests fails.

NOTE 2 This subclause states general requirements to meet the assertions of the other subclauses in clause

6. This

subclause sets no assertion of itself and is not separately tested.
ASO01.03: (Specification — Levels 1, 2, 3, and 4)
The cryptographic module shall be independently rated in each area.

NOTE  This subclause states general requirements to meet the assertions of the other suhclauses in clauses §
through F. This subclause sets no assertion of itself and is not separately tested.

AS01.04: (Specification — Levels 1, 2, 3, and 4)
All documentation, including copies of the user and installation manuals, design specification
cycle documentation shall be provided for a cryptographic module.that is to undergo an indepsg

verification or evaluation scheme.

NOTE  This subclause states general requirements to meet the assertions of the other subclauses in clauses §
through F. This subclause sets no assertion of itself and is not separately tested.

6.2 Cryptographic module specification

6.2.1 Cryptographic module specification general requirements
AS02.01: (Specification — Levels 1, 2, 3,.and 4)

A cryptographic module shall be a;set of hardware, software, firmware, or some combination th

and A

s, life-
bndent

and A

ereof,

that at a minimum, implements aJdefined cryptographic service employing an approved cryptographic

algorithm, security function orprocess and contained within a defined cryptographic boundary.
NOTE This assertion is.nét separately tested.

AS02.02: (Specification — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.2

be provided.,

NOTE This assertion is tested as part of ASA.01.

6,2'2) Types of cryptographic modules

AS02.03: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be defined as one of the following module types:

— Hardware module is a module whose cryptographic boundary is specified at a hardware per
Firmware and/or software, which may also include an operating system, may be included
this hardware cryptographic boundary.

imeter.
within

— Software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module

boundary.
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— Fi

rmware module is a module whose cryptographic boundary delimits the firmware exclusive

component(s) that execute(s) in a limited or non-modifiable operational environment. The
computing platform and operating system of the operational environment which the firmware
executes in are external to the defined firmware module boundary but explicitly bound to the
firmware module.

— Hybrid Software module is a module whose cryptographic boundary delimits the composite of a
software component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating system

(0}
S(

fin
cq

of
fin

Requi

VEO2.

the operational environment which the software executes in are external to the defined hybrid
ftware module boundary.

brid Firmware module is a module whose cryptographic boundary delimits the composite of a
mware component and a disjoint hardware component (i.e. the firmware component is not
ntained within the hardware module boundary). The computing platform and operating system
the operational environment which the firmware executes in are external to the ‘defined hybrid
mware module boundary but explicitly bound to the hybrid firmware module.

‘ed Vendor Information

D3.01: The vendor shall provide a description of the cryptographic madule describing the type of

cryptographic module. It will explain the rationale of the module type selection.

VEO2.
softwa

Requi

TEO2.
listed i

TEO2.

D3.02: The vendor shall provide a specification of the cryptographic module identifying all hardware,
re and/or firmware components of the cryptographic module.

‘ed Test Procedures

3.01: The tester shall verify that the vendor provided.documentation identifies one of the module types
N AS02.03.

3.02: The tester shall verify from the vender provided specification documentation, by identifying all

hardware, software and/or firmware components (AS02.15 through AS02.18), that the cryptographic module is

consis

AS02.

For h
requir

NOTE
ASO02.
For s

found
requir

ent with the type of the cryptographic module.
D4: (Specification — Levels 1, 2, 3;-and 4)

prdware and firmware maodules, the applicable physical security and non-invasive security
ements found in {ISO/IE€\19790:2012/Cor.1:2015 subclause} 7.7 and 7.8 shall apply.

This assertion is not\tested separately.
D5: (Specification= Levels 1, 2, 3, and 4)
pftware modules executing in a modifiable environment, the physical security requirements

in {ISOIIEC 19790:2015 subclause} 7.7 are optional and the applicable non-invasive security
bments-in {ISO/IEC 19790:2015 subclause} 7.8 shall apply.

NOTE

This assertion is not tested separately.

AS02.06: (Specification — Levels 1, 2, 3, and 4)

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2015 subclause} 7.5, 7.6, 7.7 and
7.8 shall apply.

NOTE

This assertion is not tested separately.
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6.2.3 Cryptographic boundary

6.2.3.1 Cryptographic boundary general requirements

AS02.07: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary shall consist of an explicitly defined perimeter (i.e. set of hardware,
software or firmware components) that establishes the boundary of all components of the

cryptographic module.

Required Vendor Information
VEO02.07.01: The vendor documentation shall specify all components within the cryptographic boundary
Required Test Procedures

TEO02.07.01: The tester shall verify by inspection and from the vendor documentation that all the comp
specified in AS02.15 through AS02.18 are within the cryptographic boundary.

TE02.07.02: The tester shall verify by inspection and from the vendor\documentation that there
unidentified components which are not specified in AS02.15 through*AS02.18 within the cryptog
boundary.

ASO02.08: (Specification — Levels 1, 2, 3, and 4)

The requirements of this International Standard shall apply to all algorithms, security fun
processes and components within the module’s cryptegraphic boundary.

NOTE This assertion is not tested separately.

AS02.09: (Specification — Levels 1, 2, 3, and.4)

pnents

are no
yraphic

ctions,

The cryptographic boundary shall, at adminimum, encompass all security relevant algorithms, s¢curity

functions, processes and components of a cryptographic module (i.e., security relevant with
scope of this International Standard).

Required Vendor Information

VEO02.09.01: The vendoersshall provide a list of all the security relevant algorithms, security fun
processes and components within the cryptographic boundary.

Required Test Procedures
TEO02.09.01;. The tester shall verify that the vendor provided documentation clearly identifies and lists
security _felevant algorithms, security functions, processes and components of the module with

cryptographic boundary.

AS02.10: (Specification — Levels 1, 2, 3, and 4)

in the

ctions,

all the
in the

Non-security relevant algorithms, security functions, processes or components which are used in an
approved mode of operation shall be implemented in a manner to not interfere or compromise the

approved operation of the cryptographic module.

Required Vendor Information

VEO02.10.01: The vendor provided documentation shall list the non-security relevant functions used in an
approved mode of operation and justify that they are not interfering with the approved mode of operation of

the module.

Required Test Procedures
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TEO02.10.01: The tester shall verify through documentation review and inspection of the module that the non-
security relevant functions are not interfering or compromising the approved mode of operation of the module.

TE02.10.02: The tester shall verify the correctness of any rationale for not interfering nor compromising
provided by the vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the
tester shall require the vendor to produce additional information as needed.

AS02.11: (Specification — Levels 1, 2, 3, and 4)

The defined name of a cryptographic module shall be representative of the composition of the
components within the cryptographic boundary and not representative of a larger compositionror
produgt.

Required Vendor Information

VE02.11.01: The vendor shall provide the defined name of the module.

Requifred Test Procedures

TEO02.11.01: The tester shall verify that the vendor provided module name is consistent with the composition
of the gomponents within the cryptographic boundary.

TEO02.11.02: The tester shall verify that the module name does not represent.a composition of components or
functions that are not consistent with the composition of the components\within the cryptographic boundary.

AS02.12: (Specification — Levels 1, 2, 3, and 4)

The clyptographic module shall have, at minimum, specific’versioning information representing the
distin¢t individual hardware, software and/or firmware conponents.

Requifred Vendor Information

VEO02.12.01: The vendor shall provide the versioning information of the modules distinct individual hardware,
softwafe and/or firmware components.

Requifred Test Procedures

TE02.12.01: The tester shall verifyi-the versioning information represents the modules distinct individual
hardware, software and/or firmware:components.

AS02.13: (Specification — ltevels 1, 2, 3, and 4)

The excluded hardware; software or firmware components shall be implemented in a manner to not
interfgre or compromise the approved secure operation of the cryptographic module.

Required Vendor Information

VEO02.13.01:“The vendor shall describe the excluded components of the module and justify that these
companents will not interfere with the approved secure operation of the module.

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the components. The
rationale shall describe how each excluded component, when working properly or when it malfunctions,
cannot interfere with the approved secure operation of the module. Rationale that may be acceptable, if
adequately supported by documentation, includes:

a) The component is not connected with security relevant components of the module that would allow
inappropriate transfer of SSPs, plaintext data, or other information that could interfere with the approved
secure operation of the module,

b) All information processed by the component is strictly for internal use of the module, and does not in any
way impact the correctness of control, status or data outputs.
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Required Test Procedures

TEO02.13.01: The tester shall verify from the vendor provided documentation that the excluded components of

the cryptographic boundary will not interfere with the approved secure operation of the module.

TEO02.13.02: The tester shall verify the correctness of any rationale for exclusion provided by the vendor. The
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to

produce additional information as needed.

TE02.13.03: The tester shall manipulate (e.g. to cause the component to operate not as designs
excluded components in a manner to cause incorrect operation of the excluded component. The tests
verify that the incorrect operation of the excluded component shall not interfere with the appreved
operation of the module.

ASO02.14: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware shall be specified {ISO/IEG. 19790:2012/Cor.1
(Annex A).

Required Vendor Information

VE02.14.01: All components that are to be excluded from the security requirements shall be explicitly li
the vendor documentation.

Required Test Procedures

TEO02.14.01: The tester shall verify whether the vendor indicates that any components of the module ar
excluded from the requirements of ISO/IEC 19790:20%2/Cor.1:2015.

6.2.3.2 Definitions of cryptographic boundary

AS02.15: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a hardware cryptographic module shall delimit and identify:
— The set of hardware components which may include:

— physical structures, including circuit boards, substrates or other mounting surface
provide the intereonnecting physical wiring between components,

— active electrical components such as semi-integrated, custom-integrated or cor
integrated circuits, processors, memory, power supplies, converters, etc.

— physical structures, such as enclosures, potting or encapsulation materials, connecton
interfaces,

—+ firmware, which may include an operating system,

d) the
r shall
secure

:2015}

sted in

P to be

s that

nmon-

s, and

— other components types not listed above.

Required Vendor Information

VEO02.15.01: All hardware components of the cryptographic module shall be identified in the vendor

documentation. Components to be listed shall include all of the following:

a) Physical structures, including circuit boards, substrates or other mounting surfaces that provide the

interconnecting physical wiring between components.

1) circuit boards, substrates and mounting surfaces.
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b) Active electrical components such as semi-integrated, custom-integrated or common-integrated circuits,
processors, memory, power supplies, converters, etc.

1)

2)

3)

4)

5)

6)

7

c) Physical structures, such as enclosures, potting or encapsulatien_materials, connectors, and interfaces,

1)
2)
3)
4)
d) Fi
1)

2)

e) O

1)

VEO2.

fastener

processors, including microprocessors, digital signal processors, custom processors,
microcontrollers, or any other types of processors (identify manufacturer and type),

read-only memory (ROM) integrated circuits for program executable code and data (this may include
mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasable PROM
(EPROM), electrically erasable PROM (EEPROM), or Flash-memory),

‘mware, which may include an operating system,

her components'types not listed above

random-access memory (RAM) or other integrated circuits for temporary data storage,

semi-custom, application-specific integrated circuits, such as gate arrays, programmable logic arrays,
field programmable gate arrays, or other programmable logic devices,

fully custom, application-specific integrated circuits, including any custom cryptographic integrated
circuits,

power supply components, including power supply, power converters (e.grAC-to-DC or DC-to-DC
modules, transformers), input power connectors, and output power connectors,

other active electronic circuit elements (passive circuit elements suchlas pull up/pull down resistors

or bypass capacitors do not need to be included if they do not provide security relevant function as
part of the cryptographic module).

physical structures and enclosures, including any remevable access doors or covers,
potting or encapsulation materials,
boundary connectors,

connectors between major independent sub assemblies within the module.

Executable code:
Non-modifiable

i)  Modifiable

cooling-or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling
fins, fans, heaters, or other arrangements for removing or adding heat.

VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply, interconnection
wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module's
boundary and relationship of the hardware components.

Required Test Procedures
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TEO02.15.01: The tester shall identify all hardware components of the cryptographic module. Components to
be listed shall include all of the following:

a) Physical structures, including circuit boards, substrates or other mounting surfaces that provide the
interconnecting physical wiring between components.

1)

circuit boards, substrates and mounting surfaces.

b) Active electrical components such as semi-integrated, custom-integrated or common-integrated circuits,

processors, memory, power supplies, converters, etc.

1)

2)

3)

4)

5)

6)

7

processors, including microprocessors, digital signal processors, custom\pProcs
microcontrollers, or any other types of processors (identify manufacturer and type),

read-only memory (ROM) integrated circuits for program executable code and.data (this may
mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasable
(EPROM), electrically erasable PROM (EEPROM), or Flash-memory,

random-access memory (RAM) or other integrated circuits for temporary“data storage,

semi-custom, application-specific integrated circuits, such as gate arrays, programmable logic
field programmable gate arrays, or other programmable logic devices,

fully custom, application-specific, integrated circuits, including any custom cryptographic inte
circuits,

power supply components, including power supply, power converters (e.g. AC-to-DC or DG
modules, transformers), input power connectors, and output power connectors,

other active electronic circuit elements. (passive circuit elements such as pull up/pull down re
or bypass capacitors do not need to bé-included if they do not provide security relevant func
part of the cryptographic module).

¢) Physical structures, such as enclosures, potting or encapsulation materials, connectors, and interfal

1)
2)
3)

4)

physical structures and enclosures, including any removable access doors or covers,
potting or encapsulation materials,
boundary conneetors,

connectors between major independent sub assemblies within the module.

d) Firmware»which may include an operating system,

1)

2)

Executable code:

Non-modifiable

PSSOTS,

nclude

PROM

arrays,

grated

-to-DC

sistors
fion as

ces,

i)  Modifiable

e) Other components types not listed above

1)

cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling

fins, fans, heaters, or other arrangements for removing or adding heat.

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for other
assertions of this subclause, as defined below:

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all components
inside the cryptographic boundary are included in the components list and vice versa. Also verify that any

9
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components outside the cryptographic boundary are not listed as components of the cryptographic
module.

b) The specification of the block diagram under assertion ASA.01. Verify that any individual components
identified in the block diagram (e.g. processors, application specific integrated circuits) are also listed in
the components list.

c) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

lisfed in the components Tist.

TEO02.15.03: The tester shall verify that the cryptographic boundary is physically contiguous, such that\there
are nqQ gaps that could allow uncontrolled input, output, or other access into the cryptographicpmodule.
(Physical protection and tamper protection are covered separately in requirements undetr- 7.7 of
ISO/IEIC 19790:2012/Cor.1:2015.) The module design has to also ensure that there are no‘uncontrolled
interfagces into or out of the cryptographic module.

TEO02.15.04: The tester shall verify that the cryptographic boundary encompasses all-components that are
identified in the block diagram under assertion ASA.01 as inputting, outputting, or precessing SSPs, plaintext
data, dr other information.

TEO02.15.05: As a partial exception to the above requirements, the vendor is allowed to exclude certain
compdnents from the requirements of ISO/IEC 19790:2012/Cor.1:2015 aftersatisfying the requirements under
assertijons AS02.13 and AS02.14 in this subclause. The tester shall vetify that any interfaces or physical
connegtions between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other infarmation that if misused could lead to a
cgdmpromise,

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.
TEO02.15.06: The tester shall verify that the vendor’'s documentation shows the internal layout of the module,
includipg the placement and approximate dimensions of major identifiable components of the module. This

has tolinclude drawings that are at least approximately to scale.

TEO02.15.07: The tester shall verify that the.vendor’'s documentation indicates the major physical assemblies of
the mddule and how they are assembled_or inserted into the module.

TE02.15.08: The tester shall -verify that the vendor's documentation describes the primary physical
paramgters of the module. This\description has to include at least the following:

a) Enclosure shape and-approximate dimensions, including any access doors or covers
b) Circuit board(s) approximate dimensions, layout, and interconnections
c) Lqcation of power supply, power converters, and power inputs and outputs

d) Inter€onnection wiring runs: routing and terminals

e) Cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling fins,
fans, heaters, or other arrangements for removing heat from or adding heat to the module

f)  Other component types not listed above

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module's boundary
and relationship of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a software cryptographic module shall delimit and identify:

10
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— The set of executable file or files that constitute the cryptographic module; and

— The instantiation of the cryptographic module saved in memory and executed by one or more
processors.

Required Vendor Information

VEO02.16.01: All software components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) The set of executable file or files that constitute the cryptographic module,
b) Other security relevant component types not listed above.

VE02.16.02: The vendor documentation shall indicate the internal software architecture,/including hpw the
software components interact.

VE02.16.03: The vendor documentation shall indicate the software environment,'(e.g. operating systein, run-
time library, etc.) on which the module executes.

Required Test Procedures

TE02.16.01: The tester shall verify that the documentation includes a components list that inclugles all
software components of the cryptographic module.

TE02.16.02: The tester shall verify that the components listuinCludes all occurrences of the following types of
components, excluding only component types that are notused in the module:

a) The set of executable file or files that constitute the cryptographic module; and
b) Other component types not listed above.

TE02.16.03: The tester shall verify that the components list is consistent with information provided for other
assertions of this subclause, as defined-below:

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all comppnents
inside the cryptographic boundary are included in the components list and vice versa. Also verify that any
components outside thetcryptographic boundary are not listed as components of the cryptographic
module.

b) The specification.of the software under assertion ASA.01. Verify that the list of software compongents is
the same as(injthe specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual comppnents
identified in the block diagram are also listed in the components list.

d) (Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

lictad in tha caomnanantc lict
HSteo e COmMpPoORetS1StE

TE02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
assertions AS02.13 and AS02.14 in this subclause. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
compromise, nor

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

11
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TEO02.16.05: The tester shall verify that the vendor's documentation indicates the major software components
of the module and how they are linked together forming the module.

AS02.17: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a firmware cryptographic module shall delimit and identify:

— The set of executable file or files that constitute the cryptographic module; and

— The instantiation of the cryptographic module saved in memory and executed by one or more
priocessors.

Requi

VEO2.

‘ed Vendor Information

| 7.01: All firmware components of the cryptographic module shall be identified jn\.the vendor

documentation. Components to be listed shall include all of the following:

a) The set of executable file or files that constitute the cryptographic module,

b) O

VEO2.

her security relevant component types not listed above.

| 7.02: The vendor documentation shall indicate the internal firmware architecture, including how the

firmwafe components interact.

VEO2.

| 7.03: The vendor documentation shall indicate the firmware environment (e.g. operating system, run-

time ligrary, etc.) on which the module executes.

Requi

TEO02.]
firmwa|

TEO2.]
compd

a) Th
b) O

TEO02.]
asserti

a) TH
in
cd
m

b) T

‘ed Test Procedures

| 7.01: The tester shall verify that the documentation includes a components list that includes all
re components of the cryptographic module.

| 7.02: The tester shall verify that the components list includes all occurrences of the following types of
nents, excluding only component types that are not used in the module:

e set of executable file or files that tonstitute the cryptographic module,
her component types not listed-above.

| 7.03: The tester shall verify that the components list is consistent with information provided for other
ons of this subclause,\as defined below:

e specification ‘of the cryptographic boundary under assertion AS02.07. Verify that all components
bide the cryptographic boundary are included in the components list and vice versa. Also verify that any
mponentsioutside the cryptographic boundary are not listed as components of the cryptographic
Ddule.

edspecification of the firmware under assertion ASA.01. Verify that the list of firmware components is

th

same as-inthe snecifications- under assertion ASQ2 Q7
ae-asHi-thRe-speciHcatohRsHhRaer FHOR-AoYUs—d—

c) The specification of the block diagram under assertion ASA.01. Verify that any individual components
identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

lis

ted in the components list.

TE02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain

compo
asserti

nents from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
ons AS02.13 and AS02.14 in this subclause. The tester shall verify that any interfaces or physical

connections between such excluded components and the rest of the module do not allow the following

12
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a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a

compromise,

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

TEO02.17.05: The tester shall verify that the vendor’'s documentation indicates the major firmware components

of the module and how they are linked together forming the module.

AS02.18: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a hybrid cryptographic module shall:

— be the composite of the module’s hardware component boundary and the disjoint "softw
firmware component(s) boundary; and

— include the collection of all ports and interfaces from each component.

NOTE In addition to the disjoint software or firmware component(s), the hardwarse_component can also
embedded software or firmware.

Required Vendor Information

VE02.18.01: The cryptographic module shall be identified in the,vendor documentation as either a
Software Module or a Hybrid Firmware Module.

a) For Hybrid Software Module components, the vendorsdocumentation shall provide information rg
under VEO02.15.01 through VE02.15.04 and VE02.16.01 through VE02.16.03.

b) For Hybrid Firmware Module components, thedvendor documentation shall provide information re
under VE02.15.01 through VE02.15.04 and VE02.17.01 through VE02.17.03.

Required Test Procedures

TEO02.18.01: The tester shall verify that\the documentation identifies the module as either a Hybrid Sq
Module or a Hybrid Firmware Module;

a) For Hybrid Software Module’components, the tester shall follow procedures required under TEOZ
through TE02.15.09 and\FE02.16.01 through TE02.16.05.

b) For Hybrid Firmware-Module components, the tester shall follow procedures required under TEO3
through TE02.15.09 and TE02.17.01 through TE02.17.05.

6.2.4 Modes'of operations

6.2.4.1 /~‘Modes of operation general requirements

AS02.19: (Specification — Levels 1, 2, 3, and 4)

are or

include

Hybrid

quired

quired

ftware

.15.01

.15.01

I'ne operator snall De ablie 10 operate e Mmodauie man dapproved moae or operation.

Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the approved

mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for invoking the

approved mode of operation.

Required Test Procedures

13
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TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy contains a
description of the approved mode of operation.

TE02.19.02: The tester shall invoke the approved mode of operation using the vendor provided instructions
found in the non-proprietary security policy. The tester shall verify, by inspection and from the vendor
documentation, that the cryptographic module is the approved mode of operation as a result of documented
instructions.

AS02.20: (Specification — Levels 1, 2, 3, and 4)

An approved mode of operation shall be defined as the set of services which include at least one
service that utilises an approved cryptographic algorithm, security function or process andthose
services or processes specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3.

Required Vendor Information

VEO02.20.01: The vendor shall provide a validation certificate for each approved security function.

VE02.20.02: The vendor shall provide a list of all non-approved security functions.

Requifred Test Procedures

TEO02.20.01: The tester shall verify that the vendor has provided a validation certificate for each approved
security function issued by a validation authority.

TEO02.20.02: The tester shall verify that the vendor has provided the\list of non-approved security functions.
AS02.21: (Specification — Levels 1, 2, 3, and 4)

Non-approved cryptographic algorithms, security functions, and processes or other services not
speciffed in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3 shall not be utilised by the operator in an
approyed mode of operation unless the non-approved cryptographic algorithm or security function is
part of an approved process and is not security‘relevant to the approved processes operation (e.g. a
non-approved cryptographic algorithm or nen=approved generated key may be used to obfuscate data
or CSPs but the result is considered unprotected plaintext and provides no security relevant
functipnality until protected with an approved cryptographic algorithm).

Required Vendor Information

VEO02.21.01: The vendor provided documentation shall identify all of non-approved cryptographic algorithms,
security functions or processes ‘utilised for each service in each approved mode of operation.

VE02.21.02: The vendor,documentation shall provide a rationale for why utilised non-approved cryptographic
algorithms, security functions or processes are considered non-security relevant to the approved processes
operatfon.

Required Test'Procedures

TE02.21:01: The tester shall verify by inspection that the vendor provided documentation identifies all of non-

approved cryptographic algorithms, security functions or processes utilised for each service in each approved
mode of operation.

TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden of

proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

6.2.4.2 Normal operation

AS02.22: (Specification — Levels 1, 2, 3, and 4)

14
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CSPs shall be exclusive between approved and non-approved services and modes of operatio
not shared or accessed).

Required Vendor Information

n (e.g.

VEO02.22.01: The vendor shall provide a list of all CSPs within the module and identify their usage between

approved and non-approved services and mode of operation.

VE02.22.02: The vendor shall provide a description of how each CSP becomes exclusive between approved

and non-approved services and modes of operation.
Required Test Procedures

TE02.22.01: The tester shall verify that the vendor provided documentation contains a‘description
usage of each CSP in an approved or non-approved mode of operation.

TEO02.22.02: The tester shall verify by inspection and from the vendor documentation that the CS
exclusive between approved and non-approved services and modes of operation:

AS02.23: (Specification — Levels 1, 2, 3, and 4)

The module’s security policy shall define the complete set of services that are provided fo
defined mode of operation (both approved and non-approved).

NOTE This assertion is tested under ASB.01.

ASO02.24: (Specification — Levels 1, 2, 3, and 4)

All services shall provide an indicator when thedervice utilises an approved cryptographic algd
security function or process in an approved“manner and those services or processes speci
{ISO/IEC 19790:2012/Cor.1:2015 subclause} 7:4.3.

Required Vendor Information

VE02.24.01: The vendor provided doctimentation shall specify the indicator for each service.

Required Test Procedures

TEO02.24.01: The tester shall-verify that the vendor provided documentation contains a description of in
when the service utilises.an approved cryptographic algorithm, security function or process in an ap
manner.

TE02.24.02: The,tester shall execute all services and verify that the indicator provides an unamb

indication of Whether the service utilises an approved cryptographic algorithm, security function or pro
an approveéd manner or not.

6.24.3 Degraded operation

of the

Ps are

 each

rithm,
fied in

dicator
proved

iguous
Cess in

ASQ2 25 (Qpnhifih:\finh L ovels 1, ’), ’2, and /1)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC
19790:2012/Cor.1:2015 AS02.26 through AS02.30} shall apply:

NOTE This assertion is not separately tested.

ASO02.26: (Specification — Levels 1, 2, 3, and 4)

The degraded operation shall be entered only after exiting an error state;

Required Vendor Information

15
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VEO02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a description

ofalld

egraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operation, the
specification shall include:

a) conditions of entry into and exit from the degraded operation

b) operational algorithms, security functions, services or processes

Cc) nd
d) is
e) te
f) st
g) st
Requi

TEO02.1
operat

TEO2.]
accesy
correc

TE02.3
operat
algorit

TEO02.]
operat
remairy
operat

TEO02.]
operat
operat
degrad
ASO02.
The m

NOTE

n-operational algorithms, security functions, services or processes

plated mechanisms, functions, or components in the degraded operation

Chniques to isolate mechanisms, functions or components

htus information provided in the degraded operation

htus indicator if attempts are made to use a non-operational algorithm, securitydunction, or process
red Test Procedures

P6.01: The tester shall verify that the vendor provided documentation’ clearly identifies the degraded
on and its conditions of entry and exit.

6.02: The tester shall use the vendor documentation to check-that the degraded operation can only be
ed after exiting in error state. The tester shall check thatthe error status indicator (see AS03.11) is
ly positioned.

P6.03: The tester shall exercise the cryptographictmodule, causing it to operate in each degraded
on. For each degraded operation, tester shall attempt to perform a service to verify that all conditional
hm self-tests are performed prior to the first operational use of any cryptographic algorithm.

P6.04: The tester shall first exercise the cryptographic module, causing it to operate in each degraded
on. The tester shall next perform-pre-operational self-tests to verify that the cryptographic module
s in degraded operation until such time the cryptographic module passes without failure all pre-
onal self-tests successfully.

P6.05: The tester shall first'\eéxercise the cryptographic module, causing it to operate in each degraded
on. The tester shall.next perform pre-operational self-tests, causing an error condition in pre-
onal self-tests to occur. The tester shall verify that the cryptographic module does not remain in
ed operation but entérs an error state.

P7: (Specification — Levels 1, 2, 3, and 4)

odule shall provide status information when re-configured and the degraded operation entered.

This assertion is not separately tested. Tested as part of AS02.26.

AS02.28: (Specification — Levels 1, 2, 3, and 4)

The m

echanism or function that failed shall be isolated.

Required Vendor Information

VE02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design shall
ensure that any failure from the failed mechanisms, functions, and components cannot interfere or
compromise the approved operation of the cryptographic module.

Required Test Procedures

16
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TEO02.28.01: The tester shall verify by inspection and from the vendor documentation that failed mechanisms,
functions, and components are isolated before entering degraded operation.

TEO02.28.02: The tester shall verify by inspection and from the vendor documentation that failed mechanisms,
functions, and components cannot interfere or compromise the approved operation of the cryptographic
module.

AS02.29: (Specification — Levels 1, 2, 3, and 4)

All_conditional algorithm self-tesis shall be performed prior to the first operational use pf the
cryptographic algorithm after entering degraded operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.
AS02.30: (Specification — Levels 1, 2, 3, and 4)

Services shall provide an indicator if attempts are made to use a non-operational algorithm, security
function, or process.

Required Vendor Information
VE02.30.01: The vendor documentation requirement is specified undef VE02.26.02. The vendor design shall
ensure that service output includes an indicator if attempts are ymade to use a non-operational algprithm,
security function, or process.

Required Test Procedures

TEO02.30.01: The tester shall verify from the vendor ‘documentation that services provide docurpented
indicators if attempts are made to use a non-operational algorithm, security function, or process.

TEO02.30.02: The tester shall exercise the cryptegraphic module and verify that the documented indigator is
provided if attempts are made to use a non-operational algorithm, security function, or process.

ASO02.31: (Specification — Levels 1, 2,.3,vand 4)

The cryptographic module shall*remain in degraded operation until such time the cryptographic
module passes without failure(all pre-operational self-tests successfully.

NOTE This assertion is\snot’separately tested. Tested as part of AS02.26.
AS02.32: (Specification — Levels 1, 2, 3, and 4)

If the cryptographic module fails the pre-operational self-tests, the module shall not enter a degraded
operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.

6:3'Cryptographic module interfaces

6.3.1 Cryptographic module interfaces general requirements

AS03.01: (module interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall restrict all logical information flow to only those physical access points
and logical interfaces that are identified as entry and exit points to and from the cryptographic
boundary of the module.

Required Vendor Information

VEO03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces of the
cryptographic module, including the:
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a) Physical ports and their pin assignments

b) Physical covers, doors or openings

c) Logical interfaces (e.g. APIs and all other data/control/status signals) and the signal names and functions

d) Manual controls (e.g. buttons or switches) for applicable physical control inputs

e) Physical status indicators (e.qg. lights or displays) for applicable physical status outputs

) M
th

apping of the logical interfaces to the physical ports, manual controls, and physical status indicatorsof
b cryptographic module

g) Physical, logical, and electrical characteristics, as applicable, of the above ports and interfaces

VEO3.
crypto
source
providg
physic
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withou

VEOS.

D1.02: The vendor documentation shall specify the information flows and physical acecess’points of the
jraphic module by highlighting or annotating copies of the block diagrams, design specifications and/or
code and schematics provided in 6.2 and 6.11 of this International Standard. (The vendor shall also
b any other documentation necessary to clearly specify the relationship of the information flows and
hl access points to the physical ports and logical interfaces. The vendor'shall establish the above
htion in relation with the information provided under assertions AS02.07 and*AS02.15 through AS02.18
[ inconsistencies in the description of components and physical layout for the input/output ports.

D1.03: For each physical or logical input to the cryptographic moddle, or physical and logical output

from thhe module, the vendor documentation shall specify the logical interface to which the physical input or

output
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belongs, and the physical entry/exit port. The specifications' provided shall be consistent with the
Cations of the cryptographic module components provided under 6.2 and 6.11 of this International
ird, and the specifications of the logical interfaces pravided in assertions AS03.04 to AS03.11 of this
Lise.

‘ed Test Procedures

1.01: The tester shall verify that vendor decumentation specifies each of the physical ports and logical
ces of the cryptographic module. The required specifications shall include:

physical input and output ports, including their pin assignments, physical locations within the module, a
mmary of the logical signals that‘flow through each port, and the timing sequence of signal flows if two
more signals share the same physical pin

physical covers, doors, of openings, including their physical location within the cryptographic module,
d the components or functions that can be accessed and/or modified via each cover/door/opening

logical input and output interfaces (e.g. APIs and all other data/control/status signals), including a
ting or annotated block diagram of all the logical data and control inputs and data and status outputs of
b cryptographic module, and a listing and description of the signal names and functions

manual controls used to physically enter control signals, such as switches or buttons, including their
ysicatlocation within the cryptographic module, and a listing and description of the control signals that

C

n bé entered manually

e) Al

| physical status indicators, including their physical location within the module and a listing and

description of the status indication signals that are output physically

) A

mapping of the logical input and output interfaces to the physical input and output ports, manual

controls, and physical status indicators of the cryptographic module

g) Physical, logical, and electrical characteristics, as applicable, of the above physical ports and interfaces,
including summaries of pin designations, logical signals carried on each port, voltage levels and their
logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”, “1”, or other meaning)
and the timing of signals
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TEO03.01.02: The tester shall verify that the vendor documentation specifies all information flows and physical
access points of the cryptographic module, by examining the block diagrams, design specifications and/or
source code and schematics provided in 6.2 and 6.11 of this International Standard, and any other
documentation provided by the vendor. The documentation shall specify the relationship of the information
flows and physical access points to the physical ports and logical interfaces of the cryptographic module. The
tester shall compare the above information with the information provided under assertions AS02.07 and
AS02.15 through AS02.18 and verify that there are no inconsistencies in the description of components and
physical layout for the input/output ports.

TEU3.0I.03. The tester shall veriy that for each physical or logical Input 1o the cryptographic module, or
physical and logical output from the module, the vendor documentation specifies the logical interface tq which
the physical input or output belongs, and the physical entry/exit port. The specifications proyvided shall be
consistent with the specifications of the cryptographic module components provided under 6.2.and 6.11] of this
International Standard, and the specifications of the logical interfaces provided in assertions AS03.04 to
AS03.11 of this subclause.

TE03.01.04: The tester shall verify, by inspection of the cryptographic modute, that all the |above
specifications provided by the vendor documentation are consistent with the actual design of the cryptographic
module.

AS03.02: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module logical interfaces shall be distinct from each other although they may| share
one physical port (e.g. input data may enter and output data{may exit via the same port) or npay be
distributed over one or more physical ports (e.g. input dataymay enter via both a serial and a parallel
port).

NOTE An Application Program Interface (API) of a software’component of a cryptographic module can be defined as
one or more logical interface(s).

Required Vendor Information

VE03.02.01: The vendor's design shall separate the cryptographic module interfaces into logically distinct and
isolated categories, using the categories’listed in assertion AS03.04, and, if applicable, AS03.12 and A503.13
in this subclause. This information_shall be consistent with the specification of the logical interfac¢s and
physical ports provided in AS03.01 {n"this subclause.

VE03.02.02: The vendor documentation shall provide a mapping of each category of logical interfa¢e to a
physical port of the cryptogfaphic module. A logical interface may be physically distributed across mofe than
one physical port, or two or more logical interfaces may share one physical port as long as the information
flows are kept logically separate. If two or more logical interfaces share the same physical port, the yendor
documentation shalihspecify how the information from the different interface categories is kept Iggically
separate.

RequiredAest Procedures
TEO03:02:01: The tester shall verify, from the vendor documentation and by inspection of the cryptographic

module, that the module interfaces are logically distinct and isolated for the categories of interfaces sgecified
in<assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of this subclause. This information shall be

consistent with the specification and design of the logical iInterfaces and physical poris provided in AS03.01 in
this subclause.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category of
logical interface to a physical port of the cryptographic module. A logical interface may be physically
distributed across more than one physical port, or two or more logical interfaces may share one physical port.
If two or more interfaces share the same physical port, the tester shall verify that the vendor documentation
specifies how the information flows for the input, output, control, and status interfaces are kept logically
separate.

AS03.03: (Module interfaces — Levels 1, 2, 3, and 4)
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The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.3 shall
be provided.

Required Vendor Information
VE03.03.01: The vendor shall provide documentation as specified in A.2.3 of ISO/IEC 19790:2012/Cor.1:2015.

Required Test Procedures

TE03.03.01: The tester shall verify completeness of the documentation specified in A.2.3 of ISO/IEC
19790{2012/Cor.1:2015.

6.3.2 | Types of interfaces

6.3.3 | Definition of interfaces
AS03.p4: (Module interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall have the following five interfaces ("input" and-output" are indicated
from the perspective of the module):

— Data input interface

— Data output interface

— Control input interface

— Control output interface

— Sftatus output interface

Required Vendor Information

VEO03.04.01: The vendor documentation.shall separate the cryptographic module interfaces into logically

distincf and isolated categories by the\following five distinctly defined logical interfaces within the
cryptoIraphic module (“input” and “outplt’ are indicated from the perspective of the module):

a) Data input interface (for the input of data as specified in AS03.05),
b) Data output interface (far the output of data as specified in AS03.06 and AS03.07),
c) Control input interface (for the input of commands as specified in AS03.08),

d) Control outputinterface (for the output of commands as specified in AS03.09, and AS03.10) and

e) Statuseutput interface (for the output of status information as specified in AS03.11).

Requited Test Procedures

TEO03.04.01: The tester shall verify that the vendor documentation specifies that the five logical interfaces as
listed in VE03.04.01 have been designed within the cryptographic module. If so, verification that the logical
interfaces within the cryptographic module function as specified shall be performed under assertions AS03.05
to AS03.11 in this subclause.

Data input interface

ASO03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and processed by a
cryptographic module (including plaintext data, ciphertext data, SSPs, and status information from
another module) shall enter via the "data input" interface.
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Required Vendor Information

VE03.05.01: The cryptographic module shall have a data input interface. All data (except control data entered
via the control input interface) that is to be input to and processed by the cryptographic module shall enter via

the data input interface, including:
a) Plaintext data

b) Ciphertext or signed data

c) Cryptographic keys and other key management data (plaintext or encrypted)

d) Authentication data (plaintext or encrypted)

e) Status information from external sources

f)  Any other input data

VE03.05.02: If applicable, the vendor documentation shall specify any external input devices to be uss
the cryptographic module for the entry of data into the data input interface, such as smart cards, 1

keypads, key loaders, and/or biometric devices.

Required Test Procedures

ed with
okens,

TE03.05.01: The tester shall verify, by inspection, that the_cryptographic module includes a datjl input
e

interface, and that the data input interface functions as specified. The tester shall verify that all data
control data entered via the control input interface) that js'to be input to and processed by the cryptog
module enters via the data input interface, including:

a) Plaintext data that is to be encrypted or signediby the cryptographic module

b) Ciphertext or signed data that is to be decrypted or verified by the module

c) Plaintext or encrypted cryptographic keys and other key management data that are input into and u
the cryptographic module, inclading initialisation data and vectors, split key information, and
accounting information.  (Other key management requirements are covered in 7.9 of I

19790:2012/Cor.1:2015.)

d) Plaintext or encryptediatthentication data that is input into the cryptographic module, including pas
PINs, and/or biometric information

e) Status information from external sources (e.g. another cryptographic module or device)

f)  Any otherinformation that is input into the cryptographic module for processing or storage, exc
controfinformation that is covered separately in AS03.08

TE03,05.02: The tester shall verify if the vendor documentation specifies any external input devices
used with the cryptograph|c module for the entry of data into the data |nput interface, such as smart

xcept
yraphic

sed by
or key
O/IEC

swords,

ept for

to be
cards,

a input

mterface using the |dent|f|ed external input device(s), and verify that entry of data using the external input

device functions as specified.

Data output interface

AS03.06: (Data output interface — Levels 1, 2, 3, and 4)

All data (except status data output via the status output interface and control data output via the
control output interface) that is output from a cryptographic module (including plaintext data,

ciphertext data, and SSPs) shall exit via the "data output” interface.

Required Vendor Information
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VE03.06.01: The cryptographic module shall have a data output interface. All data (except status data output
via the status output interface and control data output via the control output interface) that has been
processed and is to be output by the cryptographic module shall exit via the data output interface, including:

a) Plaintext data

b) Ciphertext data and digital signatures

c) Cryptographic keys and other key management data (plaintext or encrypted)

d) Arl\y other information that is output from the cryptographic module after processing or storage exceptifor
status information that is covered separately in AS03.11 and control information that is cevered
sqparately in AS03.09 and AS03.10 in this subclause

VEO03.06.02: If applicable, the vendor documentation shall specify any external output devices to'\be used with
the cryptographic module for the output of data from the data output interface, such as smart-eards, tokens,
displays, and/or other storage devices.

Required Test Procedures

TEO03.06.01: The tester shall verify, by inspection, that the cryptographic madule includes a data output
interface, and that the data output interface functions as specified. The tester shall verify that all data (except
status [data output via the status output interface and control data output via.the control output interface) that
has bg¢en processed and is to be output by the cryptographic module\exXits via the data output interface,
includipg:

a) Plpintext data that has been decrypted by the cryptographic moedule

b) Ciphertext data that has been encrypted, and digital )signatures that have been generated by the
cryptographic module

c) Plpintext or encrypted cryptographic keys and, other key management data that have been internally
ggnerated and output from the module, ingluding initialisation data and vectors, split key information,
arnd/or key accounting information (other key management requirements are covered in 7.9 of ISO/IEC
19790:2012/Cor.1:2015)

d) Any other information that is output.from the cryptographic module after processing or storage except for
status information that is covergd-separately in AS03.11 in this subclause and control information that is
cqvered separately in AS03.09.and AS03.10 in this subclause.

TEO03.06.02: The tester shall verify if vendor documentation specifies any external output devices to be used
with the cryptographic module for the output of data from the data output interface, such as smart cards,
tokens,, displays, and/or,other storage devices. The tester shall output data from the data output interface
using the identified._external output device(s), and verify that output of data using the external output device
functions as specified.

AS03.07: (bata output interface — Levels 1, 2, 3, and 4)

All data oUtput via the “data output” interface shall be inhibited while performing manual entry, pre-

operational self-tests, software/firmware loading and zeroisation; or when the cryptographic module is
in an error state.

Required Vendor Information

VE03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output while
performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.

VE03.07.02: The vendor documentation shall specify how the design of the cryptographic module ensures
that all data output via the data output interface is inhibited while performing manual entry, pre-operational
self-tests, software/firmware loading and zeroisation; or when the cryptographic module is in an error state.
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Required Test Procedures

TEO03.07.01: The tester shall verify that the vendor documentation specifies that all data output via the data
output interface is inhibited

a) whenever the cryptographic module is performing

1) manual entry,

2) pre-operational self-tests,

3) software/firmware loading,

4) zeroisation;
b) or when the cryptographic module is in an error state.
This test procedure can be restated as follows:

a) The tester shall verify from the vendor documentation that once eachof the following services is gtarted,
all data output via the data output interface is inhibited, until the service'is completed successfully:

1) manual entry,

2) pre-operational self-tests,
3) software/firmware loading,
4) zeroisation.

b) The tester shall verify from vendor documentation that once an error condition is detected and thge error
state is entered, all data output via the data output interface is inhibited, until error recovery occurs.

TEO03.07.02: The tester shall cause the'cryptographic module to enter each of following states:
a) a state performing manual SSP'entry,

b) a self-test state performing pre-operational self-tests,

c) a state performing software/firmware loading,

d) a state performing zeroisation,

e) an error-State;

and verify that all data output via the data output interface is inhibited.

validation authority, to ensure that all data output via the data output interface is inhibited.
EXAMPLE Examining the applicable source code

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the data
output interface is inhibited whenever the cryptographic module is in a self-test condition. The tester shall
verify from the vendor documentation that once self-tests are being performed, all data output via the data
output interface is inhibited, until the self-tests are completed. Status information to display the results of the
self-tests may be allowed from the status output interface. The tester shall also verify that the self-test
conditions specified in response to this assertion are identical to the self-tests specified under AS10.14.
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TE03.07.04: The tester shall command the module to perform the self-tests and verify that all data output via
the data output interface is inhibited. If status information is output from the status output interface to indicate
the results of the self-tests, the tester shall verify that no CSPs, plaintext data, or other information are output
that if misused could lead to a compromise. If it is not possible for the tester to attempt data output during
specific self-test state, then the vendor shall provide a rationale to the tester why this test cannot be performed.
In such case, the tester shall follow alternative procedures allowed by the validation authority, to ensure that
all data output via the data output interface is inhibited.

EXAMPLE 1 Examining the applicable source code

EXAMRLE 2 Using a simulator

EXAMRLE 3 Using a debugger

TE03.07.05: The tester shall verify that the vendor documentation specifies how the cryptographic module
ensurgs that all data output via the data output interface is to be inhibited during error states or self-test
conditipns. The tester shall also verify, by inspection of the design of the cryptographic module, that the data
output|interface is, in fact, logically or physically inhibited under these conditions.

Control input interface

AS03.08: (Control input interface — Levels 1, 2, 3, and 4)

All ingut commands, signals (e.g. clock input), and control data (in¢lading function calls and manual
contrgls such as switches, buttons, and keyboards) used to control the operation of a cryptographic
module shall enter via the “control input” interface.

Required Vendor Information

VEO03.08.01: The cryptographic module shall have a eontfol input interface. All commands, signals, and
control data (except data entered via the data input interface) used to control the operation of the
cryptographic module shall enter via the control inputiinterface, including:

a) Commands input logically via an API (e.g. forthe software and firmware components of the cryptographic
mpdule)

b) Signals input logically or physicallycwia one or more physical ports (e.g. for the hardware components of
the cryptographic module)

¢) Manual control inputs (e.g. using switches, buttons, or a keyboard)

d) Any other input contreldata

VEO03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used with
the cryptographic/-module for the entry of commands, signals, and control data into the control input interface,

such als smart ¢ards, tokens, or keypads.

Required Fest Procedures

TE03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control input
interface, and that the control input interface functions as specified. The tester shall verify that all commands,
signals, and control data (except data entered via the data input interface) used to control the operation of the
cryptographic module shall enter via the control input interface, including:

a) Commands input logically via an API, such as function calls to a software library or to a smart card

b) Signals input logically or physically via one or more physical ports, such as commands and signals sent
through a serial port or a PC Card

¢) Manual control inputs (e.g. using switches, buttons, or a keyboard)

d) Any other input control data
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TEO03.08.02: The tester shall verify if the vendor documentation specifies any external input devices to be
used with the cryptographic module for the entry of commands, signals, and control data into the control input
interface, such as smart cards, tokens, or keypads. The tester shall enter commands via the control input
interface using the identified external input device(s), and verify that input of commands using the external
input device functions as specified.

Control output interface

AS03.09: (Control output interface — Levels 1, 2, 3, and 4)

All output commands, signals, and control data (e.g. control commands to another module) yused to
control or indicate the state of operation of a cryptographic module shall exit via the “conrtrol output”
interface.

Required Vendor Information

VEO03.09.01: The vendor documentation shall specify all output commands, signals; and control data (e.qg.
control commands to another module) used to control or indicate the state of-@peration of a cryptographic
module shall exit via the control output interface

Required Test Procedures

TE03.09.01: The tester shall verify that the vendor documentation.shall specify all output commands, gignals,
and control data (e.g. control commands to another module) used o control or indicate the state of opgration
of a cryptographic module shall exit via the control output interface

TE03.09.02: If the control output interface is specified, the tester shall verify, by inspection, that the fcontrol
output interface functions as specified.

AS03.10: (Control output interface — Levels 1, 2{3, and 4)

All control output via the “control output™interface shall be inhibited when the cryptographic npodule
is in an error state unless exceptions are‘specified and documented in the security policy.

Required Vendor Information

VE03.10.01: The vendor documientation shall specify how the cryptographic module ensures that all control
output via the control output.interface is inhibited whenever the module is in an error state (error states are
covered in 7.11 of ISO/IEE’19790:2012/Cor.1:2015). Status information may be allowed from the|status
output interface to identifythe type of error.

VE03.10.02: The~vendor documentation shall specify how the design of the cryptographic module ensures
that all control gutput via the control output interface is inhibited whenever the module is in a self-test condition
(self-tests aré.covered in 7.10 of ISO/IEC 19790:2012/Cor.1:2015). Status information to display the results of
the self-testssmay be allowed from the status output interface.

Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output yia the

control output interface is inhibited whenever the cryptographic module is in an error state. The tester shall
verify from the vendor documentation that once an error condition is detected and the error state is entered, all
control output via the control output interface is inhibited, until error recovery occurs. The tester shall also
verify that the error states specified in response to this assertion are identical to the error states specified
under AS11.08.

TE03.10.02: The tester shall cause the cryptographic module to enter each specified error state and verify
that all control output via the control output interface is inhibited. If status information is output from the status
output interface to identify the type of error, the tester shall verify that the information output is not sensitive.
The following actions may be used to cause the cryptographic module to enter an error state - opening a
tamper-detecting cover or door, entering incorrectly-formatted commands, keys, or parameters, reducing input
voltage, and/or any other error-causing actions.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester why
this test cannot be performed.

TE03.10.03: The tester shall verify that the vendor documentation specifies that all control output via the
control output interface is inhibited whenever the cryptographic module is in a self-test condition. The tester
shall verify from the vendor documentation that once self-tests are being performed, all control output via the
control output interface is inhibited, until the self-tests are completed. The tester shall also verify that the self-
test conditions specified in response to this assertion are identical to the self-tests specified under AS10.14.
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[0.04: The tester shall cause the module to perform the self-tests and verify that all control output via
htrol output interface is inhibited.

10.05: The tester shall verify that the vendor documentation specifies how the cryptographic.module
s that all control output via the control output interface is to be inhibited during error states<or-self-test

pns. The tester shall also verify, by inspection of the implementation of the cryptographicimodule, that
ntrol output interface is, in fact, logically or physically inhibited under these conditions.

output interface
| 1: (Status output interface — Levels 1, 2, 3, and 4)
tput signals, indicators (e.g. error indicator), and status data [including return codes and
al indicators such as visual (display, indicator lamps), audio (buzzer, tone, ring), and
inical (vibration)] used to indicate the status of a cryptographicimodule shall exit via the "status
" interface.

Status output will be either implicit or explicit.
red Vendor Information
|1.01: The cryptographic module shall have a status output interface. All status information, signals,
indicators, and physical indicators used to indicate or display the status of the module shall exit via the
output interface, including:
atus information output logically via an-API

gnal outputs logically or physically_ via one or more physical ports

Anual status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring)

Any other output statusinformation

VEO3.
the cr
indicat

Requi

| 1.02: If applicable;the vendor documentation shall specify any external output devices to be used with
yptographic medule for the output of status information, signals, logical indicators, and physical
prs via thetatus output interface, such as smart cards, tokens, displays, and/or other storage devices.

'ed Test'Procedures

TEO03.]
interface, and that the status output interface functions as specified. The tester shall verify that all status
information, signals, logical indicators, and physical indicators used to indicate or display the status of the
module shall exit via the status output interface, including:

a)

b)

c)

d)
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| 1:01:  The tester shall verify, by inspection, that the cryptographic module includes a status output
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atus information output logically via an API, such as return codes from a software library or a smart

card

Signal outputs logically or physically via one or more physical ports, such as status information sent
through a serial port or a PC Card connector

Manual status outputs (e.g. using LEDs, buzzers, or a display)

Any other output status information
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TEO03.11.02: The tester shall verify that the vendor documentation specifies any external output devices (if
applicable) to be used with the cryptographic module for the output of status information, signals, logical
indicators, and physical indicators via the status output interface.

TEO03.11.03: The tester shall verify that the status information output from the status output interface shall not
output any information that could result in a compromise of CSPs.

AS03.12: (Module interfaces — Levels 1, 2, 3, and 4)

Except for the software cryptographic modules, all modules shall also have the Tollowing interfate.
NOTE This assertion is not tested separately.
AS03.13: (Module interfaces — Levels 1, 2, 3, and 4)

Power interface: All external electrical power that is input to a cryptographic module shall entey via a
power interface.

NOTE A power interface is not required if all power is provided or maintained-internal to the module, and that
replacement of an internal battery is considered a physical maintenance activity-and is subject to the requifements
specified in 7.7 of ISO/IEC 19790:2012/Cor.1:2015.

Required Vendor Information
VE03.13.01: If the cryptographic module requires or provides\power to/from other devices external|to the
boundary (e.g. a power supply or an external battery), thie5vendor documentation shall specify a|power

interface and a corresponding physical port.

VEO03.13.02: All power entering or exiting the cryptographic module to/from other devices external|to the
cryptographic boundary shall pass through the spetified power interface.

Required Test Procedures
TEO03.13.01: The tester shall verify if the.vendor documentation specifies whether the cryptographic module
requires or provides power to/from othér devices external to the cryptographic boundary (e.g. a power supply,
power cord, power inlet/outlet, oran external battery). The tester shall also verify that the pendor
documentation specifies a power-interface and a corresponding physical port.
TEO03.13.02: The tester shall verify, by inspection of the cryptographic module that all power entefing or
exiting the module to/framyother devices external to the cryptographic boundary passes through the specified
power interface.

AS03.14: (Module/interfaces — Levels 1, 2, 3, and 4)

The cryptographic module shall distinguish between data, control information, and power for|input,
and data,‘control information, status information, and power for output.

Required Vendor Information

4 0L 2tween
data and control for input and data, control and status for output, and how the physical and logical paths
followed by the input data and control information entering the module via the applicable input interfaces are
logically or physically disconnected from the physical and logical paths followed by the output data, control
and status information exiting the module via the applicable output interfaces.

VE03.14.02: The vendor documentation shall specify how the physical and logical paths used by the input
data and control information are logically or physically disconnected from the physical and logical paths used
by the output data, control and status information. If the physical and logical paths used by the input data and
control information and the output data, control and status information are physically shared, the vendor
documentation shall specify how logical separation is enforced by the cryptographic module.
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VE03.14.03: The vendor documentation shall show consistency and shall show that the cryptographic module
distinguishes between data and control for input and data, control and status for output, and that the physical
and logical paths followed by the input data and control information entering the module via the applicable
input interfaces are logically or physically disconnected from the physical and logical paths followed by the
output data, control and status information exiting the module via the applicable output interfaces.

Required Test Procedures

TEO03.14.01: The tester shall verify that the vendor documentation specifies how the cryptographic module

distingliishes between dafa and control for input and dafa, conirol and status for oufpui. Inpuf dafa entered
from the data input interface, and control information entered from the control input interface shall be logically
or phygically distinguished from output data exiting to the output data interface, output control exitingte_the
output|control interface, and status information exiting to the status output interface.

TE03.14.02: The tester shall verify that the vendor documentation specifies how the physical and logical
paths used by the input data and control information are logically or physically disconnected from the physical
and lopical paths used by the output data, control and status information. If the physical and logical paths
used by the input data and control information and the output data, control and status information are
physicplly shared, the tester shall verify that the vendor documentation specifies hewVlogical separation is
enforced by the cryptographic module.

TEO03.14.03: The tester shall verify, by inspection, the consistency of the vendar documentation, and that the
cryptographic module distinguishes between data and control for input and data, control and status for output,
and that the physical and logical paths followed by the input data and caentrel information entering the module
via thg applicable input interfaces are logically or physically disconnec¢ted from the physical and logical paths
followgd by the output data, control and status information exiting)the module via the applicable output
interfages.

ASO03.15: (Module interfaces — Levels 1, 2, 3, and 4)

The cfyptographic module specification shall, unambiguously, specify format of input data and
contrgl information, including length restrictions foer all variable length inputs.

Required Vendor Information

VEO03.15.01: The vendor documentation\shall specify the physical and logical paths used by all major
categgries of input data entering the \cryptographic module via the data input interface and the applicable
physichl ports. The documentation shall include a specification of the applicable paths (e.g. by highlighted or
annotgted copies of the schematies, block diagrams, or other information provided under AS02.07 and
AS02.15 through AS02.18). All\input data entering the cryptographic module via the data input interface shall
only use the specified paths.while being processed or stored by each physical or logical sub-section of the
modul¢. The input data paths shall be specified in sufficient detail to verify which type of data pass through
each gpplicable physical port.

NOTE The term_“all major categories of input data” refer to items addressed in AS03.05 for data input, and to items
addressed in AS03y08 for control input.

VE03.15.02; ) The vendor documentation shall specify that all input data entering the cryptographic module via
the dafaninput interface and applicable physical ports only use the specified paths. The documentation shall

show that all Togical and physical information flows used by the input dafa are consisient with the design and
operation of the cryptographic module. The vendor documentation shall establish that there are no conflicts
between the applicable paths that may lead to the compromise of CSPs, plaintext data, or other information of
the cryptographic module.

VE03.15.03: The vendor provided documentation shall unambiguously specify format of input data and control
information including length restrictions for all variable length inputs.

VEO03.15.04: The vendor provided documentation shall identify which component within the cryptographic
boundary is validating the format.

Required Test Procedures
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TEO03.15.01: The tester shall verify that the vendor documentation specifies the physical and logical paths
used by all major categories of input data entering the cryptographic module via the data input interface. The
tester shall also verify that the paths shall be documented in the specification (e.g. by highlighted or annotated
copies of the schematics, block diagrams, or other information provided under AS02.07 and AS02.15 through
AS02.18). The tester shall verify the documentation which type of data pass through each applicable physical
port.

TEO03.15.02: The tester shall verify from the vendor documentation and by inspection of the cryptographic
module, that all input data entering the module via the data input interface and applicable physical ports only

USE the speciied paths. The tester shall examine all logical and physical information 1flows and shall verify
that the specification of the paths used by the input data is consistent with the design and operation| of the
cryptographic module. The tester shall verify that there are no conflicts between the applicable paths that may
lead to the compromise of CSPs, plaintext data, or other information.

TEO03.15.03: The tester shall verify, by inspection and from the vendor documentation, that the unambjiguous
specification is provided about the format of input data and control information, including.length restrictipns for
all variable length inputs.

TEO03.15.04: The tester shall verify that the identified component within the cpyptegraphic boundary is lpcated
on the specified path under VE03.15.02.

TEO03.15.05: The tester shall examine the applicable source code(s) to‘ensure that the identified compagnent is
actually validating the documented format.

TEO03.15.06: The tester shall attempt to input data and/or control information which is not compliant with the
format, and verify that such service inputs are rejected by the-Cryptographic module.

NOTE The test platform or configuration can impose a part-of format/restrictions.

EXAMPLE 1 A device driver to use the cryptographic‘module is enforcing a part of the format.
EXAMPLE 2 A layer in a protocol stack supportsfixed length packet only.

If it is not possible for the tester to input-certain data or control information which is not compliant with the
format, then the tester shall require the vendor to provide a rationale why this test cannot be performed. In

such case, the tester shall follow alternative procedures allowed by the validation authority, to ensure that the
cryptographic module is validating the format.

6.3.4 Trusted channel

AS03.16: (Trusted channel — Levels 3, and 4)
For the transniission of unprotected plaintext CSPs, key components and authentication data bgtween
the cryptographic module and the sender or receivers endpoint the cryptographic modulg shall

implement.a trusted channel.

Required Vendor Information

VEQ03.16.01: The vendor shall describe the method of transmission of unprotected CSPs and the way they

are protected via a trusted channel.
Required Test Procedures

TEO03.16.01: The tester shall verify that the trusted channel is able to protect unprotected CSPs between the
cryptographic module boundary and the sender or receiver endpoint.

AS03.17: (Trusted channel — Levels 3 and 4)

The trusted channel shall prevent unauthorised modification, substitution, and disclosure along the
communication link.

NOTE This assertion is not separately tested. Tested as part of AS03.18 or AS03.19.
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ASO3.

18: (Trusted channel — Levels 3 and 4)

The physical ports used for the trusted channel shall be physically separated from all other ports {or

ASO03.

Requi

19 shall be satisfied}.

red Vendor Information

VE03.18.01: The vendor documentation shall specify if the cryptographic module inputs or outputs plaintext

CSPs.
all oth

VEO3.

The physical port(s) used for the input and output of plaintext CSPs shall be physically separated from

T physical ports of e cryptographic moduie.

| 8.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that.only

plaintext CSPs enter or exit the module through the applicable physical ports, and that no other data, plaintext

or enc

Requi

ypted, enters or exits the module via the applicable physical ports.

‘ed Test Procedures

TEO03.18.01: The tester shall verify if the vendor documentation specifies whether the_cryptographic module

inputs

or outputs plaintext CSPs. The tester shall verify, from the vendor documentation and also by

inspection of the physical ports on the cryptographic module that the applicable physical ports used for the
input gnd output of plaintext CSPs are physically separated from all other physical ports of the module.

TEO03.18.02: If the cryptographic module inputs or outputs plaintext CSPS, the tester shall verify that only
plaintext CSPs enter or exit the module through the applicable physical ports, and that no other data, plaintext

or enc

ASO03.

The |

ypted, enters or exits the module via the applicable physical ports:
19: (Trusted channels — Levels 3, and 4)

pgical interfaces used for the trusted channel-shall be logically separated from all other

interfgces {or AS03.18 shall be satisfied}.

Requi

VEO3.

‘ed Vendor Information

| 9.01: The vendor documentation shall describe how the logical interfaces used in the trusted channel

to input and output plaintext CSPs are logically:separated from all other interfaces.

VEOS.

| 9.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that

plaintext CSPs enter or exit the module-through the applicable logical interface using the trusted channel, and
that ng other data, plaintext or encrypted, enters or exits the module via the applicable logical interface using

the tru

VEOS.

sted channel.

|9.03: The vender\‘documentation shall provide rationale how the trusted channel prevents

unauthorised modification, substitution, and disclosure along the communication link.

Requi

‘ed Test Procedures

TE03.19.01: . \Fhe tester shall verify, from the vendor documentation and also by inspection of the

plaint

t.€SPs are logically separated from all other logical interfaces of the module.

cryptoéFraphic module that the applicable logical interfaces used in the trusted channel to input and output of

TEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verify that plaintext
CSPs enter or exit the module through the applicable logical interface using the trusted channel, and that no
other data, plaintext or encrypted, enters or exits the module via the applicable logical interface using the
trusted channel.

TEO03.19.03: The tester shall verify the correctness of any rationale provided by the vendor. The burden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce

additio

nal information as needed.

TEO03.19.04: The tester shall, by attempting to access the communication link, verify that the trusted channel
prevents unauthorised modification, substitution, and disclosure along the communication link.
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ASO03.20: (Trusted channel — Levels 3, and 4)
Identity-based authentication shall be employed for all services utilising the trusted channel.

Required Vendor Information

VE03.20.01: The vendor shall provide description of the authentication mechanism used by the trusted

channel.

Required Test Procedures

TE03.20.01: The tester shall verify that an identity-based authentication mechanism is employed
services utilising the trusted channel. The tester shall verify that services utilising the trustedrchannel

provided without successfully passing the operator authentication.

ASO03.21: (Trusted channel — Levels 3, and 4)

A status indicator shall be provided when the trusted channel is in use.

Required Vendor Information

VE03.21.01: The vendor shall provide description of the indicator provided when trusted channel is in u

Required Test Procedures

TEO03.21.01: The tester shall verify, by exercising the module) that the status indicator is provided wh
trusted channel is in use.

AS03.22: (Trusted channel — Level 4)

In addition to the requirements of Security-level 3, for Security Level 4 multi-factor identity-
authentication shall be employed for all services utilising the trusted channel.

Required Vendor Information

VEO03.22.01: The vendor shall provide description of the multi-factor identity-based authentication mec
used by the trusted channel.

Required Test Procedures
TE03.22.01: The tester shall verify that a multi-factor identity-based authentication mechanism is em

for all services utilising the trusted channel. The tester shall verify that services utilising the trusted ¢
are not provided without successfully passing the operator authentication.

6.4 Roles;services, and authentication

6,4.1) " Roles, services, and authentication general requirements

for all
are not

en the

based

hanism

ployed
hannel

AS04.01: (Roles, services, and authentication — Levels 1, 2, 5, and 4)

A cryptographic module shall support authorised roles for operators and corresponding services

within each role.
NOTE This assertion is tested under AS04.11.

AS04.02: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

If a cryptographic module supports concurrent operators, then the module shall internally maintain

the separation of the roles assumed by each operator and the corresponding services.

Required Vendor Information
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VEO04.02.01: The vendor documentation shall specify whether multiple concurrent operators are allowed. The
vendor documentation shall specify the method by which separation of the authorised roles and services
performed by each operator is achieved. The vendor documentation shall also describe any restrictions on
concurrent operators.

EXAMPLE 1 One operator in a maintenance role and another in a user role simultaneously is not allowed.

EXAMPLE 2 Multiple concurrent operators up to 16 operators in a user role are supported, but the only one RSA key
generation service can be run at a time in the cryptographic module.

EXAMH
change

Requi

TEO0A4.(
enforc

TEO4.(
The oy
role c&
unique
roles &
TEOA4.
attem
operat
ASO04.

The
A.2.4 3

Requi

VEO4.
A.2.4.

Requi

TEO4.
specifi

6.4.2

AS04.

A cryg

LE3 When multiple concurrent operators in a Crypto Officer role are logged in, but each Crypto Officer cannot
the authentication data of the other operators in a Crypto Officer role.

‘ed Test Procedures

2.01: The tester shall verify the vendor documentation that the method implemented by the module to
b separation between the roles and services performed by concurrent operators is descyibed.

2.02: The tester shall assume the identity of two independent operators: Operatorl and Operator2.
erators shall assume different roles. The tester shall verify that only the services allocated to the each
n be performed in that role. The tester shall also attempt, for each operator,\to’access services that are
to the role assumed by the other operator in order to verify that separation is maintained between the
nd services allowed in concurrent operators.

2.03: If the vendor documentation specifies any restrictions op~concurrent operators, the tester shall
t to violate the restrictions by attempting to concurrently @ssume restricted roles as independent
brs and verify that the module enforces the restrictions.

D3: (Roles — Levels 1, 2, 3, and 4)

documentation requirements specified i ‘{ISO/IEC 19790:2012/Cor.1:2015 subclause}
shall be provided.

‘ed Vendor Information

D3.01: The vendor shall provide decumentation as described in {ISO/IEC 19790:2012/Cor.1:2015}

‘ed Test Procedures

3.01: The tester shall'check vendor documentation against {ISO/IEC 19790:2012/Cor.1:2015} A.2.4
Cation.

Roles

D4: (Rolés)= Levels 1, 2, 3, and 4)

tographic module shall, at a minimum, support a Crypto Officer Role.

NOTE

This assertion is not separately tested. Tested as part of AS04.05.

AS04.05: (Roles — Levels 1, 2, 3, and 4)

The Crypto Officer Role shall be assumed to perform cryptographic initialisation or management
functions, and general security services (e.g. module initialisation, management of CSPs, PSPs, and
audit functions).

Required Vendor Information

VEO04.05.01: In the documentation required, the vendor shall include at least one crypto-officer role. These

roles s
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Required Test Procedures

TEO04.05.01: The tester shall verify the vendor documentation that at least one crypto-officer role is d
The tester shall verify that roles are specified by name and allowed services as specified in AS04.05.

AS04.06: (Roles — Levels 1, 2, 3, and 4)

efined.

If the cryptographic module supports a User Role, then the User Role shall be assumed to perform

general security services, including cryptographic operations and other approved security funct

ions.

Required Vendor Information

VEO04.06.01: If the cryptographic module supports a User Role, the vendor provided documentation s
explicitly state that a User Role is supported, and (2) completely specify the role by name and 3
services.

Required Test Procedures

hall (1)
llowed

TEO04.06.01: The tester shall determine, from the vendor documentation, whethér the cryptographic module

supports a User Role. If the cryptographic module supports a User Role\the tester shall verify the
documentation that at least one user role is defined. The tester shall verify that user role is specified by
and allowed services as specified in AS04.06.
AS04.07: (Roles — Levels 1, 2, 3, and 4)

All unprotected SSPs shall be zeroised when entering or-€xiting the Maintenance Role.

Required Vendor Information

vendor
name

VE04.07.01: If the cryptographic module has“@a maintenance access interface, the vendor provided

documentation shall 1) explicitly state a maintenance role is supported, 2) completely specify the role by
purpose, and allowed services, and 3) specify the maintenance access interface under VE07.11.01.

VEO04.07.02: The vendor documentation“shall specify how the module’s unprotected SSPs, as defi
3.110 of ISO/IEC 19790:2012/Cor.1:2015, are actively zeroised when the maintenance role is entsg
exited.

Required Test Procedures

TEO04.07.01: The tester shall verify the specifications of the module interfaces whether a maintenance
interface is specified\(see AS07.11). If so, the tester shall verify the vendor documentation pertaining
authorised roles and-verify that the maintenance role is specified by nhame, purpose, and allowed servic

TEO04.07.02; The tester shall verify the specifications of the module interfaces whether a maintenance
defined and-check the zeroisation of all unprotected SSPs as described in the module specification.

TEO04:07.03: While in the maintenance role, the tester shall enter, for all unprotected SSPs, known
which' are effective in demonstrating the zeroisation and, upon exit from the maintenance role, shall ve
Zeroisation has taken place.

name,

ned in
red or

hccess
to the
S,

role is

values
fy that

6.4.3 Services

6.4.3.1  Services general requirements

AS04.08: (Services — Levels 1, 2, 3, and 4)

Services shall refer to all of the services, operations, or functions that can be performed by a module.

NOTE This assertion is not separately tested.

AS04.09: (Services — Levels 1, 2, 3, and 4)
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Servic

e inputs shall consist of all data or control inputs to the module that initiate or obtain specific

services, operations, or functions.

NOTE

This assertion is not separately tested.

AS04.10: (Services — Levels 1, 2, 3, and 4)

Servic

e outputs shall consist of all data outputs, control outputs, and status outputs that result from

services, operations, or functions initiated or obtained by service inputs.

NOTE
AS04.
Each s
Requi
VEO4.

docum
author

Requi

TEO04.]
each 9
Service
can be

TEO0A4.]
both a

This assertion is not separately tested.
L1: (Services — Levels 1, 2, 3, and 4)
bervice input shall result in a service output.
'ed Vendor Information
| 1.01: The vendor documentation shall describe the purpose and function ‘of.each service. The
entation shall include for each service: service inputs, corresponding service outputs, and the
sed role or roles in which the service can be performed.

'ed Test Procedures

|1.01: The tester shall check the vendor documentation and yerify that the purpose and function of
ervice is described. The tester shall also check that the fallowing information is specified for each
. service inputs, corresponding service outputs, and the authorised role or roles in which the service
performed.

1 1.02: The tester shall perform the following for each’service (i.e. security and non-security services,
bproved and non-approved services):

— Enter each of the specified service inputs and.@bserve that they result in the specified service outputs.

— Fd
SH

— Fd
s§

— Fq
ay
S§

— Fdq
al
ar

r services that require the operator to;assume a role, the role shall be assumed to enter each of the
ecified service inputs and observe thatthey result in the specified service outputs.

r services that require the operator to assume a role, assume the role that is not specified for the
rvice and enter each of the specified service inputs and observe that the service is not provided.

r services that require the operator to assume an authenticated role, the role shall be assumed and
thenticated to enter’each of the specified service inputs and observe that they result in the specified
rvice outputs.

r services«hat require the operator to assume an authenticated role, the role shall be assumed but the
thentication' data shall be modified to fail authentication and enter each of the specified service inputs
d observe that the service is not provided.

— Fq

r'services that provide data output over the Data output interface, the tester shall verify the result

against the expected result.

EXAMPLE If the service provides data output which is a function of the services data input, the tester will verify the

data ou

tput result as a function of the provided input data.

AS04.12: (services — Levels 1, 2, 3, and 4)

A cryptographic module shall provide the following services to operators.

NOTE

Show

This assertion is not separately tested.

module’s versioning information
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AS04.13: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output the name or module identifier and the versioning information
that can be correlated with a validation record (e.g. hardware, software and/or firmware versioning
information).

Required Vendor Information

VEO04.13.01: The vendor documentation shall describe the output of the current name and versioning

Information ot the cryptographic module;

VEO04.13.02: The vendor provided documentation shall identify the name or module identifier and the
versioning information which will be posted as the validation record.

VEO04.13.03: The vendor provided documentation, either non-proprietary security policy.or an Admin|strator
guidance, shall specify how to correlate the output of the current name and the versioning information| with a
validation record.

Required Test Procedures
TE04.13.01: The tester shall verify that the service outputs (i.e. namejor module identifier and versioning
information) are consistent with specification and with information® provided under assertions A$02.11,
AS02.12, and AS11.04.
TE04.13.02: The tester shall verify that the vendor provided Jdocumentation (i.e. non-proprietary security
policy or an Administrator guidance) provides sufficient information to unambiguously identify the module
version.
TEO04.13.03: The tester shall verify that the output_af the current name or module identifier and the versioning
information is sufficient for an operator to correlate’ the module with a validation record, with the help ¢f non-
proprietary security policy or an administrator guidance.

Show Status

AS04.14: (Services — Levels 1, 2, 3gand 4)

The cryptographic module shall output current status.

Required Vendor Information

VE04.14.01: The vendor documentation shall describe the output of the current status of the module.
Required Test’'Procedures

TEO04.14.01:>The tester shall verify the vendor documentation to verify that the “Show Status” seryvice is
allocated 10 at least one authorised role. The tester shall verify that these services are described as specified

in AS04:.14.

TE04.14.02: The tester shall verify that the “Show Status” indicator matches the vendor documentation.

Perform self-tests

AS04.15: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall initiate and run the pre-operational self-tests as specified in {ISO/IEC
19790:2012/Cor.1:2015 subclause} 7.10.2.

Required Vendor Information
VEO04.15.01: The vendor documentation shall describe the initiation and running of user callable self-tests.

Required Test Procedures
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TEO04.15.01: The tester shall verify that the module provides for the initiation of the running of pre-operational
self-tests, as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.10 this is performed under
documentation verification in TEA.01.01.

Perform approved security functions

AS04.16: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform at least one approved security function used in an approved

mode [pfoperation as specified TN {ISONECT 197907201 2/Cor. 172015 subctauser 7.2.4.
NOTE This assertion is not separately tested.

Perform zeroisation

ASO04.17: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform zeroisation of the parameters as speeified in {ISO/IEC
19790{2012/Cor.1:2015 subclause} 7.9.7.

NOTE This assertion is not separately tested.

6.4.3.4 Bypass capability

ASO04.18: (Bypass capability — Levels 1, 2, 3, and 4)

If the module can output a particular data or status item in a éryptographically protected form, or (as a
result|of module configuration or operator intervention) carn’also output the item in a non-protected
form, then a bypass capability shall be defined.

Required Vendor Information

VEO04.18.01: If the module implements a bypass<capability, the vendor documentation shall describe the
bypas$ service.

Required Test Procedures

TEO04.18.01: The tester shall verify thatthe module implements a bypass capability as specified in the vendor
documientation.

AS04.19: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the operator shall assume an
authofrised role befereconfiguring the bypass capability.

Required Vendornformation

VEO04.19.01.)If the module implements a bypass capability, the vendor documentation shall describe how the
operatprassumes an authorised role before configuring the bypass capability.

Required Test Procedures

TE04.19.01: The tester shall verify from the vendor documentation that the module requires an operator to
assume an authorised role before configuring the bypass capability.

TE04.19.02: The tester shall assume the defined role that is documented to configure the bypass capability
and perform the configuration.

TE04.19.03: The tester shall assume a defined role that is not documented to configure the bypass capability
and attempt to perform the bypass configuration. The tester shall verify the attempt fails.

AS04.20: (Bypass capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a bypass capability, then two independent internal actions shall
be required to activate the capability to prevent the inadvertent bypass of plaintext data due to a

single error.
Required Vendor Information

VE04.20.01: If the module implements a bypass capability, the vendor documentation shall descri
bypass service as specified in AS04.20.

VEO04.20.02: The finite state model and other the vendor documentation shall indicate, for all transitio|
an exclusive or alternating bypass state, two independent internal actions that are required to transiti
each bypass state.

Required Test Procedures

TEO04.20.01: The tester shall verify whether the bypass capability is implemented by the’module. The

be the

ns into
bn into

tester

shall verify the vendor documentation to verify that the bypass capability is allocated.to"at least one authorised

role.

TEO04.20.02: The tester shall verify the finite state model and other the vendor documentation whethg
transition into an exclusive or alternating bypass state shows two independent internal actions that
occur in order for the cryptographic module to transition into either exclusive or alternating bypass state

TEO04.20.03: The tester shall attempt to transition to each bypass.state from each state that shows
transition, and verify that it takes two internal actions to accomplish each such transition.

AS04.21: (Bypass capability — Levels 1, 2, 3, and 4)
If a cryptographic module implements a bypass capability, then the two independent ir
actions shall modify software and/or hardwate behaviour that is dedicated to mediate the K
capability.

Required Vendor Information

VEO04.21.01: If the module implementsia bypass capability, the vendor provided documentation shall
how the two independent internal\actions modify software and/or hardware behaviour that is dedicq

mediate the bypass capability.

VEO04.21.02: The vendor-provided documentation shall specify how the two independent internal
protect against the inadvertent bypass of plain text data to a single error.

Required Test Precedures

TEO04.21.01: fThe tester shall verify that vendor documentation specifies how the two independent i
actions protect against the inadvertent bypass of plain text data due to a single error.

r each
ave to

such a

ternal
ypass

specify
ated to

hctions

nternal

TEQ4:21.02: The tester shall verify that the two independent internal actions modify software and/or haydware

behaviour that is dedicated to mediate the bypass capability, by inspection and by attempting to trans
each bypass state from each state that shows such a transition.

tion to

AS04.22: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the module shall show status to

indicate whether the bypass capability:

a) is not activated, and the module is exclusively providing services with cryptographic processing

(e.g. plaintext data is encrypted); or

b) is activated and the module is exclusively providing services without cryptographic processing

(e.g. plaintext data is not encrypted); or
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c) is

alternately activated and deactivated and the module is providing some services with

cryptographic processing and some services without cryptographic processing (e.g. for modules
with multiple communication channels, plaintext data is or is not encrypted depending on each
channel configuration).

Required Vendor Information

VEO04.22.01: The vendor documentation for the “Show Status” service shall indicate bypass status.

Requi

TEO04.]
bypas{

TEO04.]
applica

6.4.3.3

AS04.

The s

‘ed Test Procedures

p2.01: The tester shall review the vendor documentation for the “Show Status” service and verify-the
service indication.

p2.02: The tester shall transition to each bypass state and verify that the “Show Status-® ‘indicates the
\ble bypass status.

Self-Initiated cryptographic output capability
P3: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

pIf-initiated cryptographic output capability shall be configured by the Crypto Officer and this

configuration may be preserved over resetting, rebooting, or power cycling of the module.

Requi
VEO04.}
Requi

TEO04.]
the Cry

ASO04.
If a ¢
indepd
outpu
NOTE

AS04.

If a crn

'ed Vendor Information
P3.01: The vendor shall provide description of the self-initiated cryptographic output capability.
red Test Procedures

p3.01: The tester shall verify that the self-initiated,cryptographic output capability must be configured by
pto Officer.

P4: (Self-initiated cryptographic output,capability — Levels 1, 2, 3, and 4)

ryptographic module implements a self-initiated cryptographic output capability, then two
endent internal actions shall *be’ required to activate the capability to prevent the inadvertent
due to a single error.

This assertion is not separately tested. Tested as part of AS04.25.

P5: (Self-initiated(Cryptographic output capability — Levels 1, 2, 3, and 4)

media
initiat

yptographic.module implements a self-initiated cryptographic output capability, then the two

e the capability (e.g. two different software or hardware flags are set, one of which may be user-
d).

indepIndent interAal actions shall modify software and/or hardware behaviour that is dedicated to

Requi

red Vendor Information

VEO04.25.01: The vendor shall define a set of two internal actions to be independently done in order to
activate the self-initiated cryptographic output capability.

VEO04.25.02: The vendor provided documentation shall specify how the two independent internal actions

modify
capabi

software and/or hardware behaviour that is dedicated to mediate the self-initiated cryptographic output
lity.

VEO04.25.03: The vendor provided documentation shall specify how the two independent internal actions
protect against the inadvertent output due to a single error.

Required Test Procedures
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TE04.25.01: The tester shall determine whether the cryptographic module implements a self-initiated
cryptographic output capability. The tester shall verify that vendor documentation specifies the two
independent internal actions performed by the cryptographic module before activating the self-initiated
cryptographic output capability. The tester shall also verify that vendor documentation specifies how the two
independent internal actions protect against the inadvertent output due to a single error.

TEO04.25.02: The tester shall activate the self-initiated cryptographic output capability, and verify that the two
independent internal actions function as specified. If any software or firmware components are executed in
the process of activation, the tester shall examine the applicable source code to ensure that the software or

firmware components SUpport the requirement for two Independent Internal actions before actvaiing e self-
initiated cryptographic output capability.

TEO04.25.03: The tester shall verify that a status indicator is provided to indicate when the"self-ipitiated
cryptographic output capability is activated.

AS04.26: (Self-initiated cryptographic output capability— Levels 1, 2, 3, and 4)
If a cryptographic module implements a self-initiated cryptographic oltput capability, then the
module shall show status to indicate whether the self-initiated cryptegraphic output capabjlity is

activated.

NOTE This assertion is not separately tested. Tested as part of AS04.25.

6.4.3.4  Software/Firmware loading
AS04.27: (Software/Firmware loading — Levels 1, 2, 3, and-4)

If a cryptographic module has the capability of loading software or firmware from an external spurce,
then the following requirements shall apply.

NOTE This assertion is not separately tested, Tested as part of AS04.28.
AS04.28: (Software/Firmware loading =~tevels 1, 2, 3, and 4)

The loaded software or firmware>shall be validated by a validation authority prior to loadjng to
maintain validation.

Required Vendor Information

VEO04.28.01: The vendor.shall provide a certificate of validation by a validation authority. This certificate shall
unambiguously identity the software or firmware loaded in the cryptographic module.

Required Test'Pfocedures

TEO04.28.01- The tester shall check that the software or firmware version is the one who claims to bg. This
identification shall be consistent with the one verified in 7.2.3.1 of ISO/IEC 19790:2012/Cor.1:2015.

AS04.29: (Software/Firmware loading — Levels 1, 2, 3, and 4)

All data output via the data output interface shall be inhibited until the software/firmware loading and
load test has completed successfully.

Required Vendor Information

VEO04.29.01: The vendor shall describe the process used to inhibit data output during loading processes and
load test.

Required Test Procedures

TE04.29.01: The tester shall verify that the data output is inhibited during software or firmware loading and
load test.
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AS04.30: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The Software/Firmware Load Test specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause}
7.10.3.4 shall be performed before the loaded code can be executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 through AS10.41.

AS04.31: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The cryptograptic modute sitatt—withhotd—execution of any toaded—or modified—approved Security
functipns until after the pre-operational self-tests specified in {ISO/IEC 19790:2012/Cor.1:2015
subclgquse} 7.10.2 have been successfully executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 through AS10.41.

AS04.82: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The modules versioning information shall be modified to represent the addition and/or update of the
newly|loaded software or firmware ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3).

Requifred Vendor Information

VE04.82.01: The vendor shall provide the means to read the version of the fewly loaded software or firmware.
Required Test Procedures

TE04.32.01: The tester shall initiate the software/firmware load tést: After the pre-operational self-tests have
been Buccessfully executed subsequent to software/firmwareload test, the tester shall verify that the
versiofing information is modified to represent the additiomand/or update of the newly loaded software or
firmwaye.

AS04.83: (Software/Firmware loading — Levels 1, 2.3, and 4)

If the Joading of new software or firmware issa complete image replacement, this shall constitute an
entirely new module which would require validation by a validation authority to maintain validation.

Requifed Vendor Information

VEO04.83.01: The vendor provided.documentation shall specify whether the module supports a complete
image replacement as a result of software/firmware loading and load test.

VE04.83.02: The vendor-Shall provide a certificate of validation by a validation authority. This certificate shall
unambiguously identity-the’/software or firmware loaded in the cryptographic module

Requifred Test Procedures

TEO04.33.01;<Fhe tester shall ensure that the new complete image replacement is validated by a validation
authorlty by.inspection of the name and version as indicated in AS04.13.

AS04.34: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The new software or firmware image shall only be executed after the module transitions through a
power-on reset.

Required Vendor Information

VEO04.34.01: If a complete image replacement is supported, the vendor provided documentation shall specify
how the new image is executed only after the module transitions through a power-on reset.

Required Test Procedures
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TEO04.34.01: The tester shall initiate the software/firmware load test. After the software/firmware load test
passed, the tester shall verify that the loaded software or firmware cannot be used until after the pre-
operational self-tests have been successfully executed through power-on reset.

ASO04.35: (Software/Firmware loading — Levels 1, 2, 3, and 4)

All SSPs shall be zeroised prior to execution of the new image.

Required Vendor Information

VEO04.35.01: If a complete image replacement is supported, the vendor provided documentation shallspecify
that SSP zeroisation takes place prior to execution of the new image.

VEO04.35.02: If a complete image replacement is supported, the vendor documentation shall spegify the
following SSPs zeroisation information:

a) Zeroisation techniques

b) Rationale explaining how the zeroisation technique is performed in @:time that is not sufficjent to
compromise SSPs

Required Test Procedures

TE04.35.01: The tester shall review the vendor documentationt6 verify that the information specfified in
VE04.35.01 is included. The tester shall determine the accuracy)of any rationale provided by the vendgr. The
burden of proof is on the vendor; if there is any uncertainty-gf_ambiguity, the tester shall require the vepdor to
produce additional information as needed.

TE04.35.02: The tester shall note which SSPs are present in the module and initiate the power-of reset
subsequent to software/firmware load test. Followirig the completion of the pre-operational self-test, theg tester

shall attempt to perform cryptographic operations'using each of the SSPs that were stored in the module. The
tester shall verify that each SSP cannot be accessed.

6.4.4 Authentication

Role-Based Authentication

AS04.36: (Role-Based Authentication — Levels 2, 3, and 4)

If role-based authentication mechanisms are supported by a cryptographic module, the modulg¢ shall
require that one or.more roles either be implicitly or explicitly selected by the operator {and shall
authenticate theassumption of the selected role (or set of roles)}.

NOTE This assertion is not separately tested. Tested as part of AS04.37.
ASO04.37:)(Role-Based Authentication — Levels 2, 3, and 4)

Ifrole-based authentication mechanisms are supported by a cryptographic module, the module|{shall
regquire that one or more roles either be implicitly or explicitly selected by the operator and} shall

authenticate the assumption of the selected role (or set of roles).
Required Vendor Information

VEO04.37.01: The vendor shall document the type of authentication performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or set of roles and
the authentication of the operator to assume the role(s).

Required Test Procedures
TEO04.37.01: The tester shall verify that the vendor documentation specifies the mechanisms used for the

selection of a role or roles and the authentication of the operator to assume a role.
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TEO04.37.02: The tester shall assume each role and initiate an error during the authentication procedure. The
tester shall verify that the module denies access to each role.

AS04.38: (Role-Based Authentication — Levels 2, 3 and 4)

If a cryptographic module permits an operator to change roles, then the module shall authenticate the
assumption of any role that was not previously authenticated for that operator.

Required Vendor Information

VEOA4.
that aJ

Requi

TEO4.1
canm

TEO04.3

a) Ag
th

b) Ag
th

Identit

B8.01: The vendor documentation shall describe the ability of an operator to modify roles and shall state
thentication of an operator to assume a new role is required.

'ed Test Procedures

8.01: The tester shall verify the vendor documentation to verify that the method by which an operator
pdify roles includes the authentication of the operator to assume a new role.

8.02: The tester shall perform the following tests:

sume a role, attempt to modify to another role that the operator is authorised to assume, and verify that
b module allows the operator to request services assigned to the new role.

sume a role, attempt to modify to another role that the operator is\00t authorised to assume, and verify
At the module does not allow the operator to request the services assigned only to the new role.

y-Based Authentication

ASO04.
If ide
modu
more
of the
Requi

VEOA4.
modulg

a) th
NOTE
b) th

NOTE

BI: (Identity-Based Authentication — Levels 3 and4)

htity-based authentication mechanisms are» supported by a cryptographic module, the
e shall require that the operator be individually and uniquely identified, {shall require that one or
oles either be implicitly or explicitly selectéd by the operator, and shall authenticate the identity
operator and the authorisation of the gperator to assume the selected role or set of roles}.

'ed Vendor Information

B9.01: The vendor documentation shall specify the type of authentication implemented within the
b. The vendor documentatignshall specify:

b mechanism(s) usedsto perform the identification of the operator,
| This is assocjated with AS04.39.
b mechanism(S) used to perform the authentication of the operator’s identity,

p This-is associated with AS04.41.

c) th

b 'mechanism(s) used to perform the implicit or explicit selection of a role or set of roles,

NOTE 3 This is associated with AS04.40.

d) the mechanism(s) used to perform the verification of the authorisation of the operator to assume the

ro

le(s), and

NOTE 4 This is associated with AS04.41.

e) the mechanism(s) used to internally maintain the relationship between the identified and authenticated
operator and the selected role or set of roles authorised to assume by the operator.

NOTE 5 This is associated with AS04.40, AS04.41, AS04.42 and AS11.13.
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Required Test Procedures

TEO04.39.01: The tester shall verify that the vendor documentation specifies:
a) how the operator is uniquely identified,

NOTE 6  This is associated with AS04.39.

b) how that identity is authenticated,

NOTE 7  This is associated with AS04.41.
¢) how the operator chooses a role,
NOTE 8  This is associated with AS04.40.

d) how the authorisation of the operator to assume a role is performed based onythé authenticated igientity,
and

NOTE 9 This is associated with AS04.41.

e) how the relationship is internally maintained between the identified,and authenticated operator gnd the
selected role or set of roles authorised to assume by the operatar.

NOTE 10 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.
TEO04.39.02: The tester shall verify by inspection and from the vendor documentation that the identification
and authentication procedure is implemented as specified in the vendor documentation provided| under

VE04.39.01.

TE04.39.03: The tester shall initiate an error during the authentication procedure and shall verify that the
module does not allow the tester to proceed beyond the authentication procedure.

TEO04.39.04: The tester shall successfully*authenticate his/her identity to the module. When required tq select
one or more roles, the tester shall sglect roles not compatible with the authenticated identity and shall verify
that authorisation to assume the rales’is denied.

NOTE 11 This test procedure.is associated with AS04.39 and AS04.41.
ASO04.40: (Identity-Based Authentication — Levels 3 and 4)

{If identity-basedJauthentication mechanisms are supported by a cryptographic module, the module
shall require that-the operator be individually and uniquely identified}, shall require that one of more
roles either ge-implicitly or explicitly selected by the operator, {and shall authenticate the identity of
the operatotand the authorisation of the operator to assume the selected role or set of roles}.

NOTE This assertion is not separately tested.

AS04.41: (Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the module
shall require that the operator be individually and uniquely identified, shall require that one or more
roles either be implicitly or explicitly selected by the operator}, and shall authenticate the identity of
the operator and the authorisation of the operator to assume the selected role or set of roles.

NOTE This assertion is not separately tested.

AS04.42: (Identity-Based Authentication — Levels 3 and 4)

If a cryptographic module permits an operator to change roles, then the module shall verify the
authorisation of the identified operator to assume any role that was not previously authorised.
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VE04.42.01: The vendor documentation shall specify:

a) whether the cryptographic module permits an operator to modify roles,

b) how an operator can modify roles after the operator is identified and authenticated,

c) how the relationship is internally maintained between the identified and authenticated operator and the
selected role or set of roles authorised to assume by the operator [see item e) of VE04.39.01],

d) hd
as

e) cd
f)  hg
1)
2)
Requi
TEO04.4

crypto

TEO04.4
modify]
the op

TEO4 4

a) Ag
te
ag
wi

b) Ag
ve

TEO04 .4
Officer
docum
ASO04.

When

w the cryptographic module enforces the verification of authorisation of the identified operator to
sume a role that was not previously authorised,

nditions under which the operator's identity has to be reauthenticated in modifying roles,
w the cryptographic module is designed to meet the assertion AS11.13:

how the cryptographic module prohibits changing to a Crypto Officer state from_any other role other
than the Crypto Officer, or

how the results of previous authentications/authorisation is cleared and‘thé cryptographic module
requires the operator to be authenticated and authorised to assumea* Crypto Office role, when
changing from any other role other than the Crypto Officer role.

'ed Test Procedures

12.01: The tester shall determine, by inspection and from\the vendor documentation, whether the
jraphic module permits an operator to modify roles.

12.02: The tester shall verify in the vendor documentation that the method by which an operator can
roles without re-authentication of the operator’s_identity includes the verification of the authorisation of
brator for a role not previously authenticated.

12.03: The tester shall perform the following t€sts:

sume each role, attempt to modify te_@nother role that the tester is authorised to assume, verify that the
ster’s identity does not have to be ‘reauthenticated, and verify that the tester can access the services
sociated with the new role. The tester shall perform services in the new role that were not associated
th the previous role in order toverify that the tester has assumed a different role.

sume each role, attempt*to modify to another role that the operator is not authorised to assume, and
rify that the module deniés access to the role based on the identity of the operator.

12.04: The testert shall exercise the cryptographic module and verify that the changing to a Crypto
role from any_ other role other than the Crypto Officer role is prohibited as specified in the vendor
entation provided under VE04.42.01.

13: (Opérator authentication — Levels 1, 2, 3, and 4)

arcryptographic module is reset, rebooted. powered off and subsequently powered on. the

modul

e shall require the operator to be authenticated.

Required Vendor Information

VEO04.43.01: The vendor documentation shall describe how the results of previous authentications are cleared

when t

he module is powered off.

Required Test Procedures

TE04.43.01: The tester shall verify the vendor documentation that the clearing of previous authentications
upon power off of the module is described.
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TEO04.43.02: The tester shall authenticate to the module and assume one or more roles, power off the module,
power on the module, and attempt to perform services in those roles. To meet this assertion, the module shall
deny access to the services and require that the tester be reauthenticated.

ASO04.44: (Operator authentication — Levels 1, 2, 3, and 4)

Authentication data within a cryptographic module shall be protected against unauthorised use,
disclosure, modification, and substitution.

NOTE Approved security fTunctions can be used as part ot the authentication mechanism.
Required Vendor Information
VEO04.44.01: The vendor documentation shall describe the protection of all authentication-data within the
module. Protection shall include the implementation of mechanisms that protect_against unauthorised
disclosure, modification, and substitution.
Required Test Procedures
TEO04.44.01: The tester shall verify the vendor documentation that describés,the protection of authentication
data. The tester shall verify that the documentation describes hownthe data will be protected @gainst
unauthorised disclosure, modification, and substitution.
TEO04.44.02: The tester shall perform the following tests:
a) Attempt to access (by circumventing the documented-protection mechanisms) authentication data for
which the tester is not authorised to have access. If:ithe module denies access or allows access pnly to

encrypted or otherwise protected forms of data, the requirement is met.

b) Modify authentication data using any methodunot specified by the vendor documentation and attgmpt to
enter the modified data. The module shall not allow the tester to be authenticated using the modifigd data.

ASO04.45: (Operator authentication — Levels 2, 3, and 4)
If a cryptographic module does 1ot contain the authentication data required to authenticgte the
operator for the first time the module is accessed, then other authorised methods (e.g. procedural
controls or use of factory-set_or default authentication data) shall be used to control access [to the
module and initialise the authentication mechanisms.
Required Vendor Information

VEO04.45.01: The~vendor documentation shall specify means to control access to the module before it is
initialised.

Required’Iest Procedures

TEQ4:45.01: The tester shall verify the vendor documentation describes the procedure by which the operator
is/authenticated upon accessing the module for the first time.

TEO04.45.02: If access to the module before initialisation is controlled, the tester shall initiate an error on an
uninitialised module and shall verify that the module denies access. The tester shall assume the authorised
role and verify that the required authentication complies with the documented procedures. The tester shall
attempt to assume other roles before the module has been initialised and verify that the module denies access
to the roles.

TEO04.45.03: If default authentication data is used to access to the module and to initialise the authentication
mechanism, the tester shall assume the authenticated role, and verify that the default authentication data is
replaced upon the first-time authentication. The tester shall also enter the default authentication data after the
first-time authentication and verify that the cryptographic module does not allow the tester to be authenticated.
ASO04.46: (Operator authentication — Levels 2, 3, and 4)
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If default authentication data is used to control access to the module, then default authentication
data shall be replaced upon first-time authentication ({ISO/IEC 19790:2012/Cor.1:2015 subclause}
7.9.7).

NOTE This assertion is not separately tested. Tested as part of AS04.45.

AS04.47: (Operator authentication — Levels 2, 3, and 4)

If the cryptographic module uses security functions to authenticate the operator, then those security

functipns shall e approved Security fTunctions.
Required Vendor Information

VEO04.47.01: The vendor provided documentation shall specify the list of security function§-used to
authenticate operators.

VEO04.47.02: The vendor shall provide a validation certificate for each approved security functions as specified
in VEOR.20.01.

Required Test Procedures

TEO04.47.01: The tester shall verify that the security functions used to authenticate operators are all approved
security functions.

AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module shall implement an approved authenticationi mechanism as specified in {ISO/IEC
19790j2012/Cor.1:2015} Annex E.

Requifred Vendor Information

VE04.48.01: The vendor documentation shall describe the approved authentication mechanism used to
authenticate operators.

VEO04.48.02: If the module implements an approved authentication mechanism, the vendor shall provide a
validatjon certificate as specified in VE02.20:01.

Required Test Procedures

TEO04.48.01: The tester shall verify that the authentication mechanism used to authenticate operators is an
approyved one.

AS04.49: (Operator adthentication — Levels 2, 3, and 4)

The strength of’the approved authentication mechanism shall be specified in the security policy
({ISO/NEC 19790:2012/Cor.1:2015} Annex B).

NOTE This assertion is not separately tested. Tested as part of ASB.01.

AS04.50: (Operator authentication — Levels 2, 3, and 4)

For each attempt to use the approved authentication mechanism, the module shall meet the strength
of the authentication objective.

Required Vendor Information

VEO04.50.01: The vendor documentation shall specify each authentication mechanism and the associated
false acceptance rate or probability that a random access will succeed.

Required Test Procedures
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TE04.50.01: The tester shall verify the vendor documentation for each authentication mechanism that the
associated false acceptance or random access rate is specified.

TEO04.50.02: The tester shall verify the vendor documentation for each authentication mechanism that the
objective is met.

AS04.51: (Operator authentication — Levels 2, 3, and 4)

For multiple attempts to use the approved authentication mechanism during a one-minute period, the

modute stattmeetthestrengtirof theaothenticatiomobjective:
Required Vendor Information

VEO04.51.01: The vendor documentation shall specify each authentication mechanism and the assg¢ciated
probability of a successful random attempt during a one-minute period.

Required Test Procedures

TEO04.51.01: The tester shall verify the vendor documentation for each authéntication mechanism that the
associated probability of a successful random is specified.

TE04.51.02: The tester shall verify the vendor documentation for each”authentication mechanism that the
associated probability of a successful random is meeting the objective.

AS04.52: (Operator authentication — Levels 2, 3, and 4)

The approved authentication mechanism shall be met bythe module’s implementation and not fely on
documented procedural controls or security rules (e.gypassword size restrictions).

Required Vendor Information

VEO04.52.01: The vendor shall provide completerdescription of the authentication mechanisms.
Required Test Procedures

TEO04.52.01: The tester shall verifychy inspection and from the vendor documentation that the approved
authentication mechanism is met\'by the module's implementation and does not rely on docurpented
procedural controls or security tules.

AS04.53: (Operator authentication — Level 2)

If the operating system implements the authentication mechanism, then the authentication
mechanism shall-meet the requirements of this clause.

Required Vendor Information
VE04.53:01: The vendor shall provide authentication mechanism specification of the operating system.

Required Test Procedures

TEOZ. 5301 The tester shatt—verify the vendor documentation and by mspection that the approved
authentication mechanism implemented in the operating system meets the applicable requirements.

AS04.54: (Operator authentication — Levels 2, 3, and 4)

Feedback of authentication data to an operator shall be obscured during authentication (e.g. no
visible display of characters when entering a password).

Required Vendor Information

VEO04.54.01: The vendor documentation shall specify the method used to obscure feedback of the
authentication data to an operator during entry of the authentication data.
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Required Test Procedures

TE04.54.01: The tester shall verify the vendor documentation that the authentication data is obscured during
data entry.

TE04.54.02: The tester shall enter authentication data and verify that there is no visible display of
authentication data during data entry.

AS04.55: (Operator authentication — Levels 2, 3, and 4)

Feedb’Lack provided to an operator during an attempted authentication shall prevent weakening of the
authemtication mechanism strength beyond the required authentication strength.

Required Vendor Information

VEO04.55.01: The vendor documentation shall specify the feedback mechanism that is used whéenythe operator
is entering authentication data.

Required Test Procedures

TEO04.%5.01: The tester shall verify the vendor documentation that the feedback mechanism does not provide
information that could be used to guess or determine the authentication data.

TE04.%5.02: The tester shall enter authentication data to assume each/role to ensure that the feedback
mechanism does not provide useful information.

AS04.56: (Operator authentication — Level 1)

If a mpdule does not support authentication mechanisms; the module shall require that the operator
either|implicitly or explicitly select one or more roles.

Required Vendor Information
VEO04.56.01: The vendor shall document the type "of authentication performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or set of roles and

the authentication of the operator to assume'the role(s).

VEO04.56.02: The vendor provided non-proprietary security policy shall provide a description of the roles, either
implicit or explicit, that the operator can assume.

VEO04.56.03: The vendor provided non-proprietary security policy shall provide instructions for the operator to
assumie either the implicit er'explicit roles.

Required Test Procedures
TE04.5%6.01: The<tester shall verify that the vendor provided non-proprietary security policy provides a

description of the’roles, either implicit or explicit, that the operator can assume and the means to assume each
role.

TEO04.56-62The-tester-shat-invokethe-method-describedinthenon-proprietary-sectrity-poticy-and-verify-that
each role can either be implicitly or explicitly assumed.

AS04.57: (Operator authentication — Level 2)

A cryptographic module shall at a minimum employ role-based authentication to control access to the
module.

NOTE This assertion is not separately tested. Tested as part of AS04.36.

AS04.58: (Operator authentication — Levels 3 and 4)
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A cryptographic module shall employ identity-based authentication mechanisms to control access to
the module.

NOTE This assertion is not separately tested. Tested as part of AS04.39 through AS04.41.
AS04.59: (Operator authentication — Level 4)

A cryptographic module shall employ multi-factor identity-based authentication mechanisms to
control access to the module.

VE04.59.01: The vendor shall provide specification of a multi factor identity-based authentication and ;Lrovide
testing features of the mechanism.

Required Test Procedures

TE04.59.01: The tester shall verify the vendor documentation and assess multi-factor identitytbased
authentication.

6.5 Software/Firmware security
ASO05.01: (Software/Firmware security — Levels 1, 2, 3, and 4)

The requirements of this clause shall apply to software and firmware components of a cryptographic
module.

NOTE This assertion is not separately tested. Tested as part.0fAS05.02 through AS05.23.
ASO05.02: (Software/Firmware security — Levels 1, 2; 3'and 4)

The documentation requirements specified in({ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.% shall
be provided.

Required Vendor Information
VE05.02.01: The vendor shall provide:documentation as specified in A.2.5 of ISO/IEC 19790:2012/Cor.[L:2015.
Required Test Procedures

TEO05.02.01: The tester shall verify completeness of the documentation specified in A.2.5 of ISO/IEC
19790:2012/Cor.1:2015(

ASO05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

The following-requirements shall apply to software and firmware components of a cryptographic
module forsSecurity Level 1.

NOTE This assertion is not separately tested.

AS05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

All software and firmware shall be in a form that satisfies the requirements of this International
Standard without modification prior to installation {ISO/IEC 19790:2012/Cor.1:2015 subclause} (7.11.7).

Required Vendor Information
VE05.04.01: The vendor shall provide software and firmware specification.
Required Test Procedures

TEO05.04.01: The tester shall verify, by inspection of the cryptographic module, that specifications provided by
vendor documentation are consistent with the actual design of the cryptographic module.

AS05.05: (Software/Firmware security — Levels 1, 2, 3 and 4)
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For software and firmware modules and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware component of a hybrid
module): A cryptographic mechanism using an approved integrity technique shall be applied to all
software and firmware components within the module’s defined cryptographic boundary in one of the
following ways:

— by the cryptographic module itself; or

— by another validated cryptographic module operating in an approved mode of operation.

Required Vendor Information

VEO05.05.01: The vendor provided documentation shall describe the approved integrity technique, that is
applied to all software and firmware components and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware component of a hybrid'module).
VEO05.05.02: The vendor provided documentation shall specify how the integrity technique‘is applied to all
softwafe and firmware components and the software or firmware component of a hybrid module (except for
the software and firmware components within a disjoint hardware component of a hybrid module) using either
a) a pingle encompassing message authentication code or signature;

or
b) mupltiple disjoint codes or signatures.

VEO05.05.03: The vendor documentation shall describe whether the approved integrity technique is

implenmented either by the cryptographic module itself or by another validated cryptographic module operating
in an gpproved mode of operation.

VEO5.05.04: The vendor provided documentation shall:specify the location of the cryptographic key used in
the infegrity technique. If the approved digital signature is used as the integrity technique, the vendor
documentation shall also specify the location ofthé’private signing key which is used to generate reference
signatdre.

VEO05.05.05: The vendor shall provide a validation certificate for the approved integrity technique as specified
in VEOR.20.01.

Required Test Procedures

TEO05.05.01: The tester shall” verify by inspection of the cryptographic module that an approved integrity
technique is applied to allseftware and firmware components and the software or firmware component of a
hybrid |module (exceptAfor-the software and firmware components within a disjoint hardware component of a
hybrid Jmodule) within.the module.

TEO05.05.02: The\‘tester shall verify that the vendor has provided a validation certificate for the approved
integriy technigue implemented as specified in VE02.20.01.

TEO05.05.03: If the module implements a hash or MAC for the software/firmware integrity test, the tester shall

verify tatthe—verndor documentatiorn of the—softwareffirmwareimtegrity testfutty describesthe—process by
which the hash or MAC is calculated and verified.

TEO05.05.04: If the module implements an approved digital signature for the software/firmware integrity test,
the tester shall verify that the vendor documentation of the software/firmware integrity test includes the
following:

a) Specification of the approved digital signature algorithm implemented.
b) Identification of software and firmware that is protected using the approved digital signatures.

c) Verification that the pre-calculated value of the approved digital signature is included with the software or
firmware.
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d) Verification of the approved digital signature.

e) Failure of the self-test upon failure of the approved digital signature verification.

TEO05.05.05: Even if the approved integrity technique is provided by another validated module, the tester shall
verify that the determination of pass or fail of the software/firmware integrity test is made as specified in

AS10.01.

TEO05.05.06: By checking the code and/or design documentation, the tester shall verify that the

implementation of the software/firmware test is consistent with the information provided under AS05.p5 and
AS05.08.

TEO05.05.07: The tester shall modify the cryptographic software and firmware components. This tést is failed if
the integrity mechanisms do not detect the modifications.

ASO05.06: (Software/Firmware security — Levels 1, 2, 3 and 4)

For software and firmware components of a hardware cryptographic module and the software or
firmware components within a disjoint hardware component of a hybrid/cryptographic module: A
cryptographic mechanism using an approved integrity technique~or an error detection| code
(EDC) shall be applied to all software and firmware components within the hardware module’s defined
cryptographic boundary or within disjoint hardware components of/the hybrid module.

Required Vendor Information

VEO05.06.01: The vendor provided documentation shall deSefibe the approved integrity technique gr error
detection code that is applied to all software and firmware components of a hardware cryptographic module
and the software or firmware components within a disjeint hardware component of a hybrid cryptographic
module.

VE05.06.02: The vendor provided documentation shall specify how the approved integrity technique qr error
detection code is applied to all software and*firmware components of a hardware cryptographic modyle and
the software or firmware components withint@ disjoint hardware component of a hybrid cryptographic mgdule.

VEO05.06.03: If the module implements:an error detection code, the vendor shall provide the documentation
required under VE05.07.01.

VEO05.06.04: If the cryptographicmodule implements an approved integrity technique for the integrity test, the
vendor provided documentation shall provide information required under VEO05.05.02, VE05.05.04 and
VEO05.05.05.

Required Test Procedures

TEO05.06.01: The tester shall verify by inspection of the cryptographic module that an approved iptegrity
technigque er\error detection code is applied to all software and firmware components of a hajdware
cryptographic module and all software or firmware components within a disjoint hardware componefnt of a
hybrid-Cryptographic module.

TEQ5.06.02: If the module implements an error detection code, the tester shall follow procedures required
under TEQ5 07.01

TEO05.06.03: If the module implements a hash or MAC for the software/firmware integrity test, the tester shall
follow procedures required under TE05.05.03.

TEO05.06.04: If the module implements an approved digital signature for the software/firmware integrity test,
the tester shall follow procedures required under TE05.05.04.

TEO05.06.05: By checking the code and/or design documentation, the tester shall verify that the
implementation of the software/firmware test is consistent with the information provided under AS05.06
through AS05.08.

TEO05.06.06: The tester shall modify the cryptographic software and firmware components. This test is failed if
the integrity mechanisms do not detect the modifications.
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ASO05.07: (Software/Firmware security — Levels 1, 2, 3 and 4)

If an E

DC is used, the EDC shall be at least 16 bits in length.

Required Vendor Information

VE05.07.01: The vendor shall provide the specification of the error detection code used within the module.

This m

echanism shall be an error detection code of at least 16 bits in length. The vendor shall provide:

a) dgscriptionmof EDCTatcutatiom atgorithm,

b) c4g
c) de
1)
2)
3)
Requi
TEO05.(
inspec
a) th
b) th
1)
2)
3)
ASO05.
If the
verifie

Requi

VEO5.
mecha
(see A

Requi

Iculation of the EDCs when the software and firmware is installed,

scription of verification process,
recalculation of the EDCs when the self-test is initiated,
comparison of the stored EDC against the recalculated EDC,
expected outputs for success or failure of test.

red Test Procedures

7.01: The tester shall verify that the error detection code is at.least 16 bits in length and verify by
lion that the following information is provided:

e implementation of the EDC calculation algorithm,

b verification process,

recalculation of the EDCs when the self-test is.nitiated,
comparison of the stored EDC against the.fécalculated EDC, and
the expected outputs for success or-failure of test.

D8: (Software/Firmware security > Levels 1, 2, 3 and 4)

integrity test fails (i.e. thelcalculated result is not successfully verified or the EDC cannot be
d depending on the module type), the module shall enter the error state.

red Vendor Information

D8.01: The vendor shall provide the specification of the integrity test of Software/firmware. This
nism shall be-an approved integrity technique or an error detection code depending on the module type
505.05 and*AS05.06).

'ed Test Procedures

TEO05.08.0T: The tester shall verify that if the integrity test fails, the module enters the error state.

TEO05.08.02: The tester shall verify that any temporary values generated during the integrity test are zeroised
upon completion of the integrity test.

ASO05.09: (Software/Firmware security — Levels 1, 2, 3 and 4)

The approved integrity technique may consist of a single encompassing message authentication code
or signature, or multiple disjoint authentication codes or signatures of which failure of any disjoint
authentication code or signature shall cause the module to enter the error state.

NOTE
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ASO05.10: (Software/Firmware security — Levels 1, 2, 3 and 4)

The temporary value(s) generated during the integrity test of the module’s software or firmware shall

be zeroised from the module upon completion of the integrity test.
NOTE This assertion is not separately tested. Tested as part of AS05.08.

ASO05.11: (Software/Firmware security — Levels 1, 2, 3 and 4)

AT operator shatt e atte to perfornT the imtegrity test o germand-via am AV SEMITHSMEo
service {ISO/IEC 19790:2012/Cor.1:2015 subclause} (7.3.2).

Required Vendor Information

VE05.11.01: The vendor documentation shall describe the way to perform the integrity testjon demand
HMI, SFMI, HSMI or HFMI service.

Required Test Procedures

TEO05.11.01: The tester shall verify that the integrity test can be performedyidban HMI, SFMI, HSMI o
service on demand.

TEO05.11.02: The tester shall verify by inspection of the module thatthe integrity of all software and fir
components within the module is tested during the integrity test callable on demand.

ASO05.12: (Software/Firmware security — Levels 1, 2, 3 and4)
All data and control inputs, and data, control)and status outputs (specified in {I9
19790:2012/Cor.1:2015 subclause} 7.3.3) of the{ cryptographic module and services ({IS
19790:2012/Cor.1:2015 subclause}7.4.3) shall be directed through a defined HMI, SFMI, HFMI or H

Required Vendor Information

VEO05.12.01: The vendor documentation réquirement is specified under VE05.16.01 and 6.3.1, 6.3,
6.4.3 of this International Standard.

Required Test Procedures
TEO05.12.01: The tester shall-verify that the vendor documentation specifies the following:

— total set of commands used to request the services of the cryptographic module, including para]
that enter or leave the module's cryptographic boundary as part of the requested service.

TEO05.12.02: Thetester shall verify by inspection and from the vendor documentation that all data and
inputs, andwdata, control and status outputs (specified in 7.3.3 of ISO/IEC 19790:2012/Cor.1:2015)
cryptographic module and services (specified in 7.4.3 of ISO/IEC 19790:2012/Cor.1:2015) pass throug
the defined HMI, SFMI, HFMI or HSMI.

AS05.13: (Software/Firmware security — Levels 1, 2, 3 and 4)

HFEMI

via an

HFMI

mware

bO/IEC
O/IEC
ISMI.

3, and

meters

control
of the
h only

If the software or firmware that is loaded is associated, bound, modifies or is an executable requisite
of the validated module, then the software/firmware load test is applicable and shall be performed by

the validated module with the following exceptions:

— The cryptographic module is a software module and the loaded software image is a complete

image replacement or overlay of the validated module.

— The cryptographic module is a firmware module of physical Security Level 1 and the |
firmware image is a complete image replacement or overlay of the validated module.

oaded

— The cryptographic module is a hybrid software module and the loaded software image is a

complete image replacement or overlay of the disjoint software components.
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The cryptographic module is a hybrid firmware module of physical Security Level 1 and the
loaded firmware image is a complete image replacement or overlay of the disjoint firmware
components.

Required Vendor Information

VEO05.13.01: The vendor shall provide a specification of software/firmware loading processes, including:

the type(s) of software/firmware loading processes

a)
1)
2)
b) th
c) ex
d) e
s
e) e
s
VEO5.
validat
Requi
TEO5.]

adding software and firmware components

updating existing software and firmware components

b location where newly loaded software and firmware components are stored,

isting software/firmware/hardware components to enforce the software/firmware loading;

isting software/firmware components which will be affected, modified or replaced as a result of
ftware/firmware loading,

isting software/firmware components which will be neither affected, modified nor replaced as a result of
ftware/firmware loading.

| 3.02: The vendor shall provide the specification of the software/firmware load test performed by the
ed module.

‘ed Test Procedures

13.01: The tester shall determine, by inspection“and from the vendor documentation, whether the

cryptographic module has a capability of loading softwate-or firmware.

TEOS5.]
tester

loading
compd

TEO05.]
softwa

TEOS5.]
securit
replacq

TEO5.]
replacs
perforn

TEO05.]

role h

13.02: If the cryptographic module has a capability of loading any software or firmware components, the
shall determine, by inspection and from the vendor documentation, the type(s) of software/firmware
) whether additional software and firmyare components are loaded, or existing software and firmware
nents are updated.

13.03: If additional software.and firmware components are loaded, the tester shall verify that the
Fe/firmware load test is perfofmed with the software/firmware loading.

13.04: The tester shall” determine, by inspection and from the vendor documentation, whether any
y relevant componénts are included in the existing components which will be affected, modified or
bd as a result of software/firmware loading.

| 3.05: If any,Security relevant components are included in the existing components affected, modified or
bd as a result of software/firmware loading, the tester shall verify that the software/firmware load test is
hed with.the software/firmware loading.

| 3:06: The tester shall verify, by inspection and from the vendor documentation, that a Crypto Officer

o L (e v i Lo 1 (M
S WU DT ASSUTTIEU LU YETTUTTIT SUNRWAITrImwvare 1oauttly.

TEO05.13.07: By checking the code and/or design documentation, the tester shall verify that the
implementation of the software/firmware loading is consistent with the information provided under VE05.13.01.

TEO05.13.08: The tester shall verify the implementation of the software/firmware load test under TE04.28.01,
TE04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04.35.02.

AS05.14: (Software/Firmware security — Levels 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 2.

NOTE
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ASO05.15: (Software/Firmware security — Levels 2, 3 and 4)

The software and firmware components of a cryptographic module shall only include code that is in
executable form (e.g. no source code, object code or just-in-time compiled code).

Required Vendor Information

VEO05.15.01: The vendor shall provide software and firmware description with the executable form used.

Requirted TeSt PTOCEdUTES

TEO05.15.01: The tester shall verify, by inspection and from the vendor documentation, that the {docurpented
executable form does not require further compilation, and that there is no dynamically modified cade.

TEO05.15.02: The tester shall verify, by inspection and from the vendor documentation, that the docurmented
executable form is used for each software/firmware components.

ASO05.16: (Software/Firmware security — Levels 2, 3 and 4)

There shall be no services via the HMI, SFMI, HFMI or HSMI interface to‘allow the operator to eamine
the executable code.

Required Vendor Information

VEO05.16.01: The vendor shall provide specification of HMI, SFMI,\ HFMI, or HSMI services.
Required Test Procedures

TEO05.16.01: The tester shall verify the vendor documeénted specification of services.

TEO05.16.02: The tester shall verify from the vendor documentation that the services do not allow the operator
to examine the executable code.

TEO05.16.03: The tester shall test the services to verify that the operator cannot examine the executable|code.

AS05.17: (Software/Firmware security — Levels 2, 3 and 4)

For software and firmware modules and the software or firmware component of a hybrid module for
Security Level 2 (except™fer the software and firmware components within a disjoint hafdware
component of a hybridimodule): An approved digital signature or keyed message authent’lf:ation
code shall be applied-to all software and firmware within the module’s defined cryptographic
boundary.

Required VendorInformation

VEO05.17.01:>The vendor shall provide documentation that identifies the technique used to maintain the
integrity_of the cryptographic software and firmware components.

Required Test Procedures

TEO05.17.01: The tester shall verify that the information specified in VE05.17.01 is included. If this information
is not included, then this assertion fails.

TEO05.17.02: The tester shall attempt to corrupt the cryptographic software and firmware components. If the
integrity is maintained, this test is failed.

ASO05.18: (Software/Firmware security — Levels 2, 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the error
State.

NOTE This assertion is not separately tested. Tested as part of AS05.17.
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ASO05.19: (Software/Firmware security — Levels 3 and 4)

In addition to the requirements of Security Levels 1 and 2, the following requirements shall apply to
software and firmware modules and the software or firmware component of a hybrid module for
Security Levels 3 and 4 (except for the software and firmware components within a disjoint hardware
component of a hybrid module).

NOTE This assertion is not separately tested. Tested as part of AS05.20 through AS05.23.

ASOS5.pO0T(Software/FiTmware Security — Levels 3 and 4)

A cryptographic mechanism using an approved digital signature shall be applied to all software.and
firmware components within the module’s defined cryptographic boundary.

Requifred Vendor Information

VEO05.20.01: The vendor shall provide documentation of the approved digital signature mechanism.

Required Test Procedures

TEO05.20.01: The tester shall verify by inspection of the cryptographic module that'a cryptographic mechanism
using @an approved digital signature mechanism is applied to all software and firmware components within the
modulg's defined cryptographic boundary.

ASO05.21: (Software/Firmware security — Levels 3 and 4)

If the falculated result is not successfully verified, the test fails’and the module shall enter the error
state.

NOTE This assertion is not separately tested. Tested as part)0f/AS05.17.
ASO05.22: (Software/Firmware security — Levels 3 and 4)

The digital signature technique may consist«of*a single encompassing signature or multiple disjoint
signatjures of which failure of any disjoint signature shall cause the module to enter the error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05.

ASO05.23: (Software/Firmware security — Levels 3 and 4)

The pirivate signing key shall reside outside the module.

Required Vendor Information

VE05.23.01: The vendor documentation requirement is specified under VE05.05.04. The vendor design shall
ensurg that the pfivate signing key for generating reference signature does not reside within the cryptographic

module boundary!

Required, Test Procedures

TEO05.23.01: The tester shall verify, by inspection and from the vendor documentation, that the private signing
key does not reside within the cryptographic boundary.

6.6 Operational environment

6.6.1 Operational environment general requirements
AS06.01: (Operational environment — Levels 1 and 2)

If the operational environment is non-modifiable or a limited operational environment, only the
operating system requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.6.2 shall apply.
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NOTE This assertion is not separately tested. It is tested as part of AS06.04.
AS06.02: (Operational environment — Levels 1 and 2)

If the operational environment is a modifiable operational environment, the operating system
requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.6.3 shall apply.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 through AS06.29 as applicable.

AS06.03(Operationat enviTomment — Levelrs Tanad2)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.6 shall
be provided.

Required Vendor Information

VE06.03.01: The vendor shall provide the documentation requirements as specified in A.2.6 of 1$O/IEC
19790:2012/Cor.1:2015.

Required Test Procedures

TEO06.03.01: The tester shall verify that the vendor provides documentation as specified in A.2.6 of I$O/IEC
19790:2012/Cor.1:2015.

6.6.2 Operating system requirements for limited or non-modifiable operational environments
AS06.04: (Operational environment — Level 1)

The requirements in {ISO/IEC 19790:2012/Cor:2015 subclause} 7.6.3 Security Level 1 shall be
applicable if the module is Security Level 1 in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.7.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 through AS06.08.

6.6.3 Operating system requirements for modifiable operational environments

NOTE The requirements AS06.05 through AS06.29 apply to the operating system or operating environment as
applicable.

ASO06.05: (Operational ghvironment — Levels 1 and 2)
Each instance of a cryptographic module shall have control over its own SSPs.

NOTE 1 Each instance of a cryptographic module controls its own SSPs and are not owned or controlled by ¢xternal
processes/operators.

NOTE 2( ") This requirement cannot be enforced by administrative documentation and procedures, but must be epforced
by the-eryptographic module itself.

Required Vendor Information

VE06.05.01: The vendor shall provide a description of the operating system mechanism used to ensure that
each instance of a cryptographic module has control over its own SSPs while the cryptographic process is in
use.

Required Test Procedures

TEO06.05.01: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that each instance of a cryptographic module has control over its own SSPs while the cryptographic module is
in use.

TEO06.05.02: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that the requirement shall be enforced by the cryptographic module itself.
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TEO06.05.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same or another tester shall
attempt to gain unauthorised access to secret and private keys, intermediate key generation values, and other
SSPs which are under the control of the cryptographic module.

ASO06.06: (Operational environment — Levels 1 and 2)

The operational environment shall provide the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of

SSPs [fegardless 1T this data IS In the process memory or stored on persistent storage within the
operational environment.

Required Vendor Information

VE06.06.01: The vendor shall provide a description of the operational environment mechanism used to
provid¢ the capability to separate individual application processes from each other in order to prevent
unconfrolled access to CSPs and uncontrolled modifications of SSPs regardless if this data\is'in the process
memoty or stored on persistent storage within the operational environment.

Required Test Procedures

TE06.06.01: The tester shall verify, from the vendor documentation and by |inspection of the operational
enviropnment mechanism used that it provides the capability to separate individual application processes from
each pther in order to prevent uncontrolled access to CSPs and .uncontrolled modifications of SSPs
regardless if this data is in the process memory or stored on pefsistent storage within the operational
enviropment.

TE06.06.02: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functionS\are executing, the same or another tester shall
attempt to gain access to CSPs and perform modifications of SSPs regardless if this data is in the process
memoly or stored on persistent storage within the operational environment.

ASO06.p7: (Operational environment — Levels land 2)

Restriftions to the configuration of the operational environment shall be documented in the security
policy|of the cryptographic module.

Required Vendor Information

VE06.07.01: The vendor shall pravide documentation which provides a description of any restrictions to the
operat|onal environment.

Required Test Procedures

TEO06.(07.01: Thedester shall verify that any restrictions to the operational environment are documented in the
Security Policy!

AS06.p8(Operational environment — Levels 1 and 2)

Processes that are spawned by the cryptographic module shall be owned by the module and are not
owned by external processes/operators.

NOTE This requirement cannot be enforced by administrative documentation and procedures, but must be enforced
by the cryptographic module itself.

Required Vendor Information
VE06.08.01: The vendor shall provide a description of the operating system mechanism used to ensure that
processes that are spawned by the cryptographic module are owned by the module and are not owned by

external processes/operators.

Required Test Procedures
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TEO06.08.01: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that processes that are spawned by the cryptographic module are owned by the module and are not owned by
external processes/operators.

TEO06.08.02: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that the requirement shall be enforced by the cryptographic module itself.

TEO06.08.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same or another tester shall

attempt to gain ownership of a spawned cryptographic process that is owned by a cryptographic module from
either a separate external process or operator.

AS06.09: (Operational environment — Level 2)

For Security Level 2 an operating environment shall meet the following requirements or as allowed by
the validation authority.

NOTE 1 If the operating environment requirements are not specified by a validation authority, the assertion is t¢sted in
AS06.10 through AS06.29.

NOTE 2  If the operating environment requirements are specified by a validation ‘authority, the assertion is tegted as
follows.

Required Vendor Information

VE06.09.01: The vendor shall provide documentation wthich provides a description of the opgrating
environment.

VE06.09.02: The vendor shall provide documentation~éomparing the operating environment with the opgrating
environment allowed by the validation authority.

Required Test Procedures

TEO06.09.01: The tester shall verify that\the vendor documentation provides a description of the opgrating
system.

TEO06.09.02: The tester shall verify by inspection of the operating system that it matches the vendor provided
description of the operating system.

TEO06.09.03: The tester shall verify by inspection of the operating system and the vendor provided desgription
of the operating system.that it is allowed by the validation authority.

AS06.10: (Operational environment — Level 2)

All cryptographic software, SSPs, and control and status information shall be under the contro| of an
operating" system that implements either role-based access controls or, at the minimpm, a
discretionary access control with robust mechanism of defining new groups and assigning restrictive
permissions for example through access control lists (ACLs), and with the capability of assjgning
edch user to more than one group.

Required Vendor Information

VE06.10.01: The vendor shall provide operating system documentation which provides a description of the
operating system control mechanisms which implements either role-based access controls or, at the minimum,
a discretionary access control with robust mechanism of defining new groups and assigning restrictive
permissions for example through access control lists (ACLs), and with the capability of assigning each user to
more than one group.

Required Test Procedures

TEO06.10.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system implements either role-based access controls or, at the
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minimum, a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions for example through access control lists (ACLs), and with the capability of assigning
each user to more than one group.

TE06.10.02: The tester shall configure the operating systems role-based access controls or discretionary
access controls to give permissions to a specific user or group. The tester, assuming a permitted user or
group role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has
authorised access.

TEO06.10.03: The tester shall configure the operafing systems role-based access conirols or discretionary
accesg controls to give permissions to a specific user or group. The tester, assuming a different user or group
role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has unautherised
access.

AS06.11: (Operational environment — Level 2)

The operating system shall be configured to protect against unauthorised executior;” modification,
and rgading of SSPs, control and status data.

Required Vendor Information

VE06.11.01: The vendor shall provide operating system documentation which|provides a description of the
operat|ng system control mechanisms which can be configured to protect_against unauthorised execution,
modifi¢ation, and reading of SSPs, control and status data.

Required Test Procedures

TE06.11.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system can be configured to protect against unauthorised execution,
modifi¢ation, and reading of SSPs, control and status datéa

TE06.11.02: The tester shall configure the operating system to protect against unauthorised execution,
modifi¢ation, and reading of SSPs, control and status data. During execution of a cryptographic process, the
tester ghall attempt to execute, modify or read, SSPs, control or status data which the tester has authorised
access.

TE06.11.03: The tester shall configuré)the operating system to protect against unauthorised execution,
modifi¢ation, and reading of SSPs, eontrol and status data. During execution of a cryptographic process, the
tester shall attempt to execute, mqdify or read SSPs, control or status data which the tester has unauthorised
access.

ASO06.12: (Operational environment — Level 2)

{To prjotect plaintext data, cryptographic software, SSPs, and authentication data, the access control
mechanisms of the-operating system} shall be configured to define and enforce the set of roles or the
groupp and theiytassociated restrictive permissions that have exclusive rights to execute the stored
cryptggraphiessoftware.

RequiredWendor Information

VE06.12.01: The vendor shall provide operating system documentation which provides a description of how
the access control mechanisms of the operating system are configured to define and enforce the set of roles
or the groups and their associated restrictive permissions that have exclusive rights to execute the stored
cryptographic software.

Required Test Procedures
TE06.12.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of roles or the

groups and their associated restrictive permissions that have exclusive rights to execute the stored
cryptographic software.
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TE06.12.02: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to execute the
stored cryptographic software. The tester shall verify that they have exclusive rights to execute the stored
cryptographic software.

TEO06.12.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to not give exclusive rights to execute the
stored cryptographic software. The tester shall verify that they do not have exclusive rights to execute the
stored cryptographic software.

AS06.13: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the,access qontrol
mechanisms of the operating system} shall be configured to define and enforce the set of roles|or the
groups and their associated restrictive permissions that have exclusive rights to_modify (i.e.,| write,
replace, and delete) the following cryptographic module software stored within’ the cryptographic
boundary: cryptographic programs, cryptographic data (e.g. cryptographic. audit data), SSP§, and
plaintext data.

Required Vendor Information

VE06.13.01: The vendor shall provide operating system documentation which provides a description pf how
the access control mechanisms of the operating system are configured to define and enforce the set af roles
or the groups and their associated restrictive permissions thatshave exclusive rights to modify (i.e.| write,
replace, and delete) the following cryptographic module software stored within the cryptographic boyndary:
cryptographic programs, cryptographic data (e.g. cryptographic audit data), SSPs, and plaintext data.

Required Test Procedures

TEO06.13.01: The tester shall verify that the vendor ‘documentation, and by inspection of operating system
control mechanisms, that the operating systemvis configured to define and enforce the set of roles|or the
groups and their associated restrictive permissions that have exclusive rights to modify (i.e., write, r¢place,
and delete) the following cryptographie.“module software stored within the cryptographic boundary:
cryptographic programs, cryptographic data (e.g. cryptographic audit data), SSPs, and plaintext data.

TEO06.13.02: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and theiryassociated restrictive permissions to give exclusive rights to exectite the
stored cryptographic software. The tester shall verify that they have exclusive rights to modify (i.e.| write,
replace, and delete) the following cryptographic module software stored within the cryptographic boyndary:
cryptographic programs.cfyptographic data (e.g. cryptographic audit data), SSPs, and plaintext data.

TEO06.13.03: Thetester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to not give exclusive rights to modify (i.e.,
write, replace, .and delete) the following cryptographic module software stored within the cryptographic
boundaryzcryptographic programs, cryptographic data (e.g. cryptographic audit data), SSPs, and plaintext
data. Thejtester shall verify that they do not have exclusive rights to modify (i.e., write, replace, and delgte) the
following cryptographic module software stored within the cryptographic boundary: cryptographic programs,
cryptographic data (e.g. cryptographic audit data), SSPs, and plaintext data.

AS06.14: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access control
mechanisms of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to read cryptographic
data (e.g. cryptographic audit data), CSPs, and plaintext data.

Required Vendor Information

VE06.14.01: The vendor shall provide operating system documentation which provides a description of how
the access control mechanisms of the operating system are configured to define and enforce the set of roles
or the groups and their associated restrictive permissions that have exclusive rights to read cryptographic data
(e.g. cryptographic audit data), CSPs, and plaintext data.
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Required Test Procedures

TE06.14.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to read cryptographic data (e.g.
cryptographic audit data), CSPs, and plaintext data.

TEO06.14.02:; The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to read

crypto§raphic data (e.g. cryptographic audit data), CSPs, and plaintext data.

TEO06.14.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of rolgs or the groups and their associated restrictive permissions to not give exclusive rightspto'read
cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data. The tester shall verify-that they
do not| have exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs, 'and plaintext
data.

ASO06.15: (Operational environment — Level 2)
{To priotect plaintext data, cryptographic software, SSPs, and authentication<data, the access control

mechanisms of the operating system} shall be configured to define and enforce the set of roles or the
groupp and their associated restrictive permissions that have exclusive rights to enter SSPs.

Required Vendor Information

VE06.15.01: The vendor shall provide operating system documentation which provides a description of how
the acgess control mechanisms of the operating system are configured to define and enforce the set of roles
or the groups and their associated restrictive permissions that/have exclusive rights to enter SSPs.

Required Test Procedures

TE06.15.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating systemsis‘configured to define and enforce the set of roles or the

groupq and their associated restrictive permissions that have exclusive rights to enter SSPs.

TE06.15.02: The tester shall configure the-gperating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to enter SSPs.

TEO06.15.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of rolep or the groups and their\associated restrictive permissions to not give exclusive rights to enter SSPs.
The tepter shall verify that they do not have exclusive rights to enter SSPs.

ASO06.16: (Operational environment — Level 2)

The following specifications shall be consistent with the roles or designated groups’ rights and
services as defined in the security policy.

NOTE This assertion is not separately tested. It is tested as part of AS06.17 through AS06.20.

AS06.17: (Operational environment — Level 2)

When not supporting a maintenance role, the operating system shall prevent all operators and
running processes from modifying running cryptographic processes (i.e., loaded and executing
cryptographic program images).

Required Vendor Information

VEO06.17.01: The vendor shall provide operating system documentation which provides a description of how

the operating system prevents all operators and running processes from modifying running cryptographic
processes (i.e., loaded and executing cryptographic program images) when not in maintenance mode.
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VE06.17.02: The specifications of how the operating system prevents all operators and running processes
from modifying running cryptographic processes (i.e., loaded and executing cryptographic program images)
when not in maintenance mode shall be consistent with the roles or designated groups’ rights and services as
defined in the Security Policy.

Required Test Procedures

TEO06.17.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to prevent all operators and running processes

from modifying running cryptographic processes (i.e., loaded and execufing cryptographic program ihages)
when not in maintenance mode.

TEO06.17.02: The tester shall verify that the roles or designated groups’ rights and services as défined in the
Security Policy is consistent with how the operating system is configured to prevent all operators and nunning
processes from modifying running cryptographic processes (i.e., loaded and executing cryptographic pfogram
images) when not in maintenance mode.

TEO06.17.03: The tester shall configure the operating system control mechanisms\to prevent all operatqrs and
running processes from modifying running cryptographic processes (i.e., loaded'and executing cryptographic
program images) when not in maintenance mode. The tester shall assume~an operator role and verlfy that
they are prevented from modifying running cryptographic processes (i.e.jloaded and executing cryptographic
program images) when not in maintenance mode. The tester shall verify|that running processes are prejvented
from modifying running cryptographic processes (i.e., loaded and. éxecuting cryptographic program irpages)
when not in maintenance mode.

AS06.18: (Operational environment — Level 2)

The operating system shall prevent processes in user role or user groups from gaining either rpad or
write access to SSPs owned by other processes@nd to system SSPs.

Required Vendor Information

VE06.18.01: The vendor shall provide operating system documentation which provides a description pf how
the operating system prevents processes'in user roles or user groups from gaining either read or write access
to SSPs owned by other processes and to system SSPs.

VE06.18.02: The specifications. 0f how the operating system prevents processes in user roles or user groups
from gaining either read or \write access to SSPs owned by other processes and to system SSPs shall be
consistent with the roles ordesignated groups’ rights and services as defined in the Security Policy.

Required Test Procedures

TEO06.18.01: The,tester shall verify that the vendor documentation, and by inspection of operating $ystem
control mechanisms, that the operating system is configured to prevent processes in user roles or user groups
from gaining €ither read or write access to SSPs owned by other processes and to system SSPs.

TEQ06:18.02: The tester shall verify that the roles or designated groups’ rights and services as defined in the
Security Policy is consistent with how the operating system is configured to prevent processes in user rples or
user groups from gaining either read or write access to SSPs owned by other processes and to system SSPs.

TEO06.18.03: The tester shall configure the operating system control mechanisms to prevent processes in user
roles or user groups from gaining either read or write access to SSPs owned by other processes and to
system SSPs. The tester shall verify that running processes in user roles or user groups are prevented from
gaining either read or write access to SSPs owned by other processes and to system SSPs.

AS06.19: (Operational environment — Level 2)

The configuration of the operating system that meets the above requirements {AS06.16 through
AS06.18} shall be specified in the Administrator Guidance.

Required Vendor Information
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VE06.19.01: The vendor shall provide the Administrator Guidance documents which provides a description of
how the operating system is configured to meet the requirements in AS06.16 through AS06.18.

Required Test Procedures

TE06.19.01: The tester shall verify that the vendor provided Administrator Guidance documents provide a
description of how the operating system is configured to meet the requirements in AS06.16 through AS06.18.

ASO06.20: (Operational environment — Level 2)

The Administrator Guidance shall state that the operating system must be configured as specified
{AS06{16 through AS06.18} for the module contents to be considered protected.

Requifed Vendor Information

VEO06.20.01: The vendor shall provide the Administrator Guidance documents which state that-the operating
system shall be configured as specified AS06.16 through AS06.18 for the module contents to be considered
protected.

Required Test Procedures

TEO06.20.01: The tester shall verify that the vendor provided Administrator Guidance documents state that the
operat|ng system shall be configured as specified AS06.16 through AS06.18 for the module contents to be
considered protected.

ASO06.21: (Operational environment — Level 2)

The identification and authentication mechanism to the operating system shall meet the requirements
of {ISQ/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3 andbe'specified in the module's security policy.

NOTE This assertion is not separately tested. Tested as\part of AS06.24 through AS06.28.
AS06.22: (Operational environment — Level 2)

All cryptographic software, SSPs, contrel~and status information shall be under the control of {an
operating system which shall have, at aminimum, the following attributes.}

NOTE This assertion is not separately tested. Tested as part of AS06.24 through AS06.28.
ASO06.23: (Operational environment — Level 2)

{All cnyptographic software, SSPs, control and status information shall be under the control of} an
operating system whijeh-shall have, at a minimum, the following attributes.

NOTE This assertjon is not separately tested. Tested as part of AS06.24 through AS06.28.
AS06.24: (Operational environment — Level 2)

The operating system shall provide an audit mechanism with the date and time of each audited event.

NOTE An assumption of this assertion is that the cryptographic module is using the audit mechanism provided by the
operating system to audit the identified events. It is insufficient for the cryptographic module software to use another file
as its audit log, no matter how well protected.

Required Vendor Information

VE06.24.01: The vendor shall provide operating system documentation which provides a description of the
audit mechanism provided by the operating system and how each event is marked with the date and time.

Required Test Procedures
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TEO06.24.01: The tester shall verify that the vendor documentation, and by inspection of operating system, that
an audit mechanism is provided and that each event is marked with the date and time.

AS06.25: (Operational environment — Level 2)

The cryptographic module shall not include SSPs as part of any audit record.

Required Vendor Information

VEO06.25.01: The vendor shall provide operafing system documentation which provides a description| of the
cryptographic module's services that provide audit records to the audit mechanism of the operating system.

Required Test Procedures
TEO06.25.01: The tester shall verify that the vendor documentation, and by inspection 'ofl the cryptographic
module's services that provide audit records to the audit mechanism of the operating system that no SSPs are

provided in the audit records.

TE06.25.02: The tester shall execute the module's services that provide audit records and examine the
operating system audit logs to verify that no SSPs were provided.

AS06.26: (Operational environment — Level 2)

The cryptographic module shall provide the following eventsto be recorded by the audit mechanism
of the operating system:

— modifications, accesses, deletions, and additions-of cryptographic data and SSPs;
— attempts to provide invalid input for Crypto.©fficer functions;

— addition or deletion of an operator to andfrom a Crypto Officer role (if those roles are managed by
the cryptographic module);

— the use of a security-relevant Crypto Officer function;
— requests to access authentication data associated with the cryptographic module;

— the use of an authentication mechanism (e.g. login) associated with the cryptographic mpdule;
and

— explicit requests to assume a Crypto Officer role.
Required Vendor Information

VE06.26:01: The vendor shall provide operating system documentation which provides a description| of the
cryptographic module events that are provided and recorded by the audit mechanism of the operating system.

Réquired Test Procedures

TEO06.26.01: The tester shall verify that the vendor documentation, and by inspection of the cryptographic
module's services that provide audit event records to the audit mechanism of the operating system, that the
list of events specified in AS06.26 {modifications, accesses, deletions, and additions of cryptographic data and
SSPs; attempts to provide invalid input for Crypto Officer functions; addition or deletion of an operator to and
from a Crypto Officer role (if those roles are managed by the cryptographic module); the use of a security-
relevant Crypto Officer function; requests to access authentication data associated with the cryptographic
module; the use of an authentication mechanism (e.g. login) associated with the cryptographic module; and
explicit requests to assume a Crypto Officer role} are provided by the cryptographic module for event
recording.

TEO06.26.02: The tester shall execute the module's services that provide audit event records and examine the
operating system audit logs to verify that the events in AS06.26 {modifications, accesses, deletions, and
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additions of cryptographic data and SSPs; attempts to provide invalid input for Crypto Officer functions;
addition or deletion of an operator to and from a Crypto Officer role (if those roles are managed by the
cryptographic module); the use of a security-relevant Crypto Officer function; requests to access
authentication data associated with the cryptographic module; the use of an authentication mechanism (e.g.
login) associated with the cryptographic module; and explicit requests to assume a Crypto Officer role} were
recorded.

NOTE The tester DOES NOT have to test the audit mechanism provided by the operating system and identified by
the vendor.

ASO06.27: (Operational environment — Level 2)

The audit mechanism of the operating system shall be capable of auditing the following operating
system related events:

— al| operator read or write accesses to audit data stored in the audit trail;
— agcess to files used by the cryptographic module to store cryptographic data,dr'SSPs;

— addition or deletion of an operator to and from a Crypto Officer role (if thoseroles are managed by
operational environment);

— reguests to use authentication data management mechanisms;

— attempts to use the trusted channel function and whether the request was granted, when trusted
channel is supported at this security level; and

— identification of the initiator and target of a trusted channel, when trusted channel is supported at
thiis security level.

Required Vendor Information

VE06.27.01: The vendor shall provide operating<system documentation which provides a description of the
operat|ng system events that are provided and.tecorded by the audit mechanism of the operating system.

Required Test Procedures

TE06.27.01: The tester shall verify that the vendor documentation, and by inspection of the operating system
documentation, that the operating'system provides the list of events specified in AS06.27 {all operator read or
write aiccesses to audit data stored in the audit trail; access to files used by the cryptographic module to store
cryptographic data or SSPs;‘addition or deletion of an operator to and from a Crypto Officer role (if those roles
are managed by operational environment); requests to use authentication data management mechanisms;
attempts to use the trusted channel function and whether the request was granted, when trusted channel is
suppolted at this security level; and identification of the initiator and target of a trusted channel, when trusted
channgl is supported at this security level} as audit event records to the audit mechanism of the operating
systen.

TEO06.27<02:"The tester shall execute the cryptographic module's services to verify that the operating system
eventsLintASQ6 27 {all operator read or write accesses to audit data stored in the audit trail: access to files

used by the cryptographic module to store cryptographic data or SSPs; addition or deletion of an operator to
and from a Crypto Officer role (if those roles are managed by operational environment); requests to use
authentication data management mechanisms; attempts to use the trusted channel function and whether the
request was granted, when trusted channel is supported at this security level; and identification of the initiator
and target of a trusted channel, when trusted channel is supported at this security level} were recorded.

NOTE The tester DOES NOT have to test the audit mechanism provided by the operating system and identified by
the vendor.

AS06.28: (Operational environment — Level 2)
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The operating system shall be configured to prevent operators other than those with the privileges
identified in the Security Policy from modifying cryptographic module software and audit data stored
within the operational environment of the cryptographic module.

Required Vendor Information
VE06.28.01: The vendor shall provide operating system documentation that specifies how the operating

system is configured to prevent operators other than those with the privileges identified in the Security Policy
from modifying cryptographic module software and audit data stored within the operational environment of the

cryptographic module.
Required Test Procedures

TEO06.28.01: The tester shall verify that the vendor documentation, and by inspection of.operating $ystem
configuration controls, that the operating system is configured to prevent operators other than those with the
privileges identified in the Security Policy from modifying cryptographic module software-and audit data|stored
within the operational environment of the cryptographic module.

TE06.28.02: The tester shall configure the operating system controls to prevgent operators other thar those
with the privileges identified in the Security Policy from modifying cryptographic module software anfl audit
data stored within the operational environment of the cryptographic module.
TE06.28.03: The tester shall assume the privileges identified in the Security Policy to allow modificatior) of the
cryptographic module software and audit data stored within the Opefational environment of the cryptographic
module and verify that modification can be achieved.
TE06.28.04: The tester shall assume the privileges identified in the Security Policy that do nof allow
modification of the cryptographic module software and’ audit data stored within the operational environrhent of
the cryptographic module and verify that modification ¢annot be achieved.
AS06.29: (Operational environment — Leve| 2)

Only operating systems that are configured to meet the above security requirements {A$06.05
through AS06.28} shall be permitted, at this security level, whether or not the cryptographic npodule
operates in an approved mode of gperation.

NOTE This assertion is not separately tested. Tested as part of AS06.05 through AS06.28.
6.7 Physical security,

6.7.1 Physical security embodiments
AS07.01: (Physical security — Levels 1, 2, 3, and 4)
A cryptegraphic module shall employ physical security mechanisms in order to restrict unauthjorised

physical’access to the contents of the module and to deter unauthorised use or modification [of the
module (including substitution of the entire module) when installed.

chuil Cd ‘VICI IUIUI il IfUI LI} IcltiUll
VEQ07.01.01: The vendor documentation shall describe the applicable physical security mechanisms that are
employed by the module. The contents of the module, including all hardware, firmware, software, and data
(including plaintext CSPs) shall be protected.

Required Test Procedures

TEO07.01.01: The tester shall verify that the vendor documentation describes the applicable physical security
mechanisms that are employed by the module.

TEO07.01.02: The tester shall verify that the physical security mechanisms documented are implemented.
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AS07.02: (Physical security — Levels 1, 2, 3, and 4)

All hardware, software, firmware, and data components and SSPs within the cryptographic
boundary shall be protected.

NOTE This assertion is not separately tested.

AS07.03: (Physical security — Levels 1, 2, 3, and 4)

The rgruiterments of this clause shiattbeappticabte to ardware and - firmware modules, andardware
and fitmware components of hybrid modules.

NOTE This assertion is not separately tested.

AS07.p4: (Physical security — Levels 1, 2, 3, and 4)

The rgquirements of this clause shall be applicable at the defined physical boundary ofithe module.
NOTE This assertion is not separately tested.

ASO07.05: (Physical security — Levels 1, 2, 3, and 4)

Depending on the physical security mechanisms of a cryptographic module, unauthorised attempts at
physigal access, use, or modification shall have a high probability of<being detected:

— subsequent to an attempt by leaving visible signs (i.e., tamperevidence);
and/or
— duiring an access attempt
{and dppropriate immediate actions shall be taken\by the cryptographic module to protect CSPs}.
NOTE This assertion is not separately tested.

AS07.06: (Physical security — Levels 1, 2,3, and 4)

{In cohjunction with AS07.05:} Appropriate immediate actions shall be taken by the cryptographic
module to protect CSPs.

NOTE This assertion is not separately tested.
AS07.07: (Physical seeurity — Levels 1, 2, 3, and 4)

The dpcumentation:requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.7 shall
be prgvided.

NOTE This assertion is not separately tested.

6.7.2 Physical security general requirements

AS07.08: (Physical security — Levels 1, 2, 3, and 4)

The following requirements shall apply to all physical embodiments.
NOTE Tested as part of AS07.09 through AS07.33.

AS07.09: (Physical security — Levels 1, 2, 3, and 4)

Documentation shall specify the physical embodiment and the security level for which the physical
security mechanisms of a cryptographic module are implemented.
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Required Vendor Information

VEO07.09.01: The vendor documentation shall specify the physical embodiment of the module: single-chip
cryptographic module, multiple-chip embedded cryptographic module, or multiple-chip standalone
cryptographic module, as defined in 7.7.1 of ISO/IEC 19790:2012/Cor.1:2015.

The specified physical embodiment shall be consistent with the module physical design. The vendor
documentation shall also state which security level (1 through 4) the module is intended to meet.

Required Test Procedures

TEO07.09.01: The tester shall verify that the vendor identified that the cryptographic modute\is e|ther a
single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in 7.7.1 of
ISO/IEC 19790:2012/Cor.1:2015.

The tester shall perform an independent determination that the physical embodiment satisfies one of the three
criteria specified below. The fundamental determining characteristics of the three physical embodiments and
some common examples are summarised below.

a) Single-chip cryptographic module. Characteristics: A single integrated circuit (IC) chip, used as a
standalone device or physically embedded within some other madule or enclosure that may pot be
physically protected. The single-chip will consist of one die that. may be covered with a uniform eixternal
material such as plastic or ceramic, and external input/output‘connectors. Examples: Single IC| chips,
smart cards with a single IC chip, or other systems with a.Sihgle IC chip to implement cryptographic
functions.

b) Multiple-chip embedded cryptographic module. Chardgcteristics: Two or more IC chips interconnectpd and
physically embedded within some other product or enclosure that may not be physically protected.

c) Multiple-chip standalone cryptographic module. Characteristics: Two or more IC chips interconpected
and physically embedded in an enclosure that is entirely physically protected.

TEO07.09.02: The tester shall verify that the-vendor documentation states which security level the module is
intended to meet. The tester shall perfarm an independent determination of the security level that the module
actually meets.

ASO07.10: (Physical security ~Levels 1, 2, 3, and 4)
Whenever zeroisation isjperformed for physical security purposes, the zeroisation shall occur in a
sufficiently small time\period so as to prevent the recovery of the sensitive data between the time of
detection and the actual zeroisation.

Required VendorInformation

VEQ7.10.01:>The vendor documentation shall specify the response time of the zeroisation after famper
detectian.,

Required Test Procedures

TEO07.10.01: The tester shall verify that the vendor documentation describes the zeroisation response time
after the tamper detection.

TEO07.10.02: The tester shall verify that the zeroisation response mechanism is implemented as specified.
ASO07.11: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorised
individual), then} a maintenance access interface shall be defined.

Required Vendor Information

69


https://iecnorm.com/api/?name=38b026b23d690459667fc85a70df83df

ISO/IEC 24759:2014/Cor.1:2015(E)

VEQ7.11.01: The vendor documentation shall describe the maintenance access interface employed by the
module.

Required Test Procedures
TEO07.11.01: The tester shall verify that the vendor documentation describes the maintenance access interface.

TEO07.11.02: The tester shall verify that the vendor documentation and implementation are consistent.

ASO07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorised
individual), then} the maintenance access interface shall include all physical access paths to the
contemts of the cryptographic module, including any removable covers or doors.

Requifed Vendor Information

VEO07.12.01: The vendor documentation shall specify the maintenance access dfterface, including any
removable covers or doors.

Requifred Test Procedures

TEO07.12.01: The tester shall verify in the vendor documentation that \a“maintenance access interface is
provided, including any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires{physical access to the contents of the module
or if the module is designed to permit physical access{(e.g. by the module vendor or other authorised
individual), then} any removable covers or ,doors included within the maintenance access
interfgce shall be safeguarded using the appropriate physical security mechanisms.

Required Vendor Information

VEO07.13.01: The vendor documentation shall specify a physical protection such that any removable covers or
doors included within the maintenancé)access interface are safeguarded using the appropriate physical
security mechanisms.

Required Test Procedures

TEO07.13.01: The tester shall very that any removable covers or doors included within the maintenance access
interfage are safeguarded-using the appropriate physical security mechanisms.

ASO07.14: (Physical'security — Levels 1, 2, 3, and 4)

The followingrequirements shall apply to all cryptographic modules for Security Level 1.

NOTE Tested as part of AS07.15 through AS07.16.

AS07.15: (Physical security — Levels 1, 2, 3, and 4)

The cryptographic module shall consist of production-grade components that include standard
passivation techniques (e.g. a conformal coating or a sealing coat applied over the module’s circuitry
to protect against environmental or other physical damage).

Required Vendor Information

VEO07.15.01: The module shall consist of standard, production-quality ICs, designed to meet commercial-
grade specifications for power, temperature, reliability, shock and vibration, etc. The module shall use
standard passivation techniques for the entire chip. The vendor documentation shall describe the IC quality.
If an IC is used that is not a standard device, its passivation design shall also be described.
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Required Test Procedures

TEO07.15.01: The tester shall verify by inspection, or from the vendor documentation, that the module contains
standard integrated circuits with a uniform exterior material and standard connectors. The tester shall verify
from the vendor documentation that the chips in the module are commercial grade in regards to power and
voltage ranges, temperature, reliability, and shock and vibration.

TEO07.15.02: The tester shall verify from the vendor documentation that the module has a standard passivation
applied to it. The passivation has to be a sealing coat applied over the chip circuitry to protect it against

ETVITONMENtaor other physical damage. i Standard-passivation 15 ot used, ther the documentation shall
provide information to indicate why it is equivalent to a standard passivation approach.

ASO07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by the
operator or automatically by the cryptographic module.

NOTE  This assertion is tested as part of AS07.10.

AS07.17: (Physical security — Levels 2, 3, and 4)

The following requirement shall apply to all cryptographic modules)for Security Level 2.
NOTE Tested as part of AS07.18 through AS07.20.

AS07.18: (Physical security — Levels 2, 3, and 4)

The cryptographic module shall provide evidence of tampering (e.g. on the cover, enclosure, ang seal)
when physical access to the module is attempted:

NOTE This assertion is tested as part of AS07.34 and AS07.35 for single-chip embodiments, AS07.44 and AS07.45
for multiple-chip embedded embodiments, and ASQ7.62 and AS07.63 for multiple-chip standalone embodiments.

ASO07.19: (Physical security — Levels 2;3; and 4)
The tamper-evident material, coating or enclosure shall either be opaque or translucent within the
visible spectrum (i.e., light of wavelength range of 400nm to 750nm) to prevent the gathening of
information about the internal.eperations of the critical areas of the module.

Required Vendor Information

VEQ07.19.01: The vendor documentation shall specify that the tamper evident material, coating or en¢losure
shall be opaque_ar franslucent within the visible spectrum.

Required Test Procedures

TEO07.19.01: The tester shall verify by inspection and from the vendor documentation that the tamper ¢vident
materjal, coating or enclosure is opaque or translucent within the visible spectrum.

ASQ7Z.20: (Dhycir‘nl cnmlrify_ Levels 2 3 _and A)

If the cryptographic module contains ventilation holes or slits, then the module shall be constructed in
a manner to prevent the gathering of information of the module’s internal construction or components
by direct visual observation using artificial light sources in the visual spectrum of the module’s
internal construction or components.

Required Vendor Information

VEQ07.20.01: If the module is contained within a cover or enclosure that contains any ventilation holes or slits;
then they shall be constructed in a manner that prevents the gathering of information of the module’s internal
construction or components by direct visual observation using artificial light sources in the visual spectrum of
the module’s internal construction or components. The vendor documentation shall describe the physical
design approach that prevents such observation.
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Required Test Procedures

TEO07.20.01: The tester shall verify by inspection and from the vendor documentation whether the module has
a cover or enclosure with ventilation holes, slits, or other openings, and if so, whether they are constructed to
deter the gathering of information of the module’s internal construction or components by direct visual
observation using artificial light sources in the visual spectrum of the module’s internal construction or
components.

AS07.21: (Physical security — Levels 3 and 4)

The f(JIIowing requirements shall apply to all cryptographic modules for Security Level 3.
NOTE Tested as part of AS07.22 through AS07.28.
AS07.22: (Physical security — Levels 3 and 4)

If the |cryptographic module contains any doors or removable covers or if a maintenance access
interfgce is defined, then the module shall contain tamper response and zeroisation ecapability.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for-single-chip embodiments,
ASO07.50 for multiple-chip embodiments and AS07.62 for multiple-chip standalone embodiments.

AS07.23: (Physical security — Levels 3 and 4)

The tgmper response and zeroisation capability shall immediately-zeroise all unprotected SSPs when
a doof is opened, a cover is removed, or when the maintenancecaceess interface is accessed.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip embodiments,
AS07.50 for multiple-chip embedded embodiments, and AS07.62 formultiple-chip standalone embodiments.

ASO07.24: (Physical security — Levels 3 and 4)

The tgmper response and zeroisation capability>shall remain operational when unprotected SSPs are
contained within the cryptographic module.

NOTE This assertion is tested as part of ASQ@7.38 for single-chip embodiments, AS07.50 for multiple-chip embedded
embodiments, and AS07.65 for multiple-chip standalone embodiments.

ASO07.25: (Physical security — Levels 3 and 4)

If the ¢ryptographic module contains ventilation holes or slits, then the module shall be constructed in
a manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a
single|articulated probe):

Required Vendor Information

VEOQ7.25.01: If the module is contained within a cover or enclosure that contains any ventilation holes or slits;
then they shall"be constructed in a manner that prevents undetected physical probing inside the enclosure.
The vgndor-documentation shall describe the ventilation physical design approach.

Required Test Procedures

TEOQ7.25.01: The tester shall verify by inspection and from the vendor documentation whether the module has
a cover or enclosure with ventilation holes, slits, or other openings, and if so, whether they are constructed to
deter undetected probing inside the cover or enclosure.

AS07.26: (Physical security — Levels 3 and 4)
Strong or hard conformal or non-conformal enclosures, coatings or potting materials shall maintain
strength and hardness characteristics over the module's intended temperature range of operation,

storage and distribution.

Required Vendor Information
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VEQ7.26.01: The vendor documentation shall describe the strength, hard conformal or non-conformal
enclosure, coatings or potting materials and the rational that the strength is appropriate for the module design.

Required Test Procedures

TEQ07.26.01: The tester shall verify from the vendor documentation and inspection of the module that the
strength, hard conformal or non-conformal enclosure, coatings or potting materials is the one designed as

specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independenthy ident

(e.g. uniguely numbered evidence tape or uniquely identifiable holographic seals).
Required Vendor Information
VEQ7.27.01: The vendor shall provide the specification of the tamper evident seal.

Required Test Procedures

ifiable

TEQ07.27.01: The tester shall verify that tamper evident seals are uhiquely numbered or indepemndently

identifiable as documented.

AS07.28: (Physical security — Levels 3 and 4)

The module shall either include EFP features or undergoEFT.

NOTE  This assertion is tested as part of AS07.73.

AS07.29: (Physical security — Level 4)

The following requirement shall apply to alhCryptographic modules for Security Level 4.
NOTE Tested as part of AS07.30 through AS07.33.

ASO07.30: (Physical security — Level 4)

The cryptographic module.shall be protected either by a hard opaque removal-resistant coating
a tamper detection envelepe with tamper response and zeroisation capability.

NOTE This assertign is tested as part of AS07.40 for single-chip embodiments, AS07.52 for multiple-chip em
embodiments, and AS07.64 for multiple-chip standalone embodiments.

ASO07.31: (Physical security — Level 4)

The module shall include EFP features.

NOTE = This assertion is tested as part of AS07.74.

or by

bedded

ASU07.32- (Physical security — Level 4)
The cryptographic module shall provide protection from fault induction.

Required Vendor Information

VEO07.32.01: The vendor documentation shall specify the protection mechanism from fault induction.

Required Test Procedures

TEQ07.32.01: The tester shall verify from the vendor documentation and by inspection of the module the

specified fault induction protection mechanisms.
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ASO07.33: (Physical security — Level 4)

The fault induction mitigation techniques and the mitigation metrics employed shall be documented
as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex B.

Required Vendor Information

VEO07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the
mitigation metrics employed by the module.

Required Test Procedures

TEO07.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation. métrics
employed by the module are documented as specified.

6.7.3 | Physical security requirements for each physical security embodiment

6.7.3.1  Single-chip cryptographic modules

NOTE 1 In addition to the general security requirements specified in 7.7.2 of ISO/|[EC 19790:2012/Cor.1:2015, the
requirements specified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2  There are no additional Security Level 1 requirements for single-chip efyptographic modules.

ASO07.84: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The fdllowing requirements shall apply to single-chip cryptogtraphic modules for Security Level 2.
NOTE This assertion is tested as part of AS07.35.

AS07.85: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The cryptographic module shall be covered{with a tamper-evident coating (e.g. a tamper-evident
passiyation material or a tamper-evident material covering the passivation) or contained in a tamper-
evident enclosure to deter direct observation, probing, or manipulation of the module and to provide
evidence of attempts to tamper with or remove the module.

NOTE This requirement is associated-with AS07.18.

Required Vendor Information

VEO07.35.01: The vendor documentation shall identify the tamper-evident coating and its characteristics.
Required Test Procedures

TEO07.35.01: The)tester shall verify by inspection and from the vendor documentation that the module is

coverdd with=atamper-evident coating. The inspection shall verify that the tamper-evident coating completely
covers|the module and deters direct observation, probing, or manipulation of the single-chip.

ASQ07.36: (Single-chip cryptographic modules — Levels 3 and 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level 3.
NOTE This requirement is tested in AS07.37 or AS07.38.

AS07.37: (Single-chip cryptographic modules — Levels 3 and 4)

{Either} the module shall be covered with a hard opaque tamper-evident coating (e.g. a hard opaque
epoxy covering the passivation) {or AS07.38 shall be satisfied}.

Required Vendor Information
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VEQ7.37.01: The vendor documentation shall state clearly that the approach specified in AS07.37 is used to
meet the requirement.

VEQ7.37.02: The vendor documentation shall provide supporting detailed design information, especially the
type of coating that is used and its characteristics.

Required Test Procedures

TEO07.37.01: The tester shall verify by inspection and from the vendor documentation that the module is

covered with a hard opaque tamper evident coating.

TEO07.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting detailed
design information, especially specifying the type of coating that is used and its characteristics:

TEO07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the underlying
circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating completely [covers
the module, is visibly opaque, and deters direct observation, probing, or manipulation.

ASO07.38: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} the enclosure shall be implemented\{so that attempts at remqval or
penetration of the enclosure shall have a high probability of causing serious damage {o the
cryptographic module (i.e., the module will not function)}.

NOTE This assertion is not separately tested. Tested in AS07.39.
AS07.39: (Single-chip cryptographic modules — Levels:3 and 4)

{If AS07.37 is not satisfied, then} {the enclosureShall be implemented} so that attempts at removal or
penetration of the enclosure shall have a<high probability of causing serious damage fo the
cryptographic module (i.e., the module will nat function).

Required Vendor Information

VEQ7.39.01: The vendor documentation shall state clearly that the approach specified in AS07.38 is Used to
meet the requirement.

VEO07.39.02: The vendor documentation shall provide supporting detailed design information, especially
whether the enclosure contains any doors or removable covers and whether a maintenance access inferface
is specified. The enclosure shall be designed such that attempts to remove it will have a high probalbpility of
causing serious damage to the circuitry within the module.

VEQ7.39.03: The,vendor documentation shall provide supporting detailed design information if the en¢losure
contains anytdoors or removable covers, or if a maintenance access interface is specified, then the module
shall contain-tamper response and zeroisation circuitry. The circuitry shall continuously monitor the [covers
and doors," and upon the removal of a cover or the opening of a door, shall zeroise all plaintext CSP$. The
circuitry-shall be operational whenever plaintext CSPs are contained within the module.

Required Test Procedures

TEO07.39.01: The tester shall verify that the documentation specifies that the enclosure cannot be removed
easily and whether the module contains doors or removable covers or has a maintenance access interface. If
the enclosure contains any doors or removable covers, or if a maintenance access interface is specified, then
the tester shall verify that the documentation specifies that the module contains tamper response and
zeroisation circuitry.

TE07.39.02: If the enclosure has removable covers or doors, or if a maintenance access interface is specified,
the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs when a
cover or door is removed or if the maintenance access interface is accessed.

TE07.39.03: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.
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TEOQ7.39.04: The tester shall verify by inspection and from the vendor documentation that the enclosure

cannot

be removed or penetrated without having a high probability of causing serious damage to the module.

TEO07.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed or if the

mainte

nance access interface is accessed.

TEO07.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a high
probability of causing serious damage to the module.

ASO7.

10: (Single-chip cryptographic modules — Level 4)

The fdllowing requirements shall apply to single-chip cryptographic modules for Security Level 4.

NOTE

ASO07.
The ¢
hardn

modu
not fu

Requi

VEOQ7 .4
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VEQ7 .4
when

This assertion is tested in AS07.41 and AS07.42.
11: (Single-chip cryptographic modules — Level 4)
ryptographic module shall be covered with a hard, opague removal-resistant coating with
bss and adhesion characteristics such that attempting to peel or pfy,the coating from the
e will have a high probability of resulting in serious damage to the module (i.e., the module will
nction).

‘ed Vendor Information

11.01: The vendor documentation shall clearly identify the kind-of coating used and shall provide details
haracteristics, especially hardness and removal resistance,

11.02: The vendor documentation shall provide supposting detailed design information for the module
covered with a hard, opaque removal-resistant coating. The hardness and adhesion characteristics of

the material shall be such that attempting to peel ot pry the material from the module will have a high

probal]
shall b
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TEOQ7.4
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ASO07.
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ility of resulting in serious damage to the module (i.e., the module does not function). The material
P opaque within the visible spectrum.

'ed Test Procedures

11.01: The tester shall verify by(inspection and from the vendor documentation that the module is
d with a hard, opaque removalsresistant coating.

11.02: The tester shall verify the removal-resistant properties of the module coating. The tester shall
t to peel or pry the material from the module, and verify that this is not possible with a reasonable
ition of force, that the"module ceased to function, or that the module circuitry was obviously physically
ed.

12: (Single<chip cryptographic modules — Level 4)
movalsresistant coating shall have solvency characteristics such that dissolving the coating will

h high' probability of dissolving or seriously damaging the module (i.e., the module will not
D)’

Required Vendor Information

VEQ7.42.01: The vendor documentation shall describe the solvency characteristics of the removal-resistant
coating. The solvency characteristics of the material shall be such that dissolving the material to remove it will
have a high probability of dissolving or seriously damaging the module.

Required Test Procedures

TEO07.42.01: The tester shall verify the vendor documentation to determine the solvency properties of the
module's removal-resistant coating.
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TEO07.42.02: The tester shall test the solvency properties of the module's removal-resistant coating. The tester,
based on documentation provided in VE07.42.01, shall verify what type of solvent would be required to
compromise the removal-resistant coating.

6.7.3.2  Multiple-chip embedded cryptographic modules

NOTE In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2015, the
following requirements AS07.43 to AS07.58 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

If the cryptographic module is contained within an enclosure or removable cover, a productionrgrade
enclosure or removable cover shall be used.

Required Vendor Information

VEQ07.43.01: The module shall be entirely contained within a production-grade enclesure or removable|cover.
The vendor documentation shall describe the cover or enclosure.

Required Test Procedures

TEOQ7.43.01: The tester shall verify by inspection and from the vendor documentation that the mogule is
contained within an enclosure or removable cover that is of production-grade.

ASO07.44: (Multiple chip embedded cryptographic modules'= Levels 2, 3, and 4)
The following requirements {AS07.45 through AS_-07.46} shall apply to multiple-chip embedded
cryptographic modules for Security Level 2 {and(the assertions AS07.45 through AS 07.46 shall be
satisfied in the following groups: (AS07.45) or (AS07.46 and AS07.47) or (AS07.46 and AS07.48)}

Required Vendor Information

VEQ7.44.01: The vendor documentation\shall specify that either (AS07.45) or [AS07.46 and (AS07.47 or
AS07.48)] are satisfied.

Required Test Procedures

TEQ7.44.01: The tester shallwverify by inspection and from the vendor documentation that either (AS07.45) or
[AS07.46 and (AS07.47 orAS07.48)] are satisfied.

ASO07.45: (Multiple_¢hip embedded cryptographic modules — Levels 2, 3, and 4)

The module components shall be covered with a tamper-evident coating or potting material (e.g| etch-
resistant coating or bleeding paint) to deter direct observation and to provide evidence of attenjpts to
tamper with or remove module components {or the groups (AS07.46 and AS07.47) or (AS07.46 and
AS07.48))shall be satisfied}.

Required Vendor Information

VEQ7.45.01: The vendor documentation shall specify that the module is encapsulated with an opaque,
tamper-evident coating such as etch-resistant coating or bleeding paint.

Required Test Procedures

TEO07.45.01: The tester shall verify by inspection and from the vendor documentation that the module is
encapsulated with an opaque, tamper-evident material.

TEO07.45.02: The tester shall verify by testing that the module provides evidence of attempts to tamper with or
remove module components.

ASO07.46: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)
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{If AS07.45 is not satisfied, then the} module shall be entirely contained within a metal or hard plastic
production-grade enclosure that may include doors or removable covers {and the groups (AS07.47
and AS07.48) or (AS07.47 and AS07.49) shall be satisfied}.

Required Vendor Information
VEO07.46.01: The module shall be entirely contained within a metal or hard plastic production-grade enclosure

that may include removable covers or doors. The vendor documentation shall describe the enclosure and its
hardness characteristics.

Required Test Procedures

TEO07.46.01: The tester shall verify by inspection and from the vendor documentation that the maodule is
contaifed within an enclosure that meets the following requirements:

a) The enclosure has to completely surround the entire module.

b) The enclosure material has to be of a composition defined in the vendor documentation.

c) The enclosure has to be production-grade. The vendor literature has to either'show that an enclosure of
the same material has been used commercially, or provide data to shaw‘that it is equivalent to a

cdmmercial product.

ASO07.47: (Multiple chip embedded cryptographic modules — Levels 2,.3; and 4)

{If ASD7.45 is not satisfied, then if} the enclosure includes any-doors or removable covers, then the
doors|or covers shall be locked with pick-resistant mechanical locks employing physical or logical
keys {pr AS07.48 shall be satisfied}.

Required Vendor Information

VEO07.47.01: The doors or covers included by the enclosure shall be locked with pick-resistant mechanical
locks that employ physical or logical keys. The~vendor documentation shall describe the locks and the
employed physical or logical keys.

Requifred Test Procedures

TEOQ7.47.01: The tester shall verify by-inspection and from the vendor documentation that the doors or covers
are lodked with a pick-resistant lock:that requires a physical key or a logical key.

TEO07.47.02: The tester shalkattempt to open the locked cover or door without use of the key and verify that
the coyer or door will notcopen without signs of damage.

AS07.48: (Multiple.chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is_not satisfied and the enclosure includes any doors or removable covers without
matchjng AS07.47, then they (i.e. the doors or removable covers)} shall be protected with tamper-
evident seals (e.g. evidence tape or holographic seals) {and the group (AS07.47 and AS07.49) shall be
satisfipd}:

Required Vendor Information
VEQ7.48.01: The vendor documentation shall describe the tamper-evident seals.
Required Test Procedures

TEO07.48.01: The tester shall verify by inspection and from the vendor documentation that the cover or door is
protected with a tamper-evident seal such as evidence tape or a holographic seal.

TEO07.48.02: The tester shall verify that the cover or door cannot be opened without breaking or removing the
seal, and that the seal cannot be removed and later replaced.
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ASO07.49: (Multiple chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for Security
Level 3.

NOTE This assertion is tested in AS07.50 or AS07.51.

AS07.50: (Multiple chip embedded cryptographic modules — Levels 3 and 4)
s . . L . shall be

covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 ‘shall be

satisfied} such that attempts at removal or penetration of the enclosure will have a high propability of

causing serious damage to the modaule (i.e., the module will not function).

Required Vendor Information

VEQ07.50.01: The vendor documentation shall provide design documentation for thehard coating or potting
material.

VEQ07.50.02: The vendor documentation shall provide documentation regarding the opacity characteristics of
the hard coating or potting material.

Required Test Procedures

TEO07.50.01: The tester shall verify that the vendor documéntation specifies the hard coating or potting
material.

TE07.50.02: The tester shall verify by inspection, and from the vendor documentation the ¢@pacity
characteristics of the hard coating or potting material

TEO07.50.03: The tester shall verify by inspection;and from the vendor documentation that the hard coating or
potting material cannot be removed or penetrated without having a high probability of causing serious damage
to the module.

AS07.51: (Multiple chip embedded €ryptographic modules — Levels 3 and 4)

{If AS07.50 does not apply,}Cthe module shall be contained within a strong enclosure such that
attempts at removal or penetration of the enclosure will have a high probability of causing serious
damage to the module (i.e:/the module will not function).

Required Vendor Information

VEO07.51.01: The-vendor documentation shall provide supporting design documentation for the |strong
enclosure. The module shall be entirely contained within a strong enclosure. The enclosure shall be
designedssuch that attempts to remove it will have a high probability of causing serious damage to the gircuitry
within théymodule (i.e., the module does not function).

VEQZ.51.02: If the enclosure contains any doors or removable covers, then the module shall contain famper
response and zeroisation circuitry and the vendor shall provide supporting design documentation for the

tamper response and zeroisation circuitry.

Required Test Procedures

TEO07.51.01: The tester shall verify that the vendor documentation specifies whether the enclosure contains
any doors or removable covers and whether a maintenance access interface is specified, then the module
shall contain tamper response and zeroisation circuitry.

TEO07.51.02: If the enclosure contains any doors or removable covers, or if a maintenance access interface is

specified, then the tester shall verify that the vendor documentation specifies that the module zeroises all
plaintext CSPs when a door or cover is removed or if the maintenance access interface is accessed.
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TEO07.51.03: The tester shall verify that the vendor documentation specifies which requirement option in
VEO07.51.01 and VEQ7.51.02 is implemented and provides design documentation.

TE07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.

TEO07.51.05: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.

TEO07.%1.06: The tester shall verity the strength of the enclosure by attempting to access the underlying
circuitny and verifying that the enclosure is not easily breached. The tester shall verify by inspection and frem
the vendor documentation that the enclosure cannot be removed.

TEO07.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface is

specifipd, the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs
when @ cover or door is removed.

TEO07.51.08: If the enclosure has doors or removable covers, or if a maintenance access,interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or deor“is removed or if the
maintgnance access interface is accessed.

TEO07.51.09: The tester shall test that the enclosure cannot be removed or penetrated without having a high
probahility of causing serious damage to the module.

AS07.52: (Multiple chip embedded cryptographic modules — Level 4)

The fgllowing requirements shall apply to multiple-chip embedded cryptographic modules for Security
Level 4.

NOTE This assertion is tested in AS07.53 through AS07.59:

AS07.53: (Multiple chip embedded cryptographic modules — Level 4)

The mpodule components shall be within a strong or hard conformal or non-conformal enclosure.
Required Vendor Information

VEO07.53.01: The module shall be contained within a tamper detection envelope that will detect tampering
attack$ against the potting material or enclosure. The vendor documentation shall describe the tamper
detection envelope design.

Required Test Procedures

TEO07.53.01: The tester.shall verify from the vendor documentation and by inspection that the module contains
a tamper detectiofn.envelope that surrounds the module components. This barrier shall be designed such that
any brpach by (means such as drilling, milling, grinding, or dissolving to access the module components can

be detected by*monitoring components in the module.

ASO07.54: (Multiple chip embedded cryptographic modules — Level 4)

The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
circuit with a serpentine geometric pattern of conductors or a wire-wound package or a non-flexible,
brittle circuit or a strong enclosure) {that shall detect tampering by means such as cutting, drilling,
milling, grinding, burning, melting, or dissolving of the potting material or enclosure to an extent
sufficient for accessing SSPs}.

NOTE This assertion is not separately tested. Tested in AS07.55.
AS07.55: (Multiple chip embedded cryptographic modules — Level 4)

{The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
circuit with a serpentine geometric pattern of conductors or a wire-wound package or a non-flexible,
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brittle circuit or a strong enclosure)} that shall detect tampering by means such as cutting, drilling,
milling, grinding, burning, melting, or dissolving of the potting material or enclosure to an extent
sufficient for accessing SSPs.

Required Vendor Information
VEQ7.55.01: The module shall be contained within a tamper detection envelope that will detect tampering

attacks against the potting material or enclosure. The vendor documentation shall describe the tamper
detection envelope design.

Required Test Procedures

TEO07.55.01: The tester shall verify from vendor documentation and by inspection that the medule contains a
tamper detection envelope that surrounds the module components. This barrier shall be_designed sugch that
any breach by means such as drilling, milling, grinding, or dissolving to access the module componeijts can
be detected by monitoring components in the module.

ASO07.56: (Multiple chip embedded cryptographic modules — Level 4)

The module shall contain tamper response and zeroisation circuitry {that shall continuously monitor
the tamper detection envelope and, upon the detection of tampeting, shall immediately zerojise all
unprotected SSPs}.

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.
AS07.57: (Multiple chip embedded cryptographic modules* Level 4)
{The module shall contain tamper response and zeroisation circuitry} that shall continuously monitor
the tamper detection envelope {and, upon the detection of tampering, shall immediately zerglise all
unprotected SSPs}.
Required Vendor Information
VEQ7.57.01: The module shall contain.tamper response and zeroisation circuitry that continuously mpnitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext

CSPs. The circuitry shall be opertational whenever plaintext CSPs are contained within the modulg. The
vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures
TEO07.57.01: The tester shall verify from the vendor documentation that the module contains tamper regponse
and zeroisation circtlitry that continuously monitors the tamper detection envelope; detects any breach by
means such as drilling, milling, grinding or dissolving any portion of the envelope; and then zeroiges all
plaintext CSRs.

ASO07.58:(Multiple chip embedded cryptographic modules — Level 4)

{Fhe)module shall contain tamper response and zeroisation circuitry that shall continuously monitor
the’tamper detection envelope } and upon the detection of tampering, shall immediately zergise all

unprotected SSPs.

Required Vendor Information

VEQ7.58.01: The module shall contain tamper response and zeroisation circuitry that continuously monitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext
CSPs. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures

TEO07.58.01: The tester shall breach the tamper detection envelope barrier and then verify that the module
zeroises all plaintext CSPs.
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AS07.59: (Multiple chip embedded cryptographic modules — Level 4)

The tamper response circuitry shall remain operational when unprotected SSPs are contained within
the cryptographic module.

NOTE This assertion is not separately tested.

6.7.3.3  Multiple-chip standalone cryptographic modules

NOTE In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2015, the
following requirements AS07.60 to AS07.71 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Multiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)

The cfyptographic module shall be entirely contained within a metal or hard plastic production-grade
enclosgure that may include doors or removable covers.

Required Vendor Information

VEQ7.60.01: The module shall be entirely contained within a metal or hard plastic production-grade enclosure
that may include removable covers or doors. The vendor documentation shall describe the enclosure and its
hardngss characteristics.

Required Test Procedures

TEO07.60.01: The tester shall verify by inspection and from the vendor documentation that the module is
contaifed within an enclosure that meets the following requirements:

a) The enclosure has to completely surround the entire médule.

b) The enclosure material has to be of a composition defined in the vendor documentation.

c) The enclosure has to be production-grade. . The vendor literature has to either show that an enclosure of
the same material has been used commercially, or provide data to show that it is equivalent to a

cdmmercial product.

AS07.61: (Multiple-chip standalone efyptographic modules — Levels 2, 3, and 4)

The fpllowing requirements _shall apply to multiple-chip standalone cryptographic modules for
Securlty Level 2.

NOTE This assertion ig-tested in AS07.62 or AS07.63.
AS07.62: (Multiple-¢hip standalone cryptographic modules — Levels 2, 3, and 4)
If the enclosure)of the cryptographic module includes any doors or removable covers, then the doors

or covers shall be locked with pick-resistant mechanical locks employing physical or logical keys {or
AS07.63,shall apply}.

Required Vendor Information

VEQ7.62.01: If the enclosure includes any removable covers or doors, then either they shall be locked with
pick-resistant mechanical locks that employ physical or logical keys. The vendor documentation shall
describe pick-resistant mechanical locks that employ physical or logical keys.

Required Test Procedures
TEO07.62.01: The tester shall verify whether the enclosure contains any removable covers or doors. The tester
shall verify that each cover or door is locked with a pick-resistant lock that requires a physical key or a logical

key. The tester shall attempt to open the locked cover or door without use of the key and verify that the cover
or door will not open without signs of damage.
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ASO07.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If AS07.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals (e.g.
evidence tape or holographic seals).

Required Vendor Information

VEQ7.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic seals,
the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures

TEO07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing thé seal, and that the
seal cannot be removed and later replaced.

ASO07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip standalone:cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.65.
AS07.65: (Multiple-chip standalone cryptographic modules —:Lévels 3 and 4)

The module shall be contained within a strong enclosuré-such that attempts at removal or penetration
of the enclosure will have a high probability of causing serious damage to the module (i.e. the npodule
will not function).

Required Vendor Information

VE07.65.01: The vendor documentation shall provide supporting design documentation for the |strong
enclosure. The module shall be entirely<¢ontained within a strong enclosure. The enclosure shall be
designed such that attempts to remove it will have a high probability of causing serious damage to the dircuitry
within the module (i.e., the module dogs not function).

VEQ7.65.02: If the enclosure coftains any doors or removable covers, then the module shall contain famper
response and zeroisationcirCuitry and the vendor documentation shall provide supporting [design
documentation for the tamper response and zeroisation circuitry.

Required Test Procedures

TEO07.65.01: The tester shall verify that the vendor documentation specifies whether the enclosure contains
any doors oryremovable covers and whether a maintenance access interface is specified, then the module
shall containstamper response and zeroisation circuitry.

TEQ765.02: If the enclosure contains any doors or removable covers, or if a maintenance access intefface is
specified, then the tester shall verify that the vendor documentation specifies that the module zeroises all
plaintext CSPs when a door or cover is removed or if the maintenance access interface is accessed.

TEOQ7.65.03: The tester shall verify that the vendor documentation specifies which requirement option in
VEO07.65.01 and VEQ7.65.02 is implemented and provides design documentation.

TEO07.65.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.

TEO07.65.05: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.

TEOQ7.65.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection and from
the vendor documentation that the enclosure cannot be removed.
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TEO07.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface is
specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs
when a cover or door is removed.

TEO07.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed or if the

mainte

nance access interface is accessed.

TEO07.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a high
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56: (Multiple-chip standalone cryptographic modules — Level 4)

bllowing requirements shall apply to multiple-chip standalone cryptographic medules for
ty Level 4.

This assertion is tested in AS07.67 through AS07.72.
57: (Multiple-chip standalone cryptographic modules — Level 4)
ion mechanisms such as cover switches (e.g. micro-switches, miagnetic Hall effect switches,
nent magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwave), or

tamper detection mechanisms as described in {ISO/IEC 19790:2012/Cor.1:2015 subclause}
Security Level 4.

The ejwclosure of the cryptographic module shall contain a tamper detection envelope that use tamper

‘ed Vendor Information

57.01: The enclosure or potting material shall be encapsulated by a tamper detection envelope by the
tamper detection mechanisms. The vendor documentation shall describe the tamper detection
pe design.

‘ed Test Procedures

b7.01: The tester shall verify from the vendor documentation and by inspection that the module
ure or potting material contains tamper detection mechanisms, which shall form a tamper detection
pe that protects the module components. The mechanisms shall be designed such that any breach of
Closure or potting material to access the module components can be detected.

58: (Multiple-chip standalone cryptographic modules — Level 4)

The tgmper detection mechanisms shall respond to attacks such as cutting, drilling, milling, grinding,

burnin

NOTE

ASO7.

The ¢

g, melting, or dissolving to an extent sufficient for accessing SSPs.
This assertion is tested as part of AS07.71.

59: (Multiple-chip standalone cryptographic modules — Level 4)

ryptographic module shall contain tamper response and zeroisation capability {that shall

contin

Uously monitor the tamper detection envelope and, upon the detection of tampering, shall

immediately zeroise all unprotected SSPs}.

NOTE

This assertion is tested as part of AS07.71.

AS07.70: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability} that shall

contin

uously monitor the tamper detection envelope {and, upon the detection of tampering, shall

immediately zeroise all unprotected SSPs}.

NOTE

84
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ASO07.71: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability that shall

continuously monitor the tamper detection envelope} and, upon the detection of tampering
immediately zeroise all unprotected SSPs.

Required Vendor Information

VEQ7.71.01: The module shall contain tamper response and zeroisation circuitry that continuously m

, shall

onitors

the tamper detection envelope Tor tampering, and upon the detecton or tampering, shall zeroise all, p

SSPs. The circuitry shall be operational whenever plaintext SSPs are contained within the modulg.

vendor documentation shall describe the tamper response and zeroisation design.
Required Test Procedures

TEOQ7.71.01: The tester shall verify from the vendor documentation that the module contains tamper res
and zeroisation circuitry that continuously monitors the tamper detection envelopey‘detects any bre
means such as drilling, milling, grinding or dissolving any portion of the enyelope; and then zeroi
plaintext SSPs.

aintext
The

sponse
ach by
ses all

TEO07.71.02: The tester shall breach the tamper detection envelope barrier and then verify that the module

zeroises all t plaintext SSPs.
AS07.72: (Multiple-chip standalone cryptographic modules —'Level 4)

The tamper response and zeroisation capability shall remain operational when unprotected SS
contained within the cryptographic module.

NOTE This assertion is tested as part of AS07.71.
6.7.4 Environmental failure protection/testing

6.7.4.1 Environmental failure protection/testing general requirements

NOTE A cryptographic module is notrequired to employ environmental failure protection features or undergo
environmental failure testing for Security Levels 1 and 2.

ASO07.73: (Environmental failure protection/testing — Level 3)

A module shall either employ environmental failure protection (EFP) features {AS07.75 to AS07.7
undergo environmental failure testing (EFT) {AS07.78 to AS07.86}.

Required Vendor Information
VEO07.73.01 The vendor shall use either of the following:

a) (EFP features; or

Ps are

7} or

h) ELCT
=T

~7

as specified in 7.7.4 of ISO/IEC 19790:2012/Cor.1:2015, to ensure that the following four u

nusual

environmental conditions or fluctuations (accidental or induced) outside of the module’s normal operation

range will not compromise the security of the module:
a) Low temperature

b) High temperature

c) Large negative voltage

d) Large positive voltage
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The vendor shall choose to use EFP or EFT for each condition, but each choice is independent of the choices

for the
conditi

other conditions. The vendor shall provide corresponding supporting EFP/EFT documentation for each
on, specifying how the selected approach is used.

Required Test Procedures

TEO07.73.01 The tester shall verify that the documentation states EFP/EFT selection for each condition and

how th

ASO7.

e specified approach is used.

4: (Environmental failure protection/testing — Level 4)

A module shall employ environmental failure protection (EFP) features.

NOTE
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This assertion is tested in AS07.75 through ASQ07.77.

Environmental failure protection features

/'5: (Environmental failure protection features — Levels 3 and 4)

nmental failure protection (EFP) features shall protect a cryptographic ‘module against unusual
nmental conditions (accidental or induced) when outside of the-module’s normal operating
that can compromise the security of the module.

This assertion is tested as part of AS07.77.

y6: (Environmental failure protection features — Levels 3 and 4)

ryptographic module shall monitor and correctly_respond when operating temperature and
e are outside of the specified normal operating ranges.

This assertion is tested as part of AS07.77.
/7. (Environmental failure protection features — Levels 3 and 4)

emperature or voltage falls outside pof the cryptographic module’s normal operating range, the
tion capability shall either:

utdown the module to prevent further operation,

mediately zerois€ all unprotected SSPs.
red Vendor Infermation
(7.01: f\EFP is chosen for a particular condition, the module shall monitor and correctly respond to

tions-in.the operating temperature or voltage, outside of the module’s normal operating range for that
pn_, The protection features shall continuously measure these environmental conditions. If a condition

is dete

mined to be outside of the module’s narmal aperating range the protection circuitry shall either:

a) Shut down the module; or

b) Zeroise all plaintext SSPs

Documentation shall state which of these approaches was chosen and provide a specification description of

the EF

P features implemented within the module.

Required Test Procedures
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TEO07.77.01: The tester shall configure the environmental condition (ambient temperature and voltage) close
to the appropriate extreme of the normal operating range specified for the module, and verify that the module
continues to perform within normal operating parameters.

TEOQ7.77.02: The tester shall extend the temperature and voltage outside of the specified normal range and
verify that the module either shuts down to prevent further operations or zeroises all plaintext SSPs.

TEO07.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational after
returning to the normal environmental range, the tester shall perform services that require SSPs and verify

that the module does not perform these services.

6.7.4.3  Environmental failure testing procedures

ASO07.78: (Environmental failure testing procedures — Level 3)
Environmental failure testing (EFT) shall involve a combination of analysis, simulation, and tesfing of
a cryptographic module to provide reasonable assurance that the environmental condlitions
(accidental or induced) when outside the module's normal operating ranges for temperatufe and
voltage will not compromise the security of the module.

NOTE This assertion is tested as part of AS07.81.

ASO07.79: (Environmental failure testing procedures — Level 3)
EFT shall demonstrate that, if the operating temperature. ar voltage falls outside the normal opgrating
range of the module resulting in a failure, {at no time shall’the security of the cryptographic module be
compromised}.

NOTE This assertion is tested as part of AS07.81.

ASO07.80: (Environmental failure testing procedures — Level 3)
{EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal operating
range of the module resulting in a failure,} at no time shall the security of the cryptographic module be
compromised.

NOTE This assertion is tested @s part of AS07.81.

AS07.81: (Environmental:failure testing procedures — Level 3)
The temperature range to be tested shall be from a temperature within the normal opeérating
temperature range:to the lowest (i.e. coldest) temperature that either (1) shutdown the module to
prevent further eperation or (2) immediately zeroise all unprotected SSPs; and from a tempegrature
within the nermal operating temperature range to the highest (i.e. hottest) temperature that either (1)
shuts down-or goes into an error state or (2) zeroises all unprotected SSPs.

Required Vendor Information

VEQ7.81.01: If EFT is chosen for a particular condition, the module shall be tested within the tempgrature

range specified in AS07.82, and voltage ranges specified in AS07.85 and AS07.86. The module shall either:
a) Continue to operate normally; or

b) Shut down; or

c) Zeroise all plaintext SSPs

Documentation shall state which of these approaches was chosen and provide a specification description of
the EFT.

Required Test Procedures
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TEO07.81.01: The tester shall configure the environmental condition (ambient temperature and voltage) as
specified in AS07.82, AS07.85 and AS07.86, and verify that the module either continues to operate normally,
or shuts down to prevent further operations, or zeroises all plaintext SSPs.

TEO07.81.02: If the module is designed to zeroise all plaintext SSPs, and the module was still operational after

returni

ng to the normal environmental range, the tester shall perform services that require keys and verify that

the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

The tgmperature range to be tested shall be from - 100° to + 200° Celsius (- 150° to + 400

Fahre

nheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown’ to

prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module entérs a
failure state}.

NOTE

ASO7.

This assertion is tested as part of AS07.81.

B3: (Environmental failure testing procedures — Level 3)

{The temperature range to be tested shall be from - 100° to + 200° CelSius (- 150° to + 400°

Fahre

hheit);} however, the test shall be interrupted as soon as either (1) the module is shutdown to

prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module enters a
failurg state.

NOTE

ASO7.

This assertion is tested as part of AS07.81.

B4: (Environmental failure testing procedures — Level 3)

Tempeérature shall be monitored internally at the sensitive components and critical devices and not
just atithe physical boundary of the module.

NOTE
ASO7.

The v
voltag
(2) im
within

This assertion is tested as part of AS07.81.
B5: (Environmental failure testing procedures — Level 3)

bltage range tested shall be gradually decreasing from a voltage within the normal operating
e range to a lower voltage thatceither (1) shuts down the module to prevent further operation or
mediately zeroises all unprotected SSPs; {and shall be gradually increasing from a voltage
the normal operating voltage range to a higher voltage that either (1) shuts down the module to

prevent further operation or (2) immediately zeroises all unprotected SSPs}.

NOTE

ASO7.

This assertion is-tested as part of AS07.81.

B6: (Environmental failure testing procedures — Level 3)

{The \Joltage range tested shall be gradually decreasing from a voltage within the normal operating

voltag
(2) im
within

e rangesto a lower voltage that either (1) shuts down the module to prevent further operation or
mediately zeroises all unprotected SSPs;} and shall be gradually increasing from a voltage
the.normal operating voltage range to a higher voltage that either (1) shuts down the module to

preve

NOTE

TTOrther operation or (2) immediately ZEToiSes alt Unprotected SSPS.

This assertion is tested as part of AS07.81.

6.8 Non-invasive security

AS08.01: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are not referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F shall meet the
requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.12.

NOTE
88

This assertion is not separately tested. It is tested as part of AS12.01 through AS12.04.
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AS08.02: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F shall meet the
following requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.Z.JB shall
be provided.

Required Vendor Information

VE08.03.01: The vendor shall provide the documentation requirements as_‘spécified in A.R.8 of
ISO/IEC 19790:2012/Cor.1:2015.

Required Test Procedures

TE08.03.01: The tester shall verify that the vendor provides documentation as specified in AJ2.8 of
ISO/IEC 19790:2012/Cor.1:2015.

AS08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall specify all of the mitigation technigques employed to protect the module’s| CSPs
from the non-invasive attacks referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Vendor Information

VE08.04.01: The vendor shall provide supporting:documentation which specifies all of the mitigation
techniques employed to protect the module’s €SPs from the non-invasive attacks specified in
{ISO/IEC 19790:2012/Cor.1:2015} Annex.F.

Required Test Procedures

TEO08.04.01: The tester shall verify that the vendor provides supporting documentation which specifiep all of
the mitigation techniques employed to protect the module’s CSPs from the non-invasive attacks spedified in
{ISO/IEC 19790:2012/C0or.1:2015} Annex F.

AS08.05: (Non-invasive security — Levels 1, 2, 3, and 4)
Documentation shall include evidence of the effectiveness of each of the attack mitigation technjques.

Required-Yendor Information

VE08:05.01: The vendor shall specify in the documentation the effectiveness of the mitigation techniqugs.

Required Test Procedures

TEO08.05.01: The tester shall verify that the vendor provides documentation that specifies the effectiveness of
the mitigation techniques.

AS08.06: (Non-invasive security — Level 3)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation test
metrics for Security Level 3 as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Vendor Information

VE08.06.01: The vendor shall provide documentation that the module meets the approved non-invasive attack
mitigation test metrics for Security Level 3.
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Required Test Procedures

TE08.06.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 3.

AS08.07: (Non-invasive security — Level 4)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation test

metric

s for Security Level 4 as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Requi

VEOS.

‘ed Vendor Information

D7.01: The vendor shall provide documentation that the module meets the approved non-invasive attack

mitigation test metrics for Security Level 4.

Requi

TEO8.(
approy

6.9 S¢

6.9.1

ASO09.

CSPs
and sy

Requi
VEO09.

Protec
disclog

Requi
TE09.(
tester

use, di

TEO9.
CSPs

access.

TEO09.(
docum

‘ed Test Procedures

7.01: The tester shall verify that the vendor provides documentation that the.module meets the
ed non-invasive attack mitigation test metrics for Security Level 4.

nsitive security parameter management

Sensitive security parameter management general requirements

D1: (Sensitive security parameter management — Levels 1,(2;3, and 4)

shall be protected within the module from unauthorised access, use, disclosure, modification,
ibstitution.

'ed Vendor Information

D1.01: The vendor documentation shall describe the protection of all CSPs internal to the module.
lion shall include the implementation of mechanisms that protect against unauthorised access, use,
ure, modification, and substitution.

red Test Procedures

1.01: The tester shall check the vendor documentation that describes the protection of CSPs. The
Ghall verify that the docurmentation describes how these CSPs are protected from unauthorised access,
sclosure, modification, and substitution.

1.02: The tester-shall attempt to access (by circumventing the documented protection mechanisms)

or which the tester is not authorised to access. To meet this assertion the module is required to deny

1.03:;Jhe'tester shall attempt to modify CSPs using any method not specified by the vendor
entation.

NOTE

CTSPS encrypied UsSing a non-approved algoritnm or proprietary algoritnm or_method are considered in

plaintext form, within the scope of this International Standard.

AS09.02: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

PSPs shall be protected within the module against unauthorised modification and substitution.

Required Vendor Information

VE09.02.01: The vendor documentation shall describe the protection of all PSPs against unauthorised
modification and substitution.

Required Test Procedures
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TE09.02.01: The tester shall verify that the vendor documentation describe how the PSPs are protected from
unauthorised modification, and substitution.

TE09.02.02: The tester shall attempt to modify all PSPs using any method not specified by the vendor
documentation and shall attempt to enter them into the module.

AS09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with the

entity (I.€. person, group, role, or process) to which the SSP 1S assigned.
Required Vendor Information

VE09.03.01: The documented SSP procedures shall describe the mechanisms or procedufes-used to gnsure
that each SSP is associated with the correct entity.

Required Test Procedures

TE09.03.01: The tester shall verify the documented SSP entry/output procedurgs-that the procedures ajddress
how an entered or output SSP is associated with the correct entity.

TE09.03.02: For each SSP that can be entered, the tester shall first enter the SSP while assuming the forrect
entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.

TE09.03.03: For each SSP that can be output, the tester shall(first output the SSP while assuming the forrect
entity. The tester shall then verify that output is not possibleswhen assuming an incorrect entity.

AS09.04: (Sensitive security parameter management —Levels 1, 2, 3, and 4)

Hash values of passwords, RBG state information and intermediate key generation values shall be
considered as CSPs.

Required Vendor Information

VE09.04.01: The vendor shall provide documentation that hash values of passwords, RBG state inforfnation
and intermediate key generation values are defined as CSPs.

Required Test Procedures

TE09.04.01: The tester ‘shall verify that the vendor provides documentation that hash values of passwords,
RBG state information and intermediate key generation values are defined as CSPs.

TE09.04.02: The tester shall verify that the vendor provided Security Policy defines any hash values of
passwords, RBG state information and intermediate key generation values are defined as CSPs.

AS09.05:)(Sensitive security parameter management — Levels 1, 2, 3, and 4)

The-documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.
beprovided.

4
=3

Required Vendor Information

VE09.05.01: The vendor shall provide the documentation requirements as specified in A.2.9 of ISO/IEC
19790:2012/Cor.1:2015.

Required Test Procedures

TE09.05.01: The tester shall verify that the vendor provides documentation as specified in A.2.9 of ISO/IEC
19790:2012/Cor.1:2015.
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6.9.2

NOTE

Random bit generators

A cryptographic module can contain RBGs, a chain of RBGs, or can be solely an RBG.

AS09.06: (Random bit generators — Levels 1, 2, 3, and 4)

If an approved security function, SSP generation or SSP establishment method requires random
values, then an approved RBG shall be used to provide these values.

NOTE
Requi

VEO09.
or SSH

VEO09.
functiol

Requi

TE09.(
establi

TEO09.(
by ap
approy
TE09.(

approy
RBG.

ASO09.

If enty

Approved RbGS are listed In 1ISU/TEC 19790 Z0LZ/Cor.1:Z015 Anhex C.
‘ed Vendor Information

D6.01: The vendor shall provide the list of all RBGs used in approved security functions, SSP<generation
establishment methods within the cryptographic module and their precise usage.

D6.02: The vendor shall provide documentation that any random values used by,approved security
ns, SSP generation or SSP establishment method are provided from an approved RBG.

'ed Test Procedures

6.01: The tester shall verify that all RBGs used by approved security functions, SSP generation or SSP
shment methods are documented and their usage defined.

6.02: The tester shall verify from the vendor provided documentation that the implemented RBGs used
proved security functions, SSP generation or SSP establisiment methods are compliant with the
ed RBGs listed in ISO/IEC 19790:2012/Cor.1:2015 Annex G,

6.03: The tester shall verify from the vendor provided documentation that any random values used by
ed security functions, SSP generation or SSP establishment method are provided from an approved

D7: (Random bit generators — Levels 1, 2-37and 4)

opy is collected from outside the;cryptographic boundary of the module, the data stream

generated using this entropy input shall\be considered a CSP.

Requi

VEO09.
collect

Requi

TEQ9.(
genera

6.9.3

‘ed Vendor Information

D7.01: The vendor shall\provide documentation that the input datastream generated from entropy
bd from outside the cryptographic module's boundary is defined as a CSP.

‘ed Test Procedures

7.01. The tester shall verify that the vendor provides documentation that the input datastream
ted from_entropy collected from outside the cryptographic module's boundary is defined as a CSP.

Séensitive security parameter generation

AS09.08: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

Compromising the security of the SSP generation method which uses the output of an approved RBG
(e.g. guessing the seed value to initialise the deterministic RBG) shall require at least as many
operations as determining the value of the generated SSP.

Required Vendor Information

VE09.08.01: The vendor shall provide documentation that provides rationale stating how compromising the

securit

y of the SSP generation method (e.g. guessing the seed value to initialise the deterministic RBG) shall

require at least as many operations as determining the value of the generated SSP.
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Required Test Procedures

TE09.08.01: The tester shall verify that the vendor provided documentation that provides rationale stating how
compromising the security of the SSP generation method (e.g. guessing the seed value to initialise the
deterministic RBG) shall require at least as many operations as determining the value of the generated SSP.

TE09.08.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden of proof
is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

AS09.09: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

SSPs generated by the module from either the output of an approved RBG or derived from apn SSP
entered into the module and used by an approved security function or SSP-establishment
method shall be generated using an approved SSP generation method listed in {I$O/IEC
19790:2012/Cor.1:2015} Annex D.

NOTE Approved sensitive security parameter generation methods are listed in ISO/IEC 19790:2012/Cor1:2015
Annex D.

Required Vendor Information
VEQ09.09.01: The vendor shall provide the list of all SSPs generated by)the module from either the output of an
approved RBG or derived from an SSP entered into the module and-used by an approved security fungtion or
SSP establishment methods used in the cryptographic module@nd their precise usage.
VE09.09.02: The vendor shall provide documentation that SSPs generated by the module from either the
output of an approved RBG or derived from an SSP entered into the module and used by an approved
security function or SSP establishment method are gefierated using an approved SSP generation meth¢d.

Required Test Procedures
TE09.09.01: The tester shall verify that alll SSPs generated by the module from either the outputl of an
approved RBG or derived from an SSP.entered into the module and used by an approved security fungtion or
SSP establishment methods are documénted and their usage defined.
TE09.09.02: The tester shall yerify from the vendor provided documentation that the implemented| SSPs
generated by the module from_either the output of an approved RBG or derived from an SSP entered ipto the

module and used by an -approved security function or SSP establishment methods are compliant with the
approved SSP generatioan/methods listed in ISO/IEC 19790:2012/Cor.1:2015 Annex D.

6.9.4 Sensitive'security parameter establishment

NOTE Sensitive security parameter establishment can consist of automated SSP transport or SSP agreement
methods or manual SSP entry or output or output via direct or electronic methods.

AS09:10: (Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

Automated SSP establishment shall use an approved method listed in {I$SO/IEC

19790:2012/Cor.1:2015} Annex D.

NOTE Approved sensitive security parameter establishment methods are listed in ISO/IEC 19790:2012/Cor.1:2015
Annex D.

Required Vendor Information

VE09.10.01: The vendor shall provide the list of all automated SSP establishment methods used in the
cryptographic module and their precise usage.

Required Test Procedures
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TE09.10.01: The tester shall verify that all automated SSP establishment methods are documented and their
usage defined.

TE09.10.02: The tester shall verify from the vendor provided documentation that the implemented automated
SSP establishment methods are compliant with the approved automated SSP establishment methods listed in
ISO/IEC 19790:2012/Cor.1:2015 Annex D.

AS09.11: (Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

Manudl SSP establishment shall meet the requirements of {TISO/TEC T9/90:2012/Cor.1:2015 subclause}
7.9.5.

NOTE This assertion is tested as part of AS09.12 through AS09.24.

6.9.5 | Sensitive security parameter entry and output

NOTE Sensitive security parameters can be manually entered into or output from a module\gither directly (e.g.
entered via a keyboard or number pad, or output via a visual display) or electronically (e.g. viaa‘smart card/tokens, PC
card, other electronic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and_4)

If SSPs are manually entered into or output from a module, the entry{ or output shall be through the
defined HMI, SFMI, HFMI or HSMI ({ISO/IEC 19790:2012/Cor.1:2015 subelause} 7.3.2) interfaces.

NOTE This assertion is tested as part of AS03.04 through AS03.15.
ASO09.13: (Sensitive security parameter entry and output —Levels 1, 2, 3, and 4)

All cryptographically protected SSPs, entered into orQutput from the module shall be encrypted using
an approved security function.

Required Vendor Information

VE09.13.01: The vendor documentation shall~specify all cryptographically protected SSPs which are entered
into or|output from the cryptographic modulée:

VE09.13.02: The vendor documentatiori shall state the encryption method used to cryptographically protect
the SSPs which are entered into er/output from the cryptographic module.

Required Test Procedures

TE09.13.01: The tester—shall verify that the vendor has provided documentation specifying all the
cryptographically protected SSPs which are entered into and output from the cryptographic module.

TE09.13.02: The)tester shall verify that the vendor has provided documentation specifies the encryption
methogl used:to cryptographically protect the SSPs which are entered into or output from the cryptographic
modulg.

TE09.13.03: The tester shall verify that the encryption method used to cryptographically protect the SSPs
which are entered into or output from the cryptographic module is performed using an approved security
function.

NOTE For directly entered SSPs, the entered values can be temporarily displayed to allow visual verification and to
improve accuracy.

AS09.14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If encrypted SSPs are directly entered into the module, then the plaintext values of the SSPs shall not
be displayed.

Required Vendor Information
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VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of their

plaintext values.

Required Test Procedures

TE09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted SSPs precludes the

display of their plaintext values during the encrypted SSP entry process.

TE09.14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfaces of the mo

dule to

verify that any resulting plaintext SSP values are not displayed.

AS09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a module for ac
using the conditional manual entry test specified in {ISO/IEC 19790:2012/Cori1;2015 subd|
7.10.3.5.

NOTE This assertion is tested as part of AS10.42 through AS10.46.

AS09.16: (Sensitive security parameter entry and output — Levels 1, 2,,3;and 4)

To prevent the inadvertent output of sensitive information, two independent internal actions sf
required in order to output any plaintext CSP.

Required Vendor Information

VEQ09.16.01: If the module outputs any plaintext CSPs, the vendor documentation shall describe the
services.

VE09.16.02: The finite state model and other vendor documentation shall indicate, for the output of p
CSPs, that two independent internal actions that\are required.

Required Test Procedures

TE09.16.01: The tester shall verify from the vendor documentation or finite state model that the module
the output of plaintext CSPs.

TE09.16.02: The tester shallliverify the finite state model and other vendor documentation that the oy
plaintext CSPs requires two-independent internal actions in order for the cryptographic module to out
plaintext CSPs.

TE09.16.03: The tester shall attempt to output plaintext CSPs without the module performing two indep
internal actions: ;Fhe module shall fail if the module allows the output of plaintext CSPs witho)
independent internal actions.

AS09.17:\(Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Thése two independent internal actions shall be dedicated to mediating the output of the CSPs.

curacy
lause}

output

aintext

allows

tput of
but the

endent
ut two

NOTE This assertion Is not separately tested. Tested as part of AS09.16.
AS09.18: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

For electronic entry or output via a wireless connection; CSPs, key components and authenti
data shall be encrypted.

Required Vendor Information

cation

VEQ09.18.01: If the module inputs or outputs CSPs, key components and authentication data via wireless

interfaces, the vendor documentation shall describe the wireless services.
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VE09.18.02: If the module inputs or outputs CSPs, key components and authentication data via wireless
interfaces, the vendor documentation shall describe the encryption methods employed to encrypt the CSPs,
key components and authentication data.

Required Test Procedures

TE09.18.01: The tester shall verify whether the module inputs or outputs CSPs, key components and
authentication data via wireless interfaces.

TE09.18.02: The tester shall verify that the encryption methods employed to encrypt the CSPs, key
compgnents and authentication data are approved encryption methods.

NOTE For Security Levels 1 and 2, plaintext CSPs, key components and authentication data can be entered and
output [via physical port(s) and logical interface(s) shared with other physical ports and logical interfages’ of the
cryptographic module.

AS09.19: (Sensitive security parameter entry and output — Levels 1, and 2)

For spftware modules or the software components of a hybrid software.'module, CSPs, key
components and authentication data may be entered into or output in either-encrypted or plaintext
form provided that the CSPs, key components and authentication data shall\be maintained within the
operational environment and meet the requirements of {ISO/IEC 19790:2012/Cor.1:2015 subclause}
7.6.3.

Required Vendor Information

VE09.19.01: For software modules or the software components af a hybrid software module the vendor shall
provid¢ documentation that CSPs, key components and authentication data may be entered into or output in
either |encrypted or plaintext form provided that the CSPs,<key components and authentication data are
maintgined within the operational environment and{)meet the requirements in 7.6.3 of ISO/IEC
19790)2012/Cor.1:2015 {AS06.05 through AS06.29 as applicable}.

Required Test Procedures

TE09.19.01: For software modules or the software components of a hybrid software module the tester shall
verify that the vendor provides documentation that CSPs, key components and authentication data may be
enterefl into or output in either encrypted or plaintext form provided that the CSPs, key components and
autheritication data are maintained within the operational environment and meet the requirements in 7.6.3 of
ISO/IEIC 19790:2012/Cor.1:2015 {AS06.05 through AS06.29 as applicable}.

AS09.20: (Sensitive security’ parameter entry and output — Levels 3, and 4)

CSPs,| key components.and authentication data shall be entered into or output from the module either
encrypted or by a trusted channel.

NOTE This assertion is tested as part of AS09.13 or AS03.16 through AS03.22.

AS09.21: (Sensitive security parameter entry and output — Levels 3, and 4)

CSP ik laintasct + P | HWP-e S + bhic 1 hball -l + oot +. + £
S Wren—are MIAITIITAL STUTTT altu privattc Lr'ypltougyrapiine RTYyo olidilh VT THICTTU 1TTtuU Ul Uutput 1ot

the module using split knowledge procedures using a trusted channel.

Required Vendor Information

VE09.21.01: The vendor shall supply documentation specifying the split knowledge procedures employed by
the cryptographic module using a trusted channel for the input or output of plaintext secret and private

cryptographic keys.

Required Test Procedures
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TE09.21.01: The tester shall verify that the documentation specifying the split knowledge procedures
employed by the cryptographic module using a trusted channel for the input or output of plaintext secret and
private cryptographic keys matches the implementation.

TE09.21.02: The tester shall verify the split knowledge procedure splits the key into multiple key components,
with each key component individually sharing no knowledge of the original key.

TE09.21.03: The tester shall verify that a subset of the split knowledge components or all components are
required to be entered or output for each key.

TE09.21.04: The tester shall verify the trusted channel under AS03.16 through AS03.21 for Level|3 and
AS03.22 for Level 4.

AS09.22: (Sensitive security parameter entry and output — Level 3)
If the module employs split knowledge procedures, the module shall employ separate identity{based
operator authentication for entering or outputting each key component){and at least twjo key
components shall be required to reconstruct the original cryptographic keyh

Required Vendor Information

VEQ09.22.01: The vendor documentation shall specify that identity-based-authentication is employed fqr each
separate key component.

Required Test Procedures

TE09.22.01: The tester shall verify that identity-based authentication is employed for each separdte key
component.

AS09.23: (Sensitive security parameter entry and output — Level 3)
{If the module employs split knowledge praecedures, the module shall employ separate identity{based
operator authentication for entering.©f/ outputting each key component,} and at least two key
components shall be required to recanstruct the original cryptographic key.

Required Vendor Information

VEQ09.23.01: The vendor documentation shall specify the number of components that are required to construct
the original CSP.

Required Test Procedures

TE09.23.01: The tester shall verify in the vendor documentation that the split knowledge procedure requires at
least two compaonents to construct the original CSP.

TEQ09.23.02: The tester shall verify the vendor documentation that the output of CSPs under split knoyvledge
procedures does not result in the output of a single component that can be used to construct the origina] CSP.

AS09.24: (Sensitive security parameter entry and output — Level 4)

The module shall employ multi-factor separate identity-based operator authentication for entering or
outputting each key component.

Required Vendor Information

VE09.24.01: The vendor documentation shall specify that multi-factor identity-based authentication is
employed for each separate key component.

Required Test Procedures

TE09.24.01: The tester shall verify that multi-factor identity-based authentication is employed for each
separate key component.
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TE09.24.02: The tester shall verify the multi-factor authentication method under AS04.59.

6.9.6

Sensitive security parameter storage

AS09.25: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)

A module shall associate every SSP stored within the module with the entity (e.g. operator, role, or
process) to which the SSP is assigned.

Requi

VEO09.]
ensurg

Requi

TE09.]
stored

TEQ09.1
crypto

ASQ09.
Acces|
NOTE

AS09.
Modifi
Requi

VEO09.]
shall b

Requi

TEO09.1
unauth

TE09.]
modulg

6.9.7

ASO09.

‘ed Vendor Information

P5.01: The vendor documentation on key storage shall describe the mechanisms or procedures used to
that each key is associated with the correct entity.

'ed Test Procedures

P5.01: The tester shall verify the documentation on key storage that the procedures address how a
key is associated with the correct entity.

P5.02: The tester shall modify the association of key and entity. The tester shall then attempt to perform
jraphic functions as one of the entities and shall verify that these functions|falil.

P6: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)

S to plaintext CSPs by unauthorised operators shall be prehibited.
This assertion is tested under AS09.01.

P7: (Sensitive security parameter storage — Levels\1, 2, 3, and 4)

cation of PSPs by unauthorised operators shall' be prohibited.

red Vendor Information

P7.01: The vendor shall provide documentation that modification of PSPs by unauthorised operators
e prohibited.

‘ed Test Procedures

p7.01: The tester shall.verify that the vendor provides documentation that modification of PSPs by
orised operators shallhe prohibited.

P7.02: The testér shall assume an unauthorised role and attempt to modify PSPs stored within the
b and verify thatthis attempt fails.

Sensitive’security parameter zeroisation

P8:(Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A module shall provide methods to zeroise all unprotected SSPs and key components within the

modul

e.

NOTE 1 This assertion is tested AS09.30.

NOTE 2  Temporarily stored SSPs and other stored values owned by the module should be zeroised when they are no
longer needed for future use.

AS09.29: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A zeroised SSP shall not be retrievable or reusable.
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Required Vendor Information
VE09.29.01: The vendor documentation shall specify how a zeroised SSP cannot be retrievable or reusable.
Required Test Procedures

TE09.29.01: The tester shall verify that the vendor provides documentation specifies how a zeroised SSP
cannot be retrievable or reusable.

TE09.29.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden gf proof
is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor_te_-produce
additional information as needed.

NOTE 1  Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logically/protected within an
additional embedded validated module (meeting the requirements of this International Standard) is.hot required.

NOTE 2  SSPs need not meet these zeroisation requirements if they are used exclusively/to reveal plaintext|data to
processes that are authentication proxies (e.g. a CSP that is a module initialisation key).

AS09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting with all
zeros or all ones or with random data).

Required Vendor Information

VE09.30.01: The vendor documentation shall specify the fallowing SSPs zeroisation information:
a) Zeroisation techniques

b) Restrictions when plaintext SSPs can be zeroised

¢) Plaintext SSPs that are zeroised

d) Plaintext SSPs that are not zerojsed and rationale

e) Rationale explaining how,the zeroisation technique is performed in a time that is not sufficjent to
compromise plaintext SSPs

Required Test Procedures

TE09.30.01: The tester shall verify the vendor documentation that the information specified in VE09.3D.01 is
included. The tester shall verify the accuracy of any rationale provided by the vendor. The burden of groof is
on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce addlitional
information.as needed.

TEQ9:30.02: The tester shall verify which keys are present in the module and initiate the zeroise command.
Following the completion of the zeroise command, the tester shall attempt to perform cryptographic operations
using each of the plaintext SSPs that were stored in the module. The tester shall verify that each plaintext

SSPs cannot be accessed.

TE09.30.03: The tester shall initiate zeroisation and verify the key destruction method is performed in a time
that is not sufficient to compromise plaintext SSPs.

TE09.30.04: The tester shall verify that all plaintext SSPs that are not zeroised by the zeroise command are
either 1) encrypted using an approved algorithm, or 2) physically or logically protected within an embedded
validated cryptographic module (validated as conforming to ISO/IEC 19790:2012/Cor.1:2015).

AS09.31: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

Zeroisation shall exclude the overwriting of an unprotected SSP with another unprotected SSP.
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Required Vendor Information

VE09.31.01: The vendor documentation shall specify that the zeroisation excludes the overwriting of an
unprotected SSP with another unprotected SSP.

Required Test Procedures

TE09.31.01: The tester shall verify that the vendor provided documentation specifies that the zeroisation
excludes the overwriting of an unprotected SSP with another unprotected SSP.

AS09.B2: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)
Temporary SSPs shall be zeroised when they are no longer needed.
Required Vendor Information

VEQ09.82.01: The vendor documentation shall specify that temporary SSPs are zeroisednwhen they are no
longer|needed.

Requifred Test Procedures

TEO09.32.01: The tester shall verify that the vendor provides documentation specifies that temporary SSPs are
zeroised when they are no longer needed.

AS09.83: (Sensitive security parameter zeroisation — Levels 2, 3,.and'4)
The module shall provide an output status indication when thé.zeroisation is complete.
Required Vendor Information

VE09.83.01: The vendor documentation shall specify-that the module provides an output status indication
when the zeroisation is complete {AS03.11}.

Required Test Procedures

TE09.33.01: The tester shall verify that the vendor provides documentation that specifies that the module
provides an output status indication when’the zeroisation is complete.

TE09.33.02: The tester shall perfotnr zeroisation and verify the status output indicator.

AS0934: (Sensitive security parameter zeroisation — Level 4)

The fgllowing requirements {ISO/IEC 19790:2012/Cor.1:2015 AS09.35 through AS09.37} shall be met:
NOTE This assertion is tested under AS09.35 through AS09.37.

AS09.85: (Sensitive security parameter zeroisation — Level 4)

Zeroidatioh shall be immediate and non-interruptible {and shall occur in a sufficiently small time

period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and
the actual zeroisation completed and {AS09.37 shall be met}}.

NOTE This assertion is tested in AS09.36.

AS09.36: (Sensitive security parameter zeroisation — Level 4)

{Zeroisation shall be immediate and non-interruptible} and shall occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and

the actual zeroisation completed and {AS09.37 shall be met}.

Required Vendor Information
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VE09.36.01: The vendor shall provide documentation that the module zeroisation is immediate and non-
interruptible and occurs in a sufficiently small time period so as to prevent the recovery of the sensitive data
between the time zeroisation is initiated and the actual zeroisation completed.

Required Test Procedures
TE09.36.01: The tester shall verify that the vendor provides documentation that the module zeroisation is

immediate and non-interruptible and occurs in a sufficiently small time period so as to prevent the recovery of
the sensitive data between the time zeroisation is initiated and the actual zeroisation completed.

TE09.36.02: The tester shall perform the module zeroisation. The test shall attempt to interrupt the zergisation
process to prevent its completion in whole or part.

AS09.37: (Sensitive security parameter zeroisation — Level 4)

All SSPs shall be zeroised whether plaintext or cryptographically protected, such’/that the modlule is
returned to the factory state.

Required Vendor Information

VE09.37.01: The vendor shall provide documentation that all unprotectediSSPs are zeroised whether plaintext
or cryptographically protected, such that the module is returned to the factory state.

Required Test Procedures

TE09.37.01: The tester shall verify that the vendor provideS’documentation that all unprotected SSPs are
zeroised whether plaintext or cryptographically protected,-such that the module is returned to the factory state.

TE09.37.02: The tester shall perform the module<zeroisation. The tester shall verify that the moddle has
returned to the factory state.

6.10 Self-tests

6.10.1 Self-test general requirements
AS10.01: (Self-tests — Levels 152, 3, and 4)
All self-tests shall be performed, {and determination of pass or fail shall be made by the mjodule,
without external controls; externally provided input text vectors, expected output results, or ogerator
intervention or whether the module will operate in an approved or non-approved mode}.
NOTE This assertion is not separately tested.

AS10.02: (Self-tests — Levels 1, 2, 3, and 4)

{All self-tests shall be performed,} and determination of pass or fail shall be made by the module,

without external controls, externally provided input text vectors, expected output results, or ogerator
intervention or whether the module will operate in an approved or non-approved mode.

NOTE This assertion is not separately tested.
AS10.03: (Self-tests — Levels 1, 2, 3, and 4)

The pre-operational self-tests shall be performed and passed successfully prior to the module
providing any data output via the data output interface.

NOTE This assertion is tested as part of AS10.15.

AS10.04: (Self-tests — Levels 1, 2, 3, and 4)
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Conditional self-tests shall be performed when an applicable security function or process is invoked
(i.e. security functions for which self-tests are required).

NOTE

This assertion is tested as part of AS10.25.

AS10.05: (Self-tests — Levels 1, 2, 3, and 4)

All sel
C thro

f-tests identified in underlying algorithmic standards ({ISO/IEC 19790:2012/Cor.1:2015} Annexes
ugh E) shall be implemented as applicable within the cryptographic module.

NOTE

AS10.
All sel
({I1sof
19790
metho
NOTE

AS10.

If a cr
error i

Requi
VE10.
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and re

Requi

TE10.(

This assertion is tested as part of AS10.06.
D6: (Self-tests — Levels 1, 2, 3, and 4)
-tests identified in addition or in lieu of those specified in the underlying algorithmic'standards
EC 19790:2012/Cor.1:2015} Annexes C through E) shall be implemented as specified in {ISO/IEC
2012/Cor.1:2015} Annexes C through E for each approved security function, SSP«establishment
d and authentication mechanism.

This assertion is tested as part of AS10.01 through AS10.04.
D7: (Self-tests — Levels 1, 2, 3, and 4)

yptographic module fails a self-test, the module shall enter afi‘error state {and shall output an
hdicator as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.3}.

'ed Vendor Information

D7.01: For each error condition, the vendor documentation shall provide the condition name, description
condition, the events that can produce the condition,“and the actions necessary to clear the condition
sume normal operation.

‘ed Test Procedures

7.01: The tester shall verify the list of self-tests to include the following:

a) Pre-operational self-tests

1)
2)
3)
b) C
1)

2)

Pre-operational software/firmware integrity test
Pre-operational bypass test
Pre-operational eritical functions test
pnditional self-tests
Conditional cryptographic algorithm test

Conditional pair-wise consistency test

3)
4)
5)

6)

Conditional software/firmware load test
Conditional manual entry test
Conditional bypass test

Conditional critical functions test

TE10.07.02: The tester shall check that the information provided above is specified for each error condition.

TE10.07.03: The tester shall cause each error condition to occur and shall attempt to clear the error condition.
The tester shall verify that actions necessary to clear the error condition are consistent with the vendor
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documentation. If the tester cannot cause each error condition to occur, the tester shall verify the code listing
and or design documentation whether the actions necessary to clear each error condition are consistent with
the descriptions in the vendor documentation.

TE10.07.04: The tester shall verify that all self-tests are performed regardless if the cryptographic module
operates in an approved mode or non-approved mode.

TE10.07.05:; The tester shall verify by inspection and from the vendor documentation that determination of
pass or fail of each self-test is made by the module, without external controls, externally provided input text

vectiors, expecied output results, or operator intervention.
AS10.08: (Self-tests — Levels 1, 2, 3, and 4)

{If a cryptographic module fails a self-test, the module shall enter an error state} and-shall output an
error indicator as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.3.

Required Vendor Information

VE10.08.01: The vendor shall document all error states associated with each’s€lf-test and shall indigate for
each error state the expected error indicator.

Required Test Procedures
TE10.08.01: The tester shall verify the vendor documentation,\eheck that it lists every error state that the
module enters upon failure of a self-test, and indicates the efrror indicator associated with each errof state.
The tester shall compare the list of error states to those defined in the finite state model (see AS11.10) to
verify that they agree.

TE10.08.02: By inspecting the vendor documentation*that specifies how each self-test handles errors, the
tester shall verify that:

a) The module enters an error state upon failing a self-test.

b) The error state is consistent with the documentation and the finite state model.
¢) The module outputs an error indicator.

d) The error indicator is consistent with the documented error indicator.
TE10.08.03: The tester shall run each self-test and cause the module to enter every error state. Thq tester
shall compare the observed error indicator with the indicator specified in the vendor documentation. |If they
are not the sameythis test is failed.

AS10.09: (Self<tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not perform any cryptographic operations or output control and data
via thecontrol and data output interface while in an error state.

Required Vendor Information

VE10.09.01: The vendor documentation requirements are specified under VE03.07.01, VE03.07.02,
VE03.10.01 and VE03.10.02. The vendor design also shall ensure that cryptographic operations cannot be
performed while the module is in the error state.

Required Test Procedures

TE10.09.01: The tester shall verify that the inhibition of control and data output was performed under
TEO03.07.01, TE03.07.02, TE03.10.01, TE03.10.02 and TE03.10.05. The results of the verification shall
indicate that:

a) The vendor documentation shows that all control and data output via the control and data output interface
is inhibited whenever the module is in an error state.
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b) The module inhibits all control and data output when the module is in an error state.

TE10.09.02: The tester shall verify that the vendor documentation specifies that cryptographic functions are
inhibited while the module is in an error state.

TE10.09.03: The tester shall cause the module to enter the error state and verify that any cryptographic
operations that the tester attempts to initiate are prevented.

AS10.10: (Self-tests — Levels 1, 2, 3, and 4)

The cifyptographic module shall not utilise any functionality that relies upon a function or algorithm
that fdiled a self-test until the relevant self-test has been repeated and successfully passed.

Required Vendor Information

VE10.10.01: The vendor shall provide design documentation that the cryptographic module cannot utilise any
functionality that relies upon a function or algorithm that failed a self-test until the relevant self-test has been
repeatpd and successfully passed.

Requifred Test Procedures

TE10.10.01: The tester shall cause an error in a function or algorithm that failed a self-test and initiate a
functignality that utilise the function or algorithm and verify that the module cannot utilise this functionality.

TE10.10.02: The tester shall run each self-test and cause the module to\enter every error state or a degraded
operatlon. The tester shall exercise the cryptographic module, and\verify that the functionality cannot be
utilised until the relevant self-test has been repeated and successfully-passed.

AS10.11: (Self-tests — Levels 1, 2, 3, and 4)

If a module does not output an error status upon.failure of a module self-test, the operator of the
module shall be able to determine if the moduleshas entered an error state implicitly through an
unambiguous procedure documented in the security policy ({ISO/IEC 19790:2012/Cor.1:2015} Annex
B).

Requifred Vendor Information

VE10.11.01: If the module does not eutput an error status upon failure of the module self-test, the vendor
providéd non-proprietary security policy shall describe unambiguously the procedure to determine if the
cryptographic module has entered:an error state.

Required Test Procedures

TE10.11.01: The tester-shall run each self-test and cause the module to enter every error state. The tester
shall verify that the module has entered the error state implicitly through the procedure documented in the
non-prpprietary security policy.

AS10.12: (Self-tests — Levels 3, and 4)

The moddle shall maintain an error log that is accessible by an authorised operator of the module.

Required Vendor Information

VE10.12.01: The vendor documentation shall specify the error logging functionality of the module including
types of recorded information in the error log (e.g. which self-test has failed, when the error occurred).

VE10.12.02: The vendor documentation shall describe the mechanism to maintain the integrity of the error log.

Required Test Procedures

TE10.12.01: The tester shall verify, from the vendor documentation, that an unauthorised operator cannot
access to the error log.
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TE10.12.02: The tester shall verify, from the vendor documentation, that the error logging functionality
provides information, at a minimum, the most recent error event.

NOTE This TE is to cover assertion AS10.13.

TE10.12.03: The tester shall cause the cryptographic module to enter an error state and verify that the
module generates the error log, at a minimum, for the most recent error event.

TE10.12.04: The tester shall access the error log without assuming any authenticated role supported by the

eosntocranbic-madilae i tho arrar loa can bha accncend thic aconrtian foilc
Cry ptograprmc oot - Crr OOt Dt atCeC SSC ottt o SEraorTants:

TE10.12.05: The tester shall exercise the cryptographic module, and verify that the error logcis ‘protected
against unauthorised modification and substitution.

AS10.13: (Self-tests — Levels 3, and 4)

The error log shall provide information, at a minimum, the most recent error event’(i.e. which self-test
failed).

NOTE This assertion is tested as part of AS10.12.
AS10.14: (Self-tests — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790;2012/Cor.1:2015 subclause} A.2.1D shall
be provided.

NOTE  This assertion is tested as part of ASA.0L.
6.10.2 Pre-operational self-tests

6.10.2.1 Pre-operational self-test general requirements

AS10.15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)

between the time a cryptographicsmodule is powered on or instantiated (after being powered off|, reset,
rebooted, cold-start, power interruption, etc.) and before the module transitions to the operational
state.

The pre-operational tests shall be-performed and passed successfully by a cryptographic ;iodule

Required Vendor Infortnation
VE10.15.01: The vendor documentation shall provide the information for each of the pre-operational self-tests.

VE10.15.02: The vendor shall provide the sequence of pre-operational self-tests between the time the module
is powered@n'or instantiated and before the module transitions to the operational state.

Required Test Procedures

TE10.15.01: The tester shall verify that the vendor documentation specifies each pre-operational self-test.
The tester shall verify that the pre-operational self-tests are performed as specified

TE10.15.02: By checking the code and/or design documentation, the tester shall verify each pre-operational
test is performed and passed successfully between the time a cryptographic module is powered on or
instantiated and before the module transitions to the operational state.

AS10.16: (Pre-operational self-tests — Levels 1, 2, 3, and 4)

A cryptographic module shall perform the following pre-operational tests, as applicable:
— pre-operational software/firmware integrity test;
— pre-operational bypass test; and
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— pre-operational critical functions test.

NOTE

6.10.2.

This assertion is tested as part of AS10.17 to AS10.24.

2 Pre-operational software/firmware integrity test

AS10.17: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

All so

ftware and firmware components within the cryptographic boundary shall be verified using an

appro
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NOTE
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NOTE
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Requi
TE10.1

bed integrity technique or EDC satisfying the requirements defined in {ISO/IEC
2012/Cor.1:2015 subclause} 7.5.

This assertion is not separately tested. Tested as part of AS05.05 through AS05.23.
18: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)
erification fails, the pre-operational software/firmware integrity test shall fail.

This assertion is not tested separately.
19: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and*4)
rdware module does not contain either software or firmware, the)module shall, at a minimum,
nent one cryptographic algorithm self-test as specified in{USO/IEC 19790:2012/Cor.1:2015
use} 7.10.3.2 as a pre-operational self-test.

This assertion is not tested separately.
P0: (Pre-operational software/firmware integrity teSty~ Levels 1, 2, 3, and 4)
btographic algorithm that is used to perform the approved integrity technique for the pre-
ional software/firmware test shall first pass-the cryptographic algorithm self-test specified in
FC 19790:2012/Cor.1:2015 subclause} 7.10:3.2.
'ed Vendor Information
P0.01: The vendor documentationsequirement is specified under VE10.15.02.

'ed Test Procedures

P0.01: By checking the “codes and/or design documentation, the tester shall verify that the

cryptographic algorithm testused to perform the approved integrity technique is passed before the pre-

operat

6.10.2

AS10.

If acr

onal software/firm\ware integrity test starts.

3 Pre-operational bypass test
P1: (PrexOperational bypass test — Levels 1, 2, 3, and 4)

yptographic module implements a bypass capability, then the module shall ensure the correct

opera

10N OoT the 1ogIC governing activation or the DYpass CapabIlity DY exercising that 10gIC.

Required Vendor Information

VE10.21.01: The vendor documentation shall specify how the cryptographic module ensures the correct
operation of the logic governing activation of the bypass capability.

Required Test Procedures

TE10.21.01: The tester shall verify from the vendor documentation and by inspection of the module that the
logic governing activation of the bypass capability is implemented as specified.
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