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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC

1.

The procedllres used to develop this document and those intended for its further maintenarncs
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INTERNATIONAL STANDARD ISO/IEC 23001-1

2:2015(E)

Information technology — MPEG systems technologies —

Part 12:
Sample Variants in the ISO base media file format

This
(Iso

2

The
indis
refer

1SO/
medi

1S0/
encr)

Stope

part of ISO/IEC 23001 defines the carriage of Sample Variants in the ISO base. fiiedi3
IEC 14496-12).

Normative references

following documents, in whole or in part, are normatively referenced in this docum
pensable for its application. For dated references, only the edition cited applies. K

[EC 14496-12:2015Y), Information technology — Coding of-@udio-visual objects — Part
a file format

[EC 23001-7:2015, Information technology — MPEG systems technologies — Part
bption in ISO base media file format files

3 Terms, definitions and abbreviated terms

3.1

3.1.1
Dou
Sam
Sam

Note

3.1.2

Terms and definitions

ble Encrypted
ble Variant byte range dataencrypted by first a Media Key (as part of the encryption of t
ble Variant) and then second a Variant Byte Range key

1 to entry: See 6.1y

Mediia Key

encr,

3.1.3

yption Key associated with one or more media samples

file format

ent and are
or undated

ences, the latest edition of the referenced document (including.any amendments) appliles.

12: ISO base

7: Common

he complete

Medjia KID

encryption KID associated with one or more media samples

3.1.4

Sam

ple Variant

assembled media sample replacing an original sample

3.1.5
Variant Byte Range
location of a sequence of bytes that might constitute a portion of a Sample Variant

1

ISO/IEC 14496-12 is technically identical to ISO/IEC 15444-12.
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3.1.6

Variant Constructor
Sample Variant metadata that defines how to assemble an individual Sample Variant

3.1.7
Variant Me

dia Data

media data used to construct a Sample Variant, some of which may come from the original sample

media data

3.1.8

Variant Processor

logical modutetirat performrsthe processing steps that implement the process of assempting Sample

Variants

3.2 Abbr
For the purj
CENC
DRM
ISOBMFF
IV

KID

4 Overv

This part o
Sample Vari
e.g. identify
and CENC, 4

The Sample
ISOBMFF: V|

NOTE T

eviated terms

poses of this document, the following abbreviated terms apply.
Common ENCryption (as specified by ISO/IEC 23001-7:2015)

Digital Rights Management

[SO Base Media File Format (as specified by ISO/IEC 1449612:2015)
Initialization Vector

Key Identifier

jew (informative)

[ ISO/IEC 23001 defines a framework:\for the carriage of Sample Variants in the ISOB
ants are typically used to provide farensic information in the rendered sample data that
the DRM client. This variant framework is intended to be fully compatible with ISOB
nd agnostic to the particular forensic marking system used.

briant Constructors, Variant Byte Ranges and Variant Samples.

he Variant Process,Model described in Clause 9 can also assist in introducing the concepts.

MFF.
can,
MFF

Variant framework uses'three core constructs to define and carry Sample Variant dafta in

Figure 1 shows a scenarig where a sample (Sample 2) has a number of Sample Variants. Figure 1 shows

3 samples i
of what is ¢
processing.
For Sample

a series leftto right, the middle of which has variants. The top row is a conceptual depi
ncodedcusing ISOBMFF and the bottom row shows what is output after Sample Va

rtion
riant

Access-to samples is under the control of KIDs as depicted in the top row of in

providing a

Figure 1.
Variants, a hierarchy of KIDs is used to provide access to data, with the higher level KIDs
Ccess to Sample Variant Metadata and the lower level KIDs providing access to media data.

© ISO/IEC 2015 - All rights res
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Variant Sample Set
Sample2c/KID2c
ISOBMFF
S Inpult . Sarrple2b/Kib2b
gmples
Sample2a/KID2a
Samplel/KID1 Sample2/KID2 Sample3/KID3
\ L
Qutput
Samples — Sample1/KID1 Sarmple2V/KID2V Sample3/KID3

The fontrol point for the use of the proposed framework is the content publisher:

— the content publisher will encode encrypted, compressed Sample Variant data into the
hind ensure that each set of Sample Variant data for a given sample time is encrypted wit

key and signalled with adifferent KID.

Figure 1 — Sample Variant structure

SOBMFF file
h a different

— the content publisherwill work with the DRM to manage the release of KIDs/keys siich that the

blayback path (tHe actual sample data used during playback) is controlled and the plaj
lecrypt and render the data that it has been authorized to render.

rer can only

The |[decoder model for the processing of the file is shown in Figure 2. Critical to the Sanmiple Variant

decoding process is control over if and how the Sample Variants are processed.

NOTE

The decrypt and decode steps are standard operations as they would be for any CENC-ena

bled decoder.

© ISO/IEC 2015 - All rights reserved
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ISOBMFF
DRM
KID[n]
vmKID[n] >
vbrKID[n]
vmKey[n] Key[n]
VbrKey[n]
Sample CENC Standard Decodér
Variants v v
v
Bake R Variant - <
Sample ! Processing Decrypt Qecode :

By operatin
secure vide

5 Variay

5.1 Over

A Variant C
more Varia

The Variant

Constructof.

access. AV
associated ]

5.2 Acce!

If the decod

!

Figure 2 — Variant Decoder Model

g in the encrypted/compressed domain, secure baseband link operation (e.g. dedic
b pathways) is preserved and is intended to beXfully compatible with CENC.

)it Constructors

view

nstructor defines which bytes‘are used to assemble a Sample Variant. There may be o1
t Constructors defined fer'a/given ISOBMFF sample.

Processor may use a Variant Constructor if the Variant Processor has access to the Va

In addition to the-presence of the Variant Constructor, “access” includes cryptogra
ariant Constructoer defines which data is used to assemble a Sample Variant and
Nedia KID and initialization vector for decrypting the Sample Variant.

;s to Variant Constructors

hted,

ne or

Fiant
phic
the

rack,

er’is glven access to the Media Key for the sample defmed by the ISOBMFF media t

Sample Varla

) the

original Medla Key for the sample defmed by the ISOBMFF medla track the Varlant Processor shall be
given access to one Variant Constructor associated with the sample.

The KID/Key associated with the Variant Constructor controls access to a particular Variant Constructor
and is therefore a function of the set of KID/Key value pairs made available to the Variant Processor by
the DRM. Only one Variant Constructor per sample should be made available to the Variant Processor. If
the Variant Processor is given access to a Variant Constructor, the decoder shall also be given access to
the Media Key associated with the Media KID defined in the Variant Constructor.

If the Variant Processor has access to more than one KID/Key associated with Variant Constructor for
a given sample, the Variant Processor utilizes the first Variant Constructor that it has access to in data
encoding order. The Variant Processor uses exactly one Variant Constructor to assemble a Sample Variant.

© ISO/IEC 2015 - All rights res
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5.3 Encryption of Variant Constructors
Each Variant Constructor shall be encrypted with a “Variant Constructor key”.

As a Variant Processor is provided only with the Variant Constructor keys for the Variant Constructor
thatis to be used by that particular Variant Processor, any Variant Constructors not used by that Variant
Processor are not exposed by a security compromise of that Variant Processor.

6 Variant Byte Ranges

6.1 [ Overview

Eac
Ran
Vari

Variant Constructor defines a sequence of one or more Variant Byte Ranges..Each {ariant Byte
e defines the location of a sequence of bytes that might constitute bytes i1 & Sample Variant.
nt Byte Ranges can contain unused data.

The
Vari
Ran

equence of Variant Byte Ranges defined in a Variant Constructor are~grouped into
nt Byte Range groups. Each Variant Byte Range group shall define one or more V
es. An individual Variant Byte Range within a Variant Byte Range group:

ne or more
ariant Byte

available to

ay reference bytes of data that constitute bytes in a Sample*Variant that is made
ertain Variant Processors (“real Variant Byte Range”).

ay reference bytes of data that are not made available to any Variant Processor (“flake Variant

yte Range”).

bes” defined
IS access to.
S.

A “fdke Variant Byte Range” can be used to hide the amount of actual “real Variant Byte Ran
withliin a Variant Constructor. The Variant Processor uses all Variant Byte Ranges that it h
In addition to the presence of the Variant Byte Range, “access” includes cryptographic acces

Data
Cons
of tw

for different Sample Variants can be\stored non-contiguously as referenced by different Variant
tructors. Data for a particular Sample Variant can also be stored non-contiguously using a sequence
ro or more Variant Byte Ranges.

Access to Variant Byte Ranges

iant Byte Range is wnencrypted (and the Variant Processor has access to the Variant C

Variant Byte Range within a Variant Byte Range group signals that the data refere

the Variant Processor has access to the Variant Byte Range and the associated unencry

b Variant Byite'\Range defined within a Variant Byte Range group signals that the data
e Variant'Byte Range is encrypted, then access to the Variant Byte Range and the asso

trolled\by the KID/Key associated with each Variant Byte Range, either the Media Ke}

hced by the
bnstructor),
'pted bytes.

referenced
riated bytes
y defined by

Byte Range
hge and the

cte e Varis - D/Key value
pairs made avallable to the Varlant Processor by the DRM. Only one Varlant Byte Range within a Variant
Byte Range group should be made available to the Variant Processor.

If the Variant Processor has access to more than one KID/Key associated with Variant Byte Ranges
within the same Variant Byte Range group for a given sample, the Variant Processor uses the first
Variant Byte Range that it has access to in data encoding order. The Variant Processor uses at most one
Variant Byte Range within a Variant Byte Range group to assemble a Sample Variant.

Variant Byte Ranges can be used to efficiently encode only the (typically small) differences in Sample
Variants for a given presentation time without repeating non-difference data or exposing Sample
Variant differences to the Variant Processor. This is achieved through Double Encryption, where the
difference data is first encrypted by the Media Key and then encrypted by the Variant Byte Range key.
The Variant Processor requires access to the Variant Byte Range key to decrypt such difference data and

© ISO/IEC 2015 - All rights reserved
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therefore access to the difference data can be controlled via the Variant Byte Range key. This enables
reuse of common data and preserves Sample Variant compatibility with CENC, which requires that only
one Media Key be applied to a given sample. If Variant Byte Ranges did not provide this capability, then
it would be necessary to repeat all data for each Sample Variant, including difference and non-difference

data, so as to protect difference data with a different key; this is inefficient.

6.3 Encryption of Variant Byte range information

Variant Byte Range definitions are not individually encrypted (they are encrypted as part of the Variant
Constructor).

7 Sampl

7.1 Over

The data u
Processor hj
by ISOBMFF
obtained by
by the Varig

e Variants

view

sed for rendering a sample is defined by either a Variant Constructor (if the Va
as access to the Variant Constructor for the sample per 8.3.3), or by the-media data def
. When Variant Constructors are used, the actual data used for reconstructing the samj
assembling, in the order of appearance in the Variant Constructor-the byte data refere
nt Byte Ranges made available to the Variant Processor per.Clatse 6 and this constru

riant
ined
ble is
nced
ction

shall result|in a valid encrypted sample for the signalled underlying gncryption system; this sample is
a Sample Vdriant.

7.2 Access to Sample Variants

Once the Sample Variant is assembled from the Variant:Byte Ranges, access to the sample data is
controlled By the Media Key defined in the Variant Constructor and is therefore a function of the det of
KID/Key value pairs made available to the Variant Précessor by the DRM.

7.3 Encryption of Sample Variants

Sample Varlants shall always be encrypted.according to the scheme signalling of the associated media
track. Variapt Byte Ranges of a Sample Variant may be unencrypted, or may be encrypted with a Media

Key. The Me

When byte
encrypted V
encryption

As a Variant
Media Data
Data not us

dia Key is associated withione or more samples.

b in a Sample Variant are encrypted with a Media Key, one or more byte ranges o
[ariant Media Datasmay be further encrypted (Double Encrypted) according to the com
signalling with(a jVariant Byte Range key” per 8.3.4.

Processorjis-provided only with the Variant Byte Range keys for Double Encrypted Va
that ar€ to'be used by that particular Variant Processor, Double Encrypted Variant M
bd by-that Variant Processor are not exposed by a compromise of that Variant Processo

[ the
mon

riant
edia

8 1ISO storage

8.1 Overview

Variant data is stored in an ISOBMFF metadata tracks (variant track). An ISOBMFF media track (media
track) or variant track may be associated with one or more variant tracks as defined in 8.2.2.

— When an association is established between a media track and a variant track, Sample Variant
processing will occur whenever a decoder does not have access to the KID/key defined for a sample
in the media track as defined in 5.2.

When an association is established from a variant track (original variant track) to another variant

track (other variant track), variant data contained in the other variant track can be utilized by the
original variant track.

© ISO/IEC 2015 - All rights res
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8.2

ISO/IEC 23001-1

Variant tracks

8.2.1 Definition

2:2015(E)

Samples within associated tracks are associated if they are time-parallel as defined in 8.3.5.

Variant data shall be stored in an ISOBMFF metadata track that complies with the following constraints:

a) The track shall use the ‘meta’

ISOBMFF Clause 12.

handler type in the Handler Reference Box (‘hdlr’) per

b)
‘)
d)

8.2.7
ISOB

The
ref

b)

Vari
orde
acce

8.2.3

8.2.3

clas

['he track shall use the VariantMetaDataSampleEntry () sample entry as defined
Variant data is stored in the track as samples in accordance with 8.3.

['he track shall use the same timebase as the corresponding video, audio or othér varia

Association
MFF tracks may be associated with variant tracks via one of the following means:
An externally defined context.

n the source track (e.g. in the original media track), using.a’'Track Reference Type Box
Reference Box (‘tref’) of the Track Box (‘trak’)(which hasa reference typsg
aind one or more track IDs that each correspond\to a track ID of avariant track
referenced in the same file.

following additional requirements apply(to*track IDs in a Track Reference T
prence type ‘cvar’:

frack ID may have a value that does ot correspond to a track ID ofa track in th
['his specification does not define how the referenced file containing such a track is loc

f the track ID does correspond to a track ID of a track in the same file, the col
rack shall be a variant trackiwhich complies with 8.2.1.

int track references defined for a media track shall be defined in Variant Constru
r. The Variant Processor will process variant tracks according to this order when sear
5sible Variant Constructor.

Variant{Metadata Sample Entry

.1 Syntax
{

s WariantMetaDataSampleEntry () extends MetaDataSampleEntry (‘cvar’)

n8.2.3.

nt tracks.

in the Track
of ‘cvar’
that is to be

ype Box of
e same file.
hted.

responding

ctor search
ching for an

un %rjnor‘] int (32) ariant constructor cheme = no

}

unsigned int (32) variant constructor scheme version;
unsigned int (32) media track scheme type;

unsigned int (32) media track scheme version;
unsigned int (32) IV _Size;

unsigned int (32) variant byte range scheme type;
unsigned int (32) variant byte range scheme version;

8.2.3.2 Semantics

variant constructor scheme type - shall be set to the four character code defining the
protection scheme applied to Variant Constructors in the track, per 8.3.4.

variant constructor scheme version - shall be set to the version of the protection scheme
applied to the Variant Constructors in the track, per 8.3.4.

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=66866ce6ff07b20b2442a90755678aee

ISO/IEC 23001-12:2015(E)

media track scheme type -shallbe setto the four character code defining the protection scheme
applied to associated media track, as defined for the schema_type field in the associated media
track by ISOBMFF subclause 8.12.5.3.

media track scheme version - shall be set to the version of the protection scheme applied to
associated media track, as defined for the scheme_version field in the associated media track by
ISOBMFF subclause 8.12.5.3.

IV_Size - shall signal the size of the IV in bytes that is applied to the Variant Track (as used in the
VariantConstructorList and VariantConstructor structures). The IV_Size shall match the IV_Size of
the associated media track.

variant Byte range scheme type -shallbe setto the four character code defining the prote¢tion
scheme|applied to the double encryption of bytes referenced by Variant Byte Ranges, per@.3.4.
variant Pyte range scheme version - shall be set to the version of the protection scheme
applied|to the double encryption of bytes referenced by Variant Byte Ranges, per 8.3.4.
8.3 Sample data
8.3.1 Varjant Data
8.3.1.1 Definition
A sample in|a variant track is either empty (zero size) or aVariantData () structure.
8.3.1.2 Syntax
aligned(8)|class VariantData
{
VarjantConstructorList () variant listy
VarjdantConstructor () [] variant gem'structors;
unsigned int (8) [] variant\pool;
}
8.3.1.3 Se¢mantics
variant list -the Variant Constmictor list as defined in 8.3.2.
variant donstructors - thearray of Variant Constructors referenced by the Variant Constructor list.
variant pool -apoolofvariant bytes that may be referenced by a Variant Constructor.
8.3.2 Varjant ConsStructor list
8.3.2.1 Definition

The VariantConstructorList () defines sample specific information on the location of potential
Variant Constructors for Sample Variants.

Each sample definition in a variant track may have one or more Variant Constructor location entries
in the VariantConstructorList (). As required in 5.2, exactly one individual Variant Constructor
location entry is used during playback of a given sample and the Variant Processor uses the first Variant
Constructor that it has access to in order of definition in the VariantConstructorList () structure.

Individual entries in the VariantConstructorList () :

— mayreferenceaVariantConstructor () for the sample definition that is used during particular
playback scenarios (“real Variant Constructors”); or

— mayreferencebytesthatarenotmadeavailable toany VariantProcessor (“fake Variant Constructor”).

8 © ISO/IEC 2015 - All rights reserved
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NOTE Without access to the decryption Key referenced by vcKID, fake Variant Construct
Variant Constructors are indistinguishable. Fake Variant Constructors can be used to hide the number of real
Variant Constructors defined in the variant constructors array.

8.3.2.2 Syntax

aligned (8) class VariantConstructorList

{

2:2015(E)

ors and real

siz

var

vcK

vcI)

var

var

unsigned int (32) size;
unsigned int (8) variant constructors count;
for( i=1 ; i<= variant_constructors_count; i++) |
unsigned int (8) [16] vcKID;
Unsigned 1NC(871V_Size) VCIV;
unsigned int (32) variant constructor offset;
unsigned int (32) variant constructor size;
}
unsigned int (8) [] padding;

.2.3 Semantics

e — shall be set to the size, in bytes, of the VariantConstructorList () .

lant constructors count - shall be set to the number of&{ariant Constructor entries in the

constructors array in the VariantData () .

[D - the “Variant Constructor KID”. This KID shall indicate the ID of the Variant
metadata key used for decrypting the encrypted Variant Constructor.

7 - the “Variant Constructor Initialization Vectgy”This field shall contain the initializ
ised for decrypting the encrypted Variant Constructor.

fant constructor offset -the bytepoffset of the corresponding VariantCons
['his offset is relative to the start of theWariantData () .

fant constructor size - thé’length, in bytes, of the VariantConstruct
fombination of variant confstructor offset and variant constru
ndicates the location and size”of the VariantConstructor (). The byte range
pariant_constructor_offsetanhd variant constructor size shall only reference b
he variant_constructonsS array in the VariantData () and no other bytes.

Constructor
htion vector
ructor ().

or (). The
ttor size
defined by
ytes within

padding - the byte array may contain any data and be used to increase the $ize of the
VariantConsttuctorList ().
NOTE This padding can be used to obfuscate the actual size of the VariantConstructorfList () ifit
is enfrypted.
8.3.3 Variant Constructor
8.3.3.1 Syntax
aligned(8) class VariantConstructor
{
unsigned int (8) [16] KID;
unsigned int (8*IV Size) Iv;
unsigned int (32) variant byte ranges count;
for( i=1; i<= variant byte ranges count; i++ )
{
unsigned int (8) variant byte range flags;
if ( variant byte range flags & 0x02 )
{
unsigned int (8) [16] vbrKID;
unsigned int (8*IV Size) vbriIvV;
}
if ( variant byte range flags & 0x08 ) {
© ISO/IEC 2015 - All rights reserved 9
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}

unsi

}

unsigned int (8)
}
signed int (8)
unsigned int (32)
if ( variant byte range flags & 0x06 != 0x02 )
unsigned int (32) variant byte range size;

}

variant track reference index;

relative sample number;
variant byte range offset;

{

gned int(8) [] padding;

8.3.3.2 Semantics

KID - the Media i tB—ThisKiB-shatindie — re—MedtrKey-thatisasedtordeerypting the
encrypted Sample Variant data after re-assembly of the applicable Variant Byte Ranges. Decryption
occurs In accordance with the protection scheme signalled in the associated media track(

IV - the Inifialization Vector that shall be used for decrypting the encrypted Variant Media Data after
re-assembly of the applicable Variant Byte Ranges in accordance with the protection scheme
signalldd in the associated media track.

variant Pyte ranges count - shall be set to the number of Variant Byte Ranges defined foy this
Variant]Constructor. See Clause 6 for more information.

variant Bpyte range flags - shall be setas follows:

0x01 encrypted  When set, the Sample Variant data referenced b¥ the Variant Byte Range shall e

0x02 doublg

0x04 group

encrypted with the Media Key.

e
en
1 by

-enc  When set, the Sample Variant data referéncéd by the Variant Byte Range shall b
Double Encrypted with a Variant Byte:Range key. The meaning is undefined wh
variant byte range flags signdls that the Sample Variant data reference

the Variant Byte Range is unencrypted.

When set, the Variant Byte Range shall be the start of a Variant Byte Range g
and thus provides a marker for Variant Byte Range groups within the Varig
Constructor (). As,pér Clause 6, the Variant Byte Ranges defined in the Va
antConstructor {).are grouped into one or more Variant Byte Range groups
one Variant Byte Rarige from each Variant Byte Range group is used by the Va
Processor. This therefore requires that even if there is only one Variant Byte Range
defined in the VariantConstructor (), or there is only one Variant Byte Range
within a Variant Byte Range group (i.e. there are no alternative Variant Byte Ranges
for a particular byte range of the Variant Media Data), that the start of Variant Byte
Range'group be signalled with this singular Variant Byte Range. As per 6.2, if imore
than-one Variant Byte Range appears in a single Variant Byte Range group, eakch is
Double Encrypted in order to limit the Variant Processor access to one byte range
within the byte range group.

Lstart roup
nt-
ri-
and
riant

NOTE This flag can be used by a Variant Processor to determine that a data errof has

0x08 data-s

vbrKID -t

occurred - if no Variant Byte Range is in a Variant Byte Range group is recognized,
an error has occurred.

ource When set to 0, the data source for this range shall be the original media track.
When setto 1, the variant track reference index indicates which variant

track shall be the data source.

he “Variant Byte Range KID”. This KID shall indicate the ID of the Variant Byte Range key

used for decrypting the Double Encrypted Variant Media Data.

vbrIV - the “Variant Byte Range Initialization Vector”. This field shall contain the initialization vector
used for decrypting the Double Encrypted Variant Media Data.

10
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variant track reference index - shall either be the 1-based index (according to order of
reference definition - see 8.2.2) of the track references from this variant sample track to another
variant track containing the variant data to be used; or if this value is 0, the data is drawn from this

variant track.

relative sample number - having found the track data source (see the data-source flag and

var

variz

pad

8.3.4

Asd
sign
shal

Asd
are
sche

As (
a “V

variant track reference index field above), this field defines which sample
shall be used for the Variant Byte Range as follows: when set to 0, the sample data-s

data source
ource is the

time-parallel associated sample per 8.3.5; when set to a negative value, the Nth prior sample is

used; when set to positive value, the Nth succeeding sample is used.

FamTt pyte range ot fset =15 the byteoffsetfronrthestartof theTeferenced sam

Frack reference index) to the beginning of the data for this Variant Byte'Range.

range_size shall only reference bytes within the referenced sample and no other byte
more than one Variant Byte Range in a Variant Byte Range group,this field only exists

ing-the byte array may contain any data and be used to inerease the size of the Variant

NOTE This padding can be used to obfuscate the actdal size of the Variant Constructor as it

|  Encryption

be used to encrypt Variant Constructors:

AES-CTR Full Sample Encryption: signalled with a four character code value

VariantMetaDataSamplkeEntry () per 8.2.3.

ield value of ‘cval¥%.and a scheme version field value of 0x00010000 (Major vers
Persion 0) in the VariantMetaDataSampleEntry () per 8.2.3.

efined in 7.3, Sample Variants assembled from Variant Byte Ranges defined in a Variant
encrypted{according to the scheme signalling of the associated media track and pe
e is alsosignalled in the VariantMetaDataSampleEntry ().

lefined in 7.3, bytes referenced by a Variant Byte Range may be double encr

VariantMetaDataSampleEntry ().

bample in the media track, the VariantData () that contains this Variant Constry
VariantData () in areferenced variant track, depending on the data-source flagiand

int_byte_range_size - the size of the Variant Byte Range in bytes. The combifation of vz
range_offset and variant_byte_range_size indicates a byte range for the.Variant Byte K
referenced sample. The Variant Byte Range defined by variant_byte_range_offset and vz

Variant Byte Range as the size of Variant Byte Ranges in a Variant Byte Range group is

bfined in 5.3, Variant Constructors are always encrypted, and per 8.2.3, the encryptio
hled in the VariantMetaDataSamplkeEntry (). One of the following CENC encryy

ind a scheme version value of 0x00010000 (Major version 1, Minor versiorn

AES-CBC-128 Full SampleEncryption: signalled using a four character code value of sct

ple (original
ctor, or the
variant

riant_byte_
tange in the
riant_byte_
5. If there is
for the first
he same.

Constructor.

is encrypted.

n scheme is
tion modes

of ‘cvar’
0) in the

eme type
on 1, Minor

Constructor
r 8.2.3, this

ypted with

ariant Byte Range key” and per 8.2.3, the double encryption scheme is signallled in the

One of the following CENC encryption modes shall be used for double encryption of byte data in a
variant track:

— AES-CTR Full Sample Encryption: signalled with a four character code value of ‘cvar’
and a scheme version value of 0x00010000 (Major version 1, Minor version 0) in the
VariantMetaDataSampleEntry () per 8.2.3.

AES-CBC-128 Full Sample Encryption: signalled using a four character code value of scheme type
field value of ‘cval’ and a scheme version field value of 0x00010000 (Major version 1, Minor
version 0) in the VariantMetaDataSampleEntry () per 8.2.3.

© ISO/IEC 2015 - All rights reserved 11
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The bytes referenced by a Variant Byte Range shall be treated as a single sample for the purposes of
applying one of these CENC encryption modes.

8.3.5 Association
Samples are associated as follows:

a) A sample in a media track shall be associated with a sample in a variant track referenced by the
media track if the samples are time-parallel.

b) A sample in a variant track shall be associated with a sample in another variant track referenced by
the varfanttrackif the sampies are time-paratiet:

c) Samplep are considered to be time-parallel as follows: If To is the decode time of the sample in the
original track, then the time-parallel sample in a referenced track is the sample in that referenced
track tHat has a decode time Tv and duration D, such that Tv<=To<(Tv+D).

NOTE1 Sample association occurs at media decode time before any consideration of edit lis{s or
composition|offset.

NOTE 2  A|sample in a variant track can have zero data size if no variant data)is to be provided af] that
particular sgmple time.

An example|of media track and variant track referencing is shown in Figure 3.

yeemeeeceedeccecceecceceece e e e

Media Track (Audio, Vifleo or Subtitle Track) ]
]
Movie Box (‘moov’) Media Data Box (‘mdat’) 1]
]
....other | Track Bx (‘trak’) ....other sample sample sample sample ....other |y
boxes samples |, el 2 ne3 samples |4 v = = Dot
) : VariantConstructorListEntry
track association: ref/cvlr/track id para) % ' .
© mc atime parle sample s used oy \hhs:K\D/key forthe mediasampleis not rovded . ) VariantConstructor to be decrypted vith veKID/vclV
- N *) VariantConstructor to be located in the variant data usin|
l\/- - -T- -kW-(V\; - J -T- ;; -------- i desssdeccc e Y . relative positioning via constructor_o ffset/constructor_spe
) Variant Tracl etadfta Trac| ' . . .
» L L 1 ! ' . = assembled VariantByteRange data is treated as a sample afd
»| Movie Box (‘moov’), * Media Data Bo‘(‘mdat’) > > ! ' ' decrypted using KID/IV
' . Yy Y o ! [ teRangeGroup
o) )| ----other ....other ' - -
’ -'-l-)mhe' Track Bex (‘trak’) samples sample sample samples : .o S ngo.fags: double encryption of byte range data is used to control acfess to
’ oxes Ples In n+2 P | Vo onge.fgs-=dogpigers) = = = [I| ~2 Variant Byte Range within a Variant Byte Range group.
s v v 7 —— VariantData) ' | «
. ' ' 0 sample dta for 43 in ‘maatl variant list= = =*  |s ) f track-source is set, byte range data s either in this varignt
\ ' o Cparsamples can bo zer date oM  comstructors; = track or another variant track as indicated by the index.
' ! : iant data at that samplétie var!ant,con? ructors; = o *)if track-source is not set, byte range data is in the media frack
............. p variant_pool; « = = «|¢
'
' . e ' defines the location of the byte range data within the slgnalled
L T
N ' track location:
.- 3 ; o e el e ot = T T S S S e e e q e ooy \ Va','a”m‘_a‘a‘(’ ~ Note:in the n+2 example, the track can only be itself (varigh track
y Variant Track 2 (Metadta Trackh based on samplé decode time variant_list; 1) or the original sample as there is no time-parallel sampld in
9 - 1 variant_constructors; J _ S variant track 2 at n+2
»| Movie Box (‘moov’), v Media Data Bo'(‘mdat’) ! variant_pool; | T T ea .
s ] Seeanl L Note:in the n example, the track location for the
W] -other [Track Bdx (trak) ....other sample .other |4 S o T T = = VariantByteRange data can be variant track 1 (itself), varia
2| boxes samples |, samples |+ . track 2 or the original sample in the media track as there |
+ A ) AN time-parallel sample at n in variant track 2
A ~
N
cvar samples can'be shorter than na salyple,data for 41, 142 or n+3 in ‘mdat': A\ pool of bytes for byte range data
reference cvar samples in ‘cvar’ tracks "BugFsdinples can be zero data length in ‘cvar’
referenced by other ‘cvar’ tracks Tegcks referenced by other ‘cvar’ tracks

(0 variant data at that sample time)

Figure 3 — Media track and variant track referencing

9 Variant®rocessor Model and Example (Informative)

9.1 Variant Processor Model
The rendering of a sample is expected to satisfy the observable behaviour defined by the following model:
a) The data source for each sample is evaluated as follows:

1) If the decoder has access to the sample in the media track, the decoder proceeds to render the
sample as per 5.2.
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