INTERNATIONAL ISO/IEC
STANDARD 20000-2

Second edition
2012-02-15

Information technology — Service
management —

Part 2:
Guidance on the application of service
management systems

Technologies de l'infermation — Gestion des services —

Partie 2: Directivestelatives a I'application des systemes de
management des-services

Reference number
ISO/IEC 20000-2:2012(E)

© ISO/IEC 2012



https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

Contents Page
o =11V o o PSPPI v
1o o [0 T 4 o o 1SRN vi
1 85T oo o -SSP 1
11 FGenmeral T e e 1
1.2 /2N o o e 11 e o TSt 2 KR 2
2 NOrMatiVe refer@nNCEeS.......cciiiieeiiiiieiiireei s s rrssssrrssssssrsnsssssssnsssnenssssssansssssbodesioensssferenansrennnsnnens 2
3 Terms and definitioNS ... e s e san s s rannssaionns i onnnnssrenns|srrrennssreennnnn 2
4 Service management system general requirements .........cccoccemmininneee E0 e forccc, 2
41 Management responsibility ... @ A e e 2
4.2 Governance of processes operated by other parties..........cccceeoiitee e e vrccceeesnes s 13
4.3 Documentation management ... G T e 15
44 Resource management............ooo ik S smssn s ssmsns s s essnsssns fesnn s 17
4.5 Establish and improve the SMS............ e b rssme e e e e s s smsene e e e s sssssss e e e e e e e ssssnnnes 19
5 Design and transition of new or changed services .....5 . ..ccccciriiirccccsecerenensssscsssseeeeses s Jessssseeee e 24
5.1 LT 5 = - 1 S PRPRPRY IS 24
5.2 Plan new or changed ServiCes.........ccconirrinne bt ssssssssssees frsssssssssssssns 25
5.3 Design and development of new or changed Services ..........cccoviiicmmniniicnnnnsssnnssens frrsennnnenn, 28
5.4 Transition of new or changed services........50 e, 31
5.5 DocUMENtS AN FECOTUS .....cieeuiiiieeeiirinaiers s ieresnsssrrnnssssrsnsssrssssssrensssssennsssssanssssesnsssssenssssfennssssrennnsnnns 31
5.6 Authorities and responsibilities..........cai e 32
6 Service delivery ProCeSSEes ... sssssssssms e s ss s s ssssmss s sssssssssssmmssssss frssssnnnn e 32
6.1 Service level management .........{ll e e s 32
6.2 ST=T Q¥ ToT= 00 (=T o] o g T R RRRSRNY RS 37
6.3 Service continuity and availability management .............ccccorrieeeirrrcccrr e e 38
6.4 Budgeting and accounting:for SErviCes.........cccommmiiiiiinimrmniinissc s ssssse s e s s fee e 43
6.5 Capacity Management i ... eiccccccsecrrr e e snnnr e se s snnnn e e e s sensnssnnnneenees fasssnnnnneennaaas 46
6.6 Information security management...........ccccoo e nsnne e e fe s s 49
7 (R F= 1 oY 0 1 g T o3 o] o Yo =X-T=T L PR RN 53
71 Business relationship management.............ccciiiiicciincnninssseserre e sssssss e 53
7.2 ST 07 o] 1T=Y ol 40 F= 0 = (o 1= 1 1= L TSN (R 56
8 ReESOIUHION PrOCESSES .....uneeiiiiiiiiiieer it ssmn s smmms e s mmmn s e e s snsnnn | en e s 59
8.1 Incident and service request management ............cccceniiin e e 59
8.2 Problem management............ccocoiiiiiiiii s s 62
9 CONLIOl PrOCESSES ...coiiiiiiiiiicineerier i s s s sssnrr e s s s e s s s s ssnsme s e e e s sssssssannneseessesssssnnnnnsenssessssssnnnneensss|orssnnnnnnennnnas 65
9.1 ConfIguration MaNag e M Nt .. e e e e sessrsssmmeeeeeeesasssssammaaeeeesasssssammnaee s s saassnnmannnes 65
9.2 (0 3 E=T g e T30 0 F= L B T L= 14 =T 0L SRS 69
9.3 Release and deployment management..........ccciiiiiccciieemienninssccsssese s sss s sssss e s s s smnnn e e e s sessnnnnn 72
Annex A (informative) Interfaces between processes and integration of processes with SMS.............. 77
271 o Lo [ =T o] 4 177 SR 84
Figures and Tables

Figure 1 — PDCA methodology applied to service management..............cccoommmiiiiicccssernnr s eenns vii
Figure 2 — Service management SYSteM ..o ———— 1
Figure 3 — Example of relationship with lead suppliers and sub-contracted suppliers........cccccocrrrrrnnn. 58

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

Table 1 — Example matrix of incident resolution target times based on priorities ...........cccceccmrerrriicnnee 60
Table A.1 — Interfaces and integration for design and transition of new or changed services............... 77
Table A.2 — Interfaces and integration for SLM...........ccccciiimiin e 77
Table A.3 — Interfaces and integration for service reporting........cccccccvcmiiniiiininic 78
Table A.4 — Interfaces and integration for service continuity and availability management.................. 78
Table A.5 — Interfaces and integration for budgeting and accounting for services..........ccccovrimniiiiennnn. 79
Table A.6 — Interfaces and integration for capacity management ............ccccovriiiiinninsneseneeen 79
Table A.7 — Interfaces and integration for ISM.............ccc e 80
Table A.8 —|Interfaces and integration for BRM...........cccconrioiiirrccmmrenscrren e s e sseee s smeesssesmsob s e 80
Table A.9 —|Interfaces and integration for supplier management............cccccoirreemrrrcccnnnccecee @il e, 81
Table A.10 — Interfaces and integration for incident and service request management......c...........|..... 81
Table A.11 — Interfaces and integration for problem management...........ccccoevccccccccce@mmtidececssmneeeeneennsfones 82
Table A.12 — Interfaces and integration for configuration management...............Q0 e 82
Table A.13 — Interfaces and integration for change management ..................d, e e, 83
Table A.14 — Interfaces and integration for release and deployment management..............cccccceeieinfeunne 83

iv © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The
Standards adopted by the joint technical committee are circulated to national bedies for voting. |
an International Standard requires approval by at least 75 % of the national bodies casting a votg.

Attenfion is drawn to the possibility that some of the elements of this.dociment may be the sul
rights| ISO and IEC shall not be held responsible for identifying anyorall such patent rights.

ISO/IEC 20000-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
Subcpmmittee SC 7, Software and systems engineering.

This gecond edition cancels and replaces the first edition (ISO/IEC 20000-2:2005), which has be
revisgd. The major differences are as follows:

ISO/IEC 20000 “consists of the following parts, under the general title Information technolo
management:

ain task of the joint technical committee is to prepare International Standards. Draft

oser alignment to ISO 9001 and ISO/IEC*27001;

(@)

Q

hanges in terminology to reflect international usage;
new guidance on governance of processes operated by other parties;
npore guidance on defining the scope of the SMS;

nfore guidance on centinual improvement of the SMS and services;

ore guidancetonthe design and transition of new or changed services.

on-governmental, in liaison with ISO and IEC, also take part in the work. In the field, ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Part 2.

International
Publication as
ject of patent

technology,

en technically

jy — Service

art™M: Service management system requirements

Part 2: Guidance on the application of service management systems

Part 3: Guidance on scope definition and applicability of ISO/IEC 20000-1 [Technical Report]

Part 4: Process reference model [Technical Report]

Part 5: Exemplar implementation plan for ISO/IEC 20000-1 [Technical Report]
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Introduction

This part of ISO/IEC 20000 provides guidance on the application of service management systems (SMS)
based on ISO/IEC 20000-1. This part of ISO/IEC 20000 does not add any requirements to those stated in
ISO/IEC 20000-1 and does not state explicitly how evidence can be provided to an assessor or auditor. The
intent of this part of ISO/IEC 20000 is to enable organizations and individuals to interpret ISO/IEC 20000-1

more accurately, and therefore use it more effectively.

An SMS is d
management
design, trans
policies, obj
encompasses
processes as

Coordinated

efined in ISO/IEC 20000-1 as a management system to direct, monitor and control the 's
activities of the service provider. The SMS should include what is required for the’pla
tion, delivery and improvement of services. At a minimum this includes service manag
bctives, plans, processes, process interfaces, documentation and resolrgces. The
all the processes as an over-arching management system, with the service manag
part of the SMS.

integration and implementation of an SMS provides ongoing control, greater effective

efficiency and opportunities for continual improvement. It enables an organization to work effectively

shared visior
organized an
be effective 3
of the service

This part of I
ISO/IEC 200(

Users of Inte
and individua

ISO/IEC
contractu
immunity

ISO/IEC |
commerc

ISO/IEC |

. The operation of processes as specified in Clauses 5 to-9_requires personnel to b
H coordinated. Appropriate tools may be used to enable the\service management proces
nd efficient. The most effectual organizations consider thesimpact of the SMS through all g
lifecycle, from planning and design to transition and operation, including continual improve

bO/IEC 20000 provides examples and suggestions te enable organizations to interpret and
0-1, including references to other parts of ISOAEC 20000 and other relevant standards.

national Standards are responsible for theircorrect application. It is important for organiz
s using ISO/IEC 20000 to understand the points listed below.

P0000-1 does not purport to includée*all necessary statutory and regulatory requirements,
bl obligations of the service provider. Conformity to ISO/IEC 20000-1 does not of itself
from statutory obligations.

P0000-1 is applicable to internal and external, large and small, and commercial and
al service providerss

P0000-1 promotes’the adoption of an integrated process approach when planning, establi

Brvice
hning,
bment
SMS
bment

ness,
vith a
b well
ses to
tages
ment.

apply

ations

or all
confer

non-

shing,

implemerjting, operating, monitoring, measuring, reviewing, maintaining and improving an SMS fpr the
design, transition, improvement and delivery of services that fulfil service requirements.
ISO/IEC 200Q0 promotes the application of the methodology known as “Plan-Do-Check-Act” (PDCA) fo the
SMS and the|sérvices. The PDCA methodology, shown in Figure 1, can be briefly described as follows:

Plan: establishing, documenting and agreeing the SMS including the policies, objectives, plans and processes
necessary to design and deliver services in accordance with business needs, customer requirements and the
service provider's policies.

Do: implementing and operating the SMS for the design, transition, delivery and improvement of the services.

Check: monitoring, measuring and reviewing the SMS and the services against the plans, policies, objectives
and requirements and reporting the results.

Act: taking actions to continually improve performance of the SMS. This includes the service management
processes and the services.

vi © ISO/IEC 2012 — All rights reserved
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When used within an SMS, the following are the most important aspects of an integrated process approach
and the PDCA methodology:

a) understanding and fulfilling the service requirements to achieve customer satisfaction;
b) establishing the policy and objectives for service management;

c) designing and delivering services based on the SMS that add value for the customer;
d) monitoring, measuring and reviewing performance of the SMS and the services;

e) continually improving the SMS and the services based on objective measurements.

Wherg other management systems are present, the implementation of an SMS, with the adoptiorlu of a process
approach and the PDCA methodology, enables the service provider to align or fully jntegrate the
organjzation’s management systems. For example, it is possible to integrate ISO/IEC 20000 with a quality
management system based upon ISO 9001 and/or an information security management’system based upon
ISO/IEC 27001. An integrated management system approach increases efficiency, estaplishes clear
accountability and traceability and enhances organizational planning, communication and control

Plan

Service
Management
System
Service
Management
Processes

Do ACt

Figure’! — PDCA methodology applied to service management

As stdted in ISO/IEC20000-1:

“ISO/IEC 20006°can be used by:

a) ap-erganization seeking services from service providers and requiring assurance that|their service
re (.]ulllb'lllb'lllfb Wll'l' bb‘ ful’fll'l'(:'(.l‘,

b) an organization that requires a consistent approach by all their service providers, including those in a
supply chain;

c) the service provider that intends to demonstrate its capability for the design, transition, delivery and
improvement of services that fulfil service requirements;

d) a service provider to monitor, measure and review its service management processes and services;

e) a service provider to improve the design, transition, delivery and improvement of services through the
effective implementation and operation of the SMS;

f) an assessor as the criteria for a conformity assessment of a service provider’'s SMS to the requirements in
this part of ISO/IEC 20000.”

© ISO/IEC 2012 — All rights reserved Vi
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This part of ISO/IEC 20000 can be used by an organization looking for guidance on how to improve service
management, whether or not it is interested in seeking certification.
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Information technology — Service management —

Part 2:

Guidance on the application of service management systems

-_—
[d)]

yeope

1.1 |General

This part of ISO/IEC 20000 provides guidance on the application of an SMS based on ISO/IEC
part gf ISO/IEC 20000 provides examples and suggestions to enable organizations to interp

P0000-1. This
et and apply

ISO/IEC 20000-1, including references to other parts of ISO/IEC 20000 and-other relevant standards. This

part of ISO/IEC 20000 is independent of specific best practice frameworks andithe service provi

a combination of generally accepted guidance and their own techniques.

Customers
(and other
interested
parties)

Service
Requirements|

)

Service Management Systemi(SMS)

Governance of processes

Management responsibility operated by other parties

Establish the SMS Documentation management

Resource management

Design and transition;of new or changed services

Service delivery processes

Capacity management Service level management Information security
management

Service continuity &  Service reporting Budgeting &

availability management accounting for services

Control processes
Configuration management

Change management
Release and deployment

management
Resolution processes Relationship processes
Incident and service request Business relationship
management management
Problem management Supplier management

)

der can apply

Cu

pa

(and other
intdrested

tomers

ties)

Ser

vices

Figure 2 — Service management system

Figure 2 shows the processes from Clauses 6 to 9 in the central box. The Clause 5 design and transition of
new or changed services process surrounds the Clause 6 to 9 processes. This shows that the new or
changed services are operated by the processes in the central box. When there are no new or changed

services to which Clause 5 applies, all services can be delivered directly by Clauses 6 to 9.

The interfaces between the service management processes and the relationships between different
components of the SMS may be implemented differently by different service providers. The nature of the
relationship between the service provider and the customer can also influence how the SMS is implemented
to fulfil the requirements of ISO/IEC 20000-1. For these reasons the interfaces between processes are not
represented in Figure 2.
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1.2 Application

The service provider is accountable for the SMS and therefore cannot ask another party to fulfil the
requirements of Clause 4 of ISO/IEC 20000-1:2011. For example, the service provider cannot ask another
party to provide the top management and demonstrate top management commitment or to demonstrate the
governance of processes operated by other parties.

Some activities in Clause 4 may be performed by another party under the management of the service
provider. For example, service providers can engage other parties to conduct internal audits on their behalf.
Another example is where a service provider asks another party to create the initial service management plan.
The plan, once created and agreed, is the direct responsibility of and is maintained by the service provider. In

these exam
provider has
demonstrate

The service
most of the
service provi
service provig
operate only
ISO/IEC 200(

The defined,
accessible t
ISO/IEC 200(
documented

ISO/IEC 200(

organizations
operation of t

2 Norma

The following

the edition cited applies. For undated references, the latest edition of the referenced document (includin

amendments

ISO/IEC 200(
requirements

3 Terms

For the purpo

accountability, authorities and responsibilities for the SMS. The service provider can_the
vidence of fulfilling all of the requirements of Clause 4 of ISO/IEC 20000-1:2011.

rovider can show evidence of fulfilling all requirements directly or can show evidence of fu
quirements directly as well as the governance of processes operated by other parties.
er relies on other parties for operation of the majority of the processes in Clauses 5 to
er is unlikely to be able to demonstrate governance of the processes. However, if other f
B minority of the processes, the service provider can normally fulfil the requirements speci
0-1.

agreed and documented accountability, authorities and responsibilities for the SMS are 1
b both the service provider and other relevant parties:” To fulfil the requiremer
0-1 the service provider can agree changes to the terms of existing contracts or
hgreements.

0 excludes the specification of, or specific guidance about, any product or tool. Ho{

he SMS.

live references
documents are indispensable-for the application of this document. For dated references
applies.

0-1, Information technology — Service management — Part 1: Service management §

and definitions

ses’of this document, the terms and definitions given in ISO/IEC 20000-1 apply.

ervice
refore

Ifilling
If the
O, the
arties
ied in

eadily
ts of
other

vever,

can use this part of ISO/IEC 20000 to help thém use or develop products or tools that slipport

, only
g any

ystem

4 Service management system general requirements

Management responsibility

Management commitment

p management responsibilities

Top management should be the management who direct, monitor and control the service provider at the

4.1

411

4111 To
highest level.
2
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Top management should be aware that fulfilling the requirements of ISO/IEC 20000-1 includes:

a)

demonstrating their commitment to be involved at all stages of the SMS, starting with the planning and

establishment of the SMS and continuing through the operation, monitoring, measurement, review,

m

b)

aintenance and continual improvement of the SMS;

demonstrating their accountabilities and responsibilities for the SMS;

understood and acknowledged by all interested parties of the SMS;

d) e

suring that the service manaagement plan is created _implemented. _maintained and
~J 7 ™ T ™ T

ensuring that the service requirements, scope of the SMS, service management policy and objectives are

aligned with

b

e)

= @

VY]

¢)]

>

h) e

a

Top 1
define
monit
includ

Top 1
delive
reviey
found

411
Witho
requir
comn

There
asses

a)

R

Isiness objectives;

e service management policy;

nsuring that the performance of the SMS is reported to the top management.level;

beds or service requirements;

suring that risks to services are minimised, e.g. by assessing-risks associated with chang
Ction.

hanagement should also ensure that all service lifegyle stages are delivered to the agre
d in the service requirements. The service lifecyclé includes planning, implementatid
pring, measurement, review, maintenance and:continual improvement. The service

es transfer of the service to a customer or a different party or eventual removal of the servi

hanagement should be aware that they, are accountable for ensuring that the SMS and
red by the SMS are assessed and reviewed. Assessments should include the service p|

s and internal audits, as well as external audits. Further information about management rg
in Clause 4.5 of this part of ISO/IEC 20000.

Evidence of top management commitment

ements for an effective SMS. Examples can include reallocation of resources to other pr
unication aboutthe"SMS and unresolved conflicts in process design.

sor. Top(management should be able to provide evidence based on records of their involve

gular-meetings about the SMS, e.g. chairing planning meetings so that the SMS remains

suring the provision of adequate resources to fulfil the service management objectives and to adhere to

chieving the objectives of service management, including when these,vary due to changing business

es and taking

ed levels, as
n, operation,
ifecycle also
e,

the services
Fovider's own
views can be

ut management commitment, it is possible that management decisions can be made that conflict with

bjects, lack of

should bé.evidence of management commitment and accountability available for feview by an

ment in:

aligned with

re
b

Isinéss needs and new or changed service requirements;

b)

objectives and the service management plan;

c)
m

d)

anagement plan;

approval of processes and procedures consistent with, and supportive of, the SMS policies.

ensuring the SMS includes a definition of the scope, the service management policy, service management

approval of the service management policy, service management objectives and of the service

Top management approval of the service management plan is important because the plan can have
implications for commitments to the customer, planning activities for suppliers and the allocation of resources

for im

provements and other changes.
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The alignment between policies, processes and procedures enables top management direction to be
cascaded to all service provider personnel. This should align management decisions with the way the service
provider's personnel operate on a day to day basis.

41.1.3 Top management communications

Top management should be actively involved in an ongoing programme of communications. Communications
should be directed by approved communications procedures as described in Clause 4.1.3.2.

Top management should be actively involved in an ongoing programme of communications to explain how the
established SMS is allgned with business objectlves and customer expectatlons Th|s is |mportant to the
success of the—5t Wi - ance—of-th e less
likely to resis changes due to fear or lack of knowledge. Top management communications about the SMS
can be an opportunity for the service provider to motivate their own organization. Additionally, an_appregiation
of the importance of the SMS by both management and personnel, should reduce the risk or. likelihood that
decisions willlbe made or solutions delivered that are in contradiction with the SMS.

The programine of communications should explain the following:
a) organizatjonal changes, policies, standards, vision and mission as well as business targets;

b) business|needs, e.g. the relationship between the SMS and the services delivered, as well as how|these
support the defined organizational goals and objectives;

c) how the gstablished SMS is aligned with business objectives and’customer expectations;

d) how the [service management policy, service management objectives and service managemeni plan
support fyllfilment of service requirements;

e) customer| requirements, e.g. service targets, predicted capacity based upon predicted demand,
informatign security and service continuity to support-business continuity;

f) statutory |requirements, such as working heurs, health and safety and data protection, which vary by
country;

g) regulatory requirements, e.g. that records are kept for a specific period of time;

h) contractupl requirements, e.g. a requirement to sign a non-disclosure agreement before having accgss to
the servide provider's information;

i) documenfed agreements with the customer;

j) regular gnalysis. of )data gathered through measurement of the SMS and components, e.g. prpcess
measurefents.

Additionally, gomimunications can be an opportunity for the service provider to motivate their own organigation.

A programme of communications is important to the success of the SMS because personnel who understand
the purpose and importance of the SMS are less likely to resist changes due to fear or lack of knowledge.
Communications should generate an appreciation of the importance of the SMS by both management and
personnel and reduce the risk or likelihood that decisions will be made or solutions delivered that are in
contradiction with the SMS.

The outcome of these communications activities should be that people understand their role in service
management and how they contribute to fulfilling the service requirements and meeting the service
management objectives.

4 © ISO/IEC 2012 — All rights reserved
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41.1.4 Service management objectives

Top management should define the agreed objectives for service management. Objectives should be aligned

with the business objectives and with the service management policy.
For example, generic service management objectives can include the following:

a) enable increased business agility through faster delivery of new or changed services;

ctives can be

b) reduce unplanned non-availability for business critical services;

c)

d) increase quality of services while reducing risk.

Actua] service management objectives should be defined so that achievements against.the obje
accurgtely measured. Measurement should also enable opportunities for improvement'to be priofitized.
Objeqtives should be a key input into the service management plan. The plan should identi

i¢e management objectives should be reviewed at regular intervals\to enable top managen
how gnd when they should be revised.

The dervice provider should ensure that the effectiveness of each component of the SMS is
assegs the effectiveness of support for the service management objectives. For example, measu
effectlveness of the support of the objectives by a<specific process. The measurements
demonpstrate value of the SMS in supporting the businéss objectives.

The
objec
goals

ervice provider can find it useful to measure'the contributions of individuals towards achie
ives. This will facilitate personnel supporting the SMS to work in an integrated way tow

41.1p Service management plan

The
achie

bervice management plansshould facilitate the coordination of all SMS initiatives td

The ¢
incomn|
resou

lan can be a powerful mechanism for enabling end to end visibility and control. It should
patible initiatives yffom being approved or implemented. The plan should enable the
rces and capabilities to be as efficient and effective as possible.

The ¢
the s(
be ing

lan should) be communicated to all interested parties. This should ensure a common und
ope of.initiatives, the tasks, timeframes and allocated responsibilities. Allocated responsi
luded-in the performance measurements of everyone involved in the SMS, including tho

ement of the service management objectives. The plan and policies should also be aligned.

fy actions for

ent to decide

measured to
rement of the
should also

ement of the
ard the same

ensure the

also prevent
utilization of

erstanding of
bilities should
be involved in

initiatives-of the service management plan.

The plan should not be considered to be completed when the SMS is implemented. It should ex

ist indefinitely

by being amended to accommodate the changing business needs, customer requirements or priorities of the

service provider.

The service management plan can consist of one single plan or a programme of coordinated changes

managed centrally with some changes implemented locally.

The service provider should always be aware of the need to keep all changes implemented locally under the
overall management of the service management plan. For example, an improvement to a process may be
performed locally, under the local control process owner, but it is included in the centrally managed overall

programme.
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Plans for a specific purpose, e.g. for the service continuity and availability management process, may be
referenced from the overall service management plan rather than included within it. The specialist plans and
their alignment with the overall plan should be reviewed at a frequency that is suitable for the rate of change.
This should be at least annually.

Any changes resulting from reviews or changes to service requirements or individual plans should be
documented in the overall service management plan. For example, office hours changing to full 24 hour
operation, replacement technology or changes to skills.

The contents

a) an introd

of the service management plan should include:

iction;

b) adescrip
C) priorities

d) expected
e) performa
f) service tg
g) project pl
h) tasks and

i) benefits 1

ion of the organizational functions of the service provider;
bf initiatives;

outcomes aligned to business objectives;

Nce measures;

rgets;

Ans;

dependencies;

palisation achieved as the result of previously implemented improvements;

j) timeframgs and persons responsible for carrying out the initiatives of the plan;

k) risks and

Risks to the §
of the PDCA
responsibility
objectives an

risk mitigation options.

ervice management plan should®e identified, assessed and managed both initially and a
A methodology. The risk assessment should cover the inputs, outputs, activities an
and accountability for mitigation of risks. The plan should also be designed to ensure the a
 service requirements will be achieved.

4.1.1.6 Resources to support the service management plan

The resource
management

a) human re
based so

5 necessary toachieve the service management objectives should be documented in the s
plan. The following should be considered:

S part
d the
greed

Brvice

soureing should take into account the skills and experience of the individuals and not jlist be

ely on’'the number of people;

b) technical

resources, e.g. infrastructure and capacity to achieve the required performance;

c) tools to support the processes in the SMS;

d) office accommodation, other facilities and facilities for service continuity;

e) data and information, e.g. details of customer requirements, the customer’'s business plans, the service
provider’s business needs, service management policies, performance measurements and other reports;

f) financial resources, budgeted at a level of detail suitable to manage the planning, implementation,

operation

and improvement of the SMS;

g) quantity and availability of the personnel of the service provider, and their hours worked;
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h) processes, procedures and timescales for the introduction, retention and succession planning of suitably
skilled personnel.

4.1.1.7 Contents of the service requirements

Clause 3.34 of ISO/IEC 20000-1 includes the needs of the business, the customer and the users of the
service and needs of the service provider in the definition of service requirements. Top management should
be responsible for ensuring that the services delivered fulfil the agreed service requirements.

Both the customer’s requirements and the business needs should be documented, monitored, reviewed and
managed to ensure ongoing alignment with new or changed services as well as with services in the live
envirgnment:

Servi¢e requirements should include required service targets and quality expectations.(The [needs of the
servide provider should include details of resource and capability requirements. The service reqpirements are
an ingut into the SMS, shown in Figure 2.

Examples of service requirements can include:

a) alservice in use, including the service level requirements;

b) quality criteria for the design of new or changed services;

c) priorities for the business criticality of services;

d) rgquirements for availability;
e) rdggulatory requirements;
f) information security requirements.

4118 The role of top management inlagreeing and meeting service requirements
Top management should ensure that the service requirements are defined in terms of;

a) deésired results that customers'expect e.g. improved effectiveness, efficiency, satisfaction;
b) the constraints that the service will remove;

c) functionality of a sefvice from the customer’s perspective, including the needs of the users ¢f the service,
often referred te\as 'fit for purpose’;

d) patterns of-business activity and demand that the service should support;

e) asgstirance that the service and products will be provided or will meet certain agreed specifications, often

Adfarrad+to-aormareantis
rererreato-as warrarity-

A typical characteristic of warranty is that it is defined in terms of service continuity, availability, capacity and
security. For example, warranty ensures that the service will remain fit for purpose even at degraded service
levels due to major disruptions or disasters. Warranty should also ensure security for the services.

The needs of the users of the service should be defined within the context of the needs of the customer. This
should describe the benefit a user will gain from using the service as part of performing their work activities.
Examples are given below.

EXAMPLE 1 Removing constraints. A desired change to a service may enable users to access a service remotely
instead of only from fixed locations.

EXAMPLE 2 Functionality. A desired improvement in the processing time for business transactions.
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EXAMPLE 3 Performance. A user may need to process one procurement transaction per minute and 50 transactions
in an hour.

41.1.9 Service provider's needs
From the service provider’s viewpoint, the service requirements should include those listed below.

a) Requirements to ensure delivery of the business needs and wider interests of the organization that owns
the service provider organization. For example, the requirements to fulfil policies, standards, statutory and
regulatory requirements, and contractual obligations.

b) Scope of
activities.
transition| delivery and improvement of services. For example, the organizational units, peopfe, process,
informatign and technology required to support the SMS.

c) Known lijmitations of the SMS, for example human, technical, information andcfinancial regource
constrains.

d) Requirements for the measurement, auditing, reporting and improving of services delivered against the
defined business objectives.

e) Requirements for the measurement, auditing, reporting and improving.the effectiveness of the SMS.

4.1.1.10 Cdgnflicting requirements

If the servicg provider establishes that a conflict in requirements has occurred, action should be faken.
Examples of ¢onflicts in requirements include the following.

a) If there afe conflicts between customer requirementsand customer business needs, the conflict shopld be
resolved py the customer, e.g. a customer requirement that is in conflict with the strategic direction [of the
business] Alternatively, the service provider.can analyse the differences and propose revised sgrvice
requirements.

b) Conflicts petween customer requirements and the service provider's own business needs can occur|when
customer| requirements are unrealistic-in terms of priorities, costs or funds available. The nature pf the
conflict and why requirements are unrealistic should be clearly communicated to the customer.

c) Service requirements conflicting with any statutory or regulatory requirements, or contractual obliggtions
should bg resolved. For example, the distribution of software can be restricted by a licence agreemept in a
way not dompatible withithe customer’s requirements for access to new versions of software.

The service provider.should ensure that any risks arising from conflicts are assessed and quantified in onder to
identify methods of minimizing risks. The assessment should include the risk to customer satisfaction and the
ability to mee} custemer requirements and objectives.

Conflicts and their potential impact should be documented and discussed with the customer so that they can
be resolved. If a conflict is identified after the design of the service is agreed the conflict should be resolved as
a corrective action or as an opportunity for improvement.

4.1.1.11 Risks to the service

Top management should ensure that risks to the SMS and the services are identified, documented and
assessed. Risks to a service can include the failure to fulfil regulatory and statutory requirements or
contractual obligations. For example, failure to meet software licence requirements or failure to provide proof
of financial probity.
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Top management should also ensure that all identified risks are managed, including ensuring that:
a) options are developed and documented to manage identified risks;

b) preferred options are agreed with the customer;

c) agreed options for risk mitigation are implemented when necessary.

NOTE The service provider will find the requirements and advice in ISO 31000 on risk management helpful.

4.1.2 Service management policy

4.1.20 Guidelines for the service management policy
The s
custo

reflec

and have a
policy should

ervice management policy should be specific to the service provider's circumstances
mer focus. The policy should not be a generic, broadly applicable statement. instéad, the
the circumstances and objectives of the service provider.

The p
servig

plicy should be based on the agreed scope of the SMS and therefore supportive of the sery
e management objectives and the service management plan.

ice provider’s

The ¢

policy
servid

rements. The
v or changed

olicy should represent top management direction and commitment to fulfil service requi
should also ensure the fulfilment of the requirements for the-design and transition of ne
e process in Clause 5 of ISO/IEC 20000-1:2011.

The pplicy should give clear top management direction to.the)service provider's managers and pg¢rsonnel.
EXAMPLE 1 Services are aligned to the business objectives of the customer.

EXAMPLE 2 Changes to processes or procedures(are only made through the change management progess.
EXAMPLE 3 Roles and responsibilities for ¢he service management processes are defined and dopumented in a

consistent manner and personnel performancelis measured against achievement of those responsibilities.

The gervice management policy should be structured so that it can be used to assess whethegr the service

provider's service management:ebjectives are being fulfilled. For example, it should be
demopstrate a link between theJservice management policy and what is being done to achiey
provider's service management objectives. The service management policy should be structu
measprement of adherence to the policy.

The service provider.should also be able to demonstrate that this link between the serv
objectives and the service management policy has been effective since the service managemsg
originglly agreéd,

The service’management policy should clearly define levels of authority, e.g. making it possible

possible to
e the service
red to enable

ce provider’s
nt policy was

to determine

whethHer.an improvement initiative should be approved by an individual process owner or by top 1

hanagement.

The service management policy should be communicated and understood within the service provider's own
organization. The service management policy can also be made available to the customer and suppliers as
required. References to the policy being discussed, understood and used appropriately can be used as
evidence of fulfilment of this requirement. For example, meeting minutes, personnel surveys, supplier
contracts, sub-contractor agreements, requests for change to the policy or requests for clarification, policy
impact on processes, procedures and behaviours during standard and unplanned operations, customer
surveys, supplier surveys.

Top management should also be responsible for ensuring that the service management policy is reviewed at
suitable intervals, at least annually. This should identify any deficiencies and ensure continual alignment with
business needs and customer requirements. Quality criteria applied during the review of the service
management policy should take into consideration the following:
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a) the validity of the policy against service requirements;

b) the adequacy of the review frequency;

c) the alignment between the policy and the service management objectives;

d) the alignment between the policy and the service management plan;

e) the alignment between the policy and the service management processes;

f) whether the review is documented, approved, tracked, appropriate and practicable;

g) the adequacy of the framework for establishing, implementing, operating, monitoring, reviszing,
maintaining and improving the SMS;

h) remediatipn and improvement actions identified in previous reviews and audits of the SMS.

41.2.2 Improvements and other changes to the policy

Following a ré¢view of the service management policy, if a deficiency is found, top-management should €

that it is corr
objectives, pl

The policy sh
scope of the

41.3 Auth

41.31

The service

defined. Role
up to date thr
are encourag
of the service]

bcted. Deficiencies should be corrected either as a change to the policy, service manag
hn, processes or procedures.

ould also be updated to reflect any changes to the service management objectives or
5MS.

prity, responsibility and communication

Audthority and responsibility

provider should ensure that the authorities and responsibilities for all aspects of the SM
descriptions should be agreed, allocated to individuals, communicated to all personnel an
pugh a document management precedure. The service provider should ensure that all pers
ed to establish and maintain an ‘awareness of how their activities contribute to the achiev
management objectives.

41.3.2 Cammunication procedures

Top managgment should be raccountable for ensuring that communication procedures are des
transitioned, |mplemented and used. Top management may delegate the actual design of the proce
However, thely should approve them in advance of implementation and enforce their use. Top manag

should be actjvely involved in the communication procedures.

Top management._should understand the value of personnel awareness, motivation and participat
effective servjce'management and continual improvement. The communication procedures should encg

nsure
bment

fo the

S are
 kept
onnel
ement

gned,
jures.
bment

on in
urage

personnel motivation. For example, communicating the successful results of personnel participat
improvement activities can have a significant motivational effect.

on in

Communication procedures should cover at a minimum the method of delivery, the timing and/or frequency
and the audience. The procedures should also cover escalation mechanisms, contact details, distribution list

maintenance, communication methods, tools and information access, schedules and responsibilities.
Communication procedures should include the following.
a) the method of delivery;

b) the timing and frequency;
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c) the audience for specific communications;

d) escalation mechanisms;

e) contact details for audience of communication;

f) di

stribution list maintenance;

g) communication methods;

h) tools and information access;

i) s

Comn

hedules and responsibilities.

individual being communicated with and that person’s role in the organization.

Top
works

41.4

41.4.

management communications methods can include personnel orientation material,
hops, internal personnel publications, email, social media, or personnel feedback forums.

Management representative

1 Understanding of responsibilities

nunication may take different forms and will be dependent on the culture or_the organization, the

briefings and

The management representative should be the member of the service provider's management team who has

the a
chang
have

The s
mana

a) p
of

ithority to ensure that the SMS is established, used, improved over time and in alignn
ing needs of the business. This authority should.include ensuring the service managemq
bhppropriate interfaces with one another and are-integrated with the rest of the SMS.

ervice provider should ensure it is clear which person is the management representativg
pement representative's responsibilities @and authority levels are understood by:

ocess owners, who have the authority and responsibility for ensuring that the process, its
her processes and integration within the SMS are documented, adhered to, measured and

b) se¢rvice owners, who have the*authority and responsibility for a service throughout its lifecy

d

psign, transition, implementation, improvement, and retirement;

c) ofher service provider)personnel;

d)

n

ternal groups;

e) suippliersyincluding lead suppliers;

f) th

e customer.

hent with the
nt processes

and that the
interfaces to

improved;

cle, including

NOTE

For examples on interfaces between service management processes and integration with other components
of the SMS, please see Annex A in this part of ISO/IEC 20000.

41.4.2 Responsibilities

The management representative should be responsible for ensuring that the following are achieved:

a) all aspects of the management responsibilities specified in ISO/IEC 20000-1 are performed, including

th

ose required by top management;

b) service requirements are documented;
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c) the SMS and the definition of scope fulfil the service provider's own needs, the needs of the customer and
users of the services;

d) the scope and details of the SMS are checked at suitable intervals to ensure that the service requirements
continue to be fulfilled, e.g. if the needs of the customer change, it is possible that the SMS or the scope
of the SMS also needs to change;

e) the service management policy and objectives are used as the basis for decisions during initial planning of
the processes to the design of the processes and operation and improvement of the processes;

f) design of the processes starts with identification of the inputs and outputs and any activities performed as
part of the processes;

g) the policy and objectives dictate the criteria for prioritizing the improvements to service mapag¢ment
processes;

h) service management processes have appropriate and effective interfaces with one_another and are
integrated with the rest of the SMS;

i) the PDCA methodology is implemented and used for continual improvement of the)\SMS and services;

j) internal gqudits and assessments of the SMS are carried out at regular intergals; in order to measufe the
ability of {he SMS to achieve service management objectives and to fulfil service requirements.

4143 Asset management

Top management should be aware that ISO/IEC 20000-1 requires-that all assets used to deliver servicgs are

tions.

managed acq
Assets should

Examples of
components,
accurately idg

Top manage
database (C

in the CMDB
to be approvs

Statutory req
copyright law
protection of

ording to relevant statutory, regulatory and financial ‘fequirements and contractual obligg
be managed by effective procedures.

assets that should be managed includesoftware licences, mobile devices, infrastr
people, contracts, procedures and othér documents. Service providers should be a
ntify the location, status and other relevant details about assets.

ent should be aware that assetmanagement requires an accurate configuration manag
DB), or equivalent means of recerd keeping, to be established and used effectively. Inforn
should be kept current by effective service management processes, e.g. changes to the (
d via the change manageément process.

uirements can include" privacy and data protection laws as well as intellectual propert
s. Other statutory\requirements can relate to the protection of customer information ass
inancial information.

Regulatory r¢quirements and contractual obligations can include ensuring assets comply with bus

licence requin

NOTE Th

ementssand standards, e.g. security standards for encryption of sensitive information on lag

b seryice provider will find the ISO/IEC 19770 series on software asset management helpful.

Icture
ble to

bment
hation
CMDB

y and
pts or

biness
tops.

4144 Re

porting by the management representative

Reports to top management should include but not be limited to the topics in Clause 4.1.4.2. For example, the
reports should identify continual improvement opportunities achieved using the PDCA methodology. This
should be based on reports of the performance of the SMS and services.

The frequency and level of detail of reports should be suitable for the level of activity, categories of change
and seriousness of any issues and risks identified by the management representative. Options for changes to
correct deficiencies should be provided to assist the prioritization of action and the subsequent decision made
by top management.

Reports to top management should clearly articulate the value delivered by the SMS in support of the
business objectives.
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4.2 Governance of processes operated by other parties

4.2.1 Guidance on processes operated by other parties

The service provider should be aware that it can fulfil the requirements of ISO/IEC 20000-1 by demonstrating
governance of the processes operated by other parties, for a minority of the processes.

The service provider should be able to identify all service management processes or parts of processes that
are operated by other parties. The service provider should have end-to-end visibility of the performance of
other parties operating any of the processes in Clauses 5 to 9.

The swmmmmmmmmmmmmmm ' i i i
this should be supported by all contracts and other documented agreements.

4.2.2| Other parties

Other|parties include:

a)

b)

c)

nternal groups who are organizational units inside the same organizatjen as the service prg
alcustomer acting as a supplier, e.g. the customer performing.some of the activities of
s¢rvice request management;

slippliers, e.g. outsourcing of the testing done as paft’ of the release and deployment
process.

Suppliers can also be lead suppliers with responsibilities for managing sub-contracted suppliers.

4.2.3| Demonstration of accountability and authority

The service provider should demonstrate process accountability and authority by providing evid
that described below.

a)

c)

d)

e)

The service provider’s accountability for effectiveness of the service management processe
wjthin the service provider’s own organization.

That the service provider has the power to require adherence to a process. For example, es
information security policy, using controls, detecting breaches and initiating corrective act
example includes providing evidence that practices have been changed at the request (
provider.

Ahalysis of process records, including measurements by the service provider. For example,

wjthin the direct control of the service provider, e.g. a data centre or a‘specialist security team;

the SMS, and

vider, but not

incident and

management

ence such as

5 operated by

the service provider or another party, e.g. the matrix of decision makers, proof of authofisation levels

tablishing the
ons. Another
f the service

considering a
ntent, even if

Controlling the definition of all processes in the SMS, including any processes in Clauses 5

OCess.

to 9 operated

by other parties. This includes the interfaces between each process. For example, documenting, agreeing

and operating the interfaces and dependencies of the change management process with the
management process. Additional detail is provided in Clause 4.2.4.

configuration

Controlling the planning of and setting priorities for improvements to all processes in Clauses 4 to 9 of

ISO/IEC 20000-1:2011. For example, assessing and prioritizing an improvement in
management process, even if the process is operated by another party.
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The service provider can request other parties to operate processes designed and documented by the service
provider. Alternatively, the service provider can approve the processes that the other parties design,
document and operate.

The service provider should be aware that if it relies on other parties for operation of the majority of its
processes, it is unlikely that it will be possible to demonstrate adequate governance of the processes.

NOTE The governance of processes operated by other parties is described in ISO/IEC TR 20000-3:2009.

4.2.4 Process performance and compliance

L4 Q dalivg

The service f
and contribut

Governance

a) identification of process ownership, e.g. what group or manager within the service provider's organi

is respon
b) responsil

c) the objed

service m
d) processi
e) definition

passed b
f) definition

processe

g) the frequ

h) documen
parties ar

i) clearacc

The definition of interfaces between SMS components should include the methods by which the s

management
and objective
processes sh

4.2.5 Dete

enridaer-aborld VSRS b o rhbhad o Ola, ra—th P~ | rad it
TUVIUCT olTUUTU TlTTouTe LdulT PJTULLOO ULOUTNTUCU T UiIdUOL O v U U UTLTIVUTO UTU UL oITUU UUty

bs to meeting the service management objectives.

bf processes operated by other parties should include a definition of the process, including:

Sible for the process;
ility for operation, e.g. what group or manager is responsible for the operation of the proces

tive of the process, outcomes of the process and contribution‘to service requirement
anagement objectives being met;

hputs and outputs and which party generates these;

of the interfaces to other processes, including the’ service management processes, e.g
btween processes or the handover of activities orinformation from one party to another;

of the interfaces between processes and.ether components of the SMS, e.g. betwegq
5 and the service management policy and objectives;

bncy and method by which information passes to and from each process;

fs and records required by the-service provider for governance of processes operated by
d who generates these;

puntabilities and responsibilities for all required activities.

processes aré.established and continually improved to support the service management
s, and the/changing needs of the business. For example, how the SMS components inc
buld be_measured against their alignment with and support of the service management poli

mining process performance and compliance

omes

zation

data

n the

other

brvice
policy
uding
na

The service provider should ensure that all processes are effective by:

a) documenting and agreeing with the other parties the frequency and format of documents and records to

be made

b) establishi

available to the service provider and to other parties;

ng the review cycle and criteria for process assessments;

c) conducting an assessment of the process against the requirements of ISO/IEC 20000-1;

d) defining t

he obligations of other parties within the process review activity;

e) analysis of process performance;
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f) analysis of interfaces between processes or parts of processes operated by other parties and other
processes, as well as policies and plans;

g) analysis of alignment between processes or parts of processes operated by other parties and service
management objectives;

h) setting priorities and planning activities for improvements or corrections to optimise processes.

4.2.6 Controlling the planning and prioritization of process improvements

The service provider should be able to demonstrate that they control the priority given to improvements of all

procew
EXAMPLE 1 A proposed improvement to the change management process can be considéred tq have greater

benefits to the organization than a proposed improvement to the release and deployment managemenf process. The
prioritigzation of process improvements should be aligned with the business objectives and the service requifements.

EXAMPLE 2 An improvement to the incident management process operated by another party should|be directed by
the bupiness objectives and service requirements of the service provider and the servige provider’s organization.

4.3 |Documentation management
4.3.1| Establish and maintain documents

431[1 Documents as evidence
The service provider should ensure that evidence is available for any audit of the SMS. Much of| the evidence
should exist in the form of documents. Documents.may be any type, form or medium suitgble for their
purpose, e.g. paper based, electronic files, in a database or word-processor.

The fopllowing documents can be considered as evidence for an audit of the SMS:
a) seérvice management policies, objectives and plans;

b) process and procedure documents;

c) alcatalogue of services;

d) service documents including designs, requirements specifications, SLAs, acceptance criteria and service
rqviews;

e) contractual-décuments, including specification of requirements and change control;

f)

Q

Ldit planning activities and reports;

g) doctumentsdescribing or associated withra particutar change, such-as thange ptanming activities.

The service provider should be aware that some documents, such as policies, are required by
ISO/IEC 20000-1 to fulfil the requirements of specific processes. In addition, an organization may wish to
consider additional documents, including policies, to provide further clarity or ensure effective operation or
improvement of the SMS and delivery of the services.

Records are a special type of document and should also be made available as evidence.

4.3.1.2 Production of documents, including records

The service provider should understand that an effective procedure is essential for the production of
documents, including records. This includes the use of a naming and numbering system that aligns with the
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purpose and revision history of documents. The use of templates and standardised format can reduce the
effort of creating, accessing, updating and using the content.

There should be evidence of an acceptance procedure for documents in accordance with the roles and
responsibilities for documents defined in the SMS.

The service provider should also understand that documents, such as SLAs, policies and plans, can be
interdependent, e.g. an information security policy defining what information can be stored on mobile devices
or a server that supports the delivery of an email service. These interdependencies should be understood and

managed when changes are made to documents.

Records, wh

ch _show what has nr*hmlly heen daone or what has hnlnlnpnnd, do _not alwnyc mqu'

e an

acceptance
progressed g
cause unacce

NOTE Doj
ISO/IEC 20000

4.3.2 Cont

Control of d
review, with
protected fror

Control can p
other parties
controlled thr

rocedure, e.g. an incident record. An incident record should be updated as the inCid
closure. To operate an acceptance procedure each time an incident record is updated
ptable delays in the resolution of incidents.

cuments and records need not be unique to the SMS. Provided they meet ~the) requireme
-1, they may also cover the requirements of standards such as ISO 9001 or ISO/IEC27001.

Fol of documents
cuments should be recognised as essential. Control of documents should include pg
nh damage, e.g. due to poor environmental conditions and hardware malfunction.
rovide visibility of the impacts of changes, e.g. a changé to an SLA which impacts contract

or the availability requirements. The service provider should ensure that document
bugh the use of:

ent is
would

nts of

riodic

pdating or archiving if necessary. The review should be at |éast’ annual. Documents sholild be

s with
s are

a) version naming and numbering;

b) assigned| responsibility for writing, editing, reviewing, approving, updating, removing and archiving
documents;

c) change records that indicate the date, author, approval of change and nature of revisions;

d) assessment of changes to identified documents by the change management process prior to approval;

e) identification of the relationships between specific documents and other components of the SMS;

f) document access contrgl mechanisms and distribution;

g) a procedlre to approve documents for use;

h)

a procedTre to.review and update as necessary and re-approve documents;

necessary for the planning and operation of the SMS are identified and their distribution controlled;

and regul

atory and statutory requirements;

k) a procedure for archiving out-of-date documents.

a procedure to ensure that documents of external origin determined by the service provider to be

a procedure to ensure that documents are disposed of in accordance with the information security policy

To achieve control of documents, techniques from document management, knowledge management, change
management and configuration management can be used, e.g. a policy on how document versions are

shown.

16
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The service provider should identify those documents subject to the document control procedures. This can
include documents of external origin such as standards, regulations or customer documents. The service
provider should distinguish between the different types of control to be applied to different types of items, e.g.
between those of internal and external origin or documents requiring different security due to the different
content.

Documents that should be controlled include all those listed in Clause 4.3.1.1. Many documents are classed
as Cls, which are therefore also controlled through the configuration management process. Where document
control is achieved by electronic means, special attention should be given to appropriate approval, access,
distribution, media, and archiving procedures.

NOTE 1 The service provider will find 1ISO 9001:2008, Clauses 4.2.3 and 4.2.4 helpful

NOTE|2  For further information, see ISO/IEC TR 20000-4:2010, Clause 5.10, Information item managenpent process.

4.3.3| Control of records

Recolds associated with the SMS should be aligned to the requirements of ISQ/IEC 20000-1, [statutory and
reguldtory requirements and contractual obligations. For example, retention ofjrecords, archivalland disposal
practices. Records that should be retained include the record of document(reviews and the tracking of review
comnjents to resolution. These requirements and obligations should influénge the design of the JMS.

Any ctonflicts between the statutory and regulatory requireménts” or contractual obligatipns and the
requirements of ISO/IEC 20000-1, should be resolved. This should apply to all records that ar¢ created and
used ps part of the SMS. This includes but is not limited to dociimentation, logs and database rgcords, known
error fecords, Cls, incident records and request for changeretords.
Recolds established to provide evidence of conformity: o requirements and of the effective opgration of the
SMS ghould be controlled. The organization should*€stablish a documented procedure to defing the controls
needgd for the identification, storage, protectionretrieval, retention and disposition of recdrds. Records
shoul@ remain legible, readily identifiable and retrievable.

NOTE] Further information on record management can be found in ISO/IEC 15489-1.
4.4 |Resource management
4.41| Provision of resources

441 Resources.to implement the SMS

The service provider should make available all resources agreed in the plan to establish, implenpent, maintain
and improve the.SMS and the agreed services. The resources include at least the following:

a) human resources, e.g. people to design, implement and operate the SMS, top management and
personnel involved in the management of the SMS and services;

b) technical resources, e.g. infrastructure and sufficient capacity to achieve the service requirements, tools to
support the processes in the SMS, office accommodation and facilities and service continuity facilities;

c) information, e.g. details of customer requirements, the customer’s business needs and business plans,
the service provider’'s business needs, service management policies, measures and other reports;

d) financial resources, including both funds for projects and funds for continuing operation of the SMS.
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441.2

Approval of resources

Procedures should exist to approve the use of agreed resources, such as people, infrastructure, tools and

funds. These

term cont

include:

funds to be agreed and budgeted in advance of the implementation of the service management plan;

inual improvements and day to day operation of the processes;

identification and development of skills, approved recruitment and/or by training existing people;

allocation of people required for the project to implement the service management plan and for the longer

local LAN

service n
support 0

f)

EXAMPLE
from a CMDB.
efficient. Tools

4.4.2

44.21

The service

individual contributes to the SMS and the service. The Service provider should also define and agrg

levels of auth
skills and exp
information w
also commun

The service

which individdials, have particular levels.and types of authority and responsibility. When the level of aut
and responsibility ofteach role has been defined, this information should become an integrated

accountability
component o
authority, acdg
then be inclug

Resources sH
and the serv
implementatig

identifica‘ion, agreement and approval of new roles and technologies;

the requifed infrastructure which can include office and data centre facilities, telecommunications su

Human resources

General

and WAN access points, servers, storage, and power and cooling distribution;

f specific processes.

Resourcing procedures can be supported by specific capacity modelling tools or by information
Although tools are not a requirement for ISO/IEC 20000-1 they can make processes more effecti
can assist with providing evidence of conformance to the requirements.ef ISO/IEC 20000-1.

provider's commitment to provision of resources should include defining what each rol

ority and responsibility for each type of role. This includes the competence, education, tra
erience required for each role. The service provider should define, agree and communica
thin the service provider’'s organization. Where it is deemed relevant, the service provider g
cate this information to other parties.

brovider should understand:the risks arising from uncertainty as to which roles, and the

f the SMS. The service provider can find a responsibility matrix, e.g. RACI useful to doc
ountability and reésponsibility. Once the information becomes a component of the SMS it g
ed in the SMS.review cycle.

ould include the top management who have overall responsibility and accountability for the
ces delivered by the SMS. This resource requirement will continue indefinitely after the
npreject.

ch as

anagement tools which may include tools for monitoring or measuring and_service reporting or

taken
e and

b and
e the
ining,
e this
hould

refore
nority,
Iment

hould

SMS
SMS

The authorities and responsibilities for each service management process in the SMS should include:

a) a process owner, responsible for:

1) the design of the process;

2) ensuring adherence to the process;

3) the measurement and improvement of the process;

b)

management resources;

personne

18

| who perform the procedures of the process.

a process manager, responsible for the operation of the process and the management of the process
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Other roles that are specific to individual service management processes are described in Clauses 5 to 9 of
this part of ISO/IEC 20000.

NOTE It is acceptable practice for a single individual to have more than one service management role, particularly for
smaller organizations.

4422 Competence, skills, training and experience

The competence required for a role should be based on analysis of the specific characteristics and
requirements of that role. This should include but not be limited to: education, training, skills and experience.

20000-1:2011

be taken into

ow each role
5e aspects of

The dervice provider should allocate roles to individuals who meet the capability criteria for that role to be
perfoimed successfully.

A degision on the suitability of an individual for a role should beybased on a comparison |of the actual
compgtence and required competence for that role. Where&there is a disparity between the agreed
compgtence requirements and the competencies of the individual being considered for, or alrepdy in a role,
the s@rvice provider should ensure that the disparity is corrected.

Disparities may be corrected by several methods, e.g.:the individual is provided with education gnd training to
corregt the disparity. Alternatively, the service providermay allow for missing skills or experiencg to be gained
throuih the person working with another who.already has the correct skills and experienge. After this

corregtive action has been taken, the service provider should re-assess the competence of thg individual or
indiviguals to check that the actions taken have corrected the disparity.

Servige providers should align the keyyperformance indicators and/or key result areas of pergonnel to the
achieyement of the service management objectives. By doing this, personnel will not only be made aware of
their gbligations, but better understand how they can contribute to the desired service outcomes.
The service provider should éstablish and keep current records of competence, including education, training,
skills pnd experience. Thétservice provider should ensure that personnel are aware of how they contribute to
the aghievement of service management objectives.

Therg should be.a documented procedure to ensure that the personnel records are kept up to dage.

4.5 |Establish and improve the SMS

4.5.1 L DBefine-secope

The service provider should establish whether ISO/IEC 20000-1 is applicable to their circumstances early in
the planning stage. Similarly, the service provider should define the scope of the SMS early in the planning
stage. The service provider should be aware that neglecting either of these activities can lead to a failed or
inefficient SMS that does not fulfil the requirements of ISO/IEC 20000-1.

For the SMS to be effective, the service provider should continually improve the SMS and the services using
the PDCA methodology. The scope of the SMS should be understood before improving the SMS.

When defining the scope of the SMS the following parameters should be considered:

a) organizational units providing services, e.g. a single department, group of departments or all departments;
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services offered, e.g. a single, group of, or all services, financial services, retail services, email services;

geographical location from which the service provider delivers the services, e.g. a single office or group of
offices, regional, national or global;

customers and their locations, e.g. one customer, many customers, external or internal customers;

technology used to provide the services.

The scope statement should not include the names of other parties contributing to the delivery of the service.

The service provider should take the guidance of ISO/IEC TR 20000-3 into account when planning how to fulfil
the requiremé¢nts of ISO/TEC 20000-T. This gives advice on defining the scope of the SMS and checkihg the

applicability of ISO/IEC 20000-1 to the service provider’s circumstances.
4.5.2 Planjthe SMS (Plan)

4.5.21 Important planning aspects

The plan for fhe SMS should cover all aspects of service management and delivéry of services and include

but not be limjited to the aspects given below.

a)

b)

4.5.2.2 Alignment'of planning and agreements

The servjce management objectives. The service provider’'s prioritizeéd-objectives in implementir)g the
necessary changes and improvements should be unambiguous.

The service management plan. Where possible the plan should\be sub-divided into stages, with bgnefits
identified|for each stage.

The service provider’s service management policy. For@example, policies related to all sub-plans sych as
change management policies, information security pglicies, service continuity policies. Defining pglicies
early in the planning of the SMS enables verification of the scope of the SMS and makes it possible to
identify important considerations.

Service requirements. Policies, standards or-business key performance indicators should be compatible
with servjce requirements and should meet customer requirements and business needs. For exgmple,
service requirements should not resultlin a nonconformity to an information security policy, putting the
entire buginess at risk.

Known lifnitations which can impact the SMS. For example, the service provider's personnel having
insufficient skills in how to implement and manage the SMS. The plan should identify appropriate agtions
such as providing training"and awareness, hiring new personnel with the relevant skills and expefience
and using the expertisetof.other parties to mentor personnel.

The service management plan should mclude the agreement and documentatlon of service reqwrement 5. The

r and

relevant groups. The agreements should take into consideration the aspects listed below.

a)

b)

20

Customer, e.g. SLAs, requirements of new or changed services. This should be considered even if the
documented agreement with a customer is not a legally binding contract.

Internal groups, e.g. operational level agreements with a facilities group, systems development group,
human resources group, or finance group. This cannot be a legally binding contract because the service
provider and internal groups are part of the same legal entity. However, the internal groups may not be
part of the service provider’'s direct line management. Internal groups can be an important aspect of
defining the scope of the SMS as they can contribute a significant portion of the overall service.

Suppliers and lead suppliers, e.g. service or resource subcontracts.
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d) Other standards, regulatory and statutory requirements, e.g. industry-specific, such as medical,
automotive, telecommunications or country-specific compliance to laws for software licensing.

452,

3 Management roles, authorities and responsibilities

The management roles, authorities and responsibilities within the scope of the SMS should be documented in

both t

he service management plan, process documentation and relevant agreements, including:

a) all roles for which management are individually or collectively accountable and responsible;

b) management representative, including any limits on the authority of this role, and the relationship to the
t1p Iridi Idgclllb‘llt t;ldt til;b PCISUN IU}JICbb‘IItD,

C) service or process owners.

The dquthorities and responsibilities for the roles in the SMS should be checked to-ensure thaf] there are no

confli¢ts of interest e.g. the same role proposing and also approving a change. The framework pf authorities,

respopsibilities and process roles in the plan should include the details of which role is acdountable and

respopsible for all components of the SMS.

4.5.244 Process interfaces

The iInformation on interfaces between processes should include the type, method and |frequency of

informpation passed from one process to another process. The service provider should be aware

impor
and e

Claus
to9a

Requ

define

effect
any p

The i
meas

and in

In ord
provig
activit

proce

define

The

fant part of their process definition and ensures that thé-processes and the SMS will funct
fficiently.

e 5 of ISO/IEC 20000-1:2011 includes requirements for interfaces between the processes
hd the design and transition of new or changed services.

rements for new or changed services.include the project stage at which service reqy
d and when the service is designed and transitioned. The service provider should bj
ve project management is importantfor managing some interfaces. The interface between
rojects should be defined, agreed and recorded in the plan.

htegrated components of-'the SMS, including processes, policies, objectives and plan
ired so that the efficiency“and effectiveness of the SMS and the services can be identif
hproved.

er can establish'standardized process descriptions. Process descriptions define the purpo
es, policigs,~roles and responsibilities, information items and interfaces for each service

5s withinithe SMS. Each process can also require documented procedures or work instruct
how-to. undertake activities.

that this is an
on effectively

in Clauses 6

irements are
e aware that
the SMS and

s, should be
ed, managed

er to facilitate integration and interoperability between the customer and service providgr the service

ke, outcomes,
management
ons to further

ervice provider should he aware that overall management and coardination of the SMS

is particularly

important when it is being improved or changed for any other reason. Changes to the processes that form part
of the SMS should only be made after the impact of the change on the rest of the SMS is understood and is
considered acceptable. This includes the impact on other processes or the organization's service delivery
capability.

EXAMPLE Changes to parameters or targets used in the incident and service request management process can
have an unintended and detrimental effect on other processes, such as the service level management (SLM), reporting
and information security management (ISM) processes.

Understanding the interdependencies between processes and between all components of the SMS can
reduce risk and enable effective management of the SMS. Examples of interfaces between service
management processes and of integration within the SMS can be found in Annex A of this part of
ISO/IEC 20000.
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453

Implement and operate the SMS (Do)

The service provider should implement and operate the SMS in alignment with the service management plan
and as a means of achieving the service management objectives.

The service provider should be aware of the benefits of ensuring that the authorities and responsibilities of
both the service provider and customer are documented and agreed for activities that impact both parties.

The service provider should be aware that a person who is appropriate for the planning and initial
implementation is not always suitable for the operation of the SMS. Different skills are required for planning,
implementation and operation.

4.5.4 Monitor and review the SMS (Check)

4541

The service

necessary aclivities to ensure they are being achieved. Top management should be aware of the outcor

General

rovider should monitor, measure and review the service management objectives and plan the

reviews. If changes to the service management plan and objectives are considered.necessary, these ch

should be ap

roved in accordance with the change management process.

In accordanc¢ with the PDCA methodology, the service provider should regularly identify, collect, analys

report inform
management
and value of {

NOTE Se
performance e

4542 Int
The service {
includes auth
should be sui
own work. TH

btion on the processes and the services delivered. These\activities should support e
of the SMS and the services, and should enable the ability-to objectively demonstrate the
he services delivered.

e ISO/IEC 15939 for further information on measurement, ISO/IEC 15504 for process assessme

ernal audit

orities and responsibilities for*the audits. Those responsible for carrying out internal
fably knowledgeable and independent of the areas being audited, e.g. they should not aud

steering committee, other interested parties and the independent auditors.

There should
ISO/IEC 200(
services or ¢
be taken into
history.

The intervals

be an agreed internal audit programme identifying when each service and which clau
0-1 are to be audited. There should be a rationale for the planning decisions, includin

account include the degree of risk involved in a process, its frequency of operation and it

at which internal audits are performed should be planned and not only done when the

known risks @

r other issues. The interval selected should take into account the rate of change of the:

i

aluation, ISO/IEC 14598 for product evaluation and ISO/IEC 9126 Parts 2 and 3 for examples of sq
product metricsg.

rovider should ensure internal audits are performed according to a documented procedur

e roles required should besdocumented. They can include a project manager, the sponsq

auses of ISQ/IEC 20000-1 are included or excluded for each internal audit. Factors that s

hes of
Bnges

2, and
ctive
ality

ht and
ftware

e that
hudits
t their
r, the

bes of
) why
hould
5 past

e are

a) SMS and

b) customer

services;

requirements and customer’s organization;

c) service provider personnel and organization;

d)

e)

technology used for delivery of the service;

major changes to service management tools, when tools are used.

Management should ensure that audits are completed to plan, unless rescheduled for documented reasons.
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Internal audits of the SMS should include an assessment of the scope of the SMS and that the SMS is still
effective for delivery of the services agreed with the customer. This should include checking that the service
management policy still provides the correct management direction and that the objectives are met within the
timescales expected. The internal audit should review the plans and report against the performance of the

SMS.

Using a timeframe consistent with the audit frequency, the internal auditors should provide details on any
nonconformities. The service provider should then use the results of the internal audit to identify and prioritize
actions.

Any previous audit results should be taken into account. For example, where a concern was identified the

plans

should include ensuring that the cause of concern be re-audited at the next internal audi

The internal

audit

should check that any identified and agreed corrective or preventive actions have beensim

the timnescales agreed. The internal audit should also check that the agreed actions have-inde

the pn

Nonc
includ
owne
identi
shoul

454,

The §
chang
some
frequ
curre

Speci
a) p
b)

c)

d)

n

edicted improvement.

bnformities should be analysed to determine any root causes. The actions arising from

e preventive actions in respect to any root causes identified. Actions should have clea
s and timescales, to help ensure that they are completed effectively and-on time. Follow u

ied nonconformities should include verification that actions have been, taken. Results of
i be reported to top management.

3 Management review

MS should be reviewed at planned intervals to check that-the SMS continues to enable th
ing business needs and service requirements. This~should be performed at least annus
service providers operate in a rapidly changing’ €nvironment and should review th
ntly. The review should include the actual scopé.against the defined scope of the SMS
t plans compared to the current needs of the customer and of the customer’s business neg

fically, the review can be performed against:

prformance of the SMS against policies, plans and objectives;

easurement of process key performance indicators (KPIs);

e results of internal and external audits;

review of continualimprovement activities aligned with business objectives;

pst implementation reviews of changes;

dustry bést practice;

plemented to
pd resulted in

audits should
r and agreed
b activities on
actions taken

e fulfilment of
lly. However,
e SMS more

suitability of
ds.

cTstomer satisfaction survey results;

h)

NOTE
4.5.5

4.5.5,

desired business outcomes.

See ISO/IEC 15504 Parts 2 and 3 for requirements and guides for process assessment.
Maintain and Improve the SMS (Act)

1 General

A strategic approach to service improvement should be made by establishing a policy on continual
improvement of the SMS and the services. The policy should include a definition of the agreed evaluation
criteria for accepting and prioritizing improvement opportunities.
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All of the services delivered to the customer, the service management processes and the SMS in its entirety
should be subject to continual improvement. To facilitate this more readily the service provider may find it
useful to build continual improvement activities into the service management process documentation. The
service provider may also find it helpful to align the measurement of SMS components and personnel
performance targets against continual improvement achievements.

Any nonconformities identified through assessments, audits or other means should be addressed and actions
taken to eliminate the causes of both identified and potential nonconformities.

4.5.5.2 Management of improvements

Continual improvementis—one—of-the—core—concepts documentec cedure—identifying
the authoritigs and responsibilities for all improvement activities should be used. This procedure | ghould
ensure that |opportunities for improvement are effectively identified, evaluated, prioritized,(appfoved,
implemented| managed and measured.

Inputs to marjage continual improvement should include:

a) relevant directives from top management;

b) root causes identified as a result of audits and reviews, both of the SMS and.gfsindividual services;
c) suggestigns from the customer, other parties and from within the service provider’s organization;
d) problem fecords;

e) tests of plans, e.g. service continuity tests;

f) delivery pf value/service requirements, e.g. prioritizing “improvement activities based upon business
criticality pf services;

g) optimizedq resource utilization or risk reduction;;“e.g. opportunities for increased efficiency or imgroved
automatign.

NOTE 1 Fufther guidance can be found in ISQAEC TR 20000-4.

NOTE 2 A |process model and assessment method for system engineering and software development| is in
ISO/IEC 15504, Parts 5 and 6.

5 Design and transition of new or changed services

5.1 Generhpl

5.1.1 Intentof the requirements

The design and transition of new or changed services process should establish and implement plans to
control the delivery of new or changed services. The process should be applied to new or changed services
that are either high risk or have a potentially major impact on services or the customer.

5.1.2 Concepts

This process should provide a mechanism for managing the design and transition of new or changed services.
The process works closely with the change management process. Cls developed or changed in the process
should be controlled through the configuration management process via the change management process.
The new or changed service should be deployed through the release and deployment management process.
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Requirements for new or changed services should be identified by the customer or interested parties of a
service, in order to fulfil a business need or effect an improvement to the way the service is delivered to the
customer. The service provider should decide when to use this process, based on a change management
policy that includes the criteria for determining the usage of the process. Each service provider can have a
different policy and use different criteria to determine to what changes Clause 5 would apply. The removal of
services, transfer of services and new services or changes with a potential to have a major impact should be
managed by the design and transition of new or changed services process. The service provider should
understand the risks associated with each new or changed service proposed. Risks should take into account
the circumstances of both the service provider and the customer, including the customer’s business activities.
Actions should be taken to minimize the risks of new or changed services.

Dl processes,
e at the core
s to the SMS

configuration management, change management and release and deployment management, a
of mapaging all changes to the SMS and the services. However, a complex projectwith interfacg

and t
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5.2.2

sks or deliverables outside the scope of the SMS. can often require the-additional layer
h and transition of new or changed services process provides.

ach service provider, the criteria used to determine which types of change are appr
ged through the design and transition of new or changed services process is likely to be
ple, criteria may include a change to a service impacting. fmore than a specific numbe
bns. Another example may include any change that could ‘put the service provider at
zed under data protection legislation.

esign and transition of new or changed service§’ process should define and manage
ces with the control processes in Clause 9. The design and transition of new or char
5s should work with the control processes in Clatise 9 to ensure optimal risk managemen
blution that meets all the service requirements. The Cls affected by the new or changed sg
htrolled by the configuration management’process. The assessment, approval, scheduling
v or changed services should be controlled by the change management process. All ne
es should be deployed into the live”environment using the release and deployment
5S.

Plan new or changed services

The need for new_or changed services
eed for a new sefvice or a change to a service can originate from the customer, the ser

Bl groups or suppliers. The purpose of the new or changed service can be to satisfy busine
mer requijreéments or to improve the effectiveness of the service.

Changes with major impact on service or customer

of control the

bpriate to be
different. For
r of users or
risk of being

the relevant
ged services
and delivery
rvices should
hnd reviewing
v or changed
management

vice provider,
ss needs and

This

rocess Snould apply 10 thosSe Changdes thdal nave the potential 10 have a Mmajor Impact on

services and

therefore also on the customer. Such changes to services need the additional activities provided by
application of Clause 5, to reduce the risk associated with the change.

A change where the impact on services or the customer is sufficiently low can be managed only through the
control processes. The majority of changes handled by the service provider should fall into this latter category.

5.2.3 Policy on changes with major impact

The changes that are in scope of Clause 5 should be identified using a change management policy developed
as part of the change management process. The policy should include criteria for the identification of higher
risk changes that have the potential to have a major impact on the services or the customer. The policy should
be based on the service provider's specific needs and an assessment of the risks to their services. The policy
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should take into consideration that the proposal for a new or changed service may originate from a variety of
sources and for a variety of reasons.

The policy should be documented and agreed by top management and the process owners most directly
involved in the new or changed services process.

The criteria in the change management policy should always include both the removal of an existing service or
the transfer of a service to be delivered by another party. For each service provider, the other criteria are likely
to be different.

Changes with a potentially major impact can include:

a) a change|to a service impacting more than a specific number of users or locations;

b) a changelthat could put the service provider at risk of being penalized under data protection legislation;

C) anew sejfvice or a new customer for an existing service;

d) a major djfference to how the service is to be provided or delivered, e.g. location, hardware platform;

e) rollout of p new operating system or software application or a major release 0f existing software.

The service (
changes to th
to the service

rovider should also take into consideration changes that canCbe required to the SMS, inc
e scope of the SMS as a result of new or changed servicés. For example, identification o
targets agreed with the customer, changes to supplier,management procedures or docum

uding
F risks
ented

agreements With other parties that have an impact on existing or planned services.

5.2.4 Mandging change as a project
Any new or c
and scope of
technical imp

nanged services to which Clause 5 applies.should be managed as a project due to the sizel risks
the changes. The service provider should consider the potential financial, organizational and
hct of the new or changed service, plusthe potential impact on the SMS.

The service ¢
project mana

rovider should ensure a strongcoordination between the change management process afd the
jement roles and authorities, from the earliest possible stage of the project.

The service provider should ensure the-project takes into consideration:

a) the impagt on existing support'arrangements, e.g. the service provider’s operational procedures;

b) the impagt on the existing-service levels and the ability of the service provider to manage the impact;

c) supplier AN be

affected

support. agreements, contracts and documented agreements with other parties which ¢
y the-changes or additions to the service;

d) customerlrequirements of the existing service, including outputs such as reporting which can be affected

by the additions or changes to the service;

e) deployment tools and methods.

5.2.5 Contributions from other parties

Another party can provide service components for the new or changed services. The new or changed service
can involve the acquisition of software, infrastructure, specialised skills or other service components.

When another party is involved in the new or changed services, the service provider should do a thorough
review. The review should evaluate the capability of the other party to fulfil their commitments, including the
agreed service requirements. The review should also evaluate the risk to the existing services and support
environment.
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In order to accept the service into the live environment, it can be necessary to specify requirements, such as
number of support personnel, technology, testing or documentation.

5.2.6 Risk Assessment

The service provider should be aware of the importance of assessing risks, issues and mitigation efforts early
in the process and then at each stage from planning through to acceptance into the live environment.

The results of risk assessments should be used to develop acceptance criteria during the planning stage.

5.2.7 Service acceptance criteria

The service acceptance criteria contained within the plan should include:

a) the service provider's requirements to be met in order for the service provider+to."accegt the new or
chhanged services from the project;

b) alchecklist for handover of the new or changed service, e.g. knowledge transfer, documentation, capacity,
ailability, continuity and security required for support of the new or changed service;

Q

c) the requirements of the customer, such as communication_‘schedules, awareness |training and
dpcumentation.

Where risks to the service, SMS or the customer’s business+activities are unacceptable apd cannot be
mitiggted, the new or changed service should be rejected.

5.2.8| Service removal

If a service is to be removed, this should be planned and documented in a service removal plan. The plan
should include:

a) the conditions where removal applies;

b) the objectives and success factors of the removal;

c) gopvernance of processes aperated by other parties;

d) rgles and responsibilities for all interested parties, e.g. customers, suppliers, internal groups;
e) constraints, risks and issues;

f) milestonesand deliverables;

g) a¢tivity breakdown and description of each activity;

h) agreed completion criteria for the removal and of the end of Service provider's responsibility;
i) the date when the service is no longer available to the users and the date when the service is removed;

i) how interfaces between the service to be removed and other services will be handled by the other
services;

k) a review of information security arrangements including removal of sensitive information.
The service provider should ensure that the details of any outstanding incidents, problems, user requests and

requests for change have been agreed with the customer. This agreement with the customer should include
any resulting actions.
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Ownership of all data, documentation and system components should be agreed. If required, arrangements
for access to the data or other service components should be agreed, planned and implemented.
Arrangements for archiving, disposal or transfer should also be agreed.

Any changes to documents required as a result of service removal should also be identified and those

changes mad

e through the change management process.

The service management objectives, activities and outcome of removal of a service should be documented in
a written agreement with the customer. This agreement should include end of service date and changes to
roles and responsibilities. The agreement should also include how the service provider will manage end user
data, customer specific information, service documentation and the affected infrastructure, applications and

licences. The

written agreement can be called the agreed service remaoval acceptance criteria

Where all or part of the service is to be transferred to another party, the aim should be that service-to\th

continues wit
party, to ider
should issue

N No unnecessary interruption. The service provider should work with the customer and the
tify any risks to service continuity or quality, in advance of the transfer. The Service pri
b detailed task list of the steps required, followed by a documented evaluation-of the result.

5.3 Design and development of new or changed services

5.3.1

The service

involvement (¢
unsuitable w
requirements
including at Ig

a) service le

b) service rg

C) security @

d) suitability,

e) cost-beneg

f)

ease of u

5.3.2 Risk
During the d
completed d
assessment.

Activities performed by the service provider, customer and other parties

provider should be involved from early in a project to delivernew or changed services.
an avoid design decisions that result in a service where the required functions and featurt
nen actually in operation. Early involvement by the Service provider should ensure th
agreed with the customer include criteria for the\quality for the new or changed se
ast:

vels, response and other aspects of performance;

liability and resilience;

ontrols;

for required service continuity;

fit criteria to change or for-a new version to be released and deployed;
5e.

management

b user
other
bvider

Early
bs are
at the
rvice,

sment

esign .stage the service provider should consider the results of the initial risk asses
iring. the planning stage. The design should be influenced by the risks identified i

acceptable w

During the design stage the service provider should consider which of the identified risks

potential impact of a particular risk, including on the:

a)

b)

service being designed;

potential impact of the risk on the service provider's other services;

c) the customers reliant on new and existing services.

When a potential nonconformity to the agreed quality and functional requirements of the service is identified,
the service provider should mitigate the risk. For example, by changing the design or ensuring the risks are
understood and accepted by the interested parties.
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Acceptance of the service into the live environment should be based on an understanding of the potential
impact of a service that does not meet the acceptance criteria. This should include an understanding of the
impact on other services. The risk assessment and risk management guidance provided in Clauses 5.2.6 and
5.3.2 should influence the development of acceptance criteria. The following should be considered:

EXAMPLE 1 Fix now: a delay in the transition into operational running to allow correction of the deficiencies.
EXAMPLE 2 Fix later: acceptance with caveats so that correction of deficiencies is made after an agreed interval.

EXAMPLE 3 Do not fix: acceptance with other services changed to accommodate the deficiencies of the new or
changed service.

EXAMPLE 4 Cannot fix: acceptance but an agreement that deficiencies cannot or need not be corrected.

NOTE] See ISO/IEC 31000 for further information on risk management.
5.3.3| Service Design Activities

5.3.3.1 Design planning
The design of the new or changed service should also be planned, taking\into consideration the fpllowing:

a) fdcus on fulfilling the agreed business needs and customer regquirements, which should bg documented
as part of the requirements within the project scope;

b) it|should be linked to the change management process\to ensure that the plans are communicated and
approved by the interested parties and that any impact on Cls is understood and accepted;

c) tdensure that Cls for the new or changed servicés-are planned and controlled;
d) td ensure the timescales for the project are taken into consideration in the schedule of changg;

e) tgke into consideration the cost of delivering and ongoing management of the service, e.g. the service
désign should result in effective support without excessive resource or technical overhead;

f) tgke into consideration the.erganizational, technical and commercial impact of delivering the new or
chhanged services;

nsure that the servieeidesign makes the best use of the existing organization and technolody and causes
e minimum disruptien to existing commercial arrangements;

¢)]

= @

o

h) be carried out’in such a way that the design enables agreed levels of service for the ney or changed

services t@ be met in a way which is manageable for the service provider’s organization;

i) agsess.the suitability of the new or changed service to the existing processes in place withjn the service
provider’s organization for managing, measuring and reporting service levels.

The service provider's plan for the new or changed services should include the dependencies, time and
resource constraints which can affect any of the required activities. Where the service provider is dependent
upon activities to be performed by external parties, the plan should note these dependencies. Activities that
may be performed as dependencies include testing and validation. The plans should also provide for
contingencies in the event that the timescales are not met.

The service provider should ensure that the human, technical, information and financial resources and service
management capabilities required to conduct all activities are identified and can be provided. Where these
resources and capabilities do not exist within the service provider's organization, it should be understood what
steps need to be taken in order to provide them, including the lead-times for their delivery. The scope of
planning should include the initial design, development and transition activities through to delivery of the new
or changed service.
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5.3.3.2 Design and develop services

The design of the service should be documented and agreed prior to development. The design should take
into account current service requirements, information security considerations, service resilience and resource
capacity projections for growth during the anticipated life of the service.

Design and development of new or changed services should adopt project management methods and
techniques. There should be traceability between the requirements, the design, and the testing of new or
changed services.

The service design should be agreed W|th aII affected or mterested parties pr|or to development Such parties

should includg
for providing @ny of the resources required.

nsible

During the caurse of the project, if any changes are agreed then the design should be updated and approved.
Prior to live ¢peration, the service should be tested against each requirement of the specification, and the

outcomes regorded.

Design and development should include the following items, as appropriate:

a)

the activities of design and implementation, transition, operation and maintenance for acceptarce of
services, [including the identification of, or reference to:

—_

development activities to be carried out;

N

)
) required inputs to each activity;
3)

4) manggement and supporting activities to be carried out;

required outputs from each activity;

5) required team training;

6) planping for the control of product and servicg provision;

the organization of the project resources, including the team structure, responsibilities, use of suppliers,
and resolirces to be used;

organizatjonal and technical interfaces between different individuals or groups, such as sub-project teams,
suppliers| partners, users, customer-representatives, and quality assurance representatives;

the analypis of the possible(risks, assumptions, dependencies, and challenges associated with the design
and devejopment;

the schedule identifying:

1) the sfages-of.the change, the activities to be performed;

2) the agsociated resources and timing;

3) the associated dependencies;
4) the milestones;

5) verification and validation activities;

the identification of standards, rules, practices and conventions, methodology, life cycle model, statutory
and regulatory requirements, contractual obligations, and other constraints;

tools and techniques for service development;
facilities such as hardware and software required for service development;

configuration management practices;
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method of controlling non-conforming software and hardware products;

ethods of control for software and hardware used to support service development;

control for virus protection.

procedures for archiving, back-up, recovery, and controlling access to software products; and methods of

If the service provider cannot control the design or development of a service or service component the service
provider should conduct an assessment to ensure that it meets expectations. For example, the functional and
non-functional features of a commercial off-the-shelf product should be assessed against requirements and
expectations. Any required set up or customization of the product should be planned and designed.
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tument used for design and development planning may be a single document, a (3
nent, or composed of several documents.

ng should be reviewed periodically and any plans amended if appropriate.

Transition of new or changed services

ansition of new or changed services should be coordinated with the'change managemen
e and deployment management process and the configuration®management process.
ach should ensure that the control of changes applies to the transition of the new or changg

ransition of services should include the build, test and acceptance of the new or char
ed by making the new or changed services operational through the release and
gement process.

ansition should be reviewed with the customer and interested parties to establish that it is

ed service into live operation. The transition should continue until it is agreed that g
es are part of normal live operation. Following the completion of the transition, the se
i report to interested parties on the outcomes achieved by the new or changed service
ed outcomes.

e acceptance criteria should\be reviewed by the service provider and other interested p
are outstanding acceptance: criteria which have not been met prior to the transition of a ser|
cided whether the absenee of these criteria presents a significant risk to the service. Wh
cant, the transition should be delayed. However, where there is mitigation of the risk or

cant, it may be decided to proceed with the transition. In this instance, the outstanding act
s should be recorded on the service acceptance criteria statement and the steps shoul
b that these aétions are fulfilled.

ervice proyider should record the acceptance by the customer and interested parties d
ed sefvices against agreed acceptance criteria.

5.5

rt of another

process, the
Adopting this
d service.

ged services
deployment

ready for live
of the new or
ny remaining
vice provider
s against the

arties. Where
vice, it should
pre the risk is
he risk is not
ons and their
| be taken to

f the new or

Documents-andrecords

The documents and records, that should be produced and retained by the design and transition of new or
changed services process should include:

a) service requirements for the new or changed service;

b)

c) pl
d) a

risk assessment for each request for a new or changed service;

an for the design, development and transition of the new or changed service;

plan for any services to be removed;
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e) an evaluation report of other parties contributing to the new or changed service;
f) design specification for the new or changed service;

g) service acceptance criteria;

h) transition report, describing the outcome achieved against the outcome expected.

It is critical that the process has access to the policy on new or changes services in the scope of Clause 5
developed and maintained as part of the change management process.

5.6 AuthoritiesandTesponsibitities

In addition to|the process owner, process manager and personnel performing the procedures of\the prpcess
as described jin Clause 4.4.2.1, authorities and responsibilities required within the design and transition gf new
or changed sgrvices process should include:

a) a new ¢r changed services manager, usually a project manager, responsible for delivery and
managenpent of project deliverables and ensuring fulfilment of service acceptance criteria;

b) a group who can evaluate the impact of the proposed new or changed service on the SMS from multiple
perspectiyves, including policies, objectives and processes.

c) a group, yhich may be the same as above, who can be involved in planning of all new or changed service
requirements and acceptance of delivery of a new or changed sefvice;

d) customerfand business representatives, responsible for thexdocumentation and agreement of all new or
changed gervices requirements and acceptance of delivery of new or changed service.

6 Service delivery processes
6.1 Servige level management

6.1.1 Intent of the requirements

The SLM progess should ensure that an agreed service is provided and that service targets are met. Specific
and measuraple targets should®e developed for all services. The SLM process ensures that agreed sefvices
and service targets are documented in a way that is easily understood by the customer.

6.1.2 Congepts

The SLM progess should define, agree, document, monitor, report and review the services delivered. In|order
to ensure that . delivery of the services is achievable, managed and |n allgnment with customer requirements
and business : , BRM)
process and the suppller management process.

The SLM process should enable the integration between the supplier management process, delivering
services to the service provider and the BRM process.

The SLM process works closely with both the supplier management and the BRM processes to ensure that
delivered services and service targets are aligned with business needs and customer requirements.

The supplier management process should ensure that the service targets agreed with suppliers are aligned

with the SLM process, as well as other required management information to ensure that service reviews can
be performed.
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The SLM process should also provide the supplier management process with details of changes that affect
any agreements with suppliers. For example, new service requirements that mean a contract with a supplier
has to be changed. Other examples include changes to processes and procedures that affect the interface
between the service provider who is responsible for the governance of processes and suppliers who are
operating processes on behalf of the service provider.

The SLM process should provide the BRM process with agreed service targets to meet customer
requirements, as well as other required management information to ensure that customer service reviews can
be performed.

The SLM process should negotiate, agree and document requirements for new or changed services through
service_level requirements documents and should then manage and review them through the service

lifecyd
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a)
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c)
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le, creating signed SLAs for operational services.

part of ISO/IEC 20000.
Explanation of requirements

1 Documentation of service commitments

may need to be supported by agreements with suppliers external)to the service provider's
N internal groups. These supporting agreements with suppliersCan be known as underpinni

brting agreements with internal groups can be known as,operational level agreements. The
binding on either party but can be treated as if they ‘are. The combined constraints of a
rting an SLA should be considered before the SLA'is finalized.

ervice provider should monitor and measure. service performance achievements of 3
es against targets in SLAs, operational levelkagreements or other performance agreements
e reports. Service reviews should be conducted and service improvement plans creat
bls, at least annually.

P Catalogue of services

bf services and understandable by those without a detailed technical understanding. The
es should collate and\ present all service definitions. The scope of each service defin
nt to the customer’s business activities. The catalogue should hold information common
es, in order to simplify the SLAs, as described in Clause 6.1.3.4 of this part of ISO/IE
gue of serviees.should include a variety of information, including:

e name.and description of the service;

S

rviee“targets, e.g. time to fulfil a service request, time to set up a service for a new

Examples of interfaces between the SLM process and other processes in the SMS are|described in Annex A

organization,
hg contracts.

se cannot be
| agreements

Il operational
and produce
ed at regular

ervice provider should define all services in a catalogue, using terms that are aligned to the customer’s

catalogue of
pd should be
to all or most
C 20000. The

user, time to

rdinstate a service after a major failure;

contact points;

service hours, support hours and exceptions;

security arrangements;

current services;

dependencies between the services and service components, e€.g. a service supporting a user’s laptop
includes support of applications, support for internet access and support of the hardware, each of which
can be provided by different suppliers or internal groups.
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NOTE

The listed examples are not exhaustive.

The service provider should ensure that the catalogue of services is designed so that the information is easy
to maintain. The logical and efficient grouping of information is particularly important for information that is
subject to relatively rapid change. This minimizes the overhead of the change management process, as
described in Clause 6.1.3.4 of this part of ISO/IEC 20000.

The catalogue of services should also show any dependencies between services and supporting services. For
example when a business service is dependent on a number of underpinning services such as email, security
or network services. Other examples include a service that is dependent on service components being

provided by s

The catalogu
to both the cy

6.1.3.3 Se
The custome
and documer
also specifieg
services or m

The custome
force for the ¢
be measured
The service

excessive ov
targets to foc

The minimum
of services is

a) brief serv
b)
c) change a
d) brief desq

service h
periods a

schedule

rvice level agreements

validity périod and/or SLA change centrol mechanism;

uppliers or internal groups outside the direct control of the service provider.

b of services is a key document for setting customer expectations and should be widely ay3
stomer and the support personnel.

and the service provider should agree about the terms and targets for a service to be deli
t these in an SLA. An SLA is a document that describes the service and sefvice targets. A
the responsibilities of the service provider and the customer. A single) SLA may cover m
ultiple customers. SLAs should cover all components required to deliver the service.
requirements, the business needs and the service provider's-capabilities should be the dg
ontent, structure and targets of the SLA. The targets, against which the delivered service s
should be defined from a customer perspective.
brovider should be aware that too many targets i’ ah SLA can create confusion and g
brheads without delivering benefits. The SLAs should include only an appropriate subset

content that should be in an SLA or that may be directly referenced from an SLA in a cate

ce description;

pproval details;
ription of communieations, including reporting, review frequency and schedule;

burs, e.g. 09:00 h to 17:00 h, date exceptions, e.g. weekends, public holidays, critical bus
hd out-of-hours coverage;

] and.agreed interruptions to services, including notice to be given and number per period;

s attention on the most important aspects of thie-service for the business and the customer|.

ilable

ered,
h SLA
ultiple

fining
hould

ad to
of the

logue

biness

customer

34

responsibilities, e.g. correct use of systems, adherence to the information security policy;

service provider liability and obligations, e.g. security;
impact and priority guidelines;

escalation and notification process;

complaints procedure;

service targets;
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users/volume of work, system throughput;

hi

gh level financial management details, e.g. charge codes;

normally referenced from the SLA;

p) gl

a)

ossary of terms;

supporting and related services;

upper and lower workload limits, e.g. the ability of the service to support the agreed number of

actions to be taken in the event of a service interruption, including both incidents and disasters, are

r)

Information that changes frequently or information common to many SLAs may be provided via
the SLA to documents such as telephone or email directories and organizational _structure d
simplifies change management of the SLAs without impacting the quality of the SLM process.
terms| normally held in one place, should be common to all documents, including the catalogu

any exceptions to the terms given in the SLA.

h reference in
agrams. This
A glossary of
e of services.

This i$ only viable if the referenced documents are also under the control of the,change managefent process.

Both

6.1.3.
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he SLA and each service that the SLA describes should be subject to/the ‘change manager

Managing the catalogue of services and service delivery

ervice provider should have a procedure for making the catalogue of services readily avai
eed it to perform their roles effectively. The procedure should also ensure that the catg

hnel using the catalogue. Regular checks should be/made on the accuracy of the informati
gue.

business changes, e.g. due to growth, business reorganizations and mergers or chang

jement process, to ensure changes are not implemented without the overall impact being 1

e that the service provider’remains focused on the customer throughout the planning, im
ngoing managementof service delivery. The service provider should work with the BRM
mer to gain an understanding of the customer’s business drivers and requirements.

ements, can require service levels to be adjusted, redefined or even temporarily suspendeq.

nent process.

able to those
logue is kept
the scope of
bn held in the

ing customer

pes to the catalogue of services or*to SLAs should be initiated and managed through the change

nanaged.

LM process should be sufficiently flexible to accommodate these changes. The SLM process should

plementation,
process and

The LM process should manage and coordinate contributors to the service levels, to identify:

a) ag@reement of the service requirements and expected service workload characteristics;

b) agreement on service targets;

c) measurement and reporting of the service levels achieved, workloads and an explanation if the agreed
targets are not met, see Clause 6.2, of this part of ISO/IEC 20000;

d) review of service performance with the customer to confirm reported performance and customer
satisfaction;

e) initiation of corrective or preventive action;

f) input to a plan for improving the service;

g) review appropriateness and alignment of service levels and service catalogue with business requirements

in

line with agreed planning activities, minimum annually.
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The process should encourage both the service provider and the customer to develop a proactive attitude
toward service improvement and should ensure that they have joint responsibility for the service.

Customer satisfaction is an important part of the SLM process but it should be recognized as being a
subjective measurement, whereas service targets within an SLA should be objective measurements. The SLM
process should work closely with the business relationship and supplier management processes to manage
both customer satisfaction and to achieve service targets.

The catalogue of services and SLAs should be reviewed with the customer according to agreed planning
activities.

6.1.3.5 Ma

. , .

The service
example, a s
receives a se€

brovider should recognise that a customer can act as both a supplier and a custome
becialist group in the customer's organization can provide a component of the serviee, bu
rvice in the scope on the service provider's SMS. If this is the case the service provider g

. For
t also
hould

use the SLM process to manage the customer acting as a supplier.

Similarly, an
the SLM prod

nternal group that is not included in the SMS should be managed by the service provider
eSS,

using

NOTE Manags
management p

ement of suppliers, by definition external to the service provider's (organization, is under the s
rocess in Clause 7.2.

Lipplier

6.1.4 Docyments and records

Documents t@ be produced and used by the customer, service pravider and interested parties should include:

a) catalogug of services;

b) all SLAs and other relevant agreements;

c) processgs and procedures for the SLM process, including the management of the catalogue of seyvices
and SLAS;

d) inputs tojand output from reviews of\the SLM process, the catalogue of services and the SLAs;

e) service rgporting requirements;

f)  service rgview planning dctjvities;

g) monitorirg and controlreport;

h) service rgview-records and identified opportunities for improvement;

i)

service impravement plans

6.1.5 Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process
as described in Clause 4.4.2.1, authorities and responsibilities required within the SLM process should include
the following.

a) The operation of the process and management of resources and communications should be the
responsibility of a service level manager. This manager is also responsible for the service provider
personnel that operate the procedures.
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b) A customer representative and the service level manager are together responsible for the authorization of
the catalogue of services and each SLA is the responsibility of the customer and service level manager.
These two roles should have sufficient authority to agree the definitions of a service in the catalogue and

th

6.2

6.2.1

e service targets.
Service reporting

Intent of the requirements

The service reporting process should ensure the production of agreed, timely, reliable, accurate reports to
facilitate informed decision making and effective communication.

6.2.2

The s
servig
both ¢

Servi
decisi

are egsy to assimilate, e.g. the use of charts.

6.2.3

Concepts
uccess of all service management processes is dependent on the use of the informatio
e reports. Monitoring and reporting should encompass all measurable aspects_of the serv
urrent and historical analysis.

e reports should be appropriate to the audience’s needs and of sufficient accuracy to
on support tool. The language and presentation should aid the undérstanding of the report

Explanation of requirements

The

manapgement. Several types of reports should be produced. These include reactive and pros
Reacfive reports show what has happened, after it has:happened. Proactive reports give warning
events, thereby enabling preventive action to be taken beforehand, e.g. a report identifying

great
Other

The s

a) p

a

b) wi

equirements for service reporting should be agreed:and recorded for the customer

r redundancy for a business critical servicg;’to prevent customer impacting incidents fr
report types include schedules and forecasting reports. These show planned activities.

ervice provider should produce reports for the customer and management including at leasf:

prformance against service targets, e.g. exceptions or near-exceptions against targets, o
nd achievements;

prkload characteristics including volume information and periodic changes in workload, ¢

p

number of requests for help, age profile of outstanding workload;

c)
d)

npn-conformities with ISO/IEC 20000-1 identified during internal audits;

performance reporting of corrective and preventive actions, lessons learned following majo

oblems, changes_ and activities, classification, location, customer, seasonal trends, mix

ajor\incidents, design, transition and release of new or changed services, and serv

h provided in
ice, providing

pe used as a
5 so that they

and internal
ctive reports.
of significant
the need for
bm occurring.

utage reports
.g. incidents,

of priorities,

I events, e.g.
ce continuity

erruptions or tests and improvement activities;

projections of current trends to aid prediction of future performance;

tracking the resolution to the customer’s satisfaction of corrective and preventive actions to address

complaints, any negative feedback from customer satisfaction measurements, and their root causes;

¢)]

forecasts and plans, e.g. financial projections, workload plans, schedule of planned changes.

Where there are multiple suppliers, lead suppliers and sub-contracted suppliers, the reports should reflect the
relationships between suppliers, e.g. a lead supplier should report on the whole of the service they provide,
including any services by sub-contracted suppliers that they manage as part of the customer’s service.
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Decisions relating to the service, including those made by top management, and the resulting actions of each,
should be based on the findings contained in the service reports. The SMS should include a procedure that
routinely verifies that such decisions have been validated by service report information, e.g. prior availability or
performance reports used as a basis to invest in increased capacity. Not all decisions related to the service
can be based on service reports. Examples of exceptions include legal and regulatory changes, external
market studies, changing business structure, or technological advancement.

The service provider should ensure that reports and outcomes from each process are communicated to all

interested parties, including top management, process owners, the customer, suppliers and lead suppliers,
wherever relevant.

6.2.4 Auth

” I it

the process owner, process manager and personnel performing the procedures _descrilbed in
1, authorities and responsibilities required within the service reporting process should.include:

In addition tg
Clause 4.4.2.
responsible for the timely and accurate production and distribution of sefviee reports fo the
ecipients;

a) personne

relevant 1
b) e and

personne] responsible for the definition of contents of each report, including its(format, contents, sty

frequency;

pwners of other service management processes, service awners, technical groups and|other

parties, who should analyze reports and identify, prioritize ‘and action improvements.

C) process

interested

6.3 Servige continuity and availability management

6.3.1 Intent of the requirements

ontinuity and availability management process should ensure that agreed service continuify and

mmitments can be met, within agreed targets.

The service @
availability co

6.3.2 Condgepts

The service fontinuity and availability s\mahagement process includes both a focus on prevention qf and

recovery fron
meet service

Service provi
processes th
decision shoy
SMS.

The service

service failures or disasters as well as ensuring the provision of sufficient service availab
requirements.

Hers may operate the service continuity and availability management process as two se

Ot are linked. vAlternatively, the service provider may operate them as a single process
Id be based ‘on the service provider's circumstances and should be documented as part

Continuity and availability management process should allow for both reactive and pro

lity to

parate
. The
of the

Active

aspects of th¢ pracess and prioritising of the business criticality of the agreed services. The service confinuity
and availability process should also capture data to allow services to be monitored, managed, reviewed and
improved by the service provider and reported to the customer where relevant.

The service provider should develop effective plans to ensure that agreed requirements can be met. These
requirements include requirements for availability and continuity under both normal circumstances and
following a major loss of service. The plans should include solutions for increases or decreases in service
levels, expected peaks in activity and an understanding of new or changed requirements to address future
business need for service continuity and availability.
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6.3.3 Explanation of requirements

6.3.3.1 Risk assessment and management

A key feature of the service continuity and availability management process should be risk assessment and
risk management. The risk assessment should include business impact analysis of a major loss of service.

Service continuity and availability requirements should be identified and agreed based on the agreed service
requirements, the results obtained from business impact analysis exercises, the customer’s business
priorities, policies and plans, SLAs and assessed risks. The service provider should maintain sufficient service
capability, together with effective plans designed to ensure that agreed service levels are maintained in the

eventrofa |||ajU| lossof-service:

Ensuning that service levels are maintained following a major loss of service should také ‘into |consideration
those| elements of the live operation of the service that are under the control of other partie§ such as the
customer or suppliers.

Servig¢e continuity and availability requirements for normal service and after a~major loss of service should
include at least the following:

a) agcess rights, e.g. who can have access rights under normal conditions and who can have the highest
priority for access to a limited service, following a major loss of sefvice;

b) rgsponse times, e.g. response times under normal circumstances and also after a major los$ of service. It
should be defined and agreed with the customer as to whatis the acceptable response timg for different
s¢rvices and what actions should be taken to ensure thatyagreed response times are achievdd;

c) end-to-end availability of services, e.g. for normakservice what is the required availability of components
rgquired to deliver a complete service. After asmajor loss of service what priority should be given to
rgturning each specific service to normal perfermance.

6.3.3.2  Service continuity policy

The service provider can find it usefulte develop and maintain a policy that defines the genergl approach to
meetiphg service continuity obligations: The scope of the service continuity policy should be consistent with the
scopgq of the SMS.

The policy should define_a\consistent method for determining the required vs. actual resilighce for each
servige and to effectively prioritize opportunities for improvement in alignment with the businegs criticality of
serviges.

The service continuity policy should drive the service provider's continuity planning activities within the scope
of the|service continuity plan.

The policy~"should address the roles, activities and responsibilities required to meet the agl;reed service
requi ments

The policy should define the interfaces between the service continuity and availability management process
and other service management processes. Annex A of this part of ISO/IEC 20000 includes information about
interfaces between the service continuity and availability management process and other components of the
SMS.

The policy should take into account agreed service hours and critical business periods. The service provider
should identify the requirements separately for each customer group and service, including:

a) the maximum acceptable continuous period of lost service;

b) the maximum acceptable periods of degraded service;
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c) the acceptable degraded service levels during a period of service recovery.

The agreed service hours and critical business periods should be defined in relation to specific business
cycles and their associated criticality, e.g. month end, end of year, holiday periods.

If the service provider relies on a service continuity policy to direct the process, the service continuity policy
should be reviewed at agreed intervals, at least annually. Any changes to the policy should be formally agreed
between the service provider and customer.

6.3.3.3

Service continuity and availability plans

If a service g
strategy. It sh
the services.
processes as

Once the strg
the strategy
unacceptable

Ulltillu;ty IJUilby ;D ill piabc, tilU bUIVil.ab' }JIUV;U‘CI wdall d“yll t;ll: IJUiILay VV;til d bUIV;bU CUI
ould be appropriate to the criticality of the services based upon the business impact analy
The service provider should also gather relevant information from other service manag
input into the service continuity strategy.

tegy is defined, a risk analysis should be conducted to identify continuity risks-that conflic
bnd define controls to manage them or instigate mitigating actions whereJthe level of

inuity
sis of
brment

t with
isk is

The service provider should maintain sufficient service capability, together with“workable plans designped to

ensure agree

The service f
and the servi
to reduce the

The service
business imp

Ongoing ops
review and a
continuity pla
continuity tes
training sessi
storage of se
other resourc

The service p
a) servicec

b) service ¢

maintaing

[ requirements can be met.

rovider should develop service continuity and availability pfans, recovery plans and proce
be continuity testing policies. The service continuity plans and testing policies should be des
impact of major disruptions on key business functions and processes.

ontinuity plan should be based on the requirements defined in the service continuity po
bct analysis and risk assessments

ration should define requirements for_service continuity education, awareness and tra
Lidit, service continuity testing and cootdination with the change management process. S
ns should be regularly tested and responsibilities for invoking should be clearly assigned. S
ting should be undertaken at least annually or after every major business change. R
bns should be provided to allsrelevant parties. A defined and managed distribution policy f
'vice continuity and recoveryplans should exist and all critical backup media, documentatig
s necessary for recovery.should be stored offsite.

rovider should ensure that:
bntinuity plansttake into account dependencies between services and service components;

pntinuity( plans and other documents required to support service continuity are recorde
d;

jures,
igned

icy, a

ining,
Brvice
Brvice
bqular
pr the
n and

d and

ocate

c) responsik

ility” for invoking service continuity plans is clearly assigned, and plans clearly al

responsibility for taking action against each recovery requirement of the policy;

restoration are quickly available following a major service failure or disaster;

CMDB, remain accessible during a disruption;

40

personnel understand their role in invoking and/or executing the plans;

standby arrangements exist with suppliers and recovery site providers, where appropriate.

backups of data, documents and software, and any equipment and personnel necessary for service

service continuity documents, for example, service continuity plans and schedules, contact lists and the
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Service continuity plans and related documents, e.g. contracts, should be assessed for impact prior to system
or service changes being approved, and prior to significant new or amended customer requirements being
agreed. Service continuity plans and related documents should also be reviewed and tested at least annually.

An availability plan should be developed and published. The availability plan should identify the business
needs and customer requirements, design requirements, technical specifications and project planning
activities required to meet the business availability requirements both currently and in the future. Predictions
regarding future availability documented in the availability plan should include proposed preventive actions to
mitigate the likelihood of unplanned non-availability. The availability plan should be reviewed and revised
regularly, at least annually and after any major change.

Planning and design of the availability of new or changed services should he based on the criticality of the
servides to the business, and should balance cost against acceptable business risk.

All sefvice and service component non-availability should be recorded, investigated and|appropriate actions
should be taken to reduce the impact and/or likelihood of any future occurrence.

6.3.4( Service continuity and availability monitoring and testing

6.3.4/  Service continuity testing

Servig¢e continuity testing should be undertaken after every major business change and change fo the service
envirgnment. The frequency should be based on the service provider’s circumstances. The frequency should
be sufficient to gain assurance that service continuity plans are gffective, and remain so through| the evolution
of ch@nging systems, processes, personnel and business{needs. The scope of service confinuity testing
should include the return to normal service operation following'a disruption.

Servige continuity testing should involve the joint participation of the customer and the service prpvider, based
upon jan agreed set of objectives. Where applicable, it should also include other parties. Test failures should
be dopumented and reviewed as input into a plan_for improving the service.

Review after a service continuity test should be conducted to assess the achievement of {he aims and
objeclives of the test and to identify any areas of weakness or opportunities for improvement.

6.3.4.2 Availability monitoring-and testing

Servige continuity and availability management should, according to the agreed availability plan:
a) mponitor and record availability of the service;

b) maintain accurate historical data regarding availability of services;

c) make comparisons with requirements defined in SLAs to identify any nonconformity t¢ the agreed

ailability targets;

Q3

d) dUbuIIIUI It C,lIICJI IUV;UVV TTUTTCGUI IfUIIII;t;UD,
e) predict future availability requirements.
A regular availability testing schedule should confirm that the availability solutions are achievable and
appropriately resilient. Availability, reliability and resilience mechanisms should be reviewed and tested after
any major change.

Where possible, potential issues should be predicted and preventive action taken. Service continuity and

availability management should strive to achieve and improve defined levels of reliability for all the
components of the service, with corrective and preventive actions identified, recorded and acted upon.
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6.3.4.3

Management of risk to availability

Risk assessments should identify the vital business functions and availability requirements, and risks agreed
with the business.

Risk management should produce solutions to enable the delivery of required levels of availability, and by
implementing cost justifiable countermeasures to mitigate identified risks wherever possible. It is not advisable
to exceed the requirements through major financial investments that cost far more than the benefits of

improved ava

ilability.

Planning and design of the availability of new or changed services should be based on business criticality of

the service, t

e impnrmnr‘n to the bhusiness of different wnrking Inorinda and rpquimd service hours

Regular mon
should be an
of services s
data and the

Assessment

potential imp|
should be reg

Availability dd
reliability.

6.3.4.4
Review after
a) identify th
assess th

assess th

assess th
the plan;

identify in

6.3.5 Docy

The documents and«records that should be produced and retained by the service continuity and avai

Review after invocation of a service continuity plan

itoring, measurement, analysis reporting and reviews of service and component-avai
essential aspect of the process. All relevant data pertaining to the availability and non-avai
hould be maintained. The reporting of achieved availability targets should use ‘actual his|
ocus of measurement and reporting should align with the agreed targets.

of requests for change for all new or changed services should take)into consideratid
acts of risks to agreed availability targets. Availability, reliability and resilience mecha
ularly reviewed and tested after any major change.

sign criteria should define base products, technology and cafponents that deliver the re

nvocation of a service continuity plan should be undertaken to:

e nature and cause of the service disruption.that initiated the activation of the plan;
e adequacy of management’s response;

e organization’s effectiveness inmeeting its recovery time objectives;

e adequacy of the service continuity plan and tests in preparing personnel for the activat

nprovements to be'made to the service continuity plan and testing.

ments and records

ability
ability
orical

n the
nisms

juired

jon of

ability

management|progess should include but not be limited to:

a) service contindity and-avaiability managementpolicies;

b) business impact analysis;

c) risk assessment reports;

d) service continuity and availability plans;

e) service continuity and availability customer requirements;

f) service component availability constraints and data;

g) service continuity and availability designs;
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service continuity and availability test plans;

service continuity and availability test reports;

service continuity and availability management processes and procedures;
awareness training requirements and records;

availability management database;

m) availability monitoring reports;

n)

Persgnnel should understand their role in invoking and/or executing the plans and be_able to r
servige continuity documents.

Servige continuity plans and related documents, e.g. contracts, should be assessed for poten

part
befor

6.3.6

In addlition to the process owner, process manager and personnel performing the procedures d

as dsg
availg

a)

b)

c)

d)

L Q

e)
6.4

6.4.1

The b

se¢rvice continuity personnel, responsible for maintaining monitoring capability and triggers.

aintenance and projected service outage schedules.

the change management process, SLM process and the supplier management process.
accepting new or changed services or agreeing service requirements.

Authorities and responsibilities
scribed in Clause 4.4.2.1, authorities and responsibilities required within the service ¢
bility management process should include:

ailability administrator, responsible for ensuring-that the infrastructure monitoring and coll
lating to component and service availability is.oecurring correctly and as required;

technical recovery team, responsible for disaster recovery planning, testing and restoration

e customer, service provider personnel and interested parties who require access to sery

ailability analyst, responsible-for reviewing and analysing availability reports and data to
nd potential availability issues so that appropriate, solutions for improved availability can be

Budgeting-and accounting for services

Intent.of the requirements

udgeting and accounting process should support the service provider's understanding of

hpidly access

ial impact as
For example,

f the process
ontinuity and

bction of data

of services;

ice continuity

nd availability management information, participate in testing and agree service continuity requirements;

dentify actual
identified;

and ability to

manage the total cost of services. In order to achieve this objective, the process should ensure that:

a)
b)
c) a

d)

e)

reliable forecasting of both costs and budget is achievable;

budget is developed and used by service management processes;

unexpected variances of costs or budget are identified and managed;
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the budget is adhered to so that service delivery is funded adequately throughout the budget period;
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f)

forecasts, budgets and costs are reviewed regularly to ensure the process and procedures remain
effective.

6.4.2 Concepts

The budgeting and accounting process should control the financial aspects of services and service
components. The budgeting and accounting for services process should provide information that supports
both the live operation of services and the funding of service changes and improvements. Budgeting and
accounting for service process should ensure that the costs of the service provision are tracked and the

services themselves are affordable and in accordance with the budgets.

(al W fal
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level of detail of financial information to be provided, in what form and at what frequencie
y parties external to the service provider. Other regulatory or organization specific require
pbe taken into account as they will impact some of the defined policies and procedure

factices used should be aligned to the wider accountancy practices of the service pro

j and accounting for services process should be performed by the service provider, regard|
[ aspects of financial management are performed elsewhere in the arganization. The bud
ng for services process should be aligned with and receive information from the fin
the service provider's organization.

icy

brovider should have a documented policy and-‘procedures for the financial managem
policy should define the objectives to be met by the budgeting and accounting for se|
policy should also define the detail required to ensure that the objectives are met. To do th

include the cost types used in the budget for cost allocation and an explanation of how ove

ortioned.

H be defined to allow for a budget'and accounting analysis for each service. When defined,
b applied to the budget items-and accounting entries to guarantee that some periodic mon
s available regarding the/costs of services. This can be used to track the costs of a servig
son with the costs of acquiring the same service elsewhere in the market.

5 provided for the (budgeting and accounting for services process should be based on the
er, service provider, suppliers and other interested parties for financial detail, as defined

provider should select categories for cost entries in the budget that are useful for s

management.

ents
5 may
ments
s. All
ider’s

Bss of
jeting
ancial

ent of
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is the
rhead

these
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e and

heeds
in the

Brvice

their

components, as defined in the catalogue of services, Clause 6.1. A cost type should be assigned to each cost
that forms part of a service. Cost models are useful as they enable the service provider to more accurately
predict the cost/benefit of different levels of service quality, or of different service options. Cost models should
be able to demonstrate the full cost of provision for each service.

The service provider should also consider cost types such as:
a) assets used to provide the services;
b) shared resources such as a service desk, also known as level 1 support;
c) overheads such as office space;
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d) services delivered by suppliers;
e) the cost of employing the service management personnel.
When identifying suitable cost types there should be a balance between the benefits of detailed accounting

information derived from cost types and the challenges of collecting and managing the large volumes of
information required. Cost types should be based on categories that can be measured easily and reliably.

Exam

6.4.3.3

ples include hardware costs, software maintenance costs, and personnel costs.

Apportioning overheads and allocation of direct costs

Appo
perce

The s

appro
able t

L;UI LS It Uf UVCI ; |cau' bubtb iay IUb' IUGDGUI Ull a vdal |c‘ty Uf IIICL:; Ial I;DI 1S, bubi IT'do d ﬂdt Iatt
htage, or based on the size of an agreed variable element of delivered services.

ervice provider should use methods for apportioning overheads and allocating-direct d
priate for their organization, balancing the cost of managing apportionment against the be
D apportion costs in detail. Other factors that can be considered include:

cost, a fixed

osts that are
nefit of being

a) tHe nature, range and consumption or use of the services;

b) the granularity of the customer’s organization, e.g. a business.unit as one unit, supdivided into
départment, or by locations;

c) S| As and the apportioning of costs for services and service leévels;

d) services provided by suppliers.

6.4.3.4 Budgeting

Forecasting of costs and revenue for budgeting. should take into account the planned changgs to services

during the budget period. Seasonal variations‘and short term planned changes to service costs|and charges,

wherg applicable, should be understood afd included within forecast budgets. Budgeting and|cost tracking

shoulfl support planning to operate and*improve the services so that service levels can be maintained

throughout the year. There should be-’sufficient planned expenditure to cover the resource

suppd
mana

6.4.3.

Accol

rt the services to the agreediservice levels for the agreed duration. A procedure for iq
hing variances of actual against budgeted expenditure should also be established.

5  Accounting

nting activities should be used to track costs to an agreed level of detail over an agreed ¢

5

5 required to
entifying and

eriod of time.

Decisjons about sérvice provision should be based on cost effectiveness comparisons. Cost models should be
able tp demonstrate the full costs of service provision.

Accoynting reports should demonstrate over and under-spending. Ideally accounting reportg should also
provid m a loss of

el'sufficient information to calculate the costs of low service levels or costs resulting fi
i f f i have a clear

service:

understanding of costs of resources required to deliver the service. This should include personnel,
components, facilities, and any aspects of the service delivered by other parties. The service provider should
also have a clear understanding of the business impact of loss of service, depending on duration, time of
day/week/month or year and the service in question. This information can be provided by a business impact
analysis.

Accounting reports may also utilize information from the CMDB regarding the status and lifecycle of Cls to
calculate total cost of ownership and depreciation of Cls supporting a particular service. This information can
in turn be used to understand and plan for costs in the next budget cycle.
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6.4.3.6 Charging

Charging is not included in ISO/IEC 20000-1 but it is recommended that where charging is in use, the
charging mechanism is defined and understood by all parties.

6.4.4 Documents and records

Documents and records to be produced and used by the customer, service provider and interested parties
include:

a) policies, processes and procedures for budgeting and accounting;

b) historic budgets, draft budget for the next year, actual budget for the current year;

c) service management forecasts of workloads, capacity (including personnel), unit costs of revenue |tems;
planned gapital expenditure;

d) timetable|for budget production;
e) financial feports showing costs and revenue for each time period in the budget 'year, with any varianges;
f) reports on the causes of variances and how they will be managed;

g) financial input to continual service improvement projects;

h) cost modgls showing how cost elements are used to provide sérvices and create value;

i) reports rgquired for legal or regulatory purposes.

6.4.5 Authprities and responsibilities
In addition to[the process owner, process manager-and personnel performing the procedures of the prpcess
as described|in Clause 4.4.2.1, authorities and.responsibilities required within the budgeting and accopnting
management|process should include:

a) a budgetihg and accounting managet; responsible for the management of financial resources;

b) manager$ with accountabilityfora specific budget in the service provider’s organization.
6.5 Capadity management

6.5.1 Intent of the requirements

The capacity| management process should ensure that sufficient capacity is provided to meet the current
agreed capadity.and performance requirements. The service provider should create and implement a capacity
plan to meet the agreed future service capacity and performance requirements.

6.5.2 Concepts

Resources should be balanced to fulfil both current and agreed capacity and performance requirements, and
to be prepared to fulfil future requirements.

The capacity management process should include both reactive and proactive activities. The reactive
activities should focus on ongoing monitoring, tuning, analysis and improvement of operational capacity. The
proactive aspect of the process should focus on planning to meet future agreed business demand.

The capacity management process should develop plans to ensure that capacity requirements can be agreed,
forecast and met. These plans should transform business predictions and workload estimates into specific

46 © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

capacity requirements. This should be facilitated by incorporating the following three areas of focus into the

capacity management process:

a) business capacity management, which focuses on quantifying customer and service provider business

plans and needs into future service requirements;

b) service capacity management, which focuses on planning and managing services and the supporting

resources to ensure they meet all of their agreed service targets;

c) component capacity management, which focuses on planning and managing operational resources and
components to ensure they effectively support the services and achieve agreed component targets.

6.5.3| Explanation of requirements

6.5.31 Capacity management activities

Capag¢ity management activities encompass day to day operational tasks such as:monitoring ¢
and analysing capacity data, managing performance against service targets and planning for f
requirements.

Activifies of the capacity management process include those listed below:

a) Aspsess, document and agree the capacity requirements, define workload, performance base
wprkload and performance thresholds and triggers.

b) Apsess, document and agree the capacity requiremenfs for new or changed services.

c) The capacity management process should be jnvolved in the design of new or changing
m

ould obtain the costs of alternative proposed solutions and recommend the most app

ipacity are factors. In the interest of balafncing cost and capacity, the capacity manage
ective solution.

c
s
e
d) Arftivities for new capacity requirements should be based on input from planning, suppg

A

business groups. This should include planning the implementation of infrastructure from new
predicting the replacement,of\aging infrastructure components.
S
u

bt, monitor and use capacity thresholds, warnings and alarms to automatically manage an
ilization of components and the performance of services.

f) aintain dataand’information used by the capacity management process in a repository, oft
a$ the capatity database. This repository should be a key element of the capacity managern
The data.and information contained within the capacity database is analysed by all capacity
agtivitiessand should include business, service, resource or utilization and financial data, fro
tdchhology as shown below.

pacity usage
ture capacity

lines, and set

services and

ake recommendations for the procurement of components and resources, where perforfnance and/or

ment process
fopriate cost-

rt teams and
projects and

 improve the

en referred to
hent process.
management
m all areas of

1) Business data: reliable information on the current and future needs of the business.

2) Service data including, but not limited to: transaction response times, transaction rates
volumes.

and workload

3) Component utilization data: Limitations of components on the level to which they should be utilized
should be documented. Beyond this level of utilization, the resource will be over-utilized and the

performance of the services using the resource will be impaired.

4) Other data to be utilized by the capacity management process includes bottlenecks and identified

weaknesses; redundancy and spare capacity; resource, component and service th

resholds and

tolerances; current, past and forecast throughput and performance; comparisons of actual

achievements against forecast achievements.
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g) Producing capacity and performance reports, which provide valuable information to many service
management processes. The capacity reports should be consolidated and stored within the capacity

database

so that interested parties can refer to them. These reports should include those listed below.

1) Component-based reports and information to illustrate how components are performing and how
much of their capacity is being used.

2) Service-based reports and information to illustrate how the service and its constituent components are

perfo
basis

rming with respect to their overall service targets and constraints. These reports provide the
of customer service reports and SLM reports on capacity and performance.

3) Exception reports that show management and technical personnel when the capacity and

perfo
In pa
targe
procs
incidg

h) Forecasti
ways, de

1) Base

rmance of a particular component or service has become unacceptable should alsa be produced.
rticular, exception reports should be of interest to the SLM process in determining whether the
s in SLAs have been achieved or breached. The incident and service request managgment
ss and the problem management process can then use the exception reports in the resolution of
nts and problems.

hg of future component and service capacity and performance should be{done in a variety of
bending on the techniques and the technology used. Examples include those listed below.

ine modelling is the first stage in modelling. It is used to create a baseline model that re¢flects

accufately the performance that is being achieved. When this bagseline model has been created,

predi

2) Treng
has 4

3) Analy

4) Simu
given

6.5.3.2 Capacity plan

The capacity

ctive modelling can be developed.

analysis is completed using the resource utilisation and-service performance information that
een collected.

tical modelling uses mathematical techniques to analyze the performance of computer systems.

ation modelling involves the modelling of discrete.events, e.g. transaction arrival rates agginst a
system configuration.

plan should document the actual performance, the expected business capacity needs and the

service requitements. It should be produced atileast annually or more frequently if rates of change to sefvices

and service v
targets and ¢

The capacity

a) current 2
influence

b) current a
support W

blumes demand it. It should document the recommended solutions to achieve the agreed sgrvice
bst options for meeting the-business requirements.

plan should include:

nd forecast service usage, ideally including recommendations regarding opportunities to
the demand<or-capacity;

hd foreeast resource usage and performance, including an understanding of which resqurces
hich’services;

ht AN ~AanAanity and ~Aef of sarcaed raauiramente faor availahilitv  camzina ~nnting i
oo or—avat =4 t t

c) the impa

n arfarmancao a / and
ctoR—Eapachy—ahe—perormance—oragreearequremets— HaohtyS—SeRHEE—CoRtHRHY

service targets, e.g. workload estimates and capacity requirements in the event of a disaster;

d) time-scales, thresholds and costs for upgrades to service capacity, e.g. the required dates and costs for
delivery of an increase in service capacity as the result of a business merger;

e) summaries of relevant business plans, scenarios and patterns of business activity;

f) summary

g) details of

of changes in business activity, including user profiles if available;

the methods, assumptions and information used in calculating the details in the capacity plan;

h) potential impact of new technologies on capacity and performance;
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i) data and procedures to enable predictive analysis, e.g. modelling techniques;

j) potential impact on statutory, regulatory, contractual and organizational requirements, e.g. a plan to
sustain sufficient storage and back up capacity for electronic medical records to satisfy regulations.

6.5.4 Documents and records
The documents and records produced and retained by the capacity management process should include:

a) capacity plan;

b) capacity amagement procedures;
c) baselines and profiles;
d) capacity management database;

e) sérvice and resource threshold specifications and the thresholds for events and alarms;

f) seérvice performance reports;

g) ulilization levels and schedules;

h) effectiveness reviews;

i) wprkload analysis;

j) capacity management exception reports;

k) rgviews of incidents records relating to capagity’and performance.
The documents and records reviewed by the capacity management process should include ¢ustomer and
busingss current and future service capacity demands and requirements, including SLAs and r¢quired levels

of sefvice and audit reports. Changes to the capacity plan should be managed through the change
management process.

6.5.5| Authorities and responsibilities

In addlition to the process)owner, process manager and personnel performing the procedures df the process
as dgscribed in Clause 4.4.2.1, authorities and responsibilities required within the capacity [management
proceps should include the following.

dentify actual
ining service
and analysis

b) Customer and business representatives, responsible for the documentation and agreement of all capacity
requirements.

6.6 Information security management

6.6.1 Intent of the requirements
The information security management (ISM) process should ensure that security controls are in place to

protect information assets and that information security requirements are incorporated into the design and
transition of new or changed services.
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6.6.2 Concepts

Information security should be the result of a system of policies and procedures designed to identify, control
and protect the organization’s information and any resources used in connection with its storage, transmission
and processing.

Management should ensure that clearly defined information security management objectives are in place and
that they align to business needs.

The service provider and customer should categorize information assets according to value, confidentiality or
business impact. For each category the service provider and customer should define and agree to an

acceptable le

el of risk

6.6.3

6.6.3.1

Service requ
basis of an in
and technica
confidentiality
SMS and the

The scope of]
technical con
the scope of

accommodaté the needs of the business.

Management
understandin

Management
during inform

The policy s
identified info

The policy s
following an i

The policy sh

identify oppoftunities forimprovement to information security. For example, correcting vulnerabilities ide

during an infg

NOTE Pe

Explanation of requirements

Information security policy

rements, statutory and regulatory requirements and contractual obligations should proviq
formation security policy. The policy should give direction on the use-of physical, adminis

information security controls designed to preserve the security’ of/information assetg
, integrity and accessibility. The policy should be approved by managers accountable f
services.

the information security policy should include but not beimited to physical, administrativ

rols required to ensure the confidentiality, integrity and.accessibility of information assets
the SMS. The scope of the information security policy may exceed the scope of the S

should ensure that personnel, customers and suppliers and internal groups have both adg
) of the contents of the policy and an appréciation for the importance of adhering to it.

should also ensure that the information security policy is used as part of risk assessmen
htion security audits.

hould provide guidance on  the criteria for accepting risks and the approach for mar
rmation security risks, e.g~password management.

hould ensure that internal information security audits are conducted at regular intervals
hformation security breach or following the deployment of a new or changed service.

ould ensure«that information security audit results are reviewed at regular intervals and u
rmation, security audit.

rsahnel with specialist information security roles can find it helpful to become familiar with ISO/IEC

Information teg

e the
rative

, e.g.
pr the

e and
within
MS to

quate

s and

aging

, e.g.

sed to
ntified

7002,

hnelogy — Security techniqgues — Code of practice for information security management. This Intern

ptional

Standard includes guidance on the content of a security policy.

6.6.3.2

Information security controls

Information security controls should guarantee that the information security management objectives are
achieved and the information security risks are managed. Information security controls can be physical,
administrative or technical.

The service provider should ensure that the controls are documented, describing their related risks and risk
mitigation strategies. The service provider should also define the authorities and responsibilities for reviewing
the controls and how often they should be reviewed.
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The service provider should also define information security controls to manage external organizations and
individuals that need to access, use or manage the organization’s information or services.

6.6.3.3 Risk assessment

ISM process should conduct regular risk assessments to identify information security risks to the live
environment, and then document and put in place specific controls to prevent or minimize the impact of
identified risks. Additionally, the ISM process should perform or ensure appropriate risk assessments are
performed as part of the design and transition of new or changed services.

The information security policy should ensure that Information security risk assessments:

a) afe performed at agreed intervals, including for new or changed services;

b) afe recorded and visible only to approved personnel;

c) afe maintained during changes to business needs, processes and configurations;
d) aid in understanding what could impact a service;

e) define requirements for information security audits.

f)

nform decisions regarding the types of controls to be operated.

Risks|to information assets should be assessed according ta’the nature of the risk and the poteptial business
impadt.

NOTE] Personnel with specialist information security \tesponsibilities can find it helpful to becomp familiar with
ISO/IHC 27005, Information technology — Security techniques — Information security risk management.

6.6.3.4 Managing information security risks
The ipformation security controls shouldsensure that the service provider is able to achieve the service
manapgement objectives and the requirements of the security policy. The controls should aldo enable the
servige provider to manage all identified information security risks.

The following are examples of information security controls:

a) the information security policy should be established, implemented and communicated fo personnel,
styippliers and the (customer;

b)

oY)

ithorities_and-responsibilities for the information security management process should be¢ defined and
allocated;

c) the éffectiveness of the information security policy should be monitored, measured and assesgsed;

d) personnel with significant information security roles should receive information security training;
e) expert help on risk assessment and control implementation should be available;
f) changes should not compromise the effective operation of controls;

g) information security incidents should be reported in line with incident and service request management
process and allocated an appropriate priority;

h) an information security incident should be escalated to personnel with appropriate clearance to resolve it,
depending on the priority and the level of authorization required to access the security incident record,;

i) the details of information security incidents should only be visible to personnel with appropriate clearance;
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j) regular risk assessments should be completed to identify changes to the readiness to tolerate risk of the
organization;

k) regular audits should be conducted to assure compliance of the established information security policy
and controls;

I) information security baselines should be defined and effectively applied;
m) findings of information security audits should be analysed, culminating in prioritized action plans;

n) information security training plans and training records should be created and kept up to date.

controls are iflentified, documented and managed with any external organization that has access to.or Utilizes

The service ’Erovider should work with the supplier management process to ensure information(sgcurity
the service p

vider’s information.

6.6.3.5 Information security changes and incidents

Information security changes and incidents should be processed in accordance with the change managément
process and the incident and service request management process.

Requests for |change should be assessed to identify any new or changed infermation security risks as a|result
of the propodged change. The request for change should also be assessed)against any potential impact on
existing serviges, processes, policies or the existing information security ¢ontrols.

The service provider should use the results of reviews of information security incident records as well as
information g$ecurity assessments and audits to identify petential deficiencies and opportunitigs for
improvement

6.6.4 Docuyments and records

The documerjts and records that should be produceéd and retained by the ISM process should include:
a) an information security strategy;

b) informatign security policy;

c) informatign security plan;

d) informatign security management procedures;

e) informatign security reports;

f) ISM process effectiveness and efficiency reports;

g) informatign<ecurity incident records;

h) information security risk assessments;

i) information asset inventories.
Documents and records should be analysed periodically to provide management with information on the
effectiveness of the information security policy. Other features of interest includes trends in information

security incidents, input to a plan for improving the service and control over access to information, assets, and
systems.

6.6.5 Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process
as described in Clause 4.4.2.1, authorities and responsibilities required by the ISM process should include:
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a) customer, service provider personnel and interested parties that require access to ISM Cls and data;

b) personnel that maintain the information security controls.

7 Relationship processes

71

711

Business relationship management

Intent of the requirements

The BRM process should ensure that mechanisms are established to manage the relationship
servige provider and the customer(s). An outcome from the process should be improved custom
and delivery of value through achievable business outcomes. The accountabilities and résponsi

the ¢
defing
shoul
Mech

a) a

b) re

e
c) rg
7.1.2

The B
provig

objeclives of the service provider thab) increased business value is achieved. The BRM pr|

contri

There
define
delive

satisfaction;

stomer and the service provider for identifying and prioritizing service requirements sho
d. Procedures to manage the ongoing relationship between the service provider and
| be defined and followed.

designated individual who is responsible for managing the~customer relationship ¢
gular communications with the customer to enable the ‘service provider to understand
vironment, business needs and priorities, and requiremients for new or changed services;

gular performance reviews with the customer of services in the live environment.

Concepts

RM process should be a key enabler;toward developing the strategic alignment betwee
er and the customer. It should belthrough the alignment of the customer’s business n

pute to the reduction of any perceived or actual barriers between the service provider and if
should be a strong link\between the BRM process and the SLM process. The SLM pr

and use measures to_evaluate service level performance. The SLM process should mar
red services and service levels at an operational level.

In co

objeclives and direction. By doing this, the BRM process should ensure that changes to sej
planngd for in” advance of their need by the customer. A good understanding of the custom
objeclives_should also allow the service provider to offer closely aligned solutions that meet t
busingss needs.

trast, the BRM process should seek to work closely with the customer to understand fu

between the
pr satisfaction
ilities of both
lld be clearly
the customer

hnisms to manage the relationship between the service provider and the customer should include:

nd customer

the business

n the service
beds and the
bcess should
5 customer.

ocess should
age currently

ure business
vices can be
er's business
e customer’s

Where large commercial services are delivered to many customers it can be difficult to have an individual
relationship with each customer. For example, internet services used by individual households. In this case
consideration should be given to how the service provider interacts with multiple customers. Measurement of
customer satisfaction can be used to ensure that planned services and actual services are aligned to
customer requirements.

7.1.3 Explanation of the requirements

7.1.3.1 General

The service provider should identify and document its customers, other interested parties, suppliers and
dependent sub-contracted suppliers, in order to fully understand the dependencies between services. For
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example, an internet based service being dependent on a service providing secure web portal and encryption
capability. The interested parties can include user groups and business units.

The service provider should classify their customers according to the type of services delivered. Customers
with similar characteristics may be grouped in similar ways to improve efficiency and effectiveness. The
processes defined by the service provider may be different for each type of customer at a detailed level.

The service provider should identify a named individual(s) to be a clear single point of contact, who is
responsible for managing the relationship and customer satisfaction for each customer. This individual may be
chosen to manage the customer relationship on a fulltime basis, or may have the role combined with another
role, if appropriate.

It is possible for the roles of business relationship manager and service level manager to be performed by the
same person| due to the close relationship between the BRM and SLM processes. If the same persagn has
both roles, the role descriptions should distinguish the different nature of the roles: the BRM jprocess is
strategic whilg¢ the SLM process is operational or tactical. The risks of having one person performing thege two
roles with sugh different perspectives should also be managed.

The commun
meetings, in

cation mechanisms established with the customer should include ad-hoc 'meetings and informal
addition to formalized and documented meetings. These communications should btild a

relationship
communicatid

The commun
operates incl

use this infornation to respond to the identified needs.

Service provi

7.1.3.2

The service (
direction and
SLAs and pe
organization.

The meetings
advance and
change in se
Meetings shq
managing a

rapid rate of
customer rev
content for th

The outcome

Customer service management reviews

vith the customer, identify changes in business priorities and<ebjectives and then
n back to the service provider for action.

cation mechanisms should aid understanding of the busingss environment in which the s
iding business needs, customer requirements and major(changes. The service provider s

lers can use a tool to track and manage information about the customer.

rovider should hold formal meetings with the customer to review customer satisfaction, str,
major exceptions to the performance of the services. These meetings should include revie
formance, changes within the service provider's organization and changes within the custd

should be attended by representatives from all parties. The meetings should be schedu
held regularly, at least- annually. The actual frequency should be influenced by the r
vice requirements,~major projects such as new services and the quality of the service deli
uld be more frequent than the annual minimum when the service provider and custom
high rate of change or when there are concerns about the quality of services. For exam
change in~service requirements, major projects such as new or changed services. H

e meeting for the management representatives involved.

rigger

Brvice
hould

btegic
ws of
mer's

led in
hte of
ered.
pr are
ple, a
blding

ew meetings more than four times a year can be counter-productive when there is insufficient

red to

s\of customer reviews can result in the identification of new services or changes requi

existing services or service levels. The service provider should ensure that changes to SLA(s) and contracts
are managed through the change management process and follow the established SLM process.

Traceability from the customer requirements to the service change should be established.

7.1.3.3 Customer satisfaction

The service provider should establish a formal mechanism for recording customer satisfaction. The frequency
and scale of any measurement should be agreed with the customer in advance, and this should include the
sample of users to be surveyed. Such activities may often be driven by the service desk, also known as level
1 support, following incident/problem resolution. However, for true measurement of customer satisfaction, a
broader measure should be undertaken that includes, for example, number and type of service requests,
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actual cost, perceived cost and business value of the delivered services. The results should be identified,
analysed and reviewed to identify opportunities for improvement.

Satisfaction survey results should be measured over time, so that trends in satisfaction can be tracked and
any necessary issues or improvements identified.

The documented service complaints procedure should include recording, investigating, acting upon, reporting
and closing any service complaints received. It should include an escalation procedure to be used if the
customer does not agree to or accept the proposed actions or resolution. The complaint should remain open
until the customer provides formal agreement that it can be closed.

The sgervice pravider should understand define and agree with the customer what constitutes a formal service
complaint. A formal service complaint is normally very serious and submitted in written rathgr than verbal
form. [The formal service complaint should be sent by a manager of the customer to a manager pf the service
provider. An incident or problem may be the cause of complaints but they are not themselves complaints.

The gutcome of the review of the complaint should be summarized and reported back to the cugtomer so that
they dan see that their opinions have been taken seriously and acted upon.

7.1.4| Documents and records
Documentation for the BRM process should include:

a) aldescription of the customer/interested parties, including basic contact information, key rples, services
consumed;

b) alrole specification for the designated individual to béshared with the customer;

c) agenda and minutes from any formal meetings between the customer and service provider;
d) netes from any informal meetings between, the customer and the service provider;

e) slimmary of service metrics showing -everall performance of the service provider;

f) seérvice complaints procedure;

g) rgcords of complaints and actions taken;

h) culistomer satisfaction survey/measurement;

i) rgcords of satisfaction review, analysis and action;

j) sbmmary, of outcomes from customer satisfaction for feedback to customer.

7.1.5| .‘Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process
as described in Clause 4.4.2.1, authorities and responsibilities required within the BRM process should
include:

a) a business analyst role, responsible for performing overall customer satisfaction activities, including
collecting and analysing complaints, customer satisfaction data;

b) a business relationship manager role, responsible for:

1)  improving customer satisfaction for each customer;

2) acting on behalf of the customer within the service provider’s organization;
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3) establishing efficient and effective communication mechanisms between the service provider and
customer(s);

4) conducting service reviews with the customer and ensuring improvements or actions are
implemented;

5) ensuring that any changes to the customer's requirements are reflected in the SLAs and other
documents, by the SLM process;

6) liaising with the SLM process;

7) management of formal service complaints to ensure they are resolved to the satisfaction of the
customer,

8) ensfiring that measurement of cusiomer satsiaction Is_undertaken routinely and the.results
analysed, reviewed and acted upon;

9) communicating the results of customer satisfaction and resulting actions back to the ¢ustomgr in a
timegly manner;

10) enspring any escalations from the customer are dealt with in a timely and effective manner;

11) und
The name of
customer relq
be merged w

In order to p
service provig
expertise shg
specialists. T|
parties shoul
that these req

erstanding and planning for future business requirements.

tionship manager or account manager. The service provider should be aware that this ro
th another, or be performed by a whole team, depending on the-circumstances.

erform this role effectively the service provider should,récognise the need for expertise
er's own business, the technology and the customer's-business requirements and priorities
uld also be used to communicate customer requirements to the service provider's techr
he complexity of this role means that attention<to ‘detail and the ability to liaise with m
I be recognised as an important aspect of theérole. The service provider should also recq
ponsibilities are beyond the capabilities of a_junior entry-level position.

7.2 Supplier management
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of the supplier management-process should be to manage suppliers to ensure the provig
ality services. Service providers can use suppliers to operate some parts of the process
supply components such as hardware and software. The supplier management process 3
Il suppliers. This (ncludes suppliers operating processes or parts of processes for the s

of internal groups and customers acting as suppliers.

epts

bdement procedures should ensure that:

this role can vary, although business relationship manager is comfmon. Other possible titi¢s are

e can

n the
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ology
Lltiple
gnise

ion of
es or
hould
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supplier management process can be a useful supplement for the SLM process for the

a)

business
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the suppliers understand their obligations to the service provider;
agreed requirements are met within agreed service levels and scope;

changes to requirements and obligations are managed;

transactions between all parties are recorded;

information on performance of all suppliers can be observed and acted upon;

the service provider's SLAs with the customer are aligned with the supplier contracts.
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7.2.3 Explanation of requirements

7.2.3.1

Managing contracts

The service provider should designate a contact person responsible for the relationship with each supplier.
There should also be designated contacts between suppliers where services or components of services have
dependencies.

The contract should include the requirements and service levels required of the supplier. The service targets
agreed in the supplier's contract should be articulated to ensure that the service provider's SLAs with the
customer can be met. If supplier service levels are not aligned with SLAs, this should be managed as a risk

with plans developed to resolve the risk in a timely manner

All supplier contracts should contain a review schedule. At least an annual review shouldcbe*sd
review should assess whether the business objectives for sourcing a service or a service comp

valid
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S(

nd the supplier is achieving agreed performance against the service targets in the|contracf

should be a clearly defined process for managing each contract. The progess for contrag
| also be clearly defined. Any changes to this procedure should be formally notified t
ers.

ontract includes penalties or bonuses, their basis should be—clearly stated and comp
ements and service targets measured and reported upon.

a supplier is to provide part of a service, the service provider should ensure that the cor
er includes everything necessary to enable the achievement of the relevant customer requi
] be assured and documented prior to making a cammiitment to the customer. The supplie
er, as described in Clause 4.2.
ervice provider should, at planned intervals, obtain evidence that the supplier is meeting all
contract, and has quality processes that'effectively ensure these requirements will be me
hay be achieved by means of the service provider auditing the supplier.

tcomes of meetings, reviews_and audits concerning the subcontracted service should b

y opportunities for improvement. Where changes are required, they should be control
e management process.

P Supplier details

ervice provider.should maintain the following for each service and supplier, even if this info

ed in the contract:

definition of services, roles and responsibilities;

heduled. The
onent remain

t amendment
b all affected

liance to the

tract with the
rements. This
r should also

t the service provider will have governance of\the service management processes opg¢rated by the

requirements
consistently.

e reviewed to
ed using the

'mation is not

ope’and capability of the service;

requirements to be fulfilled by the supplier;

defined and agreed service targets, penalties or consequences for service targets not met;

workload characteristics such as number of transactions, number of servers or database size;

agreed exceptions criteria for SLA;

contract management process, the authorization levels and a contract exit plan;

payment terms if relevant;

agreed reporting parameters and records of achieved performance.
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7.2.3.3 Managing sub-contracted suppliers

It should be clear whether the service provider is dealing with all suppliers directly or with lead suppliers, each
taking responsibility for sub-contracted suppliers.

The service provider should obtain evidence, from lead suppliers, that lead suppliers are formally managing
sub-contracted suppliers. This evidence should be guided by the requirements of ISO/IEC 20000-1. The lead
supplier should be required to record the names of all sub-contracted suppliers and their responsibilities and
relationships. This information should be made available to the service provider if required. An example of
suppliers and sub-contracted suppliers providing part of a service is shown in Figure 3, taken from
ISO/IEC TR 20000-3.

Organization X Organization X

Customer B

Customer A

Internal service provider

4 A

External service provider

‘ Lead supplier H Supplier ‘ ‘ Lead supplier H Supplier ‘

Sub-contracted
supplier

Sub-contracted

Iﬁub-contracted
supplier

supplier

Sub-contracted
supplier

Sub-contracted ‘Sub-contracted
supplier supplier

Figure 3 — Example of relationship with lead suppliers and sub-contracted suppliers

7.2.3.4 Cdntractual disputes management

Both the seryice provider and the supplier should agree a process for managing disputes. This shodild be
defined or rgferred to within the contract and implemented if necessary. An escalation path shodld be
available for [disputes that cannot‘be’ resolved through the normal means of communication. The prpcess
should ensur¢ that disputes are(recorded, investigated, acted upon and formally closed.

7.2.3.5 Cdntract termination

The contract|management process should include provision for contract termination, either at the expected
end or premgturely.lt should also provide for the transfer of the service to another organization at the ¢nd of
the contract. [The eontract termination clauses should clarify th nsibilities for closing or transferring the
service, costsrownershi i vhardy v Ees 5

7.2.4 Documents and records

An approved copy of all supplier contracts should be held by the service provider and the supplier. The
contracts should include or reference a service definition and identify the service management processes that
cover all services delivered by the supplier. The interface between processes operated by multiple parties
should be documented.

The service provider should also hold:

a) the names, responsibilities and relationships within the organizations of all interested parties, including the
customer, service provider, lead supplier and any subcontracted suppliers;
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evidence that the service provider is formally managing the supplier, including records and actions from
periodic contract review meetings, and reports from any subcontract audits;

evidence, similar to the above, that lead suppliers are formally managing subcontracted suppliers.

7.2.5 Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process
as described in Clause 4.4.2.1, authorities and responsibilities required within the supplier management
process should include the following.

a)

b)

8

8.1

8.1.1| Intent of the requirements

S ; jce provider's
rglationship with a specific supplier. This includes management of the contract and performpance. Where
veral personnel are engaged in these activities, there should be a procedure to ensure that information
on supplier performance is consistent, comparable, observed and acted on.

Defined contact person within each supplier.

Resolution processes

Incident and service request management

The ihcident and service request process should manage incidents and service requests cpnsistently to
ensurg that incident resolution or request fulfilment is achieved within agreed service targets and|time frames.

8.1.2| Concepts

The incident and service request management process should enable the effective and efficientmanagement
of all incidents and service requests, in alignment with business and customer priorities. Data collected as part
of thel incident and service request proeess should be used to monitor performance against relevant service

targets. This data can be included jin'service reports to the customer.

An in¢ident is considered to be‘an unplanned interruption to a service, a reduction in the quality ¢f a service or
a faildre of a configuration.item that has not yet impacted a service. Examples of service requests may include
standpard changes, e.g. Iow'risk, well defined and pre-approved changes, requests for information, requests for

guidapce or requests for access to standard services.

The incident and’service request management process should be supported by two separatg documented
procefures. The/first is for the management of incidents, the second for the management of seryice requests.

The tivo procedures should define the following:

a)

b)

c)

d)

e)

tHe_cansistent rprnrding of incidents and service requests:

the prioritization and classification of incidents and service requests based on agreed and documented
service targets;

activities necessary to resolve incidents and fulfil service requests, as detailed in the paragraphs below;

the actions needed to update and close incident and service request records on confirmation from the
user that the incident has been resolved or the service request fulfilled;

escalation as appropriate to ensure resolution or fulflment of each incident or service request in
accordance with the agreed service levels.
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The incident and service request procedures should include the comparison of incidents against known errors

and problems

and service requests against the catalogue of services.

8.1.3 Explanation of requirements

8.1.3.1

Receiving and recording incidents and service requests

Procedures for the incident and service request management process should define the mechanisms for

receiving and

a)

recording incidents and service requests. This should ensure:

a consistent approach to handling;

b)

c) approprigte communication channels/methods are used and are available, both withincagréed s

hours, a

All incidents
service target
Cls are imp3d
resolution or

The priority s
possible after
urgency of th

Incidents ang
whether sect
response. FQ

A matrix of
requests as
incidents bas
categories sh

the storage and retrieval of data as required by an organization;

outside those hours.

nd service requests should be classified so they can be acted upon in lige'with their priori
commitment. Classification by incident or service request type should-include determining
cted, which in turn should help to identify the personnel who may’ need to be invol
ulfilment.

hould be agreed with the customer upon receipt of the incident-or service request, or as sd
wards. The determination of the priority should be based-on an assessment of the impa
b incident or service request in question.

service requests should be evaluated for passible security implications and determi
rity incident response procedures should be.implemented in addition to normal operd

priorities based on impact and urgeficy should be developed for both incidents and s
bart of discussing and agreeing the‘service targets. An example of target resolution tim
ed on priority is shown in Table1. The general principles of targets based each of s
puld be adopted for both incidents and service requests.

Brvice

y and
which
ed in

on as
ct and

hation
tional

r example, operational personnel should have procedures established to determine wipether
information sg¢curity personnel or law enforcement persofnnél should be contacted.

Brvice
s for
bveral

Tlable 1 — Example matrix of incident resolution target times based on priorities
Impact
Urgency Magjor High Medium Low
High P1: Resolution jm2-hours P2: Resolution in 4 hours P3: resolution in 1 day P4: Resolution in 2 day$
Medium P2: Resolution in“4 hours P3: Resolution in 1 day P4: Resolution in 2 days P5: Resolution in 3 day$
Low P3: Resolution in 1 day P4: Resolution in 2 days P5: Resolution in 3 days P6: Resolution in 5 day$

Table 1 is for incidents, but service requests can have different target times and require a separate table.

8.1.3.2
The following
a)

b)

Incident and service request lifecycle and use of data

should be defined as part of the incident and service request management process.

identification of input sources for incidents and service requests;

responsibilities for the creation and update of incident and service request records;

c) use of appropriate information sources, e.g. CMDB, known error database, the catalogue of services,
other relevant document and records;
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relationship with/interface to the problem management process;
rules for escalations, including triggers, functional or hierarchical types and authority to invoke;

interface to the change management process when a request for change is used to enable resolution of
incidents or to fulfil service requests;

responsibility for verification of resolution of the incident or fulfilment of the service request;

the policy and approach for closure of the incident or service request, e.g. the process should seek a

confirmation of effective recovery from the user or customer, then update the record, and finally set the
record to a status of closed

Without confirmation of effective recovery from the user or customer, the service provider may make an

inacclirate assumption that the incident has been resolved or the service request has been fulfillgd.

8.1.4| Major incident procedure

The incident and service request management process should include a documented procedufe specifically
for th¢ handling of major incidents. A major incident generally imposes higher impact and specigl attention is

requined to resolve it.

The mpajor incident procedure should define:

a)
b)

c)

8.1.5| Documents and records

what constitutes a major incident;

who has the authority to declare a major incident andhow it will be declared;

who should coordinate and control activities and who should be involved;

hew resolution efforts will be conducted;

what communications should be provided during and following major incidents;

the format, timing and participahts required for a major incident review following resolution;

the interfaces with the service continuity and availability management process, in the event that service
continuity invocation is required.

The documenis:and records that should be produced and retained by the incident and service request

manapementprocess should include:

a)
b)
c)

d)

¢)]

ncident and service request management procedures;

incident records;

service request records;

major incident records, including major incident reviews and action plans;
reports on incident and service requests over a given time period;

incident resolution and service request fulfilment performance reports, including instances where service
targets were exceeded or not met;

statistical reports on call types, call closure types, call classifications, volume breakdowns;
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exception reports for incidents and service requests mishandled, where quality factors may include
categories such as misclassifications, priority adjustments, escalations, re-opened incidents and service
request records with incorrect data;

incidents passed to the problem management process for problem investigation;
j) any potential improvements that have been identified or where action has been taken.

8.1.6 Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process

as described quest
management

.II Ciauac 4421 B authm ;t;CD dl |u' IesSpuIl IbIIUIiItICb ICL{U;IUU‘ VV;ti I;II ti 1< ;I u..iu'cl It dl |u' oCI V;bC LS
process should include those listed below.

ident manager, responsible for invocation of the major incident management- process, the
team and identifying the roles and personnel required for each major incident.

a) Major ing

response
b) pport, which provides a communications role for gathering the initial symptom data and or
Cations with end users.

Level 1s going

communi

n groups that can be designated as level 2 and level 3 support. These’groups would be ass
incidents for diagnosis and resolution, and typically would have technical skills and expe
j those of level 1 support personnel.

igned
fience

Resolutio
escalated
exceedin

c)

Service delivery groups that can be assigned tasks to assist in the completion of each service request.

p

suppliers and vendors that can provide support services as defined within underpinning corjtracts

bments.

External
and agres

8.2 Problgm management

8.2.1 Intent of the requirements

The problem
permanent rg
proactively p

management process identifies the unknown, underlying root causes of incidents and pro
solutions through the change*management process. The problem management proces
events incidents from oc€curring through trend analysis and recommendations of prever

boses
5 also
tative

action.

8.2.2 Condepts

bment
anent

The problem management'process should investigate the root causes of incidents. The problem manag
process shodld then_minimize or avoid the impact of incidents and problems through proposing perm
solutions via the change management process.

The problem| mahagement process should also produce and manage the known error records incjuding
temporary fixes once the underlying root cause has been identified. The known error records can be used to
ensure efficient incident resolution and organizational learning.

The problem management process should have a defined scope and should determine the problem
management methods used. It can be useful to have a problem management policy that can define the criteria
for both prioritization and investigation of problems.

The primary focus of the problem management process for many organizations is based upon incidents that
have already occurred. There can be tremendous benefit to the organization in finding permanent resolutions
for the highest impact and highest risk problems, which in turn can enable the services to become more
reliable, cost-effective and efficient.
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Once the environment has become more reliable as a result of these problem management activities, it may
be possible for personnel to spend more time on proactive problem management. Proactive problem
management activities should be aimed at preventing incidents from occurring in the first place. For example,
identifying a potential single point of failure for a business critical service and proposing redundancy to prevent
any future incident impacting the customer.

8.2.3 Explanation of requirements

The problem management process should include the procedures listed below.

a) Problem identification, including:

b)

c)

d)

¢)]

1
2
3

P
of

P

detection of an unknown root cause of one or more incidents;

the analysis of one or more incidents revealing an underlying problem;

a notification from a supplier or an internal group of a problem with a component of the s¢rvice.

foblem classification and prioritization, which should ensure that;

foblem recording, to ensure that each problem is recorded. The records should include rdlevant details
the problem, including the date and time, and a cross-reference to the)incident(s) thaf initiated the
problem record.

each problem is categorized to help determine its nature”and to provide meaningful information,
making use of the same classification criteria that are, used in the incident and sefvice request

management process;

each problem is given a priority for resolution_according to its urgency and the imp
incidents;

time and resources for investigating the problem and identifying the best options for
allocated according to the priority of the problem;

hct of related

esolution are

the resolution of the problem is allocated time and resources according to the priority of the problem

and the benefit of making the changé in order to fulfil service requirements.

Problem investigation and diagnosis; which should ensure that:

each problem is investigated to diagnose the root cause;

a method of resolution"can be identified, which depends on the impact of related incident(s) and

potential incidents; Wwhether or not a temporary fix exists and the estimated cost of resolu

a decision to resolve the problem depends on the impact of related incidents, whether a
exists and the.cost of resolution;

a decisionnot to resolve the problem is managed according to the problem management

theproblem management process is able to support the incident and service request
precess even before the known error is found, through identifying a temporary fix;

addantifind oSl A o st AF
et Tot—OT

fion;

temporary fix

policy;
management

resolving the

BArablams Aiosanmacio 1o aAanaanlata
PTHODTICTT—OTaygrioSIS— 15— COUTTTIPICTC

problem is identified.

Problem tracking should ensure that the progress of all problems is recorded to:

1) track the progress through the problem management process, including details of the person currently

2)

responsible for progressing the problem;

record all resources used and actions taken.

Problem escalation should ensure all issues are escalated to appropriate parties including:

1)

identification of related incident(s) breaching service targets;

© ISO/IEC 2012 — All rights reserved

63


https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

k)

64

2)

3)
4)

cascading information to the customer so they can take appropriate actions to minimize the impact of
the unresolved problem;

enable the service desk or level 1 support to provide regular updates to affected users or customers;

defining the escalation points.

Documenting known errors, which should ensure that:

1)

5)

Problem record closure, when the known error has been identified and recorded, should ensure that

1)
2)
3)

when the root cause and a proposed method of resolving the problem is identified, a known error is
recorded in the known error database, together with details of any temporary fix;

a known error record is not closed until after the permanent solution has been successfully
impIPmnnmd via the r*hnngp management process;

known error records are made available to all relevant personnel and they are regularly made/paware
of any new or updated known error records;

if a known error record stays open for a defined duration of time, it is reviewed and kept.up to date so
that no obsolete information is held in the known error database;

all Known errors are recorded against the current and potentially affected’ services and the
configuration item suspected of being at fault.

details of resolution have been accurately recorded;
the problem record has been matched to any related incidents to.facilitate analysis;

the rqot cause is categorized to facilitate analysis.

Major prdgblem reviews held to investigate unresolved, unusual or high impact problems, should ensyre:

1)
2)

risks fo the business, the customer or service provider are identified and managed;

there| is management visibility into the reasons: for unresolved problems, as well as their orjgoing
business impact.

Problem feviews should be recorded and should include appropriate recommendations for improvements

to the sernvice. They should examine:

1)
2

w

)
)
)

N

5)

Proactivelptoblem management should ensure that-

1)

oppoftunities to improve the preblem management process;
oppoftunities to improve other.processes, services or the SMS;
how to prevent recurrence or a particular type of problem;

whether training orcawareness should be provided to correct or prevent incidents caused by Human
error

whether there has been any responsibility on the part of suppliers, customers or internal groups for
problems that have occurred and whether any follow-up actions are required.

incident and problem data, the CMDB and other relevant information sources are analysed to identify
trends;

incident and problem data, the CMDB and other relevant information sources can be used to improve
decision making and assist with pre-empting possible degradations of service;

the knowledge gained from a problem review is communicated to the customer to ensure that the
customer is aware of the actions taken and the service improvement recommendations identified;

key measurements that demonstrate the business value of proactive problem management are
defined;

potential single points of failure, emerging trends and risks to services are identified and options are
proposed through the change management process.
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8.2.4 Documents and records

The documents and records, that should be produced and retained by the problem management process
should include:

a) problem management procedures;
b) problem records;

c) known error records;

d) details-of fnmpnrgr\][ flvne;

D
~

inks to changes resulting in permanent fixes;
f)  problem review records including minutes of problem review meetings;
g) management reports including incident and problem trend information;
h) rgcommendations for service improvements.

A problem management policy can be useful to facilitate and support the'\problem management grocess.

8.2.5| Authorities and responsibilities

In addlition to the process owner, process manager and personnel performing the procedures df the process
as dgscribed in Clause 4.4.2.1, authorities and responsibilities required within the problem [management
proceps should include:

a) personnel who carry out the root cause analysis of problems, determine the resolution andfor temporary
fix and create the associated known error. data record;

b) slippliers, customers or internal groups involved in providing resolutions, temporary fixes| known error
nformation, advice and reviews.

9 C(ontrol processes
9.1 [Configuration-management

9.1.1| Intent of the requirements

The cpnfiguration management process should include the identification, control, recording, tracking, reporting
and verification of configuration items and the management of Cl information in the CMDB. It shpuld establish
and rpainfain the integrity of information about identified services, service components and Clls across the
service lifecycle. The configuration management process should also identify, manage and verify the
information about relationships between Cls, as well as the relationships between Cls and the services they
support.

The scope of the configuration management process should exclude financial asset management but include
an interface to the financial asset management process.

9.1.2 Concepts
The configuration management process should provide a focal point for the management and control of the

evolving service assets and configurations, as well as their relationships. It should include activities to plan
and perform the configuration management process.
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Configuration management should document the definition of each type of Cl and identify each Cl according
to the configuration management policy and procedures. The information recorded for each CI should ensure
effective control of each Cl and its associated configuration information.

Configuration information is recorded in a CMDB that includes data on configuration items, versions,
relationships, baselines and releases. The information for each CI should include an identifier, description,
status, location, its relationships and associated records such as requests for change, incident, problem and
known error records. Configuration information should be maintained by approved individuals and made
available only to approved interested parties.

9.1.3

9.1.3.1

Explanation of requirements

Planning for
control that is

a)

9.1.3.2

fulfil the g

ensure th
regulatory

ensure th

maintain

The configurd
capabilities f
configuration

f)

66

planning

Canfiguration Management activities

he configuration management process should enable a service provider to achieye'a deg
sufficient to:

greed requirements of the customer, user, service provider and other intefested parties;

at assets, including licences, used to deliver services are managed‘according to statutor
requirements and contractual obligations;

at the integrity of information about services and service components is maintained;

he recorded configuration information to ensure its reliability and accuracy.

Reisources and capability

tion management process should be planned to ensure that there are sufficient resource
br both the implementation and maintenance of the evolving Cl records. The scope
management process and policy shouldtiinclude:

the scope of the configuration management process aligned with the SMS and the scope

change njanagement process;

the defini

authorizal

documen

the locati
accordan

ion of each type of Cl and'its relationships to other Cls and service components;
lion to access and centrol changes to Cls;
fed procedures for identifying, recording, controlling and tracking versions and the status of|

bns and coenditions of storage for physical Cls and in the case of information, storage me
ce with designated levels of integrity, security and safety;

ree of

y and

s and
pf the

of the

Cls;

dia, in

plving

the criterlia or events for commencing configuration control and maintaining baselines of eV

configuratiors;

a documented procedure including the authorities and responsibilities for planning and conducting audits,

reporting

results and maintaining audit records;

planning for the removal, archiving, disposal or transfer of data regarding Cls in accordance with statutory

and regul

sufficient

atory requirements and contractual obligations;

automation to ensure effective control , e.g. to reduce opportunities for human error.

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=35179a53c1e2734239087c0593fc245a

ISO/IEC 20000-2:2012(E)

9.1.3.3 Identification and definition of Cls

Planning should include the identification and definition of Cl types that are subject to the control of the
configuration management process. Cls should be chosen using established selection criteria, grouped,
classified and identified in such a way that they are manageable and traceable throughout their lifecycle.

Each service should be classified or segregated into logically related and subordinate groups of the
constituent service components that enable:

a) interested parties to find and use the configuration information that they are allowed to use;

b) a

r

c) p

m

d)

Cls s
shoul

config
docur

each

(S

th
le

lationships are managed;

brsonnel involved in all service management processes to have access to the CMDB; the
anagement policy and procedures that are required or useful to help them fulfil their role;

e service provider to implement editable access to the CMDB solely to-personnel havin
vels of authority and provide read access to all other personnel.

hould be clearly identified by unique, durable identifiers or markings; where appropriate. 1
i be in accordance with relevant standards and conventions, ;se\that all Cls under the

uration management process are unambiguously traceable,"to their specifications d
nented descriptions. There should be a list of Cls and a definition of the information to be
Cl. Appropriate relationships and dependencies between Cls should be identified tg

shared ||nrlnrefnnr'ling between the interested pan‘inc on _how information about Cls and their

configuration

g the correct

he identifiers
control of the
r equivalent,
recorded for
provide the

necegsary degree of visibility and control.

9.1.3.4 Types of Cls

Cl types should include:

a) services as listed in the catalogue of services and their related information and documer
agreement, contract, service requirements, specification of service design;

]

| issues and releasesiof 'services, systems and software configuration baselines or build S
ch applicable enviregnment and standard hardware build, e.g. image of a hardware configu

ts, e.g. SLA,

b) s

S

rvice components including\thardware, software and licences, tools, applications, ddcumentation,
pporting services;

tatements for
ation;

c) a

[]

d) master copies of\Cls stored in physical and/or electronic libraries, the CMDB and tools used;

e) informatiofn security assets;

f) assets-that need to be tracked for financial asset management or business reasons, e.g. seq

edid, equipment;

ure magnetic

g) SMS documentation, e.g. policies, process documentation, procedures, plans.

Each ClI type should have associated information in the CMDB or in integrated documents or records.

9.1.3.5 Maintenance of Cls
Performing configuration management should include activities to maintain information on Cls and their
relationships with an appropriate level of integrity and security.

The configuration control procedures should ensure that only agreed and identifiable Cl types and records are
accepted and held in a suitable and secure environment. No Cl should be added, modified, replaced or
removed/withdrawn without appropriate controlling documentation, e.g. an approved request for change. The
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