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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document is intended to establish a common understanding of cloud computing interoperability
and portability. In particular, it is of interest to cloud stakeholders focusing on cloud service agreements
concerning interoperability or portability between cloud services.

Cloud computing is defined as a paradigm for enabling network access to a scalable and elastic pool of
shareable physical or virtual resources with self-service provisioning and administration on-demand.
ISO/IEC 17788 and ISO/IEC 17789 provide a starting point for understanding of different types of
interoperability and portability, relationships with activities and roles and cloud capabilities types.
Interoperability, data portability and application portability are essential to the use of cloud services.

The goal of i
as between ¢
The goal of p

between nont

interoperabil

rteroperablllty Is to enable the Iinteraction between non-cloud and cloud services,
ud services, in addition to enabling composition of new services from multiple services.
brtability is to enable cloud service customers (CSCs) to move their data oryappli¢ations
cloud and one or more cloud services and between cloud services. The” bendfits of
ty include lower costs of integration and increasing the value of-sérvices through

s well

enrichment ofr new functionality provided by composing cloud services. The benefits of portability

include greats
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provider (CSH
to cloud com
or portability
interoperable|
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Interoperabil
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interoperabil
other cloud s
authenticatio
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as led to significant and on-going confusion in the4dtfdustry and needs to be resolvé

ty is the ability of two or more systems.or* applications to exchange infori
lly use the information that has been exchanged. In the context of cloud comj
ty should be viewed as the capability of public cloud services, private cloud servid
ervice customer systems to understand éach other’s interfaces, configuration, fo
n and authorization, etc. in order to céoperate and work with each other.
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ion of heterogeneous cloud services.

niISO/IEC 17788, portablllty is the ability of a CSC to move their data or thelr apph(
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to CSCs by limiting the effects of being locked in to any cloud,service or cloud gervice
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in cloud computing since CSCs are interested in avoiding lock-in when they choose to use cloud services.
Therefore, in the context of cloud computing, portability can have multiple aspects depending on what
is being ported (moved) and which cloud services are involved. For portability, there are no specific
requirements for the source and target systems to be directly connected.

Portability in a cloud computing environment is not a binary concept. It would be a mistake to think
of cloud services and the associated cloud applications and data as being either 100% portable or
not portable at all. Almost all applications running in a cloud service can be ported to another cloud
service offering equivalent capabilities if enough resources are invested. The critical considerations for
portability discussions are the porting cost, the risks associated with the porting and how to control
the costs and risks compared to the expected benefits.
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Information technology — Cloud computing —
Interoperability and portability

1 Scope

This document specifies cloud computing interoperability and portability types, the relationship and
interactions between these two cross-cutting aspects of cloud computing and common terminology
and copcepts used to discuss interoperability and portability, particularly relating to cloyd services.

This dpcument is related to other standards, namely, ISO/IEC 17788, ISO/IEC 17789,)ISO/IEC 19086-1,
ISO/IEC 19944, and in particular, references the cross-cutting aspects and component$ identified in
[SO/IHC 17788 and ISO/IEC 17789 respectively.

The gqal of this document is to ensure that all parties involved in cloud computing, partlicularly CSCs,
CSPsahd cloud service partners (CSNs) acting as cloud service developers,liave acommon ynderstanding
of intefoperability and portability for their specific needs. This comnien'understanding h¢lps to achieve
interoperability and portability in cloud computing by establishing common terminologyland concepts.

2 Normative references

There pre no normative references in this document.

3 Terms and definitions
For th¢ purposes of this document, the folloWwing terms and definitions apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IELC Electropedia: available at-http://www.electropedia.org/

— ISP Online browsing platform: available at http://www.iso.org/obp

3.1 Interoperability terms

3.1.1
intergperability
ability| of two.or more systems or applications to exchange information and to mutually use the
information that has been exchanged

SOUR e ICA/InCc 17700, 9044 2 1 1
L. IJU/ ILG 17 700.4VU17T, J.L.JJ

3.1.2

cloud interoperability

ability of a CSC’s system to interact with a cloud service or the ability for one cloud service to interact
with other cloud services by exchanging information according to a prescribed method to obtain
predictable results

Note 1 to entry: Cloud service to cloud service interactions occur through a CSP: inter-cloud provider relationship.

3.1.3

transport interoperability

interoperability (3.1.1) where information exchange uses an established communication infrastructure
between the participating systems

© ISO/IEC 2017 - All rights reserved 1
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3.14

syntactic interoperability
interoperability (3.1.1) such that the formats of the exchanged information can be understood by the

participating
3.1.5

systems

semantic data interoperability
interoperability (3.1.1) so that the meaning of the data model within the context of a subject area is
understood by the participating systems

3.1.6

behavioural interoperability

interoperabili

3.1.7

'y (3.1.1) so that the actual result of the exchange achieves the expected outcome

policy interoperability

interoperabili

to the participating systems

3.2 Datap

3.21
data portabi
ability to easi

Note 1 to entry
system supply
do not match,
available tools
not be describg

[SOURCE: ISO
3.2.2

prtability terms

ity

y transfer data from one system to another without béing required to re-enter dat
r: It is the ease of moving the data that is the essence here. This might be achieved by the
he transformation between them may be simple and straightforward to achieve with con
On the other hand, a process of printing out the*data and rekeying it for the target syster]

d as "easy".

IEC 17788:2014, 3.2.21]

cloud data portability

data portabili
cloud service

[SOURCE: ISO
been added.]

3.2.3
data syntact
data portabili

3.2.4

IEC 17788:2014,-3:2.6, modified — “or between a CSC’s system and a cloud servi
c portability
'y (3.2.1)using data formats that can be decoded on the target

[y (3.1.1) while complying with the legal, organizational and policy frameworks applicable

0

source

ng the data in exactly the format that is accepted by the target system. But even if the formats

hmonly
h could

y (3.2.1) from one cloud sexvice to another cloud service or between a CSC’s systenm and a

e” has

data semant

P L L
T portaoriity

data portability (3.2.1) such that the meaning of the data model is understood within the context of a
subject area by the target

3.2.5
data policy p

ortability

data portability (3.2.1) while complying with the legal, organizational and policy frameworks applicable

to both the so

urce and target

3.3 Application portability terms

3.3.1

application portability
ability to migrate an application from a source system to a target system

© ISO/IEC 2017 - All rights reserved
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3.3.2

cloud application portability

ability to migrate an application from one cloud service to another cloud service or between a CSC’s
system and a cloud service

[SOURCE: ISO/IEC 17788:2014, 3.2.2, modified — “or between a CSC’s system and a cloud service” has
been added.]

3.3.3
application syntactic portability
application portability (3.3.1) where the format of the application artefacts can be decoded on the target

3.34
applidation instruction portability
applicqtion portability (3.3.1) so that the application's instruction set executes on the targ

D
(s

3.3.5
applidation metadata portability
applicqtion portability (3.3.1) so that the application's metadata is retained and understood on the target

3.3.6
applidation behaviour portability
application portability (3.3.1) so that execution on the target{produces equivalent regults to those
produg¢ed on the source

3.3.7
applidation policy portability
applicqtion portability (3.3.1) while complying with.the legal, organizational and policy frameworks
applicable to the source and target

4 Abbreviated terms

API Application ProgrammingInterface
ASCII American Standard.Cede for Information Interchange
ASN.1 Abstract Syntax Notation 1

BPEL BusinessProcess Execution Language
BPML Business Process Management Language
CRM Customer Relationship Management

CSC Cloud Service Customer

CSN Cloud Service Partner

CSP Cloud Service Provider

CSv Comma-separated values

ERP Enterprise Resource Planning

ESB Enterprise Service Bus

HCM Human Capital Management

HTTP Hyper Text Transfer Protocol

© ISO/IEC 2017 - All rights reserved 3
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[aaS
ICT
IdAM
JSON
MIME
MQTT
OVF
OWL
Paa$S
PII
REST
Saa$S
SDK
SOAP
UML
VM
VPN
XML

5 Overvie
5.1 Descri

5.1.1 Gene

This clause pi
for details) fo
various persp

Infrastructure as a Service

Information & Communication Technology

Identity and Access Management

JavaScript Object Notation

Multipurpose Internet Mail Extensions

Message Queuing Telemetry Transport

wn

S
U

e

pen virtualization Format
eb Ontology Language
atform as a Service
rsonally identifiable information
epresentational State Transfer
pftware as a Service
pftware Development Kit
mple Object Access Protocol

nified Modeling Language

Vlirtual Machine

Vlirtual Private Network

Ktensible Markup Language

w of cloud computing interoperability and portability
ption of cloud ¢computing interoperability and portability

ral

'ovides-an overview and models (known as “facet models”; refer to 5.2.1, 5.2.2 an

1 5.2.3

" cloud interoperability, cloud data portability and cloud application portability. Th
ectives of interoperability and portability that need to be considered. These persp

PIre are

bctives

are called “facets”.

Interoperability and portability in cloud computing involve interactions affected by technological,
information and human aspects. Interoperability and portability related challenges are likely to
intensify and become more difficult to manage as systems grow more complex and interconnected.
In cloud computing environments with internationally interconnected systems, the complexities also
include matters of corporate policy, regulation and international law.
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5.1.2 Considerations for cloud interoperability

Application

Cloud Service 1

rvice 2

Data

Key
application to/from cloud service

Clg

—

ud service to/from cloud service

Figure 1 — High-level view o&@ud interoperability

QA
C 17788 defines interoperability as “the abif[tyfor two or more systems or applicatio
ation and mutually use the information t as been exchanged”. In the context of clog
perability is further described as a cr. g\_)-cutting aspect providing the ability for a
her system to interact with a cloudservice and exchange information according tq
d and obtain predictable results&ee ISO/IEC 17788:2014, 6.6). Interoperability
lity for one cloud service to inféract with other cloud services (see ISO/IEC 1778
| 1 indicates that cloud erability takes place both between a CSC's applicat

[SO/IE
inform
intero
custorn
metho
the ab
Figure
servic

interfdces involved in both of these cases, as indicated by the multiple arrows.

.

Note t
impos
analys|
the pr
CSC a

hat interoperabi@n cloud computing is rarely confined to a binary decision

bible. More oft€n) nteroperability is possible subject to implementation costs. A
is is requiredite determine whether the resources needed to assure exchange of i
pscribed od while obtaining predictable results is worthwhile. The ability o
(services as well as multiple cloud services to interoperate with respect

s to exchange
1d computing,
cloud service
a prescribed
also includes
:2014, 8.5.5).
ion and cloud

int
s and also takes place §§§§n cloud services. It is also notable that there are typically multiple

bf possible or
L cost/benefit
hformation in
[ systems of a
to the facets

discus is more than a matter of investing the resources to assure the exchange
¢ interfaces at either end, since interoperability also requires validation thg

and pelic
requirements

There are many considerations when addressing cloud interoperability. These include:

prescribed method obtaining predictable results;

the ability for a cloud service to work with other cloud services;

a cloud service;
roles and activities as defined in ISO/IEC 17789;
cloud capabilities types as defined in ISO/IEC 17788;

© ISO/IEC 2017 - All rights reserved

may entail additional training for end users, management and operations st

pf information
t behavioural
teroperation
aff.

the ability of a CSC to interact with a cloud service by exchanging information according to a

properties needed to facilitate successful interactions between an organization’s ICT facilities and


https://iecnorm.com/api/?name=98d748a800fe0c3182d8bf23f6ec929b

ISO/IEC 19941:2017(E)

— interfaces between different functional components as defined in ISO/IEC 17789:2014, 9.2.

By taking these considerations into account, this document promotes better understanding of the
requisites for interoperable cloud services.

5.1.3 Considerations for portability in a cloud computing environment

5.1.3.1 General

This document distinguishes between cloud application portability and cloud data portability. In
the context of cloud computlng, portablllty refers to the ablllty of a CSC to move and sultably adapt
their applicaties cloud
deployment

odels and between cloud services of dlfferent CSPs.

Note that portability in cloud computing is rarely confined to a binary decision of possible b impdgssible.
More often, portability is “possibly subject to switching costs”. A cost/benefit analysis\is requjred to
determine whether porting applications and/or data is worthwhile. The similarity of’the CSC angl CSP’s
systems with|respect to the facets described in 5.2.2 and 5.2.3 is therefore more of @matter of lowering
the switching|cost than of “enabling” portability to take place, since almost anyportability is pogsible if
the customer fis willing and able to pay for it. Switching concerns are not limitéd to costs; it also ysually
involves somg risks and usually entail the CSC spending effort and time and,perhaps a period of gervice
interruption.

There are mahy considerations when addressing portability in cloud-¢omputing. These include:

— allowing SCs to migrate applications and data in responsete’business needs such as faster service,
lower cost, greater reliability or disaster recovery needs;

— wider avdilability of application and data allowing aecess to a broader market;

— time and|effort required for porting both applications and data, however, such overhead may be
reduced yising common programming languages, standards, tools, frameworks, models, ruy times
and APIs;

— limiting df lock-in situations where the-CSC is tied to the cloud services of one CSP.

Portability is pn aspect of the more geneéral topic of migration. Other issues related to migration gre not
considered fufrther in this document.

6 © ISO/IEC 2017 - All rights reserved
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5.1.3.2 Cloud data portability

Application

Data

C system to/from cloud service
ud service to/from cloud service

Figure 2 — High-level view of’cloud data portability

b1 a cloud service customer’s system and'a cloud service. Figure 2 indicates the p

b in both directions indicate the paténtial to port data to and from any of those plag

erations relating to cloud data‘portability include:

Key
A C§
B cld
Cloud
betwe
betwe
arrow
Consid
— re
th
ta
SY|
SO
— s
se
X

stems and data might therefore be moved by the physical movement of physical sto
e cases, data is’moved electronically;

Hata portability is the ability to transfer data from one cloud service to another clpud service or

prting of data

bn a CSC's system and a cloud servicetand porting of data from one cloud service t¢ another. The

es.

Lrieval of cloud service eustomer data. A capability to retrieve cloud service customer data from
e source cloud service isheeded and a capability to import cloud service customei data into the
Fget cloud service.Cloud data is frequently large enough to tax available bandwjidth between

fage media. In

tax of theé‘data. The syntax of the data is ideally the same for the source service and the target
vice. However, if the syntax does not match, e.g. the source uses JSON syntax but t
L, itmay be possible to map the data using commonly available tools;

he target uses

y. Compatible

ontologies simplify the porting of data between source and target services. If the ontologies are
incompatible, additional resources may be applied to detect inconsistences. These inconsistencies
may be resolved or fidelity of the data may be reduced to enable the data to be ported.
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5.1.3.3 Cloud application portability

Application

Key
A
B

Data

CSC systenh to/from cloud service
cloud servjce to/from cloud service

Figure 3 — High level view of cloud application portability

Cloud application portability is the ability to migrate applications from a CSC’s system to a cloud gervice
or from one cllfud service to another including migration between instances of cloud deployment fnodels

(private, pub

ic, community and hybrid). Figure 3.shows the porting of an application between § CSC's

system and acloud service and porting of an application between two cloud services. The arrpws in

both directiofs indicate the potential to portapplications to and from any of those places.

Consideration]s relating to cloud application portability include the following.

Cloud application portability can-trequire the movement of one or more application comppnents
that form part of a larger, multi-cloud application. For instance, in addition to application lpgic, it
may be nfcessary to port(and/or reconfigure the cloud application and/or the componentf upon
which it depends, e.g. librarties, databases and web servers. The sequence of virtual machine find/or
componeht start-up.may also be important. Portability of complex applications may also require
CSPsto sHare application metadata. This metadata mightbe acquired by capturing expert knoyledge
and best practicésrelated to that application’s deployment and subsequent management throfighout
its lifecydle, by automated inspection or discovery or by other means. Common examples [of this
metadata| are-details regardmg the relatlonshlps and dependenc1es between various appl cation
componeitts; T ’ uence,
network and firewall conflguratlon processmg capac1ty, co-location rules and load balancing
requirements.

Cloud application portability requires that interfaces needed by the application in the source
environment are also available in the target environment. These interfaces, for example, might
enable the application to use service discovery and communication protocols implemented by
the environment, as well as providing access to the environment capabilities that support the
application. In some environments, the interfaces may also enable applications to manage the
underlying resources. In cases where an application is being ported between two cloud services,
the ability of a target cloud service to replicate the environment that the source cloud service has for
the application/service or at least create an environment that similarly satisfies the dependencies of
the application, is a major consideration.
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— The reduced disruption and increased choice enabled by cloud application portability provide CSCs
with the capability to mitigate risks. Cloud application portability can facilitate greater business
agility by enabling more rapid redeployment of cloud applications and services to alternative or
complementary CSPs in response to changing business conditions and technical trends.

Cloud application portability requires that the identified activities of CSC and CSN and their sub-

roles that are supported in the source system are also supported, with acceptable fidelity, by the
target system and its components. In practice, different cloud services rarely provide identical
capabilities to support all of the activities for all sub-roles. The effort necessary to adjust for these
differences and the potential benefits need to be considered. For example, a cloud application
implemented on a infrastructure capabilities type cloud service (ISO/IEC 17788:2014, 3.2.25)
moved to a different cloud service of the same type might provide identical capabilit
the activities of the CSC:Cloud service user sub-role deploying and operating the/ay
very different capabilities for the CSC:Cloud service administrator sub-role managing

cl
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Relationship between cloud interoperability and cloud portability
important to understand that portability and interoperability are not synony
berability and portability are often discussed in parallel and arédelated concepts, t
te concepts without direct dependencies.

Cus of interoperability is the ability to exchange information between a CSC's syste
e or between a cloud service and another cloud seryviée, resulting in the ability to
ormation that has been exchanged. A cloud servicé that is interoperable does n
't portability of applications and/or data.

ility is the ability to migrate data or applications from one cloud service to anoth
5 system and a cloud service. The degrée of effectiveness and efficiency of the
red as the ability to execute the application or use the data with as few or no man
ration process as described in ISOAEC 17788. The focus of portability is the eas
Hata and application. A cloud servicéethat supports portability is not necessarily int

Cloud interoperability and portability facet models

Cloud interoperability facet model

1 General

berability As not a simple "yes/no" concept. Interoperability involves a number
g at the simple exchange of data bytes, facilitating an understanding of the sen

the‘exchange. It can be that semantic, behavioural and policy interoperability is

1

bigger|challenge than the bits and bytes.

ies to support
plication, but
the use of the

rmous. While
hey are in fact

m and a cloud
mutually use
bt necessarily

br or between
migration is
hal changes in
e of migration
eroperable.

of elements,
nantics of the

ged information and also an alignment of the business processes, behaviour and poliicies on either

 significantly

The interoperability facet model described in this document defines five facets within the context
of cloud interoperability. These five facets, shown in Figure 4, are transport, syntactic, semantic
data, behavioural and policy. This model is derived by combining and abstracting the European
Interoperability Framework[13] and the Levels of Conceptual Interoperability Model (LCIM)[14].
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Semantic data

Interoperability

Behavioural

Transport

)
Figure 4 — Facets @ﬁoud interoperability
Q\

sport interoperability ) &\

Transport interoperability means th@mmonality of the communication infrastructure estallished
to exchange diata between systems. In the context of cloud computing, transport interoperability is the
transfer mechanism between us cloud computing components, either between CSC comppnents
and CSP conjponents or b en CSP components related to different cloud services. Exgmples
include HTTH/S, SOAP, Advanced Message Queuing Protocol (AMQP) and Message Queuing Telemetry

Transport (MQTT). OQ..
5.2.1.3 Sy a%@teroperahility

Syntactic int ucture
of exchanged information, which is an encoding of the domain concepts as defined by the semantic data
facet. Examples of encoding syntaxes include JSON, XML and syntaxes described in ASN.1.

5.2.1.4 Semantic data interoperability

Semantic data interoperability is the ability for the systems exchanging information to understand the
meaning of the data model within the context of a subject area. Domain concepts in a cloud computing
context are dictated by the type of cloud service offering.

Semantic data interoperability is based on the data models of the information being exchanged at the
time of that exchange. At the infrastructure level, this concerns virtual machines (VMs), containers,
storage and networking concepts and their management. At the platform level, this concerns
applications, the execution and deployment environment and their management. At the application
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level, the domain concepts are dictated by the application itself, such as Human Capital Management
(HCM), Customer Relationship Management (CRM), Enterprise Resource Planning (ERP), etc.

At the business domain level, semantic data interoperability concerns the ability for discrete domain
concepts to be shared and understood between applications, e.g. the concept of “customer” in insurance
versus the concept of “patient” in healthcare. Example approaches include the construction of ontologies

using,

for example, OWL, and the use of semantic query languages like SPARQL.

5.2.1.5 Behavioural interoperability

Behavioural interoperability is Where the results of the use of the exchanged information matches the
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ntion. However, its actual use by a customer may have a different intention wit
er facets of interoperability. For example, the web architecture was originally.inte
veb pages but over time and without significant architectural redesigns, many diffe
reractive models have emerged.

oural interoperability of a cloud service is defined in the service)description
btion includes a declaration of the interface provided by the service, often refe
he interface declaration describes the service in terms of a sét of operations pr

berability requires additional information to be supplied ini-terms of the expected 1
ion, including elements such as pre-conditions, post-conditions and any sequences
e necessary for successful use of the service.

oural interoperability is defined in terms of:

fended use as described by the CSP. This description is a characterization of the
ovided by the service.

pected results as defined by the cloud\service description include:
pre-conditions as stated by the-GSP which need to be fulfilled prior to operation;
post-conditions which reflect’the state of the service upon completion of the opel

orchestration and depenidencies with respect to other services required by the
correct operation.

chavioural interoperability facet abstracts from implementation details and
our of softwaré-eomponents in a representation-independent way.

result of-an operation against an interface is coherent with the customer expectg
nt cloud-services, the cloud services are considered interoperable, assuming ide
een @pplied.

icular purpose
hout violating
nded to serve
rent dynamic

The service
rred to as an
pvided by the

e and the inputs and outputs for each operation. In terms of-the service description, behavioural

esults of each
of operations

functionality

ation;

CSP to assure

describe the

tions for two
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approval of a
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submitted order by a listed authority, while a new system assumes that such an order is already
approved, the behaviour is very different and problems will arise, although both process the same
order data otherwise correctly.

5.2.1.6 Policy interoperability

Policy interoperability is defined as the ability of two or more systems to interoperate while complying
with the legal, organizational and policy frameworks applicable to the participating systems. This
facet concerns governmental laws and regulations, CSP and CSC policy terms and conditions and
organizational policies covering the interactions. Governmental regulations and organizational policies
are outside the scope of this document. 7.1.6 provides an example of policy interoperability.
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5.2.1.7 Issues affecting cloud interoperability

The most significant aspect of interoperability is the mutual understanding of the semantic data and
behavioural interoperability which express concepts from a domain of interest.

Full interoperability between two interacting systems requires that all interoperability facets
are satisfied. However, practically speaking, two systems can still interact successfully even if
interoperability is not possible to achieve for all facets. However, some interoperability facets are more
challenging than others when there are mismatches between the systems involved. It is worth noting
that a mismatch in one interoperability facet does not imply that other interoperability facets do not
match; the facets are chosen because they are largely independent of one another.

For the tran
while anothe
be achieved b

Similarly, if th
to enable thery
encoded in XN

Challenges re
and processe
address. For ¢
to another bu
of agreement

Systems that
different type
from one syst
to create sem
create metad

In order to 4

activities of the CSC’s systems are aligned with the processes or activities of the relevant cloud se

otherwise, th
CSC. Lack of
enabling full
one system d
matches betw
with the behd
mismatches.

POTT ITteToperantiity facet, 1f one SySTelT COMmIMUIIcates USing @ REST HI1D,D
- system communicates using the MQTT protocol, transport interoperability mig
i using a protocol adapter between the systems, such as an Enterprise Serviee Bus

e two systems differ in relation to the syntactic interoperability facet, itumay be p
h to interoperate using a syntax translator; an example is a syntax mapping betwesg
1L versus data encoded in JSON.

ated to the semantics of data, the intended use and the organizational realities of
b and the constraints of legal or regulatory frameworks tefd\to be far more diffi
xample, transport interoperability can make it possible.te"deliver data from one s
L policy, legal or regulatory restrictions may make the data practically unavailable
on governance structures may impose legal risks that prevent the sharing of that d

differ in data semantics pose significant issues{for’interoperability. If two system
s of data artefacts or the meaning of data artefacts differs between the systems, t}
em has no meaning or is unusable by the other’system. In addition, it might not be p
hntic adapters to enable the two systems\té connect meaningfully. It might be posg
ita or semantic mappings to provide aform (full or partial) of semantic equivalency

chieve successful behavioural interoperability, it is necessary that the proces

e CSP’s cloud services may ot provide the features and functionalities expected
behavioural interoperability between two systems can be a very significant bar
interoperability between’ the systems. The implication is that the actual behav
bes not match the expectations of the other system, even if the service interface (
een the systems It might be possible to create some form of behavioural adapter
vioural differefices but this can be a significant challenge for more complex behay

Policy intero
prohibition
for example,
interoperabil

erability ‘can be one of the most challenging and difficult to resolve. If there is
a CS€ using a cloud service because the service runs in a different jurisd
hentit is not possible for a CSC to use that cloud service even if all the other fa
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tyware satisfied. CSC policies concerning data placement, e.g. for sensitive data, ca

n also

be a significant barrier to policy interoperability (as in ISO 9241-171:2008, 3.2). CSC enterprise policies
can also have an impact, for example, where specific accessibility capabilities are required. In some
cases, the CSC might be able to negotiate with the CSP to offer the cloud service in a different way that
overcomes the regulatory or policy issues, for example, a public cloud service might be alternatively
offered as a private cloud service (with dedicated resources for that customer) in order to satisfy the
security policies of the customer.
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Table 1 — Summary of different facets of cloud interoperability

Facets Aim Objects Requirements Examples
Transport Data transfer Signals Protocols of data REST-based HTTP/S, MQTT
between systems transfer
Syntactic Receive data in an Data Standardized data  |JSON, XML, ASN.1
understood format exchange formats
Semantic Receive data using Programmatic |Common OData, shared understanding and
data an understood data  |interface interpretation meaning, OWL
model of data model
Behavjoural |Obtain expected Information Behavioural UML models, presand post
outcomes to service models for the conditions, constraint
requests cloud service specifications
Policy Assurance that Regulatory and | Conditions and Custormer security policies,
interoperating organizational |control for use restriction on crossfborder data
systems follow polices and and access transfer, regulation§ controlling
applicable interoperation PH
regulatory and context
organizational
policies
5.2.2 | Cloud data portability facet model
5.2.2.1 General
Cloud data portability is the ability to transferdata from one cloud service to another|cloud service
or beteen a CSC’s system and a cloud service-using a machine-readable format. Like inferoperability,
data pprtability can be observed from different facets, where each facet focuses on a single dimension.

To achlieve data portability, all facets need to be understood and mutually agreed upon
tood so that it is clear what facet might need attention when porting data.

unders

This d
facets
on the
portah

br sufficiently

pcument defines three facets of data portability within the context of cloud computing. These

bre called data policy, data syntactic and data semantic as shown in Figure 5. This 1
cloud interoperability ‘model in 5.2.1, adapted to focus on the different concerns

ility.

hodel is based
of cloud data
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‘Syntactic

Figure 5 — Facets of cloud datQ) rtability
>
Unlike the clqud interoperability model, a transport facet is not included in the cloud data portability

model as the|process of transporting data between@o systems is a separate matter which fan be
addressed in § number of ways.
¥

5.2.2.2 Dath syntactic portability \Q

Data syntactif portability is defined as@sferrmg data from a source system to a target systenp using
data formats that can be decoded on @ target system, using a particular syntax for encoding thmle data,
such as XML gr encapsulating the data in a packaging format, such as Open Virtualization Format (OVF)
[3] or Zipl8l. Oé

5.2.2.3 Datp semantic@rtability

Data semanti¢ portability is defined as transferring data to a target such that the meaning of the data
model is undefrstopdwithin the context of a subject area by the target A (logical) data model, sometimes
called a metd
between datalife :

At the infrastructure level data models concern VMS contamers storage and networking metadata
At the platform level, the data models concern applications intended to be installed. At the application
level, the domain concepts and data model will be dictated by the application itself, such as HCM, CRM
and ERP.

5.2.2.4 Data policy portability

Data policy portability is defined as the ability to transfer data between a source and a target while
complying with the legal, organizational and policy frameworks applicable to the source and target. This
includes regulations on data locality, rights to access, use and share data, and mutual responsibilities
with respect to security and privacy between a CSP and a CSC. For some specific issues that can affect
compliance for privacy and confidentiality during migration, see 5.3.4.
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5.2.2.5 Issues affecting cloud data portability

The core of cloud data portability is a mutual understanding of the semantics as captured in a data
model. Semantics can be encoded into different syntaxes, but providing the different parties have
a mutual understanding of the data model, translations between syntaxes will result in minimal
information loss. Similarly, policies may change but semantic data portability ensures consistency.

Data portability is a key consideration when considering lock-in to a specific cloud service. Although
application portability (see 5.2.3) can affect the cost of migrating between systems, application
migration is largely a cost issue and although economic lock-in is a real possibility, it can be mitigated.
However, if key data is unavailable outside of a system, it may be impossible for a CSC to leave that
system and they are locked into that system. Data syntactic incompatibilities can increase costs involved

in moying data between systems but they are rarely a cause of lock-in for cloud services.
to focus on semantic portability of key data when considering the feasibility of data‘po

t is necessary
‘tability since

loss off access to meaningful information in the data may make the target system‘unable to provide

suppoflting activities important for CSC and CSN roles. In addition, an absence ofdata poli
can make it impossible to access the data and key information.

EXAMRLE An enterprise CSC uses a SaaS offering for CRM and the commercial terms for use
becom¢ unattractive compared with other SaaS offerings. The cloud service_¢ustomer data he

cy portability

of that offering
Id by the SaaS

offering is crucial to the enterprise's operation. However, the CSC discovers that the data semantics are specific

to theif current CRM service and cannot be easily ported to a competitof.

In ma
partic
transf

y such cases, porting will be very difficult. The structure of the data is often de
hlar form of application processing which has developed over years of operation an

Data fgrmats define syntax and convey semantics, so.it is important to consider the role o
within data portability. In addition to interfaces, application programs and software pacl
store gdnd process data using structures, which-dte optimized by the software developer.
principle that compatible interfaces are important in a cloud environment, two implemer
same dervice do not have to be created in the same way and can store data very differently
methods and formats will also need to,change as innovation brings new features or

brmation is needed to produce data that can be hafidled by a different cloud servicq.

signed to fit a
1 a significant

[ data formats
kages acquire,
Following the
tations of the
. Data storage
performance

improyements to a service. It is likély that internal data storage methods and format will change

dram
storag

ically over the life cycle of the service. In general, it is not possible to “freeze” the
e methods or formats without also blocking future innovations.

Withotit proper definitions of import and export formats, a set of data from one clou
probally be meaninglessswhen imported into another cloud service. This problem clearly
on dath portability between CSPs. Software is available in many different business domai
data interchange férmats will need to be considered for specific domains such as ag
financg, healthcareyetc. This issue is of particular concern at the SaaS level.

internal data

l service will
has an impact

Ins. Therefore,

Iministration,

according to/Reference [16], the data subject has the right to receive personal data in mac

Regar{less of>the domain, special attention has to be given to personal information.
structpired and commonly used formats. Personal data can be described by a number

For example,
ine-readable,

tIlof categories.

Information regarding these data categories can be found in ISO/IEC 19944. Furthermore, data in any
category may provide or contribute to information that can be linked to an individual, referred to in
this document as personally identifiable information (PII). The extent to which individuals are directly
identified in the data and how easy it is to associate a set of characteristics in the data to an individual
is important to individuals, CSCs and policy makers as they assess the use of that data category.
Therefore, the specification of data often includes not only the type of that data, but also a description
of the degree to which the data can identify an individual (ISO/IEC 19944:2017, 8.3).

Standards that define the semantics of some elements of the data can help ensure semantics portability.
For example, Dublin Corelll schema is a vocabulary that describes web resources.
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5.2.2.6 Summary of cloud data portability facet model

Table 2 — Summary of different facets of cloud data portability

Facets Aim Objects Requirements Examples
Data Receiving data in a machine |Data Common machine-read-| XML, CSV, JSON
syntactic readable, structured and able data format

commonly used format
Data Assured meaning of data Data schemas Mutually understood |OWL, Dublin Core
semantic and ontologies  |ontologies and schema
metadata
Data policy |Adhering to all applicable Regulatory and |Agreed set of Confidentiality leYels,
legulations and organizational |applicable regulations |privacy rights,crqss
¢rganizational policies policy and organizational border transfer
policies
5.2.3 Cloud application portability facet model
5.2.3.1 Gerleral
Cloud applicafion portability is the ability to migrate an application frem-ene cloud service to apother

cloud service
the applicatid
environment.
is clear what {

This documer
These facets

or between a CSC’s system and a cloud service. The“objective is that once ported,

n provides equivalent functionality in the target enVironment as it did on the
To achieve application portability, all facets needs-to be sufficiently understood so|
acet(s) might need attention when porting an application.

t defines five facets of cloud application portability within the context of cloud com
as shown in Figure 6 are application @yntactic, application instruction, appl

metadata, application behaviour and application policy. The cloud application portability facet

is inspired by
different cong

Unlike the cl
portability m
which can be

' the cloud interoperability facet model described in 5.2.1 and adapted to focus
iderations related to cloud application portability.

bud interoperability model, . a“transport facet is not included in the cloud appl
pdel as the process of transporting applications between two systems is a separate
hddressed in a number 0f ways.

source
that it

puting.
cation
model
on the

cation
matter
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Application
portability

Metadata

Figure 6 — Facets of cloud @ ication portability
O
] - . - %)
5.2.3.2 Application syntactic portability \\s\

Applicption syntactic portability is migrating an application from a source system to a farget system
in a fofmat that can be decoded on the target system. Similar to data syntactic portabilify, application
artefa¢ts and metadata are structured according to a domain model for applications andl are encoded
using @ particular syntax and pack@gmg format.

5.2.3.3 Application mstrucg)on portability

Applicption 1nstruct101@%tablhty is migrating an application from a source systerh to a target
systen so that its instntiction set executes on the target system. Once ported, the softwlare artefacts,
orchedtration ins tions and other scripts that comprise an application need to be executed on an
infras{ructure appears to the application as similar to the system for which it was designed. This
meang ensuri 1l the necessary interpreters and execution engines are available.

5.2.3. \%fpplication metadata portability

Application metadata portability is migrating an application from a source system to a target system so
that the application metadata is understood on the target system. Similar to semantic data portability,
the domain model for an application needs to be mutually understood if an application is ported from
one system to another. The domain model for an application typically includes metadata about the
application, including what resources the application needs, how it might be configured, initialization
data, etc.

5.2.3.5 Application behaviour portability

Application behaviour portability is migrating an application from a source to a target so that execution
on the target produces equivalent results to those produced on the source. An application ported from
one system to another might not exactly exhibit the same behaviour in the target system due to the
differences in the execution environment. For example, fast clock speeds may cause threading and
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locking issues or there may be an increase in response times to a user request causing HTTP timeouts.
Such problems are usually a result of legacy application design, e.g. out-dated latency assumptions, and
need to be addressed by the CSC in the application, since the CSP has no control over such behaviours.
This is much less of an issue for applications developed for cloud service deployment.

5.2.3.6 Application policy portability

Application policy portability is defined as migrating an application from a source system to a target
system while complying with the applicable legal, organizational and policy frameworks of both the
source and target systems. Application policy portability can be affected by a number of factors, for
example, lack of payment for the cloud service, lack of a license to run the application in the target

atigne nroventinaga runninag an annlicatian in 4 cortain gonaranhyu otc
system, regul preventing ry g an-applicationinacertain geography

eter

5.2.3.7 Summary of cloud application portability facet model

Table 3 — Summary of different facets of cloud application portability

Facets Aim Objects Requirements Examples
Application [[Received application in an Application Common Zip, tar, jar
syntactic understood format packaging\format
Application [JAbility to execute application Application Suppérted runtime | C++, Java, C#| BPEL,
instruction |finstructions in functional instructions environment

equivalent manner
Application [[Mutual understanding of Application Shared metadata |XML, ]JSON, YAML
metadata environmental dependencies metadata model
needed for proper execution of
Application
Application ||Ability to execute an application to Application Shared Application tlest
behaviour produce expected results functional and |assumptions on suites
non-functional |environment
requirements
Application ||Agreed set of regulatory and Regulatory and |Conditions and Licenses,
policy organizational policy constraints on |organizational |control for use applicable
Application use policy and access regulations,
enterprise pplicies

5.3 Key chpllenges related to interoperability and portability in cloud computing

5.3.1 General

The following key challenges need to be carefully considered, even in cases where identical softyvare is
used in both theseuirce and the target system.

5.3.2 Security

Security is a key concern for all CSCs when using cloud services, both in terms of interoperability and
also, in terms of data portability and application portability.

For interoperability, concerns include the security controls, for example, as defined in ISO/IEC 27000
series of standards, applied to the interfaces between the CSC’s systems and the cloud service. These
controls include the confidentiality of communications between the CSC’s systems and the cloud
service, typically enabled using encryption of some form. Confidentiality controls can include encrypted
protocols such as HTTPS or Transport Layer Security (TLS) or can take the form of a Virtual Private
Network (VPN) between the CSC’s systems and the cloud service. There are a number of standards
in this area, which are likely to make interoperability possible from the point of view of this security
concern.
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A second concern for interoperability is that of identity and access management, covered in 5.3.3.

For data portability, the movement of cloud service customer data from a CSC’s system to a cloud service
or from one cloud service to another cloud service raises a series of security concerns. The essential
question is whether the security controls in place in the target cloud service meet the CSC requirements
for the data concerned. The CSC needs to classify the data; more sensitive data need a higher level of
security controls applied. Factors affecting data classification include:

whether the data contains PII;

if the data contains PII, whether any of the PII is sensitive data;

upplied by third

pdrties under a restrlctlve license (e.g. data Wthh is sub]ect to dlgltal rlghts manageiment);

whether the data is subject to regulation and if so, what restrictions or requifément
by| the regulation.

5 are imposed

Data of all classifications is likely to need security controls in place to assupe availabilif]
done dan vary but suitable backup and restore facilities are typically required and/or d4
and redundancy capabilities. How these capabilities are provided cafvyary widely. In sg
capabillities are built into the cloud service and in other cases, the ESC'needs to set up the

y. How this is
ta replication
me cases, the
capabilities.

Data ¢
contr

unaut
These

the da

Once d

assified as low risk might be placed into a cloud service.with a relatively small §
s, although even this data is likely to need protection from tampering or d
orized users. Data classified at a higher level of 19gk is likely to need more secy

et of security
estruction by
rity controls.

controls are likely to include encryption of the‘data at rest, e.g. when stored in a database,
encryption of the data when in motion over any comiuhnication link and granular control

a (see 5.3.3).

ncryption is necessary, consideration needs to be given to the form of encryption

encryption meet the requirements of a standard such as Federal Information Proces;
140-2[17] and also to the mechaisms used to handle the encryption keys. Efcryption key

(FIPS)
handli
that th
cloud §

More 9
to the

A key
This is

ng can include key storage seryices and the use of hardware encryption modules
le encryption capabilities differ” between the CSC’s systems and the cloud servid
ervices and these differences shall be accounted for during the porting process.

ensitive data usually also requires close monitoring, with requirements for record
Hata and recording:all changes made to the data.

question for all these controls is who is responsible for applying and operating
likely to vary depending on the cloud capabilities type of the cloud service. F

ilities cloud{services, most of the controls are likely to be in the hands of the CSP, altl

over access to

e.g. does the
ing Standard

It is possible
e or between

ling all access

the controls.
br application
nough the CSC

‘e capabilities
general data
hight be a mix

For application portability, key security considerations concern the security controls which enable
the CSC to assure that the ported application artefacts are not subject to tampering, destruction or
theft. There are also the security controls relating to the operation of the application (firewalls,
authentication, encryption and so on). Protection of the application artefacts relates to both protection
when in motion between CSC’s systems and the cloud service and also at rest when stored within
the cloud service. Encryption and strict access control are capabilities likely to be necessary. For the
operation of the application, it is typical that the CSC needs to arrange for all the necessary capabilities
to be in place (as applies where the application runs on CSC in-house systems). For some cloud services,
it may be the case that some security capabilities are supplied by the cloud service, either automatically
or through configuration, e.g. firewalls, in this case, the CSC needs to understand the capabilities
available including their responsibilities for configuring and operating them.
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In all cases, interoperability and portability are improved where the target cloud service meets the
security requirements of the CSC, ideally with minimal configuration and change on the part of the CSC.

5.3.3 Identity and Access Management (IdAM)

Cloud services employ an identity and access management system to control access to the interfaces
offered by a cloud service and also to control access to resources inside a cloud service. An IdAM system
needs to know who everyone using a cloud service is (people, groups, organizations and objects). Note
that identities apply not only to a human person, but are also required for other identified entities such
as groups, departments, mailing/security lists, job roles, teams, projects, companies, subsidiaries,
devices, computer domains, policies, etc. Exactly what the full set of possible identities cover and the
format used fo a-varyfromone oud-servicetoanothe

A major concé¢rn for cloud service interoperability and to portability relates to the IdAM systerh used
in conjunctiofp with the cloud service. It is typically the case that a CSC has an IdAM system which is
used for thein existing systems and which is used for their applications when running in-house] When
porting the application(s) to a target cloud service, a CSC faces the choice of eithépswitching|to use
an IdAM system supplied by a cloud service or else continuing to use their own IdAM system i cases
where a cloudl service IdAM system supports delegation of authentication reéquests to a CSC'Yy IdAM
system. In bofh of these cases, the aim is to have a single location for the ¢outrol of the identities of a
CSC's users. Thhis improves security since only one IdAM system needs updating for significant jevents
such as the rgmoval of access for a user. The alternative, less favoured.approach, is to use two separate
IdAM systems, one for a CSC’s system and a separate one for cloud services. This approach intrpduces
a security risk in that operations have to be performed separately, against the two IdAM systen]s with
the possibility that they get out of synchronization.

IdAM interoperability is supported by a series of standards, including Lightweight Directory |Access
Protocol (LDAP)[18], OAuth[19] OpenID Connect[20] and Security Assertion Markup Language (SAML)
[21] and these|can help support the key requirements of-federated identity management and Single Sign-
On (SS0).

Where an I[dAM system is changed in porting to.acloud service, a CSC needs to give careful consid¢ration
to the effort fequired to migrate user identities to/from a cloud service dedicated IdAM systlem. In
migrating usqr identities, the identifiers used for a given entity can change

This becomeq significant in cases whliege the digital identifiers are used by CSC applications or within
CSC datasets/ If the digital identifiers change as a result of a changed IdAM, this could necepsitate
significant and risky updates to.the applications and datasets.

When considgring data portability and application portability, it is necessary to remember that dafta files
do not stand alone, even-when wholly adherent to a document format. They have metadata assqciated
with them in|terms of-Object ownership, Access Control Lists (ACLs), audit history, change trgcking,
etc. Some dodqument-filés will have detailed information of who made which edits, who has mafe and
read commenits, €tct ‘All of these features depend on digital Ids as managed by the IdAM system. File
metadata mighter might not be portable even where the files themselves are portable.

Similar sorts of metadata might also be relevant to other types of artefact involved in portability,
including database tables and records, virtual machines, network connections and other virtualized
resources.

Therefore, moving to another cloud service requires that either

1) all digital identities in the original system are recreated in the target system with the same digital
identity values (which also implies that both systems need to be using the exact same digital
identity format), or

2) every place where an identity is used in any data, metadata, software code or application be
changed so that it is replaced with the correct identity for the new system. Reliable mappings will
need to be created to provide correspondence of identifiers across participating systems. This
correspondence will apply to all domains and facets necessary for application and data portability.
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5.3.4 Security during migration

In addition to the security considerations when a cloud service is in use, there are a number of serious
operational security risks that apply during the migration to a target cloud service. For example,

— if security access is relaxed during or due to migration, perhaps to ease the migration, unauthorized
systems or interfaces might have access to things they should not. Even if nobody abuses this, the
CSC may have a major compliance issue;

if security is tightened, there is a risk that authorized people/systems are unable to access the
resources needed to do their job. This can impose a significant burden on the CSC’s cloud service
administrators, since they will have to follow normal approval process for re-granting such access,
ot

The is;s

ue of the impact of modified digital identifiers mentioned in 5.3.3 applies.

Anoth
noted

implie
securi
object
migrat

br security issue to be considered is when migrating data and metadata and up
in 5.3.3. In many cases, this requires data to be decrypted, modifiédyand re-e
5 access to the necessary public/private keys from the old and new. systems, which also raises
'y and compliance questions. Even where not actually encrypted, some files aipd other data
b could be digitally signed to assure their authenticity, which{eould also cause [issues during
ion.

5.3.5 | Dynamic migration

Tradit
of evel

onal host migration is often achieved by shutting down the current service, taki
ything, uploading it to the new service and going live on the new service, often ov

hg a snapshot
er a weekend

or oth
preclu
atime

This n
moved
do not

er natural break. The scale of migration to and-from globally deployed cloud servi
e such an approach. Additionally, the sheer volume of data that needs to be moveqd
y “snapshot and restore” approach.

eans that the migration has to be.mich more dynamic and gradual, with users an
from the source system to the target cloud service in such a way that individual us
suffer any appreciable loss ofidctess. This also means that users who have not yet

need dccess to objects that have already migrated and users who have been migrated c

object

5 that have not yet migrated: Delivering reliable and consistent service during a mig

es frequently
can preclude

l assets being
brs and assets
migrated still
hn still access
bration can be

challenging and expensive, but-does avoid a “big bang” approach which has the potential
entire forganization if any.iSsues arise.

to impact the

5.3.6 | Interfaces, APIs and interoperability

Intero
servic

berability.applies to three types of interfaces or APIs associated with each cloufd service, the
b interfaces, the administration interface and the business interface, as discussed i 6.1.

For clqudsservices as a whole, there are relatively few standards that apply to these thijee interfaces,
which achaHengeForthetranspertand-syntastacetsofintetoperability, it
has become common for cloud service interfaces to be based on TCP/IP, HTTP protocols and either [SON
or XML formats using REST principles, which enables interoperability of these facets to be relatively
straightforward.

S ool dot oo ae ol
Carr TratIrcCropetrapTity

Interoperability of service interfaces is a very big challenge for application capabilities type cloud
services. For application capabilities, there is relatively little agreement on the behavioural and
semantic facets of the service API. This can make migration to the target cloud service a major problem,
even where migration takes place from another cloud service which deals with equivalent capabilities.
Considerable mapping might be required in the CSC systems which interact with the cloud service in
order to migrate.

Interoperability of service interfaces for platform capabilities type cloud services also involves
relatively little agreement relating to the behavioural and semantic facets of the service interface. There
are some cases where different cloud service providers utilize the same underlying software for their
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cloud services and in these cases, the service APIs can be the same between source and target cloud
services, although this is a small part of the market. Container technologies such as Open Container
Initiativel) can assist in simplifying the migration of applications packaged in their format, even where
the details of the service API used to deploy and control them differ.

Interoperability of service interfaces for infrastructure capabilities type cloud services is typically
somewhat better, in two respects. The behavioural and semantic aspects of this type of cloud service are
generally relatively common between different cloud services, this makes it relatively straightforward
to map between the different APIs for different cloud services. Similar considerations apply to VM
images, where there is widespread support for a number of commonly-used VM image formats.

For the administration and business interfaces, there is relatively little commonality at the behavioural
and semantid facets of interoperability, meaning that interoperability is generally Iimited foi these
interfaces.

5.3.7 Open|source

A case is sonetimes made for preferring open source technologies, especially’for infrastructure
capabilities types of services, e.g. [aaS, on the basis that this will ease interoperability and portability
where identicpl interfaces and run time environments can facilitate interopetability and portability.

It should be remembered, however, that there are no “silver bullets”\for solving all of the|issues
discussed in this document. As noted in 5.3.6, many common interfacés and formats are beqoming
widely adopté¢d in both open source and proprietary cloud service implementations and interwjprking
between poptlar interfaces and formats is a business necessityfor customers. The choice of ah open
source or pr¢prietary technology should therefore be madey'on the basis of business justification,
including cargful examination of all the issues described inthis document.

6 Interoperability and portability considérations related to cloud capabilities
types

6.1 General

To understanfl the technical feasibility~and cost of interoperability and portability in relation t¢ cloud
services, it is useful to group together.scenarios and use cases so that they can be considered together
with sufficient detail. This clauseéyprovides a framework for doing this using cloud capabilitied types
defined in ISQ/IEC 17788 and utilizing the architectural concepts described in ISO/IEC 17789. This
clause describes how the géneral space of interoperability and portability of cloud services fan be
subdivided info categories Wwith common properties.

Itis useful to gtart with a'set of functional component diagrams which are based on ISO/IEC 17789:2014,
Figure 9-2, modified to add elements necessary to understand cloud interoperability,| cloud
data portability,and cloud application portability. The functional components are described in
ISO/IEC 17784 iti i i i se are
Figure 7, Figure 8 and Figure 9.

1) https://www.opencontainers.or.
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Figure 7, Figufe 8 and Figure 9 are simplified in a number of ways to aid understanding.
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C d -
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Figure 9 — Componeiits of cloud data portability

The mult]-layer functions are redrced to a single high-level component at the right-hand sidg.

The resoyrce layer and acgess layer are flattened to provide more space for the other layers.

Figure 7, Fighire 8 and Figure 9 are extended to add components useful to understanding cloud

interoperabiljty, cloud data portability and cloud application portability.

a)

b)

d)

24

represents the.CSC's systems which contain the CSC’s applications and datasets.

A box la{elled “€SC's Non-Cloud Systems" is added at the top of Figure 8 and Figure 9. This

In Figure 8, a customer application 1s shown in the user function component of the user layer. As
mentioned in ISO/IEC 17789:2014, 9.2.1.1, "In some cases, the user function functional component
could be as simple as a browser running on a user device. However, in other cases, it might involve
a sophisticated enterprise system running business processes, applications, middleware and
associated infrastructure”. So, user function can contain an application which the CSC may wish to
port to a cloud service.

In Figure 8, a customer application is in the CSC's Non-Cloud Systems box, this represents an
application originally running in a customer system, not associated with any cloud computing,
which the CSC may wish to port to a cloud service.

In Figure 9, a customer data component is added both to the CSC's Non-Cloud Systems box and also
to the user function component, this represents one or more datasets that the CSC may wish to port
to a cloud service.
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ovide space for two added components within it:

In Figure 8 and Figure 9, the service capabilities component in the service layer is expanded to

1) a customer application component, which represents a customer application ported to run

2)

3)

within a cloud service;

a customer data component, which represents one or more customer datasets ported to reside

within a cloud service;

itis notintended to imply that every cloud service contains a customer application

and customer

data; it is intended to show that this is where these components exist in the architecture when

they are present.

In Figglre 7, there is an oval shape labelled "interoperability” underneath the three artoy

compo
the th
interfd
of the

In
and t
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applic

Figﬂgre 8, the dashed lines show the migration of customer applications between the

nents in the user layer to components in the access layer. The three arrows repres
ee separate interfaces offered by each cloud service: the service interface,lthe a
ce and the business interface. It is these three interfaces that are involved.in the in
Cloud service.

e cloud service, which connect the components involved. Note that customer ap
as containing both artefacts and dependencies. These become important wh
ition portability in greater detail in later clauses.
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erability and portability between the CSC'ssystems and that cloud service. Figure
er major case relating to interoperability&he case where there are two (or more) ¢
case, portability of both data and applications relates to moving from a source cl
bt cloud service and interoperability-relates to the associated need for the CSC sys
pth cloud services.

| 10 shows a single CSC interacting with two cloud services, cloud service 1 on the
b 2 on the right. In Figure 10, cloud service 1 is regarded as the source cloud sery
p 2 as the target cloud service for porting of applications and data. Note that Figure

Fication of the accessldyer and service layer for the two cloud services, in order to ay
Lre with componefits not relevant to interoperability and portability.

rting of a CSC-application from a source cloud service to a target cloud servid
bn the serpvice' capabilities components of the two cloud services, as indicated
d "application portability” in Figure 10. Similarly, the porting of cloud service g
he source cloud service to a target cloud service takes place between the servig
nents of the two cloud services as indicated by the arrow labelled "data portability
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6.2 Functional components of interoperability
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Figure 11 — Examples of relationships and interactions between activities and functional
components

Figureg 11 (adapted and simplified from ISO/IEC 17789:2014, Figure 10-2) shows exarpples of roles
(CSN, €SC and CSP) using various interfaces (including administrator and business functi¢ns, developer
environments and.administration access) to carry out their activities. In this example,[the activities
includ¢ providingan audit, creating service components and managing customer relationiships.

Cloud Interepeérability primarily relates to the interfaces presented by the service access, alministration
access| and-business access components and the use made of them by cloud servlice customer
companents These interfaces determine the transport facet of the cloud service and alsd the syntactic
facet with respect to interoperability. However, the implementations underlying these interfaces, the
service capabilities, administration capabilities and business capabilities components, determine
the semantic facet and the behavioural facet with respect to interoperability. Certain aspects of the
policy facet might be determined by components in the multi-layer functions, although other aspects
(especially regulatory aspects) are probably not determined by any components represented in the
functional architecture.

It is important to understand that interoperability applies separately to the three main interfaces
related to a cloud service. In other words, interoperability of the service interface does not imply
interoperability of the administration interface.

Figure 11 also shows the components involved in one form of interoperability between two different
cloud services. This is the form where the cloud service of the primary cloud service provider depends
on a cloud service provided by a peer cloud service provider. In this case, it is the components of the
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primary cloud service provider that interact with components of the peer cloud service provider, as
shown by the arrows connecting the service capabilities of the CSP to the service access of the peer CSP
in Figure 11. Similar connections apply to the administration capabilities and business capabilities of

the CSPs.

6.3 Functional components of data portability

The functional components associated with cloud service customer data and which relate to its
portability are shown in Figure 11.

In the user layer, customer data is held in one or more CSC's systems, which are organized as determined

by the cloud

service customer. These can include file systems on storage devices, object stor

s and

databases.
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include file sy
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NOTE Derived from ISO/IEC 17789:2014, Figure 9-2.

Figufe 12 — Service layer, resource layer and multi-layer functional components
computing reference architecture
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Figurel 12 shows a combination of user view and,functional view and omits the user layjer and access

layer fpr clarity. It shows how the role of the*CSC fulfils their business requirements by

engaging in a

numbdr of activities. These activities are implemented or realized by the functional components.

Figureg 12 also shows an example of two different CSCs and a number of activities. In
“Activity 3” is fulfilled by two applications. In reality, a particular activity may be able to
a single cloud service or may require any number of cloud services or applications. As ex
these ppplications are compg@sed of artefacts and service dependencies. For illustra
Figureg 12 shows an example of a small number of service dependencies and how they mig

this example,
be fulfilled by
lained below,
ive purposes,
tbe resolved.

Figurel 12 also shows_the service layer, resource layer and multi-layer functional components of the

cloud ¢omputing reference architecture.

The service layewprovides the implementation of the services provided by the CSP. The fesource layer

provides the underlying resources for the service layer and can include host operating sy
machihes, @irtual data storage and physical resources. The multi-layer functional compo
management, operational, integration and other supporting capabilities.

stems, virtual
hents provide

Figure 12 is derived from ISO/IEC 17789:2014, Figure 9-2 and shows some of the artefacts, service
dependencies and the resources of two applications. The service dependencies of the application are

shown with dashed outlines to imply that these are requirements only and choices shall

be made as to

how they are implemented in various scenarios. This notation is an extension of the notation presented
in ISO/IEC 17789. In the examples shown in Figure 12, the actual instantiations of the functional

components that provide these requirements are shown with solid outlines.
The service dependencies of an application are implemented:

— within the application itself;

— by other supporting applications;

— within the service layer itself;
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— by the resource layer;
— acombination of all of the above.

A CSC (in either a business or user role) engages in one or more activities, some of which might be
supported by one or more applications. As described further below, for application portability, the
scope of an “application” should be clearly defined such that the necessary activities of the CSC or CSN
roles are successfully supported when the application is migrated to the target service.

An application consists of a number of functional components comprised of artefacts and service
dependencies of the application.

The applicati]n artefactsinclude:

— Instruction sets: This is the logic that defines the execution of the application and may include
computel| programming source or object code such as C++, Perl, Java or Python or iastructjon set
definitior}s such as BPEL;

— Data set$: The application may itself use data such as a list of days of the week, countries|in the
world or pther information which it uses in its execution;

— Configuration, topological and state data: Configuration data are typically targeted at a specific
artefact. For example, a database artefact may have a configuration file that stipulates the maimum
number ¢f threads or users. The application may also have topolegical data that descriljes the
attribute$, relationships and requirements of the application, its service layer artefacts dependencies
on resoufce layer artefacts and its requirements on multi-layér functional components, prdviding
a holistid perspective. For example, an application may>have service dependencies for specific
network fharacteristics or artefacts may require certain‘types of containers to be deployed in a
specific ojder and may optionally represent their state.

Applications have many dependencies that are generally not part of the application itself and thefe may
include:

— Runtime|engines: These engines interprétithe original or intermediate code or run the compiled
code. There might be different runtime*engines for different types of instructions sets. Thus, if an
applicatiqn consists of some Java codé as well as BPEL instructions, there are likely to be mfultiple
runtime ¢ngines for this application;

— Security{| Applications typically use some security services that could be contained completely
within the application or could be services that are separate to the application and provifled by
some other system. These can include authentication services, as well as authorization sefrvices,
that provjde access and the authority to run parts of the application;

— Resilienge: In order to increase the resilience of an application, it may leverage services quch as
fail-over ¢r duplication so that it can still be accessed during system or other events. It is likdly that
these typeséfservices will be provided by the underlying software platform;

— Operating system services: Applications leverage underlying operating systems services such as
compute, storage and networking as well as a myriad of others.

When an application is migrated from one environment (such as an in-house data centre) to a cloud
service, the scope of the application and all its artefacts and service dependencies need to be considered
in that move. Most of these considerations involve comparing the existing resources with the resources
that are available in the target environment.

For example, when the instruction set of one application is moved to the target environment, the
runtimes in that environment need to provide the same functionality as in the source environment if
those instruction sets are to be processed identically. If not, some change to the instruction set or the
runtime is required.
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Many of these services can depend on other services. For example, the runtime engine might require
specific network capabilities or operating system services. Again, some adaptations of these services
might be required to achieve comparable results.

When considering the availability and functionality of the differing services in the different
environments, there will be some decisions to be made. Some services can be moved with the application
itself. For example, rather than relying on external database functionality, the application and some of
its dependencies can include this functionality and that could be moved with the rest of the application.
This list of “included-in-the-move” services can be very extensive in the case of infrastructure cloud
capabilities types or minimal in the case of platform cloud capabilities types.

In many cases, the services offered by the CSP might provide more functionality, e.g. better monitoring,
resiliehce or improved scale and performance, or a more comprehensive approach, e.g. crdss application
access|management, shared security or virtualization capabilities. In these cases, the or(iLfinal services
used Hy the application could be replaced by the improved services offered in the‘new |environment.
Again,| the use of these new services might require changes to the application”arteffacts or other
applicqtion services.

In sunmimary, maintaining or improving the activities of a CSC or CSN while migrating {ts underlying
applications can require changes to many functional components’ of those applications and
consideration of the implementation of the services that the applicationis require to operate. The costs,
risks and benefits of those changes need to be evaluated.

6.4.2 | Functional views based on capabilities types

Like Higure 12, the following functional views in Figure 13, Figure 14, Figure 15 and Figure 16
highlight various application implementations from*a non-cloud environment as well as cloud
implerhentations based on different capabilities types. The service dependencies for Agplication 1 in
these Implementations are an indicative only subset of dependencies as it is likely that the actual list
for any application is much larger. Supporting‘applications or other functional components deployed as

illustrated below in Figure 13 can satisfy these dependencies.
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Figure ]\i:& Non-cloud application

In the non-clpud application funCtl&l)dl view shown in Figure 13, all service dependencies |of the
application affe implemented an%ohtrolled on-premises by the CSC Some of these, e.g. security and
resilience, ar¢ part of the ap ion itself. Other requirements, including database storage, fhared
application functions and id&y services, are implemented using the shared applications or s¢rvices
of the CSC’s data centre. @

O
D
&
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Figure 14 — Application running in infrastructl@gcloud capabilities type cloudl service

Figure 14 shows a functional view of an applicatiof\\&mning in an infrastructure cloud caxabilities type
cloud gervice. Some of the service dependenciesf the application, e.g. network and virtyalization, are
provided by the CSP. But most of the services.need to be included in the application ag in Figure 14,
e.g. repilience, security. Other services, as database storage, shared application functions and
identitly services are provided in other ual machines that provide this application (dnd other CSC
applictions) with its required serviq@)(shown as “supporting application” in Figure 14). The supporting
application components are porteq_to the cloud service environment alongside the applifations which
they syipport. S

o
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Figure 15— Example application running in platform cloud capabilities type cloud seryice

Figure 15 shdws a functional view of an example applicatioh running in a platform cloud capabilities
type cloud sg¢rvice. The CSC is responsible for configuring and implementing the artefacts |of the
application. The actual implementation can vary dépending upon CSC requirements, for example, as
shown in Figlire 17. However, most of the servigg*dependencies of the application are provigled by
the cloud seryice, including identity, storage, application runtime engines and application resilience
functions. These services are provided withinythe platform services functional component as shpwn in
Figure 15. Sothe services required by the application are implemented in a mixed mode. For examjple, as
shown in Figdre 12, security services mdnagement can be implemented as a combination of appljcation

instruction sdts, application data sets.as well as services provided by the cloud service.
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Figure 17 — Application using multiple cloud @\vices and non-cloud data centre
2

Figure 17 shows an example of an application where the application service dependencies are
implemented |by the primary CSP, two additionalbCSPs (providing customer management and Storage
services) and|by a non-cloud data centre (whish\is providing identity services). Figure 17 omit§ much
of the implenentation detail and is simplifi@ to show how an application might appear to the [CSC as
running in ong cloud provider, but its sqr&lse dependencies could be implemented across a hybrid cloud
as well as an ¢n-premises data centrec)\\

14

This shows that the resulting ap@g‘ation may use a wide variety of services from many provider

O

7 Cloud interopera@&y

7.1 Cloud nter(@ability types
O
7.1.1 Gene rai(/

Table 4 describes the types of cloud interoperability based on cloud capabilities types and the types of
interfaces defined in ISO/IEC 17789. Each cell at the intersection of the rows and columns of the table
references a subclause that describes considerations for that type of cloud interoperability.
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Table 4 — Cloud interoperability types

Types of interfaces involved per ISO/IEC 17789
CIoudb ' Infrastructure Platform Application
int ilit -
N er}) 55:; Y service |BUSl- Alcsl?;:-l- Service | Busi- | Admin- 1¢. ;0o | Business | Admin-
ness tion ness |istration istration
S(};lztic.;i)c 713
Se@ & (;ata 714
Bem)ral 71.5.2 71.5.3 71.3.4
gglj) ZL6

Eachc

Some
acom

The r¢

bl] in Table 4 is considered an interoperability type and is enumérated in the followi
teroperability types might have similar characteristics and-thus, the associated g

n
Jnon subclause.

tference architecture defined in ISO/IEC 17789 includes interoperability as a

ng subclauses.
ells reference

cross-cutting

feroperability
omponents of

aspect]
occurs
differd

that applies to multiple elements. In the overall<context of ISO/IEC 17789, in
between functional components of a CSC or CSNand a CSP or between functional ¢
nt CSPs.

The fujnctional components involved in cloud sepyice interoperability are shown in Figu
Figurg 9 and Figure 10. Interoperability takes place across three interfaces between CS
and CYP components.

e 7, Figure 8,
[ components

Ce interface(s)
cloud service

— Uder function component interacts with the service access component using the servi
offered by the service access component. The user function component enables the
usler to access the functionality-of the cloud service.

— Administrator function component interacts with the administration access compoment using the
administration interface(s) offered by the administration access component. The administrator
component enables the cloud service administrator to perform activities including manage user
identity and access/ monitor activity and usage and manage faults for cloud services.

Bu
in
ac
by

siness fufction component interacts with the business access component using the business
rerface(s)/offered by the business access component. The CSC:business manager performs
tivitiessincluding selecting, purchasing and managing the accounts for cloud servjces using the
siness function component.

As indicated in 6.2, interoperability considerations apply separately to each of these three interfaces.
For most cloud services, the three interfaces almost certainly use different APIs, possibly involving
different transport protocols and different syntaxes and data semantics. The key concept is that
to achieve full interoperability, all the activities of the CSC subroles supported by the user function
component, by the administrator function component and by the business function component need to
be supported by the interface that each component uses to interact with the cloud service described in
ISO/IEC 17789:2014, 9.2.2. They are:

service access, which provides interface(s) that enable the CSC:cloud service user to access and use
the functionality of the cloud service;

business access, which provides interface(s) that enable the CSC:business manager in selecting,
purchasing and accounting for cloud services;
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— administrator access, which provides interface(s) that enable the CSC:cloud service administrator
to manage user identity and access, monitor activity and usage and manage faults for cloud services;

development access, which provides interface(s) that enable the CSN:cloud service partner to
access to a set of capabilities within the provider's system that supports the development, test and
maintenance of cloud service implementations.

It is usually possible to connect any two otherwise non-interoperable services and make them work
together but this can often involve wasteful and time-consuming one-off procedures. Interoperability,
on the other hand, has the goal of making any two or more arbitrary services work together. To achieve
this, it is necessary to identify interoperability points provided in the services to be considered, for
example, by APIs, calls to methods on remote objects, REST requests, etc. and between which clearly

defined activ
interoperable
8.2.2) need tqg

ties can be successtully completed. In order for a cloud service to be consid
all required activities of all necessary CSC sub-roles (as indicated in ISO/IEC 1778
be supported.

ed as
:2014,

A practical approach to interoperability involves the CSC identifying the activities-that they reed to

support for eg
components g
shown in ISO

For example,
service” actiy
administratot
engage in var
cloud service
interoperabil
and administ
with interfacg

[tis necessary

in cloud computing.

Interoperabil
function and

how each of them interacts with the relévant interfaces offered by the access layer of the cloud sg

Cloud service
the cloud sery
with the deve

chrequired CSC sub-role, I[SO/IEC 17789:2014, Figure 8-3 and considefing what fun
re used to support them, the user function, business function and.administrator fu
IEC 17789:2014, Figure 9-2.

an on-premises end-user application that uses a cloud service supports the “usd
ity and represents the user function in ISO/IEC 17789:2014, Figure 9-2. Cloud s
s, cloud service business managers and cloud service cloud service integrato
ious activities such as monitor service, request audit report and connect ICT syst
(shown in ISO/IEC 17789:2014, Figure 8-3), to stipport the use of the cloud servi
ty to be successful, the identified activities ne&d to be supported by business fu
rator function shown in ISO/IEC 17789:2014, Eigure 9-2. Each of these functions inf
s of the cloud service offered by the accesslayer.

r that each of the required activities are supported in order to achieve full interoper

ty relates to the cloud servieé_customer applications that implement each of th
hdministrator function in thé-user layer as described in ISO/IEC 17789:2014, 9.2.1

interoperability alse relates to functional components relating to the CSN, in part
ice developer role=As shown in Figure 11, the developer environment component inf
opment access(camponent using the development interface(s) offered by the develg

access compo
and mainten

There are a nqumber-of possibilities for how the cloud service customer components are provi
some cases, they can be an application provided by the CSP, for example, as a web application o
app for a smart\phone or tablet, typically operating through one or more web interfaces to thg

hent. The CSNicloud service developer performs activities including the developme
ce of cloud-service implementations.

Ctional
nction

cloud
ervice
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bms to
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ability
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brvice.
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led. In
[ as an

cloud

service. More commonly, the CSC component is an application that is built, developed or purchased
by the CSC and that interacts via APIs offered by the components in the access layer. Interoperability
considerations are clearly very different between these examples. CSP provided customer components
are going to interoperate well with the cloud services they are designed for, but they may not integrate
well with other applications and systems used by the customer, including other cloud services. CSC
provided customer components might integrate well with other applications and systems used by the
customer, but they might or might not interoperate with the cloud service access components.

7.1.2 Transport interoperability

Transport interoperability means the commonality of the communication infrastructure established
to exchange data between systems as described in 5.2.1.2. One of the key characteristics of cloud
computing, broad network access assumes a communication infrastructure that is common between
CSCs and CSPs, providing the foundation for transport interoperability. Such communication
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infrastructure is often public, such as the internet, but could also be private. Most communication
technologies are based on mature technical specifications and documents, and any of these could be
used to support this facet of cloud interoperability.

Interoperability for user, business and administration functions for infrastructure, platform and
application capabilities types all rely on a communication infrastructure. Typically, these functions
are supported by the same infrastructure but need not be. An example would be the use of the public
internet for user functions and a private network for the administration functions.

The essence of transport interoperability is that the CSC and CSP use the same communication
infrastructure. If this is not the case, then the CSC is likely to be forced to adapt their systems and
applications in some way. The CSC might alter their systems to adopt the communication infrastructure

of the
the cu

systenps to a cloud service and also when switching from one cloud service to another'clo

7.1.3

Syntad
of excl
encodi
encodi
and ex

semantic data, behavioural and policy facets of interoperability need to be considered.

Numey

and subsequent communication of data between systems. Examples include XML, JSON a

choice
of the

From :
busine
capabi
availa
place

synta

LSP or the C5C mightinstall some form of communications adapter such as an ESBto
stomer systems and the cloud service. These considerations apply both when’con

Syntactic interoperability

tic interoperability is the ability of two or more systems or serviges to understand
hanged information as discussed in 5.2.1.3. Syntactic interopérability concerns i
ng of data for transmission over a communications infrastructure. To be inter
ng needs to be mutually understood by each system. The@bility of a receiving sys
amine exchanged data does not guarantee the content 15 usable by the recipient

ous concrete syntaxes, including standardized enes, have been defined to facilitatg

of encoding syntax depends on the capabilities of the cloud service and can be diff]
bervice, business, and administrative interfaces.

W syntactic interoperability facet perspective, there is very little difference betwesg
ss and administrator interfaces and“between cloud services based on the different
ities types. Each cloud service has a description and definition of its interfaces, w
le to the participating systems-to facilitate a shared understanding. For interoper
buccessfully with respect. tothis facet, the interface definitions need to specify
es required to access theirfunctions and these syntaxes need to be used by the reley

map between
necting CSC’s
1d service.

the structure
Eself with the
operable, the
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compdnents. Use of the encoding syntaxes is necessary but not sufficient to achieve inter¢perability.

7.1.4 | Semantic data interoperability

Seman nderstand the

meani

tic data interoperability is the ability of the systems exchanging information to u
hg of the data model within the context of a subject area as described in 5.2.1.4.

For alll functional interfaces (service interfaces, business interfaces and administrator ifterfaces) and
for clohdsérvices of all capabilities types, successful semantic data interoperability relie;ron a common
understanding of the meaning of the data being exchanged. Thus, semantic data is concerned with
the meaning of the information being transferred. Semantic data interoperability for cloud services
requires the mutual understanding between the CSC’s systems and cloud services of the meaning of the
data being exchanged through the service’s interfaces. An interface data model needs to be provided to
describe the operations and data parameters required to use the service interface.

7.1.5 Behavioural interoperability

7.1.5.1 General

Behavioural interoperability, where the results of the use of a service matches the expected outcome,
is described in 5.2.1.5. It includes external and internal behaviour. External behaviour includes all
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information visible to external parties outside the interoperating systems. Behaviour is typically

described in t

a)

erms of:

internal behaviour that includes:

1) intended use as described by the CSP;

2) invariants maintained by the services during the operation;
b) external behaviour that includes:

1) expected results as understood by the CSC and CSP;

2) pre-donditions to be fulfilled prior to the operation;

3) post-ronditions reflecting the state of the service upon completion of the operation;

4) orchgstration and dependencies with respect to other services required for.correct gervice

opergtion;

5) respdnse to management operations.
7.1.5.2 Behavioural interoperability for infrastructure capabilities type cloud services
Behavioural ipteroperability for a cloud service of infrastructure capabilities type applies to int¢rfaces
that deploy afjd manage customer applications, allocate and manage storage capabilities and corjfigure

and operate

Behavioural
invariants, as

When consid
applies to the
network capd
within the set

7.1.5.3 Beh

Behavioural i
deploy and
state within t

When consid
to the APIs th
applications 4

interoperability may use formal code-level annotations, e.g. pre/post-cond
certions and milestones. These allow expréssion of the intended behaviour.

bring a cloud service of infrastructure capabilities type, behavioural interoper
APIs which deploy the customer applications, move cloud service customer data ang
bilities in the service environment and manage the applications, data and netw
vice. For example, the application of storage for cloud service customer data.

avioural interoperability for platform capabilities type cloud services

hteroperability fora cloud service of platform capabilities type applies to interfac
anage customeérjapplications. It requires that the resultant state match the req
he constraints.of the service level agreement.

bring a, €loud service of platform capabilities type, behavioural interoperability :
at deploy customer applications and data into the service environment and mana
nd data within the service and also to the combinations of run-time environmern

networking capabilities. It requires that the res@ltant state match the requested state
within the copstraints of the service level agreement.

itions,

ability
| setup
orking

bs that

phested

pplies
ge the
ts and

services.

7.1.5.4 Behavioural interoperability for application capabilities type cloud services

Behavioural interoperability for a cloud service of application capabilities type applies to the interfaces
that invoke the functionality of the service, plus those interfaces used to administer the service and
perform business activities in relation to the service. These include both the human user and the
programmatic interfaces. The pre- and post-conditions for operations and other constraints on the
operations' behaviour are needed for interoperability.

7.1.6 Policy interoperability

Policy interoperability is defined as the ability of two or more systems to interoperate while complying
with the legal, organizational and policy frameworks applicable to the participating systems as
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described in 5.2.1.6. This facet concerns regulations, policy terms and conditions and organizational
policies amongst the stakeholders, in any combination of interoperability between CSP, CSC and CSN.

One important area of policy interoperability are regulations which affect the jurisdiction in which
data can be stored and in which processing can take place. Such regulations can affect both the CSC
and the CSP and can dictate which countries or regions are acceptable for storage and processing. This
is particularly the case for cloud services involved in the storage and processing of certain types of
data such as PII, health data, financial data and government data. Storage and processing can only take
place where cloud services are located in permitted jurisdictions. Sometimes, this can include not only
the location of the data centre where storage and processing take place, but also affects the location
of the staff who operate the data centre, where they have access to the data and processing systems.
This sometimes extends further to limit the nationality of the staff involved. Regulations of this type
can seyerely restrict a set of cloud services that can be used by the CSC for the data and the processing
coverdd by the regulations.

The ude of applications and services on various mobile platforms could be restrictedby lo¢al geographic
ints imposed by local government jurisdictions. These governmental’jurisdictions influence
unctionality can be offered by the CSP on the mobile platforms for/cases when [the customer

moves|from one jurisdiction to another.

interoperability can influence the choice by the cloud service'cdstomer of cloud service and/or

Fa centre location used for the cloud service.

Policy
the da

jurisdictions,
ed within the
pplying to the

Reguldtions which apply to the CSP can also influence-interoperability. In some
organizations responsible for national security can have<he Tright of access to data stor]
jurisdiction. Such access might be unacceptable or evef forbidden by the jurisdiction aj
CSC or|the CSP, except under international cooperatientreaties.
bilities of the

Policy|interoperability includes regulations or_policies which relate to specific capal

cloud
requir
card i

bervices. One of the principal capabilitiesiof concern is security. There can be spé¢
ements based on the nature of the data“and the processing involved, for example
hformation is concerned, the cloud’service can be required to meet the requirg

ecific security
where credit
bments of the

Paymgnt Card Industry Data Security~Standard (PCI-DSS)[22]. There can be more genperal security
requirgments demanded by policies.ef the CSC, such as a requirement for the cloud |service to be
certified against a standard such as:1SO/IEC 27001 or ISO/IEC 27017.

7.1.7 | Interoperability with connected devices consuming cloud services of applicattion
capabllities type

Increapingly, the users’of cloud services are applications that run on connected/mobilg devices, e.g.

social
scenar
that p
(as de
intero

media, ovefzthe-top communications apps, workplace and productivity apps,

c. There are

ios involving interoperability of connected/mobile device applications with coud services
rovide-the back-end of those applications’ functionality. Furthermore, application |marketplaces
fined _in ISO/IEC 19944) are themselves cloud services of application capabilities type that
pberate with connected device applications. Device users and application developer} benefit from

interoperability where applications of any device platform can interoperate with cloud services offered
by other CSPs.

Things (10T) devices.

Examples of connected devices are mobile devices, e.g. smartphones and tablets and Internet of

Cloud service customer data (as defined in ISO/IEC 17788) can be cached, accessed and manipulated

via users’ connected devices, e.g. photos, text, instant messages, emails, notes, etc. accessed by
mobile devices such as smartphones and tablets. The caching, manipulating or otherwise accessing
cloud service customer data that takes place on the connected devices is fundamentally an
interoperability interaction.

Users might expect their cloud service customer data to be accessible as they move from one

device to another, independent of the device platform and the corresponding device application
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marketplace (as defined in ISO/IEC 19944). This means interoperability between connected device
applications and cloud services containing the cloud service customer data is needed.

— Connected devices can capture and upload cloud service customer data to various cloud services
using applications running on the device. Such cloud services are of “application capabilities type”.
The cloud service customer data can also be available to other applications on the original connected
device. These scenarios represent interoperability between applications and device platforms of
the connected devices on one end, and cloud services on the other. Such a degree of interoperability
can help prevent platform or provider lock-in.

— Users benefit where the applications available from the device application marketplace to
interoperate not just with device platform cloud services, but also with alternative cloud services
supportinpg functionality needed by those applications.

8 Cloud data portability

8.1 C(loud ¢ata portability types

Table 5 descrfibes the types of cloud data portability scenarios based on cloud capabilities types for
each facet of ¢loud data portability (see 5.2.2). Each cell at the intersection '0f'the rows and columns of
the table indi¢ates the clause where there is a description of what needs te’be taken into consid¢ration
for data portgbility between CSPs or between a CSP and CSC.

Table 5 — Cloud data portability types

Cloudldata Cloud capabilities types
portability facets Infrastructure Platform Application
Dat(asz i;)ctic 8.2.2 8.2.3 8.2.4
Datézlg;tic 8.3.2 8.3.3 8.3.4
D?g i}i)cy 8.4

Where the cohcerns of a cloud dataportability type are the same or very similar to another typ, they
have been collected into the sanfe-subclause.

8.2 Data syntactic portability

8.2.1 Genefal

c portability concerns itself with the format and encoding of data into suitable data

are-capable—ef beingtransmitted—to—and-decodedbyanothersystem—suehas4d cloud
service or a CSC’s system. To be portable, each artefact needs to be encoded using an interchange
format that can be decoded by the target system, which may involve transformation between formats.
Typically, the artefact is labelled with an encoding type, which might be indicated by a file extension or
MIME type. Examples are office document files, pictures and photos, comma separated values (CSV),
and XML files. A data artefact might itself contain other data artefacts encoded using the same or a
different format. Examples are a Zip file containing other data artefacts and a hierarchical file system
containing directories of data artefacts.

Where the target cloud service uses a data syntax that is different from that used in the source system
(whether an on-premises system or in another cloud service), data portability is still possible, but it
generally requires a transformation step to take place. For example, the source might be in XML, but the
target requires JSON. Such a transformation is generally possible and in some cases, can be performed
using widely available tools. Other cases can require a transformation tool to be built or configured.
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A system receiving data artefacts might be able to decode and examine the contents, but this does not
guarantee the content is understood in the context of the recipient. For that, the semantic facet of data
portability needs to be considered.

A cloud service can internally store and represent data how it sees fit, determined by implementation
decisions. Multiple cloud services offering the same functionality through identical, possibly
standardized, interfaces are under no obligation to internally store and structure data in the same way.
However, by using structured, commonly used machine-readable data interchange formats, data has a
higher probability of being portable between cloud services.

For the case of physical media used to transport data, syntactic data portability is needed if the physical
media are to be consumed properly.

8.2.2 | Data syntactic portability for infrastructure capabilities type cloud services

A cloudl service that supports the infrastructure capabilities type, such as laaS, allows a CS[C to provision
and uge processing, storage or networking resources. For example, this enables’a CSC to yipload virtual
machine images and data objects so that applications that run inside an instantiated viftual machine
can prpvide services to the CSC’s users.

The dqta artefacts thus relate to virtual machine images, file systéins, content stores, databases, etc.

Commpn packaging formats are particularly helpful for infrastructure data portability.
Open Virtualisation Format (OVF), Zip and tar. The detailed format of data objects contaif
packaging is often of little concern to the infrastructure capabilities type cloud service
a file qr data object can be stored on storage infrastructutre within a cloud service with
servicg having to know anything about the syntax and format of the data within the file or
is likelly that the content of such a file is only accessible by application components belong

The in
servic
and rq
reasor]
origin

frastructure data artefacts and the packaging and encoding formats that are suppor
b are typically documented in the cloud<service agreement. A cloud service is exped
ceive infrastructure artefacts in the‘one of the supported formats. However, fd

lly supplied to the cloud service,

Data p
infrast
are th
applic
cloud

covere

ortability has a close relatiptiship to application portability when discussing synta
ructure capabilities cloud'services, since aside from packaging, the artefacts under
e same. For example; a virtual machine image could be considered a data ar

bervices. Application syntactic portability for infrastructure capabilities type clo
d in 9.3.2.2 and\it is advisable to consider it in parallel with this clause.

8.2.3 | Data syntactic portability for platform capabilities type cloud services

A cloud service that supports the platform capabilities type, such as PaaS, allows a (

Examples are
ed within the
For example,
out the cloud
data object. It
ng to the CSC.

ted by a cloud
ted to deliver
r operational

s, a CSC might not receive back inffastructure data artefacts in the format in whijich they were

"tic aspects of
consideration
fefact and an

ition code artefactswith respect to syntactic data portability for infrastructure capabilities type

id services is

SC to deploy,

mana‘gi dnd run customer-created or customer-acquired applications using one or more

programming

languages and one or more supported execution environments.

This enables a CSC to upload applications, data stores and related artefacts and for them to be on the
target cloud service, so that the applications can be used by the CSC’s users. The data artefacts thus
relate to applications, either source code or compiled executables, the data stores that contain cloud
service customer data, such as databases or file systems and metadata to help assemble the artefacts
for execution. While many of the artefacts themselves are environment or platform-specific and thus
the formats are dictated by the platform, common packaging formats are particularly helpful for
platform data portability.

The platform data artefacts and the packaging and encoding formats that are supported by a given
cloud service are typically documented in the cloud service agreement. A cloud service is expected to
deliver and receive supported platform artefacts in the supported formats, however, for operational
reasons, a CSC might not receive back platform artefacts in the format which were originally supplied
to the cloud service.
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The syntax and format of data objects transmitted to a platform capabilities cloud service might be
dictated by the functionality of the cloud service. Platform capabilities cloud services can include
basic data storage facilities such as file or object stores; these can generally handle files and objects
containing data using any syntax and format. Other capabilities might include database services, which
can demand that supplied data is in very specific syntax and format. Capabilities such as runtime
platforms can also demand specific files with specific content, held in specific directory structures.

The architecture of the application dictates the options for data portability for platform capabilities
types. Data that is intimately bound to the application might not be possible to port without porting
the entirety of the application. This scenario is very similar to application syntactic portability and for
this reason, it is necessary to consider 9.4 in parallel with this clause. In other cases, it may be possible
to move the data artefacts containing the cloud service customer data independently of moving the
application.

8.2.4 Data pyntactic portability for application capabilities type cloud services

A cloud servi
to use applic
involves the
cloud services
acceptable.

e that supports an application capabilities type, such as SaaS, allows @CSC and it
:1tions provided by the CSP. Data portability for application capabilities-type cloud 5

ploading, either bulk, piecemeal or both, of cloud service custamer data for use
. A CSP should declare what data artefacts are supported and what packaging form

users
ervice
by the
hts are

All cloud serv
in one of the 3

The data art
applications.
variation in t

ice customer data that are uploaded by a CSC should be tetrievable and are expecte
dvertised formats.

efacts are application dependent and will vary\greatly given the variety of ¢
Even applications that deal with a similar preblem domain, such as CRM, can hay|
he data artefacts that reflect different features offered by different cloud servicg

many differept industry verticals for which cloud serwices are offered, such as finance, heal

retail and HR
to cloud servi

Unlike infras
commonly un
there may be
structure of t
as a data inter]
Schematron (
between a CS
application-sy

Even if comn]
able to conve
an organizati

means that there is often little in common between the data artefacts from cloud §
Ce.

derstood formats, such as MIME types for example. Even if a common format i

d to be

iverse
e wide
s. The
hcare,
ervice

fructure and platform data artefacts, application data formats are not necessarily in

used,
on the

extra syntactic rules, structural and grammatical, defined that further elaborate
he contents of the data artefact. Application-specific data formats are typically ex

ecific data interchange formats is essential.

on syntax‘formats are used, such as ASCII text files or CSV, those formats may
y all thessemantic information required by the cloud service. For example, repreg
bn’s employee directory data in an unstructured ASCII file may lose information as

the relationsh

ips.between people and departments can be expressed; this is a semantic data loss

essed

change format defined in languages that can convey more structure such as XML schemas,
see ISO/IEC 1975753 and UML. For data artefacts to be meaningful when porting data
C’s system and-a-eloud service and between cloud services, a mutual understangling of

not be
enting
not all
due to

using a format that cannot adequately represent the semantics.

When a CSC wants to switch to a different cloud service, the CSC needs to be able to take their data
artefacts from the original cloud service and move them to the target cloud service. The switching cost
will include exporting, mapping and importing the data into the target application capabilities type
cloud service and that cost is a function of how well the data models and interchange formats of the
two cloud services line up. Standardizing these interchange formats greatly reduces switching costs.
However, CSPs might not support exactly the same type of cloud service with identical data artefacts.
Therefore, not all the data artefacts exported from one provider might be required or supported by
another. Thus, there may be a loss of fidelity when porting the data. From the application standpoint, it
is the data artefacts and formats that benefit from standardization rather than identically functioning
and featured cloud services.
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8.3 Data semantic portability

8.3.1 General

Data semantic portability is data portability such that the meaning of the data model is understood
within the context of a subject area by the target system. A (logical) data model, sometimes called a
meta-model, expresses the data items, their names and their attributes, logical structures, relationships
and other constraints that are required.

Semantics concerns itself with concepts within a domain, their properties, terminology and vocabulary
and the structural relationships between them. Semantics also concerns itself with the correctness,
validity i ini jp/postcode is

X Q a
valid fpr the address provided. An example of completeness is data that says there are 10(J employees in

ne gdererminino ywnerne

Data nmjodels in a cloud computing context are dictated by the types of cloud seryice offeri
in the following subclauses.

hg as outlined

8.3.2 | Data semantic portability for infrastructure capabilities type cloud services

For infrastructure capabilities type cloud services, the domain ef\interest relating to ¢lata concerns
compute, storage and networking metadata, typically to enable thejmigration of VMs and Workload data.

The d4
typica
conter
CSC ar
concer
cloud s

8.3.3

For pl
install
and m
held in

In mog
servic
platfoq
be use
some

data m
servic

ta artefacts thus relate to virtual machine images, file systems, content stores, data

t of these data artefacts, since the data artefact®are processed by applications be
d not by the cloud service itself. The only case:where the semantics of the artefact
n to the cloud service relates to program images intended for execution in a comp
ervice, which is addressed under application portability in 9.3.

Semantic data portability for platform capabilities type cloud services

htform capabilities type cloud(Services, the data models concern applications ij
ed. This includes artefacts related to application code, either source code or compilg
etadata to help assemble\the artefacts for execution. There is also cloud service g
data stores, such as databases or file systems and object stores.

t cases, the semantics of the cloud service customer data is not of direct concer
b itself since the data is typically processed by application code belonging to the
m capabilitiés.type cloud services can include sets of services and some of these g
d by the ¢Joud service customer applications. In this case, the services can end
f the cloud service customer data and if this is so, the semantics of the cloud ser?
atters'greatly. It is necessary for the semantics of the data to match that expected b

bases, etc. Itis

of infrastructure capabilities type cloud servicesaot to have concerns in relation t¢ the semantic

onging to the
5 are of direct
ute capability

itended to be
d executables
ustomer data

n to the cloud
LSC. However,
ervices might
Ip processing
Fice customer
y the relevant
SC to address

psOr else unexpected results are likely to occur. It is likely to be necessary for the (

any differences between the semantic expectations of the services used and the senhantics of the

original cloud service customer data.

For application code artefacts, semantic considerations are explored under cloud application portability
for platforms in 9.4.

8.3.4

Data semantic portability for application capabilities type cloud services

In the case of application capabilities type cloud services, the application code of the cloud service
operates directly on cloud service customer data. As described in 8.2.4, the domain concepts and data
model are dictated by the application itself. It is necessary for the CSC to have a thorough understanding
of the semantics of the data used by the cloud service application and to ensure that cloud service
customer data supplied to the application has the necessary semantics. A data model of an application
domain is defined by exploring the concepts within the domain, their properties, terminology and
vocabulary and the structural relationships between concepts. When examining and comparing data
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artefacts from non-cloud applications and/or from cloud services with a view to porting data between
them, Table 6 contains a non-exhaustive list of considerations that apply.

Table 6 — Example considerations for alignment of application semantics

Topic Considerations

What are the domain
concepts covered by an
application?

— A cloud service that offers email services has the concepts of email address,
sender, recipient, subject, body and attachments, together with the ability to
organize emails into folders.

— A photo sharing cloud service has the concepts of photos and photo
collections or albums.

— Ahuman resource cloud service has departments, employees and repot
hierarchies.

ting

When compar
applications,
domain conce
each other?

ng two
e the
ts similar to

email address, however, some services do not offer a traditional folder/sub
folder way of organizing emails. Therefore, this information may‘get lost u
the concepts are mapped, such as folders mapped to labels,

— Email services will be expected to have the same concept of an émail ald an

less

When compar e the
applications, i$ the
vocabulary reglly

equivalent in theaning?

ng two — Is apicture identical to a photo? Is a record in a healthcare cloud servic

same as a record in a music service?

When compar|ng the models
of two applications, are
the terms used for each
concept equivalent? Are

— Iftwo cloud-based photo sharing services use the term photo, is that te
being used for exactly the same concept, e.glis the metadata, location, ISO
sensitivity setting, etc. included or not?

erms

they synonym|
being used for]
concepts?

5 or are terms
very different

— Itis possible for different photo sharing cloud services to use different
for the same concept. For example,.0one service uses the term “photo”, whilg
other uses the term “picture”.

the

When compar
of application,
ships between

ng the models
are relation-
the concepts

equivalent or dlifferent?

— One cloud-based HCM seérvice could have the concept of a dotted line
relationship between twdemployees, to express a non-managerial relation
whereas another cloud*based HCM service may only allow direct manageri
reporting relationships to be expressed.

— This coulddeadto loss of information when porting data between
applications:that differ in this way.

Khip;
nl

When compar
of application,
tions/typolog

ng the models
are classifica-
es equivalent?

— Concepts can be classified into various groupings based on the domain

When compar omain
models of app
are constraint

equivalent?

ing the
ication,
s and rules

-+ )Items in a data model can have restrictions placed by constraints and d
rules; the constraints can differ between different cloud services.

Concepts, vodabulary and relationship between concepts are vital to the understanding of a domain
model and in|understanding, any differences between applications, whether in non-cloud or iy cloud
services. If semantic data portability is to occur between applications, there is a need to have a mutual
understating of the domain model(s). The use of semantic languages, such as OWL and Resource
Description Framework (RDF) and modelling notations such as UML and Business Process Management
Language (BPML), are tools that can be used to document a shared understanding. It is common for
modelling tools that support notations like UML and BPML to define interchange formats that can be
used at the syntactic data portability layer. As well as generic languages to express domain models,
various vertical application areas have defined specific semantic models, e.g. life sciences?).

Where the semantic models of the source and the target of data portability differ, then there is a need
to perform some kind of semantic mapping between the source data and the target data. This mapping
process might be straightforward or highly complex depending on the nature of the differences between
the semantic models.

2) https://www.w3.org/wiki/SemanticWebForLifeSciences
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8.4 Data policy portability

Data policy portability is defined as the ability to transfer data between a source and a target while
complying within the legal, organizational, and policy frameworks applicable to the source and
target. This includes regulations on data locality, rights to access, use and share data, and mutual
responsibilities with respect to security and privacy between a CSP and a CSC. It also includes any
enterprise policies, particularly of the CSC.

Table 7 is an exemplary list of topics to be considered.

Table 7 — Example considerations for data policy portability

Topics Considerations

Data ulse rights

a) Verify that the proposed data port complies with any licenseres
may be in place, such as:

1) audio/visual media licensed from a commercial centent proy

2) mapping or other commercial data licensed frony'a data proy

trictions that

ider;

ider.

a) Verify that the target cloud service to be used meets legal requifements for
handling the data being ported, such as:

1) Certified for handling health data;

2) Meets required privacy standards or regulations, e.g. ISO/IEC 27001 with
ISO/IEC 27018;

3) Meets government procurément rules.

Servicp use rights

a) Verify that the target cloud service stores data in appropriate jyrisdiction(s)
to meet organization/customer/regulatory requirements and obligations.

Data lgcation

a) Verify that the target‘service processes the data in appropriate jurisdiction(s)

to meet company/custemer requirements and obligations.

Procegsing location

a) Verify that any\third-party processing is well-understood and that the third
party also meets,the requirements and obligations, and will continpe to do so.

Third party processing

a) Verify whether the porting of data changes the applicable jurisfliction(s)
from that«of'the source system and investigate any legal consequefces of any
such change.

Jurisdiction

Contrdct a)(‘Take appropriate legal advice.
b). Keep and maintain appropriate audit trails.

¢) Understand any contractual limitations that exist in relation to[the data
being ported.

a) Verify that the target environment provides the necessary secufity and
privacy controls to meet the policies of the CSC with respect to the data being
ported.

Security and privaey.

These [considerations in Table 7 are applicable across cloud services of all capabilities typgs.

8.5 Considerations for cloud data portability of “cloud service derived data”

Cloud service derived data is the class of data objects under CSP control that are derived as a result of
interaction with the cloud service by the cloud service customer (see ISO/IEC 17788). An example of
cloud service derived data are logs of user interactions with the cloud service.

There can be many types of cloud service derived data and not all of those types are portable. One
main reason for classifying this type of data is to emphasize that it may have different portability
characteristics from that of cloud service customer data and cloud service provider data. A pair of CSC
and CSP can agree on data portability requirements in any way that suits their needs, however, it is
typically the case that CSPs do not make all cloud service derived data portable for a number of reasons,
both technical and business related. Examples of such reasons are the data not being relevant to the
CSC or the data containing derived data from multiple CSCs and not being possible to be shared while
respecting the privacy and confidentiality of all CSCs. Table 8 contains some considerations.
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Table 8 — Example considerations for cloud data portability of cloud service derived data

Topics

Considerations

Extract and erase

— Unlike cloud service customer data, which is assumed to be portable and
erasable under the CSC’s control, the ability to extract cloud service derived data
from the system for use by the CSC or to enable erasure of some cloud service
derived data by the CSC is likely to need careful control and is subject to
agreement between the CSC and CSP.

Regulations

— Regulations can apply to some types of cloud service derived data. For
example, some types of log information might have to be retained for a
specified period and cannot be deleted.

Categorization

— The detailed r‘afpgnr‘i7nfinn of cloud service derived datain the taxonao y

defined in ISO/IEC 19944 is intended to support the definition of the cloud
service agreement between the CSC and CSP. This data categorization canje
utilized when CSPs and CSCs engage in defining the portability requiremerits of
cloud service derived data. In such cases, the agreement may reference spefific
sub-types of derived data in the portability discussions and agreéments.

Scope

— Cloud service derived data has potential meaning outsidée-the cloud seryice
(otherwise, it would fall under the categorization of cloud service provider|data)
and the CSC may wish to access some data categories®f derived data, or to
request erasure of some categories of derived datas

Other requirements

— Other cloud computing standards, notably ISO/TEC 27017 and ISO/IEC 27018,
contain requirements in relation to the availability to the CSC of certain types of
cloud service derived data.

Aggregation

— Cloud service derived data collected by a CSP is sometimes aggregated with
that of other CSCs and in many casesis de-identified to remove PII. In such
circumstances, providing the dataxecords specific to a CSC and its users is
technically challenging and adds\risk to the confidentiality of other tenanty.

Data minimizdtion

— Making some types of cleud service derived data available to the CSC cquld
interfere with data minimization policies designed to protect privacy and
confidentiality. These policies dictate shortened data retention periods,
de-identification of data and erasure or masking of records not needed to
provide the cloud.sérvice. Removing these policies across all types of cloud
service derived data to permit future access or erasure by CSCs is often
unacceptable,

Challenges

— There are circumstances, such as CSC access to log files, where the proyision
of certain‘categories of cloud service derived data specific to the CSC is an
important requirement. However, the technical challenges and risk of
confidentiality and privacy to other tenants means provision or erasure of these
types of cloud service derived data that needs to be explicitly defined and dare-
fully controlled.
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Table 8 (continued)

Topics

Considerations

Analytics

— CSPs could run data analytics algorithms on cloud service customer data. The
results could also be combined with cloud service derived data collected as the
user interacts with the capabilities of the cloud service(s). Such a combination
should still be treated as cloud service derived data but it might have lost
relevancy to a given CSC. Such a combination could generate cloud service
derived data that can be the basis for offering additional new insights to the CSCs
and their users about their data via new features or improved capabilities of the

cloud service(s). In many such cases, the cloud service derived data

create the new and improved capabilities and feature set of the cloud service, but

is used to

es of cloud

bazatcalfar ic ol ol ba ncafilio s CCC Thapafora thaca ES X
Dy TeSerTeTss Cry oSttt eSO T R ETOT e T e S C-Cate ot

service derived data might not be portable.

Graph

data

— Some applications develop social graph data that relate to.cloud
and other artefacts that are stored in the corresponding cloud servj
data are unlikely to be portable as they are highly cloud|service im
specific and combine cloud service customer data and-cloud service

from multiple users and other sources. The portions of the data tha]: are

meaningful outside the social graph and are part of cloud service c
data are normally available to the CSC.

service users
ice. Such
blementation

derived data

stomer

PII

— Care needs to be taken not to compromise PII of a data subject :
of other associated data subjects when porting cloud service derive

1s well as that
d data.

Given
a case
servic

the above considerations, the portability of cloud serviee derived data is typically
by case basis. Ultimately, the decision is made bythe CSCs and CSPs and is capturg
e agreement between the two parties. Once the' types of cloud service derived ¢lata artefacts

available to the CSC are agreed, the issues regarding:data portability are as described abq

9 C(loud application portability

9.1 ¢

Table

facet d
cloud 4
clause
cases,
cloud s

Cloud application portability types

) describes the types of cloud application portability based on cloud capabilities
f application portability-"Each cell at the intersection of the rows and columns of]
ipplication portability.type and it is described in the indicated subclause in this dg
describes what needs to be considered for the porting of the application. Noticq
there is a need t0 differentiate between application portability from non-cloud dg
ervices as oppaséed to cloud service to cloud service scenarios.

ronsidered on
d in the cloud

ve.

ypes for each
the table is a
cument. Each
that in some
ployments to
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Table 9 — Cloud application portability types

Cloud capabilities types
Cloud application Infrastructure Platform Application
portability facets Non-cloud to Cloud to Non-cloud to Cloud to Non-cloud to | Cloud to
cloud cloud cloud cloud cloud cloud
Application
syntactic 9.3.1.2 9.3.2.2 9.4.1.2 9.4.2.2
(5.2.3.2)
Application
instruction 9.3.1.3 9.3.2.3 9.4.1.3 9.4.2.3
(5.2.3.3)
Appllcatllon
metadata 9.3.1.4 9.3.2.4 9.4.1.4 9.4.2.4
(5.2.3.4)
Application
behaviour 9.3.1.5 9.3.2.5 9.4.1.5 9.4.2.5
(5.2.3.5)
Application policy 9.3.1.6 9.3.2.6 9.4.1.6 9.4.2.6 9.6
(5.2.3.6) . 4.1, 4.2. 9.6

Cloud applicafion portability is the ability to migrate an application from one cloud service to apother
cloud service|or between a CSC’s system and a cloud service. For the purposes of this document, the
application infcludes the collection of instructions and/or interhal data needed to implement that

application.

“Internal datp” in the above description references the.data tightly associated with the software
code/instructlion, according to the design of softwarez Configuration or settings data would|be an
example of syich internal data. It is in contrast to‘external data, for example, a Joint Photographic
Experts Group (JPEG) photo file that a photo editing app would open is considered external data, but
the workflow]|settings for that same application\wduld be internal data.

9.2 Considerations for cloud application portability

When porting applications from one environment to another, there are some high-level considefations

as shown in Thble 10.
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Table 10 — Example considerations for cloud application portability

Topics

Considerations

Understand the overall or
business objectives for
porting the application.

— In some cases, the move is for technical reasons such as lack of support in the
old system, but in most cases the move likely includes business reasons such as
the provision of new business capabilities that the new environment provides. It
is also likely that there are many objectives in moving to or from a cloud service
and these objectives inform the decisions that are made in this port. For example,

if the application is being ported to a cloud service to support new

business processes, e.g. mobile device support, machine learning capabilities

etc., it is likely that some re-write of the application is necessary to

achieve these

objectives, although such changes go beyond the scope of application portability.

Define
“applid

what is meant by the
ation”.

— Business or end users may define the application by the busine
functionality that is provided to them. Whereas the technical defin
application may encompass much more business functionality, as W
related services such as security, access control or other applicatio
provide data or services that are essential for the operation of the
Defining the application artefacts and the associated-service depen
defined in 6.2, is an essential first step when porting the applicatio
environment.

S
tion of the
ell as many
s that
pplication.
dencies, as
h to a target

Decon
into it

pose the application
elements.

— Once the application artefacts and its asseciated dependencies
it is possible to decompose them into a sef of elements that each ne
appropriate handling as part of the appli€ation porting process. De

hre identified,
bd
pending on

the nature of the artefacts and the target environment, this step mjght be

difficult or very easy. For example, if-an application consists of thre
machine instances and it is only the machine instances that are bei
the decomposition could be very'straightforward.

e virtual
hg ported,

Under
depen

stand the application
lencies.

— The complexity of the application itself can be an issue, but of g
consideration is its set of'dependencies, including the usage of othe
applications. Some applications cannot be easily removed from the

Feater
' services and
r complex

set of dependencies which can include services such as security and access, data

which is shared-by other applications, other applications themselvg
other services which were assumed to be available when the applic
originally conceived such as internal networks, console screens, pr
on. Decisions need to be made about what to do with each of the de
for exaniple, whether to port them as-is or whether to replace them
equiyalent capabilities available from the cloud service provider.

s and many
Ation was
nters and so
bendencies,
with

Port, b

uild or buy.

— A big reason to move to a cloud platform service is to use those
the platform provides. For many CSPs, additional services are being
continually, so it is likely to make economic sense to alter the applig
to take advantage of these services to reduce the application maint
required and to quickly avail the application of these new cloud ser]
cases, services such as mapping, mobile device support, big data an
others can provide business benefit and be very easily added to the
Some of these cloud platform services, such as identity and access s
best not considered in just the scope of one application, butin the s

services that

y added

ation

enance

vices. In many
alysis and
application.
ervices, are
Cope of the

111 H £ 3 lite, ot 2| | FEE P rs o dicrs
OveTam oTSTIICSS TunCTIoTIarity 1o provIiaCsST It S T poT tarrc cO—aTS Ity

Llish between

the porting of existing application capabilities and the extending and

modifying of the application to encompass new or extended

capabilities. Application portability strictly applies only to the first of these pro-
cesses, although it is often the case that in porting to a new and richer environ-
ment, advantage is taken to extend the application at the same time.

The application portability facets describe the requirements that all need to be met for application
portability to be successful. Each of these facets has a number of items that may need to be considered
in particular portability scenarios. An explanation of these considerations is outlined in the Table 11.

The considerations presented in Table 11 are applicable to the cloud application portability topics in
Clause 9. Further details specific to each sub-topic is discussed in the corresponding subclause.
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