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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

0.1 Overview

The ISO/IEC 19770 series for information technology (IT) asset management (ITAM) addresses both
the processes and technology for managing software, hardware, and related IT assets. Because IT is an
essential enabler for almost all activity in today’s world, the ISO/IEC 19770 series integrates tightly into all
of the IT functions. Hardware identification (HWID) tags have the capacity to assist in other management
functions outside the scope of financial-focused or compliance-focused ITAM processes. From a technology
perspective, ITAM standards for information structures provide the data interoperability of software and
hardware management data, and the basis for many related benefits such as more effective security in the
management of software and the authentication of hardware. ITAM standards for information structures

also facilita
hardware f]

0.2 Purpd

This docunj
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configurat
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computing

HWID tags
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service tha

b

tesignificant automation of 1T functionatity, Sucit as {Improved autientication of 50
pr automated exposure of identification and mitigation.

se of this document

entis an International Standard for HWID tags. The hardware identificationtag is a st
ire containing hardware identification information about a hardware-product and/orx
n of multiple hardware products that supports new and automated managemen

same HWID tag product information may be accessible through-other means depen|
device being managed.

are created by a HWID tag producer, for example, a hardware manufacturer who dg
hardware. HWID tag data is utilized by HWID tag consumers, for example, an inven
F collects information from a physical or virtual device for a variety of purposes.

ftware, and

andardized
the system
r functions.

rmation provided in the hardware identification tag structure,i$§ often provided in an XML data

ding on the

bvelops and
tory tool or

This document has been developed to facilitate automation of IT processes through the use of hardware

identificati

bn tags and for applications which use these tags, for the purposes of inventd

configuratipn management, hardware security, or.logistics. This document includes informg

facilitates |

to create,
specialist

uman understanding (such as model and colloquial version name), but it is unrealist
anage, and use hardware identification tags without the use of automated capabilitig
generalized tools. The extent to.which such capabilities are provided by specialist

products, open-source-type products, or platforms themselves, depends on market development

This document supports IT asset mardagement processes as defined in ISO/IEC 19770-1. This d
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ISO/IEC 19
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ed to work together with other parts in the ISO/IEC 19770 series, including 1SO/IH
770-3, ISO/IEC 19770-4, and ISO/IEC 19770-5, which are International Standards f
bn, entitlement, resource utilization measurement, and overview/vocabulary.

ent providesa cemmon set of terms and associated transport format to facilitate the n
hare. The intended benefits include easier demonstration of proof of ownership, imp
ht, and improved security.

e, ah additional benefit of having a standard for describing hardware components is t

the norma
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ization by industries of names for, and the details of, different types of hardware.
n {Zation an un ndin MInoIogy. s i thi

s document

lexicon is critt
should form a part of that lexicon over time.

Hardware identification tags can benefit all stakeholders involved in the development, manufacturing,
distribution, deployment, installation, and on-going management of hardware. Key benefits associated with
hardware identification tags include the following.

a)

The ability to consistently and authoritatively identify hardware products that need to be managed for

any purposes of inventory control, configuration management, hardware security, or logistics or for the
specification of dependencies. Hardware identification tags provide the meta-data necessary to support
more accurate identification than other traditional hardware identification techniques.

© ISO/IEC 2024 - All rights reserved
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b)

f)

g)

h)
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The ability to identify groups of hardware products in the same way as individual hardware products
(e.g., components and modules within a single system), thus enabling entire groups of hardware
products to be managed as a system with the same flexibility as individual products.

The ability to automatically relate installed hardware with other information such as repair installations,
configuration issues, maintenance agreements or vulnerabilities.

The ability to facilitate interoperability of hardware identification between different hardware
manufacturers, different hardware platforms, different IT management tools, and within hardware
manufacturing, as well as between HWID tag producers and HWID tag consumers.

The ability to facilitate automated approaches to hardware inventory, using information both from the
hardware identification tag and from the software identification schema as specified in ISO/IEC 19770-2.

The abllity to provide a comprehensive information structure that identifies different entitie;ls, including

hardw
entitie

managgment of the product on an on-going basis.

re manufacturers, packagers, distributors external to the hardware consumer, as well as various
$ within the hardware consumer, associated with the system configuratiod,|installation, and

The abjlity to establish trust through the optional use of digital signaturesy‘organizations creating

hardw
from a

ire identification tags, the ability to validate that hardware identification is authorjtative, and
trusted source.

The opportunity for entities other than original hardware manufacturers (e.g. independent groviders or
in-houge personnel) to create non-authoritative hardware identification tags for legacy hardware, and/
or for Hardware from other manufacturers who do not provideshardware identification tags themselves.

Annex A coptains the XML schema document for HWID tags; Afinex B provides a UML diagram df the HWID

tag schemaf Annex C provides sample HWID tags.

© ISO/IEC 2024 - All rights reserved
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Information technology — IT asset management —

Part 6:
Hardware identification tag

1 Scope

This docunjent provides specifications for a transport format which enables the digital encapsul;
data. This document refers to an encapsulation of hardware identification (HWID) data das a HW
as ISO/IEC 19770-2 refers to software identification (SWID) tags for software identification.

This docunment applies to the following.

— Tag producers: organizations that create HWID tags for use by others inthe market. A tag p1
be parfofthe organization creating the hardware or a third-party organization. These organi
be broken down into two major categories.

Depice or componentproviders: entitiesresponsible for the manufacturingorcreation of th
deyice and/or associated operating system, virtual envirohment, or application platfori
providers which support this document can additionally provide tag management capab
leviel of the platform or operating system.

Ta
tog
tog
th(
ha

b tool providers: entities that provide tools toyereate hardware identification tags. F
Is within development environments that,generate hardware identification tags, or
Is that can create tags on behalf of the‘installation process, and/or desktop manag
t can create tags for underlying hardware, virtual machines, or platforms that did nd
e a hardware identification tag.

— Tag comsumers: tools and/or organizations who utilize information from HWID tags are b
into the following two major categories.

De
ph

Vice or component consurmers: entities that purchase, install, integrate, and/or other}
ysical or virtual hardware or components.

IT
ha
ind

discovery and processing tool providers: entities that provide tools to collect, store, ¢
"dware identification tags. These tools may be targeted at a variety of different marke
luding seelirity, asset management, and logistics.

This docunjent deals only with hardware device or component identification.

This docuqlent does not detail information technology asset management (ITAM) processes r

htion of this
ID tag, just

oducer can

zations can

ehardware
mn. Platform
lities at the

br example,
nstallation
bment tools
t originally

oken down
ise deploy
ind process

t segments,

equired for

discovery and management of hardware (which 1s provided in ISO/IEC 19/770-1) soItware 1identit

cation tags

(as defined by ISO/IEC 19770-2), entitlement tags (as defined by ISO/IEC 19770-3), or resource utilization

measurements (as defined by ISO/IEC 19770-4).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
requirements of this document. For dated references, only the edition cited applies. For undated
the latest edition of the referenced document (including any amendments) applies.

constitutes
references,

ISO/IEC 19770-2, Information technology — IT asset management — Part 2: Software identification tag

ISO/IEC 19770-3, Information technology — IT asset management — Part 3: Entitlement schema
© ISO/IEC 2024 - All rights reserved

1


https://iecnorm.com/api/?name=65cd9c678d30caa190ed0764f75995d4

ISO/IEC 19770-6:2024(en)

ISO/IEC 19770-5, Information technology — IT asset management — Part 5: Overview and vocabulary

RFC 39861,
RFC 75152),

Uniform Resource Identifier (URI): Generic Syntax
JSON Web Signature

XML Signature Syntax and Processing Version 1.1, W3C Recommendation 11 April 2013 https://www.w3
.org/TR/xmldsig-corel/

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the pui
apply.

ISO and IE(
ISO On

IEC Ele¢

3.1.1
dynamic a
element of

3.1.2
HAM
hardware 3
coordinate

Note 1 to en

3.1.3
HWID cres
entity that

Note 1 to er
relates, in W
a separate o
created for 4

3.14
HWID sche
hardware |
informatio
informatio

I structure containing a digital description of a hardware component and its

poses of this document, the terms and definitions given in ISO/IEC 19770-5 and th

maintain terminology databases for use in standardization at the following:addresseg

ine browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

ftribute
h HWID tag that may change over the life of the product,oxare defined after creation

sset management
1 activity of an organization to realize value from hardware assets

ry: Hardware asset management is a specialization and sub discipline of IT asset.

tor
nitially creates a HWID record

try: This entity can be part.0f the organization that manufactured the component to whic
hich case the HWID creatoy‘and component manufacturer are the same. The HWID creatoy
rganization or third party unrelated to the manufacturer (such as in the case where HWID|
xisting hardware components by an operating system or a tool deployed by the device owner

bma
Hentification schema

e following

«

h the record
can also be
records are

).

associated

3.1.5

legacy hardware
hardware originally created without native information structures

1) https://www.ietf.org/rfc/rfc3986.txt.

2) https://tools.ietf.org/html/rfc7515.
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3.1.6

software identification tag

SWID tag

information structure containing identification information about a software configuration item.

[SOURCE: ISO/IEC 19770-5:2015, 3.40, modified — At the end of the definition, "which may be authoritative
if provided by a software creator” has been removed.]

3.1.7
static attribute
element of a HWID that do not change over the life of the product or are defined at creation

3.2 Abbreviated terms

Ent software Entitlement schema, Entitlement schema
GUID globally unique identifier

HAM hardware asset management

HWID hardware identification

IETF internet engineering task force

ITAM information technology asset management

JSON javascript object notation

OEM original equipment manufacturer

regid registration identifier

SAM software asset management

SKU stock keeping unit

SWID software identification

UNSPSC united nations stafidard products and services code
URI uniform resource identifier

URL uniform resource locator

W3C World'Wide Web Consortium

XML extensible markup language

XSD XMI, schema document

4 Conformance

4.1 HWID tag conformance

A hardware identification tag is in conformance with this document if the tag data structure meets all the
requirements specified in this document.

© ISO/IEC 2024 - All rights reserved
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4.2 Application conformance

Application conformance incorporates both syntax and semantics.

A conforming tag consumer shall not reject any conforming HWID tag.

A conforming tag producer shall be able to produce HWID tags conforming to this document.

A conforming tag consumer shall treat the information in HWID tag in a manner consistent with the

semantic definitions given in this document. An application’s intended behaviour shall not require that
application to process all of the information in a HWID tag. However, the information that it does process
shall be processed in a manner that is consistent with the semantic definitions given in this document.

(XSD)
thatis

4.3 Plat

A platform
enumerate
retrieved f1

sed for a HWID tag and process information provided in older versions of HWID tags
onsistent with that version of the XSD.

orm conformance

is in conformance with this document if it provides a programmatie interface to ad

om a file storage environment on a specified device.

5 Intergperability

5.1 Ovel

This clause
and are deg
component

5.2 Harg

The unique
ways, as lo
global uni

view and key design decisions

explains the essential nature of HWIDs, and how(the different types of HWID recordsg
igned to provide for interoperability of creatien and usage by all parties involved wit
data.

Jware identifiers - <hwidID>

identifier for each HWID is the <hwidip>. This is a GUID which may be formed
hg as global uniqueness is achieéved. A 16-byte GUID shall be used for this field - th
eness without a significant amount of overhead for space. These GUIDs should be ger

q
fashion corrpliant to ISO/IEC 9834¢8;

For hwidID

This ID shd
that the <n
symbol):

regid + pro

if use of a 16 byte<GUID is not possible, a text based globally unique ID may be consty

uld include a tinique naming authority for the <entcreator> and sufficient additi
id1d> is uniqué for the entitlement. This can look as follows (+ is used as a string col

HuctNaime + version + edition + revision + ...

A conforming tag consumer should, when necessary, be able to identify the version of the XML schema

namanner

d, retrieve,

and remove HWID tag data and/or if it provides support for HWID-tags to be stgred on and

interrelate
h hardware

n different
is provides
nerated in a

ucted.

nal details
ncatenation

5.3 Use

CASE UOVETVIEW

There are a number of basic use cases which can be supported by the definitions contained in this document.
Note that the HWID merely records the state of an artifact at a certain point in time. For example, a HWID
represents a specific piece of hardware, in a specific location, with a specific owner at a specific point in
time. To transfer hardware to another organization, it is not sufficient just to create transfer transactions
recording a change in ownership and location using HWIDs; rather, compliance with the necessary terms

and conditi

ons (e.g. of the hardware maintenance) for the transfer is required.
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5.4 HWID type

5.4.1 General

The main use cases supported by the HWID specification are provided in Table 1. Each provides a short
explanation of how it is implemented.

The type of HWID is defined by the value hwidType.

Table 1 — hwidType values

Primary Thisisthe “base” HWID fag foran asset, rnprncpnfing the primnry attributes of the hard-
ware being identified.

System A tag establishing relationships between one or more primary and/dr\system tags for
a given system. This is useful for connecting peripherals to a PC, virtual mpchines to a
physical host or multiple systems together in a cluster.

Supplemential Supplemental tags are designed to provide additional infornfation to either| primary or
system tags.

5.4.2 Isspance of a primary HWID

Issuance offa primary HWID is the 'base’ HWID type. It is expected that primary HWIDs should be issued
by the harflware manufacturer, who should be able to provide authoritative information reldting to the
hardware’s| details. HWIDs may also be issued by third party suppliers but would be consid¢red a non-
authoritatiye tag. This may be necessary if manufacturers do/not supply HWIDs, such as to ¢ncapsulate
legacy hardware which had no associated HWIDs, etc.

Primary HWID tags are implemented by creating a HWIDyof <hwidType> = 'Primary’.

5.4.3 Adding information to a primary HWID

End-user ofganizations and third parties may“wish to add information to a HWID, e.g. order information,
entitled entities and or user configured identifiers.

Information is added to a HWID tag by creating a HWID of <hwidType> = 'Supplementall|, and with
<supplemental HIIDType> = 'InfoAdded' which specifies a <linkedToPrimaryhwidID> equal to the <hwid1D>
of the primpry HWID which is to be'extended.

Example of|la primary HWID;

fabrikam.dom MightyPCYAAA.HWID

<HWID
HWIDId="AAA"
hwidTyjpe="PBPrimdary”

Example of|lalinked supplemental HWID:

reseller.com MightyPC BBB.HWID
<HWID
HWIDID="BBB"”
hwidType="Supplemental”
supplementalhwType="InfoAdded”
<Link>
linkedToPrimaryhwidID="AAA"
</Link>

5.4.4 Archiving a primary HWID

The purpose of archiving is to remove HWIDs from active use, so that they are no longer valid for hardware
management purposes. This is appropriate, for example, for hardware that is no longer being used by the
organization and which is no longer required to be tracked as an asset.

© ISO/IEC 2024 - All rights reserved
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The archive functionality is implemented by creating a supplemental HWID of type = ‘'Archived', this
identifies the <hwid1p> of the HWID which is to be revoked in <1inkedToPrimaryhwidID> attribute.

5.4.5 Issuance of a system HWID

Issuance of a system HWID combines multiple primary HWIDs into a logical grouping of an entity
that is treated as a single instance. It is expected that system HWIDs should be issued by the hardware
manufacturer, who should be able to provide authoritative information relating to the hardware details
during the manufacturing or assembly process. System HWIDs may also be issued by third party suppliers
or system integrators as non-authoritative tags. The issuance of non-authoritative system HWIDs may be
necessary if manufacturers do not supply system HWIDs.

System HWID tags are implemented by creating a HWID of <hwidType> = 'System'.

5.4.6 Adding information to a system HWID

End-user ofganizations and third parties may wish to add information to a system HWID, e.g.|addition of
additional information about the system.

Information is added to a HWID tag by creating a HWID of <hwidType> =, ‘Jsupplemental], and with
<supplemental HWIDType> = 'InfoAdded' Which specifies a <linkedTosystemhwidID> equal to the <hwidID>
of the primpry HWID which is to be extended.

Example of|la system HWID:

fabrikam.dom MightyPC BBB.HWID
<HWID
hwidIQ="BBB”
hwidTyjpe="System”
<Link>
linKedToPrimaryhwidID="AAA"
</Link

Example of]|a linked supplemental HWID:

reseller.dom MightyPC CCC.HWID
<HWID
hwidIQ="CCC”
hwidType="Supplemental”
supplgmentalhwType="InfoAdded?
<Link>
linkedToSystemhwidID="BBB”

5.4.7 Ar¢hiving a system WID
The purpoge of archivingis to accomplish one of the following two goals.

— Removg systeni HWIDs from active use, so that they are nolonger actively used for hardware njJanagement
purpoges. This*would be appropriate, for example, for hardware that is no longer being used by the
organitation‘and which is no longer required to be tracked as a system.

— Remove system HWIDs where the makeup of the system has been altered sufficiently enough where it
makes more sense to reissue a new system tag. At this point a new system tag may be generated.

The archive functionality is implemented by creating a supplemental HWID of type = 'Archived', this
identifies the <hwid1p> of the HWID which is to be revoked in <1inkedTosystemhwidID> attribute.

5.4.8 Systems of systems

As system tags define groups of hardware assets that logically belong together, system tags may also be
used to link together logically grouped systems. For example, a data center server can be represented by a
system HWID tag containing the server computer, the storage medium it uses, and a power supply. It may
also be beneficial to think of the entire rack as a single unit of systems that includes multiple data center
servers, a top of rack network switch, the rack itself, and all cables used to interconnect the systems.
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A system of systems is described by creating a new HWID tag of hwidType="Systen”, and then using the
linkedToSystemhwidID attribute to connect multiple system HWIDs.

Example of a primary system HWID:

reseller.com MightyPC ZZ.HWID
<HWID
HWIDID="2Z2Z"
hwidType="System”
<Link>
linkedToSystemhwidID="XX"
</Link>
<Link>
linkedToSystemhwidID="YY"
</Link>

Example of]a subsystem HWID 1:

fabrikam.dom MightyPC XX.HWID
<HWID
HWIDIg="XX"
hwidType="System”
<Link
linKedToPrimaryhwidID="AAA"
</Link>

Example of]a subsystem HWID 2:

fabrikam.dqom MightyPC YY.HWID

<HWID
HWIDIG="YY"”
hwidTyjpe="System”
<Link
linkedToPrimaryhwidID="CCC"”
</Link>
<Link

5.5 Supplemental HWID types

If a HWID has a type of “Supplemental”, thein'specific use is defined by the value ‘supplementa] HWIDType’.
Suggested values are given in Table 2. As.per the definition of “supplementaluwIiDType” in 7.8.8, if is possible
to define additional values.

This additipn of additional values into supplemental HWID tags should only be done when gpecific use
cases absolutely require the additional values to be contained within the HWID tag structure, aq there is no
common understanding of the'definition for these additional values.
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Table 2 — supplementalHWIDType values

InfoAdded

ent data values are added for the same element or attribute (whether in th
different supplemental HWIDs), then the interpretation of that data, i.e.

or changed values should be revoked - see below.)

This supplemental record is to add information to an existing primary HWID. If differ-

precedence, is not specified by this document. (Supplemental HWIDs with incorrect

esameorin
the order of

Archived

This supplemental HWID archives an existing HWID.

or <linkedToSystemhwidID> attribute.

HWID is archived.

Ifthe <hwidID>indicated in the <linkedToPrimaryhwidID> Or <1ink@d®bSys
attribute is not of <hwidType> “Supplemental” then that <nwidip3-andall s
HWIDs associated with that <hwidID> are to be considered@xchived.

The primary reasons that a HWID would be marked archived are:

The HWID referenced needs to be replaced because of incorrect
information. Instead of adding the information with an InfoAdded
HWID is archived and reissued.

The hardware or system described by-the' HWID referenced has be
from inventory, and therefore no longer to be actively used fo
management purposes. This would‘be appropriate, for example, fd
resold, destroyed or is otherwise permanently unavailable.

Note that hardware that is tyansferred to another entity might be b
by updating the entity information of the new owner to maintain
continuity of the HWID, tag.

The effect of the 'Archived supplemental HWID is the same as that of 'Rev
with an identified purpose.

The <hwid1D>for the HWID whichis archived is specified in the <1inkedToPrimaryhwidID>

If the <linkedToPrimaryhwidID> or <linkedToSystemhwidID> value indicates
a HWID which has the <hwidType> of “Supplemental” then only that,supplemental

temhwidID>
ipplemental

or missing
, the entire

en removed
r hardware
r hardware

ptter served
history and

bcation', but

<any>

Any other value of s1ay be used, to provide extensibility in this document fi
uses not yet spegified.

r additional

5.6 Key
There are s

Non-modifi
HWIDs sha
can be con
principle th

A primary
situation.

lesign decisions of HWIDs
ome key design decisions’'which underlie the specifications of this document:

able HWID records~Once a HWID tag has been created and placed into use, existing
1 not be modified in any way, including via the addition of data. There are some situa
sidered modifications, which are handled in the following ways, without violating
at HWIDs(shall not be modified:

F records of
tions which
this design

1WIDsis'issued which is incomplete or contains an error. There are two ways of dealing with this

Full replacement. The incomplete or erroneous HWID shall be revoked by issuing a supplemental HWID

which archives the HWID and a new HWID is created which replaces the HWID which was incomplete or
in error. (See 5.4.4.)

Amending by adding data. Another approach with this document is to issue a supplemental HWID with

just the updated data. The interpretation in such a situation is to use the latest version of specific data
- the newest HWID replaces previous versions which contain the same data. However, a HWID creator
may specify an alternative interpretation, e.g. the supplemental HWID can be purely additive, containing
net new information. (See 5.4.3.)
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A system HWID is issued which is incomplete or contains an error. There are two ways of dealing with this
situation:

Full replacement. The incomplete or erroneous HWID shall be revoked by issuing a supplemental HWID
which archives the HWID and a new HWID is created which replaces the HWID which is incomplete or in
error. (See 5.4.7)

Amending by adding data. Another approach with this document is to issue a supplemental HWID with
just the updated data. The interpretation in such a situation is to use the latest version of specific data
- the newest HWID replaces previous versions which contain the same data. However, a HWID creator
may specify an alternative interpretation, e.g. the supplemental HWID can be purely additive, containing

net new information. (See 5.4.6.)

nial LIAIID) o

lc 3couin

A supplemsg
approach i
of Supplem
supplemen

In order to
for this dog
be made vi
which are 1
organizatig
(See 6.5))

Due to the
organizatig
HWIDs are|

davhich 1o s nlatn oot o apear o boc cnbhcronter o1l o
IILAT TIVVIL 10 1ooUuLCu vviIiliivIil 1O lll\,\.lllll_ll\'\—\" CUTILAITIIO dI1T LIVl UL '11dO auuo\,uxx\.lully oIl

5 appropriate for allocations recording ownership information but can apply tox«

al HWID, and then issue a corrected supplemental HWID (as needed). (See 5.5.)

reduce complexity of audit trail recording, as with ISO/IEC 19770-3, the.approach
ument is to mandate the non-modifiability of HWIDs, with any additions or changes
h supplemental HWIDs, each of which provides its own clear audit trail. Furthermore
upplied by one organization (e.g. a hardware manufacturer) for Gse by another (e.g.

b transactional nature of HWIDs, HWIDs should répresent individual actions
n) or transactions (between organizations) related te hardware and their associated c

state can only be determined by forming a consolidated view of all relevant HWIDs, which is

ITAM tools
5.7 Uniq

5.7.1 Gel

As with IS(
the use of g

5.7.2 Entf

5721 G

The most i
document
identifier.

not of the HWID records themselves.
ueness of identifiers

heral

/IEC 19770-2, this document dees not require a registration authority, and therefore
UIDs to ensure uniqueness(of identifiers within relevant contexts.

ity registration identification - regid

eneral

s the Entity registration identifier, or 'regid. The regid provides a unique namin

anged. This
ther types

ental HWIDs. The way of dealing with this situation in this document is tox5evogke just the

to be taken
needing to
all HWIDs
in end-user

n) should be signed in their entirety, which in any case prevents.data from being added to them.

within the
bmponents.

not intended to show the current state of something which is potentially changealple. Current

the task of

it relies on

Importantiglebally unique identifier for ISO/IEC 19770-2 and ISO/IEC 19770-3 as allso for this

g authority

5.7.2.2 S

Tucture of regid

A regid shall use a URI reference in accordance with RFC 3986. Once an organization specifies a regid for
their organization, that regid shall be used consistently for all IT asset information structures created
by that organization. To ensure interoperability, allow for open-source project support and 3rd party tag
consistency, the following recommendations apply when creating a regid:

Unless

otherwise required, the URI should utilize the http scheme.

specified is defined to use the “http://” scheme).

domain name.
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— To ensure consistency, the absolute-URI should use the minimum string required (e.g. example.com

should

be used instead of www.example.com).

5.7.2.3 Examples of regid

Aregid for a company that creates and sells hardware is expected to be the HTTP reference to that company.
So, aregid for the fictional company “Fabrikam” can be:

“fabrik

5.7.3

am.com”

Hardware identification tag ID (hwidld)

A 16-byte GUID shall be used for this field - this provides global uniqueness without a significant amount of

overhead fq

For hwidld

ID should ifclude a unique naming authority for the <hwidcreator> and sufficient additienal det3

<hwidId> i
symbol):

regid + pro

5.8 Inte}

To coordin
describing
characteris
same end p

The prima
the hwid Mz

fabrikam.d
<HWID
HWIDI(J
hwidTy
<hwidM

</hwid

Elements u
changed) a

CPULo

r space. These GUIDs should be generated in a fashion compliant to ISO/IEC 9834-8.

if use of a 16 byte GUID is not possible, a text based globally unique ID may be-constr

5 unique for the entitlement. This would likely look as follows (+ is used asia;string coi

HuctName + serialNumber + ...

roperability Design Considerations

hte multiple tags which may be referring to the same object, the use of identifyin
the object shall be leveraged by each tag instancé) By leveraging key, prefera
tics of the target which this tag describes, it allows{other tags of different types to
oint.

y way in which these key identification attributes for the HWID specification is via
ta structure:

om MightyPC XX.HWID

=" XX"

[pe="System”

eta>

hwType="Desktop Computer"
mode1Name="MightyPC"

mode 1Number="10"
serialNumber="9aced5b”
Meta>

sed for objectiidentification are likely attributes that do not change (or are incredibly i1
hd would be'known by the creator of the product at time on manufacture or installati

ngDescription

CPU Cc1unt

ucted. This
ils that the
ncatenation

g elements
bly unique,
refer to the

blements in

hfrequently
bn:

UUID

unspsc

CPUManufacturer
assetName

assetlD

Serial number

CodemodelNumber
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6 Implementation of HWID processes

6.1 General

This clause provides guidance about the processes related to the creation and use of HWIDs, and how these
may impact the content of HWIDs.

The information contained within a hardware identification tag should be independent of the platform on
which the software component that the tag references is installed. A platform, for example, an operating
system, virtual environment, or application platform, should define processes to store and retrieve these
hardware identification tags efficiently. It should be noted that a HWID tag should continue to exist or be
able to be generated even if the software running on the platform is deleted, formatted, and otherwise
cleared. Referto 6 7 for further gnidance on local storage considerations

Hardware identification tags may be managed using different methods depending on the optiong a platform
makes avaijable for HWID tag management, as well as the options in off platform management and storage.

6.2 Platform requirements and guidance

6.2.1 HWID tag implementation considerations
Information that can be potentially stored in a HWID tag may be divided\into two categories:
— Static qttributes:

Elemerjts that are static typically would not change over the-life of the product, however pny change
would typically mean a different HWID entry. Static attribute values are intrinsic to the unfiqueness of
a HWID, and any modification of static attributes shalle fesolved by the reissuance of the HWID tag.

Examples of static attributes:
— setfial number

— GUID

— prleuct type

— description

— mddel name

— mddel number
— SKU
— HWID creator

— Dynanlicattributes:

Elements that are dynamic typically would change over the life of the product or are defined after
creation. The platform would have no way of knowing this information at creation time and would have
to be provided as a supplemental entry later.

Examples of dynamics attributes:
— order info

— device status

— location

— Channel type
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— Entitled entity

— User configured identifiers (e.g. hostname)
— dates

— system tags

— links

6.2.2 HWID tag methods

The options shown in Table 1 may exist for every platform with the expectation that over time, more
p]atforms and more p]n‘rfnrm enablement scripts will utilize the more effective optionsg for HWID tag

management and reporting (see Table 3).
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12


https://iecnorm.com/api/?name=65cd9c678d30caa190ed0764f75995d4

ISO/IEC 19770-6:2024(en)

Table 3 — Platform guidance for access to HWID tags

Method Description

Programmatic|A programmatic interface allows application software to call an operating system level service to

interface manage a HWID tag from a particular platform.

(Primary HWID) |A HWID tag using only static attributes should be able to be provided even if a local storage system
has been erased or does not exist, however it is important that if this is the case, assuming no hard-
ware changes, the API provides exactly the same HWID tag once invoked. This would be used by
primary HWID types but can potentially be used by system HWID or supplemental HWID tags as well.
A programmaticinterface to retrieve a primary HWID is highly recommended for all implementation
types as well as an interface to create a new primary HWID based off static attributes should the
primary HWID no longer be available.

Programmatic|If a programmatic interface is supported and the platform supports the concept of a file system,

interface (S
mental and g
HWID)

ipple-

ystem

a HWID tag should still be stored as a file in the software applications program file directory, to
ensure that tag consumers who rely on access to the files can still process HWID tagddta properly.
The data provided in the HWID tag can additionally be stored in a data storage location|as specified
and developed by the platform owner.

Using this approach, when an installation process uses the interface, additional info
be tracked in supplemental and system tags with additional information that may nd
available or is learned after the manufacturing and assembly proces§)Additional infor
may be tracked includes the following:

‘mation can
t always be
mation that

User configured information such as

hostnames

interface addresses

configurations

Commerce information such as

ownership entities

partner information,

sales order and ptfchase order information
Location information such as

— siteids
— physical address

responsible parties

Date and time of lifecycle events

HWID tag
stored with
ating systerj

b file
oper-

j=]

When a HWID tag file is stored in the file system of an application, the HWID tag file shalll be located
on-the device’s file system in a sub-directory named “hwidtag” (all lower case) thatis Idcated in the
same file directory or sub-directory of the install location of the operating system of the platform
that the HWID tag represents.

Tl 1 rlde. o e 1 111l 1 g | dedel i il FaYellll yign b Y o e i

TIIC ITwWIttag aIirectory siourt perotatea at tire top ot tire- U S Hrstatratiomr atrectory tree whenever
possible. Any payload information provided shall reference files using a relative path of the location
where the HWID tag is stored.

6.3 HWID creators

Anyone, or any organization, may create HWIDs. The strong preference is for primary HWIDs to be created
by the hardware manufacturer, so that these HWIDs have the highest degree of trustworthiness vis-a-vis
the information they contain. However, there can be no assurance that all manufacturers will produce
(authoritative) HWIDs, firstly for new hardware, and secondly for hardware already deployed to end user
organizations. Therefore, it shall be possible for end-user organizations and third parties to create (non-
authoritative) HWIDs themselves. Furthermore, there are certain types of management transactions which
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would normally only be created by end-user organizations, but likewise these can also be produced by third
parties depending on the circumstances.

The entity which creates a HWID is defined in the “entity” element, where <role> = 'hwidCreator'.

6.4 Trustworthiness of HWIDs

HWIDs can never be assumed to have complete trustworthiness. Primary reliance shall always be placed
on physical examination of the hardware in question. Given this caveat, the trustworthiness of HWIDs is
dependent on two components:

— Authority. Trustworthiness depends on the authority of the person or organization creating the HWID,
for the information given in that HWID. For example, the hardware manufacturer would be expected to
have tHe highest Ievel of authority for creating a HWID for a piece of hardware it has sold, anld therefore
this type of information would have the highest degree of trustworthiness.

the level of
HWIDs are
rganization

Autherftication. The information in a HWID needs to be authenticated to be certain of
trustwprthiness which would be expected for the HWID creator. The expectation’is that
signed [to provide such authentication, at a minimum for HWIDs which are created by one o
for use|by another organization.

The attrib
a HWID. Re

e <trustLevel> allows a HWID creator to accord a level of trustworthiness (in their
fer to 7.8.9 for more information.

bpinion) for

6.5 Authenticity of HWIDs

6.5.1 General

Authenticitly of a HWID shall be able to be determined through the use of digital signatures.

Signatures
any HWID
of the tags

The requir
by the HWI
the HWID

has been m
external nqg
then it is e

nre not mandatory for this document but are highly recommended and can be used as
Creator to ensure that sections of a HWAD are not modified and/or to provide the aut
gner.

bment for a digitally signed HWID is that a HWID consumer can utilize the data er
D to ensure that the digital sigitature was validated by a trusted certificate authorit
vas signed during the validity period for that signature and that no signed data iy
odified. All of these validations shall be able to be accomplished without requiring 2
twork. If a HWID consumer needs to validate that the digital certificate has not be
pected that there beiaccess to an external network or a data source that can provide

required by
hentication

icapsulated
y (CA), that
the HWID
ccess to an
bn revoked,
revocation

information.

otnal information on digital signatures, refer to RFC 3986, RFC 7515, XML Signature
Version A:¥.and References [5] to [14].

For additi
Processing

Syntax and

6.5.2 XML digital signatures

If signatures are included in the HWID, they shall follow the W3C recommendation defining the XML
signature syntax which provides message integrity authentication as well as signer authentication services
for data of any type.

XML Signature Syntax and Processing Version 1.1 shall be used with the canonicalization version 1.1
algorithm for digital signatures. Tool providers should be aware that version 1.1 of the signing process is
likely to have a signature corrupted if there are changes in whitespace within the signed elements of a HWID.
At least one master, unaltered copy of each HWID should be retained in the tools database for signature
validation purposes.

When a signature is utilized for a HWID, the signature shall be an enveloped signature and the digital
signature shall include a timestamp provided by a trusted timestamp server. This timestamp shall be
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provided using the XAdES-T form. Information on this form of timestamp can be found in the W3C note
Entitled XML Advanced Electronic Signatures.

The HWID shall also include the public signature for the signing entity:.

6.5.3

JSON digital signatures

If signatures are included in the HWID, they shall follow RFC 7515 defining JSON signature syntax which
provides message integrity authentication as well as signer authentication services for data of any type.

6.6 HWID file names

Ifa HWID i

s transported or stored in a file and it is the only HWID in the file, the name of this

file shall be

created acdg
The HWIDt

If multiple
to the folloy

NOTE

6.7 HWI

[t is expect
are referre

ording to the following pattern: <hwidCreatorRegid> <product>.HWIDtag.
ag file extension shall be used for all hardware identification tags.

HWID records are transported or stored in a file, the name of this file shall.be create
ving pattern: <hwidCreatorRegid> multi.HWID.

hwidCreatorRegid> above is replaced with the value for regid for the hwidCreator entity.

D storage

ed that HWIDtag files are stored in a central location per‘device. This collection of HY
] to as a HWID Library. The specific location of the HWID files may vary, however the

folder in which HWIDtag files are kept shall always be named “hwidtag”. This facilitates rapid id

of HWID lik

Where dev
method, sy
communicd

More likely
See 6.9 for

6.8 HWI

The HWID

to the devi
identical <h
that the loc
potentially

6.9 HWI

raries on a device or external filestore.

ces do not contain files, it is expected that they offer the HWID information via an
iIch as an API or web interface, which,should be offered via secure (e.g. HT]
tion methods.

than not, HWID tags beyond the.primary tags are stored by an IT asset manageme
nore details.

D recovery

ibrary should be able to function as a complete audit trail of hardware changes over t
fe in question. HW1D,ereators may or may not be able to provide backup copies of H
widID>’s and HWID data) to end-users. (See 7.2 for HWID creator recommendations.)
h1 data storage is-deleted, it is the responsibility of the end-user to back up this data ap
by using an‘off platform HWID management system or another appropriate system.

D Cofisiderations for asset management platforms

1 according

VIDtag files
directory/
entification

alternative
'PS) based

nt solution.

ime related
WIDs (with
n the event
bropriately,

The best pi

actice for the HWID primary tag includes it focusing on the data elements that are

immutable

and extremely unlikely to be modified over the lifespan of the hardware. While dynamic attributes can also
be stored in a local tag structure, they likely require multiple changes over the lifespan of the device and as
such should be managed in an asset management platform instead of on the device directly.

For example, this includes items like: static attributes listed in 6.2.1, as well as examples in Clause C.1.

7 Hardware ID file data specification

7.1 General

This document does not require a specific process for generating content for HWID files.
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HWID creators should maintain a central repository of all HWIDs created. This repository can then be used to
validate the uniqueness of GUIDs (see ISO/IEC 19770-5 as well as the details for <hwid1D> in 5.2) and validate
that other elements are normalized such as the <role> values - hardwareManufacturer, hwidCreator, etc.
This document does not require an external registration agency for HWID schema documents, so it is up to
each HWID creator to ensure each of their HWIDs is unique.

Data definitions, enumerated values, and simple types are defined in 7.7 and 7.8. The examples are specified
in XML and JSON syntax, with the format that shall be used for HWID schema document creation. The
examples provided give additional insight as to what information is to be included within HWIDs.

Data definitions (7.7) specify the elements and attributes of the HWIDs that provide the information about a
piece of hardware.

bhaoua oo dat oy, o o
ITave lllulluu\—\ll)’ vl 1I'C

Attribute vpta ommended

values.

givatha cuacifiobi e £o0 boran e arbhiolh o
6lV\.¢ CIIC Jy\'\’lll\'ublullo 1TUTL L_y l.l\'a vviiicCIl A=

This document (for the HWID schema) is intended to align closely with ISO/IEC 19770-4 (software

identificati
specificatid
used in thq
conform w
otherwise §

bn tags) and ISO/IEC 19770-3 (entitlement schema). Any of the elements, @ttribute
ns of ISO/IEC 19770-2 or ISO/IEC 19770-3 which the HWID creator may ‘wish to uti
hardware schema as well. Any use of SWID or Ent elements or attfibutes in the
th the relevant requirements from ISO/IEC 19770-2 and ISO/IEC 19770-3 respecti
pecified in this document.

7.2 Minimum HWID tag data required

Due to the
are relativq
values that
schema shg

HWID (7.7

multiple use cases identified for HWID creation, the minimum data requirements
ly sparse and are identified by a 'requirement levelof "M1' in the data definitions (7.]
are required for a HWID to be considered “valid® to meet the requirements of the X
1l be:

)

<hwidI

<HWIDC

<hwidT

Entity (7.74

D>
reationDate>

ype>

)

<role>

<regid

<name>

of hwidCreator (at\@ minimum)
of hwidCreator (at a minimum)

of hwidCreator (at a minimum)

Although a

file, that d(l)

HWID that specifies only the hardware Type, the <hwidip> and hwidCreator is a
es{not mean that the information is sufficient for processes where HWIDs are us

s, or other
ize may be
HWID shall
vely, unless

for a HWID
/). The only
ML or JSON

Falid HWID
ed. Enough

information shall be provided so that the HWID uniquely and accurately describes a piece o
Information shall also be provided for the HWID to have value to a consumer (see 6.2.1). 7.7.3 (HWIDMeta)
provides details on which HWID data IT organizations expect to see included in the HWIDs they receive.

hardware.

Due to the various use cases that apply to a HWID, there are a number of data elements and attributes that
are specified as mandatory only in specific cases, or optional because they may not be available in certain
cases; see requirement levels in 7.7.1.
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7.3 Recommended HWID tag data values

In addition to the minimum data attributes listed in minimum HWID tag data required (7.2), whenever
possible the following data elements should be provided as well:

hwType

hwidMeta

modelName

modelNumber

serialNumber

7.4 XML

741 XM

HWID schej
the data de
schema con

XML Schem
XML Schem
XML Signat]

and JSON naming conventions

L considerations

ma content shall be identified in accordance with the element and attribute names
Finition subclauses below. This naming requirement ensures consistent interoperabil
tent, regardless of the creator or consumer of the HWID tag datal

a Definition Language (XSD) 1.1 Part 1: Structures, W3C Recommendation,
a Definition Language (XSD) 1.1 Part 2: Datatypes, W3€ Récommendation,

ure Syntax and Processing Version 1.1, W3C Recomfiendation 11 April 2013

specified in
ty of HWID

Elements and types defined in this specification are pascal cased (ThislsAnExample). (Cominon simple

types like '
Attributes
Elements a
Elements a

Data valueg
types (whi
Simple typs

Example:

<ElementEH
attmy
atty
</ElementH

tring' and 'boolean’ are lower case, however.)

hire camel cased (anotherExamplelsLikeThis).

nd attributes start and end with a character “a-z”.

nd attributes contain only ASClfalphanumeric characters (i.e., “a-z”, “A-Z”, and “0-9”).

in the HWID may be structured as XML elements (which contain XML attributes), X1
h contain elements and/or attributes), or XML attributes (which contain the actual d|
e definitions typically are used to specify sets of acceptable data values.

amplel>
ibuteExanplel="valuel”
ibuteExXamplez2="value2”
xamp leds>

N<onsiderations

VL complex
ata values).

7.4.2 JSQ

HWID schema content shall be identified in accordance with the element and attribute names specified
in the data definitions described in Table 5 to Table 12. This naming requirement ensures consistent
interoperability of HWID schema content, regardless of the creator or consumer of the HWID tag data.

Attributes and Elements are Camel cased (anotherExamplelsLikeThis).

Elements and Attributes start and end with a character “a-z”.

Elements and Attributes contain only ASCII alphanumeric characters (i.e., “a-z”, “A-Z”, and “0-9”).

Example:

“elementExamplel”: {

tatt

ributeExamplel”: “valuel”,
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“att
}

For further

ISO/IEC 19770-6:2024(en)

ributeExample2”: “value2”

information on proper formatting of JSON structures, refer to RFC 7159.

7.5 Language functionality

The language used in this document and all examples is English.

In the XSD there is a “BaseElement” element which allows the definition of a <1ang> attribute to define the
language to be used in any attribute in the HWID.

7.6 Element structure

The logical

structure of the HWID file.

The most iy

One or moj
‘hwidCreat

Each “HWI
meta data
tag).

Ifthe HWID
one or more
In addition

7.7 Data

7.7.1 Requirement levels

Elements a

ng
should be described in an ISO/IEC 19770-3 compliant Ent which in t@eferences the hwidID o

structure of a HWID is simple. This subclause describes the structure in brief,

Co

e “entity” elements exist within “HWID”, to identify organizations 81)\/\fulf11 certa
br’, ‘hardwareManufacturer’, etc. N

5&&

nportant element in the HWID file is called “HWID”.

D” has one or more “hwidMeta” elements associated with it.

hbout the hardware and may include information relati \t e contract which app

S
islinked to other HWIDs, especially in the definition'df HWIDs of type “System” or “Sup

“link” elements exist within “HWID” to 1dent1f3? itional HWIDs this HWID is asso
one or more optional external links may alsoQg ncluded within a “HWID”.

\\9@

&Qﬁ

definitions

sing on the

n roles e.g.

dMeta” encapsulates the key

lies (which
F this HWID

plemental”,
riated with.

hd attributes are marked with’@equirement level - the requirement levels are shown in Table 4.

QS)
C)\\I‘able 4 — Requirement levels

M1 Mandatory‘in all HWIDs. Required for a HWID to be considered complete.

M2 Ma@&%y in the context of the element. (Used for Mandatory components of non-mandatojry elements)

01 @Bnal but recommended. If the data is available to the HWID creator, this should bq populated.

02 C_, ‘ptional. This contains information that may be beneficial to the user of the HWID, but npt necessary
\<(/ to convey the Hardware details.

HWIDs which have elements which do not adhere to M1 level requirements are considered non-conforming.
Non-conforming HWIDs should be flagged by HWID tools, notifying the end-user that these records do not

conform to

the requirements of this document.
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7.7.2 HWID

hwidID

ISO/IEC 19770-6:2024(en)

Table 5 — HWID element description

HWID

Represents the root element specifying data about hardware

string / 1

M1

hwidID shall be a GUID.

The <hwid1D> provides a globally unique reference

for this specific hardware instance.

If two HWIDids match and the hwidCi
same, the underlying HWID tags t

expected to be the same.
(thﬁ‘uctu

eator is the
bpresent are

re.

hwidType

HWIDType / 1

M1

Indicates what the pri

See 5.2 for details of <hwidI
fyypurpose o
tagis. See 5.4 above. m«

f this HWID

supplement

alHWIDType

Supplemental HWIDType/ 1

M2

Mandatory if the <hm:é>fype> is “Supple
indicator ofthe&dr ose of this supplem

e.g. Toupd rchive the linked pri
See 5.5 for@ested types.

mental”. An
ental HWID.

mary Tag.

hwidCreati

nDate

dateTimeStamp / 1

M1

The dqssg@nd time when the HWID
generated

yas initially

trustLevel

TrustLevel / 1

02

TrustLevel in 7.8.9.

sequentialT]

ransactionld

string/1

4\
xO
oE

02 Q
O
®®

'This is an optional free-format attribut
be used by HWID creators if they wij
ment transaction sequential counting t
completeness of HWID information trg
HWID consumers. This specification ¢
dress how this attribute is to be used.

attributes are needed as part of such d
tionality, it is recommended that they

the “Meta” sub element and that they
<sequentialTransactionId>.

e which can
h to imple-
b ensure the
nsmitted to
loes not ad-
f additional
esired func-
be added to
refer to this

Entity

O

Entity / (—)}}‘ﬁimited

S

.
o

M1 for
hwid-
Creator,
01 for
all other
roles.

Element that specifies the organizations related to

this HWID.

This has a minOccurs of 1 because ther
least an Entity with role="hwidCreat]

e shall be at
or'.

HWIDMeta

HWIDMeta / 1

M1

The key meta data relating to the HWI
product and right info (see 7.7.3).

D - includes

Meta

Meta / 1

02

An open-ended collection of elements

that can be

arbitrary metadata about this eleme

t. The data

provided here should relate to this spec

ific element.

Link

Link / unlimited

02

Element to reference an external file, a web-based
URL or another part of this HWID. The link in this
element should point at a specific piece of data which

provides additional data relating to thi

s element.
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7.7.3 HWIDMeta

ISO/IEC 19770-6:2024(en)

Table 6 — HWIDMeta element description

HWIDMeta

“hwidMeta” encapsulates the key meta data about the hardware. “hwidMeta”
typically has one or more “Location” elements providing location information for
various points of the hardware’s lifecycle.
The attributes shown below are predefined attributes to ensure common usage
across the industry. The schema allows for any additional attribute to be included
in a HWID, though industry norms for new attributes should be defined and fol-
lowed to the degree possible.

HWType / 1

Broad classifi

;{Q of hardws4
ample value% aptop Compu
Computer’\'Printer”, “Netwc

es is defined

Cable’ @etwork Switch”, etd

ire type. Ex-
ter”, “Server
rk Router”,

hwSubType

string / 1

02

Moréspécific classification of ha
Example Values: “Laser printe
gyitch", “Optical Cable”, etc.

rdware type.
r”; “Desktop

hwName

string / 1

02

End user provided name of th

b hardware.

isOEM

boolean /1

B\

02

To indicate that this part of thg
OEM piece of hardware. This W
for hardware rebadged by am
who has an OEM agreement
manufacturer allowing one to
others hardware.

HWID is an
ould be true
anufacturer
vith another
rebrand the

isVirtual

boolean/1

N

AN

Mandatory if this is a HWID
device.

or a virtual

channelTyp,

)

Channel@g/ 1

N

RS

02

Provides information on wh
was used to deliver this HWID.
possible channels can be direct,

ich channel
Examples of
VAR or OEM.

summary

’s&iﬁg /1

01

hardware.

A short (one-sentence) description of the

description

string / 1

02

A longer, detailed description
ware. This description can be 1

is a very short, one-sentence ¢

tences (differentiated from “sumimary” which

of the hard-
nhultiple sen-

escription).

modelName

string / 1

01

The base name of the product]
from this manufacturer

of this type

modelNuml

string / 1

01

The number associated with

this model,

(eg, 15, 580G2,22107:

productSKU

string / 1

01

a hardware provider.

purchase.

A stock keeping unit (SKU) is a unique iden-
tifying number for products, as assigned by

The SKU may be represented as a combina-
tion of numbers, letters, or symbols. SKU is
a commonly used unique number assigned
for identification of a piece of hardware for

productFamily

string / 1

02

The overall product family the hardware
encompassed by this HWID belongs to.
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ISO/IEC 19770-6:2024(en)

Table 6 (continued)

unspscCode

string / 1

02

An 8-digit code that provides UNSPSC clas-
sification of the software product this HWID
identifies.

unspscVersion

string / 1

02

The version of the UNSPSC code used to
define the UNSPSC code value.

serialNumber

string / 1

01

The manufacturer provided serial number
of the hardware or virtual hardware defined
by this HWID.

cpuManufacturer

string / 1

02

The manufacturer of the CPU used in this

HWID.

Q2

The number of CPII cores ass

ciated with

cpuCount

string / 1

this HWID.

cpuType

string / 1

02

The CPU model number or“dq

scription of

the CPU associated with.this HWID.

keywords

string / 1

02

This attribute prevides the

HWID creator,to add a comm
list of specifigkeywords to the
keyword values are not spec
standard butare instead provi
for the® WID creator to help se
figdHWIDs thatrelate to a parti

hbility for a
a separated
HWID. The
ified in this
Hed as a way
hrch engines
ular subject.

assetID

string / 1

02

The manufacturer provided |
tifier of the hardware or virtu
defined by this HWID in add
serial number.

nique iden-
h] hardware
ition to the

Location

Location / unlimited

02

Location information about th
location can represent the lo
entity as well aslocation inforn
the hardware itselfas itis instg
or otherwise occupies a physi

It would typically be included

sentry. The
ration of an
hation about
lled, stored,
cal space.

in a Supple-

mental HWID of supplemental HWID Type

='AddInfo". When movements
be necessary to revoke the
mental HWID where location
All attributes are optional, an
needed should be used.

bceur, it may
old Supple-
was stored.
H only those

OrderInfo

OrderInfo / unlimited

02

Order information about thi
This type of information is not 1

hardware.
equired, but

the capability is provided for efid-customer

organizations which wish to 1
It would typically be included

ecord it.
in a Supple-

='AddInfo". All attributes are dptional, and

mental HWID of supplemental HWID Type
only those needed should be 3

sed.

Meta

Meta / 1

02

An open-ended collection of elements that
can be arbitrary metadata about this ele-
ment. The data provided here should relate
to this specific element.

Hostname, MAC/IP addresses or FQDN can
be examples of Meta fields.

Link

Link / unlimited

02

Element to reference an external file, a
web-based URL or another part of this
HWID. The link in this element should point
at a specific piece of data which provides
additional data relating to this element.
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7.7.4 Entity

ISO/IEC 19770-6:2024(en)

Table 7 — Entity element description

Entity

Specifies the organizations related to the hardware referenced by this HWID.

name string / 1 M1 for hwid- |The name of the organization claiming a particular role in the HWID.
Creator, M2 for | The name of the hwidCreator is mandatory (M1).
all others.
regid string / 1 M1 for hwid- |The regid provides a unique naming authority identjfier for the
Creator, M2 for |organization.
all others If the regid is unknown, the value “invalid.una'vl%abl( ” should be
used (see IETF RFC 6761 for more details on the defaulf value).
See 5.7.2.2 for further discussion on the it@ﬁture of the regid.
alias string / unlim- |02 Other names under which the Entity i nown.
ited N
role Role / unlim-|M1 for hwid- |The relationship between thi QI;ganization and thi$ HWID e.g.
ited Creatorrole; |hwidCreator, licensor, etc. T le of hwidCreator is fequired for
M2 for all every HWID. Role may inc any role value, but the pre-defined
others roles include:
— distributor ‘\\%
®)
— hardwa@anufacturer
—  hwi ator
Other rolé‘é)zill be defined as real-world experience of using HWIDs
s gaipdd:
thumbprint string / 1 01 If the"HWID is signed, this value provides a hexadedimal string
. contains a hash (or thumbprint) of the HWIDitieq certificate.
-y This allows the digital signature to be directly related fo the Entity
\O specified. The HWID Entity element that includes thuntbprint shall
N~ be included in the signature for the relationship to have any validity.
Location Location / un-|01 ‘\\U‘ Location information about this entry. The location can represent
limited . Q the location of an Entity as well as location informatign about the
& ¢ hardware itself as it is installed, stored, or otherwis¢ occupies a
(§\ physical space.
Meta Meta / 1 C)V 02 An open-ended collection of elements that can be arbitrary metada-
. ta about this element. The data provided here should relate to this
,-\Q‘ specific element.
Link @(J unlimited |02 Element to reference an external file, a web-based URL or another
(_) part of this HWID. The link in this element should pointfat a specific
\Q/ piece of data which provides additional data relating to this element.
A
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7.7.5 Link

ISO/IEC 19770-6:2024(en)

Table 8 — Link element description

Link

linkedToPrimary-
hwidID

A reference to any another item (can include details that are related to the HWID such as details on
product lifecycle, order records).

string /1

M2

Mandatory if the <hwidType> is “Supplemental”, to identify what

primary HWID this HWID supplements.

Specify the <hwidIDs of the HWID To wihich this
ated here.

NIC Cards, RAM, Peripherals, Sensors, etc. ar,
ware types, which can be associated with %
such as a PC, Router or IOT device.

Either linkedToPrimaryhwidID or %toSystemh
be included for all supplemental H s. Only one o
tributes should be used.

Mandatory attribute for all sy

er sy

HWIDs.

vv D is associ-

&m([les of hard-

stem HWID

widID shall
f the two at-

linkedtoSysfemh-

widID

string /1

M2

D to which this HWID
ate or archive system HW

widID or linkedtoSystemhw
mental tags. Only one of the tw]

Specify the <hwidID> of t
here. Primarily used t
Either linkedToPri
included for all sulgk
should be useg\<(

sassociated
/IDs.

dID shall be
o attributes

href

anyURI

4
[

M2

Alink to the’gxternal item being referenced.

The hr{fkgn point to many different things, and can e any of the

followi

A ve URI (no scheme) - which is interpreted d¢

xt (e.g. ./folder/supplemental. HWID")..

physical file location with any system-acceptable
(e.g. file:// http:// https:// ftp:// ... ).
A URIwith "hwid:..." as the scheme, which refers to an|
by HWIDId. this URI would need to be resolved in th
the system by software that can look up other HWII
2df9de35-0aff-4a86-ace6-f7ddddlade4c").
Only one href attribute is allowed per Link element, h
tiple Link elements can be included to reference mul

tpending on
URI scheme
other HWID
e context of

Ds (e.g. "ent:

bwever mul-
iple URI’s.

linkContentlld

3

string / 1()\"

X

02

The ID of the downloaded content of alink, as stored inj
LinkContent. This is the key to access content whi
downloaded from the href value given above, e.g., th
ed content of a link which gives licensing terms and
It is referenced via a key to avoid embedding exten
repeatedly in different HWIDs.

the element
th has been
b download-
conditions.
bive content

note

string /unlim-
&

02

Free-format note about the link

ited

rel

Rel /1

M2

The relationship between this element and the linked item. Rela-
tionships can be identified by referencing the IANA Link Relations
registration library.

credentials

string / 1

02

Free text entry of information related to credentials, if needed
to access the cited link. For example, this can be the userld and
password, comma separated.

type

String/ Medi-
aType

02

The IANA MediaType for the target href; this provides the HWID
tag consumer an indicator of the resource type being referenced.

See Internet Assigned Numbers Authority (IANA) for more details
on link type.
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7.7.6 LinkContent

ISO/IEC 19770-6:2024(en)

Table 9 — LinkContent element description

LinkContent

linkContentld

string / 1

M2

Provides the actual content which is pointed to by a link, e.g. the downloaded contents of a URI which
points to on-line licensing terms and conditions.

An identifier which at a minimum should be u

context of this HWID. Incremental numbers are possible.
Optionally, an identifier which is unique in a broader context,

nique in the

at feast for the end-user organiZation. Pote
Such a value allows for potential normahzgﬁl/H
link contents, for referencing from mu}r‘@

ally a GUID.
of different
WIDs.

linkContent

string / 1

M2

A copy of the linked content.

7.7.7 Meta

Table 10 — Meta element description </C)

Meta

o

An open-ended collection of elements that can be arbitl\{@
The data provided here should relate to this specifi
in Meta elements.

ement. Permits any user-defing

metadata about the containfing element.

d attributes

7.7.8 OrderInfo

Table 11 —OO§'\derlnfo element description
X,

Orderlr}fp.\_lt N

"4
Orde rmation about this hardware. This type of information is notr
the capability is provided for end-customer organizations which wish to

ddInfo'.All attributes are optional, and only those needed should be

Id typically be included in a supplemental HWID of supplementalk

bquired, but
record it. It
WIDType =

hsed.

internalOrd O string / 1 End-user organization's internal ordler number,
n e.g.,, requisition number or work ordgr number.

internalOrderDat date /1 02 Date of internalOrder.

purchaseOr erNo string /1 02 End-userorganization'spurehase-order number
to its direct supplier, whether this is a reseller or
the licensor directly.

purchaseOrderDate date / 1 02 Date of purchaseOrder.

purchaseOrderLineltemNo integer / 1 02 Line item number in the above, for tracking and
reconciliation purposes.

directSupplierPONo string / 1 02 Ifthe hardware is obtained indirectly via areseller
(who is therefore the direct supplier to the end-user
organization), then the reseller's PO number to
the licensor may be important for tracking and
reconciliation purposes.

directSupplierPODate date /1 02 Date of directSupplierPONo..
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Table 11 (continued)

directSupplierPOLineltemNo |integer /1 02 Line-item number for directSupplierPONo, for
tracking and reconciliation purposes.

directSupplierDescription string / 1 02 Description for this line item in the supplier PO.

currency string / 1 02 Invoice currency.

unitCost decimal / 1 02 Unit cost per asset.

totalCost decimal / 1 02 Total cost of all assets.

costCenter string / 1 02 Coding for end-user organization's cost charging
purposes.

purchaseCondition purchaseCondi-|02 An indication of the condition of an asset at time

tion/1 of purchase on this order.
— New (Lb‘
— Refurbished .(19
— Used ,.(\'%

Meta Meta / 1 02 An open-ended colleetic}n of elementq that can be
arbitrary metadag@out this element. The data
provided here should relate to this spedific element.

Link Link / unlim- |02 Element to r@e{lce an external file, § web- based

ited URLora r part of this HWID. The link in this
elemen 1d point at a specific piece ¢f data which
provides‘additional data relating to this element.

7.7.9 Lo¢ation

locationTyp

<«
O

Table 12 — Location g\@lent description

Location

x\(\‘()

Location informati

bout this hardware. This type of information is n

but the capability @ provided for end-customer organizations which wi

it. It would typi

should bedsed.

ot required,
th to record

y be included in a supplemental HWID of supplementd
= 'AddInfod:All attributes exceptlocationType are optional, and only t

Type of this Location element to der]
locations the hardware. As hardwar
locations over its lifecycle, a device
purchasedLocation at address 1, but §
Location at address 2. Common types
are not limited to):

— shipToLocation

h1HWIDType
ose needed

ote various
e can move
can have a
ninstalled-
include (but

oAl

. " s
o uadrncuLouTdativll

— taxableLocation

— virtual

—_ <any>
installDate datetime / 1 02 Date and time device was installed at this location.
removalDate datetime / 1 02 Date and time device was removed from this location.
address string / 1 02 Address of the entity. This can be in any format

with any number of identifiers. This can be useful

to identify the particular location for m
organizations.

ulti-location
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Table 12 (continued)

postalCode string / 1 02 Post code or zip code of the entity.
city string / 1 02 The name of the city associated with the entity.
state string / 1 02 The name of the state or region associated with
the entity.
country string / 1 02 The country with which the entity is associated.
This should be an Alpha-2 code from ISO 3166-1.
sitelD string / 1 02 Site ID associated with the entity. This optional field
allows for end users to associate site designators
to the HWID.
building string / 1 02 Optional field to store building number or name.
room string / 1 02 Optional field to storeroom number, gr name.
rack string / 1 02 Optional field to store rack numbyg >of name.
bin string / 1 02 Optional field to store storagg\'t{in‘-rllum ber or name.
slot string / 1 02 Optional field to store stlg(ag‘gslot numper or name.
Meta Meta / 1 02 An open-ended colle(&io\ of elementg that can be
arbitrary metada %out this elemept. The data
provided here should relate to this spedific element.
Link Link / unlimited |02 Element to %Vpence an external file, § web-based
URLora r part of this HWID. Theg Link in this
elemen 1d point ata specific piece ¢f data which
provides additional data relating to this element.
<
7.8 Attribute value definitions QQ
N\
7.8.1 General 5\0\
Several of the elements above require attributes w@%peciﬁc values. The valid values for the at{ributes are
outlined in|Tables 13 to Table 21. @
¥
7.8.2 ChannelType
xO
Table 1%\{\c€hannel'[ype string enumerated values
)

ﬁnbvides information on which channel was used to deliver this hardware.

Direct Sold directly from the hardware manufacturer to the end-user organization.

VAR . (‘? Sold by a value-added reseller (VAR).

OEM {(/v Sold by an original equipment manufacturer (OEM).

Distributor Sold by a distributor.

<any> Additional values are allowed so that HWID licensors can use any <ChannelType> de-
scription wished.
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7.8.3 HWIDType
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Table 14 — HWIDType string enumerated values

HWIDType (enumerated values)

String

This allows the differentiation of different types of HWIDs.

Primary This is typically as issued by a hardware manufacturer. It defines the basic characteristics
of a hardware asset.
System This is identified by a hardware manufacturer or a HAM system. It defines relationships
between different primary components mal(ing upa cingn]nr system
Supplementjal This changes an existing HWID by either: X
— addition of new information not available at the time the @mrz or system
HWIDs were generated. 6 .
s/
— for the deprecation of existing primary or system HW‘I@
q\
7.8.4 hw[lype N

>
Table 15 — hwType string enumerated@les
N

hwType

String

Broad classification of hardware type rent hardware manufacturers may fise different
terms for similar concepts (note thathwType is not the same as hwidType).

computer s¢rver A computer which is intendedto be installed in a data center and/or to provjide services
to end users or other com rs.

desktop corhputer A desktop computer imgfﬁ\ed to be used by one or more users at home or in an offfice context.

notebook cqmputer A portable laptop co&puter intended to be used by one or more users at hgme or in an
office context. \O

thinclient cgmputer A desktop co ter that has no built-in storage. They connect to a network sefver and run
applicatiqn&n aremote desktop.

A

printer A devige'for printing pages from computers, either over anetwork or direct cablg connection.

video displdy A @'e%}‘e for viewing information or content.

handheld d¢vice . Kfa'f)let or other handheld device.

peripheral n§\A generic device attached to another device.

scanner v |An input device that scans documents such as photographs and pages of text. ['his creates

O

an electronic version of the document that can be viewed and edited.

data storag

O
NS

A device to store data for one or more other systems which mightinclude disk, fape, optical

or other technologies.

power cond

itioner

A device to provide clean uninterrupted power input.

network switch

A network device which enabled computers to connect to other computers in a local area
network.

network router

A network device which connects two or more disparate networks.

interface ca

rd

A daughter card which adds additional capability, functionality, or interfaces.

firewall

A device for limiting or blocking access to other networked devices.

VPN concentrator

Atype of networking device that provides secure creation of VPN connections and delivery
of messages between VPN nodes.

camera

A device for recording visual images.

© ISO/IEC 2024 - All rights reserved

27


https://iecnorm.com/api/?name=65cd9c678d30caa190ed0764f75995d4

ISO/IEC 19770-6:2024(en)

Table 15 (continued)

sensor

A device which detects or measures a physical property and records, indicates, or other-
wise responds to it.

wireless access point

Anetworking hardware device that allows other Wi-Fi devices to connect to a wired network.

wireless controller

A device used in to manage light-weight access points in large quantities by the network
administrator or network operations center.

IOT device

A device deployed for the purpose of connecting and exchanging data with other devices
and systems over the internet.

virtual machine

A computer system created using software on one physical computer in order to emulate
the functionality of another separate physical computer.

rack A structure for holding or mounting IT assets.

cable Used to connect two or more devices for the passing of signals

desktop phgne A device for device that permits two or more users to conduct a convergat o)

mobile phone A handheld, portable device that permits two or more users to con;l.l.}‘clla‘\lconversation.

<any> Additional values are allowed so that hardware manufacturers-can use any <hwType>
description they desire. It is recommended that wherever poygg the value $hould align
with UNSPSC code “Title” fields for the sake of greater cons@s ncy.

7.8.5 purchaseCondition

@

Table 16 — purchaseCondition string enu@rated values

, O

\
String AQ
This attribute represents the con§'t\16n a device was in at the time of purchas

purchaseCondition

e to indicate
is applies to

ifit was acquired new from the facturer or ifit had a previous owner. T
supplemental OrderInfo, and to the primary HWID data itself.

New
Refurbished Ahardware asset that has been used by previous owners but has undergone maintenance
to restore it to as"@e new’ state.
Used or Redycled A hardware,%\,hat that is purchased from a previous owner.
v
7.8.6 LogationType :

Q-

(Table 17 — LocationType string enumerated values

‘LocationType

String

ons may be
location of

Broad classification of the type of location being described. Multiple locati
of interest to the end-user within a HWID including location of manufacturg,

shipToLocation Location that the asset represented by this HWID was shipped to. This location may not
represent where it was stored or installed.
installedLocation Location that the asset represented by this HWID is installed. Multiple installedLocations

may be defined for hardware that is moved between locations, with uninstalled devices
having the removalDate attribute defined.
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Table 17 (continued)

taxableLocation Location that the asset represented by this HWID is considered being located for tax pur-
poses. This location may not represent where it was originally shipped to.

storageLocation Location that the asset represented by this HWID is stored. Multiple storageLocations may
be defined for hardware that is moved between locations, with uninstalled devices having
the removalDate attribute defined.

<any> Any other locationType may be defined so that HWID creators can properly define the
purpose of a location.

7.8.7 Role

X
Qb
AQ
C~ o

J
e many I

Role
String
Specifies how an Entity relates to this HWID. One Entity may
hardwareManufacturer, licensor, and hwidCreator.
@ that new role

Pre-defined values are recommended for use, but it is exp
quired as market needs change. This type includes thnglll y to define addit

as required.

ples, e.g., as

5 may be re-
jonal values

hwidCreatof HWID creator \%

trustAssigner Entity which established the TrustLevel for(ébis\WHID (See TrustLevel in 7.8.p).

entitledEntfty Entity which can use/has ownership (y.&e hardware described in this HWID,

directSuppliier Entity which has sold or otherwise s@}ﬁed, to the end-user organization, thelentitlement
described in this HWID. N

distributor An entity that furthers the m ﬁ\é)ting, selling and/or distribution of softwdre from the
original place of manufacts(é{o the ultimate user without modifying the software, its
packaging, or its labelling,

licensor Software licensor (sef\@b‘/lEC 19770-5).

hardwareMpnufacturer |Hardware creator,, )

<any> Additional valqgs\g;e allowed so that HWID creators can extend the roles they describe.

N
7.8.8 SupplementalHWIDType
Table&)@— Supplemental HWIDType string enumerated values

InfoAdded

@[’)lementalHWIDType
String
This allows the differentiation of different types of supplemental HWIDs.

ing HWID. If

different data values are added for the same element or attribute (whether in the same or in
different supplemental HWIDs), then the interpretation of that data, i.e., the order of prec-
edence, is not specified by this standard. (supplemental HWIDs with incorrect or changed

values should be revoked).
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Table 19 (continued)

Archived This supplemental HWID archives an existing HWID.

The <hwidID> for the HWID which is archived is specified in the <1inkedToPrimaryhwidID>
or <linkedToSystemhwidID> attribute.

If the <linkedToPrimaryhwidID> or <linkedToSystemhwidID> value indicates a HWID
which has the <hwidType> of “Supplemental” then only that supplemental HWID is archived.
If the <hwidID> indicated in the <linkedToPrimaryhwidID> or <linkedToSystemhwidID>
attribute is not of <hwidType> “Supplemental” then that <hwid1D> and all supplemental HWIDs
associated with that <hwidID> are to be considered archived.

The primary reasons that a HWID would be marked archived are:

— The HWID referenced needs to be replaced because of incorrect or missing information.

Instead of adding the information with an InfoAdded, the entire HWID is archived and
reissued. b‘

— The hardware or system described by the HWID referenced has 3@ emoved from
inventory, and therefore no longer to be actively used for h re management
purposes. This would be appropriate, for example, for hardwat&%éld, degtroyed or is
otherwise permanently unavailable.

Note that hardware that is transferred to another entity @:éht be better sqrved by up-
dating the entity information of the new owner to maiftain history and cpntinuity of
the HWID tag. /‘C)

The effect of the 'Archived’ supplemental HWID is the ‘iﬁfe as that of 'Revocatign’, but with
an identified purpose.

CA
<any> Any other value of may be used, to provide exteQ\bffity in this document for additional uses

not yet specified. , 0

Q
7.8.9 TrystLevel Q
N\
N
Table 20 — TrustLevel %r ng enumerated values
a\
TrustLevel (enumerated Val‘L\\eﬁ
String ‘\\Q‘

The trustlevel assigﬁrﬁlssi\txo a HWID. This is effectively a subjective value, with the highestlevel

of trust generally being assigned to a HWID created by the licensor.

Full Full trust, e.gsfor a HWID created by a hardware manufacturer.

Partial Partial t: e.g., created by an end-user organization on the basis of historical HYVID records
from@ ublisher.
Untrusted t}‘fs not reliable, e.g., based on records from resellers rather than from the(licensor; or

_{based on other non-original sources.

\\
7.8.10 Rel Q%O

rel (enumerated values)

String
Specifies how the target of a [Link] relates to this HWID.

primary A reference to a primary HWID tag for the purpose of linking HWIDs together to create
a system. May also be used link together system of systems.

ancestor Refers to a HWID tag defining an ancestor of this HWID; used for upgrades.

parent A reference to a HWID tag that this HWID is a child of.

child Areference to a HWID tag that this HWID is a parent of.
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Table 21 (continued)

lifecycle Areference to additional information on lifecycle characteristics of this hardware product
(end of support, end of life, etc.).

supplemental Additional information that represents *this* HWID. This may be used to provide ad-
ditional information for a hardware product such as the purpose for the installation.

contract Refers to a URI where a copy of the hardware’s relevant contract information can be found.

bundleLeadProduct The link is to another HWID which is for the lead product in a group of products sold as
a bundle. (The current HWID is not for the lead product in the bundle).

bundledWith The link is to another HWID which is for a product bundled together with this product.
(The current HWID is for the lead product in the bundle).

<any> Additional relationships can be identified by referencing the IANA Link Relations reg-

fStratiom tibrary:
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Annex A
(informative)

XML schema definition (XSD)

The following XSD document provides the definition for the hardware schema.

<?xml version="1.0" encoding="UTF-8"?>
<xs:element name="HWID">
<X5 : COppptextype—Rted—1try
<xs:|sequence>
<Hs:element name="Entity" maxOccurs="unbounded" minOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:element type="xs:string" name="Location" maxOccurs="unbounded"
minOccursH"0"/>

<xs:sequence>
<xs:element type="xs:string" name="Meta" maxOccurs=funbounded"
minOccurs"0"/>
<xs:element type="xs:string" name="Link" maxOccudrs="unbounded"
minOccurs="0"/>
</xs:sequence>
<xs:element type="xs:string" name="Meta" maxOc&urs="unbounded" minOccurs="0"/>
<xs:element type="xs:string" name="Link" maxQcéurs="unbounded" minOccuts="0"/>
</xs:sequence>
</xs:complexType>
</lxs:element>
<¥s:element name="hwidMeta">
<xs:complexType mixed="true">
<xs:sequence>
<xs:element type="xs:string" namés"Location" maxOccurs="unbounded"
minOccursH"0"/>
<xs:sequence>
<xs:element type="xs:sf@ing" name="Meta" maxOccurs="unbounded"
minOccurs"0"/>
<xs:element type="x&§%3string" name="Link" maxOccurs="unbounded"
minOccurs=H"0"/>
</xs:sequence>
<xs:element type7¥"xs:string" name="OrderInfo" maxOccurs="1" minOccurs=T0"/>
<xs:sequence>
<xs:element type="xs:string" name="Meta" maxOccurs="unbounded"
minOccurs="0"/>
<xs:efement type="xs:string" name="Link" maxOccurs="unbounded"
minOccursH"0"/>
</xs%sequence>
<xsi&dement type="xs:string" name="Meta" maxOccurs="unbounded" minOccugs="0"/>
<xguelement type="xs:string" name="Link" maxOccurs="unbounded" minOccurs="0"/>
</xSisequence>
</xsecomplexType>
</I¥si&lement>
<XSIEIement Cype-"XS:String. name-"Meta ™ maxOccurs— unpounded. minoccurs=ro-/>
<xs:element type="xs:string" name="Link" maxOccurs="unbounded" minOccurs="0"/>
<xs:element type="xs:string" name="LinkContent" maxOccurs="unbounded" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
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