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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

-2:2020(E)

ISO/IEC 18013 (all parts) establishes guidelines for the design format and data content of an ISO-
compliant driving licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), ISO
machine-readable technologies (ISO/IEC 18013-2), and access control, authentication and integrity
validation (ISO/IEC 18013-3). It creates a common basis for international use and mutual recognition
of the IDL without impeding individual countries/states in applying their privacy rules and national/
community/regional motor vehicle authorities in taking care of their specific needs.

This document prescribes requirements for the implementation of machine-readable technology on an

IDL.
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f the functions of an IDL is to facilitate international interchange. Storing IDL datai
ble form supports this function by speeding up data input and eliminating tfanscri

sses can be improved.

Hocument allows issuing authorities to customise machine-readable ‘data for domest
international interchange, the use of an IDL as a domestic driving licence thus

issuing authorities.

sion is made for issuing authorities to validate the authenticity and integrity of th
ptional data. In addition, the option of protecting access to optional data (beyond
ction) is provided for. The exact mechanism used tgachieve such protection (e.g. enc
Hitional access control) is specified in ISO/IEC 18013-3.
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INTERNATIONAL STANDARD

ISO/IEC 18013-2:2020(E)

Personal identification — ISO-compliant driving licence —

Part 2:

Ma

chine-readable technologies

1 Scope

The gurpose of storing IDL data on machine-readable media on the IDL is to:

— ihcrease productivity (of data and IDL use),

— fhacilitate electronic data exchange, and

— assist in authenticity and integrity validation.

This flocument thus specifies the following:

— nmandatory and optional machine-readable data;

— the logical data structure;

— ¢ncoding rules for the machine-readable technolpgies currently supported.

To prfevent unauthorised access to the data contained on a contactless IC (e.g. by eavesdr
privacy of the licence holder is protected via basic access protection requiring a human-re
or machine-readable key/password on the IDL to access the data on the PIC (via prote
communication). The implementation details of this function are defined in ISO/IEC 18013
2 Normative references

The following documents are‘teferred to in the text in such a way that some or all of t

constlitutes requirements of ‘this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ISO 3[L66-1, Codes forthe representation of names of countries and their subdivisions — Part 1: (|
ISO/IEC 5218, Information technology — Codes for the representation of human sexes
ISO/IEC 7842-1, Identification cards — Identification of issuers — Part 1: Numbering system

ISO/I[ECZ816-1, Identification cards — Integrated circuit cards — Part 1: Cards with contac

opping), the
padable and/
rted-channel
3.

heir content
applies. For
nts) applies.

lountry codes

s — Physical

chardcteristics

ISO/IEC 7816-2, Identification cards — Integrated circuit cards — Part 2: Cards with contacts —
Dimensions and location of the contacts

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts — Electrical
interface and transmission protocols

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-5, Identification cards — Integrated circuit cards — Part 5: Registration of application
providers

© ISO/IEC 2020 - All rights reserved
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ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 7816-11:2017, Identification cards — Integrated circuit cards — Part 11: Personal verification
through biometric methods

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latin
alphabet No. 1

ISO/IEC 10
images: Requ

ISO/IEC 144
Part 1: Physi

ISO/IEC 144
Part 2: Radio

ISO/IEC 144
Part 3: Initia

ISO/IEC 144
Part 4: Trany

ISO/IEC 154

ISO/IEC 159
Graphics (PN

ISO/IEC 180

ISO/IEC 197
Part 1: Data

ISO/IEC 197
Part 3: Patro

ISO/IEC 197
minutiae dat]

ISO/IEC 197
pattern spec

ISO/IEC 197

18-1, Information technology — Digital compression and coding of continuous-ton
irements and guidelines — Part 1

13-1, Cards and security devices for personal identification — Contactless proximiity obje
ral characteristics

43-2, Identification cards — Contactless integrated circuit(s) cards =>Proximity carn
frequency power and signal interface

13-3, Cards and security devices for personal identification — Contactless proximity obje
ization and anticollision

13-4, Cards and security devices for personal identification —~ Contactless proximity obje
mission protocol

44-1, Information technology — JPEG 2000 image‘coding system: Core coding system

18, Information technology — Computer graphics and image processing — Portable Ne
G): Functional specification

| 3 (all parts), Information technology —‘Personal identification — ISO-compliant driving Ii

B5-1:2015, Information technology\— Common Biometric Exchange Formats Framewq
plement specification

B5-3:2015, Information technology — Common Biometric Exchange Formats Framewd
n format specifications

D4-2:2005, Informdtion technology — Biometric data interchange formats — Part 2: I
1

D4-3:2006,~/nformation technology — Biometric data interchange formats — Part 3:
tral data

D4-4:2005, Information technology — Biometric data interchange formats — Part 4: I

image data

b still

Cts —

ds —

Cts —

Cts —

rwork

cence

rk —

rk —

inger

inger

inger

ISO/IEC 19794-5:2005, Information technology — Biometric data interchange formats — Part 5: Face

image data

ISO/IEC 19794-6:2005, Information technology — Biometric data interchange formats — Part 6: Iris

image data

IEC 61966-2-1, Multimedia systems and equipment — Colour measurement and management — Part 2-1:
Colour management — Default RGB colour space — sRGB

IAFIS-IC-0110(v3), WSQ Gray-scale Fingerprint Image Compression Specification, Federal Bureau of
Investigation, Criminal Justice Information Services Division (1997)

ICAO Doc 93

03, Machine Readable Travel Documents, Seventh Edition 2015
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3 Terms, definitions and abbreviated terms

3.1

Terms and definitions

-2:2020(E)

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— 1

3.1.1
basic
BAP

protg
acces

3.1.2
binajl
BCD

binar
and
contg

Note

Note
terms

perta
this d

EXAM

3.1.3

CElactranadia: auailabla ot bt //azazag alactranadia oo/
e etFop et avaHaDe ot It P W W WEere eer e peeia-6F 7

access protection

ction method requiring a human-readable and/or machine-readable key/password
s the data on the secure IC via protected-channel communication

'y coded decimal

y coding of a sequence of integers using 4 bits for each integer (where the bit weigh
ncoding two integers per byte, and where a 0 digit is appended to the left of an integ
ining an uneven number of digits before encoding

| to entry: Only unsigned BCD is used in this documefit:

P to entry: For purposes of this document, the.definition of numeric characters in ISO/IH
of ISO/IEC 8859-1 is deemed to be for identification purposes of the numeric characters only
n to the manner in which numeric characters-have to be encoded. Encoding rules are explicit
bcument.

PLE See Table 1.

Table 1 — BCD examples

U Integer BCD
5 00000101
20 0010 0000
387 00000011 1000 0111

n the IDL to

ts are 8421)
rer sequence

C 18013-1 in
and does not
y specified in

bion1etric data block

BDB

block of data with a defined format that contains one or more biometric samples or biometric
templates (3.1.5)

3.14

biometric information record

BIR

BioAPI Consortium Patron Format biometric record header

© ISO/IEC 2020 - All rights reserved


https://www.iso.org/obp
http://www.electropedia.org/
https://iecnorm.com/api/?name=e01b4ca0252ec72a87cccf6a98bccce0

ISO/IEC 18

3.1.5
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biometric template
biometric sample (i.e. information obtained from a biometric device, either directly or after further
processing) or combination of biometric samples that is suitable for storage as a reference for future

comparison

Note 1 to entry: This definition is an expansion of a definition in ISO/IEC 19785-1:2015.

3.1.6
card holder

person using an IDL, who is not necessarily the legitimate licence holder

3.1.7

common bigmetric exchange file format

CBEFF

file format t
standard st
create the he

Note 1 to entr

3.1.8
compact en

nat promotes interoperability of biometric-based applications and systems by, specify
ucture for a BIR (3.1.4) and a set of abstract data elements and values thatcan be us
ader part of a CBEFF-compliant BIR

y: This definition is based on descriptive language in ISO/IEC 19785-1:2015.

roding

encoding me
typically ap

and ICs with| contacts)

Note 1 to enfry: Compact encoding generates one constructed data object containing all data groups (|
Selective readling is not possible and the read device reads.all data at the same time, where after the d
parsed. Using this method for machine-readable technologies'with large memory capacity is not recomm

asitcanresu

Note 2 to ent
with contactd
reserved for (

3.1.9

data group
DG
collection of

3.1.10
delimiter

D

character us

3.1.10.1

thod when the memory capacity available for the IDL application does not exceed
licable to 2D bar code symbologies, RFID (3.1.13) andlimited memory-capacity ICs

tin prolonged reading time.

ry: Compact encoding may also be used*where the total memory capacity exceeds 5 kB (e
and PICs) but where the capacity available to the IDL application is limited due to capacity
ther applications.

related data elements

ed to sepdrate data elements in a machine-readable data stream

ring a
ed to

5 kB,
(PICs

3.1.9).
ata is
ended

g. ICs
being

data group

multiplication sign "x

h 3 e
CIIIIICI

n_n

Note 1 to entry: Character D7 of ISO/IEC 8859-1.

3.1.10.2

field delimiter

division sign "+

n,n

Note 1 to entry: Character F7 of ISO/IEC 8859-1.
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3.1.10.3
sub-field delimiter
sub-delimiter

“.n

semicolon

Note 1 to entry: Character 3B of ISO/IEC 8859-1.

3.1.10.4
end of file delimiter
pilcrow “”

Note 1 to entry: Character B6 of ISO/IEC 8859-1.

ISO/IEC 18013-2:2020(E)

3.1.1
digitpl signature

data pppended to, or cryptographic transformation of, a data string that proves the orjigin and the
integrity of the data string and protects against forgery, e.g. by the recipient of/the data stijing

3.1.1
standlard encoding

encodling method when the memory capacity available for the IDL application exceeds 5 kB, typically

applitable to ICs (PICs and ICs with contacts)
3.1.18

radig-frequency identification

RFID

ISO/IEC 14443-compliant IC designed primarily for data storage
3.2 |Abbreviated terms

DF dedicated file

EF elementary file

F fixed length field

IC integrated circuit

ICC integrated circuit'card

LDS logical datastructure

MF masterfile

PIC proximity integrated circuit

PICC proximity integrated circuit card

\Y variable length field

4 Conformance

A driving licence is in conformance with this document if it meets all mandatory requirements specified
directly or by reference herein. Compliance with ISO/IEC 18013-1 is not required for compliance with
this document, except for those parts of ISO/IEC 18013-1 directly referenced in this document outside
of Clause 3. Conversely, the incorporation of a machine-readable technology which is not compliant with
this document does not necessarily render the IDL non-compliant with ISO/IEC 18013-1.

© ISO/IEC 2020 - All rights reserved
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5 Machine-readable functionality of IDLs

5.1 Overview

The subclauses that follow specify the functions (mandatory and optional) to be supported by any
machine-readable data elements used on an IDL. The optional domestic data elements incorporated at
the discretion of an issuing authority may support additional functions than those specified below.

5.2 General principles

The use of
in ISO/IEC 1
of the licen
elements ma
identificatio
IDL. No mac

Machine-readable data elements shall, except for optional domestic data (see 8.9),have the exact

meaning as {

NOTE A
suspicion upg

Rewriting, u|
(or technolo
Security opt

It shall be p
protection i
mechanism
mechanism§
manner with

Changes to 1
that do not
each new ve
recorded op
data elemen

5.3 Mand

5.3.1 Gen

Machine-readable data elements included on an IDL shall support/enable the functions described

following su

pdating and appending functions may be supported to the'extent allowed by the techn

B8013-1 as mandatory for international interchange, except for the signature and pe
'e holder, shall be included in the machine-readable data. The machine-readable
y also include any other data/information that appears visually on the IDL.(such 3
h of the issuing country), as well as additional data elements not reflected visually o
hine-readable data/information shall conflict with the human-readabledata/inform

he human-readable data elements on the IDL.

conflict between human-readable data elements and machine-readdble data elements ca
n the licence holder.

bies) used. If implemented, such functions shall complywith the principles set out h
ons are established to support authenticity and integrity of machine-readable data.

ossible to read mandatory data without restriction (with the exception of basic 4
h the case of a PIC IDL). Optional data may_ be protected, in which case the prote
(and associated parameters) shall be moted or referenced. The various protd
are specified in ISO/IEC 18013-3. The optional domestic data may be protected i
out restriction.

hachine-readable data elements by'the issuing authority are allowed only to data-eler
hppear in human-readable format on the IDL. Issuing authorities shall uniquely id¢
rsion (see 8.4) of optional machine-readable data (typically after changing the orig
Fional data). Issuing authorities shall issue a new IDL when changes to machine-rea
's will lead to inconsistencies with human-readable data elements on the IDL.

atory functions

bral

belauses.

ation.
same

N cast

plogy
brein.

ccess
ction
ction
N any

nents
entify
nally
dable

n the

5.3.2 Priv

ilege to drive at time of licensing

Using the IDL to determine (from machine-readable data elements) the driving privileges [and
associated restrictions, conditions and validity period(s)] granted to the licence holder by the issuing
authority identified on the IDL. It is recognized that this information does not confirm that the issuing
authority presently (i.e. at the time when the machine-readable data on an IDL is read by an entity
trying to establish a licence holder's driving privileges) considers the licence holder's driving privileges
to be valid.

5.3.3 Reference to driving privilege database
Using the machine-readable data elements (such as the licence number) on the IDL to reference records

of driving privileges maintained by the issuing authority.

6 © ISO/IEC 2020 - All rights reserved
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5.3.4 Age verification

Using the machine-readable data elements on the IDL to assure that the licence holder meets various
age thresholds for certain products and services, including driving privileges (in the case where the age
threshold to drive a particular category of vehicle domestically in the issuing country is lower than the

age permitted internationally).

5.4 Optional functions

5.4.1 Identity verification

Using the machine-readable data elements on the IDL to confirm, by way of a visual comphprison of the
portrfait image, that the card holder is the licence holder.

5.4.2| Biographical data verification

Using the machine-readable data elements on the IDL to confirm, by way of visual inspection of the
biographical data printed on the portrait side of the card, that such data have not been altdred.

5.4.3| Evidence of residence

Ability to use the IDL as evidence that the licence holder resided-at a specific location at the|time the IDL
was igsued. It is recognized that this information does not confirm that the issuing authorjty presently
considers the licence holder's residential information to be correct.

5.4.4 Biometric authentication

Ability to use a machine-readable biometric template or templates on the IDL to determinelwhether the
card holder is the licence holder by means ¢f.a machine-assisted biometric verification pjrocess (i.e. a
one-tp-one match).

5.4.5| Reciprocity of driving privileges

Abilify for a country other tham the issuing country to use the machine-readable data |elements on
the IDL to establish whether a;mutual recognition agreement (or agreements) exists with the issuing
authgrity.

5.4.6( Document authentication and validation

Ability to reference'items on or qualities about the IDL to verify the document is authentic (}.e. produced
by thp issuing authority reflected both in the human- and machine-readable data) and that no data has
been faltered-since issuing.

6 Machine-readable technologiessupported

Technologies suitable for both compact encoding and standard encoding are supported.

For compact encoding, a typical minimum capacity of 300 usable bytes is required.

Given the minimum data capacity needed to support the mandatory data requirements, the IDL may
contain any or a combination of the following machine-readable technologies:

RFID — Compact encoding, specified in Annex B.

— Two-dimensional bar code — Compact encoding, specified in Annex B.

if limited memory capacity is available for the IDL application, specified in Annex B).

© ISO/IEC 2020 - All rights reserved
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— PIC — Standard encoding, specified in Annex C (failing which, compact encoding only if limited
memory capacity is available for the IDL application, specified in Annex B).

7 Organization of data

7.1 Overview

Datais organized into fourteen data groups, of which each contains data pertaining to a similar function.
One data group is mandatory and the others are optional. One data group is reserved for future use.

n the

Mandatory data is comprised of the minimum set of data elements required”for international
interchange [(as defined in ISO/IEC 18013-1), with the exception of the signature anid-portrait.

7.3 Optional data

Optional datfa is organized into the following groups — licence holder/details (DG 2), issuing authority
details (DG B), portrait image (DG 4), signature/usual mark image (DG 5), facial biometric tenjplate
(DG 6), fingeérprint biometric template (DG 7), iris biometric template (DG 8), domestic data (D{ 11),
non-match allert (DG 12), active authentication (DG 13) and extended access control (DG 14). Proyision
is also made|for another as yet undefined biometric template)(DG 9), and an additional group res¢rved
for future uge (DG 10).

8 Data structure

8.1 Conceptualisation

Details of tHe data structure vary depending upon the storage technology(s) used. Conceptually the
structure cap be visualized as depicted.in Figure 1.

8 © ISO/IEC 2020 - All rights reserved
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Structure level
data

Mandatory text data elements -
Data Group 1

Optional licence holder details - Data Group 2

Optional issuing authority details - Data Group 3

Optional portrait image of licence holder - Data Group 4

NOTE
techn

plogies:isspecified in the annexes.

Optional signature/usual mark image - Data Group 5

Optional facial biometric template - Data Group(6

Optional finger biometric template - Data Group 7

Optional iris biometric template,~ Data Group 8

Optional other bionetric template - Data Group 9

Reservedforfuture use - Data Group 10

Optional domestic data - Data Group 11

Non-match alert - Data Group 12

Active authentication - Data Group 13

Extended access control - Data Group 14

Document security object - SOD

This is' only a graphical representation. The actual data mapping for each of the mac

Figure +—Conceptual data strneture

hine-readable

Data groups 12 to 14 and the document security object are applicable specifically to access control,
authentication and integrity validation and are thus specified in ISO/IEC 18013-3.

8.2 Data Group 1: mandatory text data elements

Data Group 1 consists of nine mandatory elements — demographic data and endorsement/restriction
information. See Table 2.
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Table 2 — Data Group 1, mandatory text data elements

Name Fixed or Field Example
variable | format/length/type p
Family name Vv 36AS Smithe-Williams
Given? names Vv 36AS Alexander George Thomas
Date of birth (yyyymmdd) F 8N 19700301
Date of issue (same format as
Date of Birth) F 8N 20020915
Date of expl'ryl(fame format F 8N 20070930
as Date of Birrtiy
Issuing counfry
(shall be in a¢cordance with F 3A JPN
IS0 3166-1)
. . HOKKAIDO PREFECTURAL PUBLIC
Issuing authqrity \ 65ANS SAFETY COMMISSION
Licence number \ 25AN A290654395164273X
Categories ofl vehicles/
restrictions/fonditions ADNS
(shall complyf with the field \% (also specified in C1;20000315;20100314;93;<=;8000
assembly rulps specified in Annex A)
Annex A)
NOTE 1 Notf the difference between the issuing country code specifieds/in ISO 3166-1, and the issuing country code
appearing in Zone [ of an IDL as specified in ISO/IEC 18013-1:2018, Annexd:.
NOTE 2 Field|format/length/type refers to status before encoding.
a  No titles and/or suffixes shall be included.
The assembly of the categories of vehicles/restrictions/conditions field shall comply with Annex A.
Encoding spEcifics vary slightly depending upon.the technology mapping employed and is specified in
Annexes B apd C in accordance with the machin€*readable medium included on the card. The follgwing
general fornjat (repeated as necessary) is adhered to:
[categorly] ; [issue date] ; [expiry date] ; [restriction/condition code] ; [restriction/condition dign] ;
[restriction/condition value]
NOTE Sppces (periods) have been inserted before and after the sub-field delimiter above for ease of
reading only.
8.3 Data Group 2: gptional licence holder details
Data Group| 2 consists of seven optional data elements that provide supplemental descriptive
information]Any orrall data elements may be present for a particular implementation. See Table 3
10 © ISO/IEC 2020 - All rights reserved
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Table 3 — Data Group 2, optional licence holder details

-2:2020(E)

Name Fixed or Field Example
variable format/length/type p

Gender (shall be in accordance _ _

with ISO/IEC 5218) F 1IN 1 (Male =1, Female = 2)

Height (cm) F 3N 172

Weight (kg) F 3N 082

Eye colour? F 3A BLU

Hair colourb F 3A BAL

Placq of birth \% 35ADNS¢ Frozen Foot;Minnesota;USA
471 Monica Road;204.Delth

Permanent place of residence Vv 113ADNSH Building;Lynnwood;Gautepg;0186;-
South Africa

NOTH
of an

NOTE

E
MAR

b H
SDY 5
T
expre
d g
line 2
in the

a

C

1 ISO/IEC 18013-1 allows non-metric units to be used for the height and weight values.that may ap
DL.

2 Field format/length/type refers to status before encoding.

fye colour options are BLK = Black, BLU = Blue, BRO = Brown, DIC = Dichromatic,\GRY = Grey, GRN = Gree
= Maroon, PNK = Pink, UNK = Unknown

air colour options are BAL = Bald, BLK = Black, BLN = Blond, BRO ‘=/Brown, GRY = Grey, RED A
Sandy, WHI = White, UNK = Unknown

hree fields delimited by the sub-field delimiter — City; State/Protince or District; Country. Addresses
ssed in the defined character set shall be transliterated.

x fields delimited by the sub-field delimiter — Street address line 1 (e.g. street name and number);
(e.g. apartment number); City; State/Province or District; Postal Code; Country. Addresses that canno|
defined character set shall be transliterated.

bear in Zone II

h, HAZ = Hazel,
Red/Auburn,
that cannot be

Street address
[ be expressed

8.4

Data Group 3: optional issuing authority details

Data [Group 3 consists of four optional data elements that can provide additional details abdut the IDL or
issuimg authority. None or all data eléments need to be present for a given implementation,See Table 4.
Table 4 —Data Group 3, optional issuing authority details

K Fixed or Field

BT (\@ variable format/length/type drepils
Administrative number \Y 25ANS 123456789B
Document discrintindtor? F 2N 01
Dataldiscrimifator® F 2N 01
ISO i§sueriD.number®
(shal] b¢ in-accordance with ISO/ F 8N 63600000
[EC 7812<1)

a

b

made

C

NOTE Field format/length/type refers to status before encoding.

Number assigned by the issuing authority to differentiate between additional licences (documents) or duplicate
documents issued bearing the same licence number as the original, that is 01 for the original licence, 02 for the first
duplicate, 03 for the second duplicate and nn for the (nn-1)th duplicate.

Number assigned by the issuing authority to differentiate between machine-readable data sets on the same physical
document where updates have been made to machine-readable data, that is 01 for the original data set, 02 for the first
update, 03 for the second update and nn for the (nn-1)th update. The data discriminator is mandatory when any change is

to the machine-readable data (see 5.2).

ISO number assigned to issuing country or licensing authority, as the case may be.

© ISO/IEC 2020 - All rights reserved
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8.5 Data Group 4: optional portrait image

Data Group 4 is comprised of one or more portrait images of the licence holder. The portrait images
shall comply with Annex D. An image visually similar to the image printed on the portrait side of the
IDL shall be included. See Table 5.

Table 5 — Data Group 4, optional portrait image

Name ‘I;;):“ie:b(;z Field format/length/type

Portrait image F 14N

timestamp? yyyymmddhhmmss where yyyy=year, mm=month, dd=day, hh=houry
mm-=minute, ss=second
If hour, minute, and second are not available, 00 shall be used for each value.

Type of imagp F 1N
3 =]JPEG; 4 =]JPEG2000

Portrait image \Y JPEG shall be in accordance with ISO/IEC 10918-1, JPEG-2000 shall be in
accordance with ISO/IEC 15444-1, as specified in ‘Annex D.

NOTE 1 Issuihg authorities may include a portrait image in a facial biometric data block invlieu of including such impge in
DG 4 (in standjird encoding). Consequently, card-reading applications should test for thé presence of a portrait image iy DG 6.

NOTE 2 Imagp length may be specified by the encoding scheme.
NOTE 3 Field|format/length/type refers to status before encoding.

a2  Used to dqte the appearance of the licence holder (as reflected on theportrait image). The timestamp reflects the date
and time the pjcture was taken (which is not necessarily the same as thé\time and date that the physical image data file was
created). Manglatory if more than one portrait image is included.

8.6 Data Group 5: optional signature/usualmark image

Data Group 3 specifies encoding of the licence holder’s signature or usual mark (as specified in Anngx D).
Since it is an|image, signatures or usual marks-using non-Latin characters are possible. See Table 6.

Table 6 — Data Group 5, optional signature/usual mark image

Fixed or~ .
Name va s! 1é Field format/length/type
Type of imagp F 1IN
3 =]JPEG; 4 =]JPEG2000; 5 = PNG
Image of sigrjature JPEG shall be in accordance with ISO/IEC 10918-1, JPEG-2000 sHall
or mark \% be in accordance with ISO/IEC 15444-1, PNG shall be in accordajnce
with ISO/IEC 15948, as specified in Annex D.

NOTE 1 Imagpledgth can be specified by the encoding scheme.

NOTE 2 Field format/length/type refers to status before encoding.

8.7 Data groups 6, 7, 8 and 9: optional facial, fingerprint, iris and other biometric
templates

Any biometric template is encoded based on the "ISO/IEC]TC 1/SC 37 TLV-encoded patron format, for use
with smartcards or other tokens" patron format, which shall be as specified in ISO/IEC 19785-3:2015,
Clause 11, specifically the off-card matching implementation specified in ISO/IEC 19785-3:2015, 11.2,
as amended in Table 7. This format uses the CBEFF structure.

Multiple biometric templates may be stored. If more than one is stored, the most recent biometric shall
be identified as such by supplying the BDB creation date and time.
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Use of the CBEFF format to sign and/or encrypt individual BDBs falls outside the scope of this document.
Use of the access control and authentication features defined in ISO/IEC 18013-3 is preferred.

Table 7 — Data Group 6 to 9, optional biometric information

Fixed or Field format/
Name variable length/_type Presence Example
encoding
Entry count \Y Binary Mandatory when |'01' for the first entry, '02' for
representation more than one the second entry, the highest
BDB is present numbered entry being the
ITTIOSU T'CCCIIL.
For each entry
. Field format/
Ngme Fixed or length/type Presence Example
‘ variable sT/typ P
encoding
Pdtron header F 2 bytes, '01 01' Mandatory (if 01071

vesion absent, the default
value applies)

Bipmetric type \ 1 to 3 bytes Optional Facial =02’
ISO/IEC 19785- Finger =08’
3:2015, Table 11.5 Cay

Iris ="10
shall apply

Bipmetric subtype F 1 byte Mandatory when |binary xx100101|for right

biometric subtype |hand thumb (given a biomet-
ISO/IEC 19785%¢ 1. : ; o
3:2015, Tabla 1.6 | 'S APPlicable but_jrictype of 08
shall apply p binary xx100010|for left eye
BDB . . | PPy
(given a biometric type of '10")

Bipmetric data creation F 14BCD Mandatory when |'20 0312 1517 35 30/,

ddte and time more than one representing Ded¢ember 15,

(ywyymmddhhmmss)?2 BDB is present 2003, 5:35:30 PM. Using BCD

representation this is coded
using 7 bytes.

BIR creator Vv Encoded ANS Optional Hokkaido Prefecfural Public
shall be in accord- Safety Commissipn (before
ance with ISO/ encoding)

IEC 8859-1
BI)B validity period F 16BCD Optional 200312152008 12 14,
(yyyymmddy yyynimdd)b representing a validity period
from December 15, 2003 to
December 14, 20P8. Using
BCD representatfon this is
coded using 8 bytes.
NOTEeldformatHensth/tyrperefersto-statusafterencoding

Heoes-

a  [fhour, minute, second are not available, 00 shall be used for each value.

b Two concatenated dates where the first date is the "from date" (not after), and the second date is the "to date" (not

before).

© ISO/IEC 2020 - All rights reserved
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Table 7 (continued)

Name

Fixed or
variable

Field format/
length/type
encoding

Presence

Example

For each entry

BDB product owner,
product type

4 bytes (a con-
catenation of two
16 bit positive
integers of value 1
to 65 535)

Optional

'00 01 00 82'

[SO/TEC 19785-
1:2015, 6.5.12
and 6.5.13 and
ISO/IEC 19785-
3:2015, Table 11.4
shall apply

BDB format owner

2 byte non-neg-
ative integer of
value 1 to 65 535

ISO/IEC 19785-
1:2015, 6.5.1
shall apply

Mandatory

'01 01" €orI1SO/IEC]TC 1
SC 37, Biometrics

BDB format type

2 byte non-neg-
ative integer of
value 1 to 65 535

ISO/IEC 19785-
1:2015, 6.5.2
shall apply

Mandatory:

'00 09' for ISO/IEC]JTC 1
SC37's
iris image format

BIR index [unique identi-
fier used tp reference the
biometric|data setin an
applicatioh context out-
side the I]L)

Free format

Optional

Recld_1952686A67

Biometric|data block

Format and encod-
ing as specified by
BDB format owner
and type.

Mandatory

Finger minutia record as
specified in ISO/IEC 197
2:2005, Clause 7

D4 -

BIR payload

ISO/IEC 19785-
1:2015, 6.5.22
shall apply

Optional

Arbitrary domestic data

NOTE Field fo

a

b

rmat/length/type refers to status after encoding.

If hour, mijhute,'second are not available, 00 shall be used for each value.

Two concdtenated dates w

before).

" (not

8.8 Data Group 10: reserved for future use

Data Group 10 is reserved for future use.

8.9 Data Group 11: optional domestic data

Since Data Group 11 is dedicated for domestic (or regional) use, the contents shall be defined by the
issuing authority (or supranational entity) consistent with the structure, format and principles
embodied in the definition of the other data groups.

14
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9 Application identifiers

All applications specified in this document (including other parts of the ISO/IEC 18013 series) are
identified by a seven byte Application Identifier (AID). The AID consists of a five byte Registered
Application Identifier (RID) and a two byte Proprietary Application Identifier Extension (PIX).

The RID for the International Interchange Driving Licence Application is ‘A0 00 00 02 48’.
NOTE1 The RID was assigned by ISO/IEC JTC 1/SC 17/WG 5 in accordance with ISO/IEC 7816-5.

NOTE 2  Pairs of single apostrophes are used to indicate hexadecimal notation and are not encoded.

The HTXTor each of the applications mvolved 1s shown in Iable 8.

Table 8 — Proprietary Application Identifier Extensions

Application oY v PIX
Application 1: Compact encoding (all technologies excluding ICs) '01/00'
Application 2: Standard encoding for ICs '02(00'
Application 3: Compact encoding for ICs '03(00'

Issuipg authorities may add additional applications to the IDL. Issuing authorities maly either use
the rpnge of PIXs allocated for this purpose (‘05 00' to '05.FF') or obtain separate RIDs from the
Regigtration Management Group of SC 17/WGS5 according to-the procedures defined in ISQ/IEC 7816-5
for sych applications.
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Annex A
(normative)

Assembly rules for categories of vehicles/restrictions/
conditions field

A.1 Genefal

This annex [contains the assembly rules for the categories of vehicles/restrictions/conditions| field
as defined ip Table 2. The assembly rules include coding systems for vehicle categories(as dgfined
in ISO/IEC 18013-1) and vehicle and driver restrictions and conditions. The use of codes faciljtates
language-independent implementation.

A.2 Scop

In addition tp specifying the logical record format for the electronic storage of the categories of vehjcles/
restrictions/conditions field, this annex also defines the codes necessary for international interchange
(machine-repdable data corresponds to human-readable data) in reSpect of the following:

— any vehicle subcategory defined in accordance with ISO/IEC 18013-1:2018, Annex B;

— supplementation of defined vehicle subcategories.in* accordance with ISO/IEC 18013-1:2018,
Annex B;

— vehicle festriction definitions in ISO/IEC 18013-1:2018, Annex B;
— driver r¢striction definitions in ISO/IEC 18013-1:2018, Annex B.

The above-njentioned definitions may be expanded upon for domestic purposes by adding the follqwing
optional restrictions in Data Group 11:

— vehicle festrictions in addition to the mandatory definitions in ISO/IEC 18013-1:2018, Annex

ALY

— driver re¢strictions in addition to the mandatory definitions in ISO/IEC 18013-1:2018, Annex B.

A.3 Logidgal recordformat

The categoriles ofvehicles/restrictions/conditions field consists of one or more instances of the category
of vehicle/restriction/condition data object. The category of vehicle/restriction/condition data object is
assembled akilfistrated in Figure A 1
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Vehicle (sub) category code (for example A, A1, B, B1, C, D1, BE,

DE, D1E, or ALL)

Date of issue per (sub) category (YYYYMMDD)

r Date of expiry per (sub) category (YYYYMMDD)

Vehicle Date of Date of Code Sign Value
category issue expiry
code

Subcategory supplementation/restriction 4T

code on vehicles and/or driver

Figure A.1 — Structure of the category of vehicle/restriction/condition data object

Eachdata block in Figure A.1 is separated by a sub-field delimiter--Each instance of a vehicle category is

followed by 5 data fields.

NOTE The number of sub-fields in the categories of vehiCles/restrictions/conditions field thys always will

be a npultiple of 6.

The ¢ategory of vehicle/restriction/condition data~object is repeated as necessary to e)lplain all the

categories of vehicles/restrictions/conditions applicable to the licence holder. The man

er in which

multiple instances of the category of vehicle/restriction/condition data object is encoded is specified
in the corresponding specification for compact encoding or standards encoding in Annex B or Annex C

respdctively.

For encoding purposes, the formatting of the fields comprising the categories of vehicles/festrictions/
conditions field is defined in TablelA.1.

Table A.1 — Field formatting

N :
Field C)O Fixed or variable Flel?bfgfrorlr‘lgz/; s:;(gﬁtll:gype

Vehiqle category code \ AN
Date pfissue F 8N
Date jof expity F 8N
Code \Y ANS
Sign V S

Value \Y% ANS

When a category of vehicle/restriction/condition data object is encoded (e.g. in accordance with
Annex C), each field making up the data object shall be encoded individually as specified in the

corresponding specification defined in Annex B or Annex C).

EXAMPLE For compact encoding (as specified in Annex B), the various fields (and the delimiters) will be
encoded as shown in Table A.2.

Table A.2 — Field formatting

Field

Encoding method

Vehicle category code

As per ISO/IEC 8859-1

© ISO/IEC 2020 - All rights reserved
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A.4 Code

A.4.1 Inte
The codes dg
Each code is
The codes dg

on its ov
applical

in assoc
which t}

013-2:2020(E)

Table A.2 (continued)

Field Encoding method
Date of issue BCD
Date of expiry BCD

Code As per ISO/IEC 8859-1
Sign As per ISO/IEC 8859-1
Value As per ISO/IEC 8859-1
Delimiters As per ISO/IEC 8859-1

rnational interchange

fined below in this clause shall be used for international interchange (in"\DG 1).

“«_n

of the format nn or Snn where “n” is a numeric.

fined in this annex are used in the following manner:

le to the vehicle and/or driver;

«_n u_n a n

jation with a sign (i.e. “<”, >” or a valid combination thereof) and a value; the u
e value is expressed is included in either the definition of:

— vehicle subcategory (i.e. cm3, kW, kg or seats) as défined in ISO/IEC 18013-1:2018, Annex

cod

The grammg
be interpret
a vehicle, as

The code des

e description.

pd with additional information. The code can apply to either a driver (licence holder)
hpplicable.

criptions are defined in Table A.3.

Table A.3 — Code descriptions

vn, i.e. the code definition alone fully specifies the supplementation/restriction/condition

Init in

B, or

r used in the code definition makes.itclear if the code can be read on its own, or if it lhas to

or to

Code Degt}i‘f)tion Code Description

01 Lidence holder requires eye sight correction 502 The vehicle’s authorized passenger seats,
anfl/or protectioh excluding the driver’s seat, shall be
Lidence holder requires prosthetic device for The vehicle’s cylinder capacity (cm3)

03 : S03
thg limbs shall be

78 Liden¢e’holder restricted to vehicles with <04 The vehicle’s nower (kW) shall be
automatic transmission *

01 The vehicle’s maximum authorized mass S05 Licence holder restricted to vehicles adapt-
(kg) shall be ed for physically disabled

EXAMPLE 1

The licence holder is authorised to drive category B vehicles, the licence category was issued
2003/MAY/31 and its expiry date is 2013/JUN/15. There are no restrictions.

18

B 20030531  |20130615  |Blank Blank Blank
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EXAMPLE 2

The licence holder is authorised to drive category CE vehicles, the licence category was issued

ISO/IEC 18013-2:2020(E)

2003/MAY/31 and its expiry date is 2013/JUN/15. Driver requires eyesight correction

for this category of vehicle only and is restricted to vehicles with automatic transmission.

EXAMPLE 3

The licence holder is authorised to drive category BE vehicles, the licence category was issued

CE

20030531

20130615

78

Blank

Blank

CE

Blank

Blank

01

Blank

Blank

2003/MAY/3T and 1ts expiry date 1s ZU13/JUN/TI5. Driver requires eyesight correction

wh

EXAM

Thy
we
for
folll

d

Sin
cat
to d

bn driving any category of vehicle and is restricted to vehicles with automatic transmission.
BE 20030531 20130615 78 Blank Blank
ALL Blank Blank 01 Blank Blank

PLE 4

e licence holder is authorised to drive category Al and C1 vehicles. The licence categories

e issued on 1990/N0V/23 and 2003/MAY/31 respectively. The expiry/date is 2013/JUN/15
both categories. The driver requires eyesight correction for both/categories, and the
owing supplementation details and restrictions are applicable to-¢ach of the subcategories:

ategory Al: Maximum cylinder capacity of 250 cm3

ategory C1: Maximum authorized mass less than 8 000 kg, and restricted to vehicles with

qutomatic transmission

Ce the eyesight correction is applicable to the driver rather than associated with a particular
pgory and to make it clear that the restriction'té automatic transmission is only applicable

ategory C1, the information is rendered as'follows:
Al 19901123 20130615 S03 <= 250
C1 20030531 20130615 S01 < 8000
C1 Blank Blank 78 Blank Blank
ALL Blank Blank 01 Blank Blank

A.4.2

If an
parti
expajl

NOTE
the cd

Domestic use

issuing authority wishes to expand on the codes for international interchange
Cular driving privilege, it is recommended that the codes specified in this clause b
nded codestare applicable to domestic use only and hence limited to Data Group 11.

1 , (Depending on whether codes are used for law enforcement or driving licence administr
dés’in this clause have the potential to be interpreted as being in conflict with human-readabl

(o restrict a
e used. Such

htion, some of
b information.

The c

Yo A3 L], | 43 £a1. A | 3 o4 3 RN 1o 3 N 34
dl'ITICAtIUIT UT UIIT UUITITOUIU UST UL LIITOST CUUTS 15 UTLTTIIIITIICYU IJy cdacll lbbullls dutliivl IL_)’.

Each code is of the format nn.xx where “n” and "x" are numerics, and ".xx" is optional for codes without
sub-codes or with non-mandatory sub-codes.

The c

odes defined in this annex can be used in the following manners:

— on its own, i.e. the code definition alone fully specifies the supplementation/restriction/condition

a

pplicable to the vehicle and/or driver;

«_n «u_n un

— inassociation with a sign “S” (i.e. “<”, “=”, “>” or a valid combination thereof) and a value “V”; the unit
in which the value is expressed is included in either the definition of:

— vehicle subcategory (i.e. cm3, kW, kg or seats) as defined in ISO/IEC 18013-1:2018, Annex B, or

© ISO/IEC 2020 - All rights reserved
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— code description.

The grammar used in the code definition makes it clear if the code can be read on its own, or if it has to
be interpreted with additional information. The code can apply to either a licence holder or to a vehicle,
as applicable.

The list that follows identifies the code description for each code identified. Codes in this clause may be
used in addition to the codes in A.4.1, but shall not be used in lieu of the codes in A.4.1.

EXAMPLE

If code 72 is used (in Data Group 11), subcategory Al with the necessary supplementations
(S03 <125,S04 < 11) shall also be used (in Data Group 1).

| Code |

Description

| Code |

Description

(&N

01. Ey¢sight correction and/or protection 20.12 Measure to prevent obstruction or actuation qf

(sup code use obligatory) brake pedal

01.01 Gldsses 20.13 Knee operated brake

01.02 Comtact lens(es) 20.14 Brake system operation supported by external force

01.05 Ey¢ cover 25. Modified accelerator systems

01.06 Glasses or contact lenses 25.01 Adapted accelerator pedal

01.07 Specific optical aid 25.03 Tilted accelerator pedal

02. Hefring aid/communication aid 25.04 Hand operated(@cgelerator

03. Prgsthesis/orthosis for the limbs 25.05 Knee operated.accelerator

03.01 Upper limb prosthesis/orthosis 25.06 Acceleratoroperation supported by external fprce

03.02 Loyver limb prosthesis/orthosis 25.08 Acceletator pedal on the left

10. Modified transmission 25.09 NMeasure to prevent obstruction or actuation df
accelerator pedal

10.02 Aufomatic transmission 31. Pedal adaptions and pedal safeguards

10.04 Adppted transmission control device 30T Extra set of parallel pedals

15. Modified clutch 31.02 Pedals at (or almost at) the same level

15.01 Adgppted clutch pedal 31.03 Measure to prevent obstruction or actuation df
accelerator and brake pedals when pedals not]
operated by foot

15.02 Hapd operated clutch 31.04 Raised floor

15.03 Automatic clutch 32. Combined service brake and accelerator systejms

15.04 Mehpsure to prevent obstruégion or actuation of 32.01 Accelerator and service brake as combined system

clufch pedal operated by one hand

20. Moldified braking systems 32.02 Accelerator and service brake as combined sygtem
operated by external force

20.01 Adppted brake‘pedal 33. Combined service brake, accelerator and steeifing
systems

20.03 Brgke pédal suitable for use by left foot 33.01 Accelerator, service brake and steering as combined
system operation by external force with one hand

2004’ Sll illg ‘Ul d}\C lJCL‘ldl 35 rViUdlflCd CUIILT U} ldyUuLb (Lig‘lltb bVViLL‘lle, Wil d'
screen wiper/washer, horn, direction indicators,
etc)

20.05 Tilted brake pedal 35.02 Control devices operable without releasing the
steering device

20.06 Hand operated brake 35.03 Control devices operable without releasing the
steering device with the left hand

20.07 Brake operation with maximum force of ... N 35.04 Control devices operable without releasing the

(for example: “20.07(300N)”) steering device with the right hand
NOTE 2 This force indicates the driver's capa-
bility for operating the system.

20.09 Adapted parking brake 35.05 Control devices operable without releasing the
steering device and the accelerator and braking
mechanisms

20 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=e01b4ca0252ec72a87cccf6a98bccce0

ISO/IEC 18013-2:2020(E)

Code Description Code Description |

40. Modified steering 44.09 Maximum operation force of front wheel
brake ... N (for example “44.09(140N)")

40.01 Steering with maximum operation force of ... N 44.10 Maximum operation force of rear wheel brake ... N

(for example “40.01(140N)") (for example “44.10(240N)")
NOTE 3 This force indicates the driver's capa- NOTE 4 This force indicates the driver's capability
bility for operating the system. for operating the system.

40.05 Adapted steering wheel (larger/thicker steer- 44.11 Adapted foot-rest

ing wheel section, reduced diameter, etc.)

40.06 Adapted position of steering wheel 4412 Adapted hand grip

40.09 Foot-operated steering Letters used in combination with codes 01 to44

for further specification:

40.11 Assistive device at steering wheel a: left

40.14 One hand/arm operated alternative adapted b: right

steering system
40.15 Two hand/arm operated alternative adapted ¢: hand
steering system

42. Modified rear/side view devices d: foot

42.01 Adapted device for rear view e: middle

42.03 Additional inside device permitting side view f: arm

42.05 Blind spot viewing device g: thumb

43. Driver seating position 45. Motorcycle with side-car only

43.01 Driver seat height for normal view and in 46. Tricycles only

normal distance from the steering wheel and
the pedals

43.02 Driver seat adapted to body shape 47. Restricted to vehicles of more than tyo wheels not
requiring balance by the driver for stprting, stop-
ping and standing

43.03 Driver seat with lateral support for.good 50. Restricted to a specific vehicle/chass|s number

stability (vehicle identification number, VIN)

43.04 Driver seat with armrest 61. Limited to daytime journeys (for example: one hour
after sunrise and one hour before surfset)

43.06] Seat belt adaption 62. Limited to journeys within a radius of ...km from
holder's place of residence or only ingide a city/
region ...

43.07 Seat belt type with support for good stability ~ 63. Driving without passengers

44. Modifications.to motorcycles 64. Limited to journeys with a speed nat greater
than ... km/h

44.01 Singledperated brake 65. Driving authorised solely when accoipanied by a
holder of a driving licence of at least the equivalent
category

44.02 Adapted front wheel brake 66. Without trailer

44.03 Adapted rear wheel brake 67. No driving on motorways

44.04 Adapted accelerator 68. No alcohol

44.08 Seat height allowing the driver, in sitting 69. Restricted to driving vehicles equipped with an

position, to have two feet on the surface at the
same time and balance the motorcycle during
stopping and standing

© ISO/IEC 2020 - All rights reserved

alcohol interlock in accordance with EN 50436. In-
dication of an expiry date is optional (for example
“69” or “69(01.01.2016)")
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| Code | Description | Code

Description |

70. Exchange of licence No ... issued by ... (EU/UN  79.05
distinguishing sign in the case of a third coun-
try; for example “70.0123456789.NL")

71. Duplicate of licence No ... (EU/UN distinguish-  79.06
ing sign in the case of a third country; for
example
“71.987654321.HR”)

73. Restricted to category B vehicles of the motor ~ 79.98

quadricycle type (B1)

Restricted category A1 motorcycle with a power/
weight ratio above 0,1 kW/kg

Restricted to category BE vehicle where the
maximum authorised mass of the trailer exceeds
3500 kg

Restricted to tractors

78. Restricted to vehicles with automatic transmis- 79.99 Restricted to industrial or agricultural equipment
siofr
79. Regtricted to vehicles which comply with the 80. Restricted to holders of a driving licence ford|cate-

spdcifications indicated in brackets (...)

79.01 Regtricted to two-wheel vehicles with or with- 81.
ouf side-car

79.02 Regtricted to category AM vehicles of the three- 95.
wheel or light quadricycle type

79.03 Regtricted to tricycles 96.
79.04 Regtricted to tricycles combined with a trailer 97.
haying a maximum authorised mass not ex-
cedding 750 kg

A.4.3 Supplementation/restriction/condition codes for domestic use

A.4.3.1 Format of code

gory A vehicle of the motor tricycle type not having
reached the age of 24 years

Restricted to holders of a drivinglicénce for afcat-
egory A vehicle of the two-whéel motorcycle type
not having reached the age-0f 21 years

Driver holding CPC meeting the obligation of
professional aptitudelprovided for by Directivie
2003/59/EC until\>(fer example “95(01.01.14)")

Category B vehicles combined with a trailer wfith a

maximum authprised mass exceeding 750 kg ywhere
the maximum authorised mass of such combiration
exceeds 8 500 kg but does not exceed 4 250 kg

Notauthorised to drive a category C1 vehicle yvhich
falls\within the scope of Council Regulation (HEC)
No 3821/85

NOTE 5 Council Regulation (EEC) No 3821/8p of
20 December 1985 on recording equipment in|road
transport (O] L 370, 31.12.1985, p. 8).

An issuing authority may add additional domestic codes to the list in A.4.2. Such codes shall be ¢f the

“_n

format nnn Wwhere “n” is a numeric and the smallest value of nnn is 100.

A.4.3.2 Examples

The following inforniative list contains examples of domestic codes defined by various issuing
authorities. Lodes duplicating the supplementation/restriction/condition specified in A.4.2 have|been

omitted.

22
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Code | Description | Code Description
202 The vehicle’s number of gears shall be 607 Tractor mass > Trailer mass
350 The maximum authorised (pay) load mass 608 Full trailer
(kg) (excluding the unladen vehicle mass)
shall be
401 The vehicle’s authorized length (m) shall be 609 Semi-trailer
402 The vehicle’s authorized width (m) shall be 610 Camping trailer
403 The vehicle’s authorized height (m) shall be 701 No passenger
406 The vehicle Sauthorized total mumbper of 702 The vehicle sauthorized power to weight ratio (kW/
wheels shall be kg) shall be
407 The vehicle’s authorized wheel base (m) 703 The vehicle’s authorized torque'to weight ratio
shall be (Nm/kg) shall be
408 The vehicle’s authorized vehicle tread length 704 With sidecar
(m) shall be
409 The vehicle’s authorized total number of axles 705 Without sidecar
shall be
501 The vehicle’s cylinder capacity (cm3) shallbe 706 The seat height{m) shall be
502 Electrical propulsion 707 The handlebar height (m) shall be
504 The vehicle’s torque (Nm) shall be 708 Left hand operated brake
505 The vehicle’s engine speed (r/min) shall be 709 Right hand operated brake
506 The vehicle’s total number of cylinders shall be 711 Hand operated front/rear brakes
507 The vehicle’s total number of rotors shall be 801 Power steering
509 The vehicle’s turbo (super charger) boost pres- 806 Hand operated accelerator
sure (kPa) shall be
601 No trailer (including light trailers of which.the’ 808 Modified side mirror
authorised mass does not exceed 750 kg)
602 The trailer’s authorized mass (kg) shall'be 901 Business purposes only
603 The combined (Tractor + Trailer(s))author- 902 Employment purposes only
ized mass (kg) of the vehicles shall be
604 The combined (Tractor + Trailér(s)) vehicle 903 The vehicle’s speed (mile/h) shall be
length (m) shall be
605 The authorized total number of trailers shall be 999 There is (are) other restriction(s). Ask|the Authority
606 Tractor mass = Trailer mass
© ISO/IEC 2020 - All rights reserved 23
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Annex B
(normative)

Compact encoding

B.1 General

This annex d
application (|
after which {

For compact
which comp

2D bar d

RFID, an
PICs and

The limited
of each. The
combination|

The annex a

B.2 Over

The compacf
written to (3

The compact

— Typeld

in this d
— Type 2 ¢
by anot}
field con

Data Group

efines the compact encoding scheme when limited memory capacity is available forth
not exceeding 5 kB). This scheme requires the read device to read all data at the'same
he data is then parsed.

encoding, a typical minimum capacity of 300 usable bytes is requirednIypical med
ict encoding is implemented are:

odes,
d
ICs with contacts with limited capacity available for the DL application.

storage capacity means that the number of data gtoups is restricted, as is the dat

of data groups 2, 3, 4, 7 and 11 subject to storagé capacity availability.

so prescribes means of validating and authenticating the stored data.

yiew

encoding method generates oré data string containing all data groups. This data str
nd read from) storage medialin the format provided for by each technology.

encoding method diffetentiates between the following two types of data groups:

ata group: Data groups that contain only data of which the allowable characters are spe
pcument (i.e. datagroups 1, 2 and 3).

lata group;.Data groups that include data of which the allowable characters are spe
er standard (i.e. data groups 4 and 7), and which thus may include delimiters as part
tent.

| 1’can be either a Type 1 or a Type 2 data group, depending on the information stor

e IDL
time,

ia on

h size

compact encoding scheme accordingly provides for Data Group 1, and optionally for any

ing is

rified

rified
Of the

ed in

this Data Group-

The encoding of data in a Type 1 data group is based on a fixed sequence of possible data elements
in the data file. Each data field and data group (including optional and/or empty data fields and data
groups) is terminated by an "end of field" or "end of data group"” indicator. Data fields read sequentially
from the data file thus can be assigned the appropriate data field name. This encoding method does not
require each field to be identified individually with a tag in the data file, nor does it require the length
of any field to be included in the data file.

The parsing rules for a Type 2 data group do not depend on delimiters to identify the data fields.
Sufficient information is supplied in the data to calculate the position of the first and last bytes of each
data field in the data stream.
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Character set encoding

s otherwise specified, data objects are encoded as indicated in Table B.1.

Table B.1 — Encoding rules

Object Encoding

Data fields of which the abstract values are defined as consisting of only N characters |BCD

Data fields of which the abstract values are defined as containing

ISO/IEC 8859-1 shall

(although not necessarily exclusively) any A or S characters apply

Delingiters 1SOAEE8859-1 shall
apply

Datafobject length ASN.1

NOTH
using|

A field that is defined in this document as containing (amongst others) A and/or S charactefs will alw
ISO/IEC 8859-1, even if an issuing authority's implementation of the same field is limitedto/N'characte

I'S.

ys be encoded

B.4

B.4.1
The s

[
[

grou
regar
of filg

NOTE
been

reading only.

B.4.2
The h

[

The header and Data Group 1 are mandatory; all\other elements of the data file are oj
s are delimited using the data group delimiter (x). The number of data group delimjters is fixed

Structure

Data file
tructure of a data file created using compact encoding canbe represented as follows:

header] x [Data Group 1] x [Data Group 2] x [DataGroup 3] x [Data Group 4] x [Dat
Data Group 11]q

dless of the number of optional data groups actually present. Data Group 11 is followg
delimiter ().

The data group delimiter (x) is\a multiplication sign and not a lower case X. Spaces (
nserted before and after the data~group delimiter and before the end of file delimiter abo|

Header
eader consists of the\following components:

AID] [version] [length]

h Group 7] x

btional. Data

d by the end

periods) have
ve for ease of

wherg
AID is the application identifier, 7 bytes; consisting of a 5 byte Registered Applidation Iden-
tifier (RID), and a 2 byte Proprietary Application Identifier Extension (PIX)
NOTE Separate PIXs are used for compact encoding (depending on the media used)
and standard encoding — see Clause 9 for the values of the RID and the PIX.
Version is the 2 byte number; the first byte is assigned by ISO/IEC JTC 1/SC 17/WG 10 for each

new version of this document; The value of the byte for this version shall be ‘01'; the
second byte is assigned by the issuing authority for each new version of their specifica-

tion controlling the coding of domestic data (Data Group 11);
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Length  isthe length of the data file (in bytes), encoded using ASN.1; the length equals the total
number of bytes from (and including) the data group delimiter between the header and
Data Group 1, up to and including the last character of the Logical Data Structure (LDS)
(i.e. the end of file delimiter).
NOTE Although it is strictly speaking not necessary to know the length of the data file,
itis included to assist in read verification.
EXAMPLE
Suppose that:
RID = A0 0000 02 48 (number assigned to International Interchange Driving
Licence Application)
PIX = 0100 (Application 1: Compact encoding — all technologies,
excluding ICs)
WG 10 persion level =1
Domestic version level = not specified (defaults to 0)
Total lgngth = 1598 bytes (‘82 06 3E’ in ASN.1 hexadecimal representation)
Then, the Header would be encoded as follows (spaces are included for clarity only and arenot encoded; apostrophes
are used td indicate hexadecimal characters and are not encoded):
‘A0 00 (0 0248010001 008206 3E’
B.4.3 Type 1 data group
A Type 1 datp group consists of data elements delimited by thefield delimiter (+) as follows:
..x [element_1] +...+ [element_n] +...+ [element_last] %2,
All data elements are delimited (including optional elements), regardless of whether or not an elgment
contains datp. The only exception is if the data group-contains no data, in which case no field delinpiters
are used. Tolfacilitate forward compatibility, parsers shall be able to accommodate additional eletpnents
appended to|a data group.
A data elemgnt can be sub-divided into data sub-fields. In a Type 1 data group, sub-fields are delimited
by a sub-fieldl delimiter [(;) sub-delimiter'for short] as follows:
...[elemgnt_2] + [field_3.1] ; [field_3.2] ; [field_3.3] + [element_4]...
If a data subffield is the last,data element in a data group, it is terminated with the data group delimiter.
For data elejnents containing a fixed number of data sub-fields (e.g. the address field), the numlber of
sub-delimitdrs is constarit, regardless of the number of optional sub-fields present. The only exception
is if none of the sub>fields contain data, in which case no sub-field delimiters are present.
The set of sybstields in a data field may be repeated. If a set of sub-fields is not terminated with 4 field
delimiter or 'a-datagreoup-delimiterit-means-thatthe-nextfield-wilbe-thefirstsub-field-of-another set

of sub-fields.

EXAMPLE
category field

Alicence category field consists of 6 sub-fields, of which the first sub-field is mandatory. A licence

containing 3 licence categories can then be coded as follows:

...+ [category_1—field_1] ; [category_1—field_2] ; [category_1—field_3];;;; [category_2—field 1]
;5 [category_2—field_4] ; ; ; [category_3—field_1];;; [category_3—field_4]; [category_3—field_5]

; [category_

NOTE

3—field_6] +...

above for ease of reading only.

26
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B.4.4 Type 2 data group

The contents of a Type 2 data group can generally be represented as follows:

x [fixed_length_field_1] [fixed_length_field_2] ... [fixed_length_field_n] [variable_length_field_
length] [variable_length_field] x

where x is the data group delimiter. The length of a variable_length_field is specified using ASN.1 rules
(see C.5). The number of fixed length fields and the number of variable length fields is not restricted.
The number and sequence of fields are specified in the data group definition.

B.5 [Implementation
B.5.1 Data Group 1: mandatory data
Data [Group 1 is a Type 1 data group.
A suby-field delimiter is used between different instances of the category of ¥ehicle/restrictipn/condition
data pbject.
EXAMPLE 1
Assume the following:
Family name = Smithe-Williams
Given name = Alexander George Thomas

Date of birth

Date of issue

'here

Sori,..ams

Date of expiry
Issuing country
Issuing authority
Licence number
Categories of vehicles, restrictions:

Category B vehicles, issued\hSeptember 1991, expires 1 March 2035

he above data group will be coded as follows:

= 1 March 1970

= 15 September 2002

= 30 September 2007

= Japan

= HOKKAIDQPREFECTURAL PUBLIC SAFETY COMMISSION
= A290654395164273X

[header]xSmithe-Williams+Alexander George Thomas+'19 70 03 01'+'20 02 09 15'+'2D 07 09 30'+
JPN+HOKKAIDO PREFECTURAL PUBLIC SAFETY COMMISSION=+
A290654395164273X+B;19910901;20350301;;;%[next data group]

Family name;

Atemas
1970 03 01"
'2002 09 15'
'2007 09 30’
JPN
HOK...SION
A29...73X

B

1991 09 01
'203503 01"

Giverrmanes;

BCD encoding of birthday, 1 March 1970;

BCD encoding of IDL issue date, 15 September 2002;

BCD encoding of IDL expiry date, 30 September 2007;
Issuing country;

Issuing authority;

Licence number;

Category B vehicles;

BCD encoding of issue date of category B, 1 September 1991;
BCD encoding of expiry date of category B, 1 March 2035.
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EXAMPLE 2

B.5.2 Data Group 2: optional licence holder information

Assume the same data as Example 1 with the following vehicle subcategories and restrictions:

Eyes

Subcategory A1, with maximum cylinder capacity of 250 cm3, issued 15 September 2002, expires 30

September 2017.

Subcategory C1 with a maximum authorised mass less than 8000 kg, restricted to vehicles with

automatic transmission.

ight correction required for both vehicle subcategories.

The abovle data group will be coded as follows:

[header] x Smithe-Williams + Alexander George Thomas +'19 70 03 01' +'20 02 09 15" =
7 09 30' + JPN + HOKKAIDO PREFECTURAL PUBLIC SAFETY COMMISSION +

200

A29P654395164273X + A1;'20 02 09 15','20 17 09 30';S03;<=;

'32 35 30';C1;;;S01;<=;'38 30 30 30';C1;;;78;;;ALL;;;01;; x [next data group]
where

Al = Category A1l vehicles;

'2002 09 15" = Issue date for category Al;

'2017 9 30" = Expiry date for category Al;

S03 = Code for "The vehicle’s cylinder capacity (cm3) shall.be";

<= = Less than or equal to;

'32 35 30’ = 250 cm3

C1 = Category C1 vehicles. Note that the validity-period for the category
C1 licence is the same as for the IDL;

S01 = Code for "The vehicle’s maximum authorized mass (kg) shall be";

<= = Less than or equal to;

'38303030" = 8000kg;

C1 = Continuation of category €1 vehicles;

78 = Code for "Restricted.te vehicles with automatic transmission";

ALL = Start of restriction’that applies to all categories;

01 = Code for "Siglit correction and/or protection”.

Data Group 2 is a Type:d data group.

EXAMPLE

28

Assume the.following:

Gender = Male

Height = 172 cm

Weight = 82kg

Eye colour = Blue

Hair colour = Bald

Normal place

of residence = 471 Monica Road, 201 Delta Building, Lynnwood, Gauteng, 0186, South Africa

The above data group will be coded as follows:

[previous data group] x '01' +'01 72" +'00 82" + BLU + BLD =

+ 471 Monica Road;201 Delta Building;Lynnwood;Gauteng;0186;South Africa x [next data group]
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where
'01' = male (per ISO/IEC 5218)
'0172' = BCD encoding of height, 172 cm
'0082' = BCD encoding of weight, 82 kg
BLU = Blue eyes
BLD = Bald
471 Mo...rica = Residence information
NOTE No place of birth included.
B.5.3 Data Group 3: optional issuing authority details
Data [Group 3 is a Type 1 data group.
The document discriminator field as well as the data discriminator field shalbbe each ¢
1 byt binary number. The ISO issuer ID number field shall be encoded as a4 byte BCD nun
EXAMPLE
Assume the following:

—

NOTE

B.5.4

Forc
defin
and t
enha

Administrative number = 123456789B
Document discriminator = 01
63600000

[SO issuer ID number
he above data group will be coded as follows:

[previous data group] x 123456789B + '01+* '63 60 00 00" x [next data group]
here

123456789B = Administrative number;

'01' = Document discriminator;
'63 600000’

BCD encodingof ISO issuer ID number.

No data discriminatorincluded.

Data Group 4: optional portrait images

bmpact encading, Data Group 4 supports one portrait image only. Consequently, not al
ed in 8.5 are-provided for. The coding of the portrait image is specified outside of th
hus Data-Group 4 is a Type 2 data group. Data Group 4 is coded as follows (spaces ar
hce l€gibility only, and are not encoded):

ncoded as a
hber.

| of the fields
s document,
b included to

[

revious data grounl x [tvpne of imagel [image lenothl [imagel x [next data grounl
[=] g | LJ I [ s B B [=] [=] J L o1 C [=] g |

where

[type of image] is a fixed length field;

[image length] is the length of the [image] field, expressed using ASN.1 rules;

[image] is a variable length field;

the [image] field is encoded as a binary object.

© ISO/IEC 2020 - All rights reserved
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EXAMPLE

Assume that the data group consists of one JPEG portrait image with a total length of 2075 bytes
(81B4¢ bytes). This will be encoded as follows:

[previous data group] x '03'’82 08 1B’ [2075;, byte image field] x [next data group]

where
'03' = image type 3 (JPEG);
‘82 08 tB——ASNtencodimgof theimmage tengthrof 2075 by tes;
.image}... = Image field including definition details and binary data.

B.5.5 Data Group 5: optional signature/mark image

Data Group % is not supported in compact encoding.

B.5.6 Data Group 6: optional facial biometric template

Data Group 6 is not supported in compact encoding.

B.5.7 Data Group 7: optional finger template

Data Group 7 is a Type 2 data group. Due to limited storage space, only finger minutiae data and finger
pattern spedtral data are supported in Data Group 7. This limitation precludes the use of optional data
elements listed in Table 7.

Data Group |7 thus is coded as follows (spaces are included to enhance legibility only, and arfe not
encoded):

[previoys data group] x [BDB format owner] [BDB format type] [biometric data block length]
[biomettic data block] x [next data group}

where
[BDB forfmat owner] is‘a fixed length field;
[BDB format type] is a fixed length field;
[biometfic data blockllength] is the length of the [biometric data block] field, expressed using
ASN.1 rules;
[biomettic datablock] is a variable length field, encoded in accordance with Table B.1,

with the understanding that delimiters may be included in data
fields as data (i.e. without fulfilling a delimiting function).

The contentofthe biometricdatablock shall comply with ISO/IEC 19794-2:2005 or ISO/IEC 19794-3:2006.
Consequently, the BDB format owner and BDB format type combinations in Table B.2 are valid.

Table B.2 — BDB format owner and type combinations

BDB format owner BDB format type
‘0101 '00 01' (finger-minutia-record-n)
‘0101 '00 02' (finger-minutia-record-x)
‘0101 '00 03' (finger-minutia-card-normal-v))
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Table B.2 (continued)

BDB format owner BDB format type
'01 01 '00 04' (finger-minutia-card-normal-n)
'01 071 '00 05' (finger-minutia-card-compact-v)
'01 01 '00 06' (finger-minutia-card-compact-n)
‘0101 '00 OA' (finger-pattern-spectral)

EXAMPLE

Assume that the data group consists of a finger pattern spectral biometric data block with a total length of
54 bytes ((EA';g bytes). This will be encoded as tollows:

[previous data group]x '01 01' '00 0A' ‘81 EA’ [234, byte biometric data block]x[next\datg group]

Where
'01 01 = BDB format owner (ISO/IEC]JTC 1/SC 37, Biometrics);
'00 0A' = BDB format type (finger pattern spectral data format as specified\iir'ISO/IEC 19794-312006);
'81 EA' = ASN.1 encoding of the biometric data block length of 234 bytes;
image..... = Image data block including definition details and binary.datd.

B.5.8 Data Group 8: optional iris biometric template

Data [Group 8 is not supported in compact encoding.

B.5.9 Data Group 9: optional other biometric template

Data [Group 9 is not supported in compact encoding.

B.5.10 Data Group 10: reserved for fiiture use

Data [Group 10 is not currently supported in compact encoding.

B.5.11 Data Group 11: optional domestic use

This flata group is reserved for domestic use and hence the encoding is defined domestically.

B.5.12 Overall example

John Bull (a male}:was born on the 29th of February 1976 in Campbeltown, Scotland. On [29 February
2000} the Driver and Vehicle Licensing Agency of the UK Department for Transport issued John an IDL
(numper BECB20996) that expires after 4 years. The IDL authorises John to drive motorcygles (since 15
March 1992) and passenger cars (since 8 May 1996), provided that he wears his glasses.

The issuimgautiority Tas also assigned an administrative mumber ( t02T776) 1o the D1

One portrait image (1003 bytes) using JPEG2000 compression is included. The minutiae of his right
index finger are stored as well (613 byte data block; compact size, with ridge skeleton end and ridge
skeleton bifurcation points).

The above information will logically be written as set out below (square brackets and spaces are used
where appropriate to improve readability; single quotes signify hexadecimal numbers):

['A0 00 00 02 48 01 00'] ['01 00'] [1793] x [Bull] + [John] + [19760229] + [20000229] + [20040228]

LL;;01;;;] x ['01'] + + + + + [Campbeltown;Scotland;United Kingdom] + x [102T776] + + + x[4] [1003]
[portraitimage] x ['01 01'] ['00 06'] [613] [biometric data] x
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The above fields will be encoded as follows (all numbers are hexadecimal):

[A0 00 00 02 48 01 00] [01 00] [82 07 01] x [42 75 6C 6C] = [4A 6F 68 6E] = [19 76 02 29] = [20 00 02
29] = [20 04 02 28] + [47 42 52] + [44 72 69 76 65 72 20 61 6E 64 20 56 65 68 69 63 6C 65 20 4C 69
63 65 6E 73 69 6E 67 20 41 67 65 6E 63 79] + [42 54 43 42 32 30 39 39 36] + [41 3B 19 92 03 15 3B
3B 3B 3B 3B 42 3B 19 96 05 08 3B 3B 3B 3B 3B 41 4C 4C 3B 3B 30 31 3B 3B 3B] x [01] [43
61 6D 70 62 65 6C 74 6F 77 6E 3B 53 63 6F 74 6C 61 6E 64 3B 55 6E 69 74 65 64 20 4B 69 6E 67 64
6F 6D] + x [31 30 32 54 37 37 36] + + + x [04] [82 03 EB] [portrait image] x [01 01] [00 06] [82 02

65] [biometric data] x

The final byle stream will be as follows:

A0000
F7 20 04
65 6E 77
3B3B3
616D 7
6F 6D F1
00 06 87

024801000100820701D742756C6CF74A 6F 68 6E F7 19 76 02 29 F7,20°00
L 02 28 F7 47 42 52 F7 44 72 69 76 65 72 20 61 6E 64 20 56 65 68 69 63 6C 65,20 4C
69 6E 67 20 41 67 65 6E 63 79 F7 42 54 43 42 32 30 39 39 36 F7 41 3B 1992 03 15
42 3B 1996 0508 3B3B3B3B3B414C4C3B3B30313B3B3BD701F7F7F7F7
62 65 6C 74 6F 77 6E 3B 53 63 6F 74 6C 61 6E 64 3B 55 6E 69 74 6564 20 4B 69 6E
' D7 31 30 32 54 37 37 36 F7 F7 F7 D7 04 82 03 EB [portrait image byte stream] D7
02 65 [biometric data byte stream] D7 B6

B.6 File structure for ICCs with contacts and for PICCs

Information
ISO/IEC 781
and/or EFs. ]
the IDL appl
do not affect
and interops

The IDL app
‘A0000

h-4. The card file system is organized hierarchically into DFs and EFs. DFs contain othe
An MF, if present, is the root of the file systemsAdditional DF and EF structures other
cation DF may be included to meet the requinéments of the ISO/IEC 24727 series?). ]
the basic IDL application DF structures. The detail required to manage access cond
rability is specified in ISO/IEC 18013-3:

ication is defined as one DF. The DFfor compact encoding is identified as follow:

D 02 48 03 00’

The DF is se

ected using its AID. If other-applications exist on the card, they would be contained W

their own DI and would be accessedwvia their separate AID.

The DF com

The compac
file identifie
NOTE1 Im

For compact

rises one EF only:

f encoded data string is stored in the one EF, named EF.CE, with short EF identifier 3
F='000D' and*Tag = '53". The tag is followed by the compact encoded data string.

plementers may see C.6 for a full list of data objects and tags.

encoding, EF.COM will not be present. Refer for Figure B.1 for a graphical depiction

02 29
b9 63
8B 3B
K7 43
H7 64
D1 01

on an ICC with contacts and on a PICC is stored in a file system, which shall be as defined by

r DFs
than
[hese
tions

rithin

IODI’

bf the

file structures:

N

1

The ISO/IEC 24727 series provides an alternate mechanism for identifying applications and application

capability as well as card capability via discoverable card and application capability containers which may optionally
be included on the IDL.
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NOTH2  Although the header and the data group delimiter between the header and DG1 (in
encoding constructed data object) are strictly speaking not necessary, it is neverthelessretained fq
purpgses.

NOTH3 Inorder to improve clarity, in the example that follows tags are printed in ITALIC TYPE 3
printged in UPRIGHT TYPE.

EXAMPLE

The rlequirements of the following elauses in Annex C also apply to B.6:

ISO/IEC 18013-2:2020(E)

IDL Standard Application i Other Domestic | E Other Domestic |
AID = A0 00 00 02 48 03 00 ' Application | ' Application |
DF | DF | : DF !
EF.CE
Compact encoding
Tag='53"
Short EF identifier ='0D’

Figure B.1 — Logical data structure

Assume a compact encoding constructed data object that cominences with 'A0 00 00 02 48 01 (
0A' (the header) and concludes with 'B6' (the end of file delimiter). Encoding would be (spaces
included for legibility only, and are not encoded):

‘53’'A0 0000024803 0001008207 0A ... B6!

Where
‘53’ = Tag the CE Data Group;
‘A0 00 ...B6' = Compactencoding constructed data object.

d.1.2;

d.1.3;

/e

.1.4;

/e

.2, with thetexception of C.2.8;

Y

1.

the compact
r consistency

nd values are

003008207
hnd italics are
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Annex C
(normative)

Standard encoding for ICCs with contacts and for PICCs

C.1 Overview

C.1.1 Gen

Standard en

with contacts and PICCs based on the ISO/IEC 7816 series and the ISO/IEC 14443 series-respectiv

C.1.2 Des
The file str

assumptiong:

— A wide yariety of implementations shall be supported to satisfy specific needs of different is
authoritiies. More specifically the data structure shall efficiently,support:

— marjdatory and optional sets of data elements;

— mul

— ara
issul

othdr statutory requirements);

— the

— an dptional mechanism to verify,one or more digital signatures;

— disdovery of the interoperability and security requirements in respect of the optional
elements from the card.

— The strycture supports atTeast two (2) application data sets:

— the

eral

roding is designed for random access and is suitable for use on documents employing

gn considerations

icture and encoding rules have been defined with the following considerations

Liple occurrences of specific data elements thatimay exist within a data group;

ing authorities (due to significant variahce in business requirements driven by privac

Iinconditional availability of mandatory data;

DL applicdtion, which has the following properties:

contains data elements with the following properties:

r [CCs
bly.

and

suing

hge of possible access conditions in respectiof optional data elements as required by different

y and

data

CCesS

~-{includes information that would enable a reading authority to identify the 4

control, authentication and 1mtegrity validation mechanisms present on the card;

— write protected;

— modifiable by the issuing authority (or trusted agent of the issuing authority), subject

to the requirements in 5.2 (for example the machine-readable data may not differ
the human-readable data);

from

— optionally protected with one or more digital signatures (defined in ISO/IEC 18013-3);

— DDL application(s) — outside the scope of this document;

— Contact between the driver licence and passport environments is considered more likely than
contact between the driver licence environment and non-passport environments (thatare compliant
with the ISO/IEC 7816 series). Consequently, tag assignments shall be aligned with ICAO Doc 9303.
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C.1.3 Interoperability considerations

To provide global interoperability this annex defines:

— physical characteristics;

— location and dimensions of the contacts or coupling areas;

— electrical signals to support communication between the IC and the interface device;

— transmission protocols;

— ¢ncoding rules;

— the file structure and tag assignments for the IDL Logical Data Structure;
— cdommand set;

— data element mappings to the files.

NOTE Although it is important for interoperability, this document\dees not define the human-readable
propdrties of the IDL, which are defined in ISO/IEC 18013-1.

C.1.4 Security requirements

Issuipg authorities may need to confirm data validityyand authenticity. ISO/IEC 18013-3 specifies
mechfanisms and means by which to achieve this.

C.2 |Compatibility with existing standards

C.2.1 Approach
This flocument is based on supportinginfrastructure provided by a number of other key ISP Standards:

— existing manufacturing standards, the [ISO/IEC 7816 series and the ISO/IEC 14443 serief (for ICCand
HICC devices respectively)'that ensure support for a broad range of cards and device$ by multiple
manufacturers;

— the ISO/IEC 24727 series, which may optionally be used;
— Biometric standards under development by ISO/IEC JTC 1/SC 37;

ther identification document standards such as those under development by ISO/IEC|TC 1/SC 17/
VG 3(and by ICAO.

|
= O

C.2.2—Physical characteristics

The physical characteristics of the card shall adhere to ISO/IEC 7816-1 for ICCs with contacts and
ISO/IEC 14443-1 for PICCs.

C.2.3 Location and dimensions of contacts or coupling area

Contact size and location for ICCs with contacts shall adhere to ISO/IEC 7816-2. Location and size of
contactless coupling area for PICCs shall adhere to ISO/IEC 14443-1.

C.2.4 Electronic signals

Electronic signals for ICCs with contacts shall adhere to ISO/IEC 7816-3. Magnetic fields and radio
frequency power for PICCs shall adhere to ISO/IEC 14443-2.
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C.2.5 Transmission protocols

C.2.5.1

ICCs with contacts

The IDL shall as a minimum support T = 0 or T = 1 as specified by ISO/IEC 7816-3.

Application design and hardware used to support high-speed transmission is recommended.

C.2.5.2 PICCs

The IDL shall be compatible with ISO/IEC 14443-1 to ISO/IEC 14443-4 and support half-duplex

transmissiofi protocol specified by ISO/TEC 14443-4.

C.2.6 App
The IDL supj

One apyp
ISO/IEC

One or
applicat
the issu

The applicat
DF name. T
which has b
additional by

C.2.7 Secyrity

The securit
Introduction

All data groyips shall be write protected.(Only the issuing authority (or the issuing authority's tr

agent) shall
define the w|

Issuing auth

allow fr

set spe(
The me
ISO/IEC

lication selection

ports the following applications:

lication shall consist of data recoded by the issuing authority in @ceordance wit
18013 series.

more applications may be added for other domestic or regional applications, su
ons provided for in ISO/IEC 24727. Such applications shall(be‘loaded under the cont
ng authority.

ions shall be selected by use of the seven byte Application Identifier (AID) as a res
he AID shall consist of the Registered Application Identifier (RID), 'AO 00 00 0

'tes comprising a Proprietary Application Identifier Extension (PIX) (see Clause 9).

) mechanisms specified in ISO/IE€*18013-3 support the objectives described i
of this document.

have write access (subjectto the requirements in 5.2). It is left to the Issuing Author
rite protection.

prities may optionally either:
be read access to-all data groups, or

ific access control rules under ISO/IEC 18013-3 to any or all optional data gy
chanism—for setting and discovering the appropriate access controls is specifi
1804 3-3.

h the

ch as
rol of

brved
D 48’

een assigned by ISO/IEC JTC 1/SC 17/WG 5 in‘@accordance with ISO/IEC 7816-5, andl two

h the

usted
ity to

oups.
bd in

C.2.8 Cha

Unless other

36

acter setencoding

wise specified, data objects are encoded as specified in Table C.1.

© ISO/IEC 2020 - All rights re

served


https://iecnorm.com/api/?name=e01b4ca0252ec72a87cccf6a98bccce0

ISO/IEC 18013

Table C.1 — Encoding rules

-2:2020(E)

Object

Encoding

Data fields of which the abstract values are defined as consisting of only N characters |BCD

Data fields of which the abstract values are defined as containing

(although not necessarily exclusively) any A or S characters apply

ISO/IEC 8859-1 shall

Delimiters ISO/IEC 8859-1 shall
apply

Data pbjectiength ASNT

Tag Binary

A fielﬁi that is defined in this document as containing (amongst others) A and/or-S charag
encodled using ISO/IEC 8859-1, even if an issuing authority's implementation ofithe’same fi
to N ¢haracters.

C.3 |File structure

Information on an ICC with contacts and on a PICC is stored in a file)system, which shall be 3
ISO/IEC 7816-4. The card file system is organized hierarchicallyZinto DF and EFs. DFs contg
and/¢r EFs. An MF, if present, is the root of the file system. Additional DF and EF structurg
the IDL application DF may be included to meet the requirements of the ISO/IEC 24727 se
do nqt affect the basic IDL application DF structures, The'detail required to manage acces

and interoperability is specified in ISO/IEC 18013-3.

The IPL application is defined as one DF. The DF for standard encoding is identified as follo
0000002480200

F is selected using its AID. If other~applications exist on the card, they would be cont
theirfown DF and would be accessedvia their separate AID.

Each|DF consists of a number, of EFs. The DF for standard encoding consists of one E
common data, and one EF for{each of the data groups defined in this annex.

All EFs are in the form efidata templates as defined in C.4 and have individual ASN.1 tag
direcf retrieval (see C/5): The structure and coding of data objects shall conform to ISO/IE
ISO/IEC 7816-6. The-assigned tags shall conform to the co-existent tag allocation scheme
ISO/IEC 7816-4,.S€17/WG 10 is the tag allocation authority for ISO/IEC 18013 series and in
tags are used«<Refer to C.6 for a list of data objects and tags.

F that'contains the common information for the IDL application is named EF.COM.

ters shall be
bld is limited

1s defined by
in other DFs
s other than
ries?). These
s conditions

W+

hined within

[' containing

s to support
[ 7816-4 and
hs defined in
ter-industry

['he short EF

ident

(tag 1
related to da

fier for this file is '"1E". This file contains the LDS version number and a list of the

a Vo1V

cl cl C C d Ull. dUU Ull,
ta access control, authentication and integrity validation.

data groups
information

For standard encoding, each data group shall be stored in one EF with a short EF identifier as shown
in Table C.2. The names for the files shall be EF.DGn, where n is the data group number, e.g., EF.DG1,
EF.DG4. Refer for Figure C.1 for a graphical depiction of the file structure.

2) The ISO/IEC 24727 series provides an alternate mechanism for identifying applications and application
capability as well as card capability via discoverable card and application capability containers which may optionally
be included on the IDL.
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Table C.2 — Assignment of file identifiers and Data Group tags

Elementary file Name ifllézifffjr File identifier Tag
EF.COM Common data "1E' '001E' ‘60’
EF.DG1 Mandatory data '01' '0001 ‘61’
EF.DG2 Optional licence holder details '02' '0002' ‘6B’
EF.DG3 Optional issuing authority details '03' '0003' ‘6C’
EF.DGQ4 Optional portrait image '04' '0004' 65
EF.DQ5 Optional signature/usual mark image '05' '0005' 67
EF.DQ6 Optional facial biometric template '06' '0006' ‘75
EF.DQ7 Optional finger biometric template '07' '0007' ‘63
EF.DQG8 Optional iris biometric template '08' '0008t ‘76
EF.DQ9 Optional other biometric template '09' '0009' 70
EF.DGJLO Reserved for future use '0A' 000A'

EF.DG|1 Optional domestic application data '0B' '000B' ‘6D

EF.DG]2 Non-match alert '0C' '71

EF.DGL3 Active authentication '0D! '6F

EF.DG[14 Extended access control 'OE' '6E

EF.SOD Document security object "1D’ 77
NOTE Selecfed tag assignments are aligned with ICAO Doc 9303 For example, Tag '75' identifies facial biothetric
irrespective of the DG in which it appears.
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IDL Standard Application i Other Domestic i Other Domestic
AID ="A0 00 00 02 48 02 00' i Application i Application
DF | DF : DF |
EF.COM Common data
Tag = ‘60’
Short EF identifier = "1E’
EF-b6t FFDG2
Mandatory data Optional licence holder details
Tag='61 Tag = ‘6B’
Short EF identifier ='01" Short EF identifier =02
EF.DG3 EF.DG4
Optional issuing authority details Optional portrait image
Tag =‘6C’ Tag =65’
Short EF identifier = '03’ Short EF identifier = '04’
EF.DG5 EF.DG6
Optional signature/ usual mark image Optional facial biometric
Tag =67’ Tag =75’
Short EF identifier = '05’ Short EF identifier = '06'
EF.DG7 EF.DG8
Optional finger biometric Optional iris biometric
Tag =63’ Tag =76
Short EF identifier = '07’ Short EF identifier = '08’
EF.DG9 EF.DG10
Optional other biometric Reserved for Future Use
Tag =70’
Short EF identifier= ‘09’ Short EF identifier = ‘0A’
FERE11 EF.DG12
Optiomal-domestic data Non-match alert
Tag ="6D’ Tag ='71’
D EF identifier = ‘0B’ Short EF identifier = ‘0C’
EF.DG13 EF.DG14
Active authentication Extended access control
Fag="6F Tag="6E"
Short EF identifier = ‘0D’ Short EF identifier = ‘OE’
EF.SOD
Document security object
Tag="77"
Short EF identifier = ‘1D’

Figure C.1 — Logical data structure
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C.4 Data groups

C.4.1 EF.COM — Common data elements, Tag = '60’, short EF identifier = ‘1E’

This template has two data elements, the LDS version level (‘5F01’) and a tag list (‘5C') as defined in
Table C.3. The tag list, as the name implies, is a list of the tags of the data groups present for any given

implementat

ion, and also specifies the access protection applicable.

Table C.3 — EF.COM

Length

Value

EF.COM contents

¥

QY

Tag Length Value

Version number with format aabb, where aa defines the,mdjor re
sion level and bb defines the release level. aa and bbare'humeric
encoded as 2 bytes in BCD. The major revision leyehis‘assigned b
'5F01'
and shall be 01 in this version. The release level is assigned by th
suing authority for each new version of théirspecification contrg
coding of domestic data.

ISO/IEC]JTC 1/SC 17/WG 10 for each new versien‘of this document

e is-
lling

'5C' X DG taglist as per Table C.2

The templat]
may require
defined in I§

NOTE In

printed in UNDERLINED TYPE and values are printed in UPRIGHT TYPE.

EXAMPLE

data, option
signature/m
not encoded):

‘60"°0C’
‘5F0

‘5¢C°0

C.4.2 EFD

C4.2.1 Ge

This EF cor
conditions a
the first 8 d

e structure has been defined to support future developments. Supporting specifica
the inclusion of additional tags within EF.COM. Additional tags relating to securi]
0/1EC 18013-3.

order to improve clarity, in the examples that follow tags are printed in ITALIC TYPE; lengt

Assume an implementation using LDS Version 1.0 having the following data content — mangd
licence holder data, optional issuing.authority information, a portrait image and an op
rk image. Encoding would be (spaces,underlining and italics are included for legibility only, a

) ’QZF 101 001
5; '61' |6B| |6Cv 1651 ’67'

G1 Data Group 1, mandatory data, Tag = ‘61’, short EF identifier = '01’

neral

tains_the’ mandatory demographic data elements and vehicle categories/restrict
5 defined in Table C.4. Since all data elements are mandatory and the sequence is ki
htafields are concatenated into one primitive data object. This primitive data objec

tions
y are

1S are

atory
tional
hd are

ions/
lown,
t has

Tag = ‘5F1F".
Tag = ‘7F63".

40

Table C.4 — Data Group 1

Tag Length Value
‘SE1F’ X Primitive data object of mandatory demographic data
elements. Refer to Table C.5.
“TE63’ X Constructed data object of vehicle categories/
restrictions/conditions. Refer to Table C.6.

Vehicle tategories/restrictions/comditions are encoded as a constructed data object with
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C.4.2.2 Mandatory demographic data Tag = ‘5F1F

Table C.5 specifies the fields that comprise the primitive data object. Each variable length field is
preceded by its length (specified using ASN.1 notation). The object thus has the following structure:

[family name field length] [family name] [given names field length] [given names] [date of birth]
[date of issue] [date of expiry] [issuing country] [issuing authority field length] [issuing authority]
[licence number field length] [licence number]

NOTE No delimiters are used between the fields.

Table C.5 Mandatorvdemooranhicdata
J [=] 1
: N\
Name le.ed/ Value E rlﬁe
variable format 1,
Family name \' 36AS Smithe-Williams
Giver)2 names \ 36AS Alexander, George Thomas
Date pf birth (yyyymmdd) F 8N 19700301
Date jof issue (same format as date of birth) F 8N 20020915
Date pf expiry (same format as date of birth) F 8N 20070930
Issuing country (shall be in accordance F 3A JPN
with[[SO 3166-1)
Issuing Authority \ 65ANS HOKKAIDO PREFECTURAL PUBLIC
SAFETY COMMISSION
Licerjce number \Y 25AN A290654395164273X
NOTH 1 Note the difference between the Issuing Country.code specified in ISO 3166-1, and the Issuing| Country code
appedring in Zone I of an IDL as specified in ISO/IEC 18013+172018, Annex F.
NOTH2 Value format refers to status before encoding,
a  No titles and/or suffixes shall be included.

C.4.2|3 Categories of vehicles/restrictions/conditions — Tag = ‘7F63’

The fpllowing general format is-adhered to:

Tag' 'Overall Length'

'Number of Eftries’

'Tag’ ‘Length' 'Category of vehicle/restriction/condition data object;’
'Tag!‘llength’ "Category of vehicle/restriction/condition data object,'

‘Tag’ ‘Length’ ‘Category of vehicle/restriction/condition data object,'

Each category of vehicle/restriction/condition data object entry is a variable Iength data element of
ADNS format and constructed as specified in Annex A. All delimiters are included regardless of whether
or not the associated optional fields are present. Table C.6 specifies the structure for the number of
entries and the individual entries. The number of entries is denoted immediately after the total length
of Tag ‘7F63." Each entry is labelled with a Tag '87". The length of the entry immediately follows its tag.

Table C.6 — Categories of vehicles/restrictions/conditions

Tag Length Value

‘02’ '01' Integer (N) — Number of entries

'87' X Category of vehicle/restriction/condition data object,
repeated for each category/ restriction/ condition listed
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EXAMPLE 1

The licence holder may drive category A1l and C1 vehicles. The licence categories were issued on 1990/
NOV/23 and 2003/MAY/31 respectively. The expiry date is 2013/JUN/15 for both categories. The driver
requires eyesight correction for both categories, and the following supplementation details and restrictions
are applicable to each of the subcategories:

Category Al: Maximum cylinder capacity of 250 cm3

Category C1: Maximum authorized mass less than 8 000 kg, and restricted to vehicles with automatic

transmission
This will be coded as follows (spaces, underlining and italics are included for legibility only, and dfe not
encoded]:
I7F 63' lﬂl
l02| lm' '04'
'87''17' A1;'19 90 11 23';'20 13 06 15';S03;<=;'32 35 30'
'87''17' C1;'20 03 05 31';'20 13 06 15%;S01;<;'38 30 30 30'
'87''09' C1;;;78;;
'87' '0A' ALL;;;01;;
where
'7F 63" = vehicle category/restrictions/conditions tag;
'4C' = length of the data following the tag (71,);
'02''01' "G4 = four data objects are contained in the tag, with4he humber of objects encoded using BCD;
'87'...3530 = first category of vehicle/restriction/condition‘data object; licensed for category Al vehicles not
exceeding 250 cm3 from 23 November 1990 to\15 June 2013;
'87'...30 40 = second category of vehicle/restrictionycondition data object; category C1 vehicles of less thap
8 000 kg valid from 31 May 2003 to 15Jurie 2013;
'87'..78;; = third category of vehicle/restriction/condition data object; category C1 vehicles restricted t
automatic transmission;
'87'...01; = fourth category of vehicle/xestriction/condition data object; driver (i.e. all categories) requires
sight correction and/or protection.
EXAMPLE 2
The example data noted in Tabte'C.5 can be coded as follows (spaces, underlining and italics are included for
legibilitylonly, and are notencoded):
‘61’ ’'B1 9A’
‘5F 1F’ 77’ )0F*Smithe-Williams '17’ Alexander George Thomas '19 70 03 01 20 02 09 15 20 07 (9
30" JPN '2D_HOKKAIDO PREFECTURAL PUBLIC SAFETY COMMISSION "11' A290654395164273X
‘7F 6371’
v02! lﬁl 101l
‘87" '18’ C1;'20 0003 15%'20 10 03 14":S01:<=;'38 30 30 30"
where
‘61’ = Tag for Data Group 1;
‘81 9A’ = Overall length of data group (154, = '81 9A");
‘5F 1F’ = Tag for mandatory demographic data;
‘77 = Overall length of demographic data (119,,="77");
‘OF’ = Length of variable length family name(s) (15,5 = '0F");
Sm...ams = Value of family name(s) field;
17 = Length of variable length given name(s) (23, ="17");
Alex..mas = Value of given name(s) field;
1970 03 01" = Date of birth field (BCD encoded);
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'2002 09 15" = Date ofissue field (BCD encoded);

'2007 0930 = Date of expiry field (BCD encoded);
JPN = I[ssuing country field;

2D’ = Length of variable length Issuing Authority field (45,5 = '2D");
HOK...ION = Issuing Authority field;

11 = Length of variable length licence number (17, = "11");
A290..X = Value of licence number field;

‘7F 63’ = Tag for categories/restrictions data object;

1D’ = Overall length of categories/restrictions (29,,="1D");

Z = Tag tor integer;

o1 = Length of number of entries (1,5 ="01");

p1 = Number of entries (BCD encoded);

'‘B7’ = Tag for first entry;

ns’ = Length of first entry (24,, = '18");

[1; = Vehicle category C1 field and delimiter;

0000315 = Date ofissue field (BCD encoded) and delimiter;

201003 14'; = Date of expiry field (BCD encoded) and delimiter;

$01...'30 30' = Limited to vehicles with an authorised mass not exceeding 8 000 kg.
Tihe fully encoded version of tag '5F 1F" is as follows (spaees, underlining and italics are includefl for legibility

(@)

nly, and are not encoded):

‘5F1F’’77"'0F’ '53 6D 69 74 68 65 2D 57 69 6C6C 69 61 6D 73'’17" '41 6C 65 78 61 6E 64 45 72 20 47 65
6F 72 67 65 20 54 68 6F 6D 61 73" '19 70 03 01 20 02 09 15 20 07 09 30" '4A 50 4E' '2D" '4{8 4F 4B 4B 41
49 44 4F 20 50 52 4546 45 43 54 55 52414C 20 50 4F 4C 49 43 45 20 41 53 41 48 49 4B 41 57 41 20 41
5245412053 4146 4554 59 20 50 55 42 4C 49 43 20 43 4F 4D 4D 49 53 53 49 4F 4E'’1]1’ '41 32 39 30
3635343339353136343237 3358

—

he fully encoded version of tag '7F63" is as follows (spaces, underlining and italics are includefl for legibility
nly, and are not encoded):

(@)

‘7F 63’’1D’’02’ ‘01’ '0187°°18’ '43 31 3B 20 00 03 15 3B 20 10 03 14 3B 53 30 31 3B 3C 3p 3B 38 30 30
30'

C.4.3 EFDG2 Data'Group 2, optional licence holder information, Tag = ‘6B’, shprt EF
identifier = '02'

Data [Group 2,eontains the optional information about the licence holder specified in Table [C.7.
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Table C.7 — Data Group 2

NOTE 2 Valus

Tag Length Value Value format Example
5C X Tag list concatenation |List of all data elements present
of tags
5F35 '01' Gender (shall be in accord- 1IN 1 (Male = 1, Female = 2)
ance with ISO/IEC 5218)
5F64 '02' Height (cm) 3N 172
5F65 '02' Weight (kg) 3N 082
5F66 '03' Eye colour? 3A BLU
5F67 '03' Hair colour® 3A BAL
5F11 X Place of birth 35ADNS¢ Frozen Foot;Minnesota;USA
5F42 X Normal place of residence 113ADNSY 471 Monica Road;201 Delta
Building;Lynnwood;Gauteng;0186;
South Africa
NOTE 1 ISO/|EC 18013-1 allows non-metric units to be used for the height and weight values thiatunay appear in Zone II
of an IDL.

format refers to status before encoding.

a2 Eye colouf options are BLK = Black, BLU = Blue, BRO = Brown, DIC = Dichromatic, GRY ='Grey, GRN = Green, HAZ = Hazel,
MAR = Maroof, PNK = Pink, UNK = Unknown
b Hair coloyir options are BAL = Bald, BLK = Black, BLN = Blond, BRO = Brown, GRY = Grey, RED = Red/Ayburn,
SDY = Sandy, WHI = White, UNK = Unknown
¢ Three fielfls delimited by the sub-field delimiter — City; State/Provin€e\or District; Country. Addresses that canpot be
expressed in the defined character set shall be transliterated.
d  Six fields delimited by the sub-field delimiter — Street address,liné1 (e.g. street name and number); Street address line
2 (e.g. apartmpnt number); City; State/Province or District; Postal‘Code; Country. Addresses that cannot be expresfed in
the defined chpracter set shall be transliterated.
EXAMPLE
The example data noted in Table C.7 can be coded as follows (spaces, underlining and italics are included for
legibilitylonly, and are not encoded):
‘6B’ 18180’
‘4C’'0E' '5F 35 5F 64 5F 65'5F66 5F 67 5F 11 5F 42’
‘4F35°01' 1
‘4F64’’'02’ 172
‘qF65’ 02’ 082
‘JF66’ 03’ BLU
"JF67’°03’ BAL
"JF11’ '19’ Frozen Foot;Minnesota;USA
'§F42’ 'A5 471 Monica Road;201 Delta Building;Lynnwood;Gauteng;0186;South Africa
where
‘6B’ = Tag for Data Group 2;
‘8180’ = Overall length of data group (128;);
‘5C° = Tag for tag list;
‘OE’ = Overall length of tag list;
'5F 35...5F 42’ = List of tags of data fields included in this data group;
‘5F35”°01' 1 = Tag, length (of BCD encoding), gender (male). The gender will be encoded as '01';
‘5F64'°02’ 172 = Tag, length (of BCD encoding), height of 172 cm. The height will be encoded as '01 72';
‘5F65’°02’ 082 = Tag, length (of BCD encoding), weight of 82 kg. The weight will be encoded as '00 82%;
‘5F66’’03’ BLU = Tag, length, eye colour blue. The eye colour will be encoded

(usmg ISO/IEC 8859-1) as '42 4C 55%;
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‘5F67’’03’ BAL = Tag, length, hair colour bald. The hair colour will be encoded

(using ISO/IEC 8859-1) as '42 41 4C’;

‘5F11''19'Fro..USA = Tag, length (25;;), place of birth. The place of birth will be encoded (using ISO/IEC 8859-1)

as '46 72 6F 7A 65 6E 20 46 6F 6F 74 3B 4D 69 6E 6E 65 73 6F 74 61 3B 55 53 41/

‘5F42’ '45''471...rica = Tag,length (69,;), normal place of residence. The normal place of residence will be encod-

ed (using ISO/IEC 8859-1) as '34 37 31 20 4D 6F 6E 69 63 61 20 52 6F 61 64 3B 3

230312044

656C 746120427569 6C 6469 6E 67 3B4C 79 6E 6E 77 6F 6F 64 3B 47 61 75 74 65 6E 67 3B

303138363B536F75746820416672696361".

The information will be fully encoded as follows (spaces, underlining and italics are included for legibility
only, and are not encoded):

C4.4

identifier = '03’

Data

optiopal. A tag list is used to indicate which data elements are present.

65 olok
‘5C’'0E' '5F 35 5F 64 5F 65 5F 66 5F 67 5F 11 5F 42!
‘5F35’°01’'01'
‘5F64°’02°'01 72"
‘5F65''02''00 82'
‘5F66’ 03’ '42 4C 55'
'5F67°°03’ '42 41 4C'
"5F11’’19’'46 72 6F 7A 65 6E 20 46 6F 6F 74 3B 4D 69 6E 6E 65 73 6574’61 3B 55 53 41'
"5F42’'45’'34 37 31 20 4D 6F 6E 69 63 61 20 52 6F 61 64 3B 32 30731 20 44 65 6C 74 61
69 6C 64 69 6E 67 3B 4C 79 6E 6E 77 6F 6F 64 3B 47 61 75 74 65,6E'67 3B 30 31 3836 3
74 682041 667269 63 61'

EF.DG3 Data Group 3, optional issuing authority-details, Tag = 6C, short

Group 3 contains the optional document detailsvspecified in Table C.8. All data g

Table €:8— Data Group 3

204275
B 53 6F 75

EF

lements are

docut
dupli

b N

Tag Length Value 0,® Value format Examples
5 X Tag list concatenation of tags | List of all data elenients present
5Fa8 X Administrative number 25ANS 1234567$9B
5F49 '01' Document diseriminator? 2N 01
5F4D '01'  |Data discriminator? 2N 01
5F4A '04' ISO issuer ID numbere¢ (shall be in 8N 63600000
acdordance with ISO/IEC 7812-1)
NOTH Value format refers to status before encoding.
a2 Number assigned by the issuing authority to differentiate between additional licences (documentd) or duplicate

hents issued bearing the same licence number as the original, that is 01 for the original licence, 0
ate, 03 forthe second duplicate and nn for the (nn-1)th duplicate.

umberassigned by the issuing authority to differentiate between machine-readable data sets on the

docuf

2 for the first

same physical

hent“where updates have been made to machine-readable data, that is 01 for the original data set,

2 for the first

made

update, 03 for the second update and nn for the (nn-1)th update. The data discriminator is mandatory when any change is

to the machine-readable data (see 5.2).

¢ ISO number assigned to issuing country or licensing authority, as the case may be.
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EXAMPLE

The example data noted in Table C.8 can be coded as follows (spaces, underlining and italics are included for
legibility only, and are not encoded):

46C| J&l

‘5C’'08' '5F 68 5F 69 5F 6D 5F 6A'
‘5F68’’0A’ 123456789B

‘5F69’’01’ 01
‘5F6D’’01’ 01
"5EGA’’04’ 63600000
where
‘6C’ = Tag for Data Group 3;
26’ = Overall length of data group (38,);
‘5C = Taglist;
‘08’ = Overall length of tag list;
'5F 68...5F 6A' = List of tags of data fields included in this data group;
‘5F68’ 0/’ 123456789B = Tag, length, administrative number. The administrative number will be encoded
(usmg ISO/IEC 8859-1) as '31 32 33 34 35 36 37 38:39-41";
‘5F69’°011 01 = Tag, length (of BCD encoding), document diseriminator of 01.
The document discriminator will be encoded @s '01";
‘5F6D’’01 01 = Tag, length (of BCD encoding), data diseriminator of 01.
The data discriminator will be encodedas™01";
‘5F6A’ '04''63600000 = Tag, length (of BCD encoding), issuer ID number. The issuer ID number will be

encoded (using BCD) as '63 60 00:00".

C.4.5 EF.DG4 Data Group 4, optional portraitimage, Tag = ‘65’, short EF identifier = '04'

Data Group ¢ contains one or more JPEG andyer WSQ images, Tag = '5F40". The images are en¢oded
according to the settings defined in Annex ®, An integer defines the number present. Each instance is
headed by amn image template Tag as specified in Table C.9.

Table C.9 — Data Group 4

Tag | Length ('\%\‘ Value
v '01'_ \|Integer, number of portraits encoded
‘A2’ X Instance of portrait template, repeated for every image included
Tag | Length Value
'88' '07' |Portraitimage timestamp
'89' '01' |Type of image
'5F40° X JPEG shall be in accordance with ISO/IEC 10918-
1, JPEG-2000 shall be in accordance with ISO/
IEC 15444-1, WSQ shall be in accordance with
IAFIS-IC-0110(v3), as specified in Annex D.
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Assume two portraits have been encoded. Portrait one is a JPEG image with a length of 2 035 bytes and a
timestamp of 20 February 2007 14:22:23, and portrait two is a JPEG2000 image with a length of 3 698 bytes

a

nd a timestamp of 21 February 2002 (no time is available for the second portrait).

Then (spaces, underlining and italics are included for legibility only, and are not encoded),

‘65"'821692’
’02’ lml 2
‘A2’ '820804’
'88’°07’ 20070220142223
1891 'ﬂ' 3
'5F40’'8207F3’ 2035 byte JPEG image
‘A2’ '820E83’
'88’’07’ 20020221000000
P89' !m! 4
'5F40’'820E72’ 3698 byte JPEG2000 image
Where
‘b5’ '821692’ = Tagand overall length of Data Group 4((5778;);
p2°01’ 2 = Tag, length and number of entries (2)_The number of entries will be e
N2°'820804’ = Tagand length of the portrait image template;
‘B8’’07’' 20070220142223 = Tag, length and portrait imagé timestamp (BCD encoded);
‘B9’’01’ 3 = Tag, length and image type (3 = JPEG). The image type will be encode
‘bF40’’'8207F3’...image = Tag for image, length and image;
H2..image’ = Second entry.
C.4.4 EFDGS5 Data Group 5, optionaksignature/mark image, Tag = ‘67’, short §

identifier = '05'

Data

C.4.7
iden

hcoded as '02";

las'03";

F

Group 5 contains a signature orusual mark image, Tag = ‘5F43’ as specified in Table .10.
Table C.10 — Data Group 5

Tag ],@th Value

'89' ‘01" |Type of image
JPEG shall be in accordance with ISO/IEC 10918-1, JPEG-2000 shal

'5643" X be in accordance with ISO/IEC 15444-1, WSQ shall be in accordancsg
with IAFIS-IC-0110(v3), as specified in Annex D.
t EF

EF.DG6 Data Group 6, optional facial biometric template, Tag = ‘75, shor

tifier=—"06"
A YAYJ

Data Group 6 contains one or more facial biometric templates as defined in Table C.11. The biometric
template specified in Table C.12 is encoded according to the biometric information template used for
off-card matching, which shall be as defined in ISO/IEC 19785-3:2015, Clause 11. Regardless of the
number of biometric templates present, the nested off-card structure defined in ISO/IEC 7816-11:2017,

Table

2 shall be used.
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Table C.11 — Data Group 6

Tag L Value
75" X |Data group & optional biometric identification ('75' for Facial, '63' for Finger, '76' for Iris, etc)
Tag L Value
'"7F 61' X Biometric group template
Tag L Value
'02' X Number of biometric templates in the group
'7F 60’ X Biometric template (see Table C.12)

Table C.12 — Biometric template

Tag L Value )\‘D
'7F 60' X | | Biometric template
Tag I Value N¥
~
‘AT X |Biometric Header Template (BHT)
Tag L Value Presence )La&a%rmat Example
‘80’ ‘02’ Patron header version |Mandatory 2 bytés 0101
(if absent, the
default value
applies)
‘81 '01'-03’ Biometric type Optietial 1-3 bytes Facial =’02’
Finger ='08’
Iris =10’
‘82’ 01 Biometric subtype Mandatory 1 byte binary xx100101 fdr right
when appli- hand thumb (given|a
cable biometric type '08]
binary xx100010 fqr left
eye (given a biomefric
type of '10")
‘83’ 07’ Blemetric data cre- Optional 14N 20031215173530, |rep-
ation date and time resenting Decembépr 15,
(yyyymmddhhmmss)? 2003, 5:35:30 PM
‘84’ X BIR creator Optional ANS Hokkaido Prefectufal
Police Asahikawa Area
Public Safety Comrission
'85- '08' BDB validity period Optional 16N 2003121520081214,
(yyyymmddyyyym- representing a valiflity
mdd)P period from Decenyber
15, 2003 to Decemlper 14,
2008
‘86 ‘04’ BDB product owner, Optional 4 bytes (a concate- |'00 01 00 82'
product type nation of two 16 bit
positive integers of
value 1 to 65 535)
‘87’ ‘02’ BDB format owner Mandatory 2 byte non-neg- ‘0101
ative integer of
value 1 to 65 535
‘88’ ‘02’ BDB format type Mandatory 2 byte non-neg- '0009'
ative integer of
value 1 to 65 535
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Table C.12 (continued)

Tag L Value
Tag L Value
Tag L Value Presence Value format Example
'90' X BIR index (unique iden- | Optional Free format Recld_1952686A67
tifier used to reference
the biometric data set
in an application con-
text outside the IDL
‘5F2E’ | X |Biometric data block Mandatory Format and encod- |Finger minutia record
or . . . . ing as specified by |as specified in ISO/
“TF2E’ This data is normally stored in the clear in BDB format owner |IEC 19794-2:2005,
‘CE2E’ butitmavhbe nnrir\hm-prl andstoredin SR — ST
template ‘7F2E’. s
'53'/'73'"| X |BIR payload Optional Axbitparly domestic data
NOTE |Value format refers to status before encoding.
a Ifhojur, minute, second are not available, 00 shall be used for each value.
b Twolconcatenated dates where the first date is the "from date" (not before), and the second date is the "to date"(notafter).
EXAMPLE
Two biometric templates as follows (Template 1 from ISO/IEC JTC 1/S€.37 and Template 2 from ANSIINCITS
Tlechnical Committee M1):
Tlemplate 1: Facial biometric, created 15 December 2003 at 5:35:30pm, valid from 15 December|2003 through
14 December 2008, product owner number = 1, product type anmber = 130, format owner numper = 257 (‘01
01, format type number = 8, biometric data block length 12634 bytes.
Tlemplate 2: Facial biometric, created 7 January 1999.at"10:27:44am, valid from 7 January 1999 through 6
January 2004, product owner number = 1, product type number = 130, format owner number # 27 ("00 1B’),
foprmat type number = 1281 ("05 01”), biometric data block length = 12711 bytes.
Tihen (spaces, underlining and italics are included for legibility only, and are not encoded),
‘75’82 6371
'7F 61’82 63 6C’
‘02) IMI l02l
'7F 60’82 31 89’
;41! l&)
I80r vgzn )01 01;
'81' ;u; r02|
'83’°07°°20 03 12 15 17 35 30’
’85’’08’'20 031215200812 14’
'86’°04’’00 01 00 82’
P87! lul 101 01’
'88' ru! ;00 081
'5F 2F’’82 31 5A’ '.....12634 byte Biometric Data Block...."
'7F 60’’82 31 D6’
7111 Jﬁ}
Pg()l ,ﬂ’ !01 011
P81l lm) ’02'
'83’°07'°1999 01 07 10 27 44’
85708’ '1999 01 07 20 04 01 06’
'86’°04’'00 01 00 82’
P87l ‘Ql 100 1Br
P88l PMI J05 01'
'5F2E’’82 31 A7’ "....12711 byte Biometric Data Block...."
where
‘75 = Tag for DG6, Optional facial biometric;
826371 = Overall length of data group (25457, ="'82 63 71');
‘7F 61’ = Tag for biometric group template;
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‘8263 6C’ = Overall length of biometric group (25452,,="'82 63 6C");
'02''01''02' = Number of entries;
‘7F 60’ = Tag for biometric template;
‘82 31 89’ = Overall length of biometric template (12681, = '82 31 89");
‘A1’ '28' = Biometric header tag and length (404, = '28");
'80''02'°01 01’ = Patron version;
'81''01''02’ = Facial biometric type;
'83"''07' 20031215173530 Date and time of creation 15 December 2003.
ThlS will be encoded as ‘20 03 12 15 17 35 30’ (BCD encoded);
'85' '%' 2003121520081 214 = \Inl-nln-ypav«‘nrl Thicwzillha ancadad 2c ‘2003212 152009 12 14 (Df‘l’\ nnnnn ed)’

'86''04' ‘00 01 00 82’ Product owner and type (130,, = '82");
'87''02"' ‘91 01’ = Format owner (‘01 01' = registered value for ISO/IEC JTC 1/SC 37, Biotnetrics);

'88''02' ‘90 08’ = Formattype ('00 08' = registered value for face-image conforming
to ISO/IEC 19794-5);

'5F 2E' ‘8P 31 5A’ = Length of biometric data block (12634, ="'82 31 5A");
..Biometriic.. = Biometric data block encoded per above defined owner’and format;
‘7F 60’ = Tag for biometric template;
‘82 31 D6 = Overall length of biometric template (12758,,='82"31 D6");
‘A1’ '2B' = Biometric header tag and length (43, = '2B");
'80''02'’'91 01’ = Patron version;
'81''01'(02’ = Facial biometric type;
'83''07' 19990107102744 = Date and time of creation 7 January 1999 at 10:27:44am.
This will be encoded as ‘19 99 01 07 10 27 44’ (BCD encoded);
'85''08' 1999010720040106 = Validity period, from 7 January 1999 through 6 January 2004.
This will be encoded as ‘19,9901 07 20 04 01 06’ (BCD encoded);
'86''04"' ‘00 01 00 82’ = Product owner and type;
'87''02"' 00 1B’ = Format owner ('003I'B' = registered value for INCITS Technical Committee M|L);
'88''02''P5 01’ = Formattype ((05 01' = registered value for ANSI INCITS 385-2004);
'S5F2E' ‘8p 31 A7’ = Length of‘biemetric data block (12711;, = '82 31 A7");
..Biometrjic.. = Biometrjic data block encoded per above defined owner and format.

The information will be fully_éncoded as follows (spaces, underlining and italics are included for legjbility
only, and|are not encoded):

‘758926371 7F 61 8263 6C 020102 7F 6082 3189 A12880020101810102830720031215{17 35
30865082003 12152008121486040001008287020101880200085F2E82315A<12634 byte
Biometric Data\Block> 7F 60 82 31 D6 A1 2B 80 02 01 01 81 01 02 8307 19 99 01 07 10 27 44 85[08 19
99 ([L 07 2004701 06 86 04 00 01 00 82 8702 00 1B 8802 05 01 5F 2E 82 31 A7 <12711 byte Biometric
Datgq Blo¢k>"

NOTE Tag 3335 i ig i
example thatis not llsted in Table C. 12 orlgmates from ISO/IEC 7816 11.

C.4.8 EF.DG7 Data Group 7, optional finger biometric, Tag = ‘63’, short EF
identifier ='07'

Data Group 7 is encoded the same as Data Group 6. Specific data elements will have different values as
the biometric is for fingers rather than faces, which shall be in accordance with ISO/IEC 19794-4:2005.

EXAMPLE

Finger biometric (right hand thumb), created 15 December 2003 at 5:36:12pm, valid from 15 December
2003 through 14 December 2008, product owner number = 13, product type number = 99, format owner
number = 257, format type number = 7, biometric data block length = 834 bytes.
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Then (spaces, underlining and italics are included for legibility only, and are not encoded),

‘63’82 03 81’
'7F61'’82 03 7C’
'02°°01"'01

'7F 60’ °82 03 74’
'A1"'2B’

;80; rur r01 01!

181' vmv 108;
;82: ;u; v051

'83'’07°°2003 121517 36 12’
'85’’08’'2003 12 15 20 081214

q

q

q

q

q

q

I XeVaRYaW, L RYaVa)
ogu

'here

b3’

82 03 81’
VF 61’

B2 03 7C
p2''01' '01'

TF 60’

82 03 74’
11’ '2B'

50''02' 01 01
51''01'°'08’

62''01' ‘05

53''07' 20031215173612

35''08' 2003121520081214

'B6''04' ‘00 0D 00 63’

Fa¥nY
T UU UD UU UJ

,87' !Q} r01 01;
,88' IQ' '00 071
'5F2E’’'82 03 42"

..... 834 byte Biometric Data Block...."

= Tag for DG7, Optional finger biometric;

= Overall length of data group (897, ="'82 03'81");

= Tag for biometric group template;

= Overall length of biometric group (892,, = '82 03 7C");
= Number of entries;

= Tag for biometric template;

= Overall length of biometrictemplate (884, ="'82 03 74");
= Biometric header tag atid length (43,,="2B");

= Patron version;

= Finger biometrictype;

= Biometric subtype: right hand thumb;

= Date an@time of creation 15 December 2003 5:36:12pm.
ThlS willlbe encoded as ‘20 03 12 15 17 36 12’ (BCD encoded);

= Validity period, from 15 December 2003 through 14 December 200§.

This will be encoded as ‘20 03 12 15 20 08 12 14’ (BCD encoded);
Product owner and type (13;,="'0D", 99, ="63");

W

'B7''02' ‘0101 = Format owner (257, ="01 01, registered value for
ISO/IECJTC 1/SC 37, Biometrics);
B8''02' ‘0007’ = Formattype (74, ="00 07, registered value for finger-image
conforming to ISO/IEC 19794-4);
'bF 2E' ‘82 0342’ = Length of biometric data block (834, ="82 03 42");
|Biometric.. = Biometric data block encoded per above defined owner and format.
Tlhe/information will be fully encoded as follows (spaces, underlining and italics are included for legibility
onlyfand are not encoded):
‘63820381 7F6182037C020101 7F 608203 74 A1 2B 800201018101088201058307200312

NOTE

1517 36128508 20 03 12 15 20 08 12 14 86 04 00 0D 00 63 87 02 01 01 88 02 00 07 5F 2E 82 03 42
<834 byte Biometric Data Block>’

Tags for biometric templates are defined and assigned in ISO/IEC 7816-11. Any tag in the above
example that is not listed in Table C.11 originates from ISO/IEC 7816-11.

C.4.9 EF.DGS8 Data Group 8, optional iris biometric, Tag = ‘76, short EF identifier = '08’

Data Group 8 is encoded the same as Data Group 6. Specific data elements will have different values as
the biometric is for irises rather than faces, which shall be in accordance with ISO/IEC 19794-6:2005.
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C.4.10 EF.DG9 Data Group 9, optional other biometric, Tag = ‘70’, short EF identifier = '09’

Data Group 9 is encoded the same as Data Group 6. Specific data elements will have different values as
the biometric is not for faces.

C.4.11 EF.DG10 Data Group 10, reserved for future use, no Tag assigned, short EF
identifier = '0A'

This data group is reserved for future use and the content will be defined at a future stage.

C.4.12 EF.DG11 Data Group 11, optional domestic data, Tag = '6D’, short EF
identifier OB

This data grpup is reserved for domestic use and hence the encoding is defined domestically:

C.5 Use df basic encoding rules of ASN.1

C.5.1 BERTLV data object
Each BER-TI}V data object shall consist of 2 or 3 consecutive fields in accorddnce with ISO/IEC 8825-1.
— The tagfield T consists of one or more consecutive bytes. It encodesia class, a type and a number.
— The length field consists of one or more consecutive bytes. It en¢odes an integer L.

— IfLis ngt null, then the value field V consists of L conseciitive bytes. If L is null, then the data gbject
is empty: there is no value field.

Neither '00' hor 'FF' is used as tag values.

NOTE Beffore, between or after BER-TLV data objects, '00' or 'FF' bytes without any meaning may occuf (e.g.,
due to erased|or modified TLV-coded data objects):

C.5.2 Tagffield

The bits b8 pnd b7 of the leading byte-of the tag field shall encode the tag class, i.e., the class ¢f the
data object.

— b8-b7=00 introduces a tagof universal class.
— b8-b7=01 introduces a.tag of application class.
— b8-b7=1p introdgces a tag of context-specific class.

— b8-b7=1]l introduces a tag of private class.

The bit b6 of-the }cadius b_y teofthe tag fieldshattencodethe tagtypete: the type of thedata U]IJJ ct.
— b6=0 introduces a primitive data object.
— b6=1 introduces a constructed data object.

If the bits b5 to bl of the leading byte are not all set to 1, then they shall encode an integer equal to the
tag number which therefore lies in the range from 0 to 30. Then the tag field consists of a single byte.

Otherwise (b5 to bl set to 1 in the leading byte), the tag field shall continue on one or more
subsequent bytes.

— The bit b8 of each subsequent byte shall be set to 1, unless it is the last subsequent byte.

— The bits b7 to b1l of the first subsequent byte shall not be all set to 0.
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— The bits b7 to bl of the first subsequent byte, followed by the bits b7 to bl of each further
subsequent byte, up to and including the bits b7 to b1 of the last subsequent byte, shall encode an
integer equal to the tag number (thus strictly positive).

C.5.3 Length field

In short form, the length field consists of a single byte where the bit b8 shall be set to 0 and the bits b7
to bl shall encode an integer equal to the number of bytes in the value field. Any length from 0 to 127
can thus be encoded by 1 byte. In long form, the length field consists of a leading byte where the bit b8
shall be set to 1 and the bits b7 to b1 shall not be all equal, thus encoding a positive integer equal to the
number of subsequent bytes in the length field. Those subsequent bytes shall encode an integer equal

to th¢ mumber of bytes in the value fietd. Any length within the It (up to ] can thus be
encodled by 3 bytes as defined in Table C.13.

NOTH The ISO/IEC 7816 series does not use the indefinite lengths specified by the basit encpding rules of
ASN.]f (see ISO/IEC 8825-1).

Table C.13 — ASN.1 Length encoding rules

Range # of bytes 1st byte 2nd bypq() 3rd byte
0to 127 1 binary value none Nojne
128 to 255 2 '81' bindry-value None
P56 to 65 535 3 '82' binary value
meost significant byte least significant byte

C.6 |List of tags used

'53' EF.CE — Compact encoded objéect
‘5C Tag list

‘5FOT LDS version number

‘5F11 Place of birth

‘5F1H’ Data objectof mandatory demographic data objects
‘5F2H’ Biomeétric data block

‘5F35’ Gender

“5F4(’ Portrait image

‘5F42 Place of residence

‘5F43’ Signature/mark image

'5F64’ Height

'5F65’ Weight

‘5F66’ Eye colour

‘5F67’ Hair colour

‘5F68’ Administrative number

‘5F69’ Document discriminator
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