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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SAFETY OF MACHINERY - SECURITY ASPECTS RELATED TO
FUNCTIONAL SAFETY OF SAFETY-RELATED CONTROL SYSTEM

FOREWORD

The International Electrotechnical Commissmn (IEC) |s a worIdW|de organization for standardization co
all ng f
co-off erat|on on aII quest|ons concerning standardlzat|on in the electrlcal and electromc fields. To this
in adfition to other activities, IEC publishes International Standards, Technical Specifications, Technical
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)
preparation is entrusted to technical committees; any IEC National Committee interested in the‘subject
may participate in this preparatory work. International, governmental and non-governmentalorganization
with the IEC also participate in this preparation. IEC collaborates closely with the International Organiz
Stanglardization (ISO) in accordance with conditions determined by agreement betwegen the two organiz

The formal decisions or agreements of IEC on technical matters express, as nearly.as possible, an inte
consensus of opinion on the relevant subjects since each technical committee “has representation
interg¢sted IEC National Committees.

IEC Publications have the form of recommendations for international use/and are accepted by IEC

Cominittees in that sense. While all reasonable efforts are made to ehsure that the technical content

Publications is accurate, IEC cannot be held responsible for the way in which they are used or
misinfterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Pul
transparently to the maximum extent possible in their nationaland regional publications. Any divergence
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in t

IEC f{tself does not provide any attestation of conformity. Independent certification bodies provide cq
assepsment services and, in some areas, access to(MEC marks of conformity. IEC is not responsiblg
servites carried out by independent certification bodies.

All ugers should ensure that they have the latest’edition of this publication.

No ligbility shall attach to IEC or its directors; employees, servants or agents including individual expg
mempers of its technical committees and /[EC National Committees for any personal injury, property dg
othel damage of any nature whatsoever, whether direct or indirect, or for costs (including legal f¢
expepses arising out of the publication, use of, or reliance upon, this IEC Publication or any o
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publid|
indispensable for the correct.application of this publication.

Attenftion is drawn to the-pessibility that some of the elements of this IEC Publication may be the subject
rightg. IEC shall not be*held responsible for identifying any or all such patent rights.
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9. This

This edition includes the following significant technical changes with respect to
IEC TR 63074:2019:

a) new Clause 6 on Cybersecurity and functional safety of machinery;

b) new Figure A.1;

c) new Clause C.3 Example 2 — Use phase of the machine.
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The text of this Technical Specification is based on the following documents:

Draft Report on voting

44/964/DTS 44/987/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.

This decument-was drafted in-accordance with ISO/AEC Directives - Part 2, and dn\/nlnped in

accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement,ayailable
at wwy.iec.ch/members_experts/refdocs. The main document types developedcby’ IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

The committee has decided that the contents of this document will remain-unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.chin’the data relfated to
the spdcific document. At this date, the document will be
e recopnfirmed,

e withdrawn,

e replaced by a revised edition, or

e ameénded.

IMPO+TANT — The 'colour inside' logo on the-cover page of this publication indicates [that it
contains colours which are considered to be useful for the correct understanding|of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Industrial automation systems can be exposed to security threats exploiting vulnerabilities due
to the fact that:

— access to the control system is possible, for example re-programming of machine functions
(including safety);
— "convergence" between standard IT and industrial systems is increasing;

— operating systems have become present in embedded systems, for example IP-based
protocols are replacing proprietary network protocols and data is exchanged directly from
the SCADA network into the office world;

— soffware is developed by reusing existing third-party software components;

— renfote access from suppliers has become the standard way of operations / maintgnance,
with an increased cyber security risk regarding for example unauthorized access, avaflability
and integrity.

In the gontext of the machine, the machine control system represents anindustrial autgmation
system|

The safety-related control system of machines is part of the machine control system gnd can
therefore also be subject to security threats that can result in a.foss of the ability to naintain
safe ogeration of a machine.

NOTE 1| The risk potential of attack opportunities is significant dde to the trends and developments of threats and
the amoynt of known vulnerabilities. Security objectives are mainly described in terms of confidentiality, integrity and
availabilfty, which in general will be identified and prioritized by“using a risk-based approach.

Functignal safety objectives consider the risk\by estimating the severity of harm gnd the
probabijlity of occurrence of that harm. The effects of any risk (hazardous event) deterntine the
requirements for safety integrity (safety .integrity level (SIL) in accordance with IEC 62D61 for
safety-related control systems or the IEC*61508 series for electrical/electronic/prograrpmable
electropic safety-related systems, .0pr the Performance Level (PL) in accordance with
ISO 13849-1 for safety-related parts-of control systems).

With rgspect to the safety function, the security threats (internal or external) can influepce the
safety Integrity and the overall system availability.

NOTE 2| In order to ensure_the security objectives, IEC 62443-3-3 defines and recommends security requfrements
("foundational requirements") to be fulfilled by the relevant system.

NOTE 3| The ovefall 'security strategy is not covered in this document; further information is provided for |example
in the IEC 62443.series or ISO/IEC 27001.

Measufesto prevent reasonably foreseeable misuse by physic
h h a4

some mae o fiunatinnal cofaty, ctondarda (A~ th o
TTACTITTOT oo TroTaT SaTre Tty otarntaras— (T

manipulation are addressed in
~ i 1

NOTE 4 Measures to prevent reasonably foreseeable misuse by physical manipulation are not the same as physical
security in the IEC 62443 series.
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SAFETY OF MACHINERY - SECURITY ASPECTS RELATED TO

FUNCTIONAL SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

1 Scope

This technical specification identifies the relevant aspects of the IEC 62443 series related to
security threats and vulnerabilities that are considered for the design and implementation of
safety-related control systems (SCS) which can lead to the loss of the ability to maintain safe

operati

Typica

— vulperabilities of the SCS either directly or indirectly through the other parts of the ni

whi
bre

— inflbence on the safety characteristics and ability of the SCS\to properly perf

fun
- typi

Non-sdfety-related aspects of security threats and vulnérabilities are not considered

docum

NOTE
impact g
IEC 6244

The foq
manipu
manipu

This dg
and for
such a

2 No

The fol

constitlitesrequirements of this document. For dated references, only the edition cited &

For un

bn of a machine.

security aspects related to the machine with potential relation to SCS are:

ch can be exploited by security threats that can result in secufity attacks (S
ach);

ction(s);
cal use case definition and application of a corresponding threat model.
bnt.

Non-safety-related parts of the machine control system‘can also be affected by security threats with
n operation of a machine, such as productivity, performance or quality. For these aspects, ref
3 series.

lation (e.g. wiring, exchange af*components) or foreseeable misuse by p
lation of SCS (e.g. physical bypass) is not considered in this document.

cument does not covep-sécurity requirements for information technology (IT) p
the design of devices used in the SCS (e.g., product specific standards can be av
5 IEC TS 63208).

rmative references

owing documents are referred to in the text in such a way that some or all of their

achine
ecurity

brm  its

in this

possible
br to the

us of this document is on intentional* malicious actions. However, intentional hardware

hysical

oducts
nilable,

content

amend

ments) annlies
7 |l

pplies.

dated references, the latest edition of the referenced document (includirrg any

IEC 62061:2021, Safety of machinery — Functional safety of safety-related control systems
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3 Terms, definitions, and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1
asset
physical or logical object having either a perceived or actual value to a control system

[SOURECE: IEC 62443-3-3:2013, 3.1.1, modified — "the IACS" replaced by)'a control system",
removgl of Note 1 to entry]

3.1.2
attack
assaulf on a system that derives from an intelligent threat

[SOURCE: IEC 62443-3-3:2013, 3.1.3, modified — removal ‘of Notes 1 and 2 to entry]

3.1.3
availability
ability ¢f an item to be in a state to perform a required function under given conditions at p given
instantfor over a given time interval, assuming that the required external resources are provided

[SOURCE: IEC TS 62443-1-1:2009, 3,2.16, modified — Notes deleted]

3.1.4
confidentiality
assurapce that information.is not disclosed to unauthorized individuals, processes, or devices

[SOURCE: IEC TS 62443-1-1:2009, 3.2.28]

3.1.5
machine control system
system|thatTesponds to input signals from the machine, a process and/or from an operator and
generales-output signals causing the machine to operate in the desired manner

Note 1 to entry: The machine control system includes input and output devices, including sensors and actuators.

Note 2 to entry: “Signals” can also be data.

[SOURCE: IEC 61508-4:2010, 3.3.3, modified — The term defined has been changed, "process"
has been changed to "machine", Note to entry amended and Note 2 to entry added]

3.1.6

cybersecurity

<of the machine control system> set of activities necessary to protect network and information
systems of the machine control system, the users of such systems, and other persons from
cyber threats, typically regarding the aspects of confidentiality, integrity and availability


http://www.electropedia.org/
http://www.iso.org/obp
https://iecnorm.com/api/?name=72f840b71eb1ed3bc7ec5c06368a98a2
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3.1.7

cyber threat
<of the machine control system> potential circumstance, event or action that could damage,
disrupt or otherwise adversely impact network and information systems, the users of such

system

3.1.8

s and other persons, typically exploiting vulnerabilities of a machine system

dangerous failure
failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) prevents a safety function from operating when required (demand mode) or causes a safety

fungtion to tail (contunuous mode) such that the machine Is put Into a hazar
poténtially hazardous state; or
b) dedreases the probability that the safety function operates correctly when required
[SOURLE: IEC 61508-4:2010, 3.6.7, modified — in item a) “EUC” has cbeen repla
"machipe"]
3.1.9
functignal safety
part of the overall safety relating to the machine and the machig€ control system that d
on the| correct functioning of the safety-related control systems and other risk re
measufes
[SOURCE: IEC 61508-4:2010, 3.1.12, modified — "EUC"replaced by "machine", "E/E/PE
related|systems" replaced by “safety-related control'systems”]
3.1.10
integrgtor
entity who designs, manufactures or assembles an integrated manufacturing system

respon
interco

Note 1 td
the over

[SOUR

Sible for the safety strategy, inecluding the protective measures, control interfac
hnections of the control system

entry: The integrator may bejfor example a manufacturer, assembler, engineering company, or e
b1l responsibility for the machine.

CE: IEC 62061:2021, 3.2.13]

3.1.11

machinery

machine

assembly, fitted with or intended to be fitted with a drive system consisting of linked
compohehnts, at least one of which moves, and which are joined together for a s

ous or

ced by

bpends
Huction

safety-

and is
es and

htity with

arts or
pecific

applicatiet

Note 1 to entry: The term "machinery" also covers an assembly of machines which, in order to achieve the same end,
are arranged and controlled so that they function as an integral whole.

[SOUR

3.1.12

CE: ISO 12100:2010, 3.1, modified — removal of Note 2]

network and information systems
<of the machine control system> means or devices that contribute to or participate in the
transmission or exchange of data
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Note 1 to entry: Network and information systems can be:

a) an electronic communications network within the meaning of transmission systems and, where applicable,
switching or routing equipment and other resources which permit the conveyance of signals by wire, radio, optical
or other electromagnetic means used for a machine;

b) any device or group of interconnected or related devices, one or more of which, pursuant to a program, perform
automatic processing of digital data; or

c) digital data stored, processed, retrieved or transmitted by elements covered under points (a) and (b) for the
purposes of their operation, use, protection and maintenance.

3.1.13

protective measure
measure intended to achieve risk reduction, implemented

- by Lthe designer (inherently safe design, safeguarding and complementary prd

me

— by
pro

[SOUR

3.1.14
risk

combin

[SOUR

3.1.15
safety

freedor

[SOUR

3.1.16
safety
functio

[SOUR

3.1.17

safety
probab
functio

[SOUR

sures, information for use) and/or

he user (organization: safe working procedures, supervision, permit-to-work sy
Vision and use of additional safeguards; use of personal protective equipment; tr

CE: 1ISO 12100:2010, 3.19, modified — removal of Note]

ation of the probability of occurrence of harm and the sévefrity of that harm

CE: ISO 12100:2010, 3.12]

h from risk which is not tolerable

CE: ISO/IEC Guide 51:2014, 3.14]

function
n of a machine whose failure can result in an immediate increase of the risk(s)

CE: 1ISO 12100:2040,"3.30]

integrity

lity of_a ‘safety-related control system satisfactorily performing the specified
ns under all the stated conditions within a stated period of time

tective

stems;
aining)

safety

EVIFEC 61508-4:2010, 3. 5.4 _modified ="an F/F/PF safety-related system" repl3

ced by

"a safety-related control system", removal of Notes]

3.1.18

safety-

SCS

related control system

part of the control system of a machine which implements a safety function by one or more
subsystems

[SOURCE: IEC 62061, 3.2.3, modified — Note 1 to entry omitted]

3.1.19

security
a) measures taken to protect a system
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b) condition of a system that results from the establishment and maintenance of measures to
protect the system

c) condition of system resources being free from unauthorized access and from unauthorized

or

accidental change, destruction, or loss

d) capability of a computer-based system to provide adequate confidence that unauthorized
persons and systems can neither modify the software and its data nor gain access to the
system functions, and yet to ensure that this is not denied to authorized persons and
systems

e) prevention of illegal or unwanted penetration of, or interference with, the proper and
intended operation of a machinery and its control system

Note 1 t
assets) ¢

[SOUR
control

3.1.20

counte
securif
action,

entry. viedasures Cdll De CONrols refated 10 pnysical SeCUrity (COntroiimng pnysicdl dCCess 10 C
r logical security (capability to login to a given system and application).

CE: IEC TS 62443-1-1:2009, 3.2.99, modified — in item e) “industrial adtomati
system” replaced by “a machinery and its control system”]
rmeasure

y countermeasure
device, procedure, or technique that reduces a threat, a vulnerability, or an at

eliminating or preventing it, by minimizing the harm it can causgorby discovering and re

it so th

[SOUR
"securi

3.1.21
securif

it corrective action can be taken

CE: IEC TS 62443-1-1:2009, 3.2.33, modified-~addition of second preferre
y countermeasure”, removal of Note]

y risk

mputing

on and

ack by
porting

d term

expectation of loss expressed as the probability that a particular threat will exploit a pafrticular

vulners

[SOUR
risk"]

3.1.22
securif

bility with a particular consequence

CE: IEC TS 62443-1-1:2009/-3.2.87, modified — in the term, "risk" replaced by "g

y risk assessment

ecurity

es and
bability
ures to

ecurity

proces$ that systematically identifies potential vulnerabilities to valuable system resourd
threats|to those resgurces, quantifies loss exposures and consequences based on pro
of occyrrence, and-(optionally) recommends how to allocate resources to countermeas
minimize the exposure

[SOURLCEZIEC TS 62443-1-1:2009, 3.2.88, modified —"risk assessment" replaced by "
rISk aS UDOIIIUIIt" ;II thU tcllll, "tUtG: CI\}JUOUIC" IUV:GL;CCII by "thc CI\'JUOUIG“, IUIIIUVG: Uf Ik‘ll
3.1.23

subsystem

tes.]

entity of the top-level architectural design of a safety-related system where a dangerous failure
of the subsystem results in dangerous failure of a safety function

[SOURCE: IEC 61508-4:2010, 3.4.4, modified — removal of references to 3.6.7 a) within the
definition]

3.1.24
threat

circumstance or event with the potential to adversely affect operations (including mission,
functions, image or reputation), assets, control systems or individuals via unauthorized access,
destruction, disclosure, modification of data and/or denial of service
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[SOURCE: IEC 62443-3-3:2013, 3.1.44]

3.1.25
user of the machine
entity with the overall responsibility for the use of the machine

3.1.26

vulnerability

<of the machine control system> weakness of a machine control system or a countermeasure
that can be exploited by one or more threats to violate the machine control system's integrity

3.1.27

vulnerlability assessment

formal description and evaluation of the vulnerabilities in a system
[SOURCE: IEC 62443-2-1:2010, 3.1.44]

3.2 Abbreviated terms

CVsSs common vulnerability scoring system
DoS denial of service

IT information technology

JTAG joint test action group

LAN local area network

PL performance level

PLC programmable logic controller

SCS safety-related control system

SD secure digital

SIL safety integrity level

USB universal serial bus

VPN virtual private network

WLAN wireless local.area network

4 Safety and security overview

4.1 eneral

The relationship between safety and security aspects can be characterized as follows:

— a machine has appropriate protective Measures;

— security countermeasures applied for a machine are to be appropriate in order to avoid
degradation of the performance of protective measures that implement safety function(s)
(including safety-related data).

NOTE Persons who are qualified to implement security countermeasures are not necessarily the same people who
are qualified to implement SCS. Therefore it is reasonable to mutually exchange information and support.

4.2 Safety objectives

Safety of machinery is based on risk assessment which can be performed in accordance with
ISO 12100 and where available, by following a type-C standard for specific machine types, in
combination with the derived risk reduction measures which can be performed by safety
function(s).
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NOTE The risk assessment, including the implemented risk reduction measures, is applied by the designers during
the development of machinery to enable the design of machines that are safe for their intended use.

Safety functions that are performed by an SCS achieve a safety integrity which is quantifiable
as SIL in accordance with IEC 62061 for safety-related control systems (or the IEC 61508 series
for electrical/electronic/programmable electronic safety-related systems) or PL in accordance
with ISO 13849-1 for safety-related parts of control systems.

4.3 Security objectives

In general terms security is focused mainly on achieving three objectives: availability, integrity
and confidentiality.

NOTE 1| Security objectives are for example:
e availability of machine(s), including safety functions;
e integrity against manipulations;

e confjdentiality by means of methods commonly accepted by both the security and Nindustrial aufomation
communities;

e For ¢xample, an attack on a machine (safety function) such that it affects the availability of the maching and can
result in a safety function being bypassed.

=

Securifly risks will be evaluated by using a security risk assessment in order to idenfify the
security objectives.

A secufity risk assessment is based on a product or systemin its environment on which threats
and knpwn vulnerabilities are identified. The aim of this“activity is to derive relevant decurity
countefmeasures applied for a machine to fulfil the overall security objectives.

NOTE 2| See also IEC TS 62443-1-1:2009, 5.5.

In the gontext of safety of machinery, the security countermeasures are intended to profect the
ability o maintain safe operation of a machine and their implementation shall not adyersely
affect gny safety function (see Figure)).

NOTE 3| Essential functions in accordanee with IEC 62443-3-3 include safety functions.

Due to|the nature of threats and known vulnerabilities, the security risk assessment should be
event driven or periodic (periodic security review), see also Annex B.

NOTE 4| See also IEC TS 62443-1-1: 2009, 5.12, security level lifecycle.

NOTE 5| Security risk assessment and management are vital in determining exactly what will be protected|and how
this can pe achieved:

Figure P shows in safety of machinery the possible effects of security risk(s) to an SCS
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5

5.1

5.1

Security aspects related to functional safety

General

A Security risk assessment

NOTE 1 Further information can be found in IEC 62443-2-1 and IEC 62443-3-2.

The security risk assessment relative to an SCS is part of the overall security risk assessment
of the machine in its environment and includes consideration of various phases such as design,
implementation, commissioning, operation, and maintenance.

NOTE 2 TiIU Illdllul,dbl.ulﬁl UI' I.iIU Illdbilillﬁ uauaiiy LjUUb Mmoot ildvﬁ bul’l’ibiﬁlll iIII'UIIIIdI.iUII OT1 l;lﬁ lIIdb;IiIIU |th|n |tS
environment to perform the overall security risk assessment, therefore it is typically performed by the combipation of

the user|of the machine and the manufacturer of the machine.

NOTE 3| IEC 62443-4-1 recommends for all products an up-to-date threat model with the following.characferistics:

As

correct flow of categorized information throughout the system;
trus{ boundaries;

processes;

data| stores;

intefacting external entities;

inte:lnal and external communication protocols implemented in the prodtct;
extefnally accessible physical ports including debug ports;

circyit board connections such as JTAG connections or debug headers which might be used to aftack the
hardware;

potelntial attack vectors including attacks on the hardwaresifyapplicable;

potential threats and their severity as defined by a vulnerability scoring system, for example common vulperability
scorjng system (CVSS);

mitigations or dispositions for each threat, or both;
secyrity-related issues identified;

extefnal dependencies in the form of drivers or third party applications (code that is not developefl by the
supglier) that are linked into the application.

parf of the security risk assessment, a vulnerability assessment shall be carried| out to

identify] vulnerabilities (that ‘can be exploited by threats) of the machine and the po¢tential

influenge related to safety-The following information shall be available:

a description of the_devices covered by the vulnerability assessment (e.g. mobile panel, or
any| other device.connected to the safety-related control system);

a descriptionyof identified vulnerabilities that can be exploited by threats and regsult in
secpurity _risks;

sult of intentional design choices or can be accidental, for |example

NOTE 4 ~Vulnerabilities can be the re
resUkirgfromthefaltretounderstand

a description of parts of the SCS (e.g. hardware or software) that should be protected by
security countermeasures.

The manufacturer of the machine can make some assumption about the threats in consideration
of the foreseen machine installation site and implements security countermeasure(s) based on
the vulnerability assessment.

NOTE 5 Communication between the manufacturer of the machine and the user, where possible, can address these
assumptions.

Verification shall be performed to ensure that the security countermeasure(s) are appropriate
in the context of the overall security risk assessment.

NOTE 6 Verification of appropriate security countermeasure(s) is normally performed in the machine user
environment and can require the information of assumed threats.
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— identified threats and their sources (including intentional attacks on the hardware,
application programs and related software);

— a description of the potential consequences (security risks) resulting from the combination

of

identified threats and vulnerabilities (see Figure 1);

— the determination of requirements for (additional) measures;

NOTE 7 Additional measures can be adequate safety-related control function(s) to mitigate the consequences
of a threat, for example safety-related monitoring of limit values, additional security countermeasures,
organisational measures, or a combination of them.

— a description of, or references to, information on the countermeasures taken to reduce or
renmove the threats.

NOTE 8 A safety-related control system that initially has limited vulnerability can become more ‘'vulner

situ

replacements, personnel turnover, and greater threat intelligence.

5.1.2

Security risk response strategy

NOTE 1| The comparable term to "risk mitigation" is "risk reduction" used in safety 6f" machinery.

Able with

htions such as changing environment, changing technology, system failure, unavailability of device

Securitly risk response strategy should be determined during the’ security risk assessme¢nt and

taken

into consideration in the overall security risk assessment:

Responses to security risks in the field of safety of machinery include:

a) mi

NOT|

tigating intolerable security risks by
avoiding the security risk by design; or

countermeasures applied by the user of the machine, or countermeasures
between the manufacturer and theUser of the machine);

IEC |62443-4-1:2018, Figure 3.

b) ac

cepting the security risk jif\tolerable.

NOTE 3| If the security risk is tolerable no further action is necessary.

5.2

5.2.1

Pecurity countermeasures

General

Any segurity coquntermeasure applied for a machine shall not adversely affect the safety f

perfor
invest

ed py~the SCS, and further investigation has to be performed, for example
;{ation of influences on safety by security countermeasures (e.g. response time o

functioh)-

imiting the security risk (e.g. directly by‘the manufacturer of the machine, or by decurity

shared

E 2 A security risk response strategy can be a defence in depth strategy in accordanpce with

Linction
deeper
safety

NOTE 1 Security countermeasures applied to normal operation functions (machine functions) can have ani
on the safety function performed by the SCS.

Especially the following topics shall be considered:

— ne

twork architecture;

NOTE 2 Architectural issues relevant to the SCS can be for example:”

network design (e.g. see the zone and conduit model of IEC TS 62443-1-1:2009, 6.5);
firewall configuration;

user authorization and authentication;

interconnecting different process control networks;

wireless communications;

nfluence
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al networks (i.e., the internet).

interfaces to other systems or human machine interfaces.

wireless devices and sensors (this is part of the previous network architecture);

interfaces to engineering software tools (including engineering environment);

Annex A gives some information regarding threats that can help to better understand the

relationship between

threat and vulnerability.

NOTE 3 [TSecurity CoOUuntermeasures can be implemented outstde of the machine by the user of the machine (e.g.
policies, [procedures and awareness, physical security, network security, computer security and applicationgecurity).
NOTE 4| The SCS as part of the overall control system can be used to supplement and (support|security
counternmpeasures, when relevant.
Securify countermeasures should consider the foundational requirements:of the IEC 62443
series |[and possible influences on SCS. Table 1 gives an overview(of the foundational
requiregments.
Securify countermeasures should also be designed to be appropriate for motivatipn and
consequences.
Table 1 — Overview of foundational requirements
and possible influence(s)con an SCS
ecurity Brief description Possible influence(s) on a SCS

foupdational

requirements

Identifigation and Identify and authenticate albusers (humans, Influence on safety integrity by

authenfication software processes and devices) before modification or manipulation.

control allowing them to access to the control system.

Use coptrol Enforce the assigned privileges of an Influence on safety integrity by
authenticated user*(human, software process modification or manipulation.
or device) to"perform the requested action on
the control system and monitor the use of these
privileges.

Systeny integrity Ensure the integrity of the control system to Influence on safety integrity.
prfevent unauthorized manipulation.

Data cqnfidentiality Ensure the confidentiality of information on Possible indirect influence on safety
communication channels and in data integrity (e.g. inaccessible information
repositories to prevent unauthorized disclosure. | on the safety configuration).

Restricjed data‘flow | Segment the control system via zones and Influence on safety integrity.
conduits to limit the unnecessary flow of data.

Tlmely esSporise 10 RESPONA 1O seCUrity violdlions Dy nourying e FOSSIDIe Inairect miriaernce on safety

events proper authority, reporting needed evidence of integrity (e.g. by ignoring security
the violation and taking timely corrective action | violations that prevent the application
when incidents are discovered. of the appropriate counter measures).

Resource Ensure the availability of the control system Influence on availability.

availability against the degradation or denial of essential
services.

NOTE 1 Based on the foundational requirements of IEC TS 62443-1-1:2009, 5.3, and of IEC 62443-3-3:2013,

Annex B.

NOTE 2 There is no direct correlation between SIL or PL as defined by IEC 61508, IEC 62061, ISO 13849-1 and
SL (security level) as defined by IEC 62443-3-3.
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5.2.2 Identification and authentication

The capability to identify and authenticate access to the SCS can be necessary.
NOTE 1 Further information can be found in IEC 62443-3-3:2013, Clause 5.

NOTE 2 5.2.2 is also applicable to engineering software tools (including engineering environment).

Examples for preventing unauthorized access and modification are:

— measures preventing the physical access to the control system of the SCS, for example
locking of the enclosure;

— authentication for networks;

— accpunt management for software;

— wirgless access management;

— password-based authentication;

— password generation and lifetime restrictions for human users;
— identification and authentication procedures between machines:

NOTE 3| Information about authenticator management including use of default passwords can be found in
IEC 62443-3-3:2013, 5.7.2.

5.2.3 Use control

When a user is identified and authenticated, it can:be necessary that the SCS restfict the
allowed actions to the authorized use of the SCS (assigned privileges of an authenticated user).

NOTE [urther information can be found in IEC 62443:-3+3:2013, Clause 6.
5.2.4 System integrity

The user of the machine(s) (e.g. asset owner) is typically involved in maintaining the pystem
integrity of the control system (ingluding the SCS) to prevent unauthorized manipulation].

NOTE 1| Maintenance of the system.integrity is based on a security risk assessment; information about triggers can
be found in Annex B.

NOTE 2| Further informationycan be found in IEC 62443-3-3:2013, Clause 7.
There:[re the following aspects can be relevant:

— communication integrity or corruption (LAN, WLAN, etc.), or both, for example |use of
cryptographic integrity protection in untrustworthy networks;

— malicieus code protection (againq’r manipulation. far example viruses warms _Trojanlhorses
and spyware), for example by consideration of concerned interfaces (e.g. USB,
programming interface for PLC or SCS);

— software and information integrity (unauthorized changes);

— input validation (rules for checking the input data, out-of-range values).
5.2.5 Data confidentiality

In general, some control system-generated information, whether at rest or in transit, is of a
confidential or sensitive nature. This implies that some communication channels and stored
data require protection against eavesdropping and unauthorized access.

NOTE Further information can be found in IEC 62443-3-3:2013, Clause 8.
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In the context of control system(s), this aspect can be relevant for safety (e.g. unauthorized
access to a database providing identifications and privileges of authorized people) and should
be prevented.

5.2.6 Restricted data flow

Any requirements for information flow restrictions will be determined by the overall security risk
assessment.

NOTE Further information can be found in IEC 62443-3-3:2013, Clause 9.

Transmission delay or increased response time can influence the safety integrity of an SCS
(e.g. configuration of network) and should be prevented.

5.2.7 Timely response to events

The user of the machine(s) (e.g. asset owner) should establish security policiés and prodedures
and proper lines of communication and control needed to respond quicklye-security eVents.

NOTE Further information can be found in IEC 62443-3-3:2013, Clause 10.

This agpect will be considered in the overall security risk assessment and can have a pjossible
indirect influence on safety integrity.

5.2.8 Resource availability

The aim is to ensure that the control system is resilient.against various types of denial of ervice
events

NOTE Further information can be found in IEC 62443-3-3:2013, Clause 11.

This agpect will be considered in the overall security risk assessment.

Transnjission delay or increased response time can influence the availability of an SCS and
should|be prevented

6 Cyersecurity and:functional safety of machinery

6.1 General

In view| of addressing the risks related to new digital technologies, stemming from malicious
actions| proveked by a third-party and having an impact on the safety of madhinery,
manufdcturers shall consider proportionate security countermeasures which are limited to the
protectjoniof the machine control system.

6.2 Aspects related to the protection against corruption

Corruption of data or information poses an important vulnerability to network and information
systems, for example connections between devices. The security risk assessment relative to
SCS shall include the following aspects in the context of the use of the machinery and network
and information systems:

— Connection to safety-related devices (as subsystems or subsystem elements of SCS) and
another device, via any feature of the connected device itself or via any remote device that
communicates with those safety-related devices, shall not lead to the degradation of the
safety integrity of the SCS and shall not lead to a hazardous situation.

— The hardware component for data connection that is critical for the safety integrity of an
SCS shall be analysed so that it is adequately protected against intentional corruption.
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— Software and data that are critical for the SCS to perform its intended safety function shall
be identified as such and shall be adequately protected against intentional corruption.

— Safety-related software shall be identified and this information should be provided in an
easily accessible form, where appropriate.

— Modification of the safety-related software on the machinery or its configuration shall be
recorded.

6.3 Security countermeasures against corruption
6.3.1 General

The following typical devices and human actions shall be analysed to provide adequate security
countefmeasures and identify potential vulnerabilities regarding the use of machinety (see
Clause|5 and Figure A.1).

A software update should be considered where appropriate.

6.3.2 Potential sources of cyber threats

Based [on the security risk assessment potential sources of cyber threats, including put not
limited [to the following aspects (or vulnerabilities), shall be consideréd and analysed for|further
investigation:

— network architecture;

— porjable devices;

— wirgless devices and sensors;
— remote access;

— intgrfaces to other systems or human machine interfaces.
6.3.3 Multi-factor authentication
6.3.3.1 General

Where [any kind of human interaction with the SCS or parts of it is necessary, a multj-factor
authentication shall be considered if possible corruption of data can lead to the degradation of
the safpty integrity of the SES.

NOTE DPDepending on the ‘'security risk assessment the two security factors can use either different devicgs or the
same dejice.

EXAMPLE: Safety-related parameters will be changed by the operator of the machinery.

6.3.3.2 Basic approach

Based brthe-information pIUV;dCd orusetd by the upqutLu ofa |||auh;||c|y, the ocux.u;ty factors
shall be stored and used in such a way that a single attack on the user environment does not
lead to multiple factors being compromised. Instructions to the operator of a machinery to
handle the factors in an appropriately secure manner shall also be considered.

The two security factors shall use either different transmission paths or different transmission
data. These requirements can be fulfilled by transmitting the two factors separately in time on
the same transmission path, provided that it is ensured that the first factor has been transmitted
and received before the second will be transmitted.

NOTE Another approach can also be the separation of transmission channels or data.
6.3.4 Network architecture

As a result of security risk assessment, a division of the network architecture into zones can be
carried out. Safety-related devices and data (or information) with similar protection
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requirements should be combined. This combination has many advantages if security
countermeasures are implemented to derive network segmentation, for example by firewalls. If
a zone fails, for example due to a hacker attack, a virus or internal manipulation, other zones
are not affected and the SCS continues to operate uninfluenced.

This network segmentation shall be regularly checked to verify that it is up-to-date and effective.

6.3.5 Portable devices

Any human interaction resulting from using portable devices shall be analysed regarding the
implication with any SCS. Where safety-related communication is used, security
countermeasures such as multi-factor authentication should be applied.

6.3.6 Wireless communication

In the industrial environment, wireless communication, for example via tablets,\laptops,|etc., is
becoming increasingly popular. It usually takes place via WLAN (wireless local area ngtwork)
or Blueftooth®1. The standard passwords of the device manufacturers areoffen already publicly
known |after a short time. A change of the standard passwords with™ sufficient lehgth is
indispeinsable. The wireless communication coverage distance should not be longgr than
necessfary.

Where |safety-related communication is used security countermeasures shall be considefed, for
example by using cryptography provided by a commonly accepted security protog¢ol. As
additional measure, multi-factor authentication can alse’be of interest for this purpose.

NOTE Information about requirements for cableless control systems of machinery can be found in IEC 62f45.
6.3.7 Remote access

Remotg¢ access can be relevant, for example for maintenance, and can have implications on
SCS.

EXAMPUE: During the remote maintenanee-of machines and plants, data is transmitted between the opefator and
the manpfacturer via the Internet. If no\precautions are taken, this results in several weak points with fegard to
security.| Authentication and authorization mechanisms become important. This can be achieved, for example, by
manually enabling the required port for remote maintenance or by a separate cable connection to the machfine.

The transmission of data via network and information systems shall be considered whefe data
can be]| intercepted by third parties. For this purpose, security countermeasures such|as the
implementation of«a\virtual private network (VPN) connection and multi-factor authentication
can be|implemented.

NOTE 1| The advantage is that this end-to-end encryption means that only authorized senders and receijvers can
read the|data. Any "interception" of the data anywhere in network and information systems is worthless becpause the
information\s encrypted.

NOTE 2 Internet, WLAN, Bluetooth, etc. can be subject to remote attacks without physical access to the safety-
related control system.

Time-limited remote access to a machine, for example by disabling the connection after a
predefined time frame, should be considered as a measure to limit the possibility of malicious
access.

In order to avoid a malicious remote access to a machine from compromising SCS, modification
to safety-related parameters can be locally confirmed.

T Bluetooth® is an example of suitable product available commercially. This information is given for the

convenience of users of this document and does not constitute an endorsement by IEC of this product.
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6.3.8 Attack through direct physical connection

Direct physical connection to the safety related control system can be relevant and can have
implications on SCS. Typical examples are an SD card, USB, network ports (e.g. ethernet,
RS 485), JTAG, etc. (see Figure A.1, measures (4) and (5)).

Unused ports of the machine control system (e.g., USB ports, network ports, etc.) should be
disabled to minimize the possibility of unauthorized malicious access.

7 Verification and maintenance of security countermeasures

The implementation of the security countermeasures should be verified and maintained by the
user of the machine(s) and, where applicable, by the manufacturer of the machifnge~dnd the
subsysfem manufacturer (see also security risk assessment, 5.1.1).

NOTE 1] Verification can be achieved by testing or analysis.

NOTE 2| Maintenance of security countermeasures can include, for example, software patches, firmware updates,
replacement of hardware components, additional countermeasures or changibgy of already implemented
countermeasures.

8 Infiormation for the user of the machine(s)

The manufacturer of the machine should provide information to the user of the machine(s) in
order t¢ support the overall security risk assessment.

This typically can include:

— thelforeseen machine installation site;

— summary of safety functions (architectare, network topology, etc.);

NOTE 1 This can include prerequisites,for security countermeasures to avoid degradation of safety|function
performed by SCS (see 5.2).

— infdrmation based on vulnerability assessment (see 5.1.1) or on identified or rg¢ported
vulmerabilities (see Clause\6), where appropriate;

— infdrmation about security countermeasures already implemented within the machige (see
5.2), where appropriate.

NOTE 2| Information about initial exchange and updating of information is provided in Annex B and Annex|C.

NOTE 3| Additionalyinformation about the information for the use of the machine can be fpund in
ISO/TR 22100-4:2018, 10.4.

Information, on replacement, decommissioning or disposal of the machine control system shall
be providedio-ensure-thatthereisno-negativeimpasctonthe{oyberlsecuriby countermeasures
of the SCS: Replacement, decommissioning or disposal of the machine control system or its IT
environment shall be done in such a way that there is no loss of confidentiality of information
(e.g. stored passwords on a memory chip in e-waste) and no disruptive impact on the (cyber)

security countermeasures of the SCS still in operation.
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Annex A
(informative)

Basic information related to threats and threat modelling approach

A1

Evaluation of threats

Threats can be described as the possible actions that can be taken for example against a

system

. Types of threats can be accidental or non-validated changes.

NOTE 1

Threats

Threat
known

Ultima
compl

Threat
a) A
rev

b) Ina
rec
oth
ope

c) Eqy
and

d) Nat

Threats

Threats can be facilitated it the changes are not validated.

to assets can result from inadvertent events as well as deliberate attacks.

agents is the term used to describe the entities that present a threat. They are also

as adversaries or attackers.

ly no protection against attacks, failures, mistakes, or natural’disasters can ¢
tely absolute.

agents can be defined as one of the following:

halicious person who is deliberately attacking &ystems for financial reward,
bnge, or other gain:

Insider — An insider is a "trusted" persongemployee, contractor, or supplier w
nformation that is not generally known to, the public. An insider can present 3

ver be

power,

ho has
threat

even if there is no intent to do harm. For 'example, the threat can arise as a resujt of an

nsider bypassing security controls "te.get the job done."

Outsider — An outsider is a persan or group not "trusted" with inside access, wh
be known, or not, to the targeted organization. Outsiders can have been insiders,
at one time.

jvertent mistake (error)-caused by a person who either failed to pay attention or
bgnize the consequences’ of their action. Computer applications can also have "b
br flaws that causelthem to mis-operate. Poorly designed systems and inad
rating procedures also fall in this category.

ipment failure (failure) that was not any person’s fault, but reflects the fact that ele
mechanicalkdevices fail in preventing the threat from having success.

ural disasters (disaster) caused by events completely outside the control of hum

can-be either passive or active.

ch can
or not,

did not
ugs" or
equate

ctronic

ANS.

1) Passive — Threat agenis usually gather passive information by casual
communications with employees and contractors.

2) Active — Examples are:

verbal

communication: the intent of a communication attack is to disrupt communications for

control systems;

database injection: injection attacks are used to steal information from a database or to

corrupt data integrity of a database;

replay: signals can be captured from control system communications paths and replayed

later to provide access to secured systems or to falsify data in a control system;

spoofing and impersonation: in networking, the term is used to describe a variety of ways

in which hardware and software can be fooled;

social engineering: threat agents also obtain or attempt to obtain otherwise secu
by tricking an individual into revealing secure information;

re data
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— norl-safety-related parts (e.g. web server integrated into the safety-related device);

—  Swi

- con

NOTE
including

An attack can occur indirectly against the safety-related device, for example by:

1) con
2) net

3) wirgless communication technology.

In thes
techno

The vu
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phishing: phishing relies on social engineering in that humans tend to believe in the

security of a brand name, associating it with trustworthiness;

malicious code: malicious code attacks can take the form of viruses, worms, automated

exploits, or Trojan horses;

denial of service (DoS): denial (or degradation) of service attacks affect the ava
of a network, operating system, or application resources;

ilability

escalation of privileges: with these increased privileges the attacker can take actions

that would otherwise be prevented;

physical destruction: physical destruction attacks are aimed at destroy
incapacitating physical components (i.e., hardware, software storage d

ing or
evices,

OTTETHOTTS, SEMSoTS, and controfters)thatare partof thecomtrotsysten:

Further information on threats can be found in IEC TS 62443-1-1:2009, 5.6.5.
Examples of threat related to a safety-related device

eration should be given to a possible attack scenario that can‘“influence the
n(s) performed by an SCS, using one or several safety-related devices.

e access to the devices comprising the SCS by any perseh-with malicious intent
sidered. A deliberate (human) attack represents a threat to take control of a
device. This attack can occur directly against the safety-related device by, for eX

nteractive screen or control panel;

ches or buttons for device configuration;©@r

ifiguration or program stored in a memoty, for example removable SD card.

[he above is just intended as an indicative\list. There are many other possible vulnerabilities to dirg
tools given by a manufacturer to configure a safety-related control system.

nputer technology;
wvork communicatientechnology or

b three cases the access to the safety-related device is gained indirectly by usin
ogies<-Attacks are well known in computer technologies.

safety

should
safety-
ample:

ct attack

g other

nerability of the security of a safety-related device is linked to the technologies u

sed for

its access. The security countermeasures should be based on the "weak points" of each
technology.

Figure A.1 shows an example of vulnerability where a safety function can be altered due to a
threat. For each item, where the access to the safety function is possible, different measures
are necessary.
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(6) A portable external device not normally connected can have access to Portable, external

the safety-related device through the communication interface or device Threat
communication device. In this case it is a threat that is similar to the one
described on (2). |

Threat

4

(1) The communication from a supervisory device to the safety-related
device can introduce vulnerabilities. An attack on the safety-related
device or a failure of the supervisory device can allow unauthorised
access to the safety function.

Supervisory device

(2) The communication from the safety-related device to the
supery\ision is in most cases done through a coupler communication.
The choise of a unidirectional coupler (from the safety-related device

to the pupervision) can limit the access from the attack to the safety Communication

functign. This kind of technology is the game as used for servers and Threat interface

netwoiks. The faults are well known and well-tried protection measures (wired, or wireless)

againgt hacking are put in place.
—_—_———_—_—_——_—— e — ——— e — ——— =
| (7) Linked to (6) an attack can consist of a program being put inside the communication |
| interfape, that can control the safety device on request.

(4) A gontrol panel can have access to devices implementing the Control panel |
| safety|[function. Different levels of password protection for-different interface Threat |
| acces$ privileges can reduce the vulnerability.
| Threat |
| (3) Sa(]ety-related device performiag safety function(s) Safety-related- |
| (including non-safety-parts .e.g..webserver). device I |
I Threat |

(5) On|sontessafety-related devices configuration is done with |
| switchbs-orSD - memory—-An-attack cahconsistof achange of the |

switches or the SD card that contains the configuration program. i i
| So countermeasures need to be implemented. Configuration |

program or data
| Limits of the safety-related-device |
- -

IEC

Figure A.1 — Safety-related device and possible accesses
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