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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE TOOL (FDT) INTERFACE SPECIFICATION -
Part 43: Object model integration profile — CLI and HTML

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization©omprising
all|national electrotechnical committees (IEC National Committees). The object of IEC is to promotelinternational
cotoperation on all questions concerning standardization in the electrical and electronic fields. To this eqd and
in addition to other activities, IEC publishes International Standards, Technical Specifications, T'echnical R¢ports,
Puplicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publi¢ation(s)").| Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject deglt with
mdgy participate in this preparatory work. International, governmental and non-governmental organizations I|aising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizat|on for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as neafly as possible, an international
copsensus of opinion on the relevant subjects since each technical committee has representation frpm all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international®use and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts are made te.ensure that the technical content pf IEC
Puplications is accurate, IEC cannot be held responsible forsthe-way in which they are used or f¢r any
misinterpretation by any end user.

4) In|order to promote international uniformity, IEC National\Committees undertake to apply IEC Publidations
trapsparently to the maximum extent possible in their national and regional publications. Any divergence bgtween
any IEC Publication and the corresponding national or fegional publication shall be clearly indicated in the|latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
asgessment services and, in some areas, access, to IEC marks of conformity. IEC is not responsible fpr any
sefvices carried out by independent certification.bodies.

6) Allfusers should ensure that they have the latést edition of this publication.

7) N( liability shall attach to IEC or its directors, employees, servants or agents including individual experfs and
mgmbers of its technical committees and IEC National Committees for any personal injury, property dampge or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fee$) and
expenses arising out of the pubhcation, use of, or reliance upon, this IEC Publication or any othgr IEC
Puplications.

8) Atfention is drawn to the Narmative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention( to the possibility that the implementation of this document may involve the use|of (a)
patent(s). IEC takés no position concerning the evidence, validity or applicability of any claimed patent rights in
regpect thereof~As of the date of publication of this document, IEC had not received notice of (a) patent(s),/which
mgy be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not-be held responsible for identifying any or all such patent rights.

IEC TS.62453-43 has been prepared by subcommittee 65E: Devices and integration in
enterprise systems, of IEC technical committee 65: Industrial-process measurement, control
and automation. It is a Technical Specification.

The text of this Technical Specification is based on the following documents:

Draft Report on voting

65E/1115/DTS 65E/1146/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 62543 series, published under the general title Field Device Tool
(FDT) interface specification, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e rgconfirmed,
e wjthdrawn, or

e rgvised.

IMPIORTANT — The "colour inside" logo on the cover page of this document indicates
thaf it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document is an interface specification for developers of FDT (Field Device Tool)
components for function control and data access within a client/server architecture. The
specification is a result of an analysis and design process to develop standard interfaces to
facilitate the development of servers and clients by multiple vendors that need to interoperate

seam

lessly.

With the integration of fieldbuses into control systems, there are a few other tasks which need
to be performed. In addition to fieldbus-specific and device-specific tools, there is a need to

s. In

integrate these tools into higher-level system-wide planning tools or engineering too
ular, for use in extensive and heterogeneous control systems, the unambiguous defi
gineering interfaces that are easy to use for all those involved is of great importancs.

partid
of en

A de
field
FDT

into H

Figurn

eterogeneous control systems.

e 1 shows how IEC TS 62453-43 is related to the IEC 62453 series.

IEC TR 62453-43
CLI and HTML Integration Profile

ice-specific software component, called DTM (Device Type Manager), is supplied b
Hevice manufacturer with its device. The DTM is integrated into engineering tools vi
nterfaces defined in this specification. The approach to integration, in‘general, is opsg
all kind of fieldbuses and thus meets the requirements for integrating different kinds of de
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Figure 1 — Relation of IEC TS 62453-43 to the IEC 62453 series
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The document structure is:

e Clause 3 explains the used terms, definitions and conventions
e Clause 4 introduces the general concepts of IEC TS 62453-43

e Clause 5 describes the technical concepts used to implement IEC TS 62453-43 and how
FDT concepts are mapped to .NET Standard

e Clause 6 provides an overview of the FDT Objects, their interfaces and behaviour
e Clause 7 presents an overview of the IEC TS 62453-43 datatypes

e Clause 8 shows the interaction of FDT Objects at runtime

e Clause 9 explains rules related to installation and deployment of DTMs
e Clause 10 explains how FDT life cycle concepts are implemented

e Clause 11 shows examples for Frame Application architectures
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FIELD DEVICE TOOL (FDT) INTERFACE SPECIFICATION -

Part 43: Object model integration profile — CLI and HTML

1 Scope

This part of IEC 62453, which is a technical specification, specifies how the common FDT
princ|ples are implemented based on the CLI technology and web technologies for graphical
user |nterfaces. The specification includes the object behaviour and object interaction‘via| NET
Standlard interfaces and JavaScript APIs. Emphasis has been placed on support ofydistriputed
Framie Application architectures.

This document specifies FDT version 3.0.

2 Normative references

The fpllowing documents are referred to in the text in such a way, that some or all of their content
conslitutes requirements of this document. For dated references, only the edition cited applies.
For pndated references, the latest edition of the reférenced document (including| any
amerjdments) applies.

IEC §2453-1:2024, Field Device Tool (FDT) interface specification — Part 1: Overview and
guidgnce

IEC 62453-2:2022, Field Device Tool (FDT) interface specification — Part 2: Concepts and
detailed description

3 Terms, definitions, abbreyviated terms and conventions

3.1 Terms and definitions

For the purposes of thissdocument, the terms and definitions given in IEC 62453-1, IEC 62453-2
and the following apply-

ISO @gnd IEC {maintain terminology databases for use in standardization at the follgwing
addresses:

o |BC/Electropedia: available at https://www.electropedia.org/

o |SOOntimebrowsimg ptatformm—avaitabteat ttps 7/ www isoorgrobp

3.1.1

action

execution of a function which may involve several calls to interface methods of different FDT
Objects

3.1.2
asynchronous methods
methods that trigger execution of asynchronous operations

Note 1 to entry: See also 5.8.7.
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3.1.3

asynchronous operation

operation that is performed while the FDT Object (client) that has requested the operation does
not wait for the result, but the client is notified when the operation is finished

3.1.4
bulk data
device-node-specific persisted data, which is stored besides DTM instance data

Note 1 to entry: Example for bulk data: accumulated historical data, used for trend analysis.

3.1.5
bulk joperation
operation to perform one or more tasks at a group of device nodes

Note 1 to entry: Examples for bulk operation: up- or download for a group of devices, parameteradjustment for a
group lof devices or report generation for a group of devices.

3.1.6
clon¢ DTM instance
procgss of creating a new device node in the FDT topology based eh’an existing device node

Note 1 to entry: This includes copying DTM instance (see 3.1.10) and reseiting device-node-specific DTM data.

Note 4 to entry: The identification attributes of the device are changed

3.1.7
communication channel
compgonent representing access to a fieldbus segment or to other means of communicatign

3.1.8
compatibility
feature of a component (hardware or software) that enables it to be interoperable with anpther
comgonent, or replace another version‘of the component

3.1.9
compatibility attributes
attributes used to find, compatible components, to replace components or to validate
compatibility after a component replacement

Note 1 to entry: Compatibility attributes are required to check whether a component is compatible with apother
compdnent.

Note 4 to entry;\_Compatibility attributes are used to define compatibility in regard to meaning b) of compatibjlity.

3.1.1
Dataffransaction
transaction regarding the data of a DTM (persistent or device data)

3.1.11
delegate
reference type that can be used to encapsulate a method

3.1.12
device configuration
process of changing data related to device-specific characteristics/basic behavior

Note 1 to entry: An example of such characteristics may be the structure of a remote I/O or the type of measurement
procedure like absolute pressure or differential pressure
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3.1.13
device data
configuration data that resides on the device

3.1.14
device parameterization
process of changing device-specific data in order to adjust application-specific behavior

3.1.15
device node

node

in the topology, which represents a device

Note 1
or offlj

3.1.1
devig
procq
devig

Note 1
shall G

3.1.1

DD-Interpreter DTMs

DTM

3.1.1
Devi
DTM
softw
Logid

Note 1
as for

3.1.1
DTM
DTM

part of the DTM, which_c¢ontains all the functionality to access storage and communicatio

which

3.1.2
DTM
ident

to entry: A DtmDeviceType is assigned to a device node, which is instantiated to operate the device/in
ne modes. See Figure 25.

3
te type check
ss of checking the device type when a DTM is going online with a\connected phy
e

to entry: The DTM shall reject to go online if the connected physical device\type is not supported. The
e based on same information as in DeviceldentInfo. See 6.3.2.3.

7

5 which interpret device descriptions at runtime

8
ce Type Manager

are component containing device-specific application software, including DTM Bus
, DTM User Interface and related objects (e.g. Communication Channel)

to entry: Older FDT specification documents used the term "DTM" for the object DTM Business Logic
the whole component consisting off DTM BL, DTM Ul and channels.

D
Business Logic
BL

manages the instance data of a DTM

0
identifier
fier\which is used to identify a DTM (DTM BL class)

online

sical

check

ness

hs well

n and

Note 1

3.1.2
DTM

to entry: In order to uniquely identify a DTM BL class, the property Dtminfo.ld is used.

1
instance modal

modal which prevents user interaction with other windows of the DTM instance

Note 1 to entry: See modal window.
3.1.22
DTM User Interface (DTM Ul)

part of the DTM, which is displayed to a human user
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3.1.23
DtmType
type of component supported by DTM

Note 1 to entry: DtmType can be either DtmDeviceType, DtmModuleType or DtmBlockType. DtmType is described
by Typelnfo.

3.1.24
DtmDeviceType
element of a DTM software supporting one or more device types

Note 1-to-entrv— DimDeoviceTvne is-described-byv DeviceTvnelnfo class
4 Pl 4 Pl

3.1.2
DtmModuleType
element of a DTM software supporting one or more device module types

Note 1 to entry: DtmModuleType is described by class ModuleTypelnfo.

3.1.2
DtmBlockType
element of a DTM software supporting one or more block types

Note 1 to entry: DtmBlockType is described by class BlockTypelnfo.

3.1.2

FDT Dbject
objeqt defined by FDT (e.g. Frame Application, DT Business Logic, DTM User Intefface,
Comimunication Channel)

3.1.28
FDT Protocol Annex
document defining support for a commufication protocol for FDT

Note 1 to entry: Examples for such documents are "PROFIBUS protocol annex" and "HART protocol annex". [Within
IEC 62453 the series parts with numbers 3xy define support for communication protocols.

3.1.2p
FDT Application ProfiletAnnex
document defining support for a type of application for FDT

Note 1 to entry: An.example for such a document is the "PLC Tool interface" (defined for FDT1.2). Othef such
docunjents may be defined at a later time also for IEC TS 62453-43.

3.1.30
Frame Application modal
modgl'which prevents user interaction with windows of the Frame Application

Note 1 to entry: See modal window.

3.1.31
hardware platform
hardware on which FDT software is executed

Note 1 to entry: Different hardware platforms may be supported that are based on different architectures and display
formats, for example PC and others.
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3.1.32
identification attributes
attributes which describe the identity of a component

Note 1 to entry: These attributes are typically displayed to users or used to validate and ensure compatibility of
components.

3.1.33

incompatibility

situation where a component is not interoperable or where a component cannot replace another
component

3.1.3j4
instance data

configuration data that resides in the DTM instance

3.1.3p
lifetime of DTM instance
time span of executing a DTM BL (from state 'created' till state 'released’)

3.1.36
link
logical relation of a DTM to a physical device (not the communication connection)

3.1.31
modal window
prevents user interaction with all windows of the process

3.1.38
online data
configuration data that resides on the device and can be accessed by communicating with the
device

Note 1 to entry: Online data may be a-subset of device data (i.e. it may be that not all device data is access|ble by
communicating with the device).

3.1.3p
operation
procgdure that may involve one or more method calls between FDT Objects

3.1.4p
passjve devijce
devige that.does not communicate

3.1.4{1
pattern
standard solution to common problems in software design

3.1.42

platform

combination of hardware platform, target platform and target CLR, that defines the environment
for execution of FDT software

3.1.43
project
generic term for the sum of information related to a set of devices

Note 1 to entry: The definition of project is specific for a Frame Application.
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3.1.44
proxy object
object which functions as a representative of another object

Note 1 to entry: The proxy pattern is often used as software design pattern.

Note 2 to entry: IEC TS 62453-43 uses the proxy pattern for interaction between DTM BL and DTM Ul, between
DTM BLs, between DTM BL and Communication Channels, for supporting multiple CLI implementations and versions
in a Frame Application and for providing backward compatibility to FDT1.2.x [1], [2] and FDT2 [3].

3.1.45
reassign
changethe-Typetmfoassignmedtoa device Tode, eitier:

a)| to the same Typelnfo.ld in a different DTM, or
b)[ to another Typelnfo.ld within the same DTM or to another DTM

3.1.4p
reassignment
procgss of assigning a different DtmType to a device node with assigned/DtmType

Note 1 to entry: Itis possible that for the previously assigned DtmType already a’dataset exists. This dataset ghould
be cornsidered in the reassignment.

3.1.47
repldcing installation
installation of a new version of a DTM which replaces a.currently installed DTM version

Note 1 to entry: A Frame Application is notified about the installation, but the DtmDeviceTypes do not neeqd to be
reassigned. DTM updates (see update) and DTM upgrades: (see upgrade) replace installations of older versipns of
the DTMs.

3.1.48
revision
ident|fication of modification of non-FBI components, e.g. device firmware or device hardware

Note 1 to entry: Not all fieldbus specifications supported by FDT and/or device types provide a version identifjcation
which jallows to derive compatibility.statements.

Note 4 to entry: In contrast to a version, revisions require additional fieldbus-specific or device-type-specific
knowlg¢dge to derive compatibility or interchangeability predictions.

3.1.4p
Semanticinfo
ident|fier that provides a reference to semantics defined in a specific context

Note 1 to entry:s The reference is provided by the Semanticld, the context is provided by the ApplicationDomalin that
acconpahies’the Semanticld.

Note 2 to entry: There may be several semantics provided for an information item, e.g. a parameter may be
described in a fieldbus profile as well as in a device profile (e.g. for drives), that is why several Semanticlnfo entries
may be provided for an information item.

3.1.50
set point
target value that an automatic control system will aim to reach

Note 1 to entry: For example a boiler control system may have a temperature set point, which is the temperature
the control system aims to attain.

3.1.51

Sibling DTMs

DTM instances in an FDT Project, which are classified by their relation to the same
Communication Channel
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3.1.52
surrogate process
process hosting an object on behalf of client processes

Note 1
differe

3.1.5
sync

to entry: A surrogate process can have other qualities than the client process. E.g. it can be used t
nt CLI implementations (e.g. .NET Core, .NET Framework) and versions.

3
hronous operation

o load

operation that is performed while the object that requested the operation is waiting for the result

3.1.5

targe
comn

t CLR
non language runtime, which defines the environment for execution of FDT software

Note 1 to entry: An example for target CLR is the CLR 4.0.

3.1.5pb

targgt platform

native data size supported by the machine and operation system on which the FDT softw
execlited

3.1.56

update

procgss to replace a component with a later (up to date) revision (update revision) that inc
error|corrections

3.1.5/

update revision

(ming

Note 1
enhan
compd

3.1.5

r) revision of a component that includes~érror corrections and small enhancements

to entry: In comparison to an upgrdde revision an update revision includes no major fun
cements or new features. An update revision shall be backwards compatible to previous revisions of thg
nent.

8

upgrpde

proce
and/q

3.1.5

ss to replace a component with a later revision that includes functional enhancen
r new features (upgrade revision)

D

upgrpde revisjon
on of a component that includes functional enhancements and/or new features compared

revis
to a |

revioussrevision of the component

Note 1

are is

udes

ttional
same

hents

to,entry: An upgrade revision shall be backwards compatible to previous revisions of the same comp

bnent.

3.1.60

versi

on

instance of a software product derived by modification or correction of a preceding software
product instance (see [26])

Note 1

to entry: The format of a version is: Major.Minor[.release[.build]] for more information see Annex D.

Note 2 to entry: Version is used in IEC TS 62453-43 for identification of FDT software components and for

corres

ponding compatibility attributes.
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For the purpose of this document, the abbreviated terms given in IEC 62453-1, IEC 62453-2
and the following apply.

API Application Programming Interface
BL Business Logic

BTM Block Type Manager

CLI Common Language Infrastructure
CLR Common Language Runtime

CLS Common Language Specification
CBS Cascading Style Sheet

DCS Distributed Control System

Dp Device Description

DLL Dynamic Link Library

DITM Device Type Manager

FA Frame Application

FbT®1 Field Device Tool

GUI Graphical User Interface

GUID Globally Unique Identifier (a UUID)
HART®2 Highway Addressable Remote Transducer
HEML Hyper Text Markup Language

1] Input / Output

IME

SDN®3
PC
PC UA

><><SC;UI'UOO§§
@]

Multipurpose Internet Mail Extensions

Microsoft®4 Developer Network

Open Packaging Convention

Open Platform @ommunications Unified Architecture

Programmable Logic Controller
Runtime id

User’Interface

Windows Presentation Foundation
eXtensible Stylesheet Language

XSL Transformations

1 FDT®is the trade name of a product supplied by FDT Group AISBL. This information is given for the convenience
of users of this document and does not constitute an endorsement by IEC of the product named. Equivalent
products may be used if they can be shown to lead to the same results.

2 HART® s the trade name of a product supplied by Fieldcom Group. This information is given for the convenience
of users of this document and does not constitute an endorsement by IEC of the product named. Equivalent
products may be used if they can be shown to lead to the same results.

3 MSDN® is the trade name of a product supplied by Microsoft Corporation (Redmond, USA). This information is
given for the convenience of users of this document and does not constitute an endorsement by IEC of the product
named. Equivalent products may be used if they can be shown to lead to the same results.

4 Microsoft® is a trade name registered by Microsoft Corporation (Redmond, USA). This information is given for
the convenience of users of this document and does not constitute an endorsement by IEC of the product named.
Equivalent products may be used if they can be shown to lead to the same results.
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3.3 Conventions

The conventions for the UML notation used in this document are defined in IEC 62453-1:2016,
Annex A.

This document specifies requirements to software. Different levels of requirement may be
recognized by the used wording.

Wording Indicates
'shall', 'has to', 'have No exceptions allowed.
to' ,or 'Mandatory'
'shiould' or Strong recommendation. It may make sense in special exceptional cases to differ from
'Refommended’ the described behavior.
‘comditional’ Function or behavior shall be provided, depending on defined conditions.
'can’ or 'Optional’ Function or behavior may be provided.

Furthler conventions are:

Convention Indicates

[

Note: Indicates text (in small letters), which does not express requirements, but provide
additional information.

<MethodName> Angle brackets are used to indicate a reference to an asynchronous method.

NOTE If looking for definition in Annex B: Such methods are implemented ag pair of
BeginMethodName()/EndMethodName()

Codg examples provided in this document are intended for illustration of the described
concepts. They should not be used as is.«Developers of FDT software should consider where
the developed code is applied and desigh the software accordingly. For exact specification of
protocol-specific implementations, refer to the FDT Protocol Annex documents.

4

mplementation concept

4.1 General

This clause defines\the general concepts of IEC TS 62453-43. The object model, use gases
and general solution”approaches are explained.

IEC TS 62453-43 is an evolution of FDT, based on IEC TR 62453-42. For a comparispn of
IEC TS 62453-43 with IEC TR 62453-42 refer to Annex G.

4.2 Implementation of abstract FDT Object model

Figure 2 provides an overview of how the FDT Objects (defined in IEC 62453-2) are
implemented in IEC TS 62453-43 and how their relationship to each other is implemented. The
FDT Objects are implemented as .NET objects. WebUls, as a specific type of user interface,
are implemented based on HTML and JavaScript. See 5.2 and 5.3 for the supported HTML and
JavaScript versions respectively. See Annex C for an explanation of how the services defined
in [IEC 62453-2 are implemented in IEC TS 62453-43.
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Figure 2 — IEC TS 62453-43 Object model

Frame Application is a distributed software system, the FrameApplication is respor

to organize the instantiation of the objects (based on a vendor-specific implementation).

4.3
4.3.1

FDT Frame Application (FA)

General

withdut the need for device or fieldbus-specific‘knowledge. Depending on their intended

Fran;[ Applications are able to handle any type of\device by integrating corresponding [

sible

DTMs
use,
blone
rises
ning,

vhich

L ogic

Frame Applications may provide differentappearance and features (e.g. stand
configuration or engineering system of a DCS). Typically, the Frame Application comp
clienf applications focusing on specific aspects such as configuration, observation, 10 plan
and ysing the services provided by the DTMs.
A Frame Application is the runtime“environment for the DTMs and provides interfaces V
enable the DTM Business Logi¢.and the DTM User Interfaces to interact with its environfnent.
In addition, the Frame Application manages the interaction between the DTM Business
and the DTM User Interface.by providing a standard messaging interface (see Figure 3).
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Figure 3 — Frame Application

The messaging interface is used for the transport of DTM-specific messages and events.
Contents and format of the messages are proprietary and not understood by the Frame
Application.
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The Frame Application User Interface represents all functions of the frame related to user
interface. The Frame Application Business Logic represents all frame functions related to
business logic. Both are not specified by FDT, but are implementation-specific parts of the
Frame Application (e.g. functional parts or structural parts). These two parts can be comprised
in one single application or in separated applications, for example in a server and client
application.

Frame Applications can have no, one or multiple Frame Application User Interfaces.

The Frame Application Business Logic part is responsible for executing the DTM Business
Logic. It provides services which enable the DTM Business Logic to:

e persist data in the Frame Application persistence storage (see 4.14.1),
e communicate with associated device,

e rgquest displaying of further user interfaces (e.g. user dialogs, additional DTM |User
Interface),

e browse the FDT topology and interact with other DTMs,
e inform the Frame Application regarding events (error / trace messages, progress etc.),

e interact with the DTM User Interface.

The krame Application user interface part makes the DTM setvices available to the userg, for
examnple the functions and user interfaces supported by a DT\M (see 4.5). It hosts the DTM|User
Interfaces as part of its own user interface and providesiservices to:
e interact with the DTM Business Logic (see 4.4)

e rgquest displaying of further user interfaces’” (e.g. user dialogs, additional DTM |User
Interface)

e browse the FDT topology and interact with other DTMs

e inform the Frame Application regarding events (error / trace messages, progress etc.)
4.3.2 System communication

A Frame Application may~have built-in communication capabilities, provided thiough
ComEunication Channels..Frame Applications without built-in communication capabilities use
Cominunication DTMs (see 4.7.3). Figure 4 shows the relation between the Frame Appligation
and Communication Channel object.
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Figure 4 — Frame Application with integrated Communication Channel

4.4 | DTM Business Logic

4.4.1 General

The DTM Business Logic (DTM BL) encapsulatesydevice-specific functions and profocol-
specific definitions. Thus a Frame Application is able to handle any type of device by integfating

corresponding DTM Business Logic without the.need for device-specific or fieldbus-spgcific
knowledge.

The frame Application interacts with the-DTM Business Logic through defined interfaces| (see
Anneix B). Figure 5 shows the information objects which are used by the interface defin|tions
implgmented by the DTM Business Logic.
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NOTE Since this section describes the general concept of FDT, the actual implementation in a DTM may differ.

(E.g. if a network protocol uses network management, it will be mandatory to provide network management
information.)

Figure 5 — DTM Business Logic
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4.4.2 DTM, DTM Device Type, and Device Ident Info

A DTM supports interfaces to provide information about itself and the devices which are
supported by the DTM. This information can be used by the Frame Application to create
libraries, select a DTM during creation of the topology, or for simple validations.

In order to increase performance in creation of libraries and selection of DTMs, the information
shall be provided by a separate class (the so called DtmInfoBuilder class). The DtmlInfoBuilder
is installed together with the DTM. It implements the same interface to provide information as
defined for a DTM (see IDtmInformation in Annex B). The main advantage of DtmInfoBuilder is,
that it can be used without instantiating the DTM. Since this subclause describes the general
conceptof-FBFtheactrat-mptementatiomima B Hvmightdiffer(Eg—Since—the—scammethod
is important for recognizing devices, Device DTMs shall provide Device Ident Info.)

NOTE| By using the DtmiInfoBuilder it is possible to adapt the available Typelnfos depending on variods congitions
(e.g. OD-Interpreter DTMs mightprovide Typelnfos depending on installed DD files).

Figure 6 shows the information datatypes that are provided by a DTM in order-to support {hese
Frame Application function and how this info datatypes are used to describe the suppprted
deviges (see 7.4 and 7.5 for detailed description).
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Figure 6 — DTM, Device Type and Device Ildent Info

The fepresentation for a particular physical device type within the DTM is called DTM Degvice

T A DA P~ | DT [m I Th F Al H d
ype. Tl may MIUVIUGT  UTIC Ul murTcT I T1ivl JTVILT rypveo. e CUTTUrcic Ut oiyll an

implementation of the DTM Device Types is not in scope of FDT.

Information about physical device types, which can be handled by the DTM Device Types is
returned by the service IDtmInformation.GetDeviceldentinfo (see definition of IDtmInformation
in Annex B). Such information is for example manufacturer, type, hardware and embedded
software version of the device. The DTM may even return regular expressions for some specific
device identification elements to signal that the DTM Device Type can be used for all devices
for which the expression matches (e.g. the term '.*' for the hardware version may signal that
the DTM Device Type supports all hardware versions).

The information returned by service IDtmInformation.GetDeviceldentinfo is fieldbus-specific
and therefore defined by the document describing the protocol profile integration in
IEC TS 62453-43. However, FDT defines the means to transform the information into a protocol-
independent format to enable Frame Applications without protocol-specific knowledge to use it.
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4.4.3 Device data info

A DTM supports interfaces to read and write device parameters stored in the DTM instance
data (offline data) and directly in the connected device (online data). This data is represented
by Datalnfo (see 4.15.1 for detailed description).

A DTM shall expose a defined set of device parameters which are publicly available (see 4.15
for detailed description). Parameters are provided in a bus neutral structure allowing their use
without knowledge of the fieldbus protocol.

4.4.4 Process data info

ProcJass data provided by devices (e.g. 10 signals) are integrated into the functionalcplapning
of the control system. The process data related information for the integration of the.déevicg into
the cpntrol system like datatype, signal direction, engineering units, and ranges is provided by
the OTM Business Logic for each DTM Device Type (Figure 7), but may also\depend op the
devige instance configuration.

Process Data
Info [ represents
0.7
1
DTM
Business Logic | | represents Device

IEC
Figure 7 — Process data info

The process values. provided by a device, both the number and type, may depend on the
configuration of the DTM. Thus the number of available Process Data Info objects may| also
depepd on theldevice configuration. A Frame Application is able to inform the DTM that further
configuration:changes shall be prohibited because the process data is already integrated into
functjonal~planning of the control system. In this case the DTM shall not allow any chgnges
which witlaffect the definition of the available process values.

The process information is protocol specific. Each FDT Protocol Annex defines a derived class
defining which information shall be contained. However, the properties in the base class
Process Data Info provide common information (e.g. 10 signal name, tag etc.) in a protocol-
independent format to enable Frame Applications without protocol-specific knowledge to
integrate the process variables into the system (see 7.11.1 for detailed description).

If the process data value is also available as device data Info, then the corresponding element
is referenced by the Process Data Info element (see 10SignalRefs in 7.11.1).

A Process Data Info element may have a relation to a Communication Channel. This is a typical
case for a Gateway DTM for a remote IO (see 4.7.4). The relation is represented within the
Process Data Info element (see 10SignalRef in 7.11.1).
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NOTE The Process Data Info replaces Process Channel as defined in FDT1.2.x.
4.4.5 Diagnostic data info

A DTM provides a service to retrieve the status of the related device. The status is encoded in
a protocol independent way, according to [8]°, [6].

4.4.6 Network management info

The DTM supports an interface to read and write network management information which can
for example be used for address management and bus master configuration (see 8.11.1).

The Network Management Info is protocol specific. It may contain device bus-address, tag and
addit|onal protocol-specific configuration settings. Each FDT Protocol Annex defines alddrived
class| defining the protocol-specific record. However, the base class Network Managemenf Info
provides common information (e.g. bus-address, tag) in a protocol-independent format to
enable Frame Applications without protocol-specific knowledge to use it (see.7.13 for detailed
description).

4.4.7 Function info
Each|DTM may provide a set of functions comprised by

— D|TM User Interfaces,
— D|TM functions without DTM User Interface (CommandFunctions) and

— rdferences for external documents.

The Function Info object provides the informatioh*about the functions such as name, dtatus
(enabled / disabled), etc. (see 7.14 for more detailed description).

A function should provide printable -information. A Frame Application may call the
documentation interface (see IEC 62453-2:2022, 7.2.7.1) of the DTM to retrieve printable
information. This interface returns a,corresponding Report Info object which holds the printable
information. The Report Info object'may indicate the relation to the function.

4.4.8 Report info

If a DTM provides instance data and/or online data, then the DTM shall implement a dqvice-
type-gpecific reporting_of the provided data for documentation and archiving purposes| The
DTM|BL may implement different types of reports that each cover a distinct subset df the
instance or online:data of a device.

The Reportthfo exposes a list of report types supported by a DTM (see 7.18). The list may be
grouped.\The list is static over the lifetime of a DTM instance, there are no dependenci¢s on
the current application context. T

4,49 Document reference info

A DTM may provide references to external documents, which are displayed by the Frame
Application. These references may be provided as part of the Typelnfo (as static information)
or as part of the function Info (may change dynamically). The Frame Application may provide
an own viewer for the documents or rely on the condition that external software is installed for
the document type. It is recommended, that DTMs use common document formats
(recommended formats are PDF and HTML).

5 Numbers in square brackets refer to the Bibliography.
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Document references may be provided as local path or as URL. Frame Applications may apply
restrictions to displaying documents from URLs for security reasons.

4.5 DTM functions
4.5.1 DTM User Interface
A DTM User Interface (DTM Ul) shall be a web-based user interface (DTM WebUI).

The contents and layout of the DTM WebUls is device specific, but shall follow the DTM Style
Guide [4].

4.5.2 Function access control

The krame Application can restrict the invocation of functions provided by a DTiM and rgstrict
DTM|transition to certain states (e.g. restrict transition to state Online by not calling the m¢thod
EnableCommunication2()).

The [Frame Application will get the list of the functions provided by the DTM in
IFungtion.Functioninfo property. If possible the DTM should exposé~all functions available in
the DTM in all states (see DTM states in 6.3.2). The Functionltem.Enabled property will indicate
if the[functions are not applicable for the current DTM state. It is mandatory for a DTM to e{pose
all fupctions that are available in the current configuration (ggithe current user level). A|IDTM
may g¢hange the list of functions, if the configuration changes.

If thel DTM instance was terminated and loaded again,sthen a DTM shall expose the samle set
of fupctions for a device node. If the DTM is updated‘the list of the functions may change, the
Frame Application may detect an update of a DITM (see 10.4) and shall check if the ljst of
funct|ons changed.

The number and type of listed functions-may change, as well as the status of the functigns in
regarnd to availability and visibility may \change.

The [DTM shall indicate any changes by IFunction.FunctionsChanged event. The Frame
Application shall update the_list-of functions accordingly. Frame Application should hidg the
functlons with Hidden property set to TRUE.

When a user interfacé for the DTM is invoked, the DTM shall not allow switching the cgntext
from within the DTM. WebUI.

For Bxample;
If a Djagnostic-Function is invoked by the Frame Application, the DTM will present the diagnostic

informationyin the user interface. The user should not be allowed to invoke the configunation
scregnffom within the DTM WebUI for the diagnostic function without the permission from the
fram i i i i ed to

the Frame Application if the permissions in the Frame Application allow it.

If the MainOperation Function is invoked by the Frame Application, the DTM will present all
available functions within the user interface. The user may invoke the Configuration screen from
within the DTM WebUI as well as the Diagnostic function or any other integrated function.

4.5.3 User interaction in DTM WebUls

If a user changes values in DTM WebUls, those changes are applied after confirmation to the
respective DTM or device (see [4]).

Status information for a DTM WebUI (data source, summary parameter modification state, Ul
operation mode, activation of service mode) can be displayed (see [4]).
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NOTE This behavior is modelled according to the general user experience in web-based GUIs. It is based on the
expectation that a web user interface might lose connection to its data source at any time.

4.5.4 Command functions

Command functions are used to execute actions (commands) either on the DTM BL. Command
functions in context of the DTM BL shall not have a GUI.

A Command function may have parameters. The information about the parameters, which is
provided by the DTM BL, may include default values of the parameters. The actual parameter
values are passed when the Command function is executed.

One gxample for command functions is: Reset device.

4.5.5 Static Function

Stati¢ Function is a concept that allows processing information from a devicerwithout exequting
the OTM.

For gbservation and monitoring of a plant often it is necessary to retrieve not much data|from
many devices. In such use cases the effort to start and manage many DTMs may be too |high.
On the other hand in such use cases it may be not sufficient to,read a single item from the
devige. Sometimes the data read from the device needs to b€ processed or to be combined
with additional information in order to calculate the correct information.

A Stdtic Function is part of a DTM package, the DTM.provides information regarding the $tatic
Function. A Static Function has no access and no relation to the data of a DTM.

Stati¢Functions are executed using a StaticFupction Provider object. The Frame Applicatfon is
respgnsible for creating the Static Function‘Provider objects. There shall be only one $tatic
Function Provider object per device and itis initialized with the necessary communication [data.
On one StaticFunction Provider object thesexecution of a Static Function may be started mJltiple
timeq in parallel. It is the responsibility*of the StaticFunction Provider to process the fungtions
sequentially in the order they were“started.

It is recommended that a DTMprovides Static Functions to support well defined use casges as
definpd by FDT protocol project groups and Profile Working groups.

Exanpples of Static Functions are:

— GetDeviceStatus
rovides the current device status in FDT format (see Fdt.Dtm.DeviceStatus)

P
— GletProcessValue
Proyides the current process value of the device (input or output) in normalized formar

- etOperationtime
Provides the operation time of a device in .NET Time format.

See Annex J for definitions of standard Static Functions, which provide support for common use
cases.

4.6 Communication Channel

A Communication Channel provides access to the fieldbus and is communication technology
dependent. It represents the entry point to a fieldbus network, a vendor-specific backplane bus
or point-to-point connection. A Communication Channel may also represent logical
communication to blocks within a device. A Communication Channel may be provided by a
Frame Application (see 4.3.2) or by a DTM Business Logic (see 4.7.3).
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A Communication Channel provides interfaces that are independent from the communication
hardware and the fieldbus protocol. The interfaces provide methods to

e scan the fieldbus for available devices,

e connect to a device,

e send communication messages and

e disconnect from a device.

The interface methods take base arguments which are extended for protocol-specific
communication by FDT Protocol Annex specifications (see Figure 8).
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concept is further described in IEC 62453-2.

A Communication Channel shall be able to support multiple connections at the same time if the
communication protocol supports this. This means supporting several DTMs creating
connections to different devices as well as several DTMs creating connections to the same
device. Depending on the supported protocol it may also be possible that one DTM creates
several connections to one device.
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4.7
471

DTM categories

General

DTMs represent measurement and control devices, modules, gateways or blocks as well as
communication interfaces. The DTMs representing these devices only differ in the availability
of provided data, functions, and user interfaces. The different DTM categories reflect the
physical entities, which are represented by a DTM. The defined DTM categories cannot describe
rules for all existing physical devices, but are intended to provide a general guideline for
common categories of physical devices.

4.7.2—DBeviceDHM

A Dejice DTM contains the application software for a standard field device, e.g. a-pre
transmitter, a valve, or a drive. Such a DTM for example supports functions to configure and
parameterize the device (see Figure 9).
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Figure 9 — Device DTM
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services to access the fieldbus (see Figure 10). The number of provided channels may depend
on the configuration of the Communication DTM (i.e. it might occur that a DTM temporary
provides no channel, for instance during reconfiguration).
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The advantage of Communication Channels provided by a Commdnication DTM compargd to
the Jommunication Channels provided by a Frame Application is,, that they may be utiliz¢d by
different Frame Applications. Each Frame Application thus may extend the number of protpcols
that the system is able to access. Both ways of providing Communication Channels may cqexist

in a A

4.7.4

rame Application.

Gateway DTM

A Gateway DTM is a special category of DTM “representing a device that connects different

fieldy

Business Logic

D™V

us segments, for example PROFIBUS DP“with HART® (see Figure 11).
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Such a DTM can be seen as a combination of a Communication DTM and a Device DTM. It
shall provide Communication Channels (see 4.6) to provide access to the linked fieldbus and
ProcessDatalnfo objects (see 7.11.1) for the fieldbus where it's connected to, if it is required to
make the gateway I/O signals or process values accessible to the host system.
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There may be a relation between the IO signals provided by a gateway device and the
communication interface of that device (e.g. the gateway provides 10 signals that are received
from a device connected to the communication interface). In such a case the relation is
represented as relation between Process Data Info and Communication Channel.

A Child DTM is connected to the Gateway DTM via the Communication Channel of the Gateway
DTM. The Frame Application is responsible to create and manage the link between the DTMs.
The Device DTM is able to communicate with its device via the services provided by the
Communication Channel. This concept is called "nested communication" and is further
described in 4.11.3.

4.7.5 Composite Device DTM

Somg¢ devices are composed from modules and sub modules. Hardware modules are plugged
into physical slots of the composite device (modular device). For example, an /@ modul¢ can
be plugged into a Remote 1/0O device. The communication between the composite devicg¢ and
the modules is provided usually by a backplane bus. The function of the‘backplane bjus is
defined by the manufacturer and often is based on private protocol \d€efinitions. Sych a
compgosite device may be represented by a hierarchy of DTMs as shown in Figure 12.
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Figure 12 — Composite Device DTM

A Composite Device DTM is the root element for the complete device representation. This DTM
shall provide Communication Channels (see 4.6) which represent the backplane bus.
Depending on the software design of the Composite Device DTM one channel may be provided
for representation of the whole backplane bus or multiple channels may be provided for
representation of the slots where the modules are plugged in.

If the composite device provides process data, then the Composite Device DTM shall provide
ProcessDatalnfo objects (see 7.11.1). If the composite device forwards process data that is
generated in the device modules, then the ProcessDatalnfo provided by a Composite Device
DTM may be composed from ProcessDatalnfo that is provided by the Module DTMs.
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4.7.6 Module DTM

A Module DTM is a special category of DTM containing the application software for a device
hardware module (see Figure 13).
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Figure’13 — Module DTM

The device modules are represented’by Module DTMs. The Composite Device DTM and M¢dule
DTMs are generally shipped together and supplied by the vendor of the modular device| The
relatipn between Composité Device DTM and related Module DTMs (and their respgctive
DtmTlypes) is defined by a specific Protocolld for the backplane bus protocol.

A Module DTM is connected to the Composite Device DTM via the Communication Channel of
the Gomposite Device DTM. The Frame Application is responsible to create and managg the
link between theN\DTMs. The Module DTM is able to communicate with its module via the
services provided by the Communication Channel. This means that the concept 'Nested
Comimunication' (see 4.11.3) is also applied for Composite Device DTMs and the related Mpdule
DTMs.

If the device modules provide process data, then the respective Module DTMs should provide
ProcessDatalnfo objects.

If the device modules provide access to subordinate communication (e.g. in a modular
gateway), then the respective Module DTMs should provide Communication Channels.

4.7.7 Block Type Manager

A Block Type Manager (BTM) is a special category of DTM containing the application software
for accessible software objects inside a device. Often these software objects are defined as
blocks, such as resource blocks, transducer blocks, and function blocks (see Figure 14).
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be even be moved betwéen devices of different type). The Device DTM and the BTN
e-specific blocks in.general are supplied by the device vendor. BTMs for standard b
be supplied separately and may be used with all DTMs for devices that are able to

the r¢spective blocks.

A BT
the r

blockK

The
main

M is connected to the hosting Device DTM via its Communication Channel, indicatin
bspective blocks are hosted in the physical device. The BTM is able to interact wi
inthe)device via the services provided by the Communication Channel of the Device
Cemmunication Channel represents an internal communication on the device and is

ocks
Is for
ocks
host

that
h its
DTM.
used

y 10 manage (he IlInk between BINM and DIOCK.

The protocols supported by

the

CommunicationChannel are used to manage which BTMs may connect to a DTM (standard
protocols for standard blocks, specific protocols for specific blocks). Additional validation rules
may be applied by the Communication Channel. The Frame Application is responsible to create
and manage the link between the Device DTM and the BTMs.

The BTM concept is independent from fieldbus protocol. However, a protocol may require
modeling of device structures as blocks. Thus, whether and how the BTM concept is used to
model device structures is defined by the FDT Protocol Annex.

If the blocks provide process data, the respective BTMs may provide ProcessDatalnfo objects.
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4.8 User management
4.8.1 General

FDT does not define a standard system for user management. The user management is part of
product-specific definitions and may be implemented differently for different Frame
Applications. Still it is necessary to define a common handling for access permissions, access
rules and how components from different vendors communicate information regarding access
permissions.

4.8.2 Multi-user access

multiple users at the same time and may be distributed over several computets.| This
specification considers the distributed environment as one Frame Application.'The Frame
Application and the DTM are equally responsible to provide the multi-user access and to efisure
consistency of data.

Somst> Frame Applications provide multi-user capability. Such a system provides accegs for

If, within one Frame Application, multiple users access the same devic¢e or the same dpvice
dataget, the Frame Application shall start a separate DTM instance for each user. All these
DTM|(instances shall have same DTM type, shall be instantiated for the same DtmDeviceType
and flor the same physical device. Each DTM instance manages-a separate instance dafaset.
Thesg instance datasets are synchronized by means of the persistent dataset (see 4.14.5).

NOTE|1 An example architecture for multi-user scenarios may be found-in 11.4.

NOTE|2 These rules also apply to Communication DTMs. If a Gommunication DTM provides access to a respurce,
which |supports only limited access (e.g. a COM port), the .Communication DTM might have to provide dpecial
measyres in order to support multi-user access.

4.8.3 User levels
4.8.3(1 General

DTMs$ may be integrated in different krame Applications, which may have varying requirements
to restrict visibility and accessibility~of device and persistent data, for example for plant dafety
reasgns or to present a customized view to the user. The grade of restriction varies with the
typeq of users supported by asystem. Examples for users requiring data access restrigtions
are:
. user assigned_to Jobserve a plant shall not have access to calibration-specific device
brameters and ‘consequently shall not see related DTM functionality,

user assigned to operate a plant shall be able to change (write) set point values and be
fered appropriate functionality while a user assigned to observe a plant is not allowged to

a
p

e a|device commissioning specialist needs to have access to calibration data and functipns,
a

o}

execute such changes.

4.8.3.2 Access Control Concept

FDT uses a role based access control concept. A Frame Application initializes a DTM Business
Logic with the FDT-specific user level (see definition of IDtm3.Init() in Annex B). The user level
is immutable over the lifetime of the Business Logic/User Interface instances.

In terms of access control, every actor in an FDT system may have one of the following three
user levels at the interface of a DTM (Table 1):
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Table 1 — FDT user levels

User level name Description
Observer This user level stands for an actor that observes the current process only.
Expert This user level stands for an actor who has to execute specific use cases, e.g. operation

use cases (operation expert) or device maintenance use cases (maintenance expert)
This user level allows the Frame Application to configure access and privileges.

Engineer This user level stands for an actor that has to do the plant planning, device

configuration/parameterization and plant maintenance.

The

the F

NOTE
FDT s
use c3

Acco
shall
and |
hide
(see
not a

It is
level
It is
"Exp¢
use t

Table
avail
the e

rame Application) and the Engineer has a full permission set.

For an explanation of the fundamental user levels and use cases that were considered, for the design
pecification see Annex A. A Frame Application might support only a subset of these{use’cases or add
ses not defined in the annex.

control access to device and persistent data (see definition“of-interfaces linstancs
DeviceData in Annex B) as well as adapt its user interface€ appearance. This includ
some data or display it as read-only, but also to partially disable DTM-specific functio
definition of IFunction.Functioninfo in Annex B), if it requires data access rights thg
5sociated with the specified user level.

mandatory for a DTM to implement a safe and<read-only usage for the "Observer"
It is also mandatory for a DTM to implement unlimited usage for the "Engineer" user
pptional for a DTM to implement configurable custom usage for "Expert" user ley
ert" level is not implemented by a DTM but'is set by the Frame Application, the DTM
he behavior for "Observer" user level,

2 gives an overview about the“user interfaces and functions that are expected
hble for the individual user levels. The data access rights should be defined to allo]
kecution of these use cases;

user levels allow a stepwise extension of permissions. The Observer typically\has a
minimum permission set, the Expert has an intermediate permission set (which is configur

bd by

of the
itional

rding to the role set by the Frame Application, the DTM Business_Logic and User Interface

Data
es to
hality
t are

user
evel.
el. If
shall

o be
w for

The gssignment of roles to individual users is Frame Application specific. The Frame Applidation
may |mplement an own‘user management sub-system or use fixed user levels.
Table 2'- Role-dependent access rights and user interfaces for DTMs
Use c @‘ Sub cases User level
C ; Engineer(M) Expert(O) Observer(M)
Sydteni planning Network management IfaDTM If the DTM -*)
y N ;lllplclllvlltc ;lnny:cnncntc
Busmaster configuration these use these use -
Channel assignment case, it shall cases and B
expose all supports the
System generation Network management related user role O {r}
X commands "Expert", it
DTM matching and user shall allow O {r}
Devi j interfaces. Frame j
c;:/f'.ce ration Application to
igurati configure
Simulation (force) - access to the -
exposed data,
Offline operation Offline parameterization commands -
. . and user
Persistent data comparison interfaces -
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Use case Sub cases User level
Engineer(M) Expert(O) Observer(M)
Online operation Online functions (reset + other If a DTM If the DTM -
functionality that requires online implements implements
device connection) these use these use
- . cases, it shall cases and
Online parameterization expose all supports the -
Calibration related user role B
commands "Expert", it
Device/Persistent data comparison and user shall allow -
interfaces. Frame
Adjust SetValues Application to O {r}
r‘nnfigllrn
Upload access to the .
Download exposed data, | .
commands
Bulk operation Upload and user -
interfaces
Download -
Onljne view Network scan O {r}
Online status M {r}
Online trend M {r}
Device identification M {r}
Online view parameter set O {r}
Report generation - M {r}
DeVice-specific Device-vendor-specific (or extended) -
opdgrations DTM functions after DTM/Device-
specific OEM Service login

M

Mandatory (if a DTM implements this use case, it shall\expose all related commands and user interfaces in
the specified user level)

Optional (a DTM may expose the related commands and user interfaces in the specified user level)
User level shall have read access to all data-telated to the use case
Use case not supported in this user level\(DTM shall not expose any related commands/user interfaces))

[A DTM shall allow all user levels to set'the device address in the DTM with the method SetAddressinfol

—

4.8.3

It is
settin
used
phas

a) The same user may have different permissions for the same device controlled by the

d)

3 Frame Application configured access control

ntrol
n be
ional

ery difficult and\even impossible for the DTM vendor to provide correct access ¢
gs for all occasions. The data, which can be accessed, and the functions, which ¢
are changed\by the user; depending on where the DTM is used or what is the opera
b of the plant. Here are some examples:

D[TMwhen the deV|ce is connected in the pIant or in the mstrument shop In the instr
SI -
pr|V|Ieges should be granted L|ttIe or no changes may be aIIowed when the mstrument is
connected later to the actual running control system.

The same user may have full control when the plant is being engineered, but the changes
to the device may be significantly restricted, when the plant is in running state.

The same group of users may have different permissions for different instruments — some
of the maintenance personnel may be trained to work with transmitters, other may be
specialized in valve maintenance.

In a small application one person may be responsible for the entire application and he may
have unlimited access to all device maintenance procedures, but in a big application, often
the access is controlled according to the individual experience of the technical staff.
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To address the different cases, an "Expert" user level is provided. When the DTM supports the
"Expert" user level, the data which can be accessed and the function which can be invoked are
restricted by the Frame Application depending on the rules in the plant, on the operational
phase, the individual user or team experience and other factors.

The Frame Application can use the Expert user level to define additional levels of access for
individual users or for groups of users. For example, if access control is configured for an
Operation Expert, the Frame Application may enable access to set point Values, to tuning
parameters and to diagnostic functions. In another example, if the Device DTM is invoked in
the instrument shop environment, the Frame Application may enable access to calibration
parameters, to calibration functions and to online parameter view.

NOTE
Opera

4.9
4.91
FDT

A lod
DTM
child
all its

A Ch
to ac

requgst a list of parents from the Frame Application by using the m¢

ITopq

A Ch
The H
'prim

This
abstr

A ph

are defined between-Ports of the DTMs. This means the physical topology describes the 3

hardy
use t

The user level "Operator" as defined in FDT1.x specification is not supported in IEC TS 62453-43) Th
or in this document is used to describe an expert for plant operations.

FDT and system topology
General

Hifferentiates two topology views: logical topology and physical topelogy.

ical topology is created by a hierarchy of DTMs. Child DTMs are connected to P
5 via the Communication Channel of the Parent DTM. A/Parent DTM may have m\
en. This relation is managed by the Parent DTM. This méans that a Parent DTM K
Child DTMs.

Id DTM may be assigned to multiple parents (e.9."if different network paths may be
cess a device). A Child DTM is not notified ifiit is assigned to a Parent DTM, but if

logy.GetParentNodes().

Id DTM can use only one communijcation path at a time to access the respective dg
Parent DTM providing this communication path will be marked by the Frame Applicati
ary parent'.

means, that the logical topology describes the logical relations between the devices
action level that supports’managing the communication between DTMs and devices.

sical topology is.created by defining physical connections between DTMs. Conned

vare installation. The connections are managed by the Frame Application. It is possi
hese copnections for representation of all kind of network structures.

e term

arent
Itiple
nows

used
may
bthod
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tions
ctual
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4.9.2 Topology management
4.9.2|1 Logical topology
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Figure 15 — Logical topology and physical topology

Modbus TCP
Device

IEC

-rame Application is responsible for managing the logical topology — it is mandatqry to

support the logical topology. That means the Frame Application shall organize the routihg of

data

for accessing a device in the plant.>Some Frame Applications may require

user

intergctions; others may support automatic operations such as topology import or fieldbus

scanping. The sum of all links betweer,;DTMs according the logical topology is called

topolpgy and further described in IEC62453-2.

FDT

A DTM exposes all required infermation (see 4.4.2) which enables the Frame Application|(and
the user) to choose the appropriate DTM for a device, for example name, vendor, versipn of
suppoprted device types and corresponding identification properties.

Communication DTM
Business Logic

1
0.*

Communication Channel

Fieldbus

Interface

ICommunication %

—
f fojtrgv -

Frame Application

Fieldbus
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e

”"%\1‘_& A

-
e i

ICommunication

>

Device DTM
Business Logic

Figure 16 — FDT and logical topology
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As shown in Figure 16 a Communication Channel is used as the linking element between
Communication DTM and Device DTM. The Communication Channel provides access to the
fieldbus.

The link between a Communication Channel and a DTM is created by the Frame Application.
However, final decision whether a DTM shall be linked or not has to be made by the
Communication Channel. The Frame Application shall call the method
ISubTopology.<ValidateAddChild()> (see definition in Annex B) before link is created. The
Communication Channel shall at least check whether the required network protocol of the DTM
to be linked fits to its own supported protocol. If this is not the case, then the linking shall be
rejected. In addition, the Communication Channel may perform further checks, for example
whetlerthe number of finked DTMS exceeds a iimit:

Neither the Communication Channel (or corresponding DTM) nor the linked DTM shall need to
mangge topology information in order to access the respective physical device. The Frame
Application supports to request topology information by the methods
ITopglogy.GetParentNodes(), ITopology.GetSiblingNodes() (and ITopology.GetChildNodes()
(for dll see definition in Annex B).

The rlules for identification of DTMs and devices are described in 4.12)

For Jome communication protocols the order of the devices linked to the network affects the
configuration of the network itself. This order is defined when inserting the corresponding|DTM
into |the logical topology (ITopology.BeginAddChild()) “and can be modified latef via
ITopglogy.BeginRepositionChild(). The Frame Applicatioen always shall maintain this order iwhen
returning collections of DTMs in ITopology.GetChildNodes() and ITopology.GetSiblingNodes().

If thel Frame Application provides a view on the“channel, it shall show all Child DTMs in|their
respective order. In this view, the Frame Application shall allow the user to insert a new|DTM
at a dpecific position between the existing Sibling DTMs or to change the position of an ex|sting
DTM(in regard to its Sibling DTMs.

4.9.2(2 Physical topology

Advapced topology management requires the additional planning of cable bound or wirgless
conngections between devices./This capability is provided by the physical topology.

The management of the ‘physical topology is the responsibility of the Frame Application| It is
optiohal for a Framé _Application to support the physical topology. It is mandatory for a DTM to
expose all information which is required to determine whether a physical connection is pogsible
or not. The physieal topology may not have dependencies to the Logical Topology and shall be
hand|ed separately as shown in Figure 17.

Logical topology %

sibling | child
DTM1 : DeviceDTM DTM2 : DeviceDTM
connection

Port1_1: Port Port1_2 : Port > Port2_1: Port Port2 2 : Port

Physical topology 5

Figure 17 — DTMs and physical topology

IEC
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The connections are managed by the Frame Application. Information regarding connections
may be accessed with the interface IPhysicalTopology. See Annex B for a detailed description.

4.9.2

3 Communicating and non-communicating devices

An automation system integrates communicating devices, as well as devices which do not
communicate and therefore are not configurable via communication (e.g. power supplies and
other network infrastructure elements). Information about such non-communicating devices
may be essential during the planning phase of the communication system and can be used to
verify integrity of the network, for instance in regard to bus power overload, communication
distance limitations, validity of the design (e.g. correct termination). In order to integrate such

devig
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DTM provides information about the device/equipment to the Communication DTM
pable of using this information.

ent protocols require specific information to be provided and may have differént limitg

enforced. Information provided from DTMs for passive devices shall ‘be provided
ard way and format (in Network Management Info), so that different Communication [
se it in a standard way. DTMs for communicating devices maymeed to provide s
hation. Protocol-specific extensions shall define the information provided by
hunicating devices and by the non-communicating devices and ‘also how this inform
bd. For example, Communication DTMs for a bus powered protocol can use inform
non-communicating devices (defining the power sourC€) and communicating de
ing the power consumption) in order to balance the power on the network.

Address management

bus systems generally use an addressing, concept to distinguish between the diff
bcted devices. Therefore a DTM generally needs the information about the address

ICommunication.<Connect()>, definition in\Annex B).

A DTM for a device type which can_be connected to a system which defines an addre
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bpt shall provide the interface lNetworkData (see definition in Annex B). These ser
e to read and write the device-addressing information to the DTM. The addressing sc
Idbus specific, therefore\concrete information which shall be passed to the servi
bd by the FDT ProtocolAnnex documents describing the protocol profile integrati

component providing the Communication Channel (DTM or Frame Application) is al
nsible for address setting in the linked DTMs. A DTM providing Communication Cha
support-al DTM WebUI that enables the user to set the addresses (Applicatior
prkManagement, see definition in Annex B) like shown in Figure 18.
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Figure 18 — Address setting via DTM WebUI
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Furthermore the Communication Channel itself & shall support the mg¢thod
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[opology.<SetChildrenAddresses()> (see definition in Annex B) to enable the F
cation to initiate address setting. The sequenge‘®diagrams in 8.13 describe diff
bSsing scenarios more detailed.

address management is realized if Communication Channel is provided by the F
cation is not in scope of this document;:

Configuration of fieldbus master or communication scheduler

fieldbuses use dedicated devices to control the communication between the difff
ipants, for example the Master-Slave or the Token-Passing concept.

Communication Scheduler: These devices usually need to be configured with the bus para

inforn
a de

hation of the devices connected to the fieldbus. In general, the configuration is dong
ice-specific configuration tool. The FDT component representing the Fieldbus Mas

Communication_Scheduler shall provide this configuration tool. That means the configuy

tool i

5 either part-of the Frame Application or like in Figure 19 part of a DTM.

jevices controlling the communication over the fieldbus are called Fieldbus Masﬂﬁr or
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erent
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parti¢ipants via the interface INetworkData (see definition in Annex B) of corresponding D)

The

NetwprkManagementinfo services are defined by the protocol-specific documents desc

the

detailed described in the protocol-specific documents.

4.9.
The

specification defines datatypes (see TopologylmportExport definition in Annex B) which ¢
used|for this:purpose. These datatype classes may be used by one Frame Application to €

the

Application.

Figure 19 — Fieldbus master configuration tool as part of a DTM

configuration tool is able to read and.write the bus parameter information of the fie

specific bus parameter, “information which can be read or written

pfotocol profile integratianin FDT. Furthermore, the general bus configuration is also

5 Data exchange between Frame Applications

nteraction~between different Frame Applications is not in scope of FDT, but the

ADT {topology information to an XML file which then can be imported in another F

IEC
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4.10 Modularity

Different fieldbus protocols are using different device models. FDT supports following different

app

roaches to describing the structure of the device:
monolithic DTM with
Processlmagelnfo, Datalnfo and CommunicationChannellnfo
Module DTM, and

BTM.

topology description in NetworkDatalnfo, ProcessDatalnfo,
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4.11 FDT communication
4.11.1 General
4.11.1.1 Overview

In FDT the communication is based on passing communication requests from the consumer of
communication to the communication provider, which is represented by a Communication
Channel. Passing and receiving communication requests is based on asynchronous methods
(see 5.8.7).

In orderto submit communication requests the consumer of communication shall first establish

one qr more connection to the respective physical device. This allows the management of.gctive
connections by the Communication Channel.

4.11.1.2 Handling of communication requests

In order to optimize the communication, the interface of a Communication” Channel aflows
passing multiple transaction requests in one call to <CommunicationRequest> (as a list)] The
<CommunicationRequest> is executed for a specific established conne¢tion, which is identified
by it§ communicationReference.

The Communication Channel is expected to process the transattion requests in the ordell they
are provided in the list. The results of the transaction requests may be passed back to the glient
of Cgmmunication Channel sequentially as part of the Progress callback (partial results) and
the cpmplete result shall be passed back at the end of the.<CommunicationRequest> according
to the extended AsyncResult pattern (see 5.8.7.2).

The nelation between communication requests and communication responses can be managed
by the IAsyncResult handle that is passed tora“client in the call to <CommunicationRequest>.
The fransaction responses for these specific transaction requests will be received byl that
specific IAsyncResult handle. Each transaction can be identified by an ID, the same [ID is
provifed in the transaction response.

The tancel of <CommunicationRequest> stops execution of the transaction requests| The
resulis of already executed-‘transactions shall be provided back to the client. For |each
transpction request that has*been not executed, a CommunicationError "Cancelled" shall be
provided to the client.

4.11.1.3 Handling-of communication errors

Since it is-possible to pass multiple transaction requests within one call to
<CommunicationRequest>, multiple transaction responses will be provided in the result of
<CommupnicationRequest>. This set of transaction responses may contain a mix of pogitive
communication results (e.g. communication data) and negative communication rgsults
(CommunicationErrer)-

The communication client shall evaluate each of the received transaction results in order to
recognize possible errors.

If a communication client receives errors for requests, that originated at that client, then the
client shall inform the user. In a scenario with nested communication this means, the
Gateway DTMs shall not inform the user about communication errors for requests that originally
came from a Child DTM. The Child DTM has the responsibility for informing the user.
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4.11.1.4 Handling of loss of connection

If the connection to a device is lost irreparably, the Communication Channel shall abort the
respective connection(s) and send an Abort notification to the respective communication client
for each aborted connection. The AbortMessage provides the CommunicationReference for the
aborted connection. If a DTM creates multiple connections to the device, each connection is
managed separately and the abort of each connection may depend on specific condition
depending on the used communication protocol.

The specific triggers for sending the Abort notification (e.g. device does not respond) will be
defined specifically for each communication protocol.

If a Gateway DTM receives an Abort notification, then it shall send Abort notifications to all
connected communication clients.

The origin of the Abort notification shall not provide a user message to inform'the user about
loss pf connection. The communication client receiving the Abort notification’shall inform the
user jabout the loss of connection. E.g. if the communication client has-opéen user interfaces,
then the user shall be informed about the loss of connection by updating,the connection dtatus
in theg user interface. If the communication client is composed of sevéral DTMs which may|have
open|connections at the same time (e.g. a Composite Device DTM with several Module DTMs),
then the communication client should avoid providing several user messages, but should inform
the uger about loss of connection with one message.

After| sending an Abort notification the Communication{ Channel shall not send any further
ComimunicationResponses to the communication clientsFor all pending requests, the excgption
FDTCQonnectionAbortedException shall be thrown..The communication client should ignorg any
CommunicationResponse received after receiving._an Abort notification.

4.11.2 Point-to-point communication

The Frame Application passes a commiunication interface (see interface ICommunicatipn in
Anneix B) to the DTM, which provides,in each case a point-to-point connection between a[DTM
Business Logic and a device.

It is Under the control of the Erame Application to enable a DTM to communicate with its dgvice.
The Frame Application shall provide the communication interface to be used to the DTM by
callinfg the method |Btm3.EnableCommunication2() (see definition in Annex B) and|thus
allowjing communication’ access.

In ordler to accé€ss'the device, the DTM uses this interface as shown in Figure 20.
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Frame Application starts the corresponding Communication DTM and forwards

,,,,,,, B S
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the

communication requests to the Communication Channel which then communicates with the

hardware.

A DTM shall call the Communication Channel 3method ICommunication.<Connect()>

defi
con

ICommunication.<CommunicationRequest()>" (see definition in Annex B). It is ge|
expectation that a DTM tests if it is conneceted to the intended device. See also 8.6.2.

DTMs shall consider the limited availability of fieldbus resources when connecting to the de
This means a DTM should createonly as many connections as needed and connections
be tefminated if they are not,used (e.g. the online function is finished).

4.11.3 Nested communication

A DTM shall not néed to know anything about the system topology in order to acces
corresponding physical device. Thus, the same DTM is able to communicate with de
attached to different fieldbus-interfaces of the same protocol type. Nested communicati

use
cha

nltion in Annex B) in order to establish a communication connection to the device. Aftg

d|if the devices are connected to a sub system, for example if a device is connecteg
npel of a' Remote I/O (see Figure 21).

(see
r the

nection has been established the DTM is-able to communicate to the device by calling the

neral

vice.
shall

5 the
vices
on is
to a
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Figure 21 — Nested communication

As in[the point—to—point communication all DTMs simply use the communication interfacg with
their devices without the awareness:of the nested communication.

The gommunication in IEC T(S 62453-43 follows the concept of nested communication:

. ach Communication\Channel wraps the communication message from the linked |DTM

elow, without knowing the content

E

b

The linked DTM below the Communication Channel does not have any knowledge abo{it the
system topology
T
d
C

he DTM:shall only support communication protocols that are supported by the respgctive
bvice

ormmunication / routing through any system topology is possible

See 8.7 for sequences related to nested communication.

4.11.4 Dynamic changes in network

Many fieldbuses provide a mechanism for temporarily disconnecting devices or switching
between distinct groups of devices during operation (e.g. tool change for robots,
docking/undocking of transportation vehicles). Such mechanisms lead to changes in the
communication network (called "dynamic configurations") — devices may be disconnected. The
Frame Application (and the network configuration tool as part of the Frame Application) are
able to manage the current device states at the DTM (see
NetworkDatalnfo.DeviceMayBeDisconnected and NetworkDatalnfo.DevicelsDisconnected in
Annex B).
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4.12 Identification
4.12.1 DTM instance identification
4.12.1.1 System Tag

An FDT Frame Application shall assign a unique identifier for each DTM instance. This unique
identifier is referred to as "System Tag". The System Tag is used by DTMs:

— for navigation in the FDT topology,
— for the management of Child DTMs in the FDT topology (e.g. address setting), and

- td iaentity a DIV Instance at the event interrace or the Frame Application

The $ystem Tag is defined as GUID.

4.12.1.2 Assignment of System Tag
Folloiving rules apply to assignment and use of System Tag:

— Al|Frame Application shall not change the value of the System Tag.of-a DTM instance dluring
the complete lifecycle of a DTM instance. This means the samé system_tag_value is|used
tq identify the DTM instance in all interfaces (e.g. IChildDtmEvents, ITopologyl and
ISubTopology).

— When a project is persisted the Frame Application shall-save the System Tag of the DTMs
ich that they will be the same system_tag_value when’loading as before.

Esociated to the same device node (see Figute 25). This means it is not allowed to feuse

s
— A| Frame Application shall use the same system_tag_value only for DTM instgnces
a

system_tag_values for other DTM instances!

— A|DTM shall not persist the value of its owtiSystem Tag.

Sincg the System Tag uniquely identifies-aiDTM instance, it is possible that DTMs store Sylstem
Tags|as references to other DTMs. Faorexample, if a Parent DTM needs to keep track [of its
children and the data they expose (eig. for Address Setting or Busmaster Configuration),| then
the Rarent DTM may cache information published by its children. The Parent DTM can [store
the cached information using thesSystem Tag as a key.

NOTE| If multiple users workwn the same device node, each user has an own instance of the DTM, but all DTM
instanfes use the same System Tag.

412 System GULlabel

The PtmSystemGuilLabel is a human-readable identifier, used to identify a DTM instance in the
project and the’related DTM GUI in the display to the user. The Frame Application and the|DTM
shoul|d use the DtmSystemGuiLabel in order to identify dialogs and windows belonging to the
DTM|instance.

The DtmSystemGuiLabel may reflect an identifier of the device (e.g. the device tag) that is
provided in NetworkDatalnfo.Label. The DTM may use NetworkDatalnfo.Label to provide an
initial value for DtmSystemGuiLabel. It is recommended for a FA to use the
NetworkDatalnfo.Label value, when constructing the DtmSystemGuilLabel.

4.12.3 Hardware identification

A DTM supports the method IHardwarelnformation.<HardwareScan()> (see definition in
Annex B) that enables to read device information online from the connected device (see
Figure 22).
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Figure 22 — Identification of connected devices

service returns device type related information like manufacturer, type, hardwarg
dded software version as well as device instance related information like fieldbus add
hd serial number. This information is alsofieldbus specific like the information return
nformation.GetDeviceldentinfo() (seé definition in Annex B). Therefore, the con
col-specific format is defined by thé protocol-specific documents. The transformati
col-independent format is implemented by the protocol-specific datatypes. See exar]

Scanning and DTM assignment

1 Scanning introduction

quest a livedist that contains information about connected devices. The informatior
ces described in subsequent clauses enable the Frame Application to generate or va
sponding FDT topology without the knowledge of the protocol-specific definitions.

R.S/Scanning

IEC

and
ress,
bd by
crete
on to
nples

fieldbus protocols (or point-to-point communication) define scanning services supporting

and
idate

Scanning is supported by the Communication Channel method IScanning.<ScanRequest()>
(see definition in Annex B).
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Figure 23 — Fieldbus scanning

The gervice returns device type and instance related information for all connected devices which
can He determined by the means defined by the fieldbus prototol (see Figure 23). For example,
devide manufacturer, type, hardware and embedded software version or fieldbus address, tag
and gerial number. This information is fieldbus specific. The-concrete format and transformation
to the protocol-independent format which can be used by Frame Application without fielgbus-
specific knowledge is defined by the FDT ProtocolArinex document describing the prdtocol
profile integration in FDT.

4.13.3 DTM assignment

A Frgme Application may use the information returned by an IScanning.<ScanRequest()>| (see
defin|tion in Annex B) to find proper DTMs that can be added to the FDT topology by compiaring
it vith the device type identification information returned by sgrvice
IDtmInformation.GetDeviceldentinfo() (see definition in Annex B) of known DTMs.

Furthermore, a Frame Application may also use the scan result information to validate whether
DTMs in an existing FDT topology are the proper ones. This validation is executed by compElring
the sican result information with the device type identification information returned by those
DTMs$. Each element from the scan information can be compared with the DTM dgvice
ident|fication information. In this comparison a Frame Application may also apply specific fules.

4.13.4 Manufacturer-specific device identification

¢titmes devices cannot be uniquely identified by the means defined by the fieldbus profocol.
For example—because—samse pe—D—is—usedforseveraldifferent device pes—ofl one
manufacturer. In this case the Frame Application may find several DTM Device Types or even
DTMs that appear to be the proper ones for devices found during a scan. However, such device
may be identifiable by means defined by the device manufacturer.

FDT enables the manufacturer to implement this specific device identification within a DTM and
to allow a Frame Application to use it in a standard way, independent of manufacturer and
protocol.
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The DTM for such a device shall add manufacturer-specific identification properties to the
device identification information that is returned by IDtmInformation.GetDeviceldentIinfo() (see
definition in Annex B). If the Frame Application tries to find a proper DTM, then it may find only
device identifications which match partially but have additional elements. The additional
elements are not included in the scan result, because they are known only by the device
manufacturer. In such a situation the Frame Application shall look for a DTM Device Type for
which the Deviceldentinfo.SupportLevel property is set to 'ldentSupport' (see definition of
Deviceldentinfo in Annex B). The 'ldentSupport’-DTM is added temporarily to the FDT topology
in order to request additional information from the device. This additional information can be
requested by the method IHardwarelnformation.<HardwareScan> (see definition in Annex B).
The DTM then shall execute the manufacturer-specific device identification and return the
additjerad device identification elements a5 =) FosHHt of the method
IHardwarelnformation.<HardwareScan()>. This enables the Frame Application to exeecflite a
compgarison, which covers all device identification information, have a full match andctolreplace
the 'IdentSupport’-DTM with the correct DTM and the matching DTM Device Type.

4.14 | DTM data persistence and synchronization
4.14.1 Persistence overview

The Frame Application is responsible for the persistent storage of data (data persistence)]| This
inclugles topology information as well as data managed by,-the DTM itself (e.g. dpvice
parameters). FDT defines only the interfaces, which shall/be“used by the DTM for|data
persistence (see Figure 24). While the implementation of, the persistent storage system is
specific for a Frame Application, the format of stored dataCis specific for each DTM. Both are
not in scope of the FDT specification.

DTM data storage and
synchronization interface
\
\ get dataset information /
\ save / load / delete
\ commit / lock / unlock dataset
Frame o=t N o ____ DTM
Application ! Business Logic

e

i
E data synchronization
| - data change notification
: \ - locked/unlocked notification
data management |
and synchronjzation’ |
I
I
I
I

\

data change
notification

Frame
Application
project storage

DTMDataSet [

IEC

Figure 24 — FDT storage and synchronization mechanism

The Frame Application storage interface provides the DTM Business Logic methods to access
its dataset (called DTMDataSet) in the Frame Application storage implementation, e.g. in a
database or file persistence.

The Frame Application shall guarantee the data consistency for multi-user and multi-client data
access and provides corresponding methods and events to the DTM Business Logic.

4.14.2 Relations of DTMDataSet

The Frame Application manages, for each physical device, one DTMDataSet and the related
DTM instance, as shown in Figure 25.
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(see 1[1.4).
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Figure 25 — Relation between DTMDataSet, DTM instance, and device

For multi-user scenarios, the multiplicities on the DTM Business Logic all have an upper limit of

here to describe the managementief'device-instances. FDT does not define any inter

fic implementations.

evice node is also part'of internal model of the Frame Application. It is an abstract, Iq
t used here to represent a physical device in the Frame Application. It controls the lif
lata of device-instances within a Frame Application. FDT does not define any inter
e device node(object, since it' is a pure Frame Application internal object and may
ent specific_implementations.

sponding DTM (see 7.4) together with the DTMDataSet to be able to start the
ess kogic, which originally saved the data.

many'

bject
aces

Project object, since it' is a pure Frame Application internal object and may have different

gical
btime
faces
have

me Application typically (vendor-specific) saves DTMInfo and Typelnfo information ¢f the

DTM

4.14.3 DTMDataSet structure

Figur

e 26 shows the structure and content of a DTMDataSet.
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Figure 26 — DTMDataSet structure

DTMDataSet has a property Formatld, which is a unique identifier for_the*format d

hation to decide how to load the data, e.g. to migrate the data from.ancolder version

M always writes the DTMDataSet in one specific format but may-be able to read also
formats. In such a case a DTM can declare to support more.than one Formatld. If diff
5 declare to support the same Formatld the following scenario can be supported:

M vendor can provide a scenario to migrate the data-from an old version of a DTM
r DTM version. The new DTM version declares to-support the old Formatld as well 3
Formatld. The Frame Application detects the old)Formatld and creates the new DTM
DTM loads the DTMDataSet, migrates the data ‘and saves the data with the new fq
tified by a new Formatld).

This scenario mightwork for DTMs of one vendor or for DTMs from different vendors. However, the defi
bary to support such a scenario are out of secope of this document.

MDataSet can have one or more DTMDataSubsets. The DTMDataSubsets contai
stent data of a DTM. The DTM-Business Logic can explore the DTMDataSet and a
ve DTMDataSubsets to/fromthe DTMDataSet. The DTMDataSubsets are identified
ich is created by the DFM> The DTM can use the IDs to read or write the data.

DTMDataSubset if it belongs to one functional unit and needs to be loaded togeth
to improve the-system performance a DTM should avoid loading of unnecessary

asic data-which is needed during the complete lifetime of a DTM instance (e.g. Ne
anagement Info)

f the

This ID is created by the device (DTM) vendor. The DTM Business¢Logic can usg this

other
erent

to a
s the
. The
rmat

hitions

n the
dd or
Dy an

h data is stored intene DTMDataSubset is DTM-specific. The DTM should group data in

er. In
data

ever possijble; especially at start-up of the DTM. Following grouping should be considered:

work

e D

evice parameter group information which is needed if corresponding DTM Web|

Ul is

opened (e.g. a page in a dialog) or if the Frame Application requests data (e.g.

D

eviceDatalnfo objects (see 7.9))

e Process data information which is needed if Frame Application requests ProcessDatalnfo
objects (see 7.11.1)

e etc.

The DTMDataSubset data format is DTM specific. Any serializable datatype can be used. The

Fram

e Application is not allowed to modify the data.


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024

4.14.4 Types of persistent DTM data

Two types of DTM related data are considered:

— 65 —

Instance-related data (called "instance data"). Instance-related data belongs to the DTM

itself. It is specific for a DTM which data it stores but the DTM shall guarantee that it is able
to represent the stored device instance by loading these data;

Bulk data. DTM-specific data, for example historical data. A DTM can save bulk data as

separate DTMDataSubsets in the DTMDataSet in the same way as instance related data
(each in a separate collection). Configuration data shall not be stored in the bulk data. DTM

shall be prepared to be loaded without previously stored bulk data.

Insta
Fram
for m

4.14.5 Data synchronization

If mu
samg
acce
multi

hce-related data and Bulk data may be stored in separate storages in order to, al
e Application to distinguish instance related DTMDataSubsets and bulk DTMDataSu
anagement purposes.

Itiple users access the same device, systems shall start several'DTM instances ¢
DTM type and for the same physical device (see 4.8.2). The different DTM insts
ts the same DTMDataSet. This is for example the case in-a distributed system W
ble users access the same Frame Application (see 11.4).

ow a
bsets

f the
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here

In any case the Frame Application should never start multiple DTM WebUls for different users
accessing the same DTM BL instance.
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Figure 27 — Data Synchronization
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To support such a scenario the Frame Application shall support interfaces, which allow realizing
a dataset locking and changing notifications concept (see Figure 27).
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IEC TS 62453-43 uses a pessimistic locking concept on DTMDataSet (device) level. The
concept works as following:

e A DTM shall try to lock its DTMDataSet before execution of an operation that may lead to
data changes (e.g. opening of a parameterization user interface).
— If locking was successful, then data changes are allowed

— If locking failed, e.g. because another DTM instance has already locked the data, then
no data changes are allowed (e.g. opened user interface shall disable input fields)

e A DTM that has no lock can only read the last committed data from the DTMDataSet

e Changes in the DTMDataSet are only visible to the DTM that holds the lock untilf(DTM
commits the changes and until the Frame Application sends TransactionCommitted ‘to pther

¢ Uncommitted changes are automatically discarded if the DTM unlock the DFMDataSe

e The Frame Application notifies all other DTM instances working with the'same DTMDataSet

—| Data in a DTMDataSubset has changed and changes are cammitted (DTM should re-
read and display the data)

—| DTMDataSet is locked or unlocked (DTM should change’the state of Uls, e.g. input fields
are enabled / disabled)

4.15| Device data and 10 information
4.15.1 Exposing device data and 10 information

In addition to device-specific functions and usertinterfaces a DTM provides access to dpvice
data [and to instance data via the programming interface (see definition of lInstancepPata,
IDeviceData, Datalnfo, Read-Write Request and Read-Write Response in Annex B).

It is fecommended, that a DTM exposes all parameters, which are accessible in the|user
interfaces of the DTM, also by lInstanceData and IDeviceData. A DTM shall expose at legst all
parameters defined in applicable profiles of FDT Protocol Annexes and FDT Application Plrofile
Anneixes. If a DTM is supporting a device with a device description (e.g. EDD or EDS),
parameters should be exposed with the same name and label as in the corresponding DD (for
examnple EDD: parameteriname should be the identifier of the corresponding EDD-Variable).

Devige data and instance data may expose different sets of parameters. Device datal may
expose dynamic,data like process value, device status and operating hours, whereas insfance
data phould not‘expose such dynamic data.

The DTM.shall adapt the list of exposed parameters according to the user level (e.g. rgstrict
access\to parameters). DTMs shall update the list of exposed parameters during runtime, for
instance when parameters become inaccessible due to a changed configuration (e.g. changed
measurement principle). Parameters, which are only available if the DTM is in an OEM service
mode, shall not be exposed.

The DTM should expose the data in DataGroups in the same organization as presented in DTM
WebUls. Parameters shall be exposed in a way (format and semantic information) which allows
the processing of the data without fieldbus knowledge. For example, instead of raw data in hex
format, a parameter shall be exposed as a readable value with a numeric datatype and provide
additional information like unit and range (see Figure 28).

NOTE The intention of this recommendation is to unify the support based on IData interfaces and the support
provided by the DTM GUI.
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Protocol Annex specifications may define additional requirements regarding the exp

ame Application may use the exposed data for various use cases, for instanc

P Data access control

M may support configuratior’ of access control by the Frame Application with the inter
ceCustomConfiguration/lInstanceCustomConfiguration. If a DTM supports this interfg
provide a non-changing list of all functions at the IFunction interface. Based or

WebUI.

Frame Application can use IDeviceCustomConfiguration/linstanceCustomConfigur

IEC

osed

e for

aces
ce, it

this
i and

ation
DTM
ions.
ame,

déscriptor, read/write status and semantic information to the user and le

the

Administrator create custom access permissions for each user or group of users. The Frame
Application can enable access to individual data using the method <EnableParameters> with a
list of IDs for all parameters that shall be changeable.

Each data item is represented by an object of class AccessibleData. This class defines
properties related to data access control (Table 3).
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Table 3 — Description of properties related to data access control

2024

AccessibleData Description
properties

IsReadable Specifies whether the value can be read from the device or DTM instance.

The value may change depending on the internal business logic of the device /
DTM.

IsWritable

The value may change depending on the internal business logic in the device /
DTM.

Specifies whether the value can be written to the device or to the DTM instance.

IsC

hangeEnabled This attribute is applicable only when the DTM has been initialized with Expert user

level It e'r_\nrifine whether the EA has enabled rhancne tothe data for the curre

user. This property controls what can be changed directly by the user through.t
DTM-UI or through the methods called by the Frame Application.

through the DTM WebUI

Frame Application using IData interface or by the DTM WebUI

The Frame Application shall verify that the values of IsChangeEnabled and
IsWritable attributes are both set to TRUE for the parameter'to be writable in th
DTM.

TRUE: Allows the parameter to be changed by the FA using IDATA or by the us

FALSE: Parameter access is restricted, and the value cannot be-changed by th¢

nt
e

14

The
Fram
set t

e Application. It cannot be changed by the DTM. The(dsChangeEnabled property sh
b FALSE by default by the DTM for the user-Wwith Expert user level. The val

IsChangeEnabled" property value is provided by thecDITM and can be set only b

y the
all be
e of

IsChangeEnabled property shall be ignored by the DFM.and by the Frame Application when the

user |evel is Observer or Engineer.
The kFrame Application can enable the change(of a data item by setting the "IsChangeEnapled"
flag tp TRUE. Setting the IsChangeEnabled’flag to TRUE is required to allow the change ¢f the

data
or da

otherl data items, the data item maybe read only in the device, etc.

Whe
by th
"IsCH
DTM

para

to FALSE-In a similar way, if the parameter value is set in the device, the device may ch

multi

"IsChangeEnabled" attribute for a data item is FALSE, the data item cannot be mo

angeEnabled" attribute will change the visibility of a parameter in the user interface
but the DTM shall present the value as read only if "IsChangeEnabled" is set to FA

eters\but will not be able to modify their values since the "IsChangeEnabled" flag

item in the DTM/ device. The devicelDTM may have additional restrictions, e.g. the
ta group may remain read only, the*value of a data item may be restricted by the val

Frame Application or by the user through the Ul of the DTM. It is not expected

a parametenvalue is set in the DTM BL, it may apply additional internal logic and m
the Vfalues of the'related parameters even if the "IsChangeEnabled" flags for those re¢
parameters are set to FALSE. The user will be able to see the modified values for the re

data
ue of

Hified
that
f the
| SE.

odify
lated
lated
s set

modified directly. This means that the "IsChangeEnabled" flag is only used to control the
modification of data items by the user or by the FA, not by the DTM or the device itself.

When the FA wants to set the "IsChangeEnabled" flag to TRUE for a data group, it shall set the
"IsChangeEnabled" flag to TRUE for each of the data items in the respective group. If a DTM
has a user interface that shows a group of parameters, it is recommended to create the user
interface in a way, which allows to control which parameter in the group is changeable and
which is non-changeable. If the DTM cannot control the access to parameters of a group
individually, then the entire user interface may be enabled for change for all parameters of the
group if one of the parameters in the group is changeable.
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IData exposes the list of parameters according to the actual status or device mode. However,
the DTM shall expose all parameters independent of state or device mode or role through
<GetAllDatalnfo()> method. The Frame Application will provide the list of changeable
parameters to the DTM by calling the <EnableParameters()> method. The DTM shall apply the
"IsChangeEnabled" values set by this method to the individual data groups and data items. The
settings shall be applied to all parameters, independent of the device mode.

The <EnableParameters()> methods (for instance data items and for device data items) shall
be called only once in running state before any function or any other method is invoked in the
DTM. Once set, the DTM shall preserve the settings for "IsChangeEnabled" flag during the
lifetime of the DTM instance and shall reject any other request to <EnableParameters()>.

The PTM shall not save the value of the IsChangeEnabled flag in its instance data séet! 1t[shall
initiate the flag to the default state ("IsChangeEnabled" = FALSE) any time a new DFiM’ins{ance
is created and initialized with Expert user level. The Frame Applicationnshall invoke
<EnapleParameters()> each time a new instance of the DTM is initialized with Expert user |evel.

Therﬁa might be device data or instance data that cannot be exposed as'parameter and| thus
ICustomConfiguration interface cannot be used to modify the "IsChangeEnabled" propefty in
the Hxpert user level. By default, the DTM is expected to create this"data as non-changeable
and the Frame Application will not be able to make it changeable.

4.15.3 Routed IO information

If a device (for instance a gateway device) delivers 10 signals that originated from a conngcted
devige, then the 10 Signal Info items of the ProcessDatalnfo (see 7.11.1) returngd by
corresponding Gateway DTM Business Logic shall:describe this relation (see Figure 29).

Communication DTM
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i [ -
~
| ~
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|Communication | /
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¥ /
>— Device DTM S 10 Signal Info

Business Logic 1 o~

IEC
Figure 29 — Routed 10 information

The 10 Signal Info items of the Gateway DTM shall reference the 10 Signal Info items of the
Device DTM by the SystemTag of the Device DTM and the Id of the 10 Signal Info.
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4 Comparison of DTM and device data

supports comparison of DTM and device data, for example:

e Comparison of persisted data with data in the device

e Comparison of historical data with current data

e Comparison of data from different devices

In order to support these scenarios, FDT defines two alternative comparison concepts:

2024

a) DTM publishes all data in the corresponding interfaces. In this case the Frame Application

b) D

4.15.

4.15.

In a fypical PLC system, a fieldbus master hardware periodically communicates the 10 si

with

sl responsible to perform the comparison (see 5.16.1).

5 PLC tool support

5.1 General

the connected devices and provides them to the PLC in a“shared memory area.

TM provides the comparison interface. In this case the Frame Application shall leall this
interface for the comparison. (see 5.16.2).

hnals
This

mempry area is named process image (see Figure 30, simplified by showing only input data).
Indivldual 10 signals are addressed by the PLC application with an offset into this image, while
the oyerall layout of the image is controlled by the fieldbus miaster configuration software which
can e a DTM.

Process Image SI:VE

p[A]T[A]s]1

, BIA[ALs]1]
PLC ‘% p[a[T[A]s]2 ifipubdata Busmaster
Slave
2
IEC
Figure 30 — Process Image

A DTM which represents the fieldbus master shall provide the IProcessimage interface. This

interflace enables.a\PLC Tool Frame Application to request the process image information

the F

within a PLC\program to the 10 signals in the process image.

eldbus Master DTM (see Figure 31). This information is used for the mapping of vari

from
ables
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Process Image
Description
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PLC Tool
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Slave 1 DTM BL Slave 2 DTM BL

IEC
Figure 31 — Transfer of layout information using IProcessimage

The Rasic process image information representation\is fieldbus-neutral (see 7.11.2). This allows
PLC |Tool Frame Applications to do the variable assignment independent of the undeflying
fieldqus system. In addition, fieldbus-specific 1Qssignal information (see 7.11.1) is also included
in thg process image information. This information is gathered by the fieldbus master DTM|from
the Ghild DTMs representing the connected devices using their IProcessData interface|(see
8.12).

4.15.56.2 Process image modifications while PLC is running

In some automation systems_if'is a requirement to apply changes to the layout of the prqcess
image while the PLC is.running (executing control), because the plant process canngt be
stopped.

PLC [fool Frame_Applications which support such modifications at runtime need to assess if a
change can becapplied without stopping the PLC. That means, if a user makes a configunation
change which would lead to a change in the Child DTM Network Information (see 7.13)[ then
this ghange-should be verified before it is applied to the respective field device. This enables
the HLG Tool Frame Application to reject changes which would require to stop the PLC if this
is not possible at this moment.

The validation if the PLC needs to be stopped can only be done in the fiel[dbus master DTM and
the PLC Tool Frame Application itself. Thus, the Child DTM should support validation of
changes in the Network Information by calling the INetworklInfoValidation interface of its parent.
The Fieldbus-Master DTM can then redetermine the resulting process image and validate if it
can be applied using the IProcessimageValidation interface implemented by a PLC Tool Frame
Application (see 8.12.3).

The validation needs to be done before the changes are applied. Only if validation is successful
the Child DTM is allowed to apply the changes.
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4.15.6 Support for multirole devices
4.15.6.1 General

Next to Master/Slave Gateways, which are described by Gateway DTMs, Slave/Slave Gateways
do exist. As these kinds of devices do not open a new type of communication, they are modeled
as Device DTMs or Module DTMs which may be part of more than one logical topology. Both
slave roles may support the same or different bus protocols.

Furthermore, some bus protocols allow sharing of devices and/or modules between multiple
masters. These shared devices are part of multiple topologies, too. See Figure 32.

represents

represents

CommD |M1:DTM Business L ogic CommbD TM2:DTM Business L ogic i
T Fieldbus Fiel
CH1:C iationC hannel CH1:C iationChannel Interface 1 Inter

Logical links managed by k

Frame Application Fieldbus 1

[k i .
O 0
P'”‘°°°"”" Roleld 1 DeviceD TMEDTM Business Logic Protocald  Roleld 2

represents

IEC
Figure 32 — Multirole device

Diffefent roles are assumed in-different topologies, e.g. the same device may act il one
topolpgy as slave and may act 'as master in another topology. In one topology only data rel¢vant
for a[certain protocol or for.the respective role is of interest to the Frame Application.

It is fhe responsibility\of the Frame Application to handle the instantiation and release of one
DTM|(in multiple topolegies.

4.15.6.2 Accessing multirole related data

The support of multirole devices is optional for Frame Application and DTMs. If both support
multifolédevices, instead of direct access to interfaces at the DTM, role related data can be
accesSed by way of the IDImROIEACCESS and IDIMPToxXyROIEACCESS interfaces (see definition
in Annex B). Itis in the responsibility of the DTM to provide role related data only when accessed
by the IDtmRoleAccess or IDtmProxyRoleAccess interface.

If a DTM accesses Sibling DTMs, which provide role related data, the accessing DTMs should
support access via role access interfaces.
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4.16 Clone of DTM instances
4.16.1 General

A Frame Application may offer the functionality to copy a part of the FDT topology (i.e. multiple
DTMs) e.g. for "copy and paste". This is called "Clone DTM instance".

If a part of the FDT topology is copied, then the System Tag for all cloned DTMs of the copy
shall be changed by the Frame Application. Otherwise the System Tag would not be unique any

more.

dbus
addrgss in the DTM, to set a correct TAG and to adjust DTM offline parameters beforg the
dataget is downloaded, for example:

e device-position-specific parameters like settings related to moudnting related settings

e device-instance-specific parameters like device calibration/ linearization

A DTM shall reset cached online parameters (e.g. device serial number, operating hours|etc.)
and ¢onsider removing bulk data subsets when LoadData() is called with argument isCloned
set ttue. The Frame Application applies the argument/isCloned to all DTMs involved ih the
cloning operation.

If a Plarent DTM is storing the System Tags of its children then these are invalid after the Parent
DTM|was cloned.

If a Plarent DTM instance is cloned and\has cached the System Tags of its children, then it[shall
rebuild its internal data structure, based on the list of changed topology nodes passed to
IDtm3B.LoadData().

4.16.2 Replicating a part of topology with Parent DTM and a subset of its Child DTMs

Cloning of a DTM with-only some of its children is not supported. A Frame Application should
not gffer this function—to the user. This restriction is to avoid inconsistencies. If a Frame
Application would .offer this functionality, then the rules which are implementdd in
ISubTopology.<ValidateRemoveChild()> could not be applied.

4.16.3 Cloning of a DTM without its children

If a OTM“which has children is cloned without its children. then the internal data structure|used
to manage children most likely is invalid. If IDtm3.LoadData() has an empty list of changed
topology nodes, then a Parent DTM needs to release the complete set of data associated to its
children (See 8.18.1 for the workflow).

4.16.4 Delayed cloning

If a Frame Application allows delayed cloning ("copy" the DTM, then make changes to the
topology, then paste the DTM) then a Parent DTM is responsible to ensure the consistency of
its internal data structure used to manage children. This is done by keeping track of the topology
via ISubTopology.<ValidateAddChild()> and ISubTopology.<ChildAdded()> (see 8.8.2 for the
workflow).
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4.17 Lifecycle concepts

2024

Automation systems in process industry typically have a life time of 10 to 15 years or more.
Over time hardware and software components in a system will be exchanged, which may require
updates or upgrades of FDT related components.

The IEC TS 62453-43 life cycle concepts rely on identification and versioning of components
which may change during the plant lifetime.

The concept defines rules to identify software and hardware components and rules to ensure
backward compatibility of a component from one version to another.

The |general lifecycle guidelines and the implementation of lifecycle concepts
IEC TS 62453-43 is described in Clause 10 of this document.

4.18 | Audit trail

4.18.1 General

Audiff trail is about recording who has accessed an automation system and what opera
were|performed during a given period of time. FDT defines Frame “Application services
shall|be used by the DTM to record operations performed on the.associated device.

Frame Applications can use this information for:

rgcording the information, date and time of operatorentries and actions
generating the records, e.g. for inspection and-reviews

evaluating the system

Thesg features are for example needed.for a Frame Application to comply with FDA
guidglines.

4.18.2 Audit trail events

A DTM shall send an Audit Trail notification to the Frame Application to record any chang
the device. DTMs shall only send notifications for changes and not for internal state trans
(e.g. the instantiation of.a‘user interface shall not trigger Audit Trail events).

The following notifications are defined:

Flnction Netification: Notifies the Frame Application that a function was called (e.g. se
functionality of the device or download was executed).

A| funetion notification shall indicate the start of a function and the end of a functi

with

tions
vhich

[16]

es in
tions

f test

bn. A

notification about the end of a function shall contain the information if the function

was

executed successfully, cancelled or executed with a failure. A DTM shall also fire
notifications for operations which are triggered by the Frame, e.g. Download parameters.

The notifications related to functions are:

— 'Function_name' started

— 'Function_name' finished successfully

— 'Function_name' finished with error 'error_reason’.

— 'Function_name' cancelled by user
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e Parameter Change Notification: Notifies the Frame Application that a parameter was

C

hanged. Contains the old value of the parameter as well as the new value.

A DTM shall group notifications which belong to one logical operation (changes set) into
one single notification. This means that there shall be e.g. one single notification for the

C

omplete set of parameters which are part of a download.

The notification related to parameter change is:

— Parameter 'Parameter_name' changed from 'old_value' to 'new_value'.

If the DTM supports different cultures and languages (see 5.11), then the Audit Trail

notifi

the r

cations also shall be localized.

It is Up to Frame Application to request an additional comment from the user e.g. to docr.iment

¢ason of a performed action. The Frame Application may request this commentiwh

operation is started on a DTM, for example:

e Upload/Download,

e DITM functions are started, or
e DITM WebUI is started.

Frame Application shall not disturb the user interaction with the DTM by request

comment during execution of the DTM action. If a comment is needed the user should be g
for the comment before the DTM action is started or after thie action is finished.

DTM does not need to provide any Audit Trail Iaformation for the changes in the |
jeable parameters. The Frame Application®™¢may provide the notifications fo
ications in the list of changeable parametersswithout invoking the DTM.

5 Technical concepts

5.1

FDT
inclu
Web

The
pass
FDT

General

Objects shall be build upon.the .NET platform [5] and executed in a runtime wh
jed in a .NET implementation (see 5.4). This statement excludes DTM WebUls and H
Uls which are described.in (see 5.13).

services, specifiedyin IEC 62453-2-1 and IEC 62453-2, are modeled as .NET inter
[ng .NET datatype arguments (see Clause 7). These interfaces and datatypes are us¢
Object interaction and data exchange. In addition, .NET exception classes (see 5.4

are defined for{returning error information in an interface method call.

The
Stan
spec

FDT(CNET interfaces, argument datatypes, and exception classes are defined in a

n an

ng a
sked

ist of
the

ch is
rame
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ed for
.9.4)

NET
es to

Tfard library (FDT core library). Figure 33 shows the assemblies and their dependenc

H naaxv-librar:
TV ATITTCA TTVTATICO.
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FDT (Core) Specification FDT <Protocol> Annex Specifications

FDT core
library | __ _ _ _ _ _ _ _ _______ e __ i

|
\_lﬂ FDT <Protocol>

Datatype Assembly

(Fdt3.Datatypes.<Protocol>.dll)

2024

The |
the d

IEC

Figure 33 — FDT .NET Assemblies

FDT core library assembly is provided together with this document andyshall be usg
evelopment of Frame Applications and DTMs.

Som

of the interface methods have to exchange protocol-specific information. These me

work [with abstract base classes defined in the FDT Datatype assembly (e.g.: communia

inter

ce, see ICommunication interface definition in Annex(B). Protocol-specific clg

defin|ng the protocol-specific data to be exchanged are deriveddrom these base classes. T
classes are defined in separated .NET Standard libraries,xwhich are provided together
corresponding FDT Protocol Annex specifications or by/the’DTM vendor in case of a ve

spec

All F
(see

Grou
the d

The [}
The [}
are p|
(see
(see

fic protocol.

DT assemblies (FDT core assemblies and FDT protocol assemblies) are strong n
5.19.2) and additionally signed with an Authenticode®® key (see 5.19.3) owned by
b, installed into the FDT-specific NuGetepository (see 9.3 and 9.4), and shared bet
fferent FDT Objects.

DTM Business Logic and Commupnication Channels shall be implemented by .NET cla
DTM WebUls are implemented*as HTML pages and related components. The .NET cl4g
rovided in .NET Standard libraries and the HTML pages are provided in WebUI pack
Figure 34), which are~installed and registered during the DTM installation prg
0.5).

d for

hods
ation
sses
hese

with
ndor-

hmed
FDT
Wween

5ses.
sses
ages
cess

6 Microsoft Authenticode® is a trade mark of a product supplied by Microsoft Corporation (Redmond, USA). This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.
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Figure 34 — FDT Object implementation
The DTM-specific assemblies shall be signed with a vendor-specific-key.

The DTM Business Logic and Communication Channels shall'be .NET classes implemegnting
the interfaces defined in the FDT3 assembly (Fdt3.dll).

The DTM Business Logic shall be "creatable™:

e marked as public (non abstract)

e provide a public default constructor with,no arguments

The implementation of the Frame Applications is not in scope of FDT. FDT only definep the
interfaces which shall be provided to the' DTM Business Logic and User Interface for callbpcks.

The PTM WebUI are implemented as HTML pages with JavaScript. Accordingly, the|data
exchange between the DTMAVebUIs and the Frame Ul is done via JavaScript interfaces| The
JavaQBcript interfaces are specified using TypeScript.

NOTE| Additional information on specific aspects of implementing this document is described in Annex F.
5.2 | Support of HTML versions

This yersion of)the FDT standard supports the HTML version as shown in Table 4.

Table 4 — Supported HTML versions

Supported HTML version
5

5.3 Support of JavaScript versions

This version of the FDT standard supports JavaScript conforming to the ECMAScript version as
shown in Table 5.

Table 5 — Supported ECMAScript versions

Supported ECMAScript version
7
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5.4 Support of .NET Common Language Runtime versions
5.4.1 General

DTMs are developed as .NET Standard library objects. These objects may be used
in .NET Framework CLRs and in .NET Core CLRs.

FDT Group defines the .NET Standard library versions which shall be supported by FDT
Software.

This version of the FDT standard supports the .NET Standard library version as shown in
TabldG.

Table 6 — Supported .NET Standard library versions

Supported .NET Standard
version

2.0

In future, FDT Group may define support for additional .NET Standard library versions.

Frame applications shall be based on a .NET implementation which supports the defined [NET
Standard library versions or higher. The documentation [6} includes a table which shows the
minimum versions that support the defined .NET Standard library version for varioug CLI
implgmentations (such as .NET Core or .NET Framework).

5.4.2 DTM rules

A DTM shall support at least one of the .NET Standard versions listed in Table 6. The suppprted
versipn(s) shall be exposed in the DTM manifest (see 7.6.2). Support in this context means$ that
the OTM vendor guarantees the correct function of the DTM (e.g. verified by tests).

Additjonally a DTM shall providetthe required minimum version of the .NET Standard ip the
package manifest (see 9.6.3):

DTMs shall be deployed:-as libraries. At runtime, they will depend on the .NET implemen{ation
provied by the Frame_Application.

Comimunicatiop”DTMs may require an internal dependency to a platform-dependent compagnent.
An example gfthis is a native driver component for local connections such as USB ports. [Such
a nafive driver component may have to be provided specifically for each supported target
platfarm,‘e)g. Windows 32 bit, Windows 64 bit or a specific Linux distribution. In this caseg, the
DTM|(shall provide the different components in its deployment package. The Frame Appliiation
is then responsible to install the correct component or to deny the installation on unsupported
platforms (see also 9.5). Device and Gateway DTMs shall not use such dependencies; they
shall be built upon the .NET Standard library only.

5.4.3 Frame Application rules

A Frame Application shall support all .NET Standard library versions listed in Table 6. This also
means that the Frame Application is responsible for providing the .NET implementation on the
target. The deployment model such as Framework-dependent deployment or Self-contained
deployment (see [7]) is not in the scope of the FDT specification.

The Frame Application shall check the .NET Library versions supported by the DTM before a
DTM Business Logic is started. If the same .NET Library version is supported by the Frame
Application, then the DTM Business Logic may be loaded and executed.
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A Frame Application may support multiple versions of the FDT specification. In this case it is
responsible to start every DTM in a matching runtime. This may mean that the Frame
Application needs to start DTMs in multiple processes, where each process provides the correct
runtime for the started DTMs. However, the actual implementation of such a compatibility is
product specific and is not in the scope of this specification. The general rules for backwards

comp

5.5

atibility are provided in Annex D.

Support for 32-bit and 64-bit target platforms

Device and Gateway DTMs shall be compiled using the "any" platform target. Therefore, the
Frame Application can choose the platform and runtime (including the bitness) without any

restri

Comimmunication DTMs may have platform dependencies (see 5.4.2). This dependen
resolyed by the Frame Application during the installation of the DTM (see 9.5).

5.6
5.6.1

A Frg
the n
FDT
mem

This
and t

5.6.2

The [
insta
defin

Standard assemblies and which DT classes are contained (see 7.6.1 and 7.6.2).

The K

Becapse of this behavier:FDT defines the following rules:

a) R
b) A
o
R

c)

. . () 4l [ ol W ]
UHOUTIS TMTPUSTU Uy UIC U TIVIS.

Object activation and deactivation

General

cy is

me Application needs to find and load the DTM-specific .NET“assemblies dynamically into
emory and execute the contained DTM Business Logic classes by calling corresponding

interfaces. Finally, the created objects need to be destroyed and unloaded from the

Dry.

chapter describes the means which shall be utilized for object activation and deactiy
he corresponding rules that shall be followed by.Frame Applications and by DTMs.

Assembly loading and object creation

DTM-specific .NET Standard assemblies are installed by the DTM installation process
lation process also registers the.DTM by installing "DTM manifest" file(s) in an
ed directory (see 9.5). A manifest file contains the information where to find the

Frame Application shall(use this information for loading and execution of the DTM cla

ules regarding assembly dependencies (see 5.6.3)

standard<léading method shall be used in the context of FDT (see 5.6.3.2). The u
her .NET assembly loading / object creation means is not allowed.

ules(regarding shared assemblies (see 5.6.4).

ation

. The
FDT-
.NET

5SesS.

se of

d) D

TMvassemblies shall be installed to a path which is browsable and readable.

The security aspects regarding loading and execution of assemblies are described in 5.19.

The next steps after creation for the DTM Business Logic are described in 6.3.2.

5.6.3
5.6.3

Assembly dependencies

A Introduction

DTM-specific .NET Standard assemblies may depend on other .NET Standard assemblies, for
example on a device vendor-specific library or on a 3rd party library as outlined in Figure 35.
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Thesg dependencies and the interaction between the classes / controls containedVi
asseinblies are DTM-specific, but the DTMs shall follow some rules in order to functign\cor
and tp avoid problems in conjunction with other DTMs executed in a Frame Application.

5.6.3[2 Loading of dependent assemblies

The Frame Application loads the .NET Standard assemblies from the DTM installation pa

The DTM shall be deployed as a complete package, including all*"dependencies. The F
Application is responsible to resolve the dependencies for each DTM. However, DTMs sha
assume that the Frame Application is able to resolve dependencies from external sources
as a NuGet repository.

5.6.4 Shared assemblies
5.6.4/1 General

Specjal attention is necessary for assembligs’which are shared. Shared in this context m
that an assembly with the same identity is.used by multiple DTMs . This applies to assem
contgining DTM BL as well as all other. useéd assemblies.

NOTE|1 The identity of strong named assemblies consists of the assembly simple name, version, culture and
key token.

NOTE|2 The behavior described here applies to all shared assemblies independent of the location of the ass

If a shared assembly iswsed, then following rules apply:

a)
b)

c)
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Figure 35 - Example: Assembly dependencies
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version number).

Shared assemblies shall not presume to be loaded from a specific installation path (e.g
that some files are stored in the same directory or in a sub-directory).

n the
ectly

rame
Il not
such

bans,
blies

public

Embly.

Any incompatible_éhange to the shared assembly shall lead to a new identity (e.g. different

. rely

Static variables in shared assemblies are also shared if the assembly is loaded int
It's strongly recommended not to use static variables in a shared assembly.

O the
rios.

If the rules above cannot be ensured by a DTM vendor, then the assembly shall not be used as
a shared assembly. That means either the assembly gets a DTM-specific identity or it shall not
be used at all.

5.6.4.2 Specification Assemblies

The FDT Specification Assemblies (Core interfaces and types, Protocol Annex types) are also
shared assemblies (see 5.6.4.1). However, they are special as they provide the interfaces for
the interaction between the Frame Application and a DTM as well as between two DTMs.
Therefore, it is necessary that all FDT Components inside a process use the same version of
the FDT Specification Assemblies at runtime.
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The FDT Group may provide compatible updates for the FDT Specification Assemblies over the
time. In order to ensure that all FDT Components can work correctly, the following rules apply:

— The Frame Application as well as any DTM shall reference the FDT Specification Assemblies
in their deployment packages. The FDT Specification Assemblies shall be provided as
separate NuGet packages.

— The Frame Application is responsible for installing the NuGet packages into a local NuGet
repository

— The Frame Application is responsible for always loading the newest installed version of a
FDT Specification assembly, and thereby override the actual references of the DTMs.

Thesg rules only apply to compatible updates of the FDT Specification Assemblies; I’[ two
interacting FDT Components are based on incompatible versions of the FDT Specification, the
Framie Application needs to provide adapters in order to resolve this situation.

5.6.5| Object deactivation and unloading
5.6.5|1 Introduction

Destoying of DTM Business Logic and unloading of correspondingCNET assemblies shall be
considered separately.

5.6.5(2 Destroying of objects

Steps to destroy an object depend on the object type.<Fhe procedure for the DTM Bus|ness
Logiqd is defined in 6.3.2.

The DTM shall free all allocated resources during.the 'releasing' state.

5.6.5/3 Unloading of assemblies

A .NET assembly which is loaded into“a process is never unloaded, until the process is
destrpyed. Frame Applications may~load DTMs into separate processes in order to remove
unused Assemblies from the memory.

The DTM assemblies shall be developed with this .NET behavior in mind. To reduce the megmory
consumption it is recommended

e td minimize the use-of static variable, because these increase the memory consumption of
the assembly.

e tg move DTM-functionality which is not always (or rarely) needed to separate assemplies.
These assemblies are loaded only if corresponding code is executed.

5.7 | Datatypes

5.7.1 General

.NET data classes (datatypes) are used for the data exchange between the different FDT
Objects. Instances of these classes are passed as arguments in the FDT interface methods,
properties, and events.

The datatypes are defined in the .NET assembly Fdt3.dll, which is distributed together with this
specification document. This assembly shall be used for the development of FDT Objects.

The datatypes are designed as so called "Data Contract" classes. These are classes using the
attributes defined in the .NET System.Runtime.Serialization namespace. The actual data is
provided by properties with corresponding [DataMember] attribute set as shown in Figure 36.
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using System.Runtime.Serialization;

using Fdt;

/ <summary>

'// Description of SomeDatatype

/ </summary>

)ataContract]

pyblic class SomeDatatype : FdtDatatype<SomeDatatype>
{
umm
Figure 36 — Example: Datatype definition
The attributes control the serialization / deserialization of the instances (see 5.7.2) and

defin

All data classes are directly or indirectly derived from the base class FdtDatatype (see

which

5.7.2

The
Data
(e.g.
trans
remo

5.7.3

Prop
Data
insta

Prop
Data
an FIi

es which properties are mandatory and optional (see 5.743).

provides methods to verify (see 5.7.4) or cloneinstances (see 5.7.5).

Serialization / deserialization

Hata classes support serialization / deserialization of data in different formats ove
ContractSerializer class provided in the .NET System.Runtime.Serialization nameg
binary format and XML) [9]. This.may for example be used by the Frame Applicati
port the data classes in WCF interfaces (Windows Communication Foundation) ¢
te interaction in a network, but'such use cases are out of scope of this document.

Optional elements

brties  with [DataMember(IsRequired = true)] attribute assigned are mandatory
Property1 in Figure'36). That means they shall not be set to null (or string.Empty)
nce is passed aver an FDT interface.

prties  with, "[DataMember(IsRequired = false)] attribute assigned are optional
Properfy2-in Figure 36). That means they may be set to null if the instance is passed
DT interface.

also

7.1),

r the
pace
pon to
r for

(see
f the

(see
over

For

etter distinction optional properties are marked with an "[Optional]...

comment.

Additionally, all data classes provide a constructor for mandatory properties, which may be used
to initialize a class instance with required data. The use of this constructor is optional. The
mandatory properties can also be set later, but before the instance is passed over an FDT
interface.
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5.7.4

Verify

All data classes provide a Verify() method, which checks the rules defined for the data.
Dependent on the class this might only be the basic mandatory / optional rules or additional

rules

defined in the data class description.

The FDT Object receiving data from another object may use this method to check whether data
is valid. However, the use of this method is optional. The receiving object may use other means
to handle invalid data (e.g. check used properties whether they are null manually) or provide a
specific mode which allows to switch verification on/off. This may be a good option to reach
maximum performance during runtime, but to provide a fallback strategy for trouble-shooting.

5.7.5

Clone

All data classes provide a Clone() method, which creates a new object that is a,deép-co

the ¢

alled instance. That means all objects are duplicated — the top-levell@bjects i

propgrties provided by the data class itself, as well as all lower level objects,in-properties

sub-d

The
pass
and

This

a) T
rg
tH

by T
tq
th

If ref
used

Figurn

lasses.

cloning of data class instances is mandatory if an FDT Object_elass member varia
bd over an FDT interface as argument or return value. This rulerapplies to methods, e
roperties of interfaces.

S necessary because of two reasons:

he receiving object may change the property valties of a received data instance. If g

e sending object.

he receiving object may keep a referencesto the received data instance. Further chg
the original data instance after the ¢all returned may lead to unexpected resulty
reading issues.

brences are passed (e.g. interfacé reference or AsyncResult objects), no cloning sh

e 37 shows two examples ‘where cloning is necessary.

py of
n the

bf the

ble is
vents

nly a

ference to the data would be passed, changing<a value would also affect internal data of

nges
and

all be

blic class MyDtm

privateMchmeDatatype _someData = new SomeDatatype(/* init with data */);

public Somebatatype DoSomethingl ()

{

return _someData.Clone();

Figure 37 — Example: Data cloning

If data class instances are created each time a method is called and no internal instances are
referenced, then passing of instance references is allowed as shown in Figure 38.
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public class MyDtm

{
public SomeDatatype DoSomethingl ()
{

SomeDatatype someData = new SomeDatatype (/* init with data */);

return someData;

ni1hlis SameDatatune DASAmethina? ()

Figure 38 — Example: Methods without data cloning

5.7.6 Equals

The Equals() method compares the identity of objects, it cahnot be used to comparg¢ the
contgnts of different objects.

In ordler to compare the contents of objects, developers‘aeed to implement the comparisgn.

5.7.7 Lists

The generic class FdtList<> is used for lists of data class instances (see 7.1). Like FdtDatatype
this dlass provides methods to verify or clone the content of the FdtList<> instances itself and
all cdntained elements.

If an[FdtList is passed over an FDThinterface, then the instance shall never be empty. |f the
corresponding property is optional, then the property shall be set to null instead.

5.7.8 Nullable

Nullaple represents an-object whose underlying type is a value type to which also 'null' can be
assigned. (like a reference type)

5.7.9 Enumeration

Enunperationtis a distinct type consisting of a set of named constants.

5.7.10—~Protocol-specific datatypes
5.7.10.1 General

Protocol-specific datatypes shall be defined in .NET Standard libraries which are provided either
by FDT Group together with the corresponding FDT Protocol Annex specifications or by DTM
vendors in case of vendor-specific protocols.

The protocol-specific assemblies shall contain datatypes derived from the corresponding base
classes in the FDT Datatype assembly (see Figure 39).
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FDT Core Library E

Datatype
Base
Class

(Fdt3.dll)

FDT <Protocol> =
Datatype Library

Datatype

Somg of the FDT interface methods exchange protocol-specific information. These method

defin

Protad
mear

5.7.1

Typid
Fram
and

indeq
class

5.7.1

If prg
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to th

specific Communication classes.

5.7.1

The §
using

Class

Ll:
(Fdt3.Datatypes.<Protocol>.dll)
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Figure 39 — Protocol-specific datatypes

bd with the protocol neutral base classes.

col-specific assemblies shall support 32-bit platforms as’ well as 64-bit platforms.
s they shall be built using the "any"- platform target.

0.2 Interaction DTM - Frame Application

ally, the DTMs create instances from the pratocol-specific classes and pass them t
e Application over an FDT interface. The Frame Application then works with the prop¢
methods in the base classes. Thus, thelFrame Application is able to handle any

S are

This

o the

brties
DTM

endent of the protocol. Subclause 7:5“provides examples for using the Deviceldenptinfo

es with protocol neutral data and protocol-specific data.

0.3 Interaction DTM - DTM

tocol-specific datatypes-are used for a DTM to DTM interaction, then one DTM typ,
es an instance of the protocol-specific classes and passes it over the corresponding
ace. The DTM which.receives the data then casts the reference back from the base
e protocol-specificy'datatype. Subclause 7.7 contains examples for using the prot

0.4 Installation and registration

rotoeol-specific .NET assemblies shall be installed and registered together with the [
thie'protocol (see 9.4).

ically

FDT
class
ocol-

DTMs

The protocol-specific .NET assemblies are installed in the FDT-specific NuGet repository. The
DTM-specific assemblies can use static references in order to load the protocol assembly
automatically together with itself (see 5.6).

In some cases the Frame Application also needs to load the protocol-specific assemblies and
create instances from the contained classes, e.g. for deserialization of a protocol-specific
datatype. In order to support such scenarios the protocol-specific assemblies shall be registered
with a corresponding manifest file (see 9.4.3). The Frame Application can evaluate the provided
information and then load corresponding assembly specifically (see Figure 40).
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Figure 40 — Protocol manifest and type info attributes

ific classes. The attribute classes are defined in the FDT Datatype assembly.

wing attributes (and corresponding datatypes) shall be supported by a protocol-sp
mbly:

e Pfotocollnfo attribute (see 7.3)

e DiviceldentinfoType attribute (see 7:5)

e CommunicationType attribute (see™7.7)

e |(QSignalinfoType attribute (see 7.11.1)

The
asse

. DEviceAddressType (see~7:12)

tworkDataType attribute (see 7.13)

example in Figure 41 shows the attributes assigned to the HART®-specific dat
mbly (Fdt3.Datatypes.Hart.dll).

dition, the assembly shall expose type information as attribUtes assigned to the assgmbly
The Frame Application can use this information to ereate instances from the profocol-

ecific

btype
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[assembly: ProtocolInfoAttribute (ProtocolId = Hart.Protocolld, ProtocolName =
Hart.ProtocolName) ]

lentInfoType (

[assembly: Device

DeviceIdentInfoType = typeof (Device ntInfo<HartDev
ProtocolDeviceIdentInfoType = typeof (HartDevice nfo),
DeviceScanInfoType = typeof (DeviceScanInfo<HartDeviceScanInfo>),
ProtocolDeviceScanInfoTypne = typeof (HartDeyiceScanTnfo)
]
[as$embly: CommunicationType (AbortMessageType = typeof (HartAbortM sage) ,
ConnectRequestType = typeof (HartConnectRequeg®),

Figure 41 — Example: Protocol assembly attributes

Protgcol-specific datatypes shall support the serialization/deserialization mechanisms as
definped in 5.7.2. The example in Figure 42 shows how ‘the Frame Application can Idad a
protocol-specific assembly and create an instance™of a datatype class by using the
DataContractSerializer.

public DeviceIdentInfo DeserializeDeviceldentdnfo (ProtocolManifest manifest, Stream strdam)

{
string path = Path.Combine (manifegtf“AssemblyInfo.Path, manifest.AssemblyInfo.Name);

Assembly assembly = Assembly.LoadFile (path);

Type attributeType = typeof (DeviceldentInfoTypeAttribute);

DeviceldentInfoTgpeRttribute deviceIdentAttrib =
(MesriraTden®™ T nfaTunelt+rihinte)acaemhly GetCiietAamAttrihntec(attrihntaTuvne falaa)|TNT -
Figure 42 - Example: Handling of protocol-specific assemblies in Frame Application

5.7.11.5/Custom datatypes

The FDT datatypes are not intended for customization, because they are used in cooperation
of software from different parties. That is why most FDT-datatypes are sealed (protected against
changes/inheritance).

The only datatypes that can be extended are the base classes for protocol-specific datatypes
and for Ul-messaging datatypes. If extending such datatypes, the following rules shall be
applied:

— Use the [DataMember] attribute for all newly declared class members.

— All class members shall have a type serializable with DataContractSerializer.

— Custom data types shall be serializable with the DataContractSerializer.

Protocol-specific datatypes (as described in 5.7.10) also shall be sealed.
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In order to support serialization (see 5.7.2), the custom datatypes shall expose information
about the known types.

DtmRequestMessage
Requires:
DTM specific [KnownType(typeof(Type B))]
DtmRequestMessage [KnownType(typeof(Type C))]

¢

If the
Know

5.8
5.8.1

All DT Objects interact with each othercexclusively via the interfaces defined by
specification. These interfaces are defined\according to the services specified in IEC 624

The i

be received by the client object. Incofder for a client object to receive those events, the
objedt needs tp register delegates for these events. If not explicitly defined otherwise f
interface it is optional for the-client object to register for the events of an interface.

5.8.2

IEC TS 62453-43 decobuples the FDT Objects from each other. The Frame Application i
one and only component that directly interacts with the DTM Business Logic, User Inter

and
servi

Type ©
A

ZF |

Type Type
B c

IEC
Figure 43 — Example: Handling of KnownType for custom data types

re are derived custom datatypes (as shown in the eXample in Figure 43), the
nTypeAttribute shall be used to declare all derived datatypes.

General object interaction

General

hterfaces define properties and_methods of the server object as well as events, that

Decoupling oftEFDT Objects

Communpication Channels via the IEC TS 62453-43 interfaces corresponding tdg
ces defined for the objects in IEC 62453-2.

 the

this
53-2.

may
Client
Dr an

s the
aces
the
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DTM
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(
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Q v
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Figure 44 — Decoupled FDT Objects in IECTS 62453-43

All cdmponent interactions are passed through the Framed{Application or proxy componentq (see
Figure 44). The Frame Application shall not change interactions or inject interaction requésts.

This pddresses the following objectives:

a)

b)

d)

e)

riteroperability

he decoupling of the FDT Objects by-the Frame Application shall improve interopera
racing

he Frame Application is ablesto)observe the complete interaction between FDT Ob

hooting.
psting

e case the Frame Application is allowed to change interactions.

u
Threading /Synchronization

The Frame)Application is responsible for the assignment of FDT Objects to processe
FPT Object shall not expect to be executed in the same thread, process or host like
related FDT Objects. The Frame Application can enforce rules in regard to method
whereas the rules may differ between the different FDT Objects (see 5.9).

T
T
T
Thus it can implement a system wide tracing which is useful for diagnosis and trouble-
s
T
E

Dility.

ects.

ach component shallalso be testable in a component test environment. The test support
can be achieved by tracing, replaying recorded sequences or by error injection. In the tgsting

5. An
other
calls,

Remoting
The Frame Application can pass the messages to a different process or a remote com
(see 11.3)

puter

An example for components, which are used for decoupling of FDT Objects, are proxy objects
(e.g. channel proxy) that are used to interact with the respective FDT Object.

NOTE The Frame Application part handling the interaction between the different FDT Objects — called interaction
management in Figure 44 — could be separated from the actual Frame Application implementation. It could be realized
as shared component, which is then used by different vendors. This would reduce the implementation effort for the
different Frame Application vendors and increase the interoperability with DTM.
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5.8.3 Parameter interchange with .NET datatypes

The arguments of interface methods are defined as .NET datatypes. The definition of
these .NET datatypes includes:
e Type definition (e.g. definition as .NET class/structure)
e Definition of standard methods for
— Serialization to/from XML
— Serialization to/from binary stream
— Verification

The XKML format and the format for the binary stream are well defined formats, specifiLd in
IEC TS 62453-43.

In orer to ensure interoperability for FDT components, the .NET interfaces‘and datafypes
specified by IEC TS 62453-43 are implemented in a primary assembly, which’are providéd by
FDT [Group. It is mandatory for all FDT components to use this primary assembly.

5.8.4 Interaction patterns
In [IEC TS 62453-43 following interaction patterns are used:

— Properties

Synchronous methods
— Apynchronous methods
Epents

Thesg patterns and their usage is explained:in*the following subclauses.

5.8.5 Properties

Propgrties are used for simple get or'set operations on simple data objects that are performed
synchronously. Other interfacescof 'an FDT Object are also provided by properties.

5.8.6 Synchronous methods

Synchronous methods_are used for simple operations that can be performed synchronpusly
within the calling thread. The called object shall not block the calling thread, e.g. by waiting on
asyng¢hronous operations to finish or waiting on events.

Examples_forsynchronous methods are:

rfferomation Requests (e.g. IDtmInformation.GetDeviceldentinfo())

— Simple state machine operations (e.g. IDtm3.Init(), IDtm3.EnableCommunication2())

— Frame Application calls that do not require nested calls (e.g. ITopology.GetParentNodes())
5.8.7 Asynchronous methods
5.8.7.1 Introduction

Asynchronous methods are typically used to perform operations that may take a relatively long
time to complete, such as I/O or database operations, communication requests. Such an
asynchronous operation executes in a separate thread. When an application starts an
asynchronous operation, the application can continue execution while the asynchronous
operation is performed. Asynchronous methods are implemented using the IAsyncResult
pattern.
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5.8.7

.2 IAsyncResult pattern

The IAsyncResult pattern as defined in [13] is used for asynchronous calls to services.

Using this pattern an asynchronous operation is implemented as a set of methods:

— The BeginOperationName() method starts the asynchronous operation OperationName.
The BeginOperationName method shall return control to the calling thread immediately. If
the BeginOperationName method throws exceptions, the exceptions are thrown before the
asynchronous operation is started and the OperationNameCompleted() callback method is
not invoked.

One
servi

Ifas
End(
exec

he EndOperationName() method ends the asynchronous operation OperationNamsg

kceptions which occurred during the asynchronous operation are thrown” fron
hdOperationName method.

nly for a specific service call that triggers one specific event type that'can be receive

irther information on how to implement the IAsyncResult pattern; see Clause F.1.

and

trieves the results of the operation. If the operation has not completed” when
hdOperationName is called, EndOperationName blocks until the operationqisofinished.

the

he Callback delegate OperationNameCompleted() (implemented by thé-client) is proyided

d.

pf the advantages of the IAsyncResult-Pattern is, that the“elient may choose to usg the

Ce in a blocking or in a non-blocking way.

ervice is used in a blocking way, the client calls thé Begin() method and immediate
method (see Figure 45). The calling thread of<he client will be blocked, until the se
ition is finished.

sd IAsyncResult pattern: blocking call )

: Client : Server

Begin<Method>

\J

: AsyncResult

y the
rvice

(AsyncResu'It reference) Trlgger.
——————————————————— execution, e.g.
= I T> start worker
End<Method> thread
| Wait
|
| Complete +
| Set Result Execuie

IEC

Figure 45 — IAsyncResult pattern: blocking call

Figure 46 shows an example of how blocking use of asynchronous operation ma
implemented.

y be
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void SyncUpload(IDtm3 dtm, ICommunicationChannelProxy channelProxy)

{
// go online and stay connected (synchronous)

dtm.EnableCommunication2 (channelProxy, Connectl
Dev

e.StayConnected,
iceTypeCheckMode.PerformCheck) ;

// perform upload from device (synchronous)

el

IOnlineOperation onlineOperations = dtm.OnlineOperations;

IAsyncResult result =

onlineOperations.BeginReadDataFromDevice (null, null, null);

onlineOperations.EndReadDataFromDevice (result) ;

MessageBox.Show ("Upload finished");
}

catch (Exception e)

Figure 46 — Example: Blocking use of asynchronous interface

In order to simplify the presentation \of interactions based on the IAsyncResult pattefrn, a
simplified presentation for blocking call is used throughout the document. Figure 47 shows the
simplified depiction of IAsyncResult*pattern with blocking call:

sd IAsyncResult pattern (simplified): blocking call /J
f : Client : Server
i
iR <Method> |

<Method> (execution results) u
< _____________________________

IEC

Figure 47 — IAsyncResult pattern (simplified): blocking call

Rule: If the client follows the pattern for blocking execution, it shall provide no callback.
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— 03 —

If a service is used in a non-blocking way, the client calls the BeginOperationName() method
and provides a callback delegate for OperationNameCompleted() (see Figure 48). The
EndOperationName() method is called as part of handling the OperationNameCompleted()
callback.

Rule:

sd |AsyncResult pattern: non-blocking call )
: Client : Server
T
Begin<Method>
1
Creat
: AsyncResult reae
(AsyncResuIIt reference) Trigger
——————————————————— execution, 'e’g.
| start worker

| | thread
| | Complete +
| I‘ Set Result Execute
| I

_ <Method>Completed

- ___ OV _

End<Method>|
| Wait
<Method> (execution results)
—————————= i

Figure 48 — IAsyncResult pattern: non-blocking call

If the callbacks are provided, the client shall follow the pattern for non-blocking exec

IEC

ition.
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void AsyncUpload(IDtm3 dtm, ICommunicationChannelProxy channelProxy)
{
// go online and connect only if necessary

dtm.EnableCommunication2 (channelProxy, ConnectMode.OnDemand,

DeviceTypeCheckMode.PerformCheck) ;

I0nlineOperation onlineOperations = dtm.OnlineOperations;

IAsyncResult result = onlineOperations.BeginReadDataFromDevice (UploadProgress,

UploadComplete, dtm)|;

vold UploadProgress (ProgressInfo progressInfo)

UpdateProgressBar (progressInfo.PercentComplete, progressinfd.Message);

vold UploadComplete (IAsyncResult result)

Figure 49 — Example: Non-blocking use of asynchronous interface

In the example in Figure 49 the UploadProgress() delegate is decoupled in order to avoid

-

blocKing of the server.

In order to simplify the presentation of interactions based on the IAsyncResult pattefrn, a
simplified presentation for non-blocking call is used throughout the document. Figure 50 shows
a simplified depiction ofilAsyncResult pattern with non-blocking call:

\ sd IAsyncResult pattern (simplified depiction): non-blocking call )
|
: Client : Server

i <Method()>
|
|

IEC

Figure 50 — IAsyncResult pattern (simplified depiction): non-blocking call

NOTE Throughout the document the simplified depiction of IAsyncResult pattern is used to show how methods are
using the IAsyncResult pattern. The patterns for blocking and non-blocking calls can be used equivalently. The use
of one of the call pattern in a workflow does not prohibit the use of the other call pattern if not stated explicitly

otherwise.
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5.8.7.3 Extended IAsyncResult pattern (Progress pattern)

In addition to the IAsyncResult pattern, the extended IAsyncResult pattern provides the
possibility to cancel an asynchronous operation and to receive progress notifications and
intermediate results during the processing of the operation. This pattern is used for operations
that may have long execution times.

For each operation a set of methods is provided:

— The BeginOperationName() method starts the operation.

— The EndOperationName() method retrieves result of the operation. If the operation is not
finished, the method blocks until the operation is finished. If an error occurred, during
execution of the operation, this method will throw an exception with the error information.

— The CancelOperationName() method stops the operation. If the operation was|cancelled,
then the EndOperationName() method shall always throw the
FdtOperationCancelledException.

— The Callback delegates (implemented by the client) are providednonly for a spcific
operation. Possible delegates are: OperationNameProgress(), OperationNameCompleted().

Figune 51 shows how the method CancelOperationName() may beised.

sd IAsyncResult pattern: canceling an operation)

: Client : Server

Begin<Method>

\J

:AsyncResult Create
(AsyncResult reference) Trigge_r
___________________ execution, e.g.
| | start worker
I thread
Cancel<Method> l
- ——— — — — — — +-——-- T
Cancel execution + Execute
Set Result
—_—_—————— =
1
<Method>Completed

End<l\/|ethod>=

| Wait
e e = _>.
- <Method> (execution results)

IEC
Figure 51 — IAsyncResult pattern: canceling an operation

If Cancel() cannot be executed, it may result in an FdtCancelFailedException. It may also occur
that the operation finished at the same time as Cancel() was called. This may lead to the caller
receiving a positive result.
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The Completed() callback shall not be called within a call to Cancel() (avoid call-stacks).

If Cancel() is called for an asynchronous operation, the End<Method> may throw a
corresponding exception. See the documentation for each asynchronous operation.

After a call to Cancel() succeeded it may occur in an exceptional case, that the operation
finishes successfully. Therefore the caller shall be prepared to receive a positive result instead
of the corresponding exception.

Figure 52 shows how the progress callback may be used.

sd IAsyncResult pattern: providing progress events)

: Client : Server

Begin<Method>

\J

:AsyncResult Create
(AsyncResult reference) Trigger
————————— +———————=57 execution, e.g.
I | start worker
| | thread
| » <Method>Progress * [ Execute
< }
? I Complete +
| Set Result
B =
| ‘ sMethod>Completed
__________ .I_ —_——— e ———— _>
End <Method>|
! Wait
———————— =
<Method>(execution results)

IEC

Figure 52 — IAsyncResult pattern: providing progress events

The Progress() delegate not only allows to pass progress information, but also can be used to
transport partial results of the service execution. The transport of partial results is designed for
each service specifically. Even if the progress delegate is used to transport partial results, the
EndOperationName() method will provide the complete result of the operation.

Rule: If the client follows the pattern for blocking execution, it shall provide no callback. For
non-blocking execution both callbacks shall be provided.

If the callbacks are provided, the client shall follow the pattern for non-blocking execution.
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5.8.8 Events pattern

An event is a message sent by an object to signal the occurrence of a condition.
This document uses the Events pattern which is based on delegates (see [15]).

Clients provide delegates for receiving events (without trigger). A client registers with a server
for receiving a specific event. Multiple clients may register with one server for receiving the
same event.

One advantage of the events pattern is that events are defined in the same interface like the
methpds that may trigger those events. This allows to define the events methods in the same
contgxt in which they are used.

5.8.9 Exception handling
5.8.91 General

Exceptions are the primary means of reporting errors (refer to [10], Chaptér 7]). They are|used
for bgth hard errors (e.g. passing of invalid arguments) as well as logieal errors (e.g. conngction
aborted).

An exception provides two pieces of information:

e the exception message, explaining to the developer{what went wrong (and how to fjx it).
Ekception messages should be human readablestext in English (not just an error number)
that describes what went wrong

o the exception type that is used by exception‘thiandlers to decide what programmatic gction
tq take

NOTE| In general error codes are not used as they.tan always be replaced by corresponding exception megsages
and exception types. However, there is one exegption from the rule: communication errors. Communication|errors
that og¢cur during communication requests with~a device are reported within the communication response. However,
if the gerver fails to perform the transaction (itself, this will throw an appropriate exception.

The FDT specification defines:the exceptions which shall be thrown if specific error situdtions
occur when calling an FDT interface method or accessing a property. This shall be consigered
as p3grt of the contract between the client and server of an interface.

5.8.912 Throwing exceptions

Exceptions shalhbe thrown in cases of execution failures. An execution failure occurs whenever
an interface (method or property cannot do what it was designed for. For example, If the
<RegdDataFromDevice()> method cannot retrieve data from the device, it is considergd an
execuition_failure and an exception shall be thrown. Exceptions are the primary meaps of
reponting’errors. Error codes shall not be used.

If an FDT method invokes other FDT methods it shall handle all FDT exceptions that are defined
for these methods. When the FDT method fails because of an FDT exception from an invoked
method, then the FDT method shall throw the most appropriate FDT exception defined for the
FDT method and include any caught exception as an inner exception. One example for this is
if setting 10 signal information via the interface IProcessimage to the DTM fails because the
dataset cannot be locked. In this case an FdtOperationFailedException shall be thrown by the
IProcessimage:SetlOSignalinfo() method. This shall include the inner exception, e.g.
FdtNoWriteAccessException.

DTM-specific exceptions shall also be included in FDT exceptions as inner exceptions when
they occur within an FDT method.
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Event-handlers are not allowed to throw exceptions. If an event-handler calls other methods
that may throw exceptions, the implementation of the event-handler shall catch those
exceptions in order to protect the event-source from those exceptions.

5.8.9.3 Handling exceptions

If an exception is handled, a rich and meaningful message should be provided to the end user.
The message should explain the cause of the problem and describe what could be done to
avoid the problem.

NOTE 1 Since the exception message is targeted to developers, the user message ought to be based on the
excep TOTT i.ypv ad-thecomtextofthe uaugill v)\uvpi.iuu.

NOTE|2 If an exception is just caught in order to re-throw the exception, no user message ought to be prgvided.
The go¢al here is to avoid multiple user messages for a problem that occurred.

5.8.9(4 FDT exception types

For elach FDT method a set of exceptions is defined that may occur on invogation of the method.
All FDT exceptions are derived from the serializable class FdtException that is derived|from
System.Exception. Exceptions shall be serializable in order to work correctly across appligation
domgin and process boundaries.

Folloying is the list of FDT Exceptions:

FdtinvalidStateException
This exception shall be thrown when a property cannot be set or when a method cannjt be
executed, because the FDT Object is <not in an appropriate state |(e.g.
Idtm3.EnableCommunication2() is called in DT\ state 'initialized'). Each implementation of
an FDT interface member shall check whether'the called object is in an appropriate state to
execute the requested operation. If this .is!Aot the case, FdtinvalidStateException shall be
thrown. For asynchronous operations this exception shall be thrown in| the
EndOperationName method.

Example: Idtm3.EnableCommunication2() is,called in state "initialized".

FdtOlperationFailedException
This exception shall be thrown when an operation cannot be performed or completed
syiccessfully. For all asynchronous operations this exception may be thrown by the
EhdOperationName method. If more specific exceptions are available, always the [most
specific exception shall be used.

NOTE| FdtOperationFailedException should not occur under normal operating conditions.

Example: IDtm3.LéadData() is called with a valid dataset but still fails. In this case an FdtOperationFailedExdeption
is throlwn. However, if IDtm3.LoadData() is called with an invalid dataset, FdtinvalidDatasetException is thrown.

FdtOperationCancelledException

T’HS except|on shall be thrown if an asynchronous operatlon has been cancellgd by

as - nder

normal operatlng cond|t|ons The client shall handle thls exceptlon and abort its own
operation.

FdtCancelFailedException
This exception shall be thrown when a CancelOperationName method fails, e.g. because
the operation has been finished already or cannot be cancelled for other reasons. This may
happen under normal conditions because of the asynchronous execution of the operation.
The client shall handle this exception and finish the calling operation. If the user has
triggered the cancel operation, the user should be informed that the operation could not be
cancelled.
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FdtConfigurationErrorException
This exception shall be thrown when an operation cannot be performed because of a wrong
configuration.

Example: A DTM performs a connect request. The Parent DTM cannot perform the request as the communication
driver is not properly configured.

FdtCommunicationErrorException
This exception shall be thrown when a communication error occurs. Communication errors
that occur within a communication request are reported with the communication response.

Example: The Device DTM tries to establish a connection by calling ICommunication:BeginConnect() on the provided
Communication Channel proxy. The Communication Channel (or the device) is not able to establish the connection
with tfle—devite because of g communication error_and throws FatCommunicationErrorEXception m_method
ICommunication:EndConnect().

NOTE| Protocol-specific communication error exceptions are not defined. However, subclasses are defined iy FDT
Protodol Annex documents if required.

FdtCponnectRefusedException
This exception shall be thrown when an online operation cannot be perfermed becausle the
connect request has been refused.

Example: IDtm3.EnableCommunication2() is called on a Device DTM. The Device DTMtries to establish a conrlection
by calling ICommunication.BeginConnect() on its Communication Channel proxy’\The Communication Chanpel (or
the dejice) refuses the connect and throws FdtConnectRefusedException in method ICommunication.EndConhect().

FdtCponnectionAbortedException
This exception shall be thrown when an online operation‘cannot be performed becausle the
cpnnection has been aborted.

Example: The connection is aborted by the Communication *Channel during a download to the device.
10nlingOperation.EndWriteDataToDevice() throws an FdtConnectionAbortedException.

FdtDeviceTypeNotSupportedException
This exception shall be thrown when an onlinhe operation cannot be performed becausle the
type of the connected device is not suppotted by the DTM.

Example: A download operation is started withn\J@OnlineOperation.BeginWriteDataToDevice(). The DTM is in state
notCopnected and connects to the device. It checks the device type and detects an unsupported device type. The
operation is aborted and 10nlineOperation.EndWriteDataToDevice() throws an
FdtDeyiceTypeNotSupportedException.

FdtinvalidUserPermissionsException
This exception shall be“thrown when an operation cannot be performed becaus¢ the
operation is not allowed with the current user permissions.

Example: A function is started with ICommandFunction:BeginExecute(). The user is logged in as Observer afd has
no acgess rights to perform this function. The DTM aborts the operation. ICommandFunction:EndExecute() throws
an Fd{lnvalidUserPermissionsException.

FdtinvalidValueException
This exception shall be thrown when an invalid value was given as an argument ip the
request.

Exampler A client tries 1o write a value via llnstanceData/IDeviceData that Is out of the valid range.

FdtinvalidTypeldException
This exception shall be thrown when an invalid type id was given as an argument in the
request.

Example: IDtm3.InitData() is called with a Typeld that is not supported by the DTM and throws an
FdtinvalidTypeldException.

FdtinvalidDataObjectException
This exception shall be thrown when an invalid data object was given as an argument in the
request.

Example: An invalid DtmSystemTag is given in ITopology:BeginGetDtm().
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FdtinvalidReferenceException
This exception shall be thrown when an invalid reference to another object was given as an
argument in the request. FdtinvalidReferenceException should not occur under normal
operating conditions.

Example: An invalid IAsyncResult object is given in an EndOperationName or in a CancelOperationName method

FdtinvalidCommunicationChannelException
This exception shall be thrown when an invalid Communication Channel is set.

Example: The argument parentCommunicationChannel is set to a channel that is not supported (e.g. protocol is not
supported).
FdtinvalidDatasetException
This exception shall be thrown when an invalid dataset was given as an argumentyip the
gquest. FdtinvalidDatasetException should not occur under normal operating canditigns.

—

Example: IDtm3.LoadData() is called with a dataset that is not supported by the DTM type.

FdtNoReadAccessException
This exception shall be thrown when a read operation cannot be perfermed becausg the
data object is not readable.

Example: A client tries to read a data object that is classified as write~only. EndRead() throws an
FdtNoReadAccessException.

FdtNpWriteAccessException
This exception shall be thrown when a write operation«cannot be performed becausg the
data object is not writable.

Befofe writing any data, the DTM shall initiate\ a transaction on the dataset| with
IDatdset:StartTransaction() if this fails, the . Operation shall be aborted and an
FdtLockDatasetException shall be thrown in this,case.

Example: A client tries to write a data objectx that is classified as read only. EndWrite() throws an
FdtNoWriteAccessException.

FdtLockDatasetException
This exception shall be thrownwhen the dataset cannot be locked in order to pefform
transactions on the dataset or,device.

Example: 10nlineOperation.BeginReadDataFromDevice() is called. The dataset cannot be locked as it is cufrently
locked by another instance. |IOnlineOperation.EndReadDataFromDevice() throws an FdtLockDatasetException.

FdtCommitTransactionFailedException
This exception shall be thrown when a commit transaction fails. This may happen e.g. when
the database is located on a remote computer and the network connection is disrupted.

FdtCpmmitTransactionFailedException should not occur under normal operating conditions.

FdtCannotCloseUiException
Thig’exception shall be thrown if a user interface cannot be closed. The user interfacqd may
have'changed data items that have not been committed yet or some active actions with the
device that need to be finished.

In this case, the Frame Application shall inform the user that he needs to finish active actions
with this user interface before it can be closed.

5.8.9.5 Standard Exception Types

In general FDT exceptions shall be used where applicable (please refer to the corresponding
FDT interface definitions). Following .NET standard exception types should be used in
situations where no FDT exceptions are applicable.

InvalidOperationException
InvalidOperationException shall be thrown if the object is in an inappropriate state. If the
object is a defined FDT Object use FdtinvalidStateException.


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024 - 101 -

ArgumentException, ArgumentNullException, ArgumentOutOfRangeException

ArgumentException or one of its subtypes shall be thrown if bad arguments are passed to
an interface member. The most derived exception type should be used where applicable.
The ParamName property represents the name of the parameter that caused the exception
to be thrown. Note that the property can be set by one of the constructor overloads. Use
"value" for the implicit value parameter of property setters.

5.8.9.6 Other standard exceptions

Following exceptions shall not be thrown by FDT Objects. Argument checking shall be
performed to avoid throwing these exceptions.

Folloving exceptions shall not be thrown explicitly by FDT Objects:

5.9
5.9.1 General

NullReferenceException,

ndexOutOfRangeException,

ArcessViolationException

StackOverflowException,

OutOfMemoryException,

3

teropException,
ClomException,
SEHEXxception,

kecutionEngineException

m

Threading

Multitthreading as supported by .NETFE-runtime solves several problems with regafd to
throughput and responsiveness, but in\doing so it introduces new problems such as race$ and
dead|ocks. In order to avoid such problems in IEC TS 62453-43 some rules are defineq that

shall|be applied by all FDT compoenénts.

NOTE| The threading terms (e.g. apartment model) as used within the context of COM do not apply in .NET.

Addifjonal information about multi-threading and concurrency can be found in [23].

5.9.2 Races

A ragce is a(failure which occurs because of improper synchronization between threads.
Depgnding=on which of two or more threads reaches a particular block of code first the fesult
of a program (or a particular piece of code) cannot be predicted. When different threads agcess

commonvmemory concurrently, the computing result may be correct or not.

There are four conditions required for a race to be possible.

a)

b)

c)

There are memory locations that are accessible from more than one thread. Typically,
locations are global/static variables or are heap memory reachable from global/static
variables.

There is a property (invariant) associated with these shared memory locations that is needed
for the program to function correctly. Typically, the property needs to hold true before an
update occurs for the update to be correct.

The property does not hold during some part of the actual update.

Another thread accesses the memory when the invariant is broken, thereby causing
incorrect behavior.
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5.9.3 Locks

The most common way of preventing races is to use locks to prevent other threads from
accessing shared memory associated with an invariant while it is broken. This removes the
fourth condition mentioned above, thus making a race impossible.

The most common kind of lock is called a monitor (sometimes the same basic functionality is
named a critical section, a mutex, or a binary semaphore). A monitor provides Enter and Exit
methods, and once a thread calls Enter, all attempts by other threads to call Enter will cause
the other threads to block (wait) until a call to Exit is made. The thread that called Enter is the
owner of the lock, and it is considered a programming error if Exit is called by a thread that is

not tire—ownerofthetock—tocksprovideamechanismforensuring—that-ontyone—thread can

execlite a particular region of code at any given time.

5.9.4 Deadlocks

A deadlock is a situation wherein two or more concurrent operations are each waiting fgr the

otherto finish, and thus neither can make any further progress.

There are four conditions required for a deadlock to be possible:

a)
b)

c)
d)

utual exclusion. Only a limited number of threads may utilizeya resource concurrently.

old and wait. A thread holding a resource may request access to other resources and wait
ntil it gets them.

rcular wait. There is a set of {T1, ..., TN} threads, where T1 is waiting for a resourcq held
T2, T2 is waiting for a resource held by I38,'and so forth, up through TN waiting|for a
gsource held by T1.

M
H
u
N preemption. Resources are released only voluntarily by the thread holding the resqurce.
C
b

—

Since multiple threads can access an FDT\Object concurrently, it is necessary to synchrpnize

the

gccess to internal data objects orgto user interface objects by mutual exclusion|(see

condjtion #1). Condition #2 is hard to,‘avoid since multiple resources are often requirgd to
perfofm an operation. Resources thabare locked cannot be pre-empted from the current owner,
so cgndition #3 cannot be avoided-as well. The most common and actionable condition inf FDT

is condition #4, circular waits.

5.10 | Threading rules

5.10.1 Implementation rules

The following rdles shall be applied in order to allow multithreading and using locks to avoid

races.

a)

b)

Spftware shall be prepared to receive calls in any thread. Each FDT Object shall be able to
gceive calls in any thread. Operations that need to be performed in a dedicated thread|(e.g.
user interface thread) shall be synchronized to this thread internally.

—

Software shall protect internal data against parallel access. Make static data and instance
data thread safe. Ensure that all thread-shared, read-write data is protected by locks.

Each lock shall be assigned to a specific region of memory (not a region of code!). This
assignment shall be well documented in the developer documentation.

Each lock shall provide mutual exclusion for the region of memory that it is assigned to. No
writes to that memory can occur without entering the same lock. Data structure invariants
shall hold any time the lock protecting the data structure is not held.

If two data structures are related, locks for both structures shall be entered before using
that relationship.
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Implementers should also consider the following recommendations:

5.10.2 Avoiding deadlocks

Memory regions (e.g. data structures) that are protected by locks should not overlap.
Consider that mutual exclusion may not be guaranteed if you have overlapping regions with
different locks. If it would always be required to enter two or more locks, a single lock would
be more appropriate to protect the overlapping regions.

Use as few locks as possible. The complexity grows quickly with the number of locks in the
system, so it is best to have few locks that protect large regions of memory and only split
them when lock contention is shown to be a bottleneck on performance. Generally, the finer
the granularity of the locks, the more of them that can be held at once — and the longer they
are held, the higher the risk of deadlock.

Check whether read locks are required. Entering locks is not only required when writing to
memory but also when reading from shared memory. In general, when code!neqds a
program invariant, all locks associated with any memory involved with the invariant shall be
entered.

For the reasons explained in 5.9.4, following rules are defined to avoid deadlocks (list is

contipued from 5.10.1):

a)

FDT Objects are not allowed to call any FDT interface method or wait on incoming| FDT
calls, callbacks or events while holding any locks. This avoidsa circular wait across mdltiple
FDT Objects.

NOTE| Consider to implement a state machine when you need to'\Call other FDT Objects in order to perform a

complex operation. Parallel requests mightbe refused or queuedntil the running operation is finished.

Exceptions: It is allowed to call ITrace methods and asynchronous BeginXXX() methods within locked code fareas.

The inferaction management will ensure that these calls aré. decoupled and processed in a safe way.

b)

5.10.3 FDT Object interaction rules

All FDT Objects shall apply following rules (list is continued from 5.10.2):

a)

b)

Epch FDT Object shall avoid that a circutar wait can happen within a single FDT Object.
Multiple threads accessing the object at"the same time may perform different taskg and
gquire multiple resources that needto be locked. Avoiding the circular wait condition is
usually done by acquiring locks always in a specific order or by lock leveling. Thig is a
sirategy where each lock is assigned a level. A thread can only acquire locks with the same
of lower level that it already holds.

-

Do not call FDJ interfaces in the user interface thread.
The user intefface thread of a process shall be dedicated to receive user inputs and pefform
drawing tasKs only. FDT Objects shall not use the user interface thread to call FDT intefface
methodsy perform callbacks or events.
D

o not-block the user interface thread.
Theodser interface shall always stay responsive. The user interface thread is shared
between the different FDT (user interface) objects for user input and drawing operations. If
one object blocks this thread in order to perform some processing, this would affect the
responsiveness of other objects.

Do not block a BeginMethodName method call.
A BeginMethodName method shall only start an asynchronous operation. Therefore it shall
not block the caller.

Do not block a synchronous method call.

A thread calling a FDT synchronous method shall not be blocked. It is not allowed to call
any EndMethodName within a synchronous method or to wait on events, because this will
block the calling thread.

Process events and callbacks asynchronously.

No FDT operations shall be performed within an event handler or callback method. A work
item shall be created that is processed asynchronously. The calling thread shall not be
blocked.
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5.11 Localization support
5.11.1 General

There are two main processes for developing software that supports different languages and
cultures.

— Globalization is the first process to design software that is capable of running with different
cultures and languages. This process is realized by separating the executable code that is
culture or language independent from those parts that are culture or language dependent.
Language-dependent parts for example are such as user interfaces, calendars, numbers,
several string manipulation and comparison algorithms. The .NET Standard library as a

tgchnological basis for IEC TS 62453-43 supports this process through a number of ¢lgsses

that are packaged under the namespace System.Globalization.

— Localization is the second process to customize the software to a specific.'culturd and
Ignguage. This is primarily achieved by translating the user interface. This)results| in a
pfimary assembly that contains only culture-neutral and language-neutral executable |code
and resources. Each additional culture, region or language is provided invayseparate satellite
agsembly.

The |NET Standard provides infrastructure to access the hierarchically organized resources.
First the framework classes attempt to access the resources that.belong to the specified r¢gion
or cquntry. If this access fails, the framework classes attempf\to access the resourceq that
belorlg to the specified language. If this access also fails, the”framework classes attenpt to
access culture-neutral or language-neutral resources.

It is recommended to utilize the infrastructure provided by the .NET implementations. There are
sevefal translation tools on the market and the translation agencies know how to deal with the
XML ppased as well as the binary resource files.

For QTM WebUls, based on HTMLS the language support is provided by HTML-specific means
(see P.5.5).

5.11.2 Access to localized resources and culture-dependent functions

.NET]| provides two different_ways to access the localized resources and culture-dependent
functlons.

The preferred way is tojuse the automatic culture handling. Each thread within an applidation
provifles information_about the currently used culture and language setting. It can be retrleved
by |[reading the.® properties CurrentCulture and CurrentUICulture from [class
System.Threading.Thread. All user interface related functions rely on the property
CurrgntUICulture whereas other culture-dependent functions use the property CurrentCulture.
The yalue-of these two properties are initialized to the default values defined in the system
settings /Control Panel — Regional Settings". The values of the properties can be overridden by
writing the property values

The second way to access localized resources and culture-dependent functions is needed only
in some rare cases. All culture-dependent functions provide an overloaded variant where the
culture can be specified explicitly.

5.11.3 Handling of cultures

As described above,.NET handles the culture settings for each thread separately and derives
the start value from the system settings. The Frame Application is responsible to synchronize
the culture settings for all threads with outgoing function calls.

There are two properties defining the used language: Thread.CurrentUICulture and
Thread.CurrentCulture.
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The Frame Application indicates the currently used language by setting the property
Thread.CurrentUICulture before the DTM is started. During initialization the DTM Business
Logic shall read this property in order to display the DTM WebUI or any other output that is
provided to the user (e.g. labels and descriptors). If the DTM implementation relies on the
resource management classes that are contained in the .NET class library, no additional
implementation will be necessary. Otherwise, the language-dependent resources need to be
handled explicitly. Switching the Ul culture by the Frame Application shall not trigger any
notifications from the DTM (e.g. DatalnfoChanged).

If a DTM uses additional threads with outgoing function calls or if it raises events from additional
threads, it is responsible to synchronize the language settings of newly created threads with
the sgttings from the orfginar thread:

The property Thread.CurrentCulture shall not be changed by any FDT component)in’ order to
refleg¢t the culture settings of the operating system.

The described mechanism results in the following behavior: Texts, picturés-and similar| user
interflace elements will be displayed according to the language that was selécted by the uger at
the Hrame Application (in Thread.CurrentUICulture). Whereas input(direction, sort onders,
comgarison, number formatting are determined by the culture settings of the operating system
(in Thread.CurrentCulture).

5.11.4 Switching the User Interface language

A Frgme Application may provide a mechanism that allows switching the language of the|user
interflace. It is specific to the Frame Application, whether switching is realized during runtime or
whether it needs the restart of the Frame Application. The Frame Application shall not switch
the uger interface language as long as any DTM«wrpDTM component is instantiated. The Frame
Application may need to shutdown and restart the DTM objects in order to switch the langliage.
The DTMs will start with the new language setting.

At theé Frame Application the user might'select a language that is not available for certain DTMs.
The PTM Business Logic and DTM, WebUI shall operate as expected independent gf the
selegted language. If a DTM does” not support the selected language, it shall switch|to a
commonly used fallback language, which is English.

A DTM WebUI may provide ‘@ menu, where the user can override the language setting fof this
user |interface. The DTM" Business Logic and DTM WebUI shall not change the propg¢rties
Thregd.CurrentUICulture and Thread.CurrentCulture, because this would influence the
behayior of other EDT components that share this thread. The language remains active| until
the language setiing is changed again or until the user interface is closed.

In digtributed systems, the Frame Application shall ensure that the DTM Business Logi¢ and
the OTM WebUI (displayed inside a Frame User Interface) are using the same language/| This
ensutes that any text (nr ather Iangnagp-qpp(‘ifir‘ infnrmminn) which is gpnpra’rpd inside the

DTM BL but displayed on the DTM WebUI will be displayed in the correct language.

5.12 DTM User Interface implementation
5.12.1 General

A DTM Business Logic is operated by DTM User Interface. IEC TS 62453-43 supports the
following DTM User Interface type:

e DTM WebUI can be embedded into Frame Application WebUI, which can be executed in a
web browser. The DTM WebUI shall be based on HTML5 and JavaScript.
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5.12.2 Private dialogs

2024

DTM WebUI are not allowed to show private dialogs (i.e. windows or dialogs outside of the
browser). If a DTM WebUI needs to support additional user interaction, it shall show these user
interfaces on top of the DTM WebUI (e.g. as modal box or overlay).

These Ul elements

A DTM Business Logic is not allowed to open private dialogs or user interfaces. A BTM Bus

shall stay within the display area of the DTM WebUI,

shall not overlap with the Frame Application WebUI,

H oot bl ] + k. oo W H oo \AJ oL 1] |
S ot Dot atceeSStotheTrame pEpTCcaauUTT Vv oooT arrg

shall always be displayed on top of the DTM WebUI.

ness

Logid shall always use the Frame Application user interface services (see IErame.FrameUi

unatt
IFra

NOTE| For instance the use of the JavaScript method "alert()" is not allowed.
5.12.3 Modal DTM WebUI

Modgl DTM WebUI are implemented by DTMs as WebUls,which are opened with a sp
requgst (BeginOpenDtmUiModal()) from the DTM BL to~the Frame Application. The availg
and the implementation of the request depends on thevFrame Application. For instance,
Frame Application is providing a WebUI, then medal DTM WebUls will not be suppd
becalise the interface IFrameUl will not be available.

Poss|ble implementations (by the Frame Application) are:

prop}rty). This rule is necessary since operations on the DTM Business Logi¢’‘may be exe

nded (e.g. batch processing). This means a DTM should be ablé.to execute ey
e.FrameUl is not available.

Frame Application modal (blockingthe whole FA)

D[TM instance modal (blocking 6nly one device)

cuted
en if

ecific
bility
if the
rted,

The decision on how to implenent this method is specific for a Frame Application. It could be

even|configurable by the user

NOTE|1 An example for the need to implement Frame Application modal user interfaces, is, when a SAFETY 1
dialog|needs to be confifmed until a hazardous operation is started (e.g. starting a heavy drive).

NOTE|2 A DTM can‘always implement DTM instance modal Ul elements as described in 5.12.2.
5.13 | DTM User Interface hosting
5.13.1.&/General

elated

The Frame Application can dynamically load the DTM User Interface.

The sequence diagrams in 8.5 describe these operations in more detail.

FDT supports DTM user interfaces as platform independent DTM Web User Interfaces (DTM
WebUls). DTM WebUls can be hosted by Web Applications or can be embedded into Windows
Applications.
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5.13.2 Hosting DTM WebUI
5.13.2.1 General

The DTM WebUI is hosted in the Frame User Interface (conventional user interface or Frame
Application WebUI). The Frame Application provides a WebData Connector to the DTM WebUI.
The DTM WebUI uses the WebData Connector in order to exchange information with the DTM
Business Logic, i.e. the WebData Connector is executed within the DTM WebUI.

The WebData Connector is provided by the Frame Application in a JavaScript file and

implements a specified interface (see Figure 68). Since the WebData Connector is provided at
runtlr by thao A atio 1t naot nnr{- of +Inn I'\TI\II \I\Inl-\lll caontainaor fila +nnI-F The

Er
< u_y tHe—rframe :\ypuuuuuu, H—+5—F6t P O o CoOTrtoT e T e Ito T

implgmentation of the WebData Connector is Frame Application specific and depends|eh the
Framie Application's architecture.

Web Browser

FITS WebServer Folder

DTM WebU! X

>

Rrovided by FITS Server =

Deq

Trapsport

We

Unpack

FITS Core Server

ITS Server

Figure 53 — General concept for hosting DTM WebUI

DTM|WebUls are provided within the DTM package files in container files according to the Dpen
Pack ging Conventions (enn 9.5 R)

Depending on the architecture of the Frame Application, DTM Web User Interfaces can be
embedded into a Web Application (provided via WebUI Services) or they can be embedded into
a Windows Desktop Application (local hosting).

When a Frame Application User Interface hosts a DTM WebUI, the respective HTML page (with
its components) is loaded into the FA user interface. Then the DTM WebUI is initialized and
fitted into the layout of the FA user interface. This means that the DTM WebUI as a whole can
be loaded and is able to function without access to the Internet.
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5.13.2.2 Frame Application WebUI

If the Frame Application hosts the DTM Web User Interfaces in a Frame Application WebUI, it
shall implement the following general sequence:
e Extract the container file into a folder that is published via the WebUI services.

e Make sure that the DTM WebUI can reference an implementation of the WebData
Connector.

e Navigate to the DTM WebUI.
¢ Invoke the initialization routine which is implemented in the DTM WebUI.

The Frame Application shall consider that the DTM WebUI may use third party libraries,sugh as
Angular. In order to avoid versioning conflicts between the DTM WebUI and_the” Frame
Application or other DTM WebUls, it shall isolate the DTM WebUI in an appropriatesway/| This
mears that the Frame Application shall host the DTM WebUI in an HTML <iframe>.

Figune 54 shows code a snippet which illustrate how a Frame WebUI loads.a DTM WebU|.

/A declare initialization message

cdnst postMessage = {

'websocketUrl': this.websocketUrl + "/" + this.sessignld + "/" +
this.currentProjectId + "/" + this.currentDtmSys&emTag,
'dtmSystemTag': this.currentDtmSystemTag,

"functionId': this.functionId,

'invokeId': this.invokeld,

'showIdentificationArea': this.shewldentificationArea,

/| create an iframe elemeqt

cdnst dtmFrame = document.createElement ('iframe') as HTMLIFrameElement;

dimFrame.id = 'iframe ' + this.invokeId;
d{mFrame.name, <" 'iframe ' + this.invokeId;
dfmFrame NcameBorder = '0';

Figure 54 — Example: Integration of a DTM WebUI into a Frame WebUI

Since the DTM WebUI is hosted in an <iframe>, the initAsync() method shall be invoked via an
event-listener which is part of the WebDataConnector (provided by the Frame Application).

If the Frame Application hosts the DTM Web User Interface in a Windows Desktop application,
it shall implement the following general sequence:

e Extract the container file into a temporary folder.

e Create a web browser control and embed it into the Frame Application's user interface.

e Make sure that the DTM WebUI can reference an implementation of the WebData
Connector.

e |Load the DTM Web User Interface into the browser control.
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e Invoke the initialization routine implemented by the DTM WebUI.

See Figure 55 for an example.

/ <summary>

// Loads the DTM WebUI into the browser control.

/// <param name="url">
/// The local url of the extracted DTM WebUI package ("file://...")
/ /< loaram>

pyblic void LoadPage (string url)

// Browser is a web browser control, in this example
// of the type CefSharp.Wpf.ChromiumWebBrowser.
Browser.FrameLoadEnd += InitUiFunction;

Browser.Address = url;

/ Calls the initialization routine of the DTM\WebUI after the page has been loaded.

/e ) arrmma S
{/summary>

WamnAAwTINS fma A~

Figure 55 — Example: Hosting a DTM WebUI in a WPF Frame Application

5.13.2.3 Integration of WebData Connector

The DTM WebUI is using a JavaScript APl provided by the Frame Application for communidating
to the DTM BL. This JavaScript API is defined in Clause E.2.

Figune 56 shows how the JavaScript provided by the Frame Application is integrated intp the
DTM|WebUI and.how it can be used by the DTM WebUI in order to send information to the(DTM
BL. The example shows that a DTM-specific Message object is used, which provideg the
conversionste-JSON and from JSON. The requirements for such conversion are defined in|7.15.

U7

The JavaScript file for the WebData Caonnector shall be provided with the absolute path:

/FDT_CommonFiles/WebDataConnector.js

The path for the WebData Connector file shall be provided by the Frame Application and shall
be used by the DTMs with the correct spelling and letter case as defined above.

NOTE The use of correct letter case is important for deployment to case-sensitive platforms (e.g. Linux).
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<html lang="en">

<head>
<meta charset="utf-8" />
<title>.</title>

<link rel="stylesheet" href=".." type="text/css" />

<!-- integration of the WebData Connector -->

<script src="/FDT CommonFiles/WebDataConnector.js"></script>
<script>
<!-- example for using the WebData Connector -->
function onInputEventHandler () {
if (event != null) {
if (event.target) {
<!-- prepare the message data -->

var msgData;

Figure 56 — Example: Integrating the WebData connector in a DTM WebUI

Stati¢ Functions are implemented as .NET functions. A DTM provides information about the
availgble Static Functions (see StaticFunctioninfo in  Annex B) with the method
IStaticFunctionlnformation.GetStaticFunctions. The information provided by the DTM desdribes

the slpported use case and the arguments of the function.

The [Static Function may use>communication data provided by the Frame Applicatipn to
communicate with the device:-The Static Function shall establish a new connection to the device

for each execution, i.e. connection to the device cannot be shared.

The Frame Application shall take care that there is no parallel access to the device from|DTM

and from StaticFunction Provider.

For the execution of the static function the Frame Application needs to choose exactly one
protocol, \because it needs to provide the corresponding bus address and network|data

information to the StaticFunction Provider.

The DTM provides:

the list of static functions, where each Static Function provides a list of supported protocols
in its StaticFunctioninfo, and

a list of active protocols, assigned by the Parent DTM during the creation of the network
topology (see 8.8.2).

The intersection of the two lists might contain multiple protocols. The Frame Application is
responsible for selecting the correct protocol.
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StaticFunctioninfo

1’1

StaticFunctionDescription

StaticFunctionltems | APPlicationid : enum [0..1]
.| Descriptor : string [0..1]
0.. Functionld : int
Label : string
Prototollds : BusCategory [0..*]

' !

Describes a StaticFunction, which can be call
Semanticlnfo O via IStaticFunction::BeginExecute().

Semanticlnfos Semanticld : string
0.* | ApplicationDomain : string
P. _string [0.1]
ParameterWriteAddress : string [0..1]

Describes an Input parameter of
IStaticFunction::BeginExecute()

InputParameters FunctionArgumentDescription | |

and
0..*| DataType : string

ReturnParameters | DefaultValue : string [0..1]

Result parameter returned in’FunctionResult of

0..*| Descriptor : string [0..1] IStaticFunction::EndExe€ute()
Id :int
IsOptional : bool
Label : string
Q InputParameter list and ResultParameter ligt
‘ Collect items of type

FunctionArgumentDescription.
ExecutableFunctionArgumentDescription StaticFunctionArgumentDescription

When the function description is evaluated jand
CommunicationRequest : string [0..1] * called, the Frame Application shall cast the

. * parameters to type
ReadOnce : bool [0..1] StaticFunctionArgumentDescriptions.

SjaticFunctionProviderRef DynamicClassReference

1

ClassName : string

Assemblyinfo
Assemblylnfo
1 | Name : string

Path : Uri [074]
PublicKeyToken : string
SupportedTargetPlatform : enum [Only32bit, Any, Only64bit]
\/ersion : Version

1
T SupportedCLRVersions TargetCLR
0..*

CLRVersionNumber : Version

IEC
Figune 57 — Relation of StaticFunctionDescription to Static Function

Figure 57-shows the relation between description of a Static Function and the actual furlction
that may be invoked. The StaticFunctionDescription describes a StaticFunction togethef with
its input'arguments and i esult argumen or each argument of the i i gre is
a corresponding description.

The input and result arguments of a Static Function may be of any datatype. The values of the
arguments are provided as string. The string contains the serialized value of the datatype.

The StaticFunctionInfo provides a reference to the class that can be used in order to execute
the StaticFunction (StaticFunctionProviderRef). Even though there is only one class reference
for all StaticFunctions, an implementation could use this class as a dispatcher to individual
classes that provide the actual implementation of the individual StaticFunctions.
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5.15 Persistence
5.15.1 Overview

In the call to InitData() or LoadData() the DTM receives a reference to the |IDataset interface
provided by the Frame Application.

<<interface>>

IDataset
Formatld - Guid
DTMDataset F----— StartTransaction()
CommitTransaction()
’ ’ CloseTransaction()

1 1
|IEpumerable<KeyValuePair<string, IDataSubset>>

T

IDataSubsetDictionary

Add(key, data, descriptor): DataSubset - e
Remove(key) b==="
this[key]: DataSubset
Clear()

<<interface>>
IDataSubset

0.*|Bulk o _*|Instance
Data Data

Key: string

DTMDataSiset | Descriptor: string

ReadData(): byte[]
WriteData(byte[])

IEC
Figure'58 — DTMDataset structure

The DTMDataset contains two DTMDataSubset dictionaries for the actual persistence of| data
(see |Figure 58): InstanceData dictionary and BulkData dictionary. Each dictionary contains
DTMDataSubsets. The-DTMDataSubsets shall be used for grouping of persistence datal The
numiber and content-of-the DTMDataSubsets is DTM specific. In order to improve the system
performance the BTM shall group data which need to be loaded and stored together in one
DTMDataSubset.“\Furthermore, a DTM shall avoid unnecessary loading of data whenpever
possible, especially when starting the DTM Business Logic.

The IhstanceData dictionary shall be used for data which is directly related to the represented
devic|§ instance, for example the device parameters, network information, etc. The DTM|shall
guarantee that it is able to represent the device by loading this data. Following
DTMDataSubsets should be considered:

— Basic data which is needed during the complete lifetime of a DTM instance (e.g. represented
device type information, device tag and address and other identity information).

— Device parameter information that is needed if corresponding DTM WebUI is opened (e.g.
a page in a dialog) or if the Frame Application requests data (e.g. DeviceDatalnfo (see
4.4.3))

— 10 signal information which is needed if Frame Application requests ProcessDatalnfo
(see 4.4.4)
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The BulkData dictionary shall be used for further device instance-specific data, for example for
bulky trend or historical data, which is only needed in special scenarios. The Frame Application
may implement a special storage mechanism for bulk data, which might be optimized for
handling of big amount of data, but may be slower than the implementation for the instance
data storage.

Beside these data separation and grouping rules the DTM shall also follow the rules defined for
data searching (see 5.15.4) to support a maximum system performance.

5.15.2 Data format

The

store
uniqy
in thd

The DTM shall use the Formatld information to decide how to load the data,-e.g. to load
storefd in a different format by an older DTM version.

A DT
used

5.15.

By default the two DTMDataSubset dictionaries containéd in the DTMDataset are empty

DTM
exam

The

stora
the F
IDtm

The |
respd

Figur
with

ormat of the data persisted in the DITMDataSubsets is DTM specific, but the DTM

e identifier created by the DTM vendor, it shall correspond to the used Formatldiexp
IDtm3.ActiveType property.

by the Frame Application to migrate data stored by a different DTM (see 8.17).

3 Adding / reading / writing / deleting of data

itself is responsible for adding the needed DTMDataSubsets to the dictionarie
ple at first start-up in the call to InitData() (see.8.2.1).

DTMDataSubset dictionaries also provide“methods to remove data from the persis
ge managed by the Frame Application."However, in case of deleting of the DTM ins
rame Application itself is responsjble™o remove the data from the storage after the g
B.BeginRelease(deletelnstance=true) returned.

DataSubset interface provides methods to read and write binary data. The DTM itg
nsible to serialize / deserialize the data.

e 59 shows an example implementation on how a DTM can initialize a DTMDataS
binary data by using the BinaryFormatter class for serialization.

shall

information about the used format in the |IDataset.Formatld property. The Formatld is a

osed

data

M may also expose further supported Formatlds in its TypelnfoZThis information may be
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public void InitData(Guid dtmDeviceTypeId, IDataset dataset)
{
// initialize class members

_dataset = dataset;

_activeDtmDeviceType = _supportedTypes.Find((item) =>
item.Id == dtmDeviceTypeld) ;
_deviceAddress = new DeviceAddress<HartDeviceAddress> (1,
new HartDeviceAddress (0, "SHORTTAG", "Long Tag ....",

HartDeviceAddress.AddressingModeSelection.ShortAddress)
new HartLongAddress()));
// start transaction (needed for adding of DataSubsets)

_dataset.StartTransaction();

// create binary formatter needed for serialization of datl

MemorvStream stream = new MemorvStreaml():

Figure 59 — Example: Initialization of DTMDataSubset with DTM data

The DTM shall provide a unique key for the DEMDataSubset when adding it to the dictignhary.
The DTM can use the key to access DTMDataSubset, for example for reading and writing ¢f the

binary data.

Figure 60 shows an example on how a DTM can write binary data into a DTMDataSubslet by
using the BinaryFormatter class for'serialization.

pr¢tected void SaveBasicData ()

// start trangagtion (needed for writing of DataSubset data)

_datasetgStartTransaction();

¥y eteate binary formatter needed for serialization of data

MemoryStream stream = new MemoryStream();

BinaryFormatter binaryFormatter = new BinaryFormatter();

// serialize ActiveType (Id) and DeviceAddress

Figure 60 — Example: Writing of DTM data in DTMDataSubset

Figure 61 shows an example on how a DTM can read data from a DTMDataSubset by using the
BinaryFormatter class for deserialization.
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public void LoadData (IDataset dataset)

{

_dataset = dataset;

// read persisted "basic" data

byte[] data = dataset.InstanceData["basicData"].ReadData();

// create binary formatter which is insensitive regarding assembly version

// in which serialized classes have been defined

MemoryStream stream = new MemoryStream(data);
BinaryFormatter binaryFormatter = new BinaryFormatter();
binaryFormatter.AssemblyFormat = FormatterAssemblyStyle.Simple;

The [
if the
be cq
an as

Figure 61 — Example: Reading of DTM data fromia DTMDataSubset

DTM vendor shall consider loading of data created by an "older" version of the DTM.
format of data has not changed also the deserialization of data to new class versions
nsidered. In the example in Figure 61 this issachieved by setting the BinaryFormat
sembly version insensitive mode.

5.15.4 Searching for data

The [
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- B
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DTMDataSubset dictionaries provide’several methods to find a particular DTMDataSu

y Key

y Descriptor

nced searching algorithms.

ontent of thetDescriptor property is DTM specific. A DTM can use this property to pr

further information'about the DTMDataSubset content. Figure 62 shows an example how a

may

save sometrend data in the BulkData dictionary with additional descriptor informatio

Even
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protected void SaveTrend (SomeTrendData someTrendData, DateTime createdAt)
{
// start transaction (needed for adding of DTMDataSubset)

_dataset.StartTransaction();

// create binary formatter and serialize TrendData

MemoryStream stream = new MemoryStream();

BinaryFormatter binaryFormatter = new BinaryFormatter ();

binaryFormatter.Serialize (stream, someTrendData);

Figure 62 — Example: Creation of a BulkData.DTMDataSubset with)descriptor

The Descriptor property shall be used by the DTM to search for specific DTMDataSupsets
withgut reading the binary data. This enables the Frame Application’to read the binary|data
from the persistence storage only if really needed by the DTM. Thus the searching algorithm is
fast and has a low memory footprint.

Figure 63 shows an example on how a DTM can search for DTMDataSubsets with spgcific
Descriptors by using a .NET LINQ query.

prptected List<SomeTrendData> GetTrendsOfDay (RafeTime date)

// (LINQ) query for all DTMDataSup&ets containing trend data for a specific day
TEnumerable<IDataSubset> dataSubsets = from item in _dataset.BulkData
where item.Value.Descriptor.Contains ("TrendData - " +
date.ToString ("yyyy:MM:dd"))

seélect item.Value;

// deserjq¥fi¥e found trend data and return list to caller

Figure 63 — Example: Searching for DTMDataSubsets with specific descriptor

5.16 Comparison of DTM and device data
5.16.1 Comparison of datasets using IDeviceData / linstanceData

If a DTM does not provide the IComparison interface, then it shall publish all data relevant for
comparison in the IDeviceData / linstanceData interfaces (at least).

Some of the published data may not be relevant for comparison, for example dynamic data or
process data. Therefore the Frame Application should provide means (e.g. user interface) to
select data which is relevant for comparison.

The Frame Application shall read the data via the IDeviceData and/or the lInstanceData
interface and compare the values of data items with the same identifier. If a data item with the
same identifier is missing, then this shall be evaluated as not equal.
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5.16.2 Comparison of datasets using IComparison

DTMs which do not publish all data shall implement the interface IComparison. If a DTM
implements this interface, then the Frame Application shall use this interface for comparison.

The IComparison interface provides methods to compare

e the currently persisted dataset with the data in the device (Online Comparison)
e the currently persisted dataset with another persisted datasets (Offline Comparison)

A DTM can only compare a dataset which has a supported format (format ID is equal the current
format TD or o a supported format ID). The comparison shall include only the datasef df the
DTM| Related FDT Objects (e.g. Child DTMs or Parent DTMs) are not included i the
comparison provided by IComparison.

If it i$ necessary to compare multiple DTMs, the Frame Application is responsible to exgcute
the cpmparison method on all respective DTMs. For example the comparisen’ of a Composite
Devige DTM may require also the comparison for the attached Module DTMSs.

5.17 | Tracing

For tfoubleshooting or debugging trace information (logging)/s-essential. Whenever myltiple
components need to interact it is of advantage if all components have a common place to put
the trace information. This makes it easier to detect and)‘resolve problems where sgveral
compgonents are involved.

An FDT Frame Application shall implement a dedicated interface ITrace (see 6.2), which is|used
by DTMs to send trace messages.

A trace message can be either a human readable description or data as an array of objects. An
array| of objects is useful if a DTM developer wants to trace a complete exception object and
not only a description. If a DTM sendsa trace message with an array of objects it shall also
provigde a corresponding additional . message with a human readable description.

A tragce message includes anvassessment of severity (e.g. verbose, warning or error) gnd a
classffication. To limit the ameunt of trace messages sent by a DTM an FDT Frame Applidation
can det the minimum trace level using IDtm3.

How messages are collected, stored or displayed to the user is Frame Application specifid. It is
not in the scope ofithis specification.

A trace message is not intended to be shown to the user directly. It is dedicated to debugging
and troubleshooting. If a message is intended to be displayed to the user one of the megsage
box methods of interface IFrameUi shall be used.

A trace message shall be in English. It shall not contain a timestamp, because the timestamp
is provided by the Frame Application if necessary.

5.18 Report generation
5.18.1 Introduction

Due to the shared responsibilities for data management in an FDT system, the generation of a
comprehensive report requires the compilation of report fragments delivered by different
components in the system. While the topological information is managed by the Frame
Application, all the device-specific information is to be delivered by the constituent DTMs in a
project. To generate a report, a Frame Application uses the IReporting interface provided by
DTMs to request report fragments with the device-specific presentation of configuration or
parameterization data from each DTM.
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5.18.2 Report types

2024

Complex devices may have a huge amount of configuration and parameter information. Frame
Applications shall be able to access only a subset of this data for the generation of context-
specific reports, e.g. a report only of network management related data, offline or online data,
IO signal information, bulk data, etc.

A DTM shall offer different types of reports, each covering a distinct subset of its device data.
If the report corresponds to a DTM function (a Function ID or Application ID), it shall be
referenced in the report type. A DTM may provide additional report types for specific purposes
without reference to specific functions. The DTM informs the Frame Application by means of its

Rep rtinfo plupclty about—the—avaitatte |ch|t typca. Fe—tistofavattabte IC}JUItb sha
change over the lifetime of a DTM BL instance.

A Frg

a stapdardized report on a specific aspect of a system, collect the data of all report types

all D]

let the end user decide about which data to include in the report.

5.18.3 DTM report data format

A DT|M shall deliver its report fragment in form of a strictly canforming XHTML (XTHM
strict) document as specified in [17] (see Figure 64).

NOTE|1 Since XHTML 1.0 is a reformulation of HTML 4 conformingto the XML 1.0 standard, documents wi
type of markup can be processed by any XML compliant tool orlibrary. This includes the XSL transforma
pagingted output formats like XSL-FO, that can be postprocessed/for example to the ISO 19005 1 (PDF/A 1)
Text Format (RTF). The final report format of a Frame Application is out of scope of this specification.

The feport fragment shall not contain any script,or style (CSS) elements nor frames. It sh
self gontained, that is it shall contain all the'mandatory parts of an XHTML document, s¢
any XHTML compliant rendering engine cahn display it without further modification:

XML Prolog with character encoding declaration. The default character encoding is U]

NOTE| 2 Different from the XHTML ‘specification, this element is declared mandatory here to simpli
postprpcessing with standard XML teols and libraries.

Document type declaration (DOCTYPE) according to the XHTML 1.0 strict standard.

rqot <html> elementiwith XHTML 1.0 namespace declaration and declaration of the co
Ignguage. The content language shall be the same the DTM uses in its BL and Ul; xm
and lang-attributes shall always have the same value.

| not

me Application may use only the report types with an associated ApplicationdD 10 gengrate

from

[ Ms to create a full report or offer a user interface based on the Reportinfo properties to

L 1.0

th this
ion to
r Rich

all be
that

F 8.

fy the

ntent
:lang

<head> section with content type declaration including the character encoding.
encoding'shall be equal to the encoding defined in the XML Prolog; the declaration i
prolog-takes precedence. This declaration is for compatibility with older XHTML rend
engines.
<
d

ocument, report fragments may reference external resources, e.g. images.

The
the
ering

TML
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<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE html PUBLIC

"-//W3C//DTD XHTML 1.0 Strict//EN"

"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">

<head>

5.18.

DTM
can b
devig
a des
fileng
of thd

If the
them
Base
referg
temp

Figure 64 — Skeleton of a DTM-specific report fragment

B Report data exchange

and Frame Application exchange report fragments by means-f-4d file system folder
e accessed by the DTM BL. When a Frame Application requests the report fragment
e with a call to <GenerateReport()> on the IReporting interface of a DTM BL, it spe
tination folder path, the Base-URI. A DTM BL shall stofe the report result with an arb
me in the destination folder and return the filename-to-the Frame Application as the 1
b asynchronous call.

report fragment needs to reference external-résources, e.g. images, the DTM shall
likewise under the specified Base-URI. The DTM is free to create subfolder undg
LURI to organize the external resources? A report fragment shall always use re
bnces to link to its external resources. A DTM shall assume that the Base-URI
pbrary identifier — it is only valid until¢he DTM returns completion of the <GenerateRep

call gnd may change between subsequent calls to <GenerateReport()>.

Fram
of re
base
the r
imple
DTM

5.19
5.19.

A Frd

e Applications shall take appropriate measures to prevent name clashes between the
pbort fragments and accordingly external resources of different DTMs; e.g. use diff
URIs for the reports of individual instances. Furthermore they are responsible to dig
pport fragments and\ external resources when they are not used any more. A ty
mentation of a Frame Application creates an individual subfolder as Base-URI for
to be included(inthe report.

Security

1 General

vhich
for a
cifies
itrary
esult

store
r the
ative

is a
brt()>

URIs
erent
pose
pical
each

me” Application hosts DTM Bl or DTM Weblll which are, from the Frames perspe

Ctive,

external components provided by third parties. Therefore the system is exposed to possibly
unknown code. The system shall be protected against security threads originating from
unknown code.

5.19.2 Strong naming of assemblies

Strong naming of assemblies allows checking if an assembly was tampered after it was
published.

All assemblies which are part of a DTM package shall have a strong name.
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5.19.3 Identification of origin

Microsoft Authenticode® [18] is a digital signature format to sign executable code, which allows
i.e. checking the origin of an assembly using a public-key cryptography approach.
Authenticode® shall be used to allow for verification of origin and genuineness of a DTM.

DTM vendors shall obtain a code-signing certificate issued by one of the certification authorities
(CAs) that are trusted by default in Windows [19]. Such a CA is referred to as "Windows root
certificate program member". Updates of the trusted root certificates in Windows are
automatically installed during Windows updates or can be downloaded from the Microsoft
website (see [20]).

The Ilollowing DTM assemblies (DTM binaries) shall be signed using a code-signing céertificate:

e DTM BL assembly
e DiminfoBuilder if implemented in a separate assembly

e StaticFunction assemblies (if available).

For further information on verification of origin refer to [27].

5.19.4 Code access security

The |NET Framework provides a security mechanism referred to as "Code Access Segurity
(CAY)" [21]. This mechanism allows to limit the access pérmissions (e.g. to file system, registry
or network) of an assembly.

As thlis could mean limiting essential capabilities-of'a DTM, a Frame Application is not allpwed
to linfit code access permissions. That means £ode Access Security shall not be used.

5.19.56 Validation of FDT compliance certification

The EDT Group defines an FDT compliance certification procedure for DTMs.

FDT pupports the means to enable a Frame Application to validate the compliance certifigation
of a PTM. For certified DTMsja conformity record file is provided, which is generated by an
authqrized FDT certification.laboratory and signed using a public-key cryptography appropch.

The gonformity record;file is digitally signed using a private key which is only known to thg FDT
Group and authorized certification labs. Frame Applications can check the conformity r¢cord
file by checking the signature using the corresponding public key of the FDT Group.

The ¢ertification record file shall be signed according to the W3C XML Signature Syntax and
ProcTssing recommendation [22].

A DTM certification record shall use the exact same DTM vendor name as used in the

Authenticode® signatures of DTM BL and Ul assemblies included in the DTM deployment
package.

Figure 65 shows an example for a conformity record file. This is an instance of the datatype
"ConformityRecord", which is signed according to [28] (signature data of example is
incomplete).
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<?xml version="1.0" encoding="utf-8"?>

<ConformityRecord xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="ConformityRecord.xsd">

<UniqueCertificateNumber>Cert 1234</UniqueCertificateNumber>
<TestedDtmName>Name of DTM</TestedDtmName>

<TestedDtmVersion

Build="0"
Major="1"
Minor="0"

Revision="0">
/TestedDtmVersion>
TestedDtmId>6d0f£d65-0936-420e-9e40-42d039fd8a98</TestedDtmId>
TestedTypeId>00000000-0000-0000-0000-000000000000</TestedTypeld>
TestedProtocolld>036d1498-387b-11d4-86e1-00e0987270b9</TestedProtocolIdy
DateOfTest>2014-10-13</DateOfTest>
TestedOSVersion>
<OSVersionNumber
Build="7601"
Major="6"
Minor="1"
Revision="65536">
</0SVersionNumber>
<ServicePack>Service Pack 1</SeryilcgPack>
/TestedOSVersion>
VendorName>Vendor Ltd.</VehddrName>
TestLabName>014</TesthabName>
DtmInfos>

<DtmInfo dexxpeType="XYZ" deviceVersion="1.0"
defrtceTypeId="8e7bdad0-a042-466c-9b£f8-8cabc8f06626">

<ClgseificationIds>

<ClassificationId classificationId="Temperature"/>

Figure 65 — Example: Conformity record file

Figure 66 shows how a Frame Application can check a certification record file.
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pub

{

lic static Boolean VerifyXmlFile(String fileName, X509Certificate? certificate)

// Create a new XML document.

XmlDocument xmlDocument = new XmlDocument () ;

// Load the passed XML file into the document.

xmlDocument.Load (fileName) ;

// Find the "Signature" node and create a new

// ¥mlNodeList object.

XmlNodeList nodeList = xmlDocument.GetElementsByTagName ("Signature")g
if (nodelList == null || nodeList.Count != 1)

{

The kDT interface specification includes thesxfeHowing FDT Objects:

e D[TM Business Logic
e DI|TM User Interface objects

The behavior of these objects and their interfaces are described in this clause. Devel

imple
imple

e Clommunication Channel
F

fame Application

Figure 66 — Example: checking conformity’record file

DT Objects and interfaces

General

DTM WebUI

Frame Application Business Logic
Frame Application User Interface
Frame Application WebUI (FA WebUI)

menting DTMs or parts of Frame Application like storage or communication objects

bpers
shall

ment the functionality as defined in this clause.

This clause also references and defines expected behavior of FDT-specific interfaces that FDT

comp

liant objects shall implement.

In order to describe the availability of interfaces for the different FDT Objects, following
abbreviations are used:

M:
C:
O:

mandatory — the interface shall be provided

conditional — the interface shall be provided depending on conditions
optional — the interface may be provided based on product decisions
not allowed — the interface shall not be provided
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6.2 Frame Application

6.2.1 General

A Frame Application in general may be structured into two tiers: Business Logic and Graphical
User Interface (GUI). In order to support different use cases (see for example Clause 11), this
specification supports different type of GUI for a Frame Application. That is why, the document
describes three main components of a Frame Application:

e Frame Application Business Logic, represents the business logic of the application, which
implements the structure and behavior (business rules) according to its supported use cases
(see 4.3.1).

e Fframe Application User Interface, represents the conventional GUI of the applicationavhich
may be used for example in a standalone architecture (see 11.2) or a distributed applidation
(dee 11.4).

Fframe Application WebUI (FA WebUI), represents an HTML5 based GUI of the application,
which is intended to support distributed application scenarios (see 11.3¢and 11.4).

6.2.2 Frame Application Business Logic

The ¢lass diagram in Figure 67 shows the interfaces, which shall be<implemented by a Frame
Application Business Logic.
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Figure 67 — Frame Application BL interfaces

The Frame Application BL implements the IFrame interface which is passed to the DTM
Business Logic. The properties of IFrame interface, named FrameUi, Topology, Trace and
AuditTrail, provide access to the corresponding interfaces IFrameUi, ITopology, ITrace and
[AuditTrail (see Table 7).

ICommunicationChannelProxy is implemented as part of the Frame Application and is provided
to the DTM in IDtm3.EnableCommunication2().
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DTMDataSet instances are provided from Frame Applications internal persistent storage for
each device node (DTM instance) in the topology. The corresponding |IDataset interface is
implemented by Frame-Application-specific instances (shown as DTMDataSet class in the
diagram) for each device node and passed to the DTM Business Logic. The DTMDataSubsets
collected in DTM InstanceData or in DTM BulkData implement the interface IDataSubset.

Table 7 — Frame Application BL interfaces

Interface

Availability

Description

IAuditTrail

M

Interface used to receive audit trail events from DTMs in order
to record changes and actions performed on a device.

ICommunicationChannelProxy

M

Proxy interface which enables a DTM to interact with theNinked
Communication Channel provided by the Parent DTM.in the
FDT topology.

IDatdset

Interface used to read and store DTM instance-specific datp in
a dataset

IDatagSubset

The DTMDataSubsets contain the actual DTM persistent data.

IDataSubsetDictionary

Represents a collection of data subsets,

IDisdosable

.NET interface for disposable objeets.

IDtmProxy

This interface is provided by-DTM proxy objects. These objects
enable a DTM to interact with.another DTM instance
(represented by the proxy‘object).

IFrarhe

The IFrame interface (is)the main interface of a Frame
Application. It includes the services that shall be provided by
the Frame Application to the DTM Business Logic and the PTM
WebUls.

The reference to this interface is passed to the DTM Busingss
Logic and\to the DTM WebUIl in the call. The interface provjdes
referenCes to further interfaces.

IFrameUi

This interface provides access to the Frame Application usgr
interface.

A Frame Application that provides a local user interface shall
provide this interface. If the Frame Application does not pr¢vide
this interface, the DTM knows explicitly that no GUI is
available.

=

A DTM shall be able to adapt to the situation where it cannp
show a user interface.

IPhysicalTopology

Interface used to manage physical connections between DTMs.
The ability to manage physical connections depends on thg
availability of the IPorts interface at a DTM.

IProg¢essIimageValidation

In some automation systems it is a requirement to apply
changes to the process image while the PLC is running. Thjis
interface provides the methods needed to validate whether|a
potential change can be applied while the PLC is running.

IProgressUi

Interface to a Frame Application progress user interface

— = el =y
UPCTICU Uy THTaITIiCUT. OTTUWTTUYUTTSS.

A Frame Application that provides a local user interface shall
provide this interface. The interface can be used by DTM
WebUI to show progress information.

For asynchronous operations that are executed in the DTM BL
the progress mechanism of extended AsyncResult pattern shall
be used.

ITopology

This interface provides the access to the FDT topology. A DTM
can request and release references to other DTM instances as
well as create and remove Child DTMs.

ITrace

Trace interface that shall be used by DTMs to inform a Frame
Application about trace message.
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6.2.3 Frame Application WebUI

In order to support distributed architectures (e.g. in context of lloT), a Frame Application may
provide a GUIl based on web-server technologies. This FA WebUI will host the WebUls provided
by DTMs and provides the IDtimWebUiMessaging interface to the DTM WebUi, so that the DTM
WebUI may interact with its DTM BL.

The FA WebUIl and the DTM WebUI interact not only graphically, but also by means of
JavaScript APIs.

The Frame WebUI provides the WebData connector for accessing the data of the DTM BL
(see Figure 68).

Frame
Application loads DTM WebUI
WebUI
T
I
o loads
7
\\,f N
aJavaScript APD
IWeb Trace WebData ’ Fr.ame.
. provides Application
N Connector i .
¢ Business Logic
v
G warn() T
& error() \
v EH[UES‘UE bled ] wlavaScript APD:
¢ izDebugEnabled) ) R
¢ isTraceEnabled() IL . IDtm WebUiMessaging
v
v
v

IEC
Figure 68 — Frame Application WebUI

Table 8 — Frame Application WebUI interfaces

Web interface ’\EA\\'lailability Description

IDtmWebUiMessaging M This JavaScript APl is provided by the
Frame Application. It enables the DTM
WebUI to interact with the DTM BL.

IWebTrace M JavaScript Trace interface that shall be
used by DTM WebUIs to inform a Frame
Application about trace message.

6.3 | DT/MBusiness Logic

6.3.1__~'DTM BL interfaces

The class diagrams in Figure 69 and Figure 70 show the interfaces which shall be implemented
by a DTM Business Logic class. IDtm3 is implemented by the DTM Business Logic and provides
access to all other interfaces by corresponding properties.
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Figure 69 — DTM Business Logic interfaces (Part 1)
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Figure 70 — DTM Business Logic interfaces (Part 2)
There is no state machine defined for DtmInfoBuilder instances. DtmiInfoBuilder objects are
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Table 9 — DTM Business Logic interfaces

Interface

Description

IChannels

This interface is used for accessing the Communication Channel objects of a
DTM.

IChildDtmEvents

Interface used by the Frame Application to inform the DTM about events
occurred in a Child DTM in the FDT topology.

ICommandFunction

This interface is used to execute command functions.

IComparison

This interface allows a Frame Application to request the DTM to compare the
dataset with another dataset or with the data in the physical device.

IDev[ceData

I'nis nterface provides online access 10 SpeclIlic parameters or a device.

IDtmB

This is the main interface of a DTM according to IEC TS 62453-43. This
interface is mandatory for implementations according to IEC TS 62453:43. |It
defines the methods to control the DTM state-machine and general propertjes.

The interface is the successor of the FDT2.1 interfaces IDtm2,and IDtm.
These interfaces are documented in [3].

IDtmAssemblylnfo

This interface is used to provide information about the-main DTM assembligs.
(In some situations, for instance if the DTM is built using the DTM-CC, the
Frame Application has no access to the assembljes signed by the DTM

vendor.) The Frame Application shall use this intérface to retrieve informat|on
about the DTM-specific assemblies. The target is to verify the assemblies
against the DTM certification record. The jinterface shall be implemented by the
DtminfoBuilder.

IDtm|nfoBuilder2

This interface is used to initialize andrshutdown a DtmInfoBuilder object
according to IEC TS 62453-43. This interface is mandatory for implementafions
according to IEC TS 62453-43.{TheFrame Application can use a
DtminfoBuilder to retrieve infermation about the DTM and its supported typjes.

IDtmnformation

This interface provides general information about the DTM itself and the
supported device types.

IDtmMessaging

This interface is usgd'for interaction between the DTM Business Logic of two
DTMs (Composite,and Module DTM).

IDtmRoleAccess

This is the maininterface for role based access (for a DTM representing a
multirole device). It provides access to the role based interfaces.

IDtmJiManagement

Interfacenused for managing the session between DTM WebUIl and DTM BU.

IDtmUiMessaging

Interface used for interaction between the Business Logic and DTM WebUI

B4

IFungtion

This interface provides access to functions, user interfaces and documentsJ
provided by a DTM.

IHargwarelnformation

This interface is used by Frame Application to request hardware informatiop
from a device.

lInstanceData

This interface provides access to DTM instance data parameters.

INetworkData

This interface provides network management relevant information.

INetworklpfo\alidation

In some automation systems it is a requirement to apply changes to the
Network Info (which leads to a change in process image) while the PLC is
running. This interface provides the needed methods to validate if a potent|al

cirange cam beapptiedwhite the PECisTumming:

10nlineOperation

This interface allows a Frame Application to request the DTM to exchange
online data with the device.

IPorts

The interface allows to request a list of ports from the DTM.

IProcessData

This interface provides information related to process data of a field device for
the integration of the device into the control system like datatype, signal
direction, engineering units, and ranges etc.

IProcessimage

This interface provides access to the description of the process image provided
by a fieldbus master.

IReporting

This interface is used to report the current instance or device dataset of a DTM
(online data allowed here), e.g. for printing or documentation.

NOTE The Frame Application might generate reports using linstanceData/IDeviceData
interfaces.

IStaticFunction2

This interface is used to execute Static Functions independently of the DTM.
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Interface

Description

IDeviceCustomConfiguration
lInstanceCustomConfiguration

restrict access to these interfaces.

These are optional interfaces. Only DTMs that allow customization of
parameter access for User Level "Expert" need to implement these interfaces.
These interfaces are supported only when the DTM is in the running state,

before any function is invoked on the DTM. In all other states, the DTM shall

Table 10 defines under which conditions interfaces shall be implemented.

Table 10 — Availability of interfaces depending of type of DTM

Interface Condition Device Comm Gatew | Compo Moﬁﬂ BTM
DTM unicati ay site Q
on DTM DTM Device
DTM “H}°
IChiannels Interface shall be provided 0¥ M M 1Y/ 0¥ -
by all DTMs that provide
communication access to
other DTMs.
IChjldDtmEvents Interface shall be provided (O] M M M 0 -
by all DTMs that provide
communication access to
other DTMs.
ICommandFunction
IComparison Interface shall be provided C C C C Cc C
if not all parameters of the
DTM/device can be
accessed by linstanceData /
IDeviceData interfaces.
IDejviceData Interface shall be provided C C C C C C
for all devices which have
online data.
IDejviceCustom- (0] O (0] O (0] (0]
Configuration
IDtmM3 M M M M M M
IDtmAssemblylnfo M M M M M M
IDtmInfoBuilder2 M M M M M M
IDtmInformation M M M M M M
IDtnMessaging May be implemented in (0] (0] (0] (0] (0] (0]
case a tight coupling
between two DTMs of the
same vendor is required.
IDtmmRoleAccess Interface shall be provided C C C C C C
when a multirole device is
supported.
IDtmUiManagement Interface shall be provided C C C C C C
for DTMs with user
interfaces.
IDtmUiMessaging Interface shall be provided C C C C C C
for DTMs with user
interfaces.
IFunction M M M M M M
IHardwarelnformation M M M M M M
InstanceCustom- (0] (0] (0] (0] (0] (0]
Configuration
lInstanceData M M M M M M
INetworkData M M M M M M
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Interface Condition Device Comm Gatew | Compo | Module
DTM unicati ay site DTM
on DTM DTM Device
DTM

BTM

INetworklInfo- Only implemented by DTMs (0] (0]
Validation which represent a fieldbus

Master and which are used
in automation systems with
specific requirements.

10n

lineOperation Interface shall be provided C (@) (0] C C
for all devices which have
online data and shall be
loaded dllring

commissioning.

IPo

Fts The protocol-specific M M M M M
specification annex defines
the rules for this interface.

IPr

cessData The protocol-specific C C C € -
specification annex, defines
the rules for this interface. If
the protocol supports
process data and the
respective device provides
process data the DTM shall
provide this interface.

IPr

cesslmage Interface shall be provided - C C - -
by Communication- /
Gateway-DTMs that provide
the layout of a process
image of a master device.

IRe

porting Interface shall be provided M M M M M
to support advanced
reporting capabilities.

Optional for DeviceDTM and ModuleDTM for instance because of possible BTM support.

For 4

DTM, which has set the flag<Typelnfo.CommunicationSupport to value 'PassiveDepice’,

all interfaces related to communieation (i.e. IChannels, IDeviceData, IHardwarelnformation,

[Onli

6.3.2
6.3.2

The fiollowing state machines describe the behavior of the DTM in regard to its interfaces|

state

Appli
DTM

neOperation, IProcessimage) shall not be supported.

State machines\related to DTM BL
1 General
5 are defined mainly to describe how a DTM is guided through different stages by a F

cation~and which interface methods can be used at a specific stage of the lifetimg
instance. The state machine is based on the general state machine as defin

IEC ¢

2453-2. |t is exten t mm te th ific n f NET implement

The
rame

of a
ed in
tion.

The state machines provided here are intended as a general specification for all types of DTM
and are not intended as implementation design (e.g. in order to support the "{enter state}"
triggers an implementation might define additional states).

For information on which interface methods can be used at specific states refer to 6.6.
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6.3.2.2 DTM state machine

The DTM State Machine in Figure 71 shows the states and transitions that are controlled by a
Frame Application (the Frame Application has full control).

The diagram uses following notation:

e Method(): denotes a method used as a trigger for a state transition, the transition taken only,
when the respective method returns

e [condition expression]: denotes a condition (guard) that must evaluate true for the transition
to be taken

e <method_name>: denotes an asynchronous operation
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sm : DTM State Machine)

initial

new()

created }7

final

Release by

Garbage
Collector

released

Init()

LoadData()
[loadData succeeded]

[Init succeeded] EndReleas
BeginRelease() —
initialized W BeginRelease() releasing
J
InitData()
[InitData succeeded]
‘ BeginRelease()
configuring
Run() <Configuration>
[<Configuration>
succeeded]
‘ BeginRelease()

running ‘

EngbleCommunication2()

DisableCommunication()
[<StopCommunication> succeeded]

communicationAllowed ’»

<StopCommunication>

Figure 71 — State machine of DTM BL

Table 11 provides a description of the state transitions with their conditions and actions.

IEC
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Table 11 — Definition of DTM BL state machine

IEC TS 62453-43:2024 © IEC 2024

# Start state End state Trigger Condition
1 initial created new() new() succeeded
2 created initialized Init() Init() succeeded
3 created releasing BeginRelease() BeginRelease() succeeded
4 initialized running LoadData() LoadData() succeeded
5 initialized configuring InitData() InitData() succeeded
6 initialized releasing BeginRelease() BeginRelease() succeeded
7 configuring configuring BeginConfiguration()/ <Configuration> succeeded
EndConfiguration()
8 configuring running Run() <Configuration> succéeded ar|d
Run() succeeded
9 configuring releasing BeginRelease() BeginRelease(),succeeded
1( running communication | EnableCommunication2() Reference o parent
Allowed CommunicationChannel is valid
and EnableCommunication2()
succeeded
11 running releasing BeginRelease() all user interfaces are closed,
all operations are finished
12 communication | communication | BeginStopCommunication{)/ <StopCommunication>
Allowed Allowed L succeeded
EndStopCommunication()
13 communication | running DisableCommunjeation() <StopCommunication>
Allowed succeeded and
DisableCommunication()
succeeded
14 releasing released EndRelease() *)
14 released final Removal by .NET
GanbageCollector
*)| This transition is taken, even if the method failed.
6.3.2/3 Online state machine
The gtate machine in Eigure 72 shows the internal states of state "communicationAllowed'|. The
DTM|controls the internal states according to this state machine. The DTM does not expose the
subsiate, but fires,events which inform the Frame Application about internal state transf|tions
(OnlineStateChanged event). In order to prepare an exit from the |state
"communicatjottAllowed", the Frame Application performs the asynchrgnous
<StopCommunication()> operation. The actual exit from state "communicationAllowed" is

triggd

tred(by DisableCommunication() (see Table 11).

The state machine is used to define state-dependent interface and method availability in 6.6.
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sm : Online State Machin(y
/7 communicationAllowed \\\
initial . @ final
A
1
20
~ - e O\
/ notConnected \ [ inactive
%
4 N 4 ™
‘ standby ‘ disturbed ‘ =
N ) J )
\ T8 Ny ~
{automatic}, -
3 StopCommunication
connect trigger has been requested
[connect conditions] 6
connect finished 1 17
[co nnect failed or di {finished disconnect finished
5 cancelled] Isconnectiinishe [disconnect succeeded] /
[connection aborted || t t=0
cancel connect (disconnect succeeded && connect_count =
device type check failed) ]/
connect_count =0
( connecting N e disconnecting C D
13 Y,
connection|aborted 1€ \
7 by communication di Set finished
connect finished [connect_count == 0] iscompect finishe 14
[$onnect succeeded)] / B 10 [disconnect failed] disconnect trigger ,
connect_count = 1 check|finished disconnect conditions
[device type check failed] [connect_count == 1]
‘,/ - connected i
v !
4 I e ™~
checkingDevice [ online ‘
L | 12 | |
- ~ checkfinished - /
[device typ€ theck succeeded] 21 2
connect finished disconnect finished
\ [connect succeeded] / [disconnect succeeded] / ||
. connect_count++ connect_count-- i
| _
N |
IEC
Figure 72 — Online state machine of DTM
Additional to the-diagram notation explained in Figure 72, Table 12 also shows triggers| that
occuf automatically.
The frigger {automatic} is a trigger, that activates automatically after the start state df the
transttiomtrasbeemreached(spontanmeous trarmsition):

The trigger {enter state} fires when a state is reached.

These triggers are not associated to specific transitions, but fire every time, when a transition
leads into the state. That is why those triggers are shown in Table 12 without number and only

with the start state.

When the DTM is in 'online' state, it may request additional connections to the device (e.g. by
calling <Connect()> on the parent channel). These requests do not trigger a transition to another
state, but if the creation of the additional connection succeeds, the count of connections
(connect_count) is incremented (transition 21).
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If the DTM wants to terminate a connection and the count of connections is larger than 1, the
request to terminate the connection (e.g. a call to <Disconnect()> on the parent channel) does
not trigger a state transition, the DTM stays in state 'online' until it terminates the last
connection. If the termination of an additional connection succeeds, the count of connections
(connect_count) is decremented (transition 22).

Table 12 — Definition of online state machine

# Start state End state Trigger Condition Action
1 |communicationAl |notConnected {automatic}
lowed
2 |potConnected standby {automatic} raise
OnlineStateChampged(not
(notConnectedSt ConnectedStandby)
andby)
3 [potConnected connecting connect trigger <StopCommunic
Several triggers possible: ation> has not
) been called
For Child DTMs:
— Immediate connect because
"StayConnected" was
requested in
EnableCommunication2()
— online function started (e.g.
Download or Online-GUI)
— reconnect after lost
connection
For CommDTM:
— Immediate connect because
"StayConnegted" was
requested(dn
EnableCommunication2()
— onling,function started(e.g.
Scan, Download or Online-
GUI)
— Child DTM requested
connection +)
4 |ponnecting ++) {enter state} raise
OnlineStateChanged
(connecting)
initiate connectign:
For Child DTMs:
— Call <Connec}()> on
parent channgl
For Comm DTMg +):
— Use driver AHI to
connect.
5 |connecting connecting cancel connect CancelConnect() +)
6 |connecting disturbed connect finished connect failed or |raise
. cancel OnlineStateChanged(No
(notConnectedDi succeeded tConnectedDisturbed)
sturbed)
7 |connecting connected connect finished connect set connect_count=1
(connect_count = succeeded
1)
8 |connected checkingDevice |{automatic} raise
OnlineStateChanged
(connectedChec (ConnectedCheckingDevi
kingDevice) ce)
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# Start state End state Trigger Condition Action
9 [checkingDevice {enter state} Depending on the
parameter
deviceTypeCheckMode,
perform device type
check. *)
10 |checkingDevice |disconnecting device type check finished device type raise
check failed OnlineStateChanged
(Disconnecting)
raise
DeviceTypeCheckFinish
ed(UnsupportedDevice)
11 |disconnecting Disturbed disconnect finished connection set connect_coupt=0
) aborted by
(notConnectedDi communication ||
sturbed) (disconnect
succeeded &&
device type
check failed)
12 |checkingDevice |online device type check finished device type raise
check succeeded|OnlineStateChanged(Co
connectedCheck [(connected nnectedOnline)
ngDevice) Online)
raise
DeviceTypeCheg¢kFinish
ed(SupportedDeyice)
13 |connected notConnected connection aborted by there are no For Child DTMs:
communication connections .
(connect_count |~ Handle pending
Abort notification received from |Z_ 0) - transactions @r active
parent Communication online functiops. **)
Channel+
) For ParentDTMs}:
— Abort all child
connections
14 |connected disconnecting disconhect trigger or there is only one
connect_count = disconnect condition established
) . . connection
Several triggers possible: (connect_count
— all online functions finished |== 1)
(and DTM is in
ConnectionMode
"OnDemand")
— call to <StopCommunication>
has been received
— Child DTM calls
<Disconnect>
15 |gisconnecting {enter state} raise
OnlineStateChampged(Dis
connecting)
toarminata canng 3ti0n:
For Child DTMs:
— Call <Disconnect()>
on parent channel
For Comm DTMs +):
— Use driver API to
disconnect.
16 |disconnecting online disconnect finished disconnect failed |raise
OnlineStateChanged
(connected (ConnectedOnline)
Online)
17 |disconnecting notConnected disconnect finished disconnect set connect_count=0
succeeded
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Start state

End state

Trigger

Condition Action

notConnected

inactive

{automatic} or
<StopCommunication> has
been requested

19

inactive

{enter state}

raise

ctive)

OnlineStateChanged(Ina

20

inactive

final

{automatic}

<StopCommunication>
completed callback

21

online
(connect_count >

online
(connect_count+

an additional connection has
been established and 'connect

connect increment

succeeded

connect_count

U) +) mnisnead CallbacCK Nas Deer

received

22

decrement
connect_count

disconnect
succeeded

an additional connection has
been terminated and
'disconnect finished' callback
has been received

online
(connect_count--)

bnline
connect_count >1)

")

**)

evice type check means, that the DTM checks if it is connected to he) correct
evice type check is performed depending on the parameter 'deviceTypeCheckMode'
checkingDevice" is entered. The Frame Application receives an event DeviceType€heckFinished, when

Ell el e

xecute the device type check once (when the DTM goes online for the first\time), or every time when
oes online. Also, for some devices a device type check may not be feasible. In all cases when no devi
5 performed, the DTM shall raise DeviceTypeCheckFinished event with /NetChecked' value.

O @O =

synchronous operations shall always be finished by calling the 'Cémpleted' callback method. If a conn
borted, each aborted transaction will raise an FdtConnectionAbortedException in its 'End'-method.

Q3

ommunication DTMs do not call <Connect> or <DisconneCt>‘as they do not have a parent Comm
hannel. Instead Communication DTMs work on a driver ARI™For the same reason, the abort notificati
alid for Communication DTMs, but a Communication DTM may receive a similar notification from the dn

If <StopCommunication> is called in state 'connecting’;“then the connection establishment is continue
ucceeds, fails or until it is cancelled) and <StopCemmunication> is handled in the next state (state 'co
r state 'disturbed").

devid
wheg

baves the state "checkingDevice". The Frame Application may request to €xecute no device type g

e type.
n state
the DTM
heck, to
he DTM
te check

ection is

nication
bn is not
ver.

(until it
nnected’

6.3.3
6.3.3

A DT
to su

Two

to mq

State machine of instance-data

1 General

M BL shall expose the state of the actual instance data to the Frame Application in
pport Frame Applications in synchronizing DTM datasets with their respective de

difications (see Figure 73):

odificationin"DTM: linstanceData.ModifiedInDtm (see state machine in Figure 74) re
hanges.in the instance data and

odification in device: IDeviceData.ModifiedInDevice (see state machine in Figur
fleCts changes in the online data.

brder
ices.

broperties reflect the possible states of the data (instance data and online data) in r¢gard

flects

e 75)
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Online DTM GUI Offline DTM-GUI

Flow of Flow of
modification modifications

i

N\
! MadifiedInDevice !

Offline ‘Z
ModifiedInDTM
Device
Parameters
BL /

D
ReadDataFrom)Device() /
Wy : ?? & %®ev
a Set

WriteDatalobevice()
Device

IEC

Figure 73 — Modifications of data through a DTM

NOTE| For description of the concept of instance data and device data see 4.15.1.

If thel DTM supports the methods <ReadDataFromDevice()> and <WriteDataToDevice()>|then
the Hrame Applicationmay use these methods for synchronization of Instance Data Sef and
Devige Data Set. A,;DTM indicates in the property 10nlineOperation.SupportedTransfers
whether the respettive device supports these methods.

6.3.3(2 Modifications in DTM

The property ModifiedInDtm can be used by a Frame Application to detect which DTMs |[have
moditication of offline data that are not synchronized with the respective device

The state "default" indicates the initial status of the dataset (after InitData()).

Any offline modification of device parameters will lead to a state not equal to "default" (device
parameters here means subset of offline data that is synchronized with the device).

<ReadDataFromDevice()> or <WriteDataToDevice()> change the state to "dataLoaded".

The state shall be exposed in linstanceData property ModifiediInDtm and shall be read only (see
Figure 74). The DTM shall include the state in its persisted instance dataset and set the state
accordingly in LoadData(). When the state changes, the DTM fires an
lInstanceData.ModifiedInDtmChanged() event.
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sm : linstanceData.ModifiedInDTM
initial

Read or write all data ‘
default

-/

-

The 1

neaning of the different states can be'seen in Table 13.

First offline
modification

~

modifiedinDTM

Read or write all data .
Offline

Modification

e ™

‘ dataLoaded

Figure 74 — ModifiedInDtm: State machine of instance data

IEC

Table 13 — Description of instance dataset states

State f\\ Meaning

default This state is set after creation of a new instance dataset in InitData(). The state if
only,valid if the newly created dataset contains enough information to establish a
preper communication.

modifiedInDTM The offline instance dataset is modified and not synchronized with the device.

dataloaded The offline instance dataset has been synchronized with the device. No further
change has been executed on the instance dataset since the synchronization.

6.3.3{3 Modifications in device

The property ModifiedInDevice can be used by a Frame Application to detect which DTMs have
modified the data in the device and have not synchronized their DTM dataset. Any change to
the device, which is performed or recognized by the DTM will lead to a state "modifiedOnline".

The status should indicate all changes in data used to configure the device. Changes in dynamic
values (e.g. operating hours) should not be reflected.

The state shall be exposed in IDeviceData property ModifiedInDevice and shall be read only.
(see Figure 75) The state shall be included in the persisted instance dataset. When the state
changes, an IDeviceData.ModifiedInDeviceChanged() event is fired.



https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024 - 141 -

sm: IDeviceData.ModifiedInDevice/

First instantiation of DTM

noKnownChanges

Online

Modification by DTM

Read or write all data

modifiedOnline

-

IEC
Figure 75 — ModifiedInDevice: State machine related\to device data
The meaning of the different states can be seen in Table 14,

Table 14 — Description of dataset states regarding online modifications

N -
State \\\ Meaning

noKrlownChanges The dataset state regarding the device is unknown because
e the DIM'was not connected to the device or

e the:DTM has synchronized at some point of time with the devjce.
The dataset has been uploaded (<ReadDataFromDevice()> o
downloaded (<WriteDataToDevice()>). No further change has|
been executed on the device by the DTM. But there may be
changes on the device, which were triggered from other sourges.

modifiedOnline Parameters have been changed in the device but not in instance dataslet
(e.g.: see use case Online parameterization, IDeviceData interface
definition)

'modifiedOnline’ status shall be set only once in case the data in the d¢vice
has been changed by the DTM.

In case of successful Upload or Download of complete dataset, the state
shall be set to "noKnownChanges".

Data|in{the device can also be modified directly by a tool out of the scope of the FDT. In this

case Litis recommended not to set the status to 'modifiedOnline’.

If an application is started, which may need to change the state in ModifiedinDevice (the
property is part of the instance dataset and cannot be changed when the dataset is not locked),
then the dataset shall be locked (StartTransaction()).

For special operations it is useful to keep the device configuration and the instance dataset in
sync. Therefore it is strongly recommended that the DTM should ask the user whether the data
should be synchronized. This is necessary for user interface functions like Online
Parameterization and Offline Parameterization (see Table A.4).

IDeviceData methods shall not modify the instance dataset, but shall set the state in
ModifiedInDevice.
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6.4 DTM User Interface
6.4.1 DTM WebUI

DTM WebUI can be embedded into Frame Application WebUI, which can be executed in a web
browser. The DTM WebUI shall be based on HTML and JavaScript (see 5.2 and 5.3 for

supported versions).

Figure 76 shows that DTM WebUI exposes a JavaScript APl (IDtmWebUiFunction), which is
used by the FA WebUI to control the DTM WebUI. See Annex E for the definition of the

JavaScript API.

«JavaScript interface»
IDtmWebUiFunction

@ InitAsync()
@ CloseAsync()

DTM WebUI

IEC
Figure 76 — DTM WebUKinterfaces

Table 15 — DTM WebUI interfaces

Interface Availability ,{(\U Description

IDtmWebUiFunction M This.is*the main JavaScript APl of a DTM WebUI.

The |IDTM WebUI which implements IDtmWebUiFunction shall be added to the

g

b

lobal

namgspace as object 'DtmWebU¥’. This enables the FA WebUI to use this global variable fo get

acces$s to the DTM WebUI.

NOTE| Figure 77 shows anexample for a DTM WebUI defining the DtmWebUi object.

class myDtmUWN implements FdtWebUi.IDtmWebUiFunction {
constructor ()
window! 'DtmWebUi'l = this:

Figure 77 — Example: Definition of DtmWebUi object

NOTE Figure 78 shows an example for a Frame Application WebUI accessing the DtmWebUi object.

const dtmWebUi = window['DtmWebUi'] as FdtWebUi.IDtmWebUiFunction;

Figure 78 — Example: Access to DtmWebUi by Frame WebUI
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6.5 Communication Channel

The following class diagram (Figure 79) shows the interfaces, which shall be implemented by a
Communication Channel. A Communication Channel implements the main interface
ICommunicationChannel and the interfaces ICommunication, ISubscription, IScanning, and
ISubTopology, which are accessible by corresponding properties of ICommunicationChannel.

«interface - ~ «interface»
ICommunication f:w;:omml,mmatmn Scanning s IScanning
¥ BeginConnect() )
@ BeginDisconnect() dinterface» anRequest()
@ BeginCommunicationR equest() ICommunicationChannel WF‘equSt”
-~ prm cquest)
v e | o —orrmnarneaton 1 =
v C CommunicationR equest() = o anning()
v E nect(} . o
@ EhdDisconnect() = subTopology() < «interface®
© EpdCommunicationR equest() &' Subscription() ISubTopblogy
% SupportedProtocols() & BeginChildatdadt)
A\ @ BeginChildpé
\
[ & BeginChiliR epositioned( )
)
«interface __Subscription : SubTopology & BelimsatChildre sses|)
ISubscription "*— | —] » Bedin',
v B ription|nitialization() | v Beginvalidate
v Bio ptionTermination() : ¥ Begin' i)
v E riptioninitialization() 1 @ EndChild
SC onle nation( ) A A
v El scriptionTemnination() Communlcatlon
Channel
¢ EndValidateRep ]

IEC
Figure 79 — Communication' Channel interfaces
Tablg 16 provides an overview on the interfaces of a Communication Channel.

Table 16 — Comimunication Channel interfaces

Interface Availal’z@}' Description

ICommunicationChannel M This is the main interface of a Communication Channel. It
provides access to all other channel interfaces and to channel
related information (e.g. supported protocols).

ICommunication M This interface is the communication entry point of a channel.

ISchnning C This interface is used to request a scan of the sub-topology of]
Communication Channel.

[O]

This interface shall be provided for communication protocols that
support scanning. The corresponding FDT Protocol Annex shall
define whether this interface is mandatory or not.

ISupscfiption C This interface extends the communication entry point of a

chanrnelwith-device-thitiated-datatransferfunctionality

This interface should be provided for communication protocols
that allow for device initiated data transfer. The corresponding
FDT Protocol Annex shall define whether this interface is
mandatory or not.

ISubTopology M This interface provides methods for management of the sub-
topology for a Communication Channel.

As defined in 4.6 a communication channel shall be able to manage multiple connections to one
or multiple devices. The state of each connection shall be managed separately. The state
machine shown in Figure 80 and Table 17 describes the states related to a connection. Since
a connection is not an active object, the states are expected to be managed by the respective
communication channel.
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sm : Connection State Machinty
initial @ final
1 20
‘ idle
2 4
connect request connect finished
[connect Tailed or 17
cancelled] / disconnect finished
1
3 conheciresponse [disconnect succeeded] %
cancel connect disconnect responge
request
creating terminating
6
5 connection failed / 8
abort event disconnect finished

connect finished
[connect succeeded] /
connect response 7
disSconnect request

[disconnect failed] /
disconnect response

k established

Figure 80— Connection state machine

Table 17=Definition of connection state machine

IEC

Start state Enmte Trigger Condition Action
nitial idle {automatic}
dle credting connect request has been
received
Creating creating cancel request has been start canceling the
received connection
Creating idle connect has finished connect failed or has |[send connect regponse
been canceled (negative)
creating established connect has finished connect succeeded send connect response
(positive)
established idle connection failed send abort event
established terminating disconnect request start terminating the
connection
terminating established disconnect has finished disconnect failed send disconnect
response (negative)
terminating idle disconnect has finished disconnect successful [send disconnect

response (positive)
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6.6 Availability of interface methods

Frame Application interfaces can always be called from other FDT Objects as soon as the
Frame Application provides access to these interfaces.

The availability of interface methods of the DTM-related objects may depend on the state of the
DTM instance.

The table below defines the interfaces of a DTM BL which can be used by a Frame Application
at the shown states, see Table 18.

Table 18 — Availability of DTM BL methods in different states
Interface / Method = 4 N
| | 2LP
3|82 i0E| 3
TG R
1 E| 8 éQD c| et
AN E
Y. 8
IChannels *) X X X
ICommandFunction X X
IComparison.<InstanceDataCompare()> X X
IComparison.<DeviceDataCompare()> X
IDeviceData
<GetDatalnfo()> X
(all other methods) X
IDtm3 *)
Init()
BeginRelease() X X X X
LoadData()
InitData() X
<Cenfiguration()>
Run() X
EnableCommunication2() X
<StopCommunication()> X
B:mgﬁtzm?:;a%etl\’/ersion, TracelLevel X X X X X
All other methods / interface properties X X X
DtmUiManagement X X
IDtmInformation *) X X X X
IDtmMessaging X X
IDtmUiMessaging X X
IFunction X X
IHardwarelnformation X
lInstanceData X X
INetworkData X
INetworkInfoValidation X X
10nlineOperation X
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Interface / Method =
s
- = < =
S| S| 2| 5|8 8|3
S| E|S5|2|E|®|®
£ 8 €
£
£
]
o
IPorts X X
IProcessData X X
IProcessIimage X X
IReporting X X
IDeviceCustomConfiguration X
lInstanceCustomConfiguration
*) The Frame Application shall not subscribe to events before the DTM is in state)*funning'
Comimunication Channel interfaces can always be called from other-FDT commu as so¢n as
the Qommunication Channel provides access to these interfaces.
7 HDT datatypes
7.1 General
Datalypes are defined in Annex B. This clause provides an overview on top-level datatypes and
how they are used. This clause (diagrams anddables) does not provide the complete datatype
defin|tion; refer to Annex B for a complete datatype definition.
7.2 | Datatypes — Base
FDT fdefines two basic datatypes; FdtDatatype and FdtList<>. Figure 81 shows exampleq how
FdtDatatype and FdtList<> are-used.
__________ N
{ abind» <T->FdtDatatype>| dtDataty; ”””””
Some
1.*| FDT Datatype
IEC
Used in:

-/-

Figure 81 — FdtDatatype and FdtList

Table 19 describes the base datatypes.
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Table 19 — FDT base datatypes

Datatype Description

FdtDatatype Base class for all FDT datatype classes.

The class provides the base implementation for the Verify() and Clone() methods. The type
parameter T is always set to the derived class and is used to control these methods:

» Verify() checks whether all properties are valid (e.g. mandatory properties have a value
etc.).

« Clone() creates a new object that is a deep-copy of the instance. All objects are
duplicated, the top-level objects are duplicated as well as all the lower levels.

thL bi. GUIIUI;\.’ :Ibt Uf F\J‘thtdty}JUb T:IU ty}JU }JalalllUtUl T \J‘Uﬁllcb t:IU ty}JU Uf t:IU :Iot U:UIIIUIIt y
FdtList<> is derived from System.Collections.Generic.List and provides all functions\of|List.
The Verify() method enforces the rule that the list shall not be empty. If an empty.list-shall

be represented, the respective member shall return 'null".

Like FdtDatatype the FdtList<> also provides the methods Verify() and Clone().

7.3 | General datatypes

Gengral FDT datatypes are used in various other FDT datatypes.
Table 20 lists and describes the general FDT datatypes

Table 20 — FDT General datatypes

N4
Datatype name \\QDescription

Bus(Gategory A bus category is a Universally Wnique Identifier for a fieldbus protocol (or a po|nt-
to-point communication protocol). A property indicates whether the bus category is
'supported' or 'required’.

CharnnelReference Unique identifier of a‘@ommunication Channel provided by a DTM.

Invokeld Unique identifier_foran opened user interface.

Phy5|icaILayer Unique identifier for a physical layer of a fieldbus like PROFIBUS PA.

PortFIEeference Unique.identifier of a Port provided by a DTM.

Progfessinfo Information about progress of an operation.

Progfessinfo<T> Intermediated result and information about progress of an operation.

ProtgcollnfoAttribute This attribute class exposes general information about a protocol-specific assembly.

Semanticlnfo This class provides semantic information for a data object. For a range of
predefined Semanticlds see Annex I.

User]nfo Description of the user level including information about permissions, current
session etc.

7.4 Datatypes — Dtminfo / Typeinfo

The class diagram in Figure 82 describes the relations of Dtminfo, Typelnfo and associated
classes.
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DTM Business Logic

GetDtminfo() <GetSupportedTypes()> etDeviceldentinfo()

Dtminfo Typelnfo

Deviceldentinfo

DtmRef : DynamicClassReference

FdtVersion - Version CommunicationSupport : enum

tvers Date : string
ﬁ : Gu_ld . Descriptor : string
lame : string Id : Guid

ProgldsOfSupportedFdt1DTMs : List<Progld>
Vendor : string
Version : Version

ProductManufacturerName : string
ProductName : string

ProductRevision ; string

Roles : Role [0..*]
9999
‘ Bitmaps
FdtBitmaplInfo
0.*
‘ BusCategory 1"
BusCategories
1
DatasetFormats FR——— ModuleTypelnfo DeviceTypelnfo BlockTypelnfo
Profile : int
ReadSypported : DatasetFormat [0..*] ’ ’ ProfileRevision int
Used : Guid 1 1
‘ Document }Documents— 1 BlockTypeCategory
0- Category BlockCategory : Guid
| 1 | BlockCategoryName : string|
‘ DtmCategory 1
| DtmCategory
| lcons DeticeClassifications
‘ Ftlconinfo | 0.* 1. DeviceClassification
ModuleClassifications
1.
ClassificationDognainld
1 1 Domainld PowerD\stribution
MotionControl
0." | Measurement
Operatorinterface
ModulesAndContrgllers
Communication
4 —————]
1 Cloaamum”
IEC
Used |n:
IDtmInformation.GetDtmInfo()
IDtmIrfformation.BeginGetSupportedTypes() / IDtmInformation.EndGetSupportedTypes()
IDtmIrfformation.GetDeviceldentInfo()
IDtm3]ActiveType
Figure 82 — Dtminfo / Typelnfo — datatypes
Table 21 describes datatypes related to Dtminfo.
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Table 21 — DtmInfo datatype description

Datatype

Description

BlockTypeCategory

A block type category is a Universally Unique Identifier for a block category (e.g.
Analog Input, Digital Output).

BlockTypelnfo

The representation for a particular block type within the DTM is called DTM Block
Type. A DTM may contain one or more DTM Block Types. The concrete design and
implementation of the DTM Block Types is not in scope of FDT. This class provides
only information about these pieces of software like name, version, vendor, supported
protocols etc.

BusCategory

A bus category is a Unique Identifier for a fieldbus protocol (or a point-to-point

communication).-See also 7.8
7

Classificationld

Unique identifier according to its primary measurement (IEC 62390 Annex G):

ClassificationDomainld

Device classification domain groups (IEC 62390 Annex G).

DatagetFormats

Dataset format identifiers of persisted data, used and supported by a.DIM

DevigeClassification

Classification of a device according IEC 62390, Annex G

DevigeldentIinfo

This class is used to describe physical device types which are\supported by a Type. It
contains identification elements of a physical device type or.device type group.

DevitceTypelnfo

The representation for a particular physical device type-Within the DTM is called DTM
Device Type. A DTM may contain one or more DTM Device Types. The concrete
design and implementation of the DTM Device Types is not in scope of FDT. This
class provides only information about these pie€gs, of software like name, version,
vendor, supported protocols etc.

Docyment

Information about documents on hard disk or‘in the Web. This could be any devide
manual, help file, spare part list etc. which is installed together with the DTM or
available on the Web.

A Document may also provide protocol-specific information for a DeviceType (e.g}
EDS). In such cases the document shall be categorized as 'Technical Document' jand
be marked with an appropriate, protocol-specific Semanticld.

Dtmlipfo

DtmInfo contains general information about a DTM such as name, version, identifier
and vendor of the software, the FDT version to which the DTM complies.

FdtBjtmaplnfo

Description of a bitmap for representation of a device, module or block in BMP fofmat
(high resolutions24 bit color and 8 bit transparency info (alpha channel))

Fdtldoninfo

Information*a@bout device, module or block icon.

ModuileTypelnfo

The representation for a particular physical module type within the DTM is called [DTM
Module~Type. A DTM may contain one or more DTM Module Types. The concrete|
design and implementation of the DTM Module Types is not in scope of FDT. This
class provides information about DTM Module Types like name, version, vendor,
supported protocols etc.

Typ€|info

Abstract base class used for definition of device type, block type or module type. (A
DTM shall contain one or more Typelnfo objects.

7.5 | Datatypes — Deviceldentinfo

The following class diagram (Figure 83) describes the relations of the Deviceldentinfo class.
Deviceldentinfo can be requested from IDtmiInformation.GetDeviceldentinfo() for a given
Typeldent and BusCategory.
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Deviceldentinfo

Protocolld : Guid

SupportLevel
e

Manufacturerld

0.1

XTX)

(XX

1101

1

IEC TS 62453-43:2024 © IEC 2024

! «bind» <T->ProtocolDeviceldentinfo>

ProtocolDeviceldentinfo

<Protocol>Deviceldentinfo

D¢viceldentValue<string>

DeviceTypeld
0.1

HardwareRevision

0.1
SoftwareRevision
0.1

ProtocolSpecificProperties

0.*

ProtocolldentificationProfile

0.1

DeviceSpecificProperties

Deviceldentinfo

Pr ificName : string

Valpe : string [0..1]

0.*

1
Regularfxpressions | 0..*

RegularExpression

Used

IDtmIr

Tabld

n:

formation.GetDeviceldentIinfo()

!

ProtocolDeviceldentinfoType

1

mDifferent types ﬁ

+for each protocol

Figure 83 — Deviceldentinfo — datatypes

22 describes datatypes related)to Deviceldentinfo.

IEC

Table 22.="Deviceldentinfo datatype description

Datatype

.

N

D

escription

Devigeldentinfo

This class is used to describe physical device types which are supported by|
DTM Device Type. It contains identification elements of a physical device type
or device type group.

Remark: This class provides a protocol neutral access to the information ,

[O]

therefore it typically will be used by the Frame Application if no protocol-spgcific
handling is needed.
Deviteldentinfo<T> The derived class DeviceldentIinfo<T> provides a protocol-specific access t¢ the

information which is more type-safe  This class should be used whenever

possible.

* Manufacturerld
* DeviceTypeld

» SoftwareRevision

* HardwareRevision
* ProtocolldentificationProfile

» ProtocolSpecificProperties

which are defined in the base class Deviceldentinfo.

The generic type parameter T defines the type of the protocol-specific class
which defines the protocol-specific identification properties. These protocol-
specific properties are mapped to the properties:
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Datatype Description

DeviceldentValue<T> Represents a single identification element of a physical device type or group.
For example: Device Type Id, Manufacturer Id etc.

DeviceSupportLevel Enumeration which defines the support level of a DTM Device Type for a
physical device.

ProtocolDeviceldentinfo Abstract base class for protocol-specific device identification properties.

Protocol-specific classes derive from this class and define the specific device
identification properties. However, these protocol-specific properties can be
accessed in a protocol neutral way by accessing the corresponding properties in
the Deviceldentinfo class.

Protecold Universall Unicue - ldentifier for a fieldbus-protocol (or-a-point-toc-point
4 - L A3 L *

communication).

ProtdcolldentificationProfile Defines the protocol-specific identification profile which is used for device
identification. (examples for PROFIBUS: I1&M, PA, DP). If a protocol does nqt
support multiple identification profiles then this property shall befempty.

RegdlarExpression Regular expression that defines which physical device types-are supported py a
DTM Device Type.

The glass diagram in Figure 84 shows the protocol-specific datatyp€ Deviceldentinfo<T> for the
exanmple HART® protocol.

ProtocglDeviceldentinfo

HartDeviceldentinfo

AAee

BusProtocolVersion
U

Manufacturerld
1
DeviceTypeCode
1

DeviceProfile
1

SoftwareRevision
1

DeviceCommandRevisionLevel
1

DeviceFlags

1

HardwareRevisionLevel

1

PhysicalSignalingCode
1

Devi Valu

IEC

Used |n:

Protocol-specific Device DTM providing values for HART®-specific Deviceldentinfo

Figure 84 — Deviceldentinfo — Example for HART®

Table 23 describes HART® datatypes related to Deviceldentinfo.
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Table 23 — Deviceldentinfo — Example for HART®

Datatype

Description

DeviceldentValue<T>

Represents an identification element of a device type
for a physical device type or group. For example:
Device Type Id, Manufacturer Id etc.

The generic type parameter T defines the type of the
identification value (e.g. int, float, string etc.)
corresponding to the format defined in the protocol.

The identification element can either be a specific
value or a regular expression (e.g. defining a range of

subported-identificationvalues)
Lo 7

HartPeviceldentinfo

HART-specific device identification information.

ProtgcolDeviceldentinfo

Abstract base class for protocol-specific device
identification properties.

Protocol-specific classes derive from,this class anjd
define the specific device identification properties
However, these protocol-specific properties can bg
accessed in a protocol neutrall way by accessing
corresponding properties in{the Deviceldentinfo clgss.

The example in Figure 85 demonstrates how a (HART®) Device DTM creates and retufns a

Devigeldentinfo instance:
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public DeviceldentInfo GetDeviceIdentInfo ()
{

// Create the HART-specific identification properties first

// Manufacturer code of the device vendor is 17
HartDeviceIdentInfo hartSpecificInfo = new HartDeviceIdentInfol();

hartSpecificInfo.ManufacturerIdentificationCode =

new DeviceldentValue<int?>(17);

// The ID of the supported device is 123

var identVal = new DeviceldentValue<int?>();

hartSpecificInfo.DeviceTypeCode = new DeviceldentValue<int?>(1239);

// Device is a HART 5 Device

hartSpecificInfo.HartMajorRevisionNumber = new DevicefdentValue<int?>(5);

// This DTM is able to handle the software ve™ions 1,2 and 3 of the device

identVal = new DeviceldentValue<int?>();
identVal.RegularExpressions = new FdtList<RegularExpression>(

new RegularExpression("1[2[3"));
hartSpecificInfo.SoftwareRevigion = identVal;

// This DTM is able td. Handle only the command revision level 5 of the device

hartSpecificInfo ®eviceRevisionLevel = new DeviceldentValue<int?>(5);

// This @BWis able to handle all hardware versions of this device

identVad = new NeviceTdentUValne<int?2> ()

Figure 85 — Example: Deviceldentinfo creation

The example in Figure 86 demonstrates how a Frame Application requests and uses the
Deviceldentinfo instance created in Figure 85. The protocol-specific properties shown in
Figure 85 are mapped automatically to the protocol-independent properties which are used in
Figure 86.
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public void ShowDevicelIdentInfo (IDtmInformation dtm, DeviceTypelnfo deviceTypelnfo)

FdtList<DeviceldentInfo> deviceldentInfo = dtm.GetDeviceIdentInfo (deviceTypelInfo.Id,
deviceTypeInfo.BusCategories[0]) ;

// Standard FDT3 ident properties

MessageBox.Show ("Manufacturer ID = " + deviceldentInfo[0].ManufacturerId.Value + "\n" +
"Device Type ID = " + deviceIdentInfo[0].DeviceTypeld.Value + "\n" +
"Software Rev. = " + deviceldentInfo[0].SoftwareRevision.Value + "hal +
"Hardware Rev. = " + devicelIdentInfo[0].HardwareRevision.Values%)"\nl);

Figure 86 — Example: Using Deviceldentinfo

The |example in Figure 87 demonstrates how the HART-specific” datatype assgmbly
(Fdt3.Datatypes.Hart.dll) exposes the type information over the DeviceldentinfoTypeAttribute:

[agsembly: DeviceldentInfoType

DeyiceIdentInfoType = typeof (DeviceldentInfo<HartDgWwigeIdentInfo>),

Pr¢tocolDevicelIdentInfoType = typeof (HartDeviceldentInfo),

Figure 87 — ExampleiDeviceldentinfoTypeAttribute

7.6 | Datatypes for installation and deployment
7.6.1 Datatypes — DtmPackageManifest
A DtmPackageManifest describes the installation of a DTM. It is used for installatior] and

depldyment (see 9.6).\‘Figure 88 shows a class diagram with related classes of
DtmHackageManifest!
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DtmPackageManifest
] This is not referenced directly from the
VendorName : string DtmPackageManifest but serialized as
PackageName : st_ring files located in a subdirectory.
ProductCode : Guid See chapter deployment for details.
Description : string

¢ ¢+ 0

I
|
I
1 1 1 1 }
I
Dtminfo |
] Dtminfo DtmDeviceldentManifest
1 0.*
PackageDependency
Denend:
0+ Id : string
"~ | Version : string
PackageVersion
MinimumNetStandardVersion Version

IEC
Figure 88 — DtmPackageManifest — datatypes
Table 24 describes DtmPackageManifest class and its related{elasses.

Table 24 - DtmPackageManifest datatype description

v
Datatype \Q Description

DtmDeviceldentManifest A DtmDeviceldentManifest describes additional physical device
parameters that are required for device identification.

Dtmlpfo Dtminfo contains general information about a DTM such as name,
version, identifier and vendor of the software, the FDT version to whigh
the DTM @omplies.

DtmFackageManifest A package manifest describes the installation of a DTM, including
identification of the product, the vendor, version and included DTMs.

PacKageDependency Provides the information about a dependency according to NuGet
version 2.0. This member can be used to indicate dependency to NuGet
packages (FDT library or protocol libraries).

Versfon This class represents a version (e.g. of the package or the required
minimal version of .NET Standard library).

7.6.2 Datatypes — DtmManifest

A DtmManifest describes the components of a DTM (see 9.5.3). Figure 89 shows a lass
diagrpm¢with related classes of DtmManifest.
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DtmManifest

DtminitData : string [0..1]
DtmRootPath : string

¢

1 1

DTMInfoBuilderRef DynamicClassReference
1

ClassName : string

¢

Tabld

A blylInf
[ Assemblylnfo | biyinfo

1

UiManifestRef

FileName
——————— >

0..* | FileName : string

DTM WebUiManifest
file

ManifestType : string

Figure 89 — DtmManifest — datatypes

25 describes DtmManifest datatype and its related classes.

Table 25 - DtmManifest datatype description

IEC

Datatype \\\\Jescription
Assgmblylnfo Information about a .NET assembly.
DtmManifest A DTM manifest describes\the assembly of a DTM and the included DTM itself. The
manifest is used to register an installed DTM in order to enable Frame Applicatidns
to find it.
DyngmicClassReference | Information about™a class e.g. a DtmiInfoBuilder or a DTM.
DTM|WebUI manifest A DTM WebUI “manifest file is used to register a DTM WebUI in the system in ofder
file to enable Frame Applications to find it. The file contains a DtmWebUiManifest (spe
7.6.3),
UiMgnifestRef Reference to a DTM WebUI manifest file.
7.6.3 Datatypes — DtmWebUiManifest
The PtmWebUiManifest describes a DTM WebUI container file and the included DTM [User
Interface function. Manifests are used to register installed DTM WebUI functions in order to

enab

e the Frame Applications to find and execute them.

Figure 90 shows a class diagram with related classes of DtmWebUiManifest.
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DtmWebUiManifest

ManifestType : string

ContainerFilelnfo ContainerFilelnfo

WebUiFunctioninfo
WebUiFunctionInfos

1_+ | Functionld : int
InitData : string

1 StartPagelnfo
StartPage:

. Language : string
1. Path : string

IEC

Figure 90 — DtmWebUiManifest — datatypes

Tablg 26 describes DtmWebUiManifest classes and the related classes.

Table 26 - DtmWebUiManifest datatype description

Datatype g@ription

ContginerFilelnfo Information about a WebUI container file.

Dtm\{VebUiManifest This manifest describes a DTM, WebUI function. The manifest is used to register
installed DTM WebUI functions\in order to enable the Frame Applications to find|and
execute them.

StartPagelnfo Provides the path and. the 'supported language of a DTM WebUI start page.

WebliFunctionlnfo Description of a DTMAWebUI. Frame Applications shall use this information to find
the DTM WebUI for a specific function.

7.7 | Datatypes — Communication
The pommunication datatypes are used to exchange data between a DTM and its pjrent

Communication Chanfel'in order to:

5tablish a cennection to the device

erform data exchange transactions with the device

E
P
— Releaséethe connection
S
C

]
armmel

ubscribe device initiated data transfer between a DTM and its parent Communigation

— Request scanning of bus topology
— Request address setting of Child DTM

Figure 91 shows a class diagram with datatypes used to establish a connection to the device.
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ConnectRequest ConnectResponse

Protocolld : Guid CommunicationReference : Guid
SystemTag : Guid

{Protocol}ConnectRequest {Protocol}ConnectResponse

Different types for each protocol Iﬁ

IEC

Used |n:

ConngctRequest: ICommunication.BeginConnect()

ConngctResponse is returned in ICommunication.EndConnect()

Figure 91 — Communication datatypes\=“Connect

Figune 92 shows a class diagram with datatypes usedte‘exchange data with the device.

TransactionRequest TransactionResponse
Id : string [0..1] CommunicationRéférence : Guid
Id : string [0..]

1¥
Errorinformation CommunicationError

0.1

<Protocol>TransactionRequest <Protocol>TransactionResponse

N
N
Different types foreach protocol ‘ﬁ

IEC

Used |n:

TransactionRequest: ICommunication.BeginCommunicationRequest()

TransactionResponse is returned in ICommunication.EndCommunicationRequest()

Figure 92 — Communication datatypes — Transaction

Figure 93 shows a class diagram with datatypes used to release a connection to the device.
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DisconnectRequest

DisconnectResponse

AbortMessage

AbortPendingTransactions : bool

CommunicationReference : Guid

CommunicationReference : Guid

Used

Discof

Discof

AbortNlessage: AbortCallback()

Figune 94 shows a class diagram with datatypes used\to subscribe and unsubscribe d

CommunicationReference : Guid

<Protocol>DisconnectRequest <Protocol>DisconnectResponse <Protocol>AbortMessage

Different types for each protocol 5

IEG.
n:

nectRequest: ICommunication.BeginDisconnect()

nectResponse is returned in ICommunication.EndDisconnect()

Figure 93 — Communication datatypes ~Disconnect

evice
initiated data transfer.
SubscribeRequest SubscribeResponse UnsubscribeRequest UnsubscribeResponse
<Hrotocol>SubscribeRequest <Protoco|>SubscribeResponse <Protocol>UnsubscribeRequest <Protocol>UnsubscribeRespons{
=~ ~N -
S~ N / _-"
~~ N / -
S~ / -
NN AN / _-"
=~ - N ~ // - -
~~ N ~ N ; - -
~< N 4 -
~~ N / -
Different types for each protocol lﬁ
|EC

Used |n:

SubscribeRequest: ISubscription.BeginSubscriptionlnitialization()
SubscribeResponse is returned in ISubscription.EndSubscriptionlnitialization()
UnsubscribeRequest: ISubscription.BeginSubscriptionTermination()

UnsubscribeResponse is returned in ISubscription.EndSubscriptionTermination()

Figure 94 — Communication datatypes — Subscribe

Figure 95 shows a class diagram with datatypes used to request scanning of the sub-topology

of a Communication Channel.
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ScanRequest

Protocolld : Guid

1 1
<<enum>>
ScanMode ScanMode

1

0..*| Ranges AllAddresses
RangeOfAddresses
OpenGui
BusScanAddressRange

¢ retessibenisondd
1 1

RangeBegin

1

RangeEnd

DeviceAddress

Address : int
1 1d - int

| «bind» <T->ProtocolDeviceAddress>

T 1 <Protocol>DeviceAddress
I
DeviceAddre;; 7777777777 ?
ProtocolSpecificDeviceAddress( |4 /

!
/
1 /

Different types k
for each protocol

IEC
Used |n:
ScanRequest: IScanning.BeginScanRequest()

Figure 95 - Communication datatypes — Scanning

Figune 96 shows a class diagram with\datatypes used to request setting of device addrgss of
Child/ DTM of a Communication Channel.

DeviceAddressinfo

ErrorDescription : string [0..1]
Rrotocolld : Guid [0..1]
DtmSystemTag : Guid

1 1

Address
0.1 DeviceAddress
SettingResultinformation <<enum>>
T D i Add m q"‘ Ut

IEC

Used in:

DeviceAddressiInfo: ISubTopology.BeginSetChildrenAddresses()
DeviceAddressinfo Is returned from ISubTopology.EndSetChildrenAddresses()

Figure 96 — Communication datatypes — Address setting

Table 27 describes the communication datatypes.
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Table 27 - Communication datatype description

Datatype Description
ConnectRequest Fieldbus protocol independent base class for information needed to establish a
communication link.
ConnectResponse Fieldbus protocol independent base class for response information about an

established communication link.

TransactionRequest

Fieldbus protocol independent base class for transaction request information.

TransactionResponse

Fieldbus protocol independent base class for transaction results.

DisconnectRequest

Fieldbus protocol independent base class for disconnection information.

DiscpnnectResponse

Fieldbus protocol independent base class for results of disconnect operation.

AborfMessage

Information to specify an abort of a communication link.

SubgcribeRequest

Fieldbus protocol independent base class with information for initialization of
device initiated data transfer.

SubgcribeResponse

Fieldbus protocol independent base class for information abgut-communicatiop
data subscription.

UnsybscribeRequest

Fieldbus protocol independent base class for termination)of subscription of dgvice
initiated data transfer.

UnsybscribeResponse

Fieldbus protocol independent base class for response to termination of
subscription of device initiated data transfer,

ScanRequest

Information for a request to scan the sub<topology of a Communication Channel

Bus§canAddressRange

Information about the address range/of the requested scan

DevigeAddressinfo

Address information which is usedto’request the Communication Channel to get
the address of its Child DTMs.

DevigeAddress

Address of the device in the'network or fieldbus.

The following example (Figure 97) demofnstrates how a (HART®) Device DTM may connéct to

a deyice:
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bool Connect (Guid mySystemTag, ICommunication commChannel,

HartDeviceAddress myAddress, ref Guid communicationReference)

//Create ConnectRequest
//The required SystemTag is set by the Frame Application
//during creation of the DTM instance

//The Address will be set by the Communication Channel

var request = new HartConnectRequest (mySystemTag, myAddress);

HartConnectResponse response;

try

//Request connection from Communication Channel
var asyncResult =

commChannel.BeginConnect (request, abortCallback, null, null, null);

//Wait for finalization of the connect*gequest

response = commChannel.EndConnect (@asyncResult) as HartConnectResponse;

catch (Exception ex)
{
MessageBox.Show ("Conpection failed\n" + "Details: " + ex.Message);

return false;

Figure 97 — Example: Communication — Connect for HART®

The folléwing example (Figure 98) demonstrates how the HART®-specific datatype assembly
(Fdt3 Datatypes.Hart.dIl) eXposes the type information over the Communication Iype atiribute:

[assembly: CommunicationType (

AbortMessageType = typeof (HartAbortMe

ge),

ConnectRequestType = typeof (HartConnectRequest

ConnectResponseType = typeof (HartConnectRes

DisconnectRequestType = typeof (HartDisconnectRequest),

DisconnectResponseType = typeof (HartDisconnectRespor

Figure 98 — Example: Communication — CommunicationType for HART
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NOTE The above examples demonstrate how a protocol-specific datatype can be derived from the datatypes
defined in this document and how such a protocol-specific datatype is intended to be used. For definition of the
protocol-specific datatypes, refer to the respective specification document.

7.8 Datatypes — BusCategory

The class diagram in Figure 99 describes the relations of the BusCategory class.

BusCategory

ProtocolName : string
Protocolld : Guid

1
CommunicationType <<enum>>

1 CategoryType

Required
Supported

IEC

Used |n:

Typelnfo
Figure 99 — BusCategory — datatypes

Tablg 28 describes the datatype BusCategory and its elements.

Table 28 — BusCategory datatype description

Datatype ({\\}\ Description

Bus(Gategory Bus category is a Unique Identifier for a fieldbus protocol (or a point-to-point
communication).

CatepgoryType Defines whether BusCategory is supported or required.

7.9 | Datatypes — Device / instance data
7.9.1 General

The device / instance data classes describe device parameters or process values that can be
read from the device./'instance data or written into the device / instance data. The class diagram
in Figure 100 shows-the classes and relations.
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Datalnfo

0..*| DeviceDataltems

Dataltem

Dataltems

Descriptor : string [0..1]
Label : string 1
Name : string

IEC TS 62453-43:2024 © IEC 2024

fos

Semanticinfo

ot

0.*

ApplicationDomain : string [1]
ParameterReadAddress : string [0..1]
ParameterWriteAddress : string [0..1]
Semanticld : string [1]

] Datald Semanticinfo
A/
DataGroup AccessibleDatalnfo A ‘bleData DataRefs 1
ﬁ DataRef
App[EatonTa T Ssrmg [0-- 17 T smg
Descriptor : string [0..1] 1
DisplayFormat : string [0..1] 1
Id : string
IsReadable : bool 10SignalRef| | 4s; 10Signalld o
IsWritable : bool 0.1 =
IsChangeEnabled : bool [0..1]
Datatypelnfo . 1 1 <<enum>>
ModuleDataGroup StructDataGroup 1 D yp ‘1 Dhtatypd Datatype
Moduleld : string L% Float
Double
ArrayDatatypelnfo, 0.1
ArrayDimensions - int[], Enumerator
— e
1 .
| UnitDataRef i
1 Data AlarmData UnitData \:)Jn;tDataRe: I Data RangeData
H1 .
\ / /
Datald Dataldf\  0-1| UnitDataRef Datald ! Dytald
AlarmDataRefs| \
0.
RangeDataRefs
0.” DataRef
SubstituteDataRef
0.1
UnitDataRef
0.1
1
0..1| Semanticlnfo
Semanticinfo
Address : string [0..1]
ApplicationDomairi : string [1]
Semanticld : string [1]
Used |n:
returned in IDevicePata.EndGetDatalnfo() / linstanceData.EndGetDatalnfo()
Figure 100 — Device / instance data — datatypes
Table 29 describes classes related to device / instance Data

IEC


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024 - 165 -

Table 29 — DeviceData datatype description

Datatype

Description

AccessibleData

Abstract base class for data which is readable or writable.

The DTM shall provide a DisplayFormat for all AccessibleData variables with
numerical values

AlarmData

Representation of an alarm parameter. An alarm shall always be of a numeric
type ( Float, Double, Int, Long, Uint, Ulong) or Enumerator (checked by the
Verify() method).

ArrayDataTypelnfo

If the type is an array, additional information regarding the number of
dimensions and size shall be provided.

Data Describes a device parameter or a process value that can be read or written
The information contains descriptive attributes like name as well as
information how the item is accessible.

QataGroup Groups information about available device-specific parameters and process
values.

Datalnfo Contains information about available device-specific parameters and process
values.

Dataltem Abstract base class for device and instance data infe classes.

DataRef Reference to an item in Datalnfo identified by its“ld\and optionally also
information about the type (semantic) of the refference.

Datatype List of possible datatypes.

Datatypelnfo Information about type of data (see DataValue).

DSignallnfo

Information about a single device 4O)signal.

DSignalRef

Reference to an 10 signal identified by its identifier.

ModuleDataGroup

Groups information about available module-specific parameters and process
values.

RangeData

Representation of a range parameter. A range shall always be of a numeric
type ( Float, Double;¥Int, Long, Uint, Ulong) or DateTime (checked by the
Verify() method).

The RangeData may provide a reference to a UnitData. If no reference is
provided, the same unit is applied as in the Data that references the
RangeData.

[ds)

emanticlnfo

This class provides semantic information for a data object.

i

tructDataGroup

Represents a data structure containing specific parameters and/or process
values.

[ds)

ubstituteData

Describes the value which shall be used as a fall back e.g. in case there is a
disturbed communication.

The SubstituteData may provide a reference to a UnitData. If no reference is
provided, the same unit is applied as in the Data that references the
SubstituteData.

UnitData

Representation of a unit parameter.
Unit shall always be of type Enumerator (checked by the Verify() method).

Figure 101 shows how Datalnfo may expose information on data of a HART® device.
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: Datalnfo
: Data

See e.g. FDT 2 HAR
Descriptor : string = "Text that is associated with the field Annex Table "Basic
device. this text can be used by the user in any way . There Variables exported in

_ is no recommended user" IDeviceData and
DeviceDataltem[0] | |q : string = "message" Q""" linstanceData

IsChangeEnabled : bool = true interfaces‘l'v .
IsReadable : bool = true - column "Identifier
IsWritable : bool = true
Label : stri_ng = ““Nachricht'l'lO Translated string — in
Name : string = "Message this example German

language is set.

Figun

Semanticinfos[0] _: Semanticinfo

ReadParameterAddress : string = "CMD12B0B0OL 192"
WriteParameterAddress : string = "CMD17B0B0L 192"
ApplicationDomain : string = "FDT_HART"
Semanticld : string = "CMD12B0B0OL 192"

If there is a different address to
write this parameter, an optional
Property is added here :
"WriteParameterAddress"

IEC

Figure 101 — Example: Providing information on'data of a HART® device

e 102 shows how Datalnfo may expose information on data of a PROFIBUS device.
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deviceData:Datainfo

TempTransducer1
) : p
DeviceDataltems[0] ModuleDataGrou

Moduleld : string = "TB1"

Name : string = "TemperatureTransducerBlock_1"
Label : string = "Label "

Unique identifier of the
TempTransducer2 module described in
:ModuleDataGroup

e 14 NetworkDatalnfo
Moduleld : string = "TB2"'Cr==="

Name T Strimg="Temperatre T ransuucer Srock

Label : string = "Label "

DeviceDataltems[1]

dataobj ; Dat
Dataltems{0] 4 aa

dataObjld : string = "ProcessValueld "
dataObjName : string = "Sensor Value"
dataObjLabel : string = "Sensor Value "
dataObjlsReadable : bool = true

DataRefs[0] deviceData: DataRef

Datald : string = *DeViceDatald"

I0SignalRef

deviceData:10SignalRef

10Signalld : string = "IOSignalld"

RangeDataR€efQ]

deviceData:10SignalRef

10Signalld : string = "RangeObjldL "

RangeDataRef[1]

deviceData:10SignalRef \

10Signalld : string = "RangeObjldU"

\ 7/
Datalteffs[1] rangeDataObjl :RangeData

- -
Id : string = "RangeObjldL " o = | —— \\
Name : string = "LOWER_SENSOR_LIMIT "
Label : string = "RangeObjLabel " \
isReadable: bool = true \
isWritable: bool = false
RangeType : enum = LowerRange
Datatypelnfo.Datatype : enum = Double

ApplicationDomain : string = "ApplicationDomain"
Semanticld : string= "LowerLimit"

\
\
\
\
|
Semanticlnfos[0] :Semanticinfo |
|
[}
I

/
Dataltems{2] rangeDataObjU:RangeData /

P4
Id - string = "RangeObjldU " «& o _ -
Name : string = "UPPER_SENSOR_LIMIT™ T~ = = =
Label : string = "RangeObjLabel"
isReadable: bool = true
isWritable: bool = false
RangeType : enum = UpperRange
Datatypelnfo.Datatype : enum = Double

:Semanticinfo
Semanticlnfos[0]

ApplicationDomain : string = "ApplicationDomain "
Semanticld : string = "UpperLimit"

IEC

Figure 102 — Example: Providing information on module data of a PROFIBUS device
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The example given in Figure 103 shows how to create Datalnfo with one data object and a

ModuleDataGroup that contains RangeData items for lower and upper limit.

public DataInfo GetDataInfo (

DataInfo deviceData = new De

// Create a Data object (inherits from AccessibleData and Dataltem)

Tring dataobjld = "Dacaob)lio
string dataObjName = "DataObjName";
string dataObjlLabel = "DataObjLabel";

bool dataObjIsReadable = true;

bool dataObjIsWritable = false;

~Info dataObjDatatypeInfo = new DatatypeInfo(Data

.Long) ;

Data dataObj = new Data(dataObjId, dataObjName, dataObjLabel,

dataObjIsReadable, dataObjIsWritable,
dataObjDatatypeInfo);

// Define refences to other Dataltems (Optional members)

dataObj.DataRefs = new FdtList<DataRef>() { new DataRe¥ ("DeviceDataID") };

dataObj.IO0OSignalRef = new Fdt.Dtm.IO.IC

ignalRef ({F¥OSignalID") ;

// Create a (Lower)RangeData object

// (inherits from AccessibleData and Dataltem)

string rangeObjIdL = "RangeObjidL";
string rangeObjNamelL = "LQWERVSENSOR LIMIT";
string rangeObjLabell % "RangeObjLabell";

bool rangeObjIsReadablel = true;

bool rangeObjIsWritableL = false;

e M0, rangeObjDatatypeInfol = new Datatypelnfo(Datatype.Double);

Rangegfwe rangeTypel = RangeType.LowerRange;

geData rangeDataObjlL = new RangeData (rangeObjIdL, rangeObjNamel,

rangeObjLabell, rangeObjIsReadablel,

rangeObjIsWritablel,

Figure 103 — Example: Providing information on data

If the data is structured data, then the StructDataGroup may be used to show the structure

the data (see Figure 104).

of
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deviceData:Datalnfo

DeviceDataltems[0]

- 169 —

Refer to PROFIBUS specification
"PROFIBUS-PA Profile for Process
Control Devices "

Al_FB1 : ModuleDataGroup

Name : string = "AnaloglnputFB.1 "
Label : string = "Analog Input Temperature 1"
Moduleld : string = "AnaloglnputFB.1 "

Dataltems[0]

-
I"
-
-
-

PV : StructDataGroup

Name : string = "OUT"
Label : string = "Main Process Value"

ProcessValue:Data

Dataltems[0]

isReadable: bool = true
isWritable: bool = false

Id : string = "ProcessValueFB1"
Name : string = "PRIMARY_VALUE "
Label : string = " Primary Value"
DisplayFormat : string "F2"

Datatypelnfo.Datatype : enum = Float

Semanticlnfos[0]

:Semanticinfo

I0SignalRef

ApplieationDomain : string = "FDT_PROFIBUY
Semanticld : string = "AnaloglnputFB.1.0UT.V:

| PA"
lue "

:10SignalRef

10Signalld : string = "ProcessValue_1"

Status:Data

Name : string = "Status"

isReadable: bool = true

Dataltems[1] isWritable: bool = false

Id : string = "ProcessValueFB1Status "

Label : string = "Status of process value"

Datatypelnfo.Datatype : enum = Byte

Semanticlnfos[0]

:Semanticinfo

ApplicationDomain : string = "FDT_PROFIBUY
Semanticld : string = "AnaloglnputFB.1.0UT.S]

| PA"
ptus "

Figure 104 — Example: Providing information on structured data

If the|data described-in-the Datalnfo is provided as enumeration (DataValue = EnumValue
Enunplnfo class iswsed to provide the description of the value range (see Figure 105).

IEC

, the
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DataTypelnfo

1’1

DataType
1

DataType

Enumerator
Enuminfo

1 11 1
DataType DataType

1

0.1

Used

IDevid|

7.9.2
7.9.2

The
follow

7.9.2

ReadRequest datatype and the WriteRequest datatype (see Figure 106 and Table 30) are

to de

Used

EnumEntry
EnumEntries
Descriptor : string [0..1]

1.7 | Index : uint
Label : string

<<enum>>

Type EnumType

1 | NumberEnumerator
BitEnumerator

IEC

n:
eData.EndGetDatalnfo() / linstanceData.EndGetDatalnfo()

Figure 105 — Enuminfo — datatype

Datatypes used in reading and writing DeviceData
1 General

DeviceData interface provides online acgess to specific parameters of a device
ing subclauses define datatypes used*in methods for reading and writing device dat

2 ReadRequest and WriteRequest Datatypes

fine specific parameters which shall be read or written.
ReadRequest WriteRequest
Datald _ A ‘bleData Datald

IEC

n:

ReadRequest: IDeviceData.BeginRead() / lInstanceData.BeginRead()

WriteRequest: IDeviceData.BeginWrite() / linstanceData.BeginWrite()

Figure 106 — Read and Write Request — datatypes

Table 30 — Reading and Writing datatype description

2024

The
a.

used

Datatype Description
AccessibleData Abstract base class for device data which is readable or writable. (See
Figure 100)
ReadRequest Read request for a single entry in Datalnfo addressed by its Id.
WriteRequest Write request for a single entry in Datalnfo addressed by its Id.
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7.9.2.3

Responselnfo Datatype

-171 -

The Responselnfo datatype (see Figure 107 and Table 31) is used to return read or written data
requested by ReadRequest or WriteRequest.

Datald
Responselnfo atald - Datalnfo
(EEE
Errorinfo DataA rorinfo
0.1
)
ErrorType
DataAccessError
T
lit
Qua |1y Qualitylnfo
1 1? LimitState i
0.1
Qualltylndmalo; Qualitylndicator
TimeStamp
1 DateTime
DataValue
DataValue
0.1 | Value
Semanticlnfo
Bma\%?::"ay BooleanValue DateTimeValue DoubleValue FloatValue LongValue StringValue TimeValue ULongValue
Va3
Binar{l/z}ﬁzArray ByteValue DateValue EnumValue IntValue Sigc:ltlijzyte TimeSpanValue UlntValue ArrayDataValup

Used |n:

IDeviceData.EndRead()

lInstanceData.EndRead()

IDeviceData.EndWrite()
lInstanceData.EndWrite()

Figure 107 — Responselnfo — datatype

‘ IntArrayValue

IEC
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Table 31 — Reading and Writing datatype description

Datatype Description
ArrayDataValue Abstract base class for array data values provided by a DTM
BinaryBitArrayValue A compact array of bit values.
BinaryByteArrayValue A compact array of byte values.
ByteValue An 8-bit unsigned integer.
DataAccessError Information about the type of occurred error
DataAccessErrorinfo Information about a data access error that occurred.
Datalnfo Information about available data, e.g. parameters and process
values
DataValue Abstract base class for data values provided by a DTM
DateTime .NET System namespace: Represents an instant in time, typically
expressed as a date and time of day
DateTimeValue DataValue with a DateTime value
DoubleValue A double-precision (64-bit) floating-point numbef;
EnumValue DataValue with an enumerator value
FloatValue A single-precision (32-bit) floating-point(fnumber.
IntArrayValue Example for an array data value. An“array of 32-bit signed integer
values.
IntValue A 32-bit signed integer.
LimitState Limit status of device data,
LongValue A 64-bit signed integer:
QualityIndicator Quality status of device data.
QualityInfo Description of the' quality of device data
Responselnfo Read or write'response for a single entry in Datalnfo addressed
by its Id
StringValue A string of Unicode characters.
TimeSpanValue DataValue with a TimeSpan value
UintValue A 32-bit unsigned integer. Not CLS-compliant.
UlongValue A 64-bit unsigned integer. Not CLS-compliant.
7.10 | Datatypes:for export and import
7.10.1 Datatypes — TopologylmportExport
The ¢lass TopologylmportExport can be used for the data exchange between different Frame
App|| ations. The export contains the FDT ’rnpnlngy structure information as well as information

about contained (FDT1.2.x/ FDT2 / FDT3) DTMs and their datasets.
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TopologylmportExport

Description : string
1 Id : string
Label : string

DtmNodes

1 Sourcelnfo
Sourcelnfo

DtmNode

Address : string

DtmSystemTag : Guid

ChildDtmNodes

DtmSystemGuilLabel : string 0.*

X

ChannelNodes | communicationChannel

Fdt1DtmNode

Dataset : string [0..1]
DtmInfoXML : string

Used |n:

<produict-specific function of Frame Application>

Table 32 describes the TopologylmportExport class and its related classes.

Table 32

Figure 108 — TopologylmportExport — datatypes

— TopologylmportExport datatype description

Node

0.*

Descriptor : string [0..1]
Id : string
Label : string

Fdt2DtmNode Fdt3DtmNode

1
Dtminfo

1

Dtminfo

Fdt2DtmInfo Dtminfo

ActiveType
1

Typelnfo

ImportExportDataset ImportExportDataset

ImportExportDataset

IEC

<

Datatype N\

. Description

CorhmunicationChannelNode

Represents a CommunicationChannel in the FDT Topology that is linked tg
further Child DTM nodes.

Dtminfo

Dtminfo contains general information about a DTM such as name, version,
identifier and vendor of the software, the FDT version to which the DTM
complies.

FdtRDtminfe

Dtminfo for an FDT2 DTM.

DtnNode Abstract class for a DTM node in the FDT topology.

Fdt1DtmNode This class represents a FDT1.2.x DTM in a topology export.

Fdt2DtmNode This class represents a FDT2 DTM in a topology export.

Fdt3DtmNode This class represents a IEC TS 62453-43 DTM in a topology export.
ImportExportDataset Dataset containing the exported DTM Data Subsets.

Sourcelnfo Information about the source of a topology export like unique identifier, label

and description in the Frame Application that has exported the data.

TopologylmportExport

This class can be used for the data exchange between different Frame
Applications. It contains the FDT topology structure information as well as
information about contained (FDT 1.2.x / 2.x) DTMs and their datasets.

Typelnfo

Abstract base class used for definition of device type, block type or module
type. A DTM shall contain one or more Typelnfo objects.
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7.10.2 Datatypes — ImportExportDataset
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The class ImportExportDataset can be used for the data exchange between different Frame
Applications. The dataset contains a DTM dataset (see Figure 109).

ImportExportDataset

Formatld : Guid

1 1

Used

InstanceData

ImportExportDataSubset

0.

BulkData
0.*

Data : byte[]
Descriptor : string
Key : string

n:

DataCpntractSerializer.WriteObject()

IEC

Figure 109 — ImportExportDataset < datatypes

Tablg 33 describes the ImportExportDataset class and_its related classes.
Table 33 — ImportExportDataset datatype description
J
Datatype \‘g\ Description
ImpdrtExportDataset Dataset containing the exported DTM Data Subsets.
ImpagrtExportDataSubset The DTMBataSubsets contains the exported binary DTM data.
7.11 | Datatypes for process data description

7.1

The |

.1 Datatypes — ProcessDatalnfo

ProcessDatalnfo class provides 10 process data related information for the integrati

on of

the dfvice into theé.control system. Figure 110 shows a class diagram with related classles of
Procg¢ssDatalnfo.
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ProcessDataltems

- 175 -

ProcessDatalnfo

ProcessDataltems

ProcessDataltem

Descriptor : string [0..1]
1. | Label : string

‘1

ProcessDataGroup

I0Signalinfo

1

Routed
ProcessDataGroup

| T > ProtocollOSignalinfo
‘ :

Module

ProcessDataGroup 10Signalinfo

ProtocollOSignalinfo

Used |n:

Returr

1 ‘

1

<Protocol>l0Signalinfo

ProtocolSpecificlnfo

~

Different types for each protocol 5

IEC

ed in IProcessData.EndGetProcessData()

Figure-110 — ProcessDatalnfo — datatypes

Table 34 describes the RrocessDatalnfo class and its related classes.
Table 34 — ProcessDatalnfo datatype description
D Description
ProcgssDatalnfo Process data related information for the integration of the device into thq

control system like datatype, signal direction, engineering units, and ran
etc.

jes

ProcessDataltem

Abstract base class for process data information.

ProcessDataGroup

Group of ProcessData.

RoutedProcessDataGroup

device (corresponding Child DTM in the FDT topology).

Information about routed 10 signals which are originally provided by a sub-

ModuleProcessDataGroup

Information about IO signals provided by a DTM module.

10Signallnfo

Information about a single device IO signal.

10Signallnfo<T>

Information about a single device |0 signal where T is protocol-specific
ProtocollOSignalinfo

ProtocollOSignallnfo

Abstract base class for protocol-specific 10 signal class.

< Protocol>10Signallnfo

Protocol-specific 10 signal class.
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The diagram in Figure 111 provides more details on 10Signalinfo, which is used not only for
ProcessDatalnfo but also for ProcessIimage information.

10Signalinfo

FrameApplicationTag : string 10Signalld
Id : string

Name : string
RoutedIOSignalld : string [0..*]
IsLocked : bool

IsSafety : bool

TN

111 1

1 IECDatatype

SlgnaITyp;e SignalType

Semanticinfos

Semanticinfo

0.*
I
RangelnfoRef:
angeinio Oe's 10SignalRef
- ——  JOSignalRef
AlarminfoRefs 1 0.1
0.*
OfflineDataRef
SubstituteValueRef | |osigy D T S
1 DataRef
DeviceDataRef OnlineDataRef
0.1 < 1 0.1
UnitinfoRef
IEC

Used |n:

ProcesgsDatalnfo class
Proceg$simageSection class

IProcgssData.SetlOSignallnfo()

Figure 111=1OSignalinfo — datatypes

Table 35~ [OSignallnfo datatype description

-\\
Datatype <J Description

DataRef Reference to an item in Datalnfo identified by its Id and optionally also
information about the type (semantic) of the reference.

IECDQatatype IEC datatype of the 10 signal. (automatically set by protocol-specific IO
signal class).

10Signallnfo Information about a single device IO signal.

10Signallnfe<®> Information about a single device 10 signal where T is protocol-specific
ProtocollOSignallnfo

10SignalRef Reference to an 10 signal identified by its identifier.

|0SignalRefs Reference to another 10Signallinfo, and/or DeviceDatalnfo. The meaning of
the references depends on the context where this class is used.

Semanticlnfo This class provides semantic information for a data object.

SignalType Type of the 10 signal.

The object diagram in Figure 112 shows for example a ProcessDatalnfo describing analog input
values provided by a HART® device. It should be noted that the example shows the expected
use of datatypes defined in this document, the definition of HART® related datatypes may differ
from this example.

NOTE 1 The examples demonstrate how a protocol-specific datatype can be derived from the datatypes defined in
this document and how such a protocol-specific datatype is intended to be used. For definition of the protocol-specific
datatypes, refer to the respective specification document.
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DeviceX ProcessData : ProcessDatalnfo

ProcessDataltems

3 5 . |0Si = i > R
DeviceXIOSignal : I0Signalinfo<HartlOSignalinfo: Defined in FDT Protocol

Id : string = "Al_Signalld001" Example : Semanticinfo HART Annex Specification
Name : string = "PV.DIGITAL_VALUE" i — —/

FrameApplicationTag : string = "PV.DIGITAL_VALUE" ApplicationDomain : string = HART'C L,

Descriptor : string = "This is the first analog input PV" Semanticld : string ="CMD1B1B0L320 1

IECDatatype : [IECDatatype = REAL

IsLocked : bool = false
IsSafety : bool = false
Label : string = "First analo:
RoutedIOSignalld : strin:
SignalType : SignalType =

inputPV"
empty- only used when routed)
put

1gelnfoRefs,

U-Range : I0SignalRefs | { I T
Online : DataRef .
'a)

OnlineDataRef) py, ;14 - string = "Al_URangeld001" refvia ld Id :string = "AL_URaneld001

RangeType :RRA e = UpperRarge

M‘ L-Range : I0SignalRefs |
—_— - v
OnlineDataRef Online : DataRef ) ) Al_LRange : RangeData
Datald :string = "Al LRangeld001" it d - string = "Al_LRangeld001
RangeType : RangeType = LowerR¢nge
DeviceDataRe! Also available vi

DeviceData : I0SignalRefs IDeviceData

‘ OnlineDataRef Online ; Dataef AlSignall ; AccessibleData

refvia Id

o8
Datald : string = "Al_Signalld00#"

'_Exar-nple shows that Alarm
AlarminfoRefs Alarm : I0SignalRefs | : isexposed in IDeviceData

Id : string = "Al_Signalld001"

7 AlAlarm1 : AlarmData
OnlineDataRef .
’ refvia Id )
Datald : stfirigi= "Al_AlarmId001" _— = Id : string = "Al_Alarmid001"
SubstituteValueRe . .
SubstitueVal ; I0SignalRefs
‘ OffineDatdRd Online : DataRef Al_OfflineSubstitute: SubstituteData
i " itueld001" refvia Id
Datald : string = "Al_ 001 Id : string = "Al_Substitueld001"
UnitinfoRef Unit : I0SignalRefs |
Al_OfflineUnit : UnitData
OffineDataRef refvia Id
Datald : string = "Al_Unitld001" ——— > |d:string = "Al_Unitld001"
OnlineDataRef] Online : DataRef . P
Datald : string = "AL_Unitid001" AL oninevnl: Tnibata
Id : string = "Al_Unitid001"
See HART 6: N
HCF_SPEG183 : Table 34
ProtocolSpecificinfo, . ) . Device Variable Code and
DeviceXIOSignal ; HartlOSignalinfo _— | HCF_SPEG127 Cmd .
-— -
- Legend: Instance
DeviceVariableCode : Nullable<int> = 246~ ‘:l
DeviceVariableAssi :enum VariableAssi =PV :l IProcessData provided instancgs
Data idod-inak
1 L

IEC

Figure 112 — Example: ProcessDatalnfo for HART (UML)

The example in Figure 113 demonstrates how a (HART®) Device DTM creates and returns a
ProcessDatalnfo instance:
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{

protected ProcessDatalnfo GetProcessData ()

// HART PV information

HartIOSignalInfo hartPVInfo = new HartIOSignalInfol();

//This value is the Primary Variable

hartPVInfo.ProcessVariableAssignment = HartIOSignallInfo.VariableAssignment.PV;

//Specify the index that is needed to read the value via command #9

//or command #33

hartPVInfo.Index = 0;

// HART PV information

IOSignalInfo<HartIOSignalInfo> pvInfo = new IOSignalInfo<HartIOSagmalInfo>();
pvInfo.ProtocolSpecificInfo = hartPVInfo;

pvInfo.Id = "AI Signalld001";

pvInfo.Name = "PV.DIGITAL VALUE";

pvInfo.Label = "First analog input PV";

pvInfo.Descriptor = "This is the first analog I¥put PV";
pvInfo.SignalType = SignalType.Input;

pvInfo.IECDatatype = IECDatatype.REAL;

pvInfo.IsLocked = false;

pvInfo.IsSafety = false;

//Sematic info as defined #NCHART FDT Annex

pvInfo.SemanticInfos =%\egw FdtList<SemanticInfo>(new SemanticInfo ("HART",

"CMD1B1BOL32"));

The

Proc

auto

Figure 113 — Example: ProcessDatalnfo creation for HART®

example-in Figure 114 demonstrates how a Frame Applications requests and ug

IT\atically to the protocol-independent properties which are used in Figure 114.

es a

ssDatalnfo instance. The protocol-specific properties shown in Figure 113 are mgpped
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public void ReadIoSignalInfos (IDtm3 dtm, Guid protocolId)
{
IAsyncResult asyncResult =

(dtm as IProcessData) .BeginGetProcessData (protocolId, null, null);

sDatalnfo processData =

(dtm as IProcessData) .EndGetProcessData (asyncResult) ;

ShowIoSignalInfos (processData.ProcessDataltems) ;

public void ShowIoSignalInfos (FdtList<ProcessDataltem> processDatas)

foreach (ProcessDataltem data in processDatas)

I

Figure 114 — Example: Using ProcessData for HART®

The |example in Figure 115 demonstrates how ‘the HART®-specific datatype asse
(Fdt3.Datatypes.Hart.dll) exposes the type information over the I0SignalinfoType attribut

mbly

W

[aslsembly: IOSignalInfoType (

IOSignalInfoType = typeof (I0SigglInfo<HartIOSignallnfo>),

Protocol TOSianal TnfaTune = fymenf (Hart TOSianal Tnfo))

Figure 415 = Example: 10SignalinfoType attribute

NOTE|2 The examples in Figure 114 and Figure 115 demonstrate how a protocol-specific datatype can be d
from the datatypes defined’in, this document and how such a protocol-specific datatype is intended to be us¢g
definitjon of the protocolfspecific datatypes, refer to the respective specification document.

7.11.2 Datatypes — Process Image

The Processimagelnfo class provides information about the process image by the bus-m
devide which is represented by the DTM. Figure 116 shows a class diagram with related cl3
of Prpecessimagelnfo.

erived
d. For

aster
sses
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Processimagelnfo

BusMasterld : string

1

0..* | Processimageltems

1.

Processimageltems P '
()
ProcessimageGroup 2:::::;2;3: Prots::i:ilg:lage
1
‘ From
Fdt.Dtm«O namespace
1 | ¥
Device Module Struct 10Signallnfo o
Pr ImageGroup Pr ImageGroup Pr geGroup
IEC
Used |n:
Returrjed in IProcessimage.EndGetProcessimagelnfo()
Figure 116 — Processimage — datatypes
Table 36 describes Processimage classes.
Table 36 — Processimage datatype description
Datat N Descripti
atatype «O escription
DevigeProcessimageGroup Groups process image items belonging to a specific device connectef to
the fieldbus.
10Signallnfo Information about a single 10 signal.
NOTE The class is also used in IProcessData interface.
ModdileProcessImageGroup Groups process image items belonging to a specific device module
connected to the fieldbus.
Processlimagelnfo Information about the fieldbus master process image, which enables [for

example engineering tools to map the device I/O signals to variables|in
an IEC program for a PLC.

Proc

psstmageltem

Abstract base class for process image information.

Proc

ssimageGroun
7 L

Groups nrocess imaage information
L L 7

ProcessImageSection

Represents a single process image section in which an 10 signal is
mapped.

StructProcessimageGroup Groups of process image items belonging to a structure 10 signal.
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7.12 Datatypes — Address information

The Addressinfo class provides information about address(es) of the device which is
represented by the DTM. Figure 117 shows a class diagram with related classes of Addressinfo.

Addressinfo

Protocolld : Guid
1

0..*| DeviceAddresses

Doviceldd.

Address : string
Id :int

' i
I T > ProtocolDeviceAddress 3
i

DeviceAddress

ProtocolDeviceAddress

<protocol>DeviceAddress

ProtocolSpecificDeviceAddress

%
A
=
£

Different types for eaeh protocol 5

IEC

Used |n:

Addressinfo is returned by INetworkData.GetAddressInfo()

Single| DeviceAddresses can be set by INetworkData.SetAddressinfo()

Figure117 — Addressinfo — datatypes
Table 37 describes Addressinfo class and its related classes.

Table 37 — Addressinfo datatype description

)
O§ Datatype Description

Addressinfo Information about address(es) of the device which|is
represented by the DTM.

DevigeAddress Address of the device in the network or fieldbus.
TheDeviceAddress.ld is used to indicate the relatipn to
the corresponding NetworkData (which has the same
Id value).

DeviceAddress<T> Address of the device in the network or fieldbus.

NOTE T represents the protocol-specific class which
defines the protocol-specific address properties.

ProtocolDeviceAddress Abstract base class for protocol-specific device
addresses.
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The example in Figure 118 demonstrates how a (HART®) Device DTM creates and returns an
Addressinfo instance:

public AddressInfo CreateAddressInfoForHart (int shortAddress,
string shortTag,
string longTag,
HartDeviceAddress.AddressingModeSelection addressingMode,

HartLongAddress longAddress)

var hartDeviceAddress = new HartDeviceAddress (shortAddress, shortTag,

longTag, addressingMode,

Ve m A

Figure 118 — Example: Addressinfo creation

The example in Figure 119 demonstrates how a Frame AppliCation requests and usep the
Addressinfo instance created in Figure 118:
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public void ShowDeviceAddress (IDtm3 dtm, Guid protocolId)
{
INetworkData networkData = dtm as INetworkData;
if (networkData == null)
{
//this shall never happen because INetworkData is mandatory

sageBox.Show ("Failure: DTM does not provide INetworkData");

return;
}
AddressInfo addressInfo = networkData.GetAddressInfo (protocolId);
if (addressInfo == null)

//this shall never happen because return value of
//GetAddressInfo () shall never be null
MessageBox.Show ("Failure: DTM does not providevAddressInfo");

return;

//Verify result
try
{

addressInfo.Verify'().s

}

catch (Exceptilon) ex)

MessegeBox . Show ("Failure in verification of AddressInfo:" + ex.Message);

Figure 119 —ExampleUsing-Addressinfo

The example in Figure 120 demonstrates how the HART®-specific datatype assembly
(Fdt3.Datatypes.Hart.dll) exposes the type information over the DeviceAddressinfoAttribute:

[assembly: DeviceAddressType (

DeviceAddressType = typeof (DeviceAdc ss<HartDeviceAddress>),

Figure 120 — Example: DeviceAddressTypeAttribute

NOTE The above examples demonstrate how a protocol-specific datatype can be derived from the datatypes
defined in this document and how such a protocol-specific datatype is intended to be used. For definition of the
protocol-specific datatypes, refer to the respective specification document.
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7.13 Datatypes — NetworkDatalnfo

The NetworkDatalnfo class provides network management information which can for example
be used for bus master configuration. Figure 121 shows a class diagram with related classes
of NetworkDatalnfo.

NetworkDatalnfo

0.* | NetworkDataltems

1.* NetworkData
NetworkDataltems| Item

NetworkData

Devicelnformatiofiy
NetworkDataGroup .
Id :int o Documents|
IsWritable : bool 0..* Document
Zﬁ 4L T > ProtocolNétwbrkData |

Moduleinfo NetworkData

ProtocolNetworkData

<protocol>NetworkData

ProtocolSpecificNetworkData

2
-
s
-

Different types for each protocol W

IEC

Used |n:

NetworkDatalnfo is returned-by INetworkData.GetNetworkDatalnfo()

Single[ NetworkData.items can be set by INetworkData.SetNetworkData()

Figure 121 — NetworkDatalnfo — datatypes

Table 38 describes NetworkDatalnfo class and its related classes.
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Table 38 — NetworkDatalnfo datatype description

Datatype Description
Modulelnfo Represents a hardware or software module of the device. It provides general
information like name, version, vendor and may also contain further
NetworkDataltems providing protocol-specific information.
NetworkData Base class for a single protocol independent network data item.

The NetworkData.ld is used to indicate the relation to the corresponding
DeviceAddress (which has the same Id value).

The list in NetworkData.DevicelnformationDocuments is used to provide protocol-
specific or device-specific support files.

NetworkData<T

Representis a -single protocol-specific network data-item
g gre L

NOTE T represents a protocol-specific class which defines the protocolrspedific
network data properties.

NetworkDataGroup

Group of network data items provided by the DTM.

NetworkDatalnfo

Contains network-specific information about the device.
NetworkDatalnfo (e.g. Label) may be used to construct the DtmSystemGuiLabel.

NetworkDataltem

Abstract base class for network data classes.

ProtgcolNetworkData

Abstract base class for protocol-specific network data information classes.

The example in Figure 122 demonstrates how a (DeviceNet)\Bevice DTM creates and returns

a Nef

workDatalnfo instance:

pub]

{

ic NetworkDataInfo GetNetworkDataInfo (Guid protOcelId)

// verify protocolld

VA

// create network data for JQevfceNet and set properties
DeviceNetNetworkData de¥ieeNetNetworkData = new DeviceNetNetworkData () ;
deviceNetNetworkData,Noédeld = new DeviceNetNodeAddress (0);

//

// ... (propetties are device specific)

//

create a document jtem for the FSD file

rar 1ri = mnaw (Tri ("0 e\ \TTeare\ A\ Diihl1 1 ~A\\T7TanAdA+»¥YV7\ \ Natri ~alRM ade) .

Figure 122 — Example: NetworkDatalnfo creation example

The example in Figure 123 demonstrates how a Communication DTM (representing a
bus-master device) requests and uses the NetworkDatalnfo instance created in Figure 122:
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public void CheckNetworkData (INetworkData networkData, Guid protocolId)
{
var dtmNetworkData = networkData.GetNetworkDataInfo (protocolId) ;
if (dtmNetworkData != null)
{
// network data available

// Verify the data (if invalid data, the method exits with an exception)

dtmNetworkData.Verify () ;

foreach (NetworkDataltem item in dtmNetworkData.NetworkDatalItems)
{
if ((item is NetworkData<DeviceNetNetworkData>))
{
var deviceNetDataltem = item as NetworkData<DeWifeNetNetworkData>;

Figure 123 — Example: NetworkDatalnfo using example

The pxample in Figure 124 demonstrates how the ' PROFIBUS-specific datatype assgmbly
(Fdt3.Datatypes.Profibus.dll) exposes the type infermation over the NetworkDataTypeAttripute:

[asgembly: NetworkDataType (

NetworkDataType = typeof (WetworkData<ProfibusNetworkData>),

Figure 124 ~Example: NetworkDataTypeAttribute example

NOTE| The above examples.demonstrate how a protocol-specific datatype may be derived from the datatypes
definefd in this document and*how such a protocol-specific datatype is intended to be used. For definition |of the
protocpl-specific datatyples; Tefer to the respective specification document.

7.14 | Datatypes'= DTM functions

The followingclass diagram (Figure 125) describes the relations of classes in the context of
Functionlnfo.
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Functioninfo

Functionltems | g «

1.7
Functionltem

Functionltems

FunctionResult

1

|

Used

IFunct]
IComn

IComn

A DT
funct
exec
Modd
distin
perfo
Func
user
Resu

n:

on.Functioninfo

ItParameters.

A DT

handFunction.EndExecute()

FunctionGroup ExecutableFunction Documentrunction
1
ModuleFunctionGroup
Moduleld : string ’ ‘ 1 Document
UiFunction CommandFunction Document
1 1 1
InputArguments | g_» 0..*| OutputArguménts

0.* | FunctionArgumentDe
Parameters scription

0.*
FunctionArgument
ResultParameters

handFunction.BeginExecute()

Figure 125 — DTM Function — datatypes

M exposes all functionsyit provides in Functioninfo, which can contain one or
ons. Each of the functions can be a function providing one or more document
itable function or<a™function group. Function groups contain one or more func
leFunctionGroup_is' a special FunctionGroup. Two types of executable function
guished: a function which requires opening a user interface and a function, whi
rmed in the.background without a user interface. UiFunctions provide one or
ionArgumients, which describe function-specific information. For a list of functions
interface’ see 5.12.1. CommandFunctions define

IEC

InputParameters as wel

more
5, an
ions.
5 are
ch is
more
with
| as

s the

available functions of a DTM. For different use cases and on different platforms there are
alternative ways of presenting this information to the user. That is why a DTM should not provide
any customization (e.g. menu accelerators) for menus or for other GUI elements displaying the
function list.

Table 39 describes datatypes in Fdt.Dtm.Functions namespace.
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Table 39 — DTM Function datatype description

Datatype

Description

Functionlnfo

Returns information about functions, user interfaces and documents provided by a

DTM.

Functionltem

Abstract base class for a DTM function description class.

ExecutableFunction

Abstract base class for functions of a DTM which are "executable" by calling

corresponding interface on the DTM Business Logic or creating a Ul object.

DocumentFunction

Description of a document (file) provided by the DTM.

FunctionGroup

Group of DTM function descriptions.

FumctionResult

Result of a command function or a modal user interface.

UiHunction

Description of a graphical DTM WebUI.

CommandFunction

Description of a non-GUI function provided by the DTM Business Logic:

FumctionArgument

Information about a parameter of a CommandFunction or UiFunction.

Dogument

Information about a document on file disk or in the Web.

7.15 | Datatypes —- DTM messages

The ¢lass diagram in Figure 126 describes the relation of classés used for interaction bet
DTM|Business Logic and DTM WebUI as well as for interaction between different instand
DTM|Business Logic of two related DTMs (e.g. for a Composite DTM).

DtmMessageTypes

¢

DtmRequestMessage DtmResponseMessage DtmEventMessage
| [ %
DTM specific, DTM specific DTM specific
DtmRequestMessage | | DtmResponseMessage DtmEventMessage

<<provides meta information"for message ser[gljzé'fion>>

0.*

0.~ M geType

Used In:

IEC

ween
es of

IDtmUiMessaging.BeginSendMessages()

IDtmUiMessaging.EndSendMessages()

Event IDtmUiMessaging.DtmSpecificEventOccured()

IDtmUiMessaging.UiMessageTypes

And

IDtmMessaging.BeginSendMessages()

IDtmMessaging.EndSendMessages()

IDtmMessaging.PrivateMessageTypes

Figure 126 — DTM Messages — datatypes

Table 40 describes datatypes related to DTM Messages.
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Table 40 — DTM Messages datatype description

Datatype Description

DtmRequestMessage

and the DTM Business Logic as well as between DTMs (proprietary DTM to
DTM interaction). This class encapsulates a message in which a DTM Ul or
DTM Business Logic requests information from a DTM Business Logic.

the interaction.

This abstract class serves as a base for interaction between the DTM WebUI

DTMs shall derive own classes from DtmRequestMessage and use these for

a

DtmResponseMessage

and the DTM Business Logic as well as between DTMs (proprietary DTM to

This abstract class serves as a base for interaction between the DTM WebUI

S

DTM interaction) This class nnr‘nlneulatp: amessage where 3 DTM Busines
Logic responds to a previous request.

DTMs shall derive own classes from DtmResponseMessage and use these f
the interaction.

or

Dtnf

EventMessage This abstract class serves as a base for interaction between thé,DTM
Business Logic and DTM WebUI.

DTMs shall derive own classes from DtmEventMessage and/use these for tf
interaction.

DTM
inclu
seria
into .

The
(IDtm

specified as type any and accepts proprietary data structures created by the DTM W

Toge
of the

The

send
JSON
interf]
in thd

The ¢
JSON
betw
data

Durin

messages are used for interaction between DTMs and their related DTM We
jling DTM WebUI (see 8.5.7). Interaction between DTMs”.and DTM WebUI require
ization of JSON data into a formatted string and deserialization of the formatted
NET data (and vice versa).

DTM WebUI sends the message via the WebDataConn
WebUiMessaging.SendMessagesAsync). Theéfunction argument for the actual da

ther with the data the DTM WebUI provides the type (full name including the names
b NET message type which can be received by the DTM Business Logic.

VebDataConnector will then serjalize this data structure into a JSON formatted strin
it to the Frame Business Logic.“After receiving the Frame Business Logic deserializg
| formatted string into the specified .NET message type and invokes the IDtmUiMess
ace of the DTM Business Logic. The response from the DTM Business Logic is procd
reverse order.

xchanged message data shall be translatable from JavaScript structures into JSON,
| into the corresponding .NET message type and vice versa. Otherwise the interg
ben the DJM-WebUI and the DTM Business Logic will fail (either by receiving corr
pn either-€nd or by creating errors during the sequence).

g design of DTM-specific message data types for data exchange with a DTM WebU

bUls,
s the
5tring

ector
ta is
bbUI.
bace)

j and
s the
hging
ssed

from
ction
ipted

| this

requi

rements needs to be considered. See Clause F.3 for hints on implementation and o

n test

of DT

7.16
The

M-specific message data types.

Datatypes — CommunicationChannellnfo

CommunicationChannellnfo class provides information about the modules

Communication Channels of a DTM (see Figure 127).

and
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CommunicationChannelinfo

¢

1

0..* | Channelltems

Channelltem 0.
Channelltems
] 1
CommunicationChannelltem ModuleChannelGroup
Descriptor : string [0..1] Moduleld : string
Id : string
Label : string

IEC

Used |n:

IChanpels.CommunicationChannellnfos

Figure 127 — CommunicationChannellnfo, £ datatypes
Table 41 describes CommunicationChannellnfo class and its'related classes.

Table 41 — CommunicationChannelinfo datatype description

Datatype 5\0\‘ Description
CommunicationChannellnfo | Information about Cemmunication Channels (and modules) supported by a DTM.
Channelltem Abstract base class for module and Communication Channel information
MofduleChannelGroup ImI‘S)_FTAation about a group of Communication Channels or underlying modulgs of
a .

The example in Figure 128 demonstrates how channel information is provided by a DTM with
two modules:
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//Member variables for channel info and channel objects
CommunicationChannelInfo _myChannelInfo;

Dictionary<string, ICommunication> myCommChannels;

private void buildChannelInfos ()
{

//create first module info

ModuleChannelGroup modulel = new ModuleChannelGroup ("Modulel") ;
modulel.Channelltems = new FdtList<ChannelItem>();
CommunicationChannelltem channelModulel =

new CommunicationChannelItem("Modulel.Chnl", "Channel of Modulel"{,.

modulel.ChannelItems.Add (channelModulel) ;

//create second module info

ModuleChannelGroup module?2 = new ModuleChannelGroue{(("Module2") ;
module2.Channelltems = new FdtList<Channelltem3{) ;
CommunicationChannelltem channelModule2 =

new CommunicationChannelItem("Modwd€2.Chnl", "Channel of Module2");

module2.ChannelItems.Add (channelModule?2) ;

//create info list

muvQhannal Tnfa = Aam ¥ ammiinicatinnChannal Tnfal) .

Figure 128 — Example: Channel information

7.17 | Datatypes — Hardwareldentification and scanning

7.17.10 /,General

The interface IHardwarelnformation is used by a Frame Application to request information from
a physical device. The method EndHardwareScan() returns a DeviceScanlInfo, which describes
the currently connected device.

7.17.2 Datatypes — DeviceScanlinfo

The methods of IScanning are used to scan the sub-topology of a Communication Channel. The
result of the scan is returned in DeviceScanInfo and contains protocol-specific identification
information of found devices (see Figure 129).

NOTE DeviceScanlnfo properties contain protocol independent identification information as name value pairs in
string format. This allows a Frame Application to display basic identification information of a scanned device in a
human readable style even if the protocol-specific types are unknown.
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DeviceScaninfo

Protocolld : Guid

A {1{1‘11111111’11

DeviceAddress

Address | address : string
0.1/ Id:int

CommunicationErrorinformation

ProtocolDeviceScaninfo 57 CommunicationError

Ji PhysicalLayer
0.1

ayer

DeviceScanValue

G_ 7777777 § «bind» <T- i info: —Mammmeomi

<Protocol>DeviceScaninfo DeviceTypeld | ProtocolSpecificName : gring
0..1] value : string

DeyiceScaninfo
HardwareRevision
0.1

’ SoftwareRevision

ProtocolSpecificScaninfo

perti
0.1
tificationProfile
0.1

Devit if perties
0.4

Serialiumber.

Tag
0.1

IEC

Used |n:

IHardwarelnformation.EndHardwareScan()

IScanping.EndScanRequest()

Figure 129 — DeviceScaninfo)— datatypes
Table 42 describes the classes related to DeviceSeaninfo.

Table 42 — DeviceScanlnfo datatype description

Datatype A‘\‘O Description
DevigeAddress Abstract'base class for protocol-specific device address.

Forgscan results the value of DeviceAddress.ld shall be set to 0.

CommunicationError Description of a fieldbus protocol independent error which occurred during
nested communication

DevigeScanlinfo This class is used to describe information from one single scanned physicgl
device

DevigeScanValue Represents an identification element of a scanned device. For example:
Device Type Id, Manufacturer Id etc.

<Profocol>DeviceScaninfo Is a placeholder for a DeviceScanInfo of a specific protocol. Example:
HARTDeviceScanlnfo

DevigeSeaninfo<T> This class is used to describe information from scanned physical devices

ProtocolDeviceScaninio ADSiract base class for protocol-specHic scan propertes.

7.17.3 Example — Hardwareldentification and scanning for HART®

Figure 130 shows for example the properties of the HartDeviceScanlnfo Datatype.
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ProtocolDeviceScaninfo

HartDeviceScaninfo

ProtocolDeviceAddress

4 ¢ 4&

HartDeviceAddress

Address

1 | LongTag : string [0..1]
LongAddress : HARTLongAddress
ShortAddress : int

ShortTag : string [0..1]

<<enum>>
AdressingModeSelection,

. LongTag

AddressingMode LongAddress : HARTLongAddress
1| ShortAddress

ShortTag

ScannedPhysicalLayer .
PhysicalLayer

1

Id : Guid
Name : string

IEC

Used |n:

IHardwarelnformation.EndHardwareScan()

IScanpning.EndScanRequest()

Figure 130 — Example: ‘HARTDeviceScaninfo — datatype
Table 43 describes classes related to HARTDeviceScanlnfo.

Table 43 — Example: HARTDeviceScaninfo datatype description

Datatype k\ C Description
ProtgcolDeviceScanlnfo Abstract base class for protocol-specific scan properties.
HAR[DeviceScaninfe Provides protocol-specific information returned in ScanRequest().
ProtgcolDeviceAddress Abstract base class for protocol-specific device addresses.
HartDeviceAddress HART-specific device address.

7.18 Datatypes — DITMreport types

The Reportinfo class is used by a DTM to expose information about the report types it
implements. Figure 131 shows the involved classes and their relations.
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Reportinfo

¢

AvailableReports 0.*
1*
Reportitems

Reportitem

\

- P ReportGroup ExecutableReport

Used

IRepo

A Re
(Exe

requégst a specific report from a DTM. Report types may be arbitrarily grouped (ReportGrg

They
funct
refers
refers
Fram

Tablg

1TEC

n:
ting.Reports

Figure 131 — DTM Report — datatypes

bortinfo object comprehends the description of one or many reportitypes. Each report
utableReport) has a unique identifier, which can be used by~a Frame Applicati

onality (see definition of ApplicationID in Annex B and‘in/Annex A), or they may h
bnce to a Functionld, that links the report type to a,DTM-specific functionality.
bnced function is hidden (flag 'hidden' has value 'TRUE' for all referenced functiong
e Application shall not offer the possibility to generate a report for this function.

44 summarizes the datatypes in the Fdt.Dtm:Reporting namespace.

Table 44 — Reporting datatype description

2024

type
bn to

ups).

may have references to an Applicationld, that associates them with an FDT staldard

ve a
f the
) the

Datatype A\‘O Description
ExequtableReport Information about one specific report provided by the DTM.
RepqrtGroup Group-of DTM report descriptions.
Repqrtinfo Provides information about reports provided by a DTM.
Repqrtltem Abstract base class for a report description class.
7.19 | Information related to device modules in a monolithic DTM
A mgnolithie\DTM provides information about a device with all its modules. The information

regar
invol

ding-the modules is distributed on different datatypes. Figure 132 shows an examplg
ed-data.

with
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Network Data Info

: NetworkDatalnfo
NetworkDataltems

Figure 132 — Information related to device modules

Inside a monolithic DTM the modules of a device are identified by a unique Moduleld.

Process Data Information
Module1 : Moduleinfo : ProcessDatalnfo
Id : string ( ProcessDataltems
NetworkDataltems
/ Module1 :
/ : NetworkData ModuleProcessDataGroup
+
/ 1d-int - ProcessDataltems
~
/ IsWritable : bool
~
/ -
7~ ¥ : 10Signalinfo
/ -
7
Module2 : Moduleinfo 7
/ 7
Id - string s
/ NetworkDataltems )
/ Module2 :
/ Lr : NetworkData ModuleProcessDataGroup
/ Id/m( ProcessDataltems
I1SWritable : bool
l —l
I *
| s
/
| /
| /
/
.
}
Devicq L 7 ———— T T T T T T == ~ — Processimageltems
Module 1 - T
~ ModuleProcessimageGroup
~
Moduleld : stfing
~
\\ = Processlmageltems
~ 1ge
Module 2 NN ~ _ )
\ \ ~ : ProcessimageSection I0Signalinfo
~ * D
~
\ ~
~
\ N ~
~
\ \ ~
~
\ ~
~ Module2 :
\ ~ ModuleProcessimageGroup
~
\ \ Moduleld - string
\ ~ Processimageltems
| ~ &
\ ~
| \ N +| ¢ ProcessimageSection | @ 10Signalirfo
| N 1 1
\ AN
| \ AN
| \ N
| \ \
I A)
Device Data Informatlop Function“information Communication Channel Information
I A '
S / \ \
DeviceDataltems / Functionltems
y \ Channelltems *
Module1 : ModuleFunctionGroup Moduled :
Moduleld : string [0..1]
Datalems Moduleld - string Moduleld - string
Functionltems Channelltems.
Descriptor : string [0..1]
Id - string
Label : string
ModuleChannelGroup
prawE— o
Dataltems
Channelltems
SrscrproT—STe—t
Id : string
Label : string
IEC

NOTE Examples for monolithic DTMs are DTMs for PROFIBUS PA devices, where a module would represent a
function block or transducer block, or DTMs for modular devices, where a module would represent a hardware

module.

The same Moduleld is used in the different datatypes (Modulelnfo, ModuleProcessDataGroup,

ModuleProcessimageGroup,
ModuleChannelGroup) in order to show that this information describes the same module.

ModuleDataGroup,

ModuleFunctionGroup,

and
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For a monolithic DTM it is expected that the data in IInstanceData and IDeviceData are also
grouped for the modules (see Figure 102).

With ModuleFunctionGroup it is possible to provide functions specifically for modules.

If the device is a modular device and if modules provide communication, it is possible to use
ModuleChannelGroup in order to associate the provided CommunicationChannels to their
respective modules.

8 Workflows

8.1 General

The work flows provided in this chapter are intended to explain the expected behavior.
Implgmented behavior may vary, but should follow the general rules explained fere and in the
interface definitions.

The ¢onventions for sequence diagrams are explained in IEC 62453-1:2024, A.6.

As explained in 5.8.2 all component interactions are passed through the Frame Applicatipn or
through proxy components. Since this passage shall not changé/nteractions or inject intergction
requégsts, it will not change the general sequence of message calls. In order to simplify the
reprelsentation of sequences, the proxy objects often are omitted in the sequence diagrams in
this glause. If the proxy objects are important to understand the sequence of message falls,
then they are shown in the sequence diagrams.

8.2 | Instantiation, loading and release
8.21 Finding a DTM BL object

In order to execute a DTM, the FrameApplication needs to find the respective DTM Busj|ness
Logid object, which is located in an assembly. This subclause describes the sequence of fihding
the OTM BL object (see Figure 133):
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sd : Finding a DTM BL object/

: Frame
Application
1
Find DTM Manifest files in
D <FDT_DTMs> folder
Create DTM 1: DTM
Manifest

deserialize manifest file |

Get DtmManifest information o7

i Get
Get UiManifestRefs N ConformityRecords,
DtminitData
Get DtmRootPath
Get DtminfoBuilderRef Implements theintérface
|DtmInfoBuilder;"which
Destroy g could also be implemented
'LIJ by DtmiBusinessLogic.
Store in a frame x ;

[] specific way

Create

: DtminfoBuilder

Init(dtmRootPath)...)

1]
GetDtminfo()

"]
<GetSupportedTypes()>

L

<GetSupportedTypes()> execution results : list of DTM information m‘

GetFdtlcon()

GetFdtBitmap()

Destroy

[]ZI Store DTM information in a

frame specific way

Yl

1EC

Used methods:
IDtmInfoBuilder2.Init()
IDtmInfoBuilder2.GetDtmInfo()

IDtmInfoBuilder2.BeginGetSupportedTypes() / IDtmInfoBuilder2.EndGetSupportedTypes()
IDtmInfoBuilder2.GetFdtlcon()
IDtmInfoBuilder2.GetFdtBitmap()

Figure 133 — Finding a DTM BL object

Typically a Frame Application stores the information about the DTM BL in a catalogue. For a
more complete sequence for updating the device catalogue refer to 10.4.3.
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8.2.2 Instantiation of a new DTM BL

A new DTM Business Logic is instantiated by the Frame Application with its full assembly class
name. The class name can be looked up in the DtmManifest for the selected DtmDeviceType.

The Frame Application shall create a new DTMDataset object and pass a reference to IDataSet
as a parameter in IDtm3.InitData() to the newly created DTM Business Logic instance. Within
the InitData() call, the DTM Business Logic instance adds new DTMDataSubsets to the
DTMDataset and writes its instance data into the DTMDataSubsets (see Figure 134).
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sd Instantiation of a new DTM BL )
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N J
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|
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\
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A
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|
|
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T
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Run()
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IEC

Used methods:

IDtm3.1nit()

IDtm3.InitData()
IDataset.StartTransaction()
|Dataset.CommitTransaction()
IDataset.CloseTransaction()

Figure 134 — Instantiation of a new DTM BL
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A Frame Application may use the IDtmAssemblyInfo interface of DtmlInfoBuilder object to verify
the digital signatures of the DTM assemblies (see 5.19.3 and 6.3).

8.2.3 Configuring access rights

The Frame Application can provide a separate function to configure the access rights for
individual users or for group of users, which will be working with the DTM. The function for
access rights configuration is usually available only for system administrators, which are
responsible for the security of the plant.

To configure the access rights, the administrator needs to instantiate the DTM with access
righti set to Engineer, get the list of all data provided by the DTM by, lsing
ICustomConfiguration.<GetAllDatalnfo()>. The Administrator will get the list of all functions from
IFungtion.FunctionIinfo property. The Administrator will use a specialized usef\intefface,
provided by the Frame Application to define the permissions for changing datayand invpking
funct|ons.

This |nformation shall be saved by the Frame Application and used when the DTM of thig type
is ingtantiated.

The @iser can invoke the DTM with Expert user level (see 8.2.5)-and verify the correctngss of
the settings. The administrator may come back to the specialized user interface, provided by
the Hrame Application, correct the permissions, save the data with the rest frame datg and
invoke the DTM again.

The following sequence diagram illustrates the configtration of the user permissions, when
custdm role is invoked (see Figure 135).
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sd : Configuration of user permission /

: Frame : DTM Business
Application Logic
1 |
select DTM DTM was started with
S .
engineer role.
All parameters and
\\ functions are enabled /
set all parameters and
functions to
IsEnabled=false
set user by default
permission to DTM <GetAllDatalnfo()> I
collect all data and
functions of all
<GetAllDatalnfo()> execution results possible modes
< _____________________________
Get Function.Functions : Functioninfo ¢
for each user role Display all parameters |
select parameters and [ and functions
functions to be enabled |
S
save the permissjon |
for DTM Device Type |
and particular Frame
defined\user role. |
|
IEC
Used methods:
ICustdmConfiguration.BeginGetAllDatalnfo()
ICustgmConfiguration.EndGetAllDatalnfo()
Figure 135 — Configuration of user permissions
8.2.4 Loading a DTM BL
After| crelation of a DTM Business Logic instance for an existing DTMDataset the Frame
Applicatien shall call Init() and LoadData(), pass the identifier of the represented type (device,
modute, DIOCK) and the Interface of the corresponding Ul MUatasetl. The DI1M checks the

Formatld of the DTMDataset and reads the InstanceData from the DTMDataset to initialize its

device data (see Figure 136).
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sd Loading a DTM BL/

: Frame
Application
1 Create
:DTMDataset
Frame specific initialization l
=JI Create .
I DTMDat
| Create | : DTM Business
Logic
I | .
""" Y | | !
| T
LoadData(dtmDeviceTypeld, datased I ~ Chéokif
| I o Dataset.Fornpatld
is_,Used" or
| I Register transaction events »,ReadSuppofted*
™ |
| I
Loop: all DataSubsets in InstanceData required for actual contexy
' | Dataset.InstanceData[index]
*‘ | ReadData)
- Update transfent
I LIJ instance datd
i i (i}
Run() I |
| S P Lt
I l (\, State running \/
[optional] Register IDeviceData.ModifiedInDeviceChanged and IInstanceData.ModifiedlnDthhanged Events I
1 < N . L
T I | l
IEC
Used methods:
IDtm3]Init()
IDtm3|LoadData()
IDataSubset.ReadData()
Event|IDeviceData.ModifiedInDeviceChanged()
Event|linstanceData.ModifiedIfDtmChanged()
Figure 136 — Loading a DTM BL
A DTM Business Logic shall read DTMDataSubsets of Datasets InstanceData on demand when
the data are(required according to a business function context. When transient data arge not
accessed_any more, a DTM shall release the transient data and reload it from the Dataset if
needpd/see 8.3.1).
8.2.5 Loading a DTM with Expert user level

While loading the DTM with Expert user level, the Frame Application shall set the access rights
using the ICustomConfiguration.<EnableParameters()>.

If the Frame Application does not invoke the ICustomConfiguration methods to grant
permissions, the user will have restricted access as if the DTM is invoked with the Observer

user

level (see Figure 137).
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sd : Loading a DTM with expert user role/

: Frame : DTM Business
Application Logic
A Start DTM
_—

load the permission for
DTM Device Type and
particular Frame

(-] ’ 1
| cemeTuserToreT

|
with ExpertUser Role :
|
|
]

ref
Sequence Instantiation of a new DTM BL

_
( State running \)

Enable offli First call in . <
p;raamee?erén running state T’ ............................... Al parameterd

are disabled

ot
lInstanceCustomConfiguration::<EnableParameters()> I
= 1

~
Enabl li i -~
p;]famee::er:': <EnableParameters()> execution results H‘
e N
~

N
.

IDeviceCustomConfiguration::<EnableRarameters()>

1
<EnableParameters()3 execution results
< ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
L
Device/Instanee DataAccess call |
alt Data change and
change of all
[access enabled data] ) dependent parameters]
Dewce/lnstange DataAccess call [ according to DTM
execution results business rules
<_ __________________________________
[one or morg ofaccessed
parameters is’hot change enabled]  Fynction exception or Detect that parameter
FdtNoWriteAccessException or is disabled
< FdtNoReadAccessException
L

IEC

Used methods:
lInstanceCustomConfiguration.BeginEnableParameters() / linstanceCustomConfiguration.EndEnableParameters()

IDeviceCustomConfiguration.BeginEnableParameters() / IDeviceCustomConfiguration.EndEnableParameters()

Figure 137 — Loading a DTM with Expert user level
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8.2.6 Release of a DTM BL

In order to release a DTM BL all ongoing activities need to be terminated (see Figure 138).

sd Release of a DTM BL/

: Frame : DTM Business
Application Logic
1 |
| |
L | 1
[Ul open] Close Ul ref /
> Sequence
Release of DTM User Interface
i
|
f
1
|
t
. . . ref
[DTM is online] Go Offline

> Sequence

GoOffline
T
|
<Release()> !

%
<Release()> exeeution results
< ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
Release ‘[
>
Destroyed by sNET Garbage Collector when |
last reference to the object is released T T T T 0 X
L]

Used methods:

IDtm3|BeginRelease()v/ IDtm3.EndRelease()

Figure 138 — Release of a DTM BL

8.3 | Persistent storage of a DTM
8.3.1—Saving-instancedataofa DT

The DTM instance saves its instance data on demand in a DataTransaction. The Frame
Application can release a DTM only if no DataTransaction is active. If the Frame Application
performs an action which requires that all data is committed (i.e. saving of a project file) then it
shall check if there are no open transactions. If there are open transactions then the Frame
Application should inform the user and list the DTMs which have open transactions and thereby
may have uncommitted data (see Figure 139).
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sd : saving data of a DTM)

: DtmDataset. : DTM Business

2L DR InstanceData Logic

StartTransaction() —

| @ |
|
Frame specific |
handling |
| Loop all data )] Prepare all
| | data for a new
| | [ DataSubset
| n Add(key,data,descriptor)
| Create
| :DataSubset
| WriteData(data) |
| Descriptor = descriptor '
- "0
| Add to |
| Dictionary |
| DataSdbset
7777777777777777 |
| CommitTransaction() |
) [
Frame internal |
Handling, e.g. |
propagation of changes | |
l CIoseTransaction() |
- |
Frame specific | |
handling
| | -
I
IEC
Used methods:
IData§et.StartTransaction()
IDataSet.CommitTransaction()
IDataSet €loseTransaction()

IDataSubsetDictionary.Add()

Figure 139 — Saving data of a DTM

8.3.2 Copy and versioning of a DTM instance

Saved datasets can be copied by a Frame Application from one device node to a different
device node. The copied Dataset is loaded with LoadData() into instances of the corresponding
device node.

The Frame Application is responsible to handle the Frame-Application-specific versioning
aspects and to manage the different instance datasets (e.g. fieldbus address and device tag)
for a device.


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

8.3.3

— 206 —

Dataset commit failed

IEC TS 62453-43:2024 © IEC 2024

The following workflow describes the expected behavior if committing changes in the dataset
fails. This exception is usually caused by a serious problem in the Frame Application. The
Frame Application shall inform the user that the latest changes could not be saved and to
release the DTM (see Figure 140).

sd: Dataset commit fails

Frame DTM1 : DTM -DTMDataset DTM2 : DTM
Application Business Logic : Business Logic
<Write()> | I
1:) StartTransaction() I
> TransactionStarted |
> I
Change values in instance dataset L
[ The metlhod fails due to onejo
CommitTransaction() following reasons:
> - The operation failed.
e.g wiitigas—— | The comm_it transaction of fhe
[T DTMDatase_t P dataset fails
e.g. FdtCommitTransactionFailedException dafgbase failed |
© CloseTransaction(false) [
> TransactionClosed »JT
L] L T l
IEC
Used methods:
IDataSet.StartTransaction()
IData§et.TransactionStarted()
IData§et.CommitTransaction()
IDataSet.TransactionClosed()
IDataSet.CloseTransaction()
IDataSubsetDictionary.Add()
Figure 140 — Dataset commit failed
8.3.4 Export a'DTM dataset to file
The following diagram (Figure 141) shows the use of datatypes for exporting the data of a|DTM
instapce toafile.
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sd: Export a DTM dataset to file/

Frame
Application

a) Select DeviceNode and l
define filepath

Export DTM Dataset
New(DatasetFormatld) Ds:

/\ = ImportExportDataset

M All data subsets of instance data
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¥ Y
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specific Storage

New(key, byteArray)
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ImportExportDataSubset

Add DataSubset to Instance Data

|
|
I
|
I
|
I
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I°°PJ All data subsets of bulk data

Fetch Byte Array for
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New(key, byteArray)
Dss :

ImportExportDataSubset

Add DataSubset to Bulk Data

|

|

I

I

|

I

|

|

ia. >l
! N
|

I

|

I

|

|

[ Create filestream

new : DataContractSerializp!

1
gl
|

1

WriteObject(filestream, Ds)

IEC

Used methods:

Figure 141 — Export a DTM dataset to file

8.4 | Locking and DataTransactions in multi-user environments

8.4.1 General

Within a multi-user environment it is common, that more than one DTM instance has access to
the same dataset. To synchronize DTMs which are started by several users on different PCs
FDT provides a locking mechanism. Target for this event mechanism is that only one DTM has
read/write access to the instance dataset and to the device data. All other DTMs have read
access only.
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For this reason a DTM shall lock its dataset with StartTransaction() only if required and only
during modification of the data. After the data is committed and the data is not further under
modification, the DTM shall unlock its dataset with CloseTransaction() immediately to enable
concurrent access to the data by other DTM instances within a multi-user environment.

e The DTM shall start a DataTransaction before an activity is started, that may change the
instance data (e.g. upload, linstanceData.<Write()>) or the data in the device (e.g.
OnlineParameterize). The DTM shall close the DataTransaction after the activity is finished.
If instance data is changed, then the DTM shall save the Dataset before closing the
DataTransaction. E.g.:

While a DTM WebUI is opened the DTM shall try to start a DataTransaction if

8.4.2

When multiple DTM instancesrare executed in a multi-user environment for the same d

(see
notifi
Trang

Rece
been

The 1

access Is needed. IT successiul, all user mput 11ields can be enabled. IT the start q
DataTransaction failed, user input fields shall be disabled. After closing all DTM\W'
in case of a locked Dataset the DTM should write modified DTMDataSubsets-and’cd
the Dataset and close the DataTransaction after the Frame Application has/save
Dataset.

Frame Application shall return a negative result when a DTM calls StdrtFransaction
second DTM has already an open DataTransaction. (The property, LockResult.IsLd
Il be set to false.)

he Frame Application shall throw an exception if a DTM writes"DFMDataSubsets whil
TM does not have an open DataTransaction.

e lock for the whole time that a DTM is in states 'runnigg' and 'communicationAllowe

committing the dataset fails, then the transaction shall be closed without s
LloseTransaction(false)) and the user shall be informed. It is recommended to stop wag
th the DTM.

closing the transaction fails, then the user shall be informed. It is recommended to
orking with the DTM.

a DTM receives the event TransactionCommitted(), it is mandatory to update the ins
hta from storage.

Propagation of changes

4.8.2) and one DTM instance is changing the DataSet, the other DTM instance re

actionClosed).

iving the event TransactionCommitted indicates that the data in the persisted DataSe
changed-and that the DTM shall update the instance data from the storage.

ollowihg sequence diagram (Figure 142) shows how changes in the instance datas

write
f the
bUls
mmit
d the

while
cked

b this

he DTM shall keep a DataTransaction open as short as\pdssible. It is not allowed fo set

d".
Qving
rking

stop

ance

pvice
ceive

cations indicating «the process of change (TransactionStarted, TransactionCommiitted,

t has

et of
arent

one [

DM instance (DTM1) are propagated to other DTM instances (DTM2) and to the P

DTM.


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024 - 209 -

sd: Propagation of changes)
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Event
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how i

IChildDtmEvents.InstanceDatalnfoChanged()

Figure 142 — Propagation of changes

igure above shows how a DTM instance ("DTM2") receives notifications on changes and
t updates its instance data, because the dataset was changed by a different DTM instance

("DTM1").

NOTE

For simplification, it is not shown here how "DTM2" reads already committed data while "DTM1" is still

modifying data in an open transaction (refer to Figure 143, which shows this scenario).

8.4.3

Synchronizing DTMs in multi-user environments

The synchronization of DTMs is a mandatory feature to provide a better handling for the user
within a multi-user environment (see Figure 143).
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Figure 143 — Synchronizing DTMs in multi-user environments
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The sequence diagram above describes an implementation example where a Frame Application
provides a copy of the last committed DTMDataset (Dataset1*) for concurrently accessing DTM
instances in multi-user scenarios. These instances cannot change the dataset at the same time
(FA rejects StartTransaction()), but can read from the dataset last committed. How the Frame
Application synchronizes the two instances of DtmDataset, is not in scope of FDT but specific
to the Frame Application (shown as Frame Internal methods).

8.5 Execution of DTM Functions

8.5.1 General

ThIS cnacifinatinn Anfinane Affarant fvnac ofPDTM\WaKLLIL(
T TCToTtTT =TTV O

specification-defines—di
The gequence diagrams in this section show the different handling of these user interface types.

8.5.2 Finding a DTM WebUI

The FunctionInfo property of IFunction interface provides access to user interfaces provided by
a DTM. If a DTM provides user interfaces the FunctionInfo property contains a list of UiFurction
objedts. A UiFunction object represents a DTM WebUI function. The actual information about
the [object which implements this function is provided “n~"a manifest file |(see
DtmManifest.UiManifestRefs description). The Frame Application shall use the property
UiFunction.Functionld to find the information in the manifest (see UiFunction description) (see
Figure 144).
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sd : finding a DTM User Interface)
Frame : DTM Business
Application e
n |
Get Function.Functions : Functioninfo |
Ia Selec_t >
Function Get IFunction : FunctionInfo D
A\ >
/A Internal lookup D
local DTM manifest- |
( file nath
] ) Create [ .
"""""""""""""""""""""""""""""""" |/ : DtmManifest
Deserialize manifest—file| |
I il N,
Loop : all UIManifestUIRefs) | |
| I
Lookup local WebUI | |
[ < Manifest filename ,
Create |
| | : DtmWebUiManifest
Deserialize WebUI manifest-file |
1 =D
Get ClassName of Fulnctionld with required Type | |
I >
Close DtmWebUiManifest | D
i | X
Close DtmManifest I >|
n | X
:
IEC
Used methods:
IDtm3]Functions
IFunction.Functioninfo
Figure 144 — Finding a DTM WebUI
8.5.3 Instantiation of a DTM WebUI
This pequence diagram outlines the opening of a DTM WebUI for a DTM function select¢d by
the user (elg. in a DTM-specific context menu) (see Figure 145). Different Frame Applicgtions
may start the sequence differently, that is why the beginning of the sequence is described

abstractly. The sequence may also be started by a different trigger (e.g. by a Frame Application
function).
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Figure 145 - Instantiation of a DTM WebUI

IEC

sequence diagram outlines theceglosing of a DTM WebUI for a DTM function as a result of
uest to the Frame Application or as result of an (unexpected) close of the brg

wser

Frame Application releases a WebUI of a DTM, it shall prepare the release by sending a
cation to the presentation object first. After receiving the call to closeAsync(
WebUI may release its references to other components and may send DTM-sp

the
ecific
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sd: Release of a DTM WebUI /‘
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Used methods:

IDtmWebUiFunction.closeAsync()

IDtmUjManagement.UnregisterUserinterface()

8.5.5
The

Figurne 147).

Figure 146~ Release of a DTM WebUI

Execution of command:functions

pxecution of a command/function on the DTM BL is started via the ICommandFurjction
interface. The execution 6f the command is triggered by BeginExecute() and EndExecute(

(see
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sd: Execute a command function on DTM-BL/
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8.5.6 Opening of documents

Figure 147 — Execute a command function

In orfer to open a document which is provided by a DTM, the Frame Application open

defaylt application for the MIME type of the document, for instance by calling the m¢

ProcgssStartinfo() (provided by the operating system) (see Figure 148).

IEC

s the
bthod
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Used methods:
IFunctjon.Functioninfo

Figure 148 —\Opening a document

8.5.7 Interaction between DTM WebUI and DTM Business Logic
This pequence diagram outlines*the interaction of a DTM WebUI with its Business Logic| over

the m

essaging interface provided by the Frame Application (see Figure 149).
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sd : Interaction triggered by DTM WebUI )
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Figure 149 = Interaction triggered by the DTM WebUI

the apstract DtmRequestMessage class.

Application.

forward the messages between the DTM WebUI and the DTM Business Logic.

The reference

The callback sendCallback is provided as an argument of SendMessageAsync.

s scenario the DTM WebUI requests data from the DTM Business Logic (e.g. to
meagured values.from the device) by sending a DTM-specific request message(s) derived

ha

IEC

DtmUiMessaging interface is implemented by the DTM Business Logic and the Fframe
to the Frame Application implemented interface s

The DTM Business Logic evaluates the requests and creates corresponding response
message(s) derived from the abstract DimResponseMessage class. The response messages
contain the requested data and are sent back by calling the Progress and Callback methods.

More detailed information can be found in descriptions of:

— IDtmUiMessaging

— DtmRequestMessage

— DtmResponseMessage
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8.5.8 Interaction between DTM Business Logic and DTM WebUI

In 8.5.8 it is described how a DTM BL sends an event to all its instantiated DTM WebUls. This
sequence diagram outlines how the event also is distributed from a DTM BL to its currently
instantiated DTM WebUI (see Figure 150).

sd Interaction triggered by the DTM Business Logi(%

:DTM Business Frame Application BL WebData DTM WebUI
Logic (WebsServer Interface) Connector <htmI>

1
Event:DtmSpecificEventOccured(message data)

P l

|
T
loop / Forall open DTM User Interfaces of this DTM Business Logic instance |

Convert DTM event L

[]% data to payload

websocket call (..... )

invoke callback/delegate
& D L

Convert JSON to
L data structure

Processing of
message data
e.g. update of
Ul elements

IEC

Used methods:

Event|IDtmUiMessaging.DtmSpecificEventOccured()
Figure 150 — Interaction triggered between DTM BL and DTM WebUI

8.5.9 Interaction between DTM WebUIl and DTM Business Logic with Cancel

This sequence diagram-outlines the canceling of a pending user interface message on request
of the user (see Figure 151).
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Used methods:
IDtmWebUiMessaging.sendMessagesAsync()
IDtmUjMessaging.BeginSendMessages()
IDtmUjMessaging.EndSendMessages()
IDtmWebUiMessaging.cancelSendMessagesAsync()
IDtmUjMessaging.CancelSendMessages()
Used pxceptions:
Fdt.FdtOperationCancelledException
Figure 151_~ Interaction triggered and canceled by the DTM WebUI
8.5.10 Retrieving information about available Static Functions
In order to-Use a Static Function for a specific device, the Frame Application retrievep the
information) about available Static Functions from the corresponding DtmInfoBuilder insfance

(see Figure 152).
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sd : Retrieving information about available Static Functions%
: Frame Application : DtminfoBuilder2
= IDtmInfoBuilder2.StaticFunctions
IStaticFunctioninformation
< ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
IStaticFunctioninformation::GetStaticFunctions() |
return StaticFunctioninfo
< ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
Read
StaticFunctionProviderRef to |
[ get ClassName from |
DynamicClassReference
Create : StaticFunction
Provider |
ref |
Sequence Executing a Static Function |
5 |
| |

IEC

Used methods:

IDtmInfoBuilder2.StaticFunctions

IStatigFunctioninformation.GetStaticFunctions()

Figure 152 — Retrieving information about available Static Functions

Figure 153 shows the(example for StaticFunctionInfo data, which was retrieved from a DTM.
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:StaticFunctioninfo

StaticFunctionProviderRef : DynamicClassReference

ClassName = "StaticFunctionProviderClass 1"

: AssemblyInfo

Assemblylnfo | Name = "ExampleAssembly”

Path = "file://xyz" 1/ Uri

PublicKeyToken = "0123456789ABCDEF"
SupportedPlatforms = Any // enum PlatformSupport
Version = 1.89 // Version

RuntimeVersions| : RuntimeVersion

CLRVersionNumber = 4.0

: StaticFunctionDescription

StaticFunctionitem([0] Applicationld = Diagnosis // optional !

Descriptor = "Retrieves the device status in Namur-Format"
Functionld = 1

Label = "GetDeviceStatus" // localized

Protocolld[0] = 036d1498-387b-11d4-86e1-00e0987270b9
Protocolld[1] = 74d29d22-752-40ef-a747-aca72c791155
Protocolld[2] = 58001a08-c178-4a59-a76b-9ef9111chb83d
Protocolld[3] = 98503b8f-0ffb-4eb7-bb67-f4d6bd16db8d
Protocolld[4] = d122d172-f0c7-4b03-965b-512cd4c087 1e
Protocolld[5] = ef708cb7-a2a1-42af-890c-15ceb680cc12 The Semanticld allows a Frame Applicafi
to distinguish different static functions.
These Semanticlds are defined by FDT
Group documents to allow the identificafion
of same StaticFunctions across differen]
DTM Vendors.

o

: Semanticinfo,

Semanticinfos[0]

ApplicationDomain = "FDT*
Semanticld = "NamurStatus®,

: StaticFunctionArgumentDescription

InputParameters[0]| DataType =.:System.String"
Descripter =, "Function specific option 1"

ld= 1_ _ This string is used by the Frame Applidatio}
IsOpegal = false to identify the FDT defined Datatype.
Laber= "DeviceData Assembly Full Qualified Names shall b
used.
: StaticFunctionArgumentDescription
ReturnPatameters[0]| DataType = "DeviceStatus” )
Descriptor = "Device Status as defined by FDT"
Id=2

IsOptional = false
Label = "DeviceStatus”

StaticFunctionltem[1]
EEEEE—— L

IEC

Figure 153 — Example: Information about available Static Functions

8.5.11\ <{Executing a Static Function

After retrieving the information regarding the available Static Functions, the Frame Application
may provide triggers for execution of the Static Functions to the user (e.g. in a menu) or may
use internal triggers to execute a Static Function (see Figure 154).
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IEC

Used methods:

ICommunication.BeginConnect()

|ICommuhication.EndConnect()

ICommunication.BeginCommunicationRequest()
ICommunication.EndCommunicationRequest()
ICommunication.BeginDisconnect()
ICommunication.EndDisconnect()
IStaticFunction2.Init()
IStaticFunction2.BeginExecute()
IStaticFunction2.EndExecute()
IStaticFunction2.BeginRelease()

IStaticFunction2.EndRelease()

Figure 154 — Executing a Static Function
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8.6 DTM communication
8.6.1 General

Each communication connection for a DTM is established as a point-to-point connection. This
subclause describes the field communication related workflows. Communication Channels
implement the interface ICommunicationChannel. The interface ICommunication can be
accessed by the ICommunicationChannel property "Communication" and provides services for
fieldbus connection and communication requests.

In order to ensure that only the Frame Application can modify the sub-topology of a
Communrication-Chanrel—BDHMs—eannet-directy—acee he—tCommunicationChanrelnrterface
of thie parent channel. Instead the Frame Application provides a proxy for the.-channel
implgmenting the ICommunicationChannelProxy interface. This proxy provides access fo all
Communication Channel interfaces except the interface for sub-topology management| The
proxy redirects all method calls to the Communication Channel.

8.6.2 Establishing a communication connection

The gequence diagram in Figure 155 describes the calling sequence of a’DTM when conngcting
to the field device.
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data if necessary
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IEC
Used methods:

IDtm3|EnableCommunhnication2()
ICommunication.BeginConnect()

|ICommunication.EndConnect()

Event {Bm3-OntineStatech ¢

Figure 155 — Establishing a communication connection

Online functions which affect the device data or the instance data require a locked DtmDataset.
Prolonged locks shall be avoided to support multi-user Frame Applications. Thus, it is a DTM-

specific decision to balance between the granularity of online operations and the drawback of
prolonged locks.

8.6.3 Cancel establishment of communication connection

This workflow describes how an ongoing connect request is canceled (see Figure 156).

If the connect action cannot be canceled, the call of the method CancelConnect() throws an
exception.
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sd DTM cancels ongoing Connect operation ]
: Frame Doyice D.TM : : Communication aaront DTM :
Application DTM Business Channel Proxy Communication
Logic Channel
<Connect()>

>—0O

OnlineStateChanged() — Connecting

[T

Cancel

8,

<Connect()>

L]

Start establishing

OnlineStateChanged() — NotConnectedDisturbed

A=

connection

\
/\
| alt CancelConnect()

ameeteoTTTETHY:
Cancel succeeds
L ; Stop,establishing
CancelConnect() CancelConnect() conhectior
<Connect()> (FdtOperationCancelledException)
<Connect()> (FdtOperationCancelledException) [ | ~

(-
I |
Cancel fails CancelConnect()
=L ‘ CancelConnect()
| Stop establishing
connection faileq.
Exceptior\FdtCannotCancelException L ; Connecting is
I‘—:xception FdtCannotCancelException r continued.
_ <€onnect()> (executign results)
OnIinFStateChanged () — ConnectedCheckingDevi ffioj'jf‘?Qi&ei(effﬂ(injfiultf)i 77777777777777777 [
i
succeeded
IEC
Used methods:
ICommunication.BeginConnect()
ICommunication.CancelConnect()
ICommunication.EndConnect()
Event|IDtm3.0OnlineStateChanged()
Figure*156 — DTM cancels ongoing Connect operation
8.6.4 Communicating with the device
The gequence diagram in Figure 157 explains the Device DTM communication with the device

using

a Communication Channel.
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sd: Communicating with the device)

Child DTM : : Parent DTM :
DTM Business Communication Communication
Logic Channel Proxy Channel
T
|
|
I
|

<CommunicationRequest()>

7

Communigate

| <CommunicationRequest()> (execution results) E]:, withrdevic|
<CommunicationRequest()> (execution results) [T~~~ ~ """~~~ """~~~ -~~~ ————-

e e ‘

I
I

T ! ‘
I I

|
I
I
I
|
1
u <CommunicationRequest()>
I
|
I
I
I

1

IEC

Used methods:

ICommunication.BeginCommunicationRequest()

ICommunication.EndCommunicationRequest()

Figure 157 — Communicating with-the device

8.6.5 Frame Application or Child DTM disconnect/a device

Figure 158 shows the flow of messages, when a Frame Application sets a DTM offline.

It depends on the Child DTM, whether pending communication requests are finalized or abgrted.
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sd Child DTM disconnects

Frame Ul : Child DTM : : Parent DTM :
Frame DTM Business Communication Communication
Application Logic Channel Proxy Channel

! I | I

alt |

[DTMin state connected] ( State connected-online ;I

<StopCommunication()> - T -
Or all online functions finished l

; Stop communication

State disconnecting > T

is dependent on online function

DisconnectRequest.AborTPendingCommuncationSﬁ

e

. —
OnlineStateChanged() — Disconnecting

<Di 2>

/

vaihy

<Disconnect()>
alt
[DisconnectRequest. ( Je Finalize pending
AbortPendingTransactions = false]{ [ communication

[DisconnectRequest. Abort pending
AbortPendingTransactions ‘=-true] [ communication

<Disconnect()>«(execution results)
<Disconnect()> (executionresults) | L= __ L o ____________|

<StopCommunication()> (execution results)

DisableCommunication()

et I
e
I\ State inactive /I |
OnlineStateChanged() — Inactive '|' |
I I
e E A | N —— S — -
[DTM in state notConnected] I |
I/ N
\\7 State notConnected ) /I | |
<StopCommunication()> | | |
oy | |
I I
1/ State inactive J | |
\ 7
OnlineStateChanged() — Inactive | |
- ! | I
I ]
I l
I |
I I
| I

IEC

Used methods:
IDtm3]BeginStopE€ommunication()

IDtm3{EndStepGommunication()
Event|IDtm3:OnlineStateChanged()

|Comnumcatiom-BegimBisconmectt)
ICommunication.EndDisconnect()

IDtm3.DisableCommunication()

Figure 158 — Child DTM disconnects

8.6.6 Terminating a communication connection

The sequence diagram in Figure 159 shows how a communication connection is terminated by
a Child DTM.
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sd Child DTM terminates a connection/

Frame Ul : Child DTM : Parent DTM :
Frame DTM Business Communication
Application Logic Channel
7 | DisconnectRequest.AbortPendingTransactions = false%
| I
o <Disconnect((3’(> |
OnlineStateChanged() — disconnecting D
- N
L
< Finalize pending
<Communication%equest()> execution results requests
Responses of outstanding
request
DZ Release
<Disconnect()> execution results established
OnlineStateChanged() — notConnected e o_— A communication
-t
L] T T

IEC

Used methods:

ICommunication.BeginDisconnect()

ICommunication.EndDisconnect()

Figure 159 — Child DTM terminates a connection

In case of a <Disconnect()> with argument AbortPendingTransactions set to 'false| the
Comimunication Channel executes all outstanding communication requests. The Child DTM will
receiye responses with the respective_.communication data.

8.6.7 DTM aborts communication connection

This pequence describes the_abort of a communication link to a device without expecting any
furthér communication response (see Figure 160).
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sd Child DTM aborts a connection /

Frame Ul : Child DTM : Parent DTM :
Frame DTM Business Communication
Application Logic Channel
n | DisconnectRequest.AbortPendingTransactions = true %
| o |
j <Disconnect()> i
OnlineStateChanged() — disconnecting
- L[>
[ . Abort
De pending
<Disconnect()> execution results transactionp
OnlineStateChanged() — notConnected | |-~ |
L
IEC
Used methods:
ICommunication.BeginDisconnect()
ICommunication.EndDisconnect()
Event|OnlineStateChanged()
Figure 160 — Child DTM aborts a connection

In cgse of a <Disconnect()> with argument AbortPendingTransactions set to 'true'l the
Commmnunication Channel cancels all outstanding commdanication requests. The Child DTM will
receije responses with the information that the communication request was not executed
8.6.8 Communication Channel aborts communication connection
This [sequence (Figure 161) describes-how a Communication Channel aborts an 3ctive

comn

hunication connection to a device!
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sd C

ommunication Channel aborts a connection )
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|
|
|
|
|

1
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. 1
| Corresponding End methods (e.g. EndCommunicationRequestﬁ

(IAsyncResult) throws exceptions).
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| BeginDisconnect()) throw exceptions).
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8.7
8.7.1
This

remo
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Figure 161 — Communication Channel aborts a connection

Nested communication
General
subclause describes communication related to devices with gateway functionality

te 1/0 deviges. Nested communication is used to establish the connection to a devi
-system.

IEC

like
te on

chis

The example in Figure 162 shows how a Device DTM communicates to a field device wh
connT ~ cation Gl | ofa G DTM which i .

Communication Channel of a Communication DTM. Since the Device DTM represents a HART®
field device, it is communicating based on HART® protocol. The Gateway DTM represents a
PROFIBUS/HART® gateway (e.g. a Remote |10), that is why the Gateway DTM is communicating
to the gateway based on PROFIBUS protocol. The Communication DTM represents the fieldbus
interface, the DTM accesses the driver of the fieldbus interface. (This example will also be used
in other subclauses of 8.7).

to a
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Communication DTM

T represent : > Fieldbus

Gate
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hiera
and G

Communication Channel Interface I
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PROFIBUS
PROFIBUS
Gateway DTM

Gatewa
T [ represent > (RIO) Y

Communication Channel

HART

HART

Device DTM
[ represents

Field device

IEC
Figure 162 — Example: Nested communication behavior

vay DTMs (e.g. for a remote 1/0) shall provide one or more Communication Channel
sed by other DTMs.

requirement is that a DTM-\shall not need to know anything about the communig
rchy. Nevertheless, the-structure of the sub-system is well known to Frame Applig
y the Gateway DTM.

The functionality for address management is always provided by the Frame Application

the P

arent DTM. Therefore each DTM shall allow setting the network parameters like 'tag

5 that

ation
ation

or by
"and
Data,

'Buslipformation'«<.according to the communication protocol (see also: I[INetwork
NetwprkData|nfo;-Addressinfo).

8.7.2 Communication request for a nested connection

The s

162

communicates to its field device. The internal communication of the Gateway DTM and the
communication to the PROFIBUS Communication Channel are transparent to the Device DTM.

To write a parameter to the device, the HART® Child DTM calls BeginCommunicationRequest()
at the Communication Channel. The HART® request is wrapped in the remote 1/0 channel to a
PROFIBUS communication message sent to the parent PROFIBUS Communication DTM.

The corresponding response is provided by the PROFIBUS Parent Communication DTM. After
extracting the HART® response, the remote 1/0O Gateway DTM sends the response via the
Communication Channel to the HART® Device DTM.
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sd Example: Nested communication data exchange )

HART Device DTM : RIO : RIO : Profibus :
DTM Business Communication Gat DTM Communication
Logic Channel ateway Channel
1

connected

@)

to device
\\ —P <CommunicationRequest()>

s

Write parameter I
Internal service request |

Protocol

transformation

ref o
Sequence Communicating

with the device

Internal service response |

<CommunicationRequest()> (= |

execution results s

v 1 |

IEC

Used methods:

ICommunication.BeginCommunicationRequest()

ICommunication.EndCommunicationRequest()

Figure 163 — Example: Nested communication data exchange

8.7.3 Propagation of errors for a-nested connection

In a rluested communication hierarchy there may be several sources for communication efrors.
idering the example fromFigure 162, possible sources are:
eld device responds, to. communication requests with errors (e.g. wire break)

ateway device ((RIO) has communication problems (e.g. field device does| not
bmmunicate) ahd responds with errors

eldbus.\interface has communication problems (e.g. gateway device does| not

F
G
c
e (Gateway dewvice (RIO) has internal problems (e.g. module failure) and responds with grrors
F
cpmmunicate) and responds with errors
F

eldbus interface has internal problems (e.g. not configured) and responds with errorg

If errors occur during execution of communication requests, the errors shall be propagated back
to the origin of the communication request (see 4.11.1.3).

In order to support fixing the problem, the DTM representing the component where the error
occurred shall inform the user about the source of error within the CommunicationError. This
helps to avoid a situation, where the user receives several error reports (e.g. if gateway device
detects, that the field device does not respond, the Gateway DTM will produce a user message
and the Device DTM will produce a user message).

If an intermediate component receives such a communication error, it shall in turn generate a
communication error, provide own additional information and shall pack the received
communication error as inner communication error into the generated communication error
(similar to exceptions/inner exceptions).


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024 - 233 -

If the origin of communication request receives such a communication error, it shall inform the
user with a user message that includes the information from the inner communication errors.

8.8 Topology planning
8.8.1 General

The Frame Application is responsible to generate and manage the topology.

The requirement is that a DTM shall not need to know anything about the communication
hierarchy. Nevertheless, the structure of the whole topology is well known to a Frame
Appligation.

Subclause 8.8.2 describes how a Frame Application creates a topology. The example in (8.8.5
shows how a Gateway DTM generates a sub-topology.

8.8.2 Adding a DTM to the topology

If a DPTM is added to the topology, a validation is executed whethe€rythe DTM fits intp the
topolpgy.

This |validation is executed by the Communication Channel {6 which the new Child DTM is
addef. During the validation the Communication Channel may-access the Child DTM.

Since the Child DTM at this point is not yet part of the\topology, the Child DTM does n¢t yet
havela Parent DTM and may not access the Parent DTM (see Figure 164).
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sd : Add DTM to topology)

Create

: Frame Parent Channel :
Application Communication
Channel
] |
Display DTM
SjLeCt and Information of installed |
add new DTMs for selection
DTM to topology |
"3

ref )

Sequence Instantiation of a new DTM BL

Child DTM : DTM
| Business Logic

<GetDtminfo()>

<GetDtminfo()> execution results
e

<ValidateAddChild(typelnfo, dtmSystemTag ..)> |

opt [child properties are validation relevant] |
<GetDtm()> |

<GetDtm()> execution results : DtmProxy

Access via DtmProxy

<ValidateAddChild()> execution results. :

Child DTM may use this caIID1

Frame internal adding of

as a trigger to perform
[ the DTM to the topology

topology related operations

<ChildAdded()> €xecution results Lb Cﬁf |
******************************** set ActiveProtocols D

<ChildAdded()>

IEC

Used methods:

IDtmlrfformation.GetDtminfo()

ISubTppology.BeginValidateAddChild() / ISubTopology.EndValidateAddChild()
ISubTppology.BeginChildAdded() / ISubTopology.EndChildAdded()

INetw@rkData ActiveProtocols

Figure 164 — Add DTM to topology

8.8.3 Removing a DTM from topology

Figure 165 shows how a DTM is removed from a topology. Before the Frame Application
removes the device node and its dataset from the topology, the Parent DTM shall validate the
removal, release all references to the Child DTM and update the internal list of modules.
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sd: Removing a DTM from topology )

Frame coparent DTM : Child DTM
Applicati i i
pplication Channel Business Logic

O
7< Select DTM | I
> I
T |
I

Remove from topology

<ValidateRemoveChild()>

<ValidateRemoveChild()> execution results

<_ ___________________________
<ChildRemoved()>
Releases all references
to'€hild DTM
<ChildRemoved()> and updates internal list
IR of modules

|
|
|
|
|
|
Validate=succesful |
|
|
|
|
|
|

ref

Sequence Release of a DTM BL

Remove the BTM
Node fronmithe
topology‘and delete its
dataset

IEC

Used methods:
ISubTppology.BeginValidateRemoveChild()
ISubTppology.EndValidateRemoveChild()
ISubTppology.BeginChildRemoved()
ISubTppologysEndChildRemoved()

Figure 165 — Removing a DTM from topology

8.8.4 Frame Application creates topology

The sequence diagram in Figure 166 shows an example workflow how a Frame Application
initially adds a Gateway DTM (for a remote 10) to the topology and afterwards adds a Device
DTM (for a HART® device).
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Figure 167).

Figure 166 —.Frame Application creates topology

DTM generates sub-topology

sequence diagram‘shows the generation of the sub-topology triggered by a

IEC

DTM
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Used methods:

ITopology.GetDtmInfoList()

ITopology.BeginAddChild() / ITopology.EndAddChild()

ISubTopology.BeginValidateAddChild() / ISubTopology.EndValidateAddChild()

ISubTopology.BeginChildAdded() / ISubTopology.EndChildAdded()

Figure 167 — DTM generates sub-topology

IEC


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

— 238 - IEC TS 62453-43:2024 © IEC

2024

The same sequence can be used for adding Module DTMs to a Composite Device DTM and for
adding BTMs to Device DTMs.

8.8.6

Physical Layer and DataLinkLayer

IEC 61158-2 defines a wide range of possible physical media that is used by different fieldbus
protocols. Many fieldbus protocols support different physical media. For example, HART®
supports wired (4-20 mA) and wireless connections, while PROFIBUS supports RS485,
manchester-coded bus powered (MBP) and optical media. Even if a field device supports the
same fieldbus protocol as a communication component (e.g. fieldbus interface or gateway),
communication may be impossible, because device and communication component support

diffe
requi

In or

Appli
Port.

On th
proto|
IEC €

In org

It pnysical meoia. I SuUcChn cases e use Ol meoia converiers or gateway oevi
red.

jer to avoid such incompatibility during offline planning of a physical topology, a H
cation should use the physical layer information, which is exposed in<the pro
PhysicallLayers.

e other hand, different protocols may share the same physical layer/(e.g. Ethernet b
cols). If a physical layer is shared between protocols, it depends additionally o
1158-2 Data Link Layer, whether a physical connection is feasible or not.

er to facilitate such checks, a Frame Application should.use the data link layer inform

which is exposed by the property Port.DatalLinkLayers.

Forc
and [

The f

- If
A

- If
A

- If
A
tqg
tqg

f

See

8.9

pmparison of the supported physical layer and data’link layer, the properties Physical
DataLinkLayer are used.

ollowing rules apply for Frame Applications managing the physical topology:
PhysicalLayer values do not match;and DataLinkLayer values do not match, the F
pplication shall reject the new connection.

PhysicalLayer values match-”but DatalLinkLayer values do not match, the F
pplication may reject the new connection.

PhysicalLayer values\do not match but DatalLinkLayer values do match, the F
pplication may issue.a warning and accept the new connection, since the planned phy
pology might coptain transparent media converters, which are not part of the phy
pology in the Frame Application.

both layersamatch, the Frame Application shall accept the new connection.

Annex H for examples of PhysicalLayer values.

Instantiation, configuration, move and release of Child DTMs

es is

rame
perty

ased
h the

ation,

Layer

rame

rame

rame
sical
sical

8.9.1

General

The following workflows describe interactions between Parent DTM and Child DTMs. Such
interactions may occur for instance between:

- C
- D
- G

omposite Device DTM and related Module DTMs
evice DTM and related Block DTMs
ateway DTM and related Device DTMs
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8.9.2 Instantiation and configuration of Child DTM BL

The diagram in Figure 168 shows how a Parent DTM can create and configure its sub-topology.
In order to enable configuration of a sub-topology, the Parent DTM needs to implement the
<Configuration()> method. The Frame Application shall call <Configuration()> when the DTM is
in state 'configuring'.

A Parent DTM shall add Child DTMs only to its own channels.

sd Instantiation and configuration of Child DTM BL /

Frame : Parent DTM
Application Business Logic
1 ] I

( DTM in state configuring )

- /
<Configuration()>

|
GetDtminfoList() 1})

[
Parent DTM checks which

D Child DTM types are available

GetChildNodes()

A

) Parent-DTM determines which

Child BFMs shall be added to
complete configuration
loop All Child DTMs to add in sub-topology
ref
Sequence: DTM generates sub-topology Create : Child DTM
(e.g. Composite Device DTM adds Modute DTM to its sub-topology) Business Logic

loop / All Block/ Module DTM in subtgpology

ref (e.g. Composite Device DTM reads information from Module DTM:
Composite Device DTM configures Module DTMs using the methods:
]  Set Address,
Sequence:

] Read Process Data information,
Interation:between Parent DTM and Child DTM - ‘r Ezgg f w::: I’\r‘g‘;“::; ggmat'o"’
-

SendMessages)

<Configuration()> execution results

IEC

Used methods:

IDtm3.BeginConfiguration()
IDtm3.EndConfiguration()

ITopology.GetDtmInfoList()
ITopology.GetChildNodes()

Figure 168 — Instantiation and configuration of Child DTM BL
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8.9.3 Interaction between Parent DTM and Child DTM

Figure 169 shows how a Parent DTM can exchange data with its Child DTM.

For interaction between DTMs only the interfaces shall be used which are provided by
IDtmProxy.
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>
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_ Readpresuts [ -t ISR
<Write()> |

<SendMessages()>

I
<SendMessages()>
g
<SendMessages()> results
<SendMessages()> results it
) |
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Used methods:

ITopology.BeginGetDtm() / ITopology.EndGetDtm()

IDtmProxy.Dispose()
IDtmProxy.DtmType
IDtm3.ActiveType

IProcessData.BeginGetProcessData() / IProcessData.EndGetProcessData()
INetworkData.GetAddressInfo() / INetworkData.SetAddressinfo()
INetworkData.GetNetworkDatalnfo() / INetworkData.SetNetworkData()
lInstanceData.BeginGetDatalnfo() / liInstanceData.EndGetDatalnfo()
lInstanceData.BeginRead() / linstanceData.EndRead()
lInstanceData.BeginWrite() / lInstanceData.EndWrite()

Figure 169 — Interaction between Parent DTM and Child DTM

IEC
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8.9.4 Interaction between Parent DTM and Child DTM using IDtmMessaging

This sequence diagram outlines the interaction between two DTMs using the IDtmMessaging
interface (see Figure 170).

sd Interaction using DtmMessaging interface )

: Frame Parent: DTM Child: DTM
Application Business Logic Business Logic
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| |
I | |
m <SendMessages(requestData, ProgressCallback, asyncState)> D
o licati lAD <SendMessages(requestData, | l
fame application Progress, Callback, asyncState)>
fgrwards message |
lo DTM Business ~
Logic of Parent 7) |
(or child)
ProgressCallBack(Progressinfo) |
1o |
ProgressCallback(Pregressinfo)

o Processing
of progregs
information

<SendMessage()> execution results
T;> |
<SendMessages(AsyncResult)> execution results |
77777777777777777777777777777 T Processing of
result
message
T L

IEC

Used methods:
IDtmMessaging.BeginSendMessages()
IDtmMessaging.EndSendMessages()

Figure 170 — Interaction using IDtmMessaging
In this scenario‘the DTM Business Logic of a Child DTM sends a list of proprietary mesdages

to its|Parent:DTM. The Frame Application provides access to the IDtmMessaging by means of
the IPtmProxy. It shall forward the messages to the corresponding DTM.

More detailed information can be found in descriptions of:

— IDtmMessaging
— DtmRequestMessage

— DtmResponseMessage
8.9.5 Parent DTM moves a Child DTM

Figure 171 shows how a Parent DTM can move one of its Child DTMs from one channel to
another channel.

A Parent DTM shall move Child DTMs only between its own channels.
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sd:Parent DTM moves Child DTM /

Frame - Parent DTM : Parent DTM : Parent DTM
] o . Communication Communication
Application Business Logic
~ Channel 1 Channel 2
J |
} Move Child It is expected that a DTM only calls
// \ > MovecChild if the preconditions are
\

—1 fulfilled to avoid that later adding the
child to the target channel will fail.

<MoveChild()> O-=="""T7]"

<ValidateRemoveChild()>

\
<ValidateRemoveChild()> ﬁ‘ Validation

_C______________

— —_—
<ChildRemoved()>
ﬁ\
eleases all references to
<ChildRemoved()> execution results Child DTM
e ] - And updates internal list of
modules
<ValidateAddChild()>

2

<ValidateAddChild()> execution result

|
|
I gresemr emomres 1: ,,,,,,,,,,,,,,,,,,,,
|
|
|

- move the Module / Block back to the original channel. The DTM
is expected to accept the move to the original channel.

B

In case of failed ValidateAddChild, the Frame Application must [T

<ChildAdded()>

Validation

Updates
internal

i,
= list of mod

ref

Sequence: Interaction between Pagent DTM and Child DTM

,,,,,,,,,,,,,,,,,,,,,,,,,,, L, C‘hi"i’idf’é‘iQi%XSE%‘PE [efE“i,*l,,,,,,,,,,,,,,,,,,,,U
| |
| |

ules

Used methods:

ITopology.BeginMaveChild() / ITopology.EndMoveChild()
ISubTppology.BeginValidateAddChild() / ISubTopology.EndValidateAddChild()
ISubTppology.BeginChildAdded() / ISubTopology.EndChildAdded()
ISubTppology.BeginValidateRemoveChild() / ISubTopology.EndValidateRemoveChild()

ISubTopology.BeginChildRemoved() / ISubTopology.EndChildRemoved()

Figure 171 — Parent DTM moves a Child DTM

8.9.6 Parent DTM removes Child DTM

Figure 172 shows how a Parent DTM can remove one of its Child DTM

A Parent DTM can remove only its own Child DTMs.

IEC
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sd:Parent DTM removes Child DTM /

Frame : Parent DTM aarentiv : Child DTM

Application Business Logic Comminication Business Logic

<ChildRemoved()>

Releases all references
to Child DTM
<ChildRemoved()> execution results| and updates internal list

of modules

Channel
I I | |
I I | |
% I Remove child ‘l | |
,/ \\ I | |
I _ | |
1 <RemoveChild()> | |
I |
<ValidateRemoveChild()> E‘] I
) I
o |
<ValidateRemoveChild()> execution results Validate=succesf( |
|
|
I
|
I
|

ref

Sequence Release of a DTM BL

I
I

IEC

Used methods:

ITopology.BeginRemoveChild() /ITopology.EndRemoveChild()
ISubTppology.BeginValidateRemoveChild() / ISubTopology.EndValidateRemoveChild()
ISubTppology.BeginChildRemoved() / ISubTopology.EndChildRemoved()

Figure 172 — Parent DTM removes Child DTM

8.10 | Topology scan

8.10.1 \\*General

For a description of the general mechanism see IEC 62453-2:2022, 6.2.

8.10.2 Scan of network topology

The following workflow describes, how a Frame Application can request a list of connected
devices and their protocol-specific device identification information from a Communication
Channel (see Figure 173).
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Sd : Scan of network topology

Frame Channel1:
S Communication
Application Channel

M
Y Scan <ScanRequest(ScanRequest)> I

— L

ly
*‘ Protocol specific
determination of

’ ‘ device live list.

Loop: all devices J A
Intermediate %Z;gﬁ(‘)’;ﬁm
DeviceScanlInfo . 1
inférmation

[1..n] ProgressCallback(©)

Update progress indication.
— Optional user interface refresh
to update list of found devices

<ScanRequest(DeviceScanlInfo)> execution results J

> ref Sequence l
Scan based DTM assignment |
I

IEC

Used methods:

IScannping.BeginScanRequest()
IScanning.EndScanRequest()
ProgrgssCallback

Figure 173 — Scan of network topology

The final result data farthe scan received with the IScanning.EndScanRequest() containsja list
of DgviceScanlInfo objects where each object contains information about a single device found
on thie bus. If the.order of devices is relevant for the protocol of the Communication Chgnnel,
the grder of objects in the final result list shall match the order of the devices on the| bus.
Contrary to the final result, the order of devices in the intermediate results may depend|from
the sganning algorithm and may differ from the final result.

F H 4 i la 4 l H -+ ImY : o bafa LT\ 1o 4 £ ol t
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protocol-independent DeviceScanlinfo, please refer to the datatype definition (see Annex B).

8.10.3 Cancel topology scan

Scanning a sub-topology may take some time. The FDT methods are designed to be called
asynchronously. If a Frame Application calls the scan methods asynchronously,
CancelScanRequest() may be called to cancel an ongoing scanning operation in the
Communication Channel. The following sequence shows the related flow of events
(see Figure 174).
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sd : cancel topology scan/

Frame Channel1:
Application Communication
Channel
0O | |
Scan
<ScanRequest()> |
| ﬂ’/—‘ Protocol specific
determination of
| U device Iife Tigt.

Loop [ all devices] Intermediate Get(deyice
DeviceScanlnfo(T) :gfonrtrle]lgggr?n

l ProgressCaIIback(—"/)‘

Update progress indication.
Optional user interface refresh
to update list of found devices

J
j< Cancel L]

Break / [ cancelled]

CancelScanRequest(AsyncResult)

> Stop
requesting
D ~ device
identification
information
<ScanRequest()> execution results “\Fdt.FdtOperationCancelledException
L

Frame Application specifieshandling and
— indication of incomplete, 'scan. |

IEC

Used methods:

IScanping.BeginScanRequest()
IScanping.CancelScanRequest()

Callbalck ScanProgress

Figure 174 — Cancel topology scan

8.10.|4 Scan based DTM assignment

A Frame Application may use the scanned life list to find appropriate DTMDeviceTypes and
create a sub-topology accordingly. The following sequence chart describes the related flow of
events (see Figure 175).
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sd : Scan based DTM assignment/

- Sequence S " .
Application Deviceldentinfo Business Logic
PP Scan Network topology 9

=
-
-
-

/DeviceScanInfo is availablg//
( from scanning the

|
|
\\ subtopology |
|
|

Frame ﬁ : DTM1: DTM

loop / All DtmDeviceTypes of all DTMs with same Protocolld

GetDeviceldentInfo(typeld, busCategory) : thList<Dei/iceIdentInfo>

\J

Match(DeviceScaninfo) : DeviceldentMatchResult

Apply Frame Application specific

‘ rules to identify a proper DTM for
the scanned device based on
matching values

q

Optional: Request user confirmation

=

Assign DTMDeviceType to device
node. Add DTMDeviceType to
topology

y
0
|
|
|
|
|
|
|
|

I
|
|
l
|
|
|
|
I
I
|
|
I
|
|
I

ref

.

Sequence Set DTM addresses without Ul

[IdentSupportDTM] Optional,start |

See Manufacturer
of HardwareScan O\ % specific device |

identification

IEC

Used methods:

IDtmInformation.GetDeviceldentInfo()

DevicegldentValue<T>Match()

Figure 175 — Scan based DTM assignment

8.10.5.Manufacturer-specific device identification

In this scenario a Frame Application scans an existing fieldbus network and uses DTM
implementing IHardwarelnformation interface to identify devices for which manufacturer-
specific operation shall be performed (see Figure 176).
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sd : Manufacturer-specific device identification )

Frame DTM2: DTM
Application Business Logic
Scan I f
y re Sequence
/\ I Scan of network topology

Search for best DtmDeviceType by evaluation of
= DeviceldentMatchResult= Deviceldentinfo.Match(DeviceScaninfo)

= _
([ DEvICESTaTi o avatante: \
One or more matching
Deviceldentinfos found / IdentSupportDTM
[ implements
o . . i IHardwarelnformation
Frame Application specific decision to assign the DTM ~
[ with Deviceldentinfo.SupportLevelldentSupport ',/'
Create IdentSUpportDTM :
DTM Business
Logic
Add DTM to topology and set bus
;l address at CommChannel |
[ Set DTM online
<HardwareScan()> ﬁ‘]
™
Read device type
specific online
<HardwareScan()> execution result identification from
- — = — — — — — — N\ ——— device
Set DTM offline

Search for best DtmDeviceType by evaluation of
= DeviceldentMatchResult= Deviceldentinfo.Matéh(DeviceScaninfo)

L opt ) [Frame Application specific]
Remove
DZ' IdentSupportDTM
from topology
ref

Release DTM Sequence
Release DTM BL

—_———

Use protocol specific DeviceScaninfo (e.g. |

HARTDeviceScanlInfo) returned by

IHardwarelnformation::HardwareScan() |
R

[DeviceScaninfo with
device ident specific info] ref J Sequence
— N> Scan based DTM assignment
T (add DTM2 to topology and set addresg
!

IEC

Used methods:

IHardwarelnformation.BeginHardwareScan()
IHardwarelnformation.CancelHardwareScan()
IHardwarelnformation.EndHardwareScan()

DeviceScanlnfo

Figure 176 — Manufacturer-specific device identification

For more information on manufacturer-specific device identification refer to 4.13.4.
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8.11 Configuration of communication networks
8.11.1 Configuration of a fieldbus master

Device-specific bus parameters are needed to configure the fieldbus master or communication
scheduler. To retrieve these parameters an interaction between DTMs and a master
configuration tool (e.g. provided by Master Communication DTM or by Frame Application) is
required. Bus-specific data information is provided by Device DTMs in NetworkDatalnfo and
contains the device-specific bus information according to the fieldbus protocol specification (see
FDT Protocol Annex specifications for protocol-specific definitions).

When—-NetweorkDatatrfo—s—avaitable—from—al-—Slave-D Ms—the—master—eonfiguration—tee] can
commission the fieldbus (see Figure 177). For that purpose, it uses protocol-specific \mjaster
configuration information from each network participant and calculates the bus parameters of

the cprresponding master device.

The master configuration can be provided by the DTM (Figure 177) representing the bus mjaster
hardyare or by a bus-master-specific Frame Application.

sd Configuration of a fieldbus master )

- Frame Master :
it Communication Slave :
pplication DTM Device DTM

|
— Register to NetworkDatalnfoChanged Handler |
KTO support this sequence, all Device DTMs \
\\\ should have write access to their dataset. /

Configure BusMaster

» |
|

[
loop /Al children GetNetworkDatalnfo() |
i

Calculate new
configuration parts |
for the slave devices |
T

opt Only if busmaster configuration
changes slave data |
oon) e i |
oop / All'children
SetNetworkData() I May trigger further
> protocol specific
""" actions.
NetworkDatalnfoChanged()
-

IChildDtmEvents::
NetworkDatalnfoChanged()

1

]
NetworkDatalnfoChanged() :
-

IEC

Used methods:
INetworkData.GetNetworkDatalnfo()
INetworkData.SetNetworkData()

Event IChildDtmEvents.NetworkDatalnfoChanged()

Figure 177 — Configuration of a fieldbus master
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The transfer of the network information to the network (master device and/or field devices) is
protocol specific or product specific. For description of protocol-specific rules please refer to
the respective FDT Protocol Annex.

8.11.2 Integration of a passive device

This subclause shows the sequence when integrating information for a passive device as part
of network configuration (see Figure 178).

sd : Integration of a passive device)

: Frame Master : Fieldbus Power Supply : Slave :

Application CommDuTnhlncatlon Device DTM Device DTM

[
I Optionally register to NetworkDatalnfoChanged Handler

-

I
@)
Configure BusMaster |

i
_ |
/\ |
|

Read Info

Power Supply GetNetworkDatalnfo()

> I
]
Returns information indicating power supply capabilities

|

|

|

|

|

|

| %

M All other GétNetworkDatalnfo()

children | >ﬁ
l

|

|

|

|

|

|

|

I
Returns informatien indicating power consumption of device

Check if power

|
f
|
supply capabilities I
are sufficient to
supply all other |
devices
|
|

IEC

Used methods:

INetwgrkData.GetNetwaorkDatalnfo()

Figure 178 — Integration of a passive device

After|retrieving the NetworkDatalnfo from the Device DTM for the fieldbus power supply and for
the field\devices, it is possible to compare the power consumption of the field devices wi:rh the
power provided by the fieldbus power supply. If the consumption exceeds the provided power,
the user should be informed.

8.12 Using IO information
8.12.1 Assignment of symbolic name to process data

Figure 179 shows an example workflow how a PLC Tool Frame Application assigns an IO Signal
defined by IProcessData to a variable used for PLC programming.

NOTE The same mechanism is used for assignment of variables in DCS tools. This process can be referred to as
"DCS channel assignment".
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The Frame Application first fetches a list of available process data (10 signals) from the DTM.
It can then offer the user to assign a symbolic name to each of the IO signals contained in the
list of process data. (See IEC 61131-3:2003, 2.4.3.1, Type assignment).

The symbolic variable name defined in the PLC program is stored in the property
"FrameApplicationTag" of 10Signalinfo. If an 10 Signal is used by the Frame Application (in a
PLC program or otherwise), then this shall also be indicated by the property "IsLocked" of
I0Signalinfo. Setting of the FrameApplicationTag and IsLocked is done using the method
SetlOSignalinfo().

sd:lm.ii.u.n.m.en.t.o.f.nms_d.alaJ

: Frame
Application

: Child DTM IDataSet nParent DTM

| |
T <GetProcessData()> )%1 | |
<GetProcessData()> execution results 7) | l
T l l
IProcessData::SetlOSignallnfo () | |
StartTransaction() | |
g |
B | |
[ Internal apply | |
CloseTransaction() | I
L

ProcessDataChanged m |
| | |
RrocessDatalnfoChanged() I !

L] O | >
| !

IEC

Used methods:
IProcgssData.BeginGetProcessData()
IProcgssData.EndGetProcessData()

IProcgssData.SetlOSignallnfo()

|Dataslet.StartTransaction()

IDataset.CloseTransaction()
Event IProcessData.ProcessDataChanged()

Event IChildDtmEvents.ProcessDatalnfoChanged()

Figure 179 — Assignment of process data

A Frame Application shall set only the FrameApplicationTag for 10 signals provided by a DTM
directly using IProcessData. If a DTM provides 10Signals for Child DTMs (see 4.4.4) then the
Frame Application shall set the respective properties at the Child DTMs, but not at the Parent
DTMs.

Alternatively the interface IProcesslmage can be used if it is provided by the corresponding
Parent DTM (see 8.12.4) to change 10Signals properties for Child DTMs.
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Assignment of process data to a PLC variable using the interface IProcessData is protocol
specific. Protocol independent assignment can be done using interface IProcessimage.

8.12.2 Creation of Process Image

This sequence shows the creation and publishing of the process image by a DTM representing
a busmaster (see Figure 180). This sequence diagram shows no validation of changes.
Validation is described in 8.12.3.

If the user changes the IO Configuration, e.g. on a DTM-specific interface of a Device DTM, the
Frame Application receives a notification about this change. The notification is then forwarded
to the Busmaster DTM. Since the notification contains the IDs of accessible data which is
changed, the Busmaster DTM can examine the changes. Depending on the kind of €hanges,
the Busmaster DTM might fetch the process data of the Device DTM and cache this information.
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sd : Creation of process image)

. . BM : Busmaster : Frame .
: Device DTM DTM Application BM : DataSet
I
Register process data changed event I l
- |
~ ! Register processlmage changed event |
‘f‘ Change |
// \ . Change of IO | | |
Configuration | | |
ProcessDataChanged event |
| »
| il |
I ; N I L !
! Call via Proxy ! ProcessDatalnfoChanged() !
I o '
<GetProcessData()>
| |
- |
o |
StartTransaction() |
Create
Process
D< Image

Write to DataSubset]
I
Commit and ‘€léseTransaction()
- - | >

ProcesslmageChanged event n

<GetRrecessImagelnfo()>

|

|

|

P

[ <GetProcessData()> execution results |

,,,,,,,,,,,,,,,,,,,,,,,,,, |

I |
I
I
I
I
I
I
|
I
I
I
I
I
|

|
|
I
|
<GetRrocesslmagelnfo()> execution results |
|
I
|
|

TN
1%
]
Use for
| — Application
specific
| purpose

IEC

Used methods:
IProcgssData.BeginGetProcessData()
IProcgssData.EpndGetProcessData()

Event|IProcessData.ProcessDataChanged()

IProcgssimage.BeginGetProcessIimagelnfo()

IProcesstmage-EmdGetProcesstmagetnfot)
IProcessimage.EndGetProcessimagelnfo()

Event IChildDtmEvents.ProcessDatalnfoChanged()
IDataset.StartTransaction()

IDataset.CloseTransaction()

Figure 180 — Creation of process image

8.12.3 Validation of changes in process image while PLC is running

The sequence diagram in Figure 181 shows the validations which can be done in case a PLC
tool Frame Application supports changes of the configuration while the PLC is running.
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sd : Validation of changes while PLC is running

PLC Tool Frame

Device DTM Busmaster DTM g
Application

M T T T
U | | |
—F— Change of I I |
A 10 Configuration | <ValidateNetworkInfo()> } }
/\ o >t !
) I
. |
N _ 1
Call via ProxyDTM = Analyze Impact }
I
<ValidateProcessImage()> }

[N

L4

ref
Sequence
Creation of Process Image
‘( | An lyze
L Impact
at /' |validation succeeded] <ValidateProcessimage()>@Xecution result (= true)

<ValidateNetworkInfo()> execution result (= true)

[validation failed] . i
<ValidateProecessImage()> execution result (= false)

Ignofe
:| Rollback Prockss-
E: ./ Process- Imade
|

<ValidateNetworkInfo()> execution result (= false) Image

Rollback change of 10
configuration

IEC

Used methods:

INetworkinfoValidation.BeginValidateNetworkInfo()
INetworkinfoValidation.EndValidateNetworkInfo()
IProcgssimageValidation,BeginValidateProcessIimage()

IProcgssimageValidation:EndValidateProcessimage()

Figure 181 — Validation of changes while PLC is running

8.12.4 , Changing of variable names using process image interface

haoweehaoawa-PlL C T L Erara Ao
MmMUvwWo Tiuw aitT Lo 1 rrrarnic Ayy

Figure—82

3 btes-using
the Process Image interface.

\vAv)

The DTM shall also forward the call to corresponding Child DTMs by calling SetlOSignallnfo on
the Process Data interface of the Child DTM.
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sd : Changing of variable names using process image interface )
A 8 : Busmaster Busmaster DS : Child : DTM Child DS :
Frame
Application DTM DataSet Business Logic DataSet
. ! | | | !
) ange name -
. [IO signal referenced by a
4“ a variable I ProcesslmageSection | I I I |
/ \\ IProcesslmage::SetIOSignaIInfo()‘ I | I |
' o StartTransaction() ﬁ I |
e
Modify | | |
instance
D'\_ data I I |
IProcessData::SeﬁIOSignaIInfo() | |
% T StartTransacti
/J ransaction() >|::]
/” Internal
‘ apply
. i
: Write DataSubset _ |
CloseTransaction()
| - = >
| 1 I
alt CommitTransaction() I |
.
[SetlOSignalinfo() succeeded CloseTransaction() I |
. ProcesslmageChanged
A ——— + : :
[SetlOSignallnfo failed] Rollback change§ I |
No CommitTr_ansaction()
CIoseTransaction6 g I : :
FdtOperationFailedException [:] I |
-_————————— — — L

Used methods:

IProcgssimage.SetlOSignallnfo()

IProcgssData.SetlOSignallnfo()

IDataget.StartTransaction()
IDataget.CommitTransaction(")

IDataget.CloseTransaction()

8.13
8.13.(1

Managing addresses

Set DTM address with user interface

Figure-182 — Changing of variable names using process image interface

IEC

In this scenario the Frame Application requests setting child device addresses at the parent
Communication Channel (e.g.: bus master DTMs). This sequence is started (see Figure 183)
for example when a new DTM is added to the topology. A similar sequence can be applied if a
Frame Application offers changing the address of a DTM manually.
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sd Set DTM address withWebUQ

- Frame ParentDTM : ParentDTM :
L DTM Communication
geplication BusinessLogic Channel
I [ I
O Add child ) 1
) — > ref Create ChildDTM: DTM
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T T I
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. = g
1 1 dressMode =
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I AN The DTM should first retrieve the IFramelJi|\ I
<OpenDthiMoHaI()> J_‘ property. If IFrameUi is“null”, throw I
. (mmmm==m=" FdtOperationFailedException
T .} o
~) | Create | Pare[r;;_l:nTM 2 |
| N WebUI I
| initAsync | I
I I * <SendMessages()> |
<GetDtm()> H I |
LI Request the current child address info ﬁ I
<
l’lﬁ I ' [
Create Child Proxy I I
<GetDtm()> (execution results) | |
|

Show current child
address

Request child bus
ﬁ address from user

If address cannot be sef]
FdtinvalidValueExceptioh
thrown in SetAddressInfp.

S

GetAddresslInfo via Child Proxy
<SendMessages()> (execution result) via Proxy
_____________ =

1
|
|
|
|

»
>
»

| I
o Enter Iaddress and close | ] Parent-DTM BL can infofm
j = Parent-DTM UI, which cgn
/ | I * <SendMessages ()> handle the situation
N < (V4 7
. | 3
I Q & SetAddressinfo() via Child Proxy d/
I Check
| ] | validity of
1 address
I [Address aceepted ]:AddressInfoChanged event | —
[ — -
AddressInfoChanged I I |
> ' [Address set]
<SendMessages ()> (execution results) Store new
T IR T T T T ‘[!] ] address
" |CIoseMeRequestCaIIback 2 I
- N | |
|
I - ref
| Sequence Release of a DTM WebUI
OpenDtmUilVlodal() (execution result) I | I
T A N R
1
T <SetChildrenAddresses ()> (execution result) ] | I
I ' I | [
IEC

Used methods:

ISubTopology.BeginSetChildrenAddresses() / ISubTopology.EndSetChildrenAddresses()
IFrameUi.BeginOpenDtmUiModal() / IFrameUi.EndOpenDtmUiModal()
IDtmWebUiFunction.initAsync()

IDtmUiMessaging.BeginSendMessages() / IDtmUiMessaging.EndSendMessages
CloseMeRequestHandler

ITopology.BeginGetDtm() / ITopology.EndGetDtm()

INetworkData.GetAddressInfo() / INetworkData.SetAddressinfo()

Event INetworkData.AddressInfoChanged()

Event IChildDtmEvents.AddressInfoChanged()

Figure 183 — Set DTM address with WebUI
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8.13.2 Set DTM addresses without user interface

The following example shows the sequence of setting Child DTM addresses after scanning and
DTM assignment. The Frame Application requests at a Communication Channel to set a number
of known device addresses at Child DTMs (see Figure 184).

sd : Set DTM addresses without Ul /

Frame Parent DTM :
:Frame Communication
Application Channel

( DeviceScaninfo[] is available>
loop J
Create

All €hild DTM :
scanned DTMLBu§iness
devices . ogic
Init T
Register AddressinfoChanged event m

Add child
DZ| to Frame topology |
|
1
addressList =.addresses of scanned devices %

setAddressMode = NoUserlInterface

"

<SetChildrenAddresses (o~

GetChildNodés()

loop J <GetDtm()>

All added I) <GetDTM()> execution results SetAddressinfo()
DTMs s >

AddressinfoChanged event

A

v

{ AddressinfoChanged()

<SetChildrenAddresses()> execution results

_ T S

Used methods:

ISubTopology.BeginSetChildrenAddresses() / ISubTopology.EndSetChildrenAddresses()
ITopology.GetChildNodes()

ITopology.BeginGetDtm() / ITopology.EndGetDtm()

INetworkData.SetAddressInfo()

Event INetworkData.AddressInfoChanged()

Event IChildDtmEvents.AddressInfoChanged()

Figure 184 — Set DTM addresses without Ul
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8.13.3 Display or modify addresses of all Child DTMs with user interface

In this scenario Frame Application requests to display or modify all Child DTM addresses at a
Parent DTM. This sequence (see Figure 185) for example is started when a user selects the
corresponding menu entry in context of a Communication DTM or a Gateway DTM.

Sd Display or modify child addresses with UQ

:Frame D?&eghg; ':'ss Child DTM :
Application Lenf DTMLBus_lness
ogic

[ tonlofo |

[ Setcniap TV —
| addresses
) | at the parent
| DTM UI
AVl E——
/\ ref |
| Parent DTM :
Sequence new() | pTM WebUI

Instantiation of a DTM WelUI
t

GetChiIdNodesq)

All children <GetDtm()> |

-
I |
o

<GetDtm()> executiod results

A

Ioop/

GetAddressinfo() via Proxy

_ Display addresslist
- of children

»
! o

N
| Change

/|
T7 child address
/

\{

AddressInfoChanged

AddressInfoChangded()

DtmSpecificEventOccurred ‘

A

<DtmSpecificEvLmtOccurred()> _

|
l
|
|
|
|
|
|
|
|
|
|
|
|
|
|
> SetAddresslinfo() via Proxy j
|
|
|
|

Close/DTIM User Interface ‘ | &5
v bt »| re J X

T Sequence

| Refease of a DTM WebUI

IEC

Used methods:

IFunction.Functioninfo

ITopology.GetChildNodes()
ITopology.BeginGetDtm() / ITopology.EndGetDtm()
INetworkData.GetAddressInfo()
INetworkData.SetAddressinfo()

Event INetworkData.AddressInfoChanged()

Event IChildDtmEvents.AddressInfoChanged()
Event IDtmUiMessaging.DtmSpecificEventOccured()

Figure 185 — Display or modify child addresses with Ul
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8.14 Device-initiated data transfer

Some protocols support data transfer services which are initiated by the device and not by the
DTM. A Communication Channel supports this by providing the ISubscription interface. For an

example of device initiated data transfer see Figure 186.

A Child DTM requests the ISubscription instance from the Communication Channel of the Parent

DTM to access the subscription services.

The infrastructure (e.g. filter, service queue) for such services is initiated by a protocol-specific

request of the DTM to initialize the subscription.

The | device initiated data transfer is transported by multiple invocations: ofl the
SubsgriptionCallback() of the DTM with protocol-specific communication reSponhses as
arguments.
The ipfrastructure for these services is terminated by a protocol-specific request of the DTM to
termipate the subscription.
’ sd : Pevice-initiated data transfey K
Parent : < Parent :
: Device DTM Communication Communication : Device
ChannelProxy Channel
| 1
1 get Subscription interface get Subscription interface I
g
<Subscriptioninitialization()> | |
) |
;/ <Subscriptionlnitialization()> |
} ‘ Setup of
Communication
<Subscriptionlnitialization()> execution results { Infrastructure
<SubscriptionInitialization()> executioh results | [~~~ """ """ T T T T T T T T T T T T T T
| Data Transfer from Device
| SubscriptionCallback(transactionResponse)
P SubscriptionCallback(transactionResponse) (‘
I
<SubscriptionTermination()> ‘ I
ﬁ\ |
f ! |,// <SubscriptionTermination()> I
. =
| ‘ Termination of
e . . communication
<Subscription Termination()> execution results<‘ SUDSCTPIOTT T ST atonT()> executiorn leauub"H—‘ Infrastructure
| T e e
T [
IEC

Used methods:

ICommunicationChannelProxy.Subscription()

ICommunicationChannel.Subscription()

ISubscription.BeginSubscriptionlnitialization() / ISubscription.EndSubscriptionlInitialization()
Fdt.Communication.SubscriptionCallback()

ISubscription.BeginSubscriptionTermination() / ISubscription.EndSubscriptionTermination()

Figure 186 — Device-initiated data transfer
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8.15.1 Read/write instance data
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The sequence diagram in Figure 187 shows how instance data is read from / written to the

instance dataset using linstanceData interface.

Read/write instance data )
Frgmg :DTM Bu_siness . Dataset
Application Logic
| ' |
| < DTM in state running ) |
<GetDatalnfo()> I |
<GetDatalnfo()> execution results | > |
e ] |
i |
loop / All data objects that shall be read
<Read()> | |
<Read()> execution results >
O |
Change values to be | |
[ written
<Write()> B’] |
J“> StartTransaction() |
Validate / change
values in instance
[ dataset
CommitTransaction()
DataValueChanged >
¢
ModifiedInDtmChanged
¢
[data structure has changed] DatalnfoChanged
T CloseTransaction()
<Write()> execution results '
e T
T ] T

Used methods:
lInstanceData.GetDatalnfo()

IEC

IDataset.StartTransaction() / IDataset.CommitTransaction() / IDataset.CloseTransaction()

IDataset.TransactionStarted / IDataset. TransactionCommitted /IDataset.TransactionClosed

lInstanceData.BeginRead() / lInstanceData.EndRead()
lInstanceData.BeginWrite() / lInstanceData.EndWrite()
Event lInstanceData.DataValueChanged()

Event lInstanceData.DatalnfoChanged()

Figure 187 — Read/write instance data
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8.15.2 Read/write device data

The sequence diagram in Figure 188 shows how device data is read from / written to the device
using IDeviceData interface.
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Read/write device data/

DTM Bl.lsiness
Logic

Communication
Channel

: Dataset

DTM Business Logi
is in state connecte

: Frame
Application
. <GetDatalnfo()>
<GetDatalnfo()> execution results
[ e ———— — — — —

C

F\

Y

loop )

/All data objects that shall be read
|DeviceData.<Read()>

S

Ensure there is no
concurrent device
access.

-l

-— -

O/
StartTransaction() |

loop

Read all values

1
<CommunicationRequest()

=

I Read
from
I device
<CommunicationRequest()> exeeution result
T— — — 1_ o s c—

<Read()> execution results

CloseTransaction()
>

Change values to be
[ written

<Write()>

Optional if business rules, require
reading device values for validation

&

-—

o
StartTransaction() l I

P

o [optional] <CommL‘nicationRequest()>

w |

1
Dataset shall be locked to avoid concurrent
access to device and instance dataset.

In this sequence, values are not changed in
the instance dataset, only in the device!l

Validate vaIueJ

Write all values

!
1 =I|I
I
I

<Com municJtionRequest()

I Write
to
I device
<CommunicationReqyest()> execution result
[ — — — — — —

ModifiedInDeviceChanged

<

¢

[data structure has changed] DatalnfoChanged

-

CommitTransaction() |

CloseTransaction() I

<Write()> execution results

gl

IL,
I
I I
I
I
I I

Used methods:
lInstanceData.GetDatalnfo()

IEC

IDataset.StartTransaction() / IDataset.CommitTransaction() / IDataset.CloseTransaction()

IDataset.TransactionStarted / IDataset. TransactionCommitted /IDataset. TransactionClosed
IDeviceData.BeginRead() / IDeviceData.EndRead()
IDeviceData.BeginWrite() / IDeviceData.EndWrite()

Event IDeviceData.ModifiedInDeviceChanged()

Figure 188 — Read/write device data
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8.16 Comparing data
8.16.1 Comparing device dataset and instance dataset

In order to compare the data of a DTM instance with the data of the respective device, the
action <DeviceDataCompare()> (defined in 5.16.2) is executed (see Figure 189).

sd: compare device data)

: Frame :DTM
Appiication Businesstogic
0 | |
Compare n
— > <DeviceDataCompare> |

Coémpare instance

<DeviceDataCompare> execution results data with device data

e _

IEC

Used methods:

IComparison.BeginDeviceDataCompare() / IComparison.EndDeviceDataCompare()

Figure 189 — Comparing device dataset and instance dataset

The gomparison is executed for the data'in the DTM dataset and the data that can be uplgaded
from | the device. The comparison’ should include all identification, configuration,| and
parameterization data. Dynamic data and status data should not be included in the compafison.

8.16.2 Comparing different instance datasets

In order to compare the 'data of one DTM instance with the data of a different DTM instance,
the action <InstancéDataCompare()> is executed (see Figure 190).
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sd: Compare instance data with persisted dataset )
: Frame -DTM
Application BusinessLogic

a)
ha Compare

— |
A <InstanceDataCompare(IDataset)>

+

2024

Compare instance data|
= with dataset repreSentsg
<InstanceDataCompare> (execution results) by IDataset
<_ ____________________________________

d

Used

IComp

8.17
8.17.

Over
DtmO

methods:

arison.BegininstanceDataCompare() / IComparison.EndinstanceDataCompare()

Figure 190 — Compare instance data with-persisted dataset

Reassigning a different DtmDeviceType at a;device node
1 General

the lifetime of the FDT Frame Application project it can be necessary to reassig

the regassignment may be:

a) A
b) A
D
T
n
re
c) A
c

rg
u

NOTE

h engineer reassigns a DtmDeviceType during offline planning of the FDT topology.

DTM is available which supports the same device type better than the currently ass
TM (for instance instead of a Generic DTM, a specific DTM can be assigned).

he DTM of the DtmDeviceType may be updated or upgraded. If the device of the d
bde is unchangedi:-a reassignment is not required due to FDT rules regarding
placing installatien's for DTM updates and DTM upgrades (see Clause 10).

physical device was or is going to be exchanged. This means, the device which is log
bnnected {o0-a device node in the FDT topology will be replaced. The replacement
quire alreassignment of the DtmDeviceType if the DtmDeviceType, which is curren
e, dJoes not support the new device type or the version of the new device.

Relevant is the identification of the device firmware. A device replacement as well as a firmware updg

IEC

n the

eviceType of a device node to a different DtmDeviceType (see Figure 191). Reasons for

gned

evice
DTM

ically
may
tly in

te can

be inc

mpatibfe T respectto the DtmbDevice Type:

In regard to cases 1 and 2: Do not consider scanned information from a connected device.

Usua

Ily, an existing dataset cannot be migrated in these cases.

Subclause 8.17.2 describes the scenario, where a DTM detects that the device type of the
connected device can be better supported by a different DtmDeviceType.

Subclauses 8.17.3 and 8.17.4 show sequence diagrams explaining the steps in relation to use

case

3 (device exchange).
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Whenever a DtmDeviceType is reassigned, two post conditions need to be considered:

NOTE| In general all descriptions in this chapter do not only apply to DtmDeviceTypes, but also apply to t
other PtmTypes: DtmModuleTypes and DtmBlockTypes.

8.17.2 DTM detects a change in connected device type

This gection describes the scenario, where a DTM detects that the deviee type of the conn
devige can be better supported by a different DtmDeviceType.

3 pogsible scenarios are shown in the sequence diagram:

Scenprio a) may occur if a DTM connects\to the device again, after the device has
replaged by a compatible device type. Alse:Scenario a) may occur when the DTM was ass

Device support:

The new DtmDeviceType shall be able to operate the device connected to the device
(refer to lifecycle concept regarding evaluation of device support in advance).

Dataset support:

node

Dependent on the dataset format support of old and new DtmDeviceType, the existing
dataset could be migrated to the new DtmDeviceType. The dataset migration is not possible
in all cases. If a migration is not possible, the existing dataset cannot be used by the new
DtmDeviceType. Frame Applications are responsible to inform the user about this and

propose foftowing action An upfoad shoutd be performed with the new DtmDevITe]
order to synchronize and store the device data with the project data.

case the DTM internally activates another DTM Type and informs the Frame Applig
with ActiveTypeChanged about the change.

b) The connected device type cannot be supported by the DTM
c) The unchanged connected device type: DtmDeviceType is not changed.

pe in

he two

bcted

a) The connected device type can be better supported\by a different DTM Type. Ip this

ation

been
gned

with @ generic DtmDeviceType to the device (e.g. during offline engineering) and detects f{hat it

can provide better support for the connected device with a different DtmDeviceType.
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sd DTM triggers ActiveTypeChanged /

Device DTM : Parent DTM :
DTM Business Communication
Logic Channel

: Frame 3
PhysicalDevice

Application

\?\
k

Starting in state
notConnected

[ S,

Set DTM online

<Connect()>

OnlineStateChanged() - Connecting

establish connection
<Connect()> execution results

OnlineStateChanged() - ConnectedCheckingDevice

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
}
|
L
T
1
Read device type identification n‘

Read device type identification

] ‘

|

|

- Device Type check }
|

Evaluation of online }
found device type |

|

f

‘

>
=

identification

alt )
[device type check failed: new device type can be [migrated data cannot be migrated back]

|

|

I

I

I

I

I

|

|

|

|

|

I

I

}

I

supported by another Type (Typelnfo.ld) in this DTM] T request confirmation to centinue from user |

| |

|

[DTM internal |

data migration] |

I

Save instance data }

|

|

|

|

I

I

I

I

I

I

I |

|

|

|

|

|

I

I

I

|

|

|

|

}

I
[}

I

I

|

|

|

|

|

I

I

I

I

|

|

|

|

|

|

I

T

|

Frame Application specific handling of
new Typelnfo connected to DeviceNode

ActiveTypeChanged() of new Typé
1 OnlineStateChanged() - ConnectedOnline
)

t
[device type check failed -new type cannot be supported by this\DTM]

<Disconnect()>
OnlineStateChanged() - Disconnegting

. ) close connection
<Disconnect()> execution results

OnlineStateChanged()~ NotConnectedDisturbed

A

dee - }--
A

[device type check succeeded.x found online device type is same as active Type]

g}

QnlineStateChanged() - ConnectedOnline

<
)

.__|: —————

IEC

Used methods:

Event TDIm3.0nlineStateChanged()

ICommunication.BeginConnect() / ICommunication.EndConnect()
ICommunication.BeginCommunicationRequest()
ICommunication.EndCommunicationRequest()
ICommunication.BeginDisconnect() / ICommunication.EndDisconnect()

Event IDtm3.ActiveTypeChanged()

Figure 191 — DTM triggers ActiveTypeChanged event
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8.17.3 Search matching DtmDeviceTypes after incompatible device exchange

After a device exchange, a Frame Application should support the verification of the
DtmDeviceType currently assigned to a device node in the FDT topology. In addition to the
identification of the device types supported by installed DTMs, FDT provides a concept to
explore DTM package files and the included DTMs before the DTMs are installed
(see Clause 10). This can be used to find out if there are DTMs available (uninstalled DTMs),
which include DtmDeviceTypes to support a scanned device.

The sequence diagram in Figure 192 shows how a list of matching DtmDeviceTypes in installed
DTMs and DTM package files can be determined by a Frame Application.



https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

— 268 — IEC TS 62453-43:2024 © IEC 2024

sd : Find matching DtmTypes after incompatible device exchange/

: Frame Installed DTM :
Ar;plication DTM Business
Logic
| -

DeviceScanlnfo of device has changed, N
currently assigned DtmDeviceType )
\ does not support scanned device type ]
AN with actual DeviceScanlInfo

AL

‘ Or alternatively DtmlnfoBuiIder%

)
) N tol

=)

DtmDeviceTypes
N |

‘ > ref/ Sequence scan

Select DeviceScaninfo of
changed device

Optional: Exit if assigned Active Type matches new DeviceScaninfo

loop All DTMs

alt

[Search DeviceldentInfo in installed DTMs]
GetDtminfo()

GetDeviceldentInfo(typeld, protocol)

[Search DeviceldentInfo in DTM Package files] |

Create : Deviceldentinfos

|
>l

Deserialize file <PackageRoot>\SupportedDevices\<Protocol_ID>.DtmDeviceldent.manifest
- 1

L
! |
|
|
|
|
|
|
|
|
|
|
|

loop / All Deviceldentinfos § |
See figure N\
Check-iDeViceldentinfo DtmSetup structure
matches'to DeviceScanInfo

[match] Add to list of DtmDeviceType
reassignment candidates

loop
Check Dataset.Formatld against

== DtmDeviceType.ld. Note if format is
supported.

|
|
|
All.reassignment candidates |
|
|
I

IEC

Used methods:
IDtmInformation.GetDtmInfo()

IDtmInformation.GetDeviceldentInfo()

Figure 192 — Find matching DtmDeviceTypes after incompatible device exchange

8.17.4 Reassign DtmDeviceType after incompatible device exchange

The sequence diagram in Figure 193 shows how a Frame Application verifies the validity of a
currently assigned DtmDeviceType after a device change. The sequence diagram describes the
DtmDeviceType reassignment if a better matching or newer DtmDeviceType is found.
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sd : Reassign a DtmDeviceType after incompatible device exchange )

Frame
Application

DeviceNode1:
Dataset

/ Device Node with saved dataset of a DtmDeviceType\\‘

\ Selected. Exchanged device type is not supported by |

[Matching DtmDeviceType available]

§ currently assigned DtmDeviceType
M) L
Reassign
// \\ E— ref Sequence: Find matching DtmTypes after incompatible device exchange
loop ) All matching DtmDeviceTypes

Check
Dataset.Formatld = DtmDeviceTypelnfo.DatasetFormats.Used or
e T ISt o DMDEvITE TYPE Mo Datasetr -Regusuppores
List reassign candidates and indicate option
to migrate dataset to the user

alt

S

[Dataset.Formatld = one of the Supported-lds] LoadData( Dataset)
|

\j

read\Dataset.InstanceData

() Select and confirm
reassignment Create DTM2: DTM
/ \\ i Logic
/N Init() ‘
alt
[Dataset supported]

InitData( empty Dataset)
Il

|

[]

Initial write and save
-

N Check Formatld and
migrate data
Write data with DTM2 Used DatasetFormat
N L
[Dataset not supported]
Inform user that dataset is overwritten
and recommend to upload datafront
() Confirm device. Offer Cancel.
f dataset
A overwriting Remove DataSubsets from, Dataset
/ \ >

Frame internal replacement of
DtmDeviceType assigned to the
device node in the topology

BN

-4

ref

—

Sequence Generation of topology by Frame Application

[no matching,DimDeviceType found]

Inform user about missing
DtmDeviceType and support finding a
required DTM

Used methods:

IDtm3.Init()

IDtm3.InitData()
IDtm3.LoadData()
IDataSubset.ReadData()
IDataSubset.WriteData()
IDtmInformation.GetDtmInfo()

IDtmInformation.GetDeviceldentInfo()

Figure 193 — Reassign a DtmDeviceType after incompatible device exchange

IEC
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8.18 Copying part of FDT Topology
8.18.1 Cloning of a single DTM without Children

A Frame Application might provide functionality to copy and paste a DTM which has no children
to the same parent or to another one. Figure 194 shows the workflow for this functionality.

sd Clone DTM without children)

Frflme: Parent of Clone:
Application DTM Business
{ | togt

I Copy/paste
N — P
// \ Create a copy of the original
= data of the DTM Dataset
Create

Save the copy to the cloned Dataset

Create j] Clonéd: DTM

Cloned: DTM
Dataset

Business Logic

|
[

|
Load data J
|
T
|
I
I
|

Init(new SystemTag)

y

LoadData (isCloned=true)

\J

loop ) i |
/" All cloned DTMs with parent DTM in FDT topology <ValidateAddChild()>
|

|
<ValidateAddChild()> execution results

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, e

alt ) [ValidateAddChild succeeded]

|

|

I

|

I

I

I

I

|

I

I

|

I

I

|

|
Optional: u\
read validation D
relevant information

Frame internal-adding
DTM to the topology

I

I
<ChiIdAddec!I()>

]

|

I

| I
| I
| I
}
' L
I
<ChildAdded()> execjution results | J:;T
______________________________________ | __________________I_______________

[ValidateAddChild failed] |

)|
ref / Sequence

Release DTM

Delete

y

——

X

IEC

Used methods:

IDtm3.LoadData()

IDtm3.1nit()
ISubTopology.BeginValidateAddChild()
ISubTopology.EndValidateAddChild()
BeginChildAdded() / EndChildAdded()

Figure 194 — Clone DTM without children
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8.18.2 Cloning of a DTM with all its Children

A Frame Application might provide functionality to copy and paste a DTM with all its children to
the same parent or to another parent. Figure 195 shows the workflow of this functionality.

sd Clone DTM with all children

Frame
Application

Copy/paste
/ \
/ T
loop J All cloned DTM child instances

Copy original child
= DTM dataset

Create ClonedChild:
DTM Dataset

Frame specific initialization with
copy of original child dataset

y

Store cloned child Lr
dataset with new |
[ systemTag in topology |
Enter old / new |
systemTag to
!7 newChildTopology list |
Release
=§
Create ClonhedParent:
< DTM Dataset
Create ClonedParent:

DTM Business
Logic

"0

>l
>

Init(new parent DtmSystemTag)

Create a copy of the original parent DTM data set
|
[

LoadData (parentDataset, isCloned=true, newChildTopology)
]

| Load data

[isCloned=true]
g Replace old child
DtmSystemTags by
| new DtmSystemTags
according
T | T newChildTopology Li

e

IEC

Used methods:

IDtm3|LoadData()
IDtm3{Init()

Figure 195 — Clone DTM with all children

8.19 Sequences for audit trail
8.19.1 General

This subclause shows how the audit trail concept (described in 4.18) is implemented.

8.19.2 Audit trail of parameter modifications in instance dataset

Figure 196 shows how changes in the instance dataset are traced.
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sd: Audit trail of parameter modifications in instance dataset )
: Frame :DTM . Dataset
Application BusinessLogic :

Change offline instance parameter

\{

StartTransaction()

|
|
I
|
Parameter
| [ modification
|
|

Write to DataSubset

alt

[modification and commit succeeded] 5
| IAuditTraiI::Notify()o_

o
-

Handle notification

n
(@]
3
5
[v)
pd
[e]
z
=
Q
Q)
(=
Q
3
"
o
| &7

[modification or save of transaction failed]
I

No audit trail notificatiol
because any changeis |~

rolled back.

CloseTransaction

IEC

Used methods:

IAuditTrail.Notify()

Figure 196 — Audit-trail of parameter modifications in instance dataset

8.19.3 Audit trail of parameter modifications in device dataset

Figune 197 shows_how changes in the device data are tracked.
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sd: Audit Trail of parameter modifications in device /

: Frame :DTM

Application BusinessLogic

Communication
Channel

Used
IAudit

|
< Device is connected > |
|
|
|

Write Request

|
|
% | Change device parameter I
| >
|
I
|

Ol

-

Handle notification

[Write succeeded] IAuditTrail::Notify() | | —______________

Write,to

Write Response device

isOnlineNotification = true%
I

methods:

[rail.Notify()

8.19.4 Audit trail of function calls

Figun

e 198 shows how function calls are tracked.

IEC

Figure 197 — Audit trail of parameter modifications in device

sd: Audit Trail of function calls)

: Frame :DTM
Application BusinessLogic
| Call function
| Execute
| { function
|IAuditTrail::Notify()
i

Handle notification

Used methods:

IAuditTrail.Notify()

IEC

Figure 198 — Audit trail of function calls
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This shall only be used in case it is not a Function Notification or a Parameter Change
Notification. General notifications are used by the DTM to provide audit trail notifications in the
scenarios like device state information updates.

9 Installation
9.1 General
This clause describes the installation of EDT core assemblies EDT communication prat

cols

and DTMs as well as the structure and rules for creating DTM packages.

9.2
9.2.1
This

Common rules
Predefined installation paths

subclause defines the common installation paths where FDT coré assemblies,
protocol assemblies and DTMs are installed and registered (see Table'45 and Figure 199

Table 45 — Predefined FDT installationpaths

FDT

~

Path name

Value

g\\\

=

4
Description

<Nu(et Repository>

<FDT3>\NuGet-Packages

Path of the FDT-specific NuGe
repository (different from
global-packages).

<Con
Data

monApplication

(OS specific)

The directory for application dgta is
also used to store the executable
binaries.

This is the known folder for .NET
Core.

<FDTR>

<CommonApplicationData>\FDT3

Root folder for the
IEC TS 62453-43 DTMs and
protocols.

<FDT|_Protocols>

<FDT3>\NuGet-Packages

Folder contains the communicgtion
protocol manifest files and profocol
assembly files. Frame Applicat|ons
search this folder for installed
communication protocols.

<FDT| DTMs> <EDT3>\DTMs Folder contains all DTM
components (e.g. manifest fileg and
assemblies). Frame Applications
search this folder for installed
DTMs in order to create a devige
catalog.
<DTM_root> <FDT_DTMs>\<Vendor>.<PackageName>.<Package | The folder contains all DTM
verston> bimartes (assempiies)and data
. files. This includes main DTM BL
NOTE 1 <Vendor> is the name of the DTM vendor. assembly, DTMInfoBuilder
NOTE 2 <PackageName> is the name of the DTM | @ssembly, resource assemblies,
Package. DTM WebUI container files and
other files.
NOTE 3 <PackageVersion> is the 4-component
version of the DTM Package.
Example "FDT_Group.DemoDTM.1.0.0.0".
<FDT_GUIs> <DTM_root>\UserInterfaces Folder contains the user interface

manifest files and WebUI container
files. Frame Applications search
this folder for installed user
interfaces.
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Path name

Value

Description

<FDT_Conformity>

<DTM_root>\ConformityRecords

The folder <FDT_Conformity>
contains the respective conformity
record and certification files for the
DTM.

NOTE <CommonApplicationData> is the known folder for .NET Core (see [24], [25]). It is the folder returned by
the System.Environment.GetFolderPath() method
"System.Environment.SpecialFolder CommonApplicationData".

for the special folder ID

The EDT core assemblies (interfaces, datatypes, and exceptions) and communication protocol

assemblies are installed in the NuGet Repository. Shared .NET assemblies may aldo be

installed in the NuGet Repository. Refer to 5.6.4 when using shared .NET assemblies.

All communication protocols shall be registered with their manifest and installed with|their

assemblies in the predefined path <FDT_Protocols>.

All DITMs shall be registered with their manifest and installed with thejr assemblies in the
pred¢fined path <FDT_DTMs> (see Figure 199).
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, <CommonApplicationData>

‘L
<FDT3> ! , FOT3

]
<FDT_Protocols> 1] , NuGet-Packages
<NuGet Repository>
‘ FDT_Group.FDT3.1.00
| FDT Group <ProtocolName 100
| .
<FDT_DTMs> ! , DTMs
<DTW_root> L , <Vendor>.<PackageName>.<PackageVersion>
L <DTM_Name=.dtm. manif%
! , lib Lo <OTM> dil
%
1r ‘f;"“ <additinna||ihrariesclﬂ
)
<FOT_GUls> 0 ! <Ul_name> dthebUI.manifa
i oy <Ul_name=.uipkg
0.1 ) o ) )
3 , SupportedDevices <F'rntn|:n|\d>.DtmDewceIdentman|fesﬁ
. AN
0.1 , Resources <additional files
<FOT_Conformity> €—+ 01 , ConformityRecords [« 17 @ <TestedTypeld>_<CertificateNumhePfﬂﬁceﬁ
?—‘ O TestedTypelds pf
IEC
Figure 199 - Installation paths (with example DTM)
9.2.2 Predefined web-server paths

This chapter defines the common paths related to deployment via web-server (see Table 46
and Figure 199).
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Table 46 — Predefined web-server paths

Path name Value Description

<document root> (web-server specific) The document root is a
directory (a folder) that is stored
on the host of the web-server.
The folder is designated for
holding web pages. In order for
a WebUi to be accessible to
web-browsers, it must be
published to the "document
root."

<FDT—C€ommonfites documentToot>HFDT—Commonfites FotderprovidimgcommoT files

related to FDT WebUIs.

<WepDataConnector.js> | <FDT_CommonFiles>/WebDataConnector.js JavaScript file providingthg
WebDataConnector. = The {i
is a server-specifio file,
providing the JS 'methods ap
defined for
IDtmWebUiMessaging in E.#.

e

9.2.3 Manifest files
All cgmponents related to FDT provide manifest files in ordertorregister the component in the
FDT [system (except for the FDT core assemblies) or to pfovide pre-installation information.

Manifest files are XML files, which follow a defined format. The format corresponds to the [NET
datatypes, which are part of the FDT core specification.

9.2.4 Paths in manifest files

All manifest files may include paths to assembly or resource files.

If some parameter in any manifest file’ represents a path to an assembly, icon, bifmap,
documentation or data file, then it shall*be relative to the component root path.

o}
S

NOTE| For example, if a PDR ;»document is provided for a DTM, which is installg
"<FDT| DTMs>\Vendor1.MyDtm.1.0-0:0":

— The document is located in "<FDT_DTMs>\Vendor1.MyDtm.1.0.0.0\Resources\Documentation\help.pd{", the
reference to the document_is."Resources\Documentation\help.pdf".

— The component is the.DTM BL. The component root path is "<FDT_DTMs>\Vendor1\MyDtm.1.0.0.0".

In order to access the referenced files, the Frame Application shall add the component root
path pt the beginning of relative paths.

9.2.5 DTM Installation package format

log (avtanaions ' Adaa ] ' A
TCS(CATCTTSTOT .ul.lllyl\g .

DTM Ynstataten—p
f

The DTM installation package references NuGet packages that are required for execution of
the DTM. A DTM shall reference the required FDT3 core assembly package as well as the
required protocol package(s). The Frame Application is responsible for retrieving and installing
the required NuGet packages.
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9.2.6 Digital signatures of package components

The open packaging convention (OPC) supports a feature to sign and validate the parts of an
OPC package or the entire package. Frame Applications shall use signature validation for
detecting when the content of an OPC package has been altered after the file was signed. If a
DTM package file has been changed, this will be detected by the Frame Application during the
installation process. Authors of DTM package files shall adhere to the following rules in order
to ensure that all Parts of an installation are covered by a digital signature:

o Allresources for an installation shall be embedded in the DTM package file. All Parts of the
package, including the signature origin part shall be signed by the originator of the package.

Instaflation packages provided by FDT Group (e.g. for core assemblies and protocol-spgcific
files)|will be signed accordingly.

9.3 Installation of FDT core assemblies

FDT [core assemblies (see 5.1) are provided as NuGet package (called-'core assgmbly
packfage') and shall be installed by each Frame Application into a common,lecation (see <NuGet
Repagsitory> in 9.2.1).

The frame Application executes the installation of the DTMs (see 9.5). During the installation
of a DTM, the Frame Application is responsible to add the FDT cofe assemblies, as well gs the
protocol assemblies, to the common location.

Durinjg runtime, the Frame Application shall browse thex\common location and load the highest
available version of the FDT assemblies into the process.

DTMs shall reference the FDT assembly packages within their Package Manifests (see 9]6.8).

9.4 | Installation of communication protocols
9.4.1 General

All DTTM package files shall reference the supported or required communication protocols{ The
protocol assemblies (see 5.7:10) shall be provided as NuGet packages (called 'prqgtocol
packfage') and shall be installed by the Frame Application in the FDT-specific NuGet repository
(see Figure 200).

Protgcols defined by.an FDT Protocol Annex are provided as NuGet package files by theg FDT
Group. Vendor-spegific communication protocols are provided as separate NuGet packags files
together with_the-corresponding DTM package. The protocol packages shall be referenc¢d by
the OTM paekage manifest (see Dependencies in 9.6.8).

During.runtime, the Frame Application shall browse the common location and load the highest
availabteversiomof the protocotassembiiesimto the process whenm nmeeded:
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<FDT3=> FDT3

———

<FDT_Protocols> T1
<NuGet Repository > ] ’ NuGet-Packages

¢

L“ FDT_Group.FDT3.1.0.0

L1 , lib

L, netstandarc.o
T— “L FdB.dl

‘

) FDT_Group.<ProtocolName>.1.0.0

L i <Protocollc> protocolmanifest

! , tib

L ’ netstandard.0
T—* ) Fdt3.Datatypes<protocob.dll K---} -~

e
R
Q

E.g.:
Fdt3.Datatypes.HAR[T .dlﬁ
IEC

Figure 200 — Installed FDT and protocol assemblies

9.4.2 Registration

Communication protocols are registered by protocol manifest files that are installed in the
<FDT_Protocols> path. A protocol manifest file describes a communication protocol with its ID
and assembly reference.

9.4.3 Protocol manifest

A protocol manifest is used to register additional communication protocol assemblies in the
system in order to enable Frame Applications and DTMs to find it. Protocol manifest files shall
be installed in the <FDT_Protocols> path (see 9.2.1). The file name shall be composed of the
unique communication Protocolld (using lower case letters) and the suffix ".protocol.manifest".

NOTE The Protocolld is a GUID. For the file name it is converted to a string, where the letters are in lower cases.


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

- 280 — IEC TS 62453-43:2024 © IEC 2024

A protocol manifest xml file contains following information:

e Assemblyinfo: Information about the protocol assembly that contains the communication
protocol classes and data structures.

e Protocolld: Unique identifier of the protocol (as UUID).

e ProtocolIName: Human readable name of the protocol

Figure 201 shows an example for a protocol manifest.

<PrdgtocolManifest xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://schemas.datacontract.org/2004/07/Fdt.Deployment">

<HrotocolId>b803f1b4-d992-44bc-a62d-08ec71boOb4cd</ProtocolId>
<HrotocolName>XyzBus</ProtocolName>

<AssemblyInfo>

<?xml version="1.0" encoding="utf-8"?>

<Name>Fdt3.XyzBus</Name>
<Version xmlns:d3pl="http://schemas.datacontract.org/2004/07/System">
<d3pl: Build>@</d3pl: Build>
<d3pl:_Major>1</d3pl:_Major>
<d3pl:_Minor>@</d3pl:_Minor>
<d3pl:_Revision>@</d3pl:_Revision>
</Version>

<PublicKeyToken>1234567890123456</PublieKeyToken>

9.4.4

Asse

The

If one
NuGe¢t Package will provide multiple protocol manifest files and corresponding assemblie

Figure'201 — Example: Protocol manifest

NuGet package

mblies and files rejlated to communication protocols are provided with NuGet pack
bxpected structure of the NuGet file is shown in Figure 202.

NuGet package provides support for multiple protocols (like the package for HART®

A

ges.

, the

U7



https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

IEC TS 62453-43:2024 © IEC 2024 - 281 —

!

<NuGet_Root>

9.5

9.5.1 General

[N -
According to OPC file format .
[Content_Types xm] ] Provides information on file types \ﬁ

— <NuGet Package Name >.nuspa

— _signature .p7s
[

—— <prococol _id>.protocol .manifest

According to OPC file format .
— ‘ _rels gemeeeeeeeeeeees ™| Used to manage relationships . Iﬁ
S p—— e et oo iomaion
L] * lib
l— ‘ .NETStandard 2.0 o

[
Fdt3.Datatypes .<protocol>.dll

<r---| Foldepstructure for platform -independent librarfes %

[
Fdt3.Datatypes .<protocol>.xml

-y

N
1

IEC
Figure 202 — NuGet file structure

Installation of DTMs

Prior|to installation of a DTM,(it' is possible to retrieve information about a DTM from the

respective DTM Package Manifest (see 9.6.3).

Afterlinstallation the respective information can be retrieved within the FDT system (see 9.7).

All DTMs shall be.installed in the predefined < FDT_DTMs> path (see 9.2.1). For each installed
DTM|a subfolder'<Vendor Name>.<PackageName>.<PackageVersion> (same name af the
namg of the DTM package file) is created. Each DTM is placed in such a subfolder. The| path
to this folder is the <DTM_root> path. All DTM assemblies and data files for a single [DTM
installation’shall be installed in this path. Following components of a DTM are installed here:

DTM BL assembly (see DTM component in Figure 199). It implements the main DTM
Business Logic. This assembly can use or reference some other dependent assemblies.
There are no limitations on file names.

DTM WebUI Package Files (see DtmWebUI component in Figure 199 and see 9.5.5). This
component provides one or more DTM WebUls. There are no limitations on file names.

DTM Information Builder assembly (see DtminfoBuilder concept in 4.4.2). This component
implements support for getting dynamic DTM information (e.g. for DD-Interpreter DTMs).
There are no limitations in regard to file name. The DtmInfoBuilder can be integrated with
the main DTM Business Logic assembly.

DTM Conformity Records (see 5.19.5): If the DTM has been certified, then a subfolder
"ConformityRecords" provides all conformity record files providing details about the FDT
compliance certification of the DTM.


https://iecnorm.com/api/?name=43e3cae5fbecddb61126e388ff9d9e11

- 282 — IEC TS 62453-43:2024 © IEC 2024

9.5.2 Registration

The Frame Application shall be able to retrieve information about installed DTMs and supported
device types. The registration of DTMs is performed using manifest files that are installed in the
predefined installation paths (see 9.2.1).

The <FDT3> folder and its subfolders contain all manifest files that describe the installed DTMs
and their DTM WebUIls. Following manifest files are defined:

— *.dtm.manifest.
This xml file describes an installed DTM (see 9.5.3).

*

— *.dtmwebui.manifest.
This xml file describes an installed DTM WebUI (see 9.5.4).

A Frame Application searches for information about installed DTMs in~thfee §teps
(see Figure 203):

a) The Frame Application reads all DTM manifest files in < FDT_DTMs> pdih.

b) Fpr each DTM, the Frame Application loads the referenced assembly and start$ the
DtmiInfoBuilder. Further information about device-, block-, ,module types, suppprted
otocols etc. is retrieved from the DtminfoBuilder.

p
c) Fpr each DTM, the Frame Application reads the DTM WebUFmanifest files (referenced in
*.dtm.manifest) and stores user interface assembly and funetion information (e.g. in a dpvice

T <FoT> ()] I
Ds ===
! Rratocols Device
Catalogue

ame Application
Host

catalogue).
d) After a DTM is found, the DTM Business Logic and the respective DTM WebUI may be
executed.
DTMinfo | 2 '€ad Frame DTM P
Builder ===-T7 Application S — WebUI !
: 1 .
1. explore ! - —
o L | i
[ ]
| | 4yexecute |
: : _________ -I \H /
l : | /
: . | /N
| 13. update | \
RN !
I
|
]
]

- DTM
A Business Logic

IEC

Figure 203 — Search for installed DTMs

See the descriptions of DTM manifest and DTM WebUI manifest datatypes for details about
different manifest files that are used for DTM registration.

A Frame Application can check if new DTMs are registered by comparing the date of the DTM
Manifest file with the last checking date.
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9.5.3

A DTM manifest file is used to register a DTM in the system in order to enable Frame
Applications to find it. Therefore it contains references to the main DTM BL assembly and to
ass that implements the DtmInfoBuilder for the DTM. DTM manifest files shall be copied
to the DTM-specific subfolder of the <FDT_DTMs> path from the DTM package file during
lation or during update of the DTM. The file name is composed by a unique DTM name
he suffix ".dtm.manifest". A DTM vendor is responsible for the uniqueness of his DTMs

the cl

instal
and t

DTM manifest

and DTM names within the vendor-specific name space.

A DTM manifest file (DtmManifest) contains following information:

- DltmlnfoBuiIderRef: Information about DtmInfoBuilder class, which shall be used to. e
Typelnfos and corresponding device identification information supported by the DIM.

— DgmlinitData: [Optional] DTM initialization information. This string is passed g the D]

tH

— UjManifestRefs: [Optional] References to DTM user interface manifeét,files. Thesge| files
describe the user interface functions belonging to the DTM describedyby this manifest

NOTE

DTM

Figure 204 shows an example for a DtmManifest.

e IDtm3.Init call.

Information about DTM device types is not included in the DTM manifest filé.

<D
xm|

?kml version="1.0" encoding="utf-8"?>

tmManifest xmlns:i="http://www.w3.0rg/200k/XMLSchema-instance"
lns="http://schemas.datacontract.org/2002/07/Fdt.Deployment">

DtmRootPath>Company\XYZDtm</DtmRootRath>
DtmInfoBuilderRef xmlns:d2pl="http://schemas.datacontract.org/2004/07/Fdt.Dtm">
<d2pl:AssemblyInfo>
<Name>Company.XYZDtf.InfoBuilder</Name>
<Version xmlns d¥pl="http://schemas.datacontract.org/2004/07/System">
<d4pl: Bufl@¥1</d4pl: Build><d4pl: Major>1</d4pl: Major>
<d4plN\MInor>0</d4pl: Minor><d4pl: Revision>2231</d4pl: Revision>
</Vershion>

<PhblicKeyToken>1234567890</PublicKeyToken>

<RuntimeVersion>
<CLRVersionNumber xmlns:dépl="http://schemas.datacontract.org/2004/07/System">
<dépl: Build>0</dépl: Build><dépl: Major>4</dépl: Major>

<dépl: Minor>0</dépl: Minor><dépl: Revision>0</dépl: Revision>

Figure 204 — Example: DtmManifest

uest

M in

manifest files shall be created by using the DtmManifest datatype. See the description of
DtmManifest datatype in 7.6.2 for further information about DT manifest files.
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9.5.4 DTM WebUI manifest

A DTM WebUI manifest file is used to register a DTM WebUI in the system in order to enable
Frame Applications to find it. These files shall be copied to the <FDT_GUIs> path by the Frame
Application during installation or update of the DTM. The file name is composed of the DTM
WebUI name (unique for the DTM) and the suffix ".dtmwebui.manifest". Each DTM WebUI
manifest file shall be referenced and declared in the DTM manifest file. The DTM WebUI
manifest contains following information:

— ContainerFilelnfo: Information about the DTM WebUI container file.

— WebUiFunctionInfos: Information about the DTM WebUI functions included in the container
f"’e u'caui'ucu' lUy CUIItdiIICIF”CiIIfU.

See the description of DtmWebUiManifest datatype in 7.6.3 for the syntax of DTM/WebUI
manifest files. Figure 205 shows an example for a WebUI manifest file.

<?kml version="1.0" encoding="utf-8"?>

<DEmWebUiManifest xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance"
xmllns="http://schemas.datacontract.org/2004/07/Fdt.Deployment"”>

ContainerFileInfo>
<Name>WebUI_Package_Name.uipkg</Name>
<Path i:nil="true" />

/ContainerFileInfo>

WebUiFunctionInfos>
<WebUiFunctionInfo>

<FunctionId>5</FunctionId>
<StartPages>

<StartPagelInfo>

Figure 205 — Example: DtmWebUiManifest

9.5.5 WebUI container files

DTM|WebUls,areprovided with the DTM installation in form of WebUI container files (extepsion
".uipkg'). A WebUI container file shall conform to the Open Packaging Conventions(OPC) [30],
[31].

A WebUtcontainer fite shaff contain ait fitles and components refated to the respective DTM
WebUI. It is possible, that a WebUI container file contains more than one WebUI. Each WebUI
is represented as 'Part' according to the packaging convention and shall have at least a
StartPage (an HTML file). This StartPage may reference other HTML documents, JavaScript
files and other HTML elements within the container file.

In order to support multiple languages, a WebUI part may provide a number of HTML5 files —
one file for each language (see for example Figure 206). The information regarding the
supported language is provided by means of the DtmWebUiManifest. For each StartPage the
corresponding language is indicated by a language tag (see [33]). It is mandatory to provide at
least a StartPage for neutral English (language code "en"). This Start Page shall be used by
Frame Applications as a fallback in case the required language is not supported by the DTM
WebUI.
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, <Package_Root>

<?xml version="1.0" encoding="utf-8"2>

<Types xmlns="http://schemas .openxmlformats .org/package /2006/content-types ">
<Default Extension ="ico" ContentType="image/x-icon" />
<Default Extension ="html" ContentType ="text/html" />

<Default Extension ="js" ContentType ="text/plain" />
s <Default Extension ="map" ContentType="text/plain" />
[Content Types me] bt <Default Extension ="png" ContentType="image/png" />
- ) <Default Extension ="jpg" ContentType="image/jpeg” />
</Types>
FElS dremmeeemeee e e ameeneenenn __| According to OPC file format.
- Used to manage relationships.
According to OPC file format. N\
— I package ¢r---sea-o-------- -----------i Used to manage additional information
1 (e.g. signature).
— , WebUI_1 WebUI Part

o StartPage1_en.html

[
o | StartPage1_jp.html
|

AN
o | StartPage1_de.html
|

Additional files ...

— , WebUI_2 WebUI Part

3 StartPage2_en.html

N\
o) Additional files ...

Common files to be used by
several parts

— b Common Files | o---"""""

Figure 206 — Structure of a WebUI container file

IEC

In order to protect against tampering, the content of a WebUI package shall be signed.

9.6 DTM package file
9.6.1 Naming convention
The name of a DTM package file shall follow the convention of:

<Vendor>.<PackageName>.<PackageVersion>.dtmpkg

Example: Fdt.TestDTM.1.0.2.0.dtmpkg
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The PackageVersion shall be provided with 4 version components, separated by the period
character. The other parts of the file name (e.g. <Vendor>, <PackageName>) shall not contain
the period character (".").

The <PackageVersion> shall reflect the version of the package, there is no relationship defined
to the version of the DTM. It shall provide the same value as "PackageVersion" in the
DtmPackageManifest.

NOTE The version of the DTM also is documented in the DTM manifest.

9.6.2 Structure (physical model)

The DTM package file structure defines the contents and structure of a DTM package-file| (see
Figune 207).

The DTM package file is the main package file for one DTM. It contains the complete DTN and
the WebUI container files. This file is used by the Frame Application to execute the installation.

Each|DTM package file consists of following mandatory and optional Parts:

— Ppckage manifest file [mandatory]. This file describes the package itself and corftains
infformation about included DTM. This file is always located in the package root folder{ The
D[TM package manifest file shall be referenced By the package relatiohship
"FPackageManifest".

— D|TM manifest file [mandatory]. This file describes.the DTM. This file is always located in
the package root folder.

— Fplder "lib" [mandatory]. This folder contains the runtime-specific sub-folders. This folder
shall not contain any files, but only sub-folders:

e| Folder "any" [mandatory]. This folden¢ontains the platform-independent DTM library and
all related platform-independent libraries according 5.4.1.

NOTE|1 The folder can contain DTM-specific-sub-folders (e.g. for language resources)(see [35]).

o| Folders "{runtime_id}" [conditional]. If the package contains platform- or architegture-
specific libraries (e.g. native drivers for Windows64 or Linux), then these folders|shall
be used to provide these libraries. The naming of the {runtime_id} is defined accqrding
[37]. [36] provides information about the "RID graph", which describes the relationghips
between different.{runtime_id}s.

NOTE|2 Defining the naming of the {runtime_id} according to [37] means that the RID graph will be consjdered
during|installation of the DTM assemblies; files can be distributed across multiple folders.

NOTE|3 The cembination of libraries from the any-folder and {runtime_id}-folders according to the rules described
by the|RID graph-provides an executable and usable DTM.

— Fplder_'SupportedDevices" [optional]. This folder contains the device identification [files.
These files describe identification information for device types that are supported by DTMs
in"This package. These protocol-Specific files are always located In "supporiedDevices"
folder. The files can be deserialized to initialize the class DtmDeviceldentManifest.

— Folder "Resources" [optional]: This folder contains additional files relevant for the DTM (e.g.
documentation, images). The content of this folder is DTM-specific, it may also contain
additional sub-folders.

— Folder "Userlnterfaces" [optional]. This folder contains the WebUI container files and the
related DTM WebUI manifest files.

— Folder "ConformityRecords" [optional]: If the DTM has been certified, then a subfolder
"ConformityRecords" provides all conformity record files providing details about the FDT
compliance certification of the DTM.

— Documentation files [optional]: These files contain documentation relevant for the
installation of the DTM (e.g. license, readme).
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Additional parts (e.g. "_rels" and "package" folder) are added by signing the contents of the
package.

’ <Package_Root>

— [Content_Types Xml] |-ccceoceasemmmmaaacacamann

— <Vendor>.<PackageName> package manifest

According to OPC file format.
Provides information on file types.

[ <DTM_Name>.dtm m anifeﬁ

s According to OPC file format.
— _relS Qo e e .
' Used to manage relationships.
According to OPC file format.
— AcKage Pom-mm-mmmmm e e
J P o Used to manage additional |nformat|on.lﬁ
DTM BL Part{s) — , lib
<
— ‘ any |
|
1
!
Loy <DTM> dll :__.*‘+ Folder, structure for platform-independent libraries l%
|
1
1
1
<additional \lbraries>.tﬁ ]
|
//
&
Y
— } {runtime_id} L Folder structure for supporting platform- and
: - framework-specific libraries
)
., <runtimesspscific> !
g \ibraries 1
"
— , SupportedDevices @ <Protocol_ID>DtmDeviceldent manifesﬁ

<Protocol_|D>.DtmDeviceldent manifeqt is

an XML persisted file of an instance of fhe

1 ’ Resources <additional files> class DtmDeviceldentManifest. It lists all
- device identifications of one DTM for thp
same protocol.

serinterfaces Part _! Userinterfaces

<Ul_name> dtmWebUI| manife{i

¢J <Ul_name>.uipkg

Conformity recordart } ConformityRecords

—— <®°| <TestedTypeld>_CertificateNumber> fdt3cert

— <TestedTypeld>pdf |
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Figure 207 — DTM package file structure

9.6.3 Relationships (logical model)

The OPC Package convention intents to use the logical model to describe the package structure
as a directed graph. This capability is only partially used with DTM Packages for:

e Signing the package contents

¢ Referencing the DTM package manifest file.

The relationships supported in a DTM package are shown in Figure 208 and Table 47.
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Figure 208 — DTM package file relationships
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"Core properties", "Digital signature" and "Digital signature origin" relationships are defined by

OPC|Packaging convention and shall be used accordingly.
The "lPackage manifest" relationship is used to locate the DTM package manifest file."It s¢rves
as starting point when installing the DTM.
The "|License file" relationship is used to locate the license file (see 9.6.5)
The "lcon file" relationship is used to locate the Icon file (see 9.6.6),
Table 47 — Overview of relationships
L XN
Description L,’RO
Core| properties http://schemas.openxmlformats.org/package/2006/relationships/metadata/core-
properties
Digitpl signature http://schemas.openxmlformats.orgf/package/2006/relationships/digital-
signature/signature

Digitpl signature http://schemas.openxmlformats-org/package/2006/relationships/digital-signature/or|gin

origi

Package manifest http://www.fdtgroup.com/package/2019/relationships/package-manifest

Licenpse file http://www.fdtgroup.com/package/2019/relationships/license

Readme file http://www.fdtgroup.com/package/2019/relationships/readme

Icon ffile http://wwwfdtgroup.com/package/2019/relationships/icon
A DTM package may.use additional relationships (e.g. thumbnail).
9.6.4 Core properties
The OPC packaging convention defines a set of core properties for a package file. Table 48

desc

ibes how the properties shall be used.
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Table 48 — Overview of core properties

Property Usage Description
category M Always the value "DTM Package"
contentStatus M The status of the package. Allowed values are "Prototype", "Release", "Certified".
contentType 0 The type of the package. Allowed values are "Initial", "Update".
created M Date of creation of the DTM package.
creator M The organization providing the package.
description O An explanation of the content of the package.
identjifier M A GUID providing an unique identifier of the package. The value of this propgrty
shall have the same value as ProductCode in the DtmPackageManifest (Seée
9.6.8).
keywords M A set of keywords.
Allowed keywords are:
"CommDTM", "DeviceDTM", "GatewayDTM", "ModuleDTM!,V'BTM"
langliage O The language of the package.
lastModifiedBy M The organization who performed the last modificatiof) This could be the namp of
the creator or "FDT Group".
modified M Date on which the package was modified.
revisjon o} The revision number.
Title M The name of the DTM package. Thelyalue here shall be the same value as
provided for <PackageName> in_the)file name (see 9.6.1).
Verslon M The version of the DTM package* The value here shall be the same value as
provided in the file name (see9.6.1) and in the package manifest (see 9.6.8)
9.6.5 License file
The package relationship "License File" allows the package creator to indicate a license flle (in
ASCIIl Format), which provides license information to an end user.
If a User interface is available;'then the Frame Application shall display this license as ppart of
the installation process and ask the user to accept the license before installing the DTM.
9.6.6 Readme file
The package relationship "Readme File" allows the package creator to indicate a readme file,

whick

Ifau

as pg

providesyadditional information to an end user.

ser interface is available, then the Frame Application shall offer to display this readm
rtvof the installation process.

e file

9.6.7

Icon file

An image file within the package, which may be displayed as the package icon (e.g. on
FDT®hub?). Image file size is limited to 1 MB. Supported file format is PNG. An image resolution
of 128x128 is recommended.

7 FDT®is an example of a suitable product(s) available commercially. This information is given for the convenience
of users of this document and does not constitute an endorsement by IEC of this product.
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9.6.8 DTM package manifest
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A package manifest describes a DTM package file and shall be provided within a DTM package
file. It provides information about the DTM before installation of the DTM. Using this information
the Frame Applications can install the DTM automatically. Also a Frame Application can use
this information to check whether a new version of a DTM package is available. The file name
shall be composed of the <Vendor>.<PackageName> (as defined for the package file name)
and the suffix "package.manifest".

A DTM package manifest xml file contains following information:

—  Dirtrfe—nE
e

NOTE

the DTM can be installed and used by the Frame Application. Each,supported runtime is mapped to one o
{runtime_id}-folder according to rules defined by the RID graph.

NOTE

- D

T

NOTE
specif

See

Figune 209 shows an example/for a DTM package manifest file.

P
P
— PpckageVersion: Version of the DTM package file (4 digit number).
\Y,
D

libraries only. It references the corresponding NuGet packages.

7.6.1 for further information.about package manifest files.

pckageName: Name of the DTM package file (<PackageName>).

endorName: Name of the company which provides the DTM package (<s\Vendor>).

upportedRuntimes: Provides a list of runtimes supported by the DTM. The allowed v
the list is defined by [37].

1 This is not a list of folders in the 'lib' part of the DTM package (see 9.6.2), but the list of runtimes in

2 The list provided by [37] mightextend in the future. Thisdneans that the list of allowed values might c

his field is used for describing the dependencies in regard to FDT library and prd

3 Protocol libraries can be provided by EDT Group for standard protocols or by DTM vendors for v
c protocols.

escription: Provides the description of the package, which may be read by a user prjor to
installing the DTM.

hlues

which
more

ange.

kependencies: Provides the information about)dependencies similar to NuGet version 2.0.

tocol

endor-
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