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INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION OF RISK MANAGEMENT FOR
IT-NETWORKS INCORPORATING MEDICAL DEVICES -

Part 2-1: Step-by-step risk management of medical IT-networks —
Practical applications and examples
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The

FOREWORD

e International Electrotechnical Commission (IEC) is a worldwide organization for standardization’comprising
national electrotechnical committees (IEC National Committees). The object of IEC “s to pr¢mote
ernational co-operation on all questions concerning standardization in the electrical and electronic fields. To
s end and in addition to other activities, IEC publishes International Standards, Te¢hnical Specificgtions,
chnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftér\referred to as| “IEC
blication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
the subject dealt with may participate in this preparatory work. Internatignal,’ governmental and| non-
vernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates c|osely
th the International Organization for Standardization (ISO) in accordance<with conditions determingd by
reement between the two organizations.

e formal decisions or agreements of IEC on technical matters express,as nearly as possible, an interngtional
nsensus of opinion on the relevant subjects since each technical\¢committee has representation frgm all
erested IEC National Committees.

C Publications have the form of recommendations for interniational use and are accepted by IEC Ngtional
mmittees in that sense. While all reasonable efforts are.made to ensure that the technical content df IEC
blications is accurate, IEC cannot be held responsible/for the way in which they are used or fof any
sinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Publicgtions
nsparently to the maximum extent possible in.\their national and regional publications. Any divergence
tween any |IEC Publication and the corresponding national or regional publication shall be clearly indicafted in
e |atter.

C itself does not provide any attestation\of conformity. Independent certification bodies provide confermity
sessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fqr any
rvices carried out by independent cettification bodies.

users should ensure that they, have the latest edition of this publication.

embers of its technical committees and IEC National Committees for any personal injury, property damgge or
her damage of any nature ‘whatsoever, whether direct or indirect, or for costs (including legal fees) and
penses arising out of\the publication, use of, or reliance upon, this IEC Publication or any othef IEC
blications.

liability shall attach to IEC or‘its directors, employees, servants or agents including individual exper{ and

tention is drawnxto the Normative references cited in this publication. Use of the referenced publicatipns is
Hispensable forthe correct application of this publication.

tention is{ drawn to the possibility that some of the elements of this IEC Publication may be the subjpct of
tent rights. IEC shall not be held responsible for identifying any or all such patent rights.

main task of IEC technical committees is to prepare International Standards. Howevkr, a

tech
data

Ticatcommittee Tmay propose the pubticatiomof atechmicat Teport-whenittras—cottected
of a different kind from that which is normally published as an International Standard, for

example "state of the art".

IEC 80001-2-1, which is a technical report, has been prepared by a Joint Working Group of
subcommittee 62A: Common aspects of electrical equipment used in medical practice, of IEC
technical committee 62: Electrical equipment in medical practice and ISO technical committee

215:

Health informatics.
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The text of this technical report is based on the following documents:

Enquiry draft Report on voting
62A/782/DTR 62A/803/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Teran used throughout this technical report that have been defined in Clause 3 appgpr in
SMAL|L CAPITALS.

The [committee has decided that the contents of this publication will remain unchanged |until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the [data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
* 3gmended.

A biljngual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo onthe cover page of this publication indicates
that| it contains colours which arexconsidered to be useful for the correct
undtlrstanding of its contents. Userstshould therefore print this document using a
colour printer.
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INTRODUCTION

This technical report is a step-by-step guide to help in the application of RISK MANAGEMENT
when creating or changing a MEDICAL IT-NETWORK. It provides easy to apply steps, examples,
and information helping in the identification and control of RISKS. All relevant requirements in
IEC 80001-1:2010 are addressed and links to other clauses and subclauses of IEC 80001-1
are addressed where appropriate (e.g. handover to release management and monitoring).

This technical report focuses on practical RISK MANAGEMENT. It is not intended to provide a full
outline or explanation of all requirements that are satisfactorily covered by IEC 80001-1.

This
IEC

CON1
They
whic

For

congidered to be in place before execution of the 10 steps. Also, it.is ‘well understood th

step
NETV
It is
CONE
well

This
MANA
MED
netw

step-by-step guidance follows a 10-step PROCESS that follows subclausepn 4«
B0001-1:2010, which specifically addresses RISK ANALYSIS, RISK EVALUATION\and
ROL. These activities are embedded within the full life cycle RISK MANAGEMENT/PROC
can never be the first step, as RISK MANAGEMENT follows the general RROCESS n
h sets planning before any action.

the purpose of this technical report, “prerequisites” as stated.(in~subclause 1.3

5 outlined in this technical report should have been performed(before any new MEDICA
ORK can go live or before proceeding with a change to an-existing MEDICAL IT-NETW
emphasized that subclause 4.5 of IEC 80001-1:2010 “CHANGE RELEASE MANAGEMENT
IGURATION MANAGEMENT” explicitly includes and applies t0 new MEDICAL IT-NETWORK
as changes to existing networks.

technical report will be useful to those responsible for or part of a team executing
GEMENT when changing or creating (as the)ultimate change) a MEDICAL IT-NETW
CAL DEVICES in the context of IEC 80001 refer to those MEDICAL DEVICES that connect
ork.

1 of
RISK
ESS.
odel

are
at all
LIT-
ORK.
and
5, as

RISK
ORK.
to a
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APPLICATION OF RISK MANAGEMENT FOR
IT-NETWORKS INCORPORATING MEDICAL DEVICES -

Part 2-1: Step-by-step risk management of medical IT-networks —
Practical applications and examples

cope

technical report provides step-by-step information to aid RESPONSIBLE ORGANIZATIO
ementation of the RISK MANAGEMENT PROCESS required by IEC 80001-1. Specifical
Is the steps involved in executing subclause 4.4 of IEC 80001-1:2010 and pro

explanation of each step, step-by-step examples, templates, and lists of HAZARDS and ca
to cgnsider.

The
Appl

2

The
are i

steps outlined within this technical report are considered to“de universally applic
jcation of these steps can be scaled as described within this ' document.

Normative references

ndispensable for its application. For dated references, only the edition cited applies

unddted references, the Ilatest edition of«the referenced document (including

ame

IEC
devi

3

ndments) applies.

B0001-1:2010, Application of risksmanagement for IT-networks incorporating me
ces — Part 1: Roles, responsibilities-and activities

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

CHANGE PERMIT

an o

NS in
y, it
ides

bnce in the form of a study of RISK MANAGEMENT terms, RISK MANAGEMENT stepq, an

uses

bble.

following documents, in whole or in part, are normatively referenced in this documen{ and

For
any

dical

Litcome of(the RISK MANAGEMENT PROCESS consisting of a document that allows a spegified

change or type of change without further RISK MANAGEMENT activities subject to spegified
congtraints

[SOYRGE: IEC 80001-1:2010, definition 2.3]

3.2

CHANGE RELEASE MANAGEMENT
PROCESS that ensures that all changes to the IT-NETWORK are assessed, approved,
implemented and reviewed in a controlled manner and that changes are delivered, distributed,
and tracked, leading to release of the change in a controlled manner with appropriate input

and

output with CONFIGURATION MANAGEMENT

[SOURCE: IEC 80001-1:2010, definition 2.2]
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3.3

CONFIGURATION MANAGEMENT

PROCESS that ensures that configuration information of components and the IT-NETWORK are
defined and maintained in an accurate and controlled manner, and provides a mechanism for
identifying, controlling and tracking versions of the IT-NETWORK

[SOURCE: IEC 80001-1:2010, definition 2.4]

3.4

DATA AND SYSTEMS SECURITY
operational state of a MEDICAL IT-NETWORK in which information assets (data and systems) are
reaspnably protected from degradation of confidentiality, Integrity, and availability

[SOYRCE: IEC 80001-1:2010, definition 2.5, modified — two notes integral to undérstanding
the dcope of the definition in the original document have been deleted.]

3.5
EFFE[CTIVENESS
abilify to produce the intended result for the PATIENT and the RESPONSIBLE ORGANIZATION

[SOURCE: IEC 80001-1:2010, definition 2.6]

3.6
ELECQTROMAGNETIC INTERFERENCE
EMI
any glectromagnetic phenomenon that may degrade thé. performance of a device, equipment,
or system

[SOWRCE: IEC 60601-1-2:2007, definition 3.5%modified — the term has been changed, an
abbreviation added and the note to the originar,definition removed.]

3.7
EVENT MANAGEMENT
PROGCESS that ensures that all events that can or might negatively impact the operation of the
IT-NETWORK are captured, assessed, and managed in a controlled manner

[SOYRCE: IEC 80001-1:2010; definition 2.7]

3.8

HAR
physdlical injury ortdamage to the health of people, or damage to property or the environment,
or rgduction in/EFFECTIVENESS, or breach of DATA AND SYSTEMS SECURITY

[SOURCE+IEC 80001-1:2010, definition 2.8]

3.9
HAZARD
potential source of HARM

[SOURCE: IEC 80001-1:2010, definition 2.9]

3.10

HAZARDOUS SITUATION

circumstance in which people, property, or the environment are exposed to one or more
HAZARD(S)

[SOURCE: ISO 14971:2007, definition 2.4]
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3.1
HEALTH DATA
PRIVATE DATA that indicates physical or mental health

Note 1 to entry: This generically defines PRIVATE DATA and its subset, HEALTH DATA, within this document to permit
users of this document to adapt it easily to different privacy compliance laws and regulations. For example, in
Europe, the requirements might be taken and references changed to “Personal Data” and “Sensitive Data”; in the
USA, HEALTH DATA might be changed to “Protected Health Information (PHI)” while making adjustments to text as
necessary.

[SOURCE: IEC 80001-2-2:2012, definition 3.7]

3.121l
INTENDED USE
use [for which a product, PROCESS or service is intended according to the specificat|ons,
instructions and information provided by the MANUFACTURER

[SOURCE: IEC 80001-1:2010, definition 2.10]

3.13
INTEROPERABILITY
property permitting diverse systems or components to work togetherfor a specified purpoge

[SOURCE: IEC 80001-1:2010, definition 2.11]

3.14
INFORMATION TECHNOLOGY
IT
techpology (computer systems, networks, software) used to PROCESS, store, acquire|and
distr|bute information

3.15
IT-NETWORK

INFORMATION TECHNOLOGY NETWORK
system or systems composed of<’éommunicating nodes and transmission links to prqvide
physlically linked or wireless transmission between two or more specified communication
nodgs

[SOURCE: IEC 80001<1352010, definition 2.12, modified — the two notes to the original
defirjition have not been retained.]

3.16
KEY PROPERTIES
thre} RISKemanaged characteristics (SAFETY, EFFECTIVENESS, and DATA AND SYSTEMS SECURITY)

of MEDICAL)IT-NETWORKS

[SOURCE: IEC 80001-1:2010, definition 2.13]

3.17

LOCAL AREA NETWORK

LAN

computer network covering a small physical area, such as a home or office, or small group of
buildings, such as a school or an airport

3.18

MANUFACTURER

natural or legal person with responsibility for the design, manufacture, packaging, or labelling
of a MEDICAL DEVICE, assembling a system, or adapting a medical device before it is placed on
the market or put into service, regardless of whether these operations are carried out by that
person or on that person's behalf by a third party
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[SOURCE: ISO 14971:2007, definition 2.8, modified — Note 1 to the original definition, which

provides pertinent information, has not been retained.]

3.19
MEDICAL DEVICE

any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or

calibrator, software, material or other similar or related article:

a) intended by the MANUFACTURER to be used, alone or in combination, for human being
one or more of the specific purpose(s) of:

— _diagnosis, prevention, monitoring, treatment or alleviation of disease

s for

- diagnosis, monitoring, treatment, alleviation of or compensation for an injury,

physiological PROCESS,

- supporting or sustaining life,

- control of conception,

- disinfection of MEDICAL DEVICES,

- providing information for medical or diagnostic purposés~by means of in
examination of specimens derived from the human body;-and

b) which does not achieve its primary intended action&in, or on the human bod
pharmacological, immunological or metabolic means, *but which may be assisted i
tended function by such means.

to entry: Products which may be considered to be medical devices in some jurisdictions but for which

ids for disabled/handicapped people;

evices for the treatment/diagnosis of\diseases and injuries in animals;
ccessories for medical devices, (s€€"Note 3 to entry);

isinfection substances;

evices incorporating animal and human tissues which may meet the requirements of the above definitig
re subject to different controls.

to entry: Accessories intended specifically by MANUFACTURERS to be used together with a ‘parent’ m
to enable that medical device to achieve its intended purpose should be subject to the same

tolentry: Components to medical devices are generally controlled through the MANUFACTURER’S (

- investigation, replacement, modification, or support of the anatomy)'er ¢f a

vitro

by
h its

ators,
ation
some
arate

there

n but

bdical
GHTF
t is a
arent’

uality
nents

manapgement system and the conformity assessment procedures for the device. In some jurisdictions, compd

are inlcluded in the definition of a ‘medical device’

[SOURCE: IEC 80001-1:2010, definition 2.14]

3.20
MEDICAL IT-NETWORK
IT-NETWORK that incorporates at least one MEDICAL DEVICE

[SOURCE: IEC 80001-1:2010, definition 2.16]

3.21

MONITORING

on-going review of all RISK MANAGEMENT activities and RISK CONTROL options that were p
place to achieve acceptable RISK in the use of MEDICAL IT-NETWORK(S).

ut in
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OPERATOR
person handling equipment

[SOURCE: IEC 80001-1:2010, definition 2.18]

3.23

PATIENT
individual awaiting or under medical care and treatment

2(E)

3.24

PROGESS

set df interrelated or interacting activities which transforms inputs into outputs

[SOURCE: IEC 80001-1:2010, definition 2.19]

3.25

QUALITY OF SERVICE

QoS

the ¢apability or means of providing differentiated levels of networking performance in t

of traffic engineering (packet delay, loss, jitter, bit rate) to different.data flows.

3.26
RESI
RISK

[SOL

3.27
RESH
one
stak

[SOL
cont

3.28
RESH
RO
entit

[SOU
cont

3.29

DUAL RISK
remaining after RISK CONTROL measures have been taken

JRCE: IEC 80001-1:2010, definition 2.20]

ONSIBILITY AGREEMENT
or more documents that together\ fully define the responsibilities of all rele
eholders

JRCE: |IEC 80001-1:2010, definition 2.21, modified — a note to the original defin
bining examples, has not béen retained.]

ONSIBLE ORGANIZATION

y accountable for the use and maintenance of a MEDICAL IT-NETWORK

JRCE: IEC/80001-1:2010, definition 2.22, modified — a note to the original defin
hing examples, has not been retained.]

RISK

Erms

vant

tion,

tion,

combination of the probability of occurrence of HARM and the severity of that HARM

[SOURCE: IEC 80001-1:2010, definition 2.23]

3.30
RISK

ANALYSIS

systematic use of available information to identify HAZARDS and to estimate the RISK

[SOURCE: IEC 80001-1:2010, definition 2.24]

3.31
RISK

ASSESSMENT

overall PROCESS comprising a RISK ANALYSIS and a RISK EVALUATION
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[SOURCE: IEC 80001-1:2010, definition 2.25]

3.32

RISK CONTROL

PROCESS in which decisions are made and measures implemented by which RISKS are reduced
to, or maintained within, specified levels

[SOURCE: IEC 80001-1:2010, definition 2.26]

3.33

RISK EVALUATION
PROjESS of comparing the estimated RISK against given RISK criteria to determine| the
acceptability of the RISK

[SOURCE: IEC 80001-1:2010, definition 2.27]

3.34
RISK[MANAGEMENT
syste¢matic application of management policies, procedures and praciices to the tasls of
analyzing, evaluating, controlling, and MONITORING RISK

[SOYRCE: IEC 80001-1:2010, definition 2.28]

3.35
RISK|[MANAGEMENT FILE
set gf records and other documents that are produced by RISK MANAGEMENT

[SOYRCE: IEC 80001-1:2010, definition 2.29]

3.36
SAFHTY
freeqom from unacceptable RISK of physical injury or damage to the health of people or
dampge to property or the environment

[SOURCE: IEC 80001-1:2010, definition 2.30]

3.37
TOP MANAGEMENT
perspn or group of(people who direct(s) and control(s) the RESPONSIBLE ORGANIZATION
accduntable for a MEDICAL IT-NETWORK at the highest level

[SOURCE: IEC80001-1:2010, definition 2.31]

3.38
UNIN[FTENDED CONSEQUENCE
uc
unwanted and negative outcome of an event that results in one or more degraded KEY
PROPERTIES

3.39

VERIFICATION

confirmation through provision of objective evidence that specified requirements have been
fulfilled

Note 1 to entry: The term “verified” is used to designate the corresponding status.

Note 2 to entry: Confirmation can comprise activities such as:

—  performing alternative calculations;

— comparing a new design specification with a similar proven design specification;
— undertaking tests and demonstrations; and
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—  reviewing documents prior to issue.

Note 3 to entry: In design and development, VERIFICATION concerns the PROCESS of examining the result of a given activity to
determine conformity with the stated requirement for that activity.

[SOURCE: IEC 80001-1:2010, definition 2.32]

4 Prerequisites

Before beginning the steps outlined within this technical report, the requirements in
subclauses 3.1 to 4.3 of IEC 80001-1:2010 need to be completed. Additionally, the

RESFFWWMM&WMMWM&JSGS
4.5 through 5.2. For example, the RISK MANAGEMENT policy and PROCESSES are in place} the

RISK|MANAGEMENT plan is complete; any required RESPONSIBILITY AGREEMENTS are~in- place;
probpbility, severity, and RISK acceptability scales are defined.

For RISK MANAGEMENT of any system to proceed, the system must be defined.n the cage of
MEDICAL IT-NETWORKS, the network under analysis must be well defined, and can alrgady
contain some existing controls. This will be important in Steps 3 and 4..\Eor new MEDICAL IT-
NETWORKS, this can be a preliminary design.

In agdition to defining the system under analysis, fundamental “information regarding RO
spedific use, needs, and concerns are needed in order to complete the RISK estimation.|This
is referred to as “context” of use and includes information such’as:

— gcuity of PATIENTS;

— (dlinical workflow;

— (dlinical staffing and competencies;

— INTENDED USE/clinical or business use casé’yand

— (dlinical and business criticality of the systems/applications using the network.

The [steps described in this report will generally be executed by a team of individuals within
the RESPONSIBLE ORGANIZATION. lt>is recommendable to have representation from multiple
depdrtments, including IT, biemedical engineering, clinical, and RISK MANAGEMENT.|The
makeup of the team should align with existing structures within the organization.

5 $tudy of terms ,used in RISK MANAGEMENT

51 Overview

RISK|MANAGEMENT is a very large field of study. This technical report provides an introduftion
to thjs subject with examples that can be undertaken with minimal knowledge. It provides|step
by s{eplinstructions for undertaking a RISK ASSESSMENT PROCESS.

IEC 80001-1 provides a RISK MANAGEMENT philosophy. As there are several RISK MANAGEMENT
philosophies available, this one might or might not be completely in line with RISK
MANAGEMENT approaches and techniques already in place at the RO. The RO should consider
taking appropriate steps to reconcile the differences in methodology and terminology.

Figure 1 shows the basic flow of concepts from HAZARD to HAZARDOUS SITUATION to UNINTENDED
CONSEQUENCE.
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Hazardous
Sequence of events leading to situation
person exposure to hazard (person exposed
to hazard)

Sequence of events — Unintended
Hazard leading to harm consequence

Sequence of events leading to

creation of hazard Hazard

Cause Cause

IEC 1289/12

P

Figure 1 — Basic flow of concepts from HAZARD to HAZARDOUS SITUATION
to UNINTENDED CONSEQUENCE

5.2 HAzARDS

IEC B0O001-1 addresses three KEY PROPERTIES (SAFETY, EFFECTIVENESS, @fd DATA AND SYSTEMS
SECYRITY), each of which can be subject to single or combined HAZARDS and HAZARDOUS
SITUATIONS.

Congider HAZARDS as categories of things that could be detfimental to one or more of the
threg¢ KEY PROPERTIES. Concrete examples include electrical energy, suspended masses, |high
temperatures, etc., but functional and operational failures must also be considered as
HAZARDS. For example, failure of a defibrillator to power up at a time when it is needéd is
danderous. In the case of MEDICAL IT-NETWORKS, many of the HAZARDOUS SITUATIONS tha{ can
devdlop are related to the HAZARD “loss of function” (e.g., the MEDICAL IT-NETWORK fails to
deliver the data).

HAZARDS are hierarchical and can be organized as such. For example, regarding the HAEARD
“energy”, this can be broken down into“thermal energy, mechanical energy, and electrical
energy, which are also HAZARDS. Further subdividing — high temperature, torsion, and |high
voltdge are all HAZARDS. This hierarchical approach can be used to organize RISK ANALYSIS
and |[documentation. For examplé, high temperatures in a communications cabinet can pe a
cauge of failures to IT equipment. ELECTROMAGNETIC INTERFERENCE can also be a cauge of
failufe in IT-NETWORKS.

Many HAZARDS are inhérent to the properties of the device or system, whereas some deyelop
during the life of the system. For example, high temperature is a HAZARD. A cook-tgp is
interlded to be hot(inherent to the system), but an overheated surface of a machine might
devdlop after @failure in the machine. As another example, sharp edges are also a type of
HAZARD. A Kknife is intended to be sharp, but a metal burr on a metal enclosure might [form
during manufacturing. Loss of network function as a HAZARD could develop during the use of
networked devices.

5.3 HAZARDOUS SITUATIONS

A HAZARD is a potential source of UNINTENDED CONSEQUENCE. A sharp knife, an icy sidewalk,
even a blizzard can be considered a HAZARD. A HAZARDOUS SITUATION is a circumstance in
which a person, property, or the environment is exposed to one or more HAZARDS. A
HAZARDOUS SITUATION must occur for there to be possibility of UNINTENDED CONSEQUENCE. For
example, if no-one ever walks on an icy sidewalk (HAZARDOUS SITUATION), the icy sidewalk
itself is still a HAZARD, but there is no possibility of UNINTENDED CONSEQUENCE if the
HAZARDOUS SITUATION never occurs.

Multiple different HAZARDOUS SITUATIONS can develop from a single HAZARD, each with different
levels of RISK. Given the HAZARD “loss of connectivity”, several HAZARDOUS SITUATIONS can
develop, such as failure to update medical records, delay in dispatching new physician's
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orders, inability to determine if equipment is operating correctly, inability to update a

form

ulary on an IV pump, failure to transmit an active alarm, etc.

With the information given in a HAZARDOUS SITUATION along with the MEDICAL IT-NETWORK
definition and context (clinical use case, clinical functionality/workflow, PATIENT acuity, data
sensitivity, etc.), UNINTENDED CONSEQUENCES can be determined. In the case of
connectivity, what data was lost and to whom it belonged are important factors in determining
UNINTENDED CONSEQUENCES. Loss of alarm data for a high acuity PATIENT will carry different

RISK

5.4
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cauT. In the case of a MEDICAL IT-NETWORK, a cause can be network congestjon that re

than loss of electronic medical record data at a walk-in clinic.

__Foreseeable sequences of events and causes

lost

reseeable sequence of events transforms the HAZARD into a HAZARDOUS SITUATIO
ence of events can also lead up to a HAZARD that is not inherent to the MEBICA
ORK and then lead to a HAZARDOUS SITUATION. The initial event is referfed to as

HAZARD such as lost connectivity. A HAZARDOUS SITUATION occurs whemna PATIENT O
ization is exposed to this HAZARD, potentially leading to one or~more of the 3
ERTIES being negatively affected.

cause answers the question “why is someone/something in"“the HAZARDOUS SITUATI
simplicity, consider cause the point at which things wenit wrong (network design
ork component failure, etc.), and this is one of the points_.where RISK CONTROL meas
pffectively be applied.

UNINTENDED CONSEQUENCE

RISK MANAGEMENT PROCESS used in IEC 80009-1 follows the RISK MANAGEMENT PROCE
14971. It is important to note that the realm of RISKS addressed by IEC 80001-1 and
nical report is broader than that of ISO\(14971, even though it uses identical terms. |

e in IEC 80001-1 HARM is defined to address all three KEY PROPERTIES: SAFf
CTIVENESS and DATA AND SYSTEMS'SECURITY. To avoid a single domain interpretatig
MANAGEMENT (SAFETY only) this Technical Report explains RISK MANAGEMENT uSing

neutral term ‘UNINTENDEB-CONSEQUENCE’ (or ‘UC’). A physical injury would b¢
TENDED CONSEQUENCE of\a@”RISK to SAFETY. A HAZARD could be a potential source

CAL IT-NETWORKS requires involvement of multiple disciplines that can use do

ific terms regarding’ RISK, RISK MANAGEMENT or HAZARDS. UNINTENDED CONSEQUEN
in this document-as a generically descriptive term.
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N. A
| IT-
the
Sults
I the
KEY

ON?”
flaw,
ures

5S of
this
HARM

efined in 1ISO 14971 is related to IEC 80001 KEY PROPERTY SAFETY only (physical injury)

ETY,
n of
the
an
of a
T of
main
E is

N



https://iecnorm.com/api/?name=0b34d1f620338b9a5ef5819a14a94527

TR 80001-2-1 © IEC:2012(E) -17 -

Table 1 — Relationship of KEY PROPERTIES, SAFETY, EFFECTIVENESS and DATA AND SYSTEMS
SECURITY with associated UNINTENDED CONSEQUENCE as used in this technical report

KEY PROPERTY SAFETY EFFECTIVENESS DATA AND SYSTEMS
SECURITY

Definition of KEY Freedom from Ability to produce An operational state of a

PROPERTY unacceptable the intended result | MEDICAL IT-NETWORK in
combination of for the PATIENT and | which information assets
probability and the RESPONSIBLE (data and systems) are
severity of physical | ORGANIZATION reasonably protected from
injury or damage to degradation of
the health of confidentiality, integrity,
people, or damage and availability

to the property or
the environment

Desgription of Physical injury or Reduction in Breach~of DATA AND
UNIN[FENDED damage to the EFFECTIVENESS SYSTEMS SECURITY
CON$EQUENCE health of people, or

damage to the
property or the
environment,

For p more detailed treatment of how IT security terms*relate to SAFETY RISK MANAGEMENT
termp, see |IEC/TR 80001-2-2. The phrase “breachy'of DATA AND SYSTEMS SECURITY” is
apprpximately equivalent to an executed exploit 4n ‘the domain of IT security (i.e., dyber
security). A system vulnerability is a system attribute that, when demonstrably exploitgble,
becdmes a HAZARD that can, in turn, lead to a brteach event. Although sometimes overlagping
in eyeryday use, vulnerabilities can lead to-HARM but cannot be perceived as an immegiate
danger but a threat tends to be a more palpable, immediate danger with potential to HARM
(HAZARDOUS SITUATION) DATA AND SYSTEMS'SECURITY (e.g., a vulnerability with a large paypoff if
explopited).

For linformation on applying security RISK MANAGEMENT at the organizational level| see
ISO/JEC 27001:2005, ISO/IEC\27002:2005, ISO/IEC 27799:2008. For the incorporation |of a
MEDICAL DEVICE onto an IT-NETWORK, some might choose to use ISO/IEC 27005:2011 for IT
security RISK MANAGEMENT ‘PROCESSES that can be adapted to complement the 1SO 14971-
basgd RISK PROCESS~in'IEC 80001-1 (i.e., SAFETY, EFFECTIVENESS, and DATA AND SYSJEMS
SECYRITY).

5.6 | RISK CONTROL measures (mitigations)

RISk| CONTROL measures are also referred to as mitigations. Mitigations can be appligd to

lowef the-probability of occurrence of a HAZARDOUS SITUATION (lowering P1 in Figur¢ 1).
Additionally, given the occurrence of the HAZARDOUS SITUATION, RISK CONTROLS can aIsE be
used to limit the probability of occurrence of an UNINTENDED CONSEQUENCE resulting from the
HAZARDOUS SITUATION (lowering P2 in Figure 1).

For example, a network link down can lead to a HAZARDOUS SITUATION where a centralized
clinician is not notified of a PATIENT alarm at the bedside. To lower P1, a redundant link can
be added to allow failover. In this case, the link down would not cause the HAZARDOUS
SITUATION. To lower P2, a “link down” alarm can be displayed at the centralized location,
alerting the clinician of the situation. In this case, the HAZARDOUS SITUATION occurred, but the
probability of occurrence of an UNINTENDED CONSEQUENCE is lower.

5.7 Degrees of RISK

It is generally accepted that, although marginal improvements in RISK levels are always
possible in principle, as a practical matter zero RISK is unattainable. It is also generally
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accepted that there is an upper limit above which RISKS are deemed to be unacceptable
barring extraordinary circumstances, and must either be reduced, whatever the cost, or the
activity giving rise to the RISK cannot be implemented or must be discontinued.

Risks below the upper limit are generally considered acceptable, yet can contain RESIDUAL
RISKS that could or should be reduced simply because it is easily possible to significantly
reduce these RISKS. It is also possible to have a level of RESIDUAL RISK for a given HAZARDOUS
SITUATION that is so small that RISK reduction is never really effective or even necessary.

Ther

efore degrees of RISK can be put into categories defined by:

— a higher limit above which RISKS are considered unacceptable;

— g lower limit below which RISKS are regarded as being 'broadly acceptable' and thergfore
requiring no action to effect further reduction;

— g range between the upper and lower limits in which RISK acceptability or RISK/reduftion
needs further consideration. These considerations should follow pre-defined policies| and
dan include reducing the RISK if reasonably practicable, special team reviews (IT, clirjical)
qr review boards, rationales, or management signoff.

Notg that "reasonably practicable" is a narrower term than 'physicallyCpossible'. It involvdgs an

analysis of the time, effort and expense involved with implementing-the RISK CONTROL option

which should not be disproportionate to the reduction of RISK it pfovides. It is possible to have

a RIgK that has been reduced as far as reasonably practicable, lyet still falls in the high leel of

RISK| Conversely, organizations can choose to continue toréduce RISKS in the low range, if

RISK[CONTROL measures are easily applied. In the moderate range, the RISK MANAGEMENT

poligy can either require or strongly recommend reduction if reasonably practicable. |It is

adviged to report the practicability analysis as part ofthe RESIDUAL RISK report.

5.8 | Checking wording

Tablg 2 shows methods for checking accurate and appropriate wording of causes, HAZARDOUS

SITUATIONS, and UNINTENDED CONSEQUENGES.

Table 2 — Methods for checking accurate and appropriate wording of causes,
HAZARDOUS SITUATIONS, and UNINTENDED CONSEQUENCES
Must be defined clearly Overly-broad examples More specific exampjes,
enough to... (difficult to determine (rankings more eas|ly
rankings) evaluated)...

Caus¢ Determine P1 “Lost connectivity” is very “Power loss”,

broad, .
“Cleaning crew unplugs
switch” is even more easily
evaluated.

HAZARDOUS Determine possible Waveform display is choppy Waveform display is chqppy

SITUATION, \along negative UNINTENDED and incomplete. and incomplete. Delay if

with defined CONSEQUENCES and provision of care becauge

contekt associated P2g remaote clinician is unable to

evaluate PATIENT ECG
waveform.

UNINTENDED Determine severity (S) Delayed treatment Treatment delayed up to

CONSEQUENCES 15 min leads to PATIENT

injuries such as minor organ
damage

6 The steps

6.1 Overview of the steps

STEP 1: Identify HAZARDS.

STEP 2: Identify causes and resulting HAZARDOUS SITUATIONS.

STEP 3: Determine UNINTENDED CONSEQUENCES and estimate potential severities.
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STEP 4:

STEP 5:
STEP 6:

Estimate the probability of the UNINTENDED CONSEQUENCE.

By estimating probability and severity of UNINTENDED CONSEQUENCE, you have
estimated RISK.

Ilterate STEPS 1 through 4, using both top-down and bottom-up approaches.

There can be multiple HAZARDOUS SITUATIONS per HAZARD, multiple causes per
HAZARDOUS SITUATION, multiple HAZARDOUS SITUATIONS per cause.

Evaluate RISK against pre-determined RISK acceptability criteria.

Identify and document proposed RISK CONTROL measures and re-evaluate RISK
return to STEP 3).

(i.e.

STEPT:

STE
STE
STE
6.2

6.2.1

The
clari

P 8:
P 9:

mpilement KIsk CONTROL IMeasures.
Verify RISK CONTROL measures.
Evaluate any new RISKS arising from RISK CONTROL.

P 10: Evaluate and report overall RESIDUAL RISK.

A basic example using the 10 steps

General

following is a basic example of executing the 10 steps which itllustrates the PROCESS

ies the definition of terms. It is not an example of MEDICAL \P-NETWORK RISK MANAGEM

but an example that the RESPONSIBLE ORGANIZATION owning ‘@*MEDICAL IT-NETWORK can r

to. T
NETV

For
train

6.2.2
STE
STE

STE

STE

STE

P 1:
P 2:

here are multiple other examples throughout this Technical Report that are specific t
ORKS.

RISK ANALYSIS to begin, the system under analysis must be defined. In this case, it
ed surgeon in closed toed shoes in an OR usihg a Model X scalpel. Refer to Figure 2

Initial RISK — Steps 1 — 5 (Figure 2)
Identify the HAZARD: Sharp edge on scalpel.
Identify causes and resulting HAZARDOUS SITUATIONS:
Cause = Slippery handle;
Sequence of evenfs:' Clinician drops scalpel, scalpel falls unimpeded

clinician’s foot.
HAZARDOUS SITUATION = Clinician exposed to an uncontrolled sharp edge.

Document therUC and estimate the potential severity of the UC:
The UC is laceration, the severity is low

Estimate the probability of UC:
Oceasional

NOTE This is the comprehensive probability (P1 and P2) of the entire chain, including the lacera

and
ENT,
blate
D |T-

is a

onto

ion)

Evaluate RISK against pre-determined RISK acceptability criteria:

low enough to go live?”

RISK
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Clinician Laceration
il Silge Clinician drops knife exposed to . Severity =
on scalpel (STEP 2) Clinician is cut by sharp edge
(STEP 1) sharp edge LOW

A (STEP 2)

(STEP 3)

Probability = Remotel
(STEP 4)

6.2.3
STE

STE
STE

STE

P 6:

P 7:
P 8:

STE

10:

Risk Level = Acceptable

(STEP 5) IEC

Figure 2 — Steps 1 — 5: HAZARD identification through RISK EVALUATION

RISK CONTROL and final RISK — Steps 6 — 10 (Figure'3)

Identify and document proposed RISK CONTROK )Mmeasures and evaluate indiv
RESIDUAL RISK:

RISK CONTROL Measure: Use Model Y of scalpel that has a slip resistant grip.
lowers P1, and therefore lowers overall;probability).

Now return to STEP 3.

New probability = Remote.

Severity has not changed because the UC has not changed.
The new RESIDUAL RISK is-now acceptable.

Implement RISK CONTROL measures: Trial run

Verify RISK CONTROL measures:
A) Verify implementation - by inspection of stock
B) Verify(effectiveness — pilot, research, MANUFACTURER studies, efc.

Evalgate any new RISKS arising from RISK CONTROL:

Forexample: Model Y scalpel results in loss of articulation for surgeon. This w
launch the whole 10-step RISK MANAGEMENT PROCESS over again

Evaluate and report overall RESIDUAI RISK:

This RISK as described above would be added to all other RESIDUAL RISKS.
policy for evaluating overall RESIDUAL RISK could then be applied.

290/12

dual

This

ould

The
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Sharp ed Clinician Laceration

arp edge — - 2tior

on scalpel Cllnlczasql_glg);;s) knife exposed to Clinician is cut by sharp edge Severity
(STEP 1) sharp edge LOW

A (STEP 2)

(STEP 3)

Figu

ASSHSSMENT register format used in this technical report.

Figure 3 — Steps 6 — 10: RISK CONTROL measures throug%garall RESIDUAL RISK

e 4 illustrates how this example might be documéqkd following the summary

N K~
Probability = Remotel ,(19
(STEP 4) P\ .
/
A/
e (S\f'
Risk Level = Acceptable Q
(STEP 5) Q)Q IEC 1290/12

RISK
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7 IEC 80001-1:2010, Subclause 4.4: Step by step

71 General

RISK MANAGEMENT using the 10 steps described in this clause is an iterative PROCESS which
may not be completed in one iteration. For various reasons, it might be necessary or
advisable to loop back and repeat any activity because of evaluation results. Readers should
feel encouraged that iteration is “allowed” and normal during all stages of a RISK MANAGEMENT
PROCESS.

Thege 10 steps are considered to be universally applicable to all changes, large or small| The
tean| executing these steps can apply them in a manner proportional to the size and. effeqts of
a change. A change to an existing MEDICAL IT-NETWORK can, for instance, require enly’ a minor
upddte of the already available RISK MANAGEMENT information.

7.2 | Application of Subclause 4.4.1: Document all RISK MANAGEMENT elements

For pach MEDICAL IT-NETWORK, establish and maintain a table or database that lists pach
HAZARDOUS SITUATION that can develop during operation of they network, along with its
associated causes/probabilities and associated UNINTENDED CONSEQUENCES/severities. Fof the
purppses of this technical report, this table will be referred to as the RISK ASSESSMENT register.
The [completed register will summarize the individual and overall RISKS associated with this
particular MEDICAL IT-NETWORK. This register will be develdped using the steps below andg will
be alliving document that can change with subsequent,changes to the network, or as a result
of MONITORING after go-live.

For large networks, the register could potentiallysbecome quite large. Also, consider thaf one
cauge can lead to multiple HAZARDOUS SITUATIONS, or multiple causes can lead to|one
HAZARDOUS SITUATION. For these reasonsycare should be taken in formatting the [RISK
ASSHSSMENT register. A database can be ‘considered to manage the relationship betyween
HAZARDOUS SITUATIONS and causes.

7.3 Note about RISK EVALUATION

Subglause 4.4.2 of IEC 80004-1:2010 calls for the following activity: “For each identified
HAZARD, the RESPONSIBLE ,ORGANIZATION shall estimate the associated RISKS”. Although| this
step| occupies only a single sentence in the IEC 80001-1:2010 standard, it is a multi{step
PROCGESS requiring both:a RISK MANAGEMENT plan for the MEDICAL IT-NETWORK and a [RISK
ANALJySIS procedure to be in place before it can be executed. Steps 2 through 4 below apgly to
this activity.

This|RISK MANAGEMENT plan must define the scale and acceptability criteria for RISK (see 4.3.5
of IEC 80001-1:2010) and should also include probability and severity scales. Ref¢r to
Apandix D in this technical report for the particular scales used in the examples in the [next
clause-

74 The 10-step PROCESS
7.41 STEP 1: Identify HAZARDs and HAZARDOUS SITUATIONS

The first step in RISK MANAGEMENT is to identify the HAZARDS. When using top-down analysis,
start with the HAZARD and then identify the ways in which a HAZARDOUS SITUATION can be
triggered (causes). When using a bottom-up approach, identify all the ways something can fail
(causes), then determine if these failure modes can result in a HAZARD or HAZARDOUS
SITUATION. In either case, there is benefit in identifying the HAZARDs first, which is why that is
the first step in RISK MANAGEMENT per IEC 80001-1.
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It is recommended to use both methods (top-down and bottom-up) to arrive at a complete list
of HAZARDsS and HAZARDOUS SITUATIONS associated with the MEDICAL IT-NETWORK. Fault tree

ana

lysis (FTA), is

a typical top-down method and failure modes and effects analysis (FMEA) is a typical bottom-
up method.

Loss of function and more specific versions of it are HAZARDS that must be considered. Use
the list in Annex A and the questions provided in Annex B of this document to help identify
HAZARDS associated with the MEDICAL IT-NETWORK under analysis.

7.4.2 STEP 2: Identify causes and resulting HAZARDOUS SITUATIONS

7.4.

For

2.1 General

¢ach identified HAZARD, consider causes and sequences of events which ¢ould lead t

HAZARD or to a HAZARDOUS SITUATION. The list of common potential causes.in Annex A
help|facilitate your analysis. The examples in this technical report can_assist in identifyijng a
complete list of causes and HAZARDS.

As the list of potential causes is developed and connections aré ‘made between causes|

exa
cau

ple, once a cause has been identified that leads to a HAZARDOUS SITUATION, consider
e again to determine if there are any other HAZARDOUS SITUATIONS it could lead to,

HAZ}RDOUS SITUATIONS, additional HAZARDOUS SITUATIONS or ‘causes can be identified.

making a connection between causes (that led to at I€ast one known HAZARDOUS SITUA]

and

other HAZARDOUS SITUATIONS. Continue until.&4he list of HAZARDOUS SITUATIONS

assgciated causes is satisfactorily complete. Although it is important to identify all rele
HAZARDOUS SITUATIONS and associated causes, ‘this inherits a high complexity and ca

overiwvhelming especially during the first implementation of RISK MANAGEMENT activitieq.

reduce complexity, consider starting with actimited number of known HAZARDOUS SITUAT

The

number can then be gradually _increased, thus avoiding excessive deman

idenfification of all possible HAZARDOUS(SJTUATIONS and associated causes.

Cauges of HAZARDS and HAZARDOUS SITUATIONS can also be non-technical in nature.
erroffs and organizational mismatches need to be considered. A recommended way to @
suchl areas of possible causes is to involve knowledgeable users in the RISK MANAGE

PRO

GESS.

Congider HAZARDOUS'\SITUATIONS related to each of the KEY PROPERTIES - physical injury,

of e

7.4.

Sev
that
CON

ffectiveness, ar'breach of security.

2.2 Multiple causes per HAZARDOUS SITUATION

gral) different causes can in the end lead to a single HAZARDOUS SITUATION. It is ess§g
alk causes are considered separately. Although the effect (UNINTE

b the
can

and
For
that
thus
[ION)
and
vant
N be
To
ONS.
din

|User
over
MENT

loss

ntial
NDED

EQUENCE/severity) of a HAZARDOUS SITUATION can be the same with different causes

probability and overall RISK of that HAZARDOUS SITUATION might not.

, the

For example, all of the following causes can lead to a loss of function HAZARD, or more
specifically a loss of connectivity:

cable in duct damaged from work in cable duct;

cable in duct damaged at installation;

cable unintentionally or intentionally disconnected in patch cabinet;
unintentional or intentional disconnection in PATIENT room;
overloaded link;

poor network design;
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— switch failure;

— network configuration error;

— |IP ADDRESS conflict;

— EMI (ELECTROMAGNETIC INTERFERENCE);
— RF (radio frequency) dropout;

— virus;

— deterioration of equipment, cables, etc.

7.4.2:3—Multiple-HAZARDOUS-SITUATIONS-per-catise

Also[note that a single cause can lead to multiple HAZARDOUS SITUATIONS, and different Ig¢vels
of RISK can result depending on the details and context of each different."HAZARDOUS
SITUATION. It is important that all HAZARDOUS SITUATIONS are considered and recorded in grder
to agcount for all RISK levels. For example, loss of network connection for a high acuity Ward,
suchl as a neonatal intensive care unit, is a higher RISK to the PATIENTS than when the network
conrection is lost for a low acuity ward.

For ¢xample, all of the following HAZARDOUS SITUATIONS can result ffem a cable fault:

— fpilure to deliver PATIENT related data such as lab results orldrug dosages;
— fhilure to display medications due to be administered;

— lpss of monitoring;

— ipability to admit a PATIENT in the emergency rooms

743 STEP 3: Determine UNINTENDED CONSEQUENCES and estimate the potential
severities

For ¢ach HAZARDOUS SITUATION, determine' the UNINTENDED CONSEQUENCE that might resu|t for
the PATIENT, clinician, organization, et¢/ Estimate the potential severity of that UNINTENDED
CON$EQUENCE. The UNINTENDED CONSEQUENCE might be injury of a PATIENT or clinician, logs of
the ¢rganization’s ability to effectively deliver quality care to PATIENTS, or exposed HEALTH
DATA and subsequent consequence to the PATIENT’s or organization’s reputation. These frack
direqtly to the KEY PROPERTIES of IEC 80001-1 of SAFETY, EFFECTIVENESS, and DATA|AND
SYST[EMS SECURITY (see Table 1).

7.4.4 STEP 4: Estimate the probability of UNINTENDED CONSEQUENCE

7.4.41 Geneéral

¢ach HAZARDOUS SITUATION / cause combination, determine the probability that the defi

| U "' MTUDUAWD A U & WAWAW

occurs the UNINTENDED CONSEQUENCE of the defined severity results (P2 in Figure 1). An
organization can choose to formally define a method for combining P1 and P2.

As described in 5.2, some HAZARDS are inherent to the system and some arise from a cause.
For simplicity, consider the probability of the sequence of events that ultimately leads to the
HAZARDOUS SITUATION. This probability is called P1, and includes the creation of the HAZARD if
it was not present already. In terms of loss of function, particularly for a network, the relevant
sequences of events are usually those that lead to the specific loss of function HAZARD, such
as loss of data, incorrect data, or incorrect timing of data delivery.

Also, it is acknowledged that estimation of probability is difficult and not precise. Monitoring
and EVENT MANAGEMENT can be used to refine the estimation in future revisions. Refer to
Annex E for more information on monitoring.
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7.4.4.2 Probability estimations

To evaluate probability of occurrence for a particular HAZARDOUS SITUATION, it can be helpful
to evaluate the probability of each associated cause independently, and conceptually combine
these to an estimated probability for the HAZARDOUS SITUATION. Note that the overall
probability of occurrence of the HARM includes the probability of occurrence of the HAZARDOUS
SITUATION conditional probability of the defined UNINTENDED CONSEQUENCE occurring once the
HAZARDOUS SITUATION is present. Use all the information available (defined HAzZARDOUS
SITUATIONS, all related causes, context, defined UCs, etc.) to estimate probability.

Refer to Figure 5 and note the following:

B1 can be evaluated for a particular cause regardless of what HAZARDOUS SITUATION the
dause leads to. In fact, the cause can lead to more than one HAZARDOUS_ SITUATION.
Consider keeping an independent list of causes and associated P1s.

everity can be evaluated for any UNINTENDED CONSEQUENCE regafdless of what
AZARDOUS SITUATION it arises from. In fact, a particular UNINTENDED_CONSEQUENCE| can
esult from several different HAZARDOUS SITUATIONS. Consider keepingyan independent list
f common UNINTENDED CONSEQUENCE and associated severities.

N

|..

f

d

B2 is specific to a particular combination of HAZARDOUS SITUATION and UNINTENDED
GONSEQUENCE. In the approach described in this technical ‘report, one primary UC is
donsidered for each HAZARDOUS SITUATION (HARM-j in the figure below). In reality, a given
HAZARDOUS SITUATION can result in different UCs with diffefent severities and values of P2.
Of all potential UCs identified, the UC selected as primary is the UC that, given the dame
R1, results in the highest RISK level (see Step 5), In"some examples, if P2 is lowered
through RISK CONTROL measures to negligible or{impossible, a different UC with a Ipwer
deverity might become the primary in subsequent iterations of analysis. An alteqfnate
gpproach is to consider each UC independently'and evaluate RISK for each. This apprpach
is more thorough and detailed, but requires~a more sophisticated RISK ANALYSIS repqrt to
manage.
1
E

he overall probability for the HAZARDOUS SITUATION is a function of P1a and P1b, as|well
s the particular P2 for the UC thatwas used.

HAzZARDOUS /,// HARM-j

SITUATION SEVERITY

(person exposed g (0)
to HAZARD)

IEC 1292/12
Figure 5 — Relation of cause to HARM

7.4.5 STEP 5: Evaluate RISK

At this point, a primary UC with a particular severity has been identified for each HAZARDOUS
SITUATION and the overall probability of occurrence has been estimated for each of these
primary UCs.

Risk is a function of severity and probability. For example, a short-term pain is acceptable at
a higher probability of occurrence than would be morbidity or mortality where the severity is
so high that the probability must be very low to achieve acceptability. RisK levels should be
predefined by the RESPONSIBLE ORGANIZATION for all possible probability and severity
combinations and compared against predetermined acceptability criteria. It is common
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practice to summarize this in a RISK acceptability matrix, see Annex D for an example. For
each HAZARDOUS SITUATION, apply the RISK acceptability criteria defined in the RISK
MANAGEMENT plan to evaluate whether the RISK is acceptable.

In this Technical Report, the example RISK acceptability matrix has been subdivided into 3
areas — high, moderate, and low. High is considered unacceptable. Low is considered
acceptable. Moderate RISk must follow policies defined in the RISK MANAGEMENT plan, which
can include reduction if reasonably practicable, further organizational reviews, etc. Refer to
Annex D for the acceptability matrix and a flow chart describing application of STEPs 5 and 6.
In this technical report, it is assumed that RO policy requires moderate RISK to be investigated
for further RISK reduction if practicable.

7.4.6 STEP 6: Identify and document proposed RISK CONTROL measures and re-
evaluate RISK (return to Step 3)

7.4.6.1 General

If the evaluation in STEP 5 shows that the RISK is high, RISK CONTROL-.options need tp be
idenfified (this step). Often there will be more than one way to reduce RISK so the best|RISK
CONTROL measures need to be selected.

If the evaluation in STEP 5 shows that the RISK is moderate, than, per the assumption used in
this TR as stated above, further RISK CONTROL options need/to be identified (this step)| and
implémented if they are reasonably practicable. If further RISK reduction for those RISKS i$ not
practicable, or if the RO policies nevertheless determine that the RISK for this cage is
acceptable, STEPS 7 through 9 can be omitted.

If th¢ evaluation in STEP 5 has shown that the RISK is low, further RISK CONTROL optiong are
not needed and STEPS 6 through 9 can be omitted.

7.4.6.2 Identify RISK CONTROL measures

As ¢xplained in 4.6 RISK CONTROL measures can reduce the probability of occurrence of the
HAzqRDOUS SITUATION, or can xreduce the probability of occurrence of UNINTENDED

CONS$EQUENCES once a HAZARDOUS SITUATION has occurred. For example, RISK resulting from a
single point of failure can be-réduced by eliminating that single point of failure (e.g. redurjdant
link)|or by reducing effects offailure (e.g. notification of link down).

As specified in 4.4.4(1)of IEC 80001-1:2010, when assessing which RISK CONTROL meagures
to implement, the following options should be considered in the priority order listed:
a) lIphherent control by design (e.g. proper network capacity planning). The preferred mgans
qf controlling RISK is to eliminate or reduce its potential through design of the network
qystem or components.

b) Hrotective measures (e.g. monitoring network capacity usage and alarming on [limit
violations). 1T the RISK cannot be eliminaied or reduced 10 acceptable levels by design,
then implementing a protective measure is another option. This option is less desired
since it would typically require a response, which can be variable in predictability. This
category can also include specific clinical or IT PROCESSES.

c) Information for assurance of the KEY PROPERTIES (e.g. warnings, user documentation,
training). Providing information on the RISK is considered less effective as a RISK CONTROL
option because it can rely on recognition of the RISK, along with a response.

Examples of RISK CONTROL measures are included in IEC 80001-1 and also in the practical
examples clause (Clause 8) of this document.

The RISK CONTROL measures selected need to be documented in the MEDICAL IT-NETWORK RISK
MANAGEMENT FILE. If the RESPONSIBLE ORGANISATION decides, as a result of RISK MANAGEMENT
activities, that a specified type of routine change can be performed with acceptable RISK,
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subject to specified constraints, then the RESPONSIBLE ORGANIZATION can define a CHANGE
PERMIT which allows such routine changes and specifies the constraints. See Annex F for
more consideration on CHANGE PERMITS.

7.4.6.3 Select RISK CONTROL measure

After identifying the RISK CONTROL options, select the RISK CONTROL(s) that need to be
implemented to reduce the RESIDUAL RISKS to acceptable levels.

In some cases the practicability of the RISK CONTROL needs to be evaluated. A RISK CONTROL is
considered not practicable if the time, effort and expense involved is disproportionate to the
bengfit. A procedure for evaluating proportionality and practicability could include butyig not
limited to:

— g qualitative analysis of the benefits and burdens of the RISK CONTROL option;
— gvaluation of the increased manageability of the MEDICAL IT-NETWORK;
— gvaluation of the increase in robustness of the MEDICAL IT-NETWORK.

7.4.6.4 Re-evaluate RISK

be r¢assessed (return to STEP 3 and 4), and the RESIDUAL RISK associated with the indiv|dual
HAZARDOUS SITUATION after RISK CONTROL needs to be re-evaliiated (STEP 5). RESIDUAL RIBK is
the RISK that remains following implementation of RISK CONTROL measures. This is equivalent
to the final RISK level for the HAZARDOUS SITUATION.

Oncg the RISK CONTROL measures have been selected, the probability and primary UC must

At tHis point the RISK CONTROL option is an idea only and therefore re-evaluation is based on
assumptions of the expected effect on the associated RiSk. A pitfall is that the assumptions
are [too positive towards the expected effects of the RISK CONTROL option. Record the
assumptions of the re-evaluated RISK as these assumptions could be used as a requirenent
for the implementation of the RISK CONTROL option and/or for MONITORING the effectivenegs of
the RISK CONTROL option in the live efvironment. Document these assumptions in the |RISK
MANAGEMENT FILE. The correctness “of this initial re-evaluation shall be demonstratgdd in
STEP 9.

7.4.4.5 Risk/benefit analysis

It is |[recognized that one“possible result of RISK CONTROL option analysis is that there is no
practical way of rediicing RISK to acceptable levels. Generally, if a HAZARDOUS SITUATION is
evalyiated to be unacceptable and RISK CONTROL measures are insufficient to reduce RISKS to
acceptable levelsy the proposed project or change should be abandoned and the decjsion
docymented indthe RISK MANAGEMENT FILE. In some cases, however, the greater RISKS can be
justified if_they are outweighed by the expected benefits of the change. In this case| the
RESHONSIBLE ORGANIZATION should conduct and document a RISK/benefit analysis to determine
if thg benefits of the project outweigh the potential RISKs.

After all RISK CONTROL options have been identified and selected, proceed to STEP 7.

7.4.7 STEP 7: Implement RISK CONTROL measures

In order to reduce RISK, the identified RISK CONTROL measures need to be implemented.
Implementation cannot be in the live-system unless the RISK MANAGEMENT PROCESS has
successfully been completed. Theoretical analysis or practical analysis within test
environments should be used to evaluate the effectiveness of RISK CONTROL measures

When a specific RISK CONTROL measure is selected and implemented in the live network,
CHANGE RELEASE MANAGEMENT PROCESSES need to be followed and recorded in the MEDICAL IT-
NETWORK RISK MANAGEMENT FILE. Refer to 4.5 of IEC 80001-1:2010.


https://iecnorm.com/api/?name=0b34d1f620338b9a5ef5819a14a94527

TR 80001-2-1 © IEC:2012(E) - 29 -

7.4.8 STEP 8: Verify RISK CONTROL measures

7.4.8.1 General

VERIFICATION of RISK CONTROL measures includes verifying the implementation as well as the
effectiveness of the measures. The order of execution of VERIFICATION of implementation
versus VERIFICATION of effectiveness will depend on the type of RISK CONTROL measure and
whether or not effectiveness can be VERIFIED in a test environment.

7.4.8.2 VERIFICATION of effectiveness

The effectiv e F s
MEDICAL IT-NETWORK RISK MANAGEMENT FILE. VERIFY that the control measure has the expgcted

the

effegt. For example, a RISK CONTROL measure for network link failure can be to implemént a
redupdant link. VERIFICATION of effectiveness would involve simulating a primary link fdilure

and

verifying the redundant link was effective as a RISK CONTROL measure. VERIFICATION can

take|place on a test implementation in a test environment prior to actual implementation ip the
operptional system. VERIFICATION that must be performed on a live system would creat¢ the
need for a change window (see below for further explanation). Verification needs tp be

finalized before the end of that window (go-live).

In sqme cases, effectiveness cannot be VERIFIED objectively, and, sometimes rationalizatipn is
suffigient, i.e. training, clinical procedures, etc. In these casgs;-MONITORING the effectivehess
of the RISK CONTROL measure provides truer insight into the effectiveness of the RISK CON[FROL

measgure.

The

ERIFICATION of effectiveness of RISK CONTROL{me€asures in this step is performed Using

information and appropriate methods that are available at the moment this step is exectited.
Aftell go-live and during the entire period of use’ef the MEDICAL IT-NETWORK, MONITORING|is in
placé to assure sustained effectiveness of7JRISK CONTROL measures. New technological
devdlopments, changes in the actual use*of the MEDICAL IT-NETWORK, user organizatiop, or
evalyation of events can show unanticipated weaknesses in RISK CONTROL measures|that
requjre improvements. Annex E shows\example methods of evaluation of the effectivenegs of

RISK[CONTROL measures as part of MONITORING.

Effe¢tiveness of RISK CONTROL:measures can only be determined with a clear understar|ding
of the required effect of that. RISK CONTROL measure. Sustained effectiveness in the live phase

can
implémented RISK CONTROL measure.

VERIFICATION of.implementation

The
the

only be monitored when the required effect is clearly defined and recorded witH the

implementation of all RISK CONTROL measures needs to be VERIFIED and documented in
EDICAL IT-NETWORK RISK MANAGEMENT FILE. This VERIFICATION effort confirms that the|RISK

CONTROL, measure is actuaIIy implemented |n the MEDICAL IT-NETWORK, and it should [take

PATIENT use. This can mean one of the foIIowmg

ually

for new networks, completing VERIFICATION before go-live, or,

in cases where the network is already in use, defining a “change window” where the
network is considered to be in a state of change. Back-out or roll-back plans are in effect
and possibly temporary clinical procedures (e.g. bedside monitoring vs. central
monitoring). VERIFICATION of implementation should occur before the end of the change
window. Refer to Annex G for an example of items to consider as part of a change
window.

VERIFICATION of implementation should be facilitated by the CHANGE RELEASE MANAGEMENT
PROCESS.
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7.4.9 STEP 9: Evaluate any new RISKS arising from RISK CONTROL

It is possible that the implementation of new RISK CONTROL measures can introduce new RISKs.
An example might be the addition of too much security, resulting in a clinician being unable to
get information for a PATIENT when needed. In this case, it might be necessary to modify or
change the RISK CONTROL measure to be a clinical practice rather than an IT solution.

The evaluation for new RISKS needs to be documented in the MEDICAL IT-NETWORK RISK
MANAGEMENT FILE. Any new RISK needs to be evaluated following STEPs 2 to 9. This is an
iterative PROCESS which can consist of more than one iteration cycle.

7.4.10 STEP 10: Evaluate and report overall RESIDUAL RISK

In apdition to any RESIDUAL RISKS associated with individual HAZARDOUS SITUATIONS, the
RESHONSIBLE ORGANIZATION needs to also determine the overall RESIDUAL RISK associated|with
the IMEDICAL IT-NETWORK. Determining overall RESIDUAL RISK involves evaluating alll the
indiviidual RESIDUAL RISKS and determining if the RISK of the whole is more than'the sum of the
partg. For example, while two individual HAZARDOUS SITUATIONS might each have accepiable
RESIDUAL RISK, if both HAZARDOUS SITUATIONS are likely to occur at the (Same time, the oVerall
RESIPUAL RISK might not be acceptable.

The [RESPONSIBLE ORGANIZATION needs to define and documént a RESIDUAL RISK sumpmary
contgining a list of all individual RESIDUAL RISKS and the overall RESIDUAL RISK remaining jafter
the RISK CONTROL measures have been implemented. This is the RISK ASSESSMENT registel.

As described in 7.4.6, one type of RISK CONTROL nyeasure is to provide information fof the
userg of the system. This information often contains training, labeling, or warnings of
particular uses that can lead to HAZARDOUS SITUATIONS. When evaluating overall RESIPpUAL
RISK| consider whether there is any other additional information about RISK in the system| that
shoyld be communicated to users of the MEBICAL IT-NETWORK and whether channels fof this
communication need to be established.

There is no preferred method of evaluating the acceptability of overall RESIDUAL RISK + the
RESHONSIBLE ORGANIZATION needs*{o’ determine the method and criteria to be followed in the
poligy for RISK MANAGEMENT. Approaches might be qualitative or quantitative. An example| of a
more qualitative approach~to evaluating overall RESIDUAL RISK might be to defing an
acceptable maximum numbef of HAZARDOUS SITUATIONS that remain at a medium RISK [evel
following RISK CONTROL\measures. A more quantitative approach might be to predic{ the
cumbulative rate of UNINTENDED CONSEQUENCE or number of injuries due to all HAZARDOUS
SITUATIONS following) RISK CONTROL, and compare that overall RESIDUAL RISK to a |pre-
established acceptance level.

If refluction™of overall RESIDUAL RISK to an acceptable level is not practicable, a RiSk/bgnefit
analysis(ofi'the overall RESIDUAL RISK against the benefit accrued from the planned change to
the NIEDICAL IT-NETWORK needs to be conducted and documented.

Both the individual RESIDUAL RISKS and overall RESIDUAL RISK need to be documented in the
MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

7.5 The steps and their relationship to IEC 80001-1 and ISO 14971

Table 3 shows the relationship between this technical report, IEC 80001-1:2010 and
ISO 14971:2007. Clauses and subclauses that are not in this technical report are not shown.
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Table 3 — Relationship between this technical report,

IEC 80001-1:2010 and ISO 14971:2007

14971 clause/subclause 80001 subclause STEPS
4 RISK ANALYSIS
4.1 RISK ANALYSIS PROCESS n/a
4.2 INTENDED USE and (Medical IT network
identification of documented and defined
characteristics related to per 4.3)
SAFETY
4.3 dentification of HAZARDS 4.4 2 RISK ANALYSIS STEP 1 Irlnnfify HAZARDS
4.4 Fstimation of the RISK (s) for “For each identified STEP 2. Identify causes'anfl
bach HAZARDOUS SITUATION HAZARD, the RO shall resulting HAZARDOUS S| TUATIONS
‘Reasonably foreseeable estimate the associated STEP 3. Determiné UNINTENDED
Eequences or combinations of RISKS... CONSEQUENCES ‘and estimte
events that can result in a potential sevérities*
-iAZARDC.)(;JS SéTUALI(t)hN shall STEP 4. E&timate the
?e Cﬁ.ns' ered an € probabitity® of the UNINTENDED
esulting HAZARDOUS CONSEQUENCE
BITUATION (s) shall be
fecorded” *By ‘estimating probability ahd
, . e séverity of UNINTENDED
For each identified " CONSEQUENCE, you have
HAZARDOUS SITUATION, the estimated RISK.
Bssociated RISK (s) shall be
pstimated” Iterate STEPS 1 through 4,|use
top-down and bottom-up.
Potentially multiple HAZARDOUS
SITUATIONS per HAZARD, myltiple
causes per HAZARDOUS
SITUATION, multiple HAZARDOUS
SITUATIONS per cause
5 RISK EVALUATION 4.4.3 RISKEVALUATION STEP 5. Evaluate RISK agginst
pre-determined RISK
acceptability criteria
6 RISK CONTROL 4.4.4 RISK CONTROL
6.1 RISK reduction n/a
6.2 RISK CONTROL option analysis | 4.4.4.1 RISK CONTROL option STEP 6. Identify and docunjent
analysis proposed RISK CONTROL
measures and re-evaluate RISK
(i.e. return to STEP 3)
6.3 mplementation of RISK 4,443 Implementation of RISK STEP 7. Implement RISK
CONTROL measures CONTROL measures CONTROL measures
4.4.4.4 VERIFICATION of RISK STEP 8. Verify RISK CONTRPL
CONTROL measures measures
6.4 RESIDUAL RISK evaluation (addressed in 4.4.4.1)
6.5 Risk/benefit analysis (addressed in both 4.4.4.1 (addressed in STEP 6 and
and 4.4.5) STEP 10)
6.6 ISKS aricing form pRilSK 4445 New RlsKs aricing from STEP QO Evaluate Shy-Rew
CONTROL measures RISK CONTROL RISKs arising from RISK
CONTROL
7 Evaluation of overall 4.4.5 RESIDUAL RISK evaluation STEP 10. Evaluate and report
RESIDUAL RISK acceptability and reporting overall RESIDUAL RISK
8 Practical examples
8.1 General

The examples below will follow development of a small set of applicable HAZARDOUS
SITUATIONS and causes for each of three scenarios. These are not exhaustive examples.
Rather, they represent specific threads through the RISK ANALYSIS and control PROCESS for one
or two particular HAZARDOUS SITUATIONS and one or two related causes in each case. For RISK
to be evaluated, the details and scope of the system under analysis must be fully defined.
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Also, the actual use of the network and the MEDICAL DEVICES attached to it must be known.
The examples below begin with an explanation of the context as well as a description of the
network under analysis. They then follow each of the steps through the PROCESS, as detailed
above. Unique identifiers are assigned to each unique HAZARD, HAZARDOUS SITUATION, cause,
and RISK CONTROL measure.

The examples are fictional and should not be considered applicable to all organizations.

The examples in this clause use the following format:

— define full description of context (clinical use case);

— define network under analysis;

— ynique identifiers are applied:

¢ HAZARDS are denoted as HAZ01, HAZ02..;

4 HAZARDOUS SITUATIONS are denoted as HS01, HS02...;
4 causes are denoted as C01, C02...;

¢ RISK CONTROL measures are denoted as RC01, RC02...
8.2 Example 1: Wireless PATIENT monitoring during PATIENT transport
8.2.1 Full description of context

A wireless network is used to transfer real-time datalof a PATIENT in transport mode.| The
acuify of PATIENTS can vary widely. The PATIENT might be transferred between the emergency
room, radiology, or other diagnostic areas to the general ward, or to an ICU (intensive [care
unit)l The PATIENT is attached to an 802.11h/g.\\Wwireless enabled PATIENT monitor. Duyring
trangport, the real time PATIENT data is sent_from the PATIENT monitor to nurse stationp for
PATIENT surveillance and to the hospital elestronic medical record system for archiving.

8.2.2 Description of network under’analysis

The | 802.11 wireless area network (WLAN) covers the entire hospital, and uses| the
802.fl1a/b/g (2.4 & 5 GHz) bapnd- There are eight network identifiers in use on the WLAN,
including a guest access SSID- (service set identifier) and in certain areas of coverage there
can pe a large number of wireless users. One of the SSIDs is dedicate to PATIENT monitdring.
The | radiology department is located near the main kitchen, which uses high ppwer
commercial microwaye,~ovens. The hospital also uses cordless DECT (Digital Enhapced
Cordless Telecommunication) telephones in the 2,4 GHz band. Also refer to 80001-2-3:R012
for firther discussion of RISK CONTROLS for wireless networks.

8.2.3 The-10 Steps

STEP. 4+ -ldentify HAZARDS

HAZ01: Complete loss of connectivity.
HAZ02: Intermittent connectivity.

STEP 2: Identify causes and resulting HAZARDOUS SITUATIONS
C01: RF interference from a microwave oven causes immediate loss of

connectivity between client device and WAP (Wireless Access Point).

C02: RF interference from DECT phones causes intermittent loss of
connectivity between client device and WAP.

C03: Too many client devices cause WAP overload, causing intermittent data
loss.
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The following HAZARDOUS SITUATIONS are identified:

HSO01: Clinician is unaware of PATIENT in need of treatment. Delay in treatment
due to loss of data (alarms are not received by the clinician). (from

Cause C01, C02 or C03).

STEP 3: Determine UNINTENDED CONSEQUENCES and estimate the potential severities.
Refer to Table D.2 for severity scales. Note this severity estimation is based on
knowing the acuity level of the PATIENT.
or T In this case, because the acuity of the can vary wjdely
and they are not under local/direct observation by a iclinjcian
during transport, loss of real-time data for high acuity. PATIENTS
could lead to severe injury. (Note that mitigations can be
customized based on the acuity of the PATIENTS). Severity:
catastrophic.
STEP 4: Estimate the probability of the UNINTENDED CONSEQUENCE
In this example, we are estimating the probability that~any of the causes l|sted
above lead to the UC stated above with specified severity.
Refer to Table D.1 for probability scales.
HS01: Remote
STEP 5: Evaluate RISK against pre-determined RISK)aeceptability criteria
Using Table D.3, the initial RISK levelwas determined to be high based on the
probability and severity determined@n STEPS 3 and 4.
HS01: (catastrophic/remote). RISKlevel = high
STEP 6: Identify and document propesed RISK CONTROL measures and evaluate indiv|dual
RESIDUAL RISK
In this case, RISK CONTROL measures were identified that reduce both P1 and P2.
To reduce P1, each cause was examined separately and RISK CONTROL meagures
were determined.
Cause 1: RF interference (microwave oven):
RCO01: Replace the old microwave oven effectively reducing th¢ RF
emissions because newer units are better shielded.
Cause 3: WAP capacity overload:
RCO02: Design the capacity of the network to overprovision the number
f WAPS | b that f I . |b“ya

single WAP.

To reduce P2, the following RISK CONTROL measure is identified:

RCO03: A clinician attends the PATIENT during transport. The clinical protocol
can be designed such that clinician attendance during transport is only
required for PATIENTS above a pre-determined acuity level. This RISK
CONTROL measure serves to reduce the probability of severe injury,
effectively reducing the potential maximum severity of the injury.

Note that no mitigation was selected specifically for Cause 2 low probability
of occurrence and low practicability of mitigation (remove all DECT phones).
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HS01: (new severity/probability = medium/improbable). RiSKlevel =
low

STEP 7: Implement RISK CONTROL measures

RISK CONTROL measures must be implemented so that they can be VERIFIED before

go-live.
RCO01: Replace microwave - Replace microwave with newer, lower
emissions microwave. Amend purchasing requirements for

microwave ovens to include appropriate RF shielding requirements
toassure installation of EM r‘nmps\fihln microwaves in the future

RCO02: Overprovision WAPs — Identify physical/geographical locations |(e.g.
nurses station, etc.) that have a higher number of usersfand dgnse
wireless traffic per square foot and increase the density of WAPs in
that area.

RCO03: Clinical procedure — A clinical transport policy is~created/updatef. At
the conclusion of RISK MANAGEMENT activifies, RISK CON[TROL
measures will be instituted in the live system. This would negd to
include clinician training and staff availability.

STEP 8: VERIFY RISK CONTROL measures
RCO01 VERIFICATION:

Implementation: Verify thatY EM compatibility requirements| are
included in the purchasing.documentation. Selected microwave fulfils
additional requirement “through review of independent test reports
(preferred) or local _measurements. Check that old microwaveg are
removed.

Effectiveness:Use a spectrum analyzer to measure the RF emisgions
in the vicinity of the microwave. Additionally, use the RF interfererjce
measurement capabilities of the WLAN (if available) to determine the
levels.of jnterference as seen by the WAP(s). Perform these
measurements prior to replacing the older microwave oven and again
after replacement. Document the difference in RF interference ang
perform a connectivity test with a test unit in the vicinity of the
microwave ovens to verify the elimination of connectivity dropout.

RC02 VERIFICATION:

Implementation: Confirm WAP density and availability is as| per
updated design before go-live. Use a set of actual endpoint devices to
emulate the peak loading situation and confirm capacity availar)ility
meets design target (50 % in this case).

Effectiveness: Verify that at peak usage the increase in the number
of WAPs in the physical area eliminates any WAP overload. Do this by
using the actual types and quantity of devices that will be used in this
area and measure a peak usage scenario loading of the WAP(s). This
can be measured with a 3rd party airtime usage tool, or the actual
infrastructure’s built-in capacity analysis tools. Verify that each device
maintains connectivity per its required network characteristics and that
no WAP sees its available capacity reduced below 50 % (refer to
Wireless Technical Report for further discussion on capacity
planning).
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RCO03 VERIFICATION:

Implementation: Verify protocol is in place, staff is trained

accordingly and available at go-live.

Effectiveness: Verify training effectiveness via test or certification.

STEP 9: Evaluate any new RISKs arising from RISK CONTROL

Evaluation has concluded no new RISKs have been introduced by the added
CONTROLS.

RISK

STE

8.3

P 10: Evaluate and report overall RESIDUAL RISK

Because these examples represent only one or two threads through, the’PRO

demonstrate. For the purposes of this Technical Report, assume that the o\
RESIDUAL RISK is determined to be acceptable per RO policy.

Example 2: Remote ICU / Distance medicine

In t
data
and

8.3.:] Full description of context

is scenario, a METROPOLITAN AREA NETWORK (MAN) is used’to transfer real-time PAT
from a remote site to be used by a local clinician for purposes of monitoring, diagng
determining treatment. PATIENTS being monitored are\those in a post heart surgery

down unit. Acuity is typically lower than critical care units. The “local clinician” in this case

telen
remd

8.3.2

The
PATIH
guar|
besi
side
MANU
that
has

appl

8.3.3
STE

te PATIENT. In this case, the clinician’s site isseconnected to the PATIENT’s site via a M

Description of network under analysis
network under analysis includes anienterprise level 10/100 access switch to which
pnteed bandwidth of 12 gigabytes for all traffic from this site (includes other applica
Based on bandwidthCand delay requirements from the MANUFACTURER,
FACTURER has been provisioned to accommodate the traffic from the monitors as we
predicted to be used by other applications sharing the link. The MANUFACTURER pro

guaranteed a minimum service level which includes bandwidth sufficient for all of t
cations (current-use).

The 10 Steps

P 1: _ddentify HAZARDS

CESS

for a given MEDICAL IT-NETWORK, the concept of overall RESIDUAL RJSK is difficlllt to

erall

[IENT
sing
Step-

is a

hetry clinician (technician, nurse, doctor, etc.)dwho is geographically separated from the

AN.

the

ENT monitors are attached in the step-down unit, a leased MANUFACTURER with a

ions

les the remote monitoring), and an enterprise level 10/100 access switch at the clinjcian

the
Il as
Vider
hese

The network in this example is intended to transport real-time PATIENT data fron

n the

PATIENT site to the clinician site. Failure to do so would be a HAZARD.
HAZ01: Intermittent connectivity

HAZ02: Complete loss of connectivity

STEP 2: Identify causes and resulting HAZARDOUS SITUATIONS

In this case, as is often the case, for this HAZARD in the given context, multiple
causes can be identified, and they might lead to one or more HAZARDOUS

SITUATIONS.

C01: Unplanned non-real-time traffic attempting to use link causes

overloaded MAN link.


https://iecnorm.com/api/?name=0b34d1f620338b9a5ef5819a14a94527

- 36 - TR 80001-2-1 © IEC:201

2(E)

C02: A MAN outage out of RO control (provider failure) causes a complete

network outage.

The following HAZARDOUS SITUATIONS are identified:

HS01: Waveform display is choppy and incomplete. Delay in provision of
care because remote clinician is unable to evaluate PATIENT ECG

waveform. (from Cause C01)

HS02: Alarm data not received. Delay in provision of care because clinician

is unaware of PATIENT in need of treatment. (From Cause C01)

STEP 3:

STEP 4:

STEP 5:

HS03: Remote clinician must determine treatment without access to
time PATIENT data. (From Cause C02)

Determine UNINTENDED CONSEQUENCES and estimate the potential severities

Refer to Table D.2 for severity scales. Note this severity estimation is base
knowing the acuity level of the typical PATIENT in this use case!

UC for HS01: Short treatment delay can lead to PATIENDInjuries such as n
organ damage. Severity is Low.

UC for HS02: Short treatment delay can lead to(PATIENT injuries such as n
organ damage. Severity is Low.

UC for HS03: Incorrect treatment can Jead to permanent PATIENT inju
Severity is Medium.

Estimate the probability of the UNINTENDED CONSEQUENCE

To evaluate probability of occurrenee*for a particular HAZARDOUS SITUATION, if
be helpful to evaluate the probability of each associated cause independently,
conceptually “roll up” these.to an estimated probability for the HAzAR
SITUATION. Note that the overall probability includes the probability of the de
UNINTENDED CONSEQUENCE “‘occurring once the HAZARDOUS SITUATION is present.
all the information available (defined HAZARDOUS SITUATIONS, all related cat

real-

d on

ninor

ninor

ries.

can
and
DOUS
ined
Use
ses,

context, defined UCs; etc) to estimate probability. Refer to Table D.1 for probapility

scales.
HSO01: Probable
HS02;" Occasional
HS03: Remote

Evaldate RISK against pre-determined RISK acceptability criteria

Using Table D.3, calculate the initial RISK level based on the probability and seV
determined in STEPS 3 and 4.

erity

STEP 6:

HS01: (Low/Probable). RISK level = Moderate
HS02: (Low/Occasional). RISK level = Moderate
HS03: (Medium/Remote). RISK level = Moderate

Identify and document proposed RISK CONTROL measures and evaluate individual

RESIDUAL RISK

RCO01: Implementation of a QoS policy so that high priority traffic is not interrupted

by lower priority traffic
RCO02: Redundant connection to the remote site.

In this example, only RISK CONTROL measures that affect probability of

the

HAZARDOUS SITUATION occurring are used. Therefore, the defined UNINTENDED
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CONSEQUENCES and associated severities are not changed. New probabilities are
listed below.

HS01: Remote
HS02: Remote
HS03: Improbable

New RISK levels are listed below.
HSO01: (new severity/probability = low/remote). RISK level = low
HS02: (new severity/probability = low/remote). RISK level = low

e,

HS03T(New severity/probablility = mearam/improbable). RISK level = oW
STEP 7: Implement RISK CONTROL measures
RISK CONTROL measures must be implemented so that they can befVERIFIED bgfore
go-live.

RCO01: In the case of a QoS policy, this could be implemented on a gmall
sample network in a lab, or the RO can include-design and testing of
such a policy in the RESPONSIBILITY AGREEMENT with the IT Vgndor
providing the network equipment.

RCO02: Implementation of a redundant link/would need to be coordinated
with the provider.

STEP 8: Verify RISK CONTROL measures

RCO01 VERIFICATION:

Effectiveness: The new QoS configuration would be tested in @ lab
prior to implementation in the live system to verify that it perfornis as
expected.

Implementation: In this example, CHANGE RELEASE MANAGEMENT would
ensure that'the implementation is completed and in the actual MEDICAL
IT-NETWORK.

RC02 VERIFICATION:

Effectiveness: The new redundant link would be simulated and tefsted
in a lab prior to implementation in the live system to verify that it
performs as expected particularly with respect to failover. If possik
perform the test on the actual network in a controlled change windjow.
Implementation: In this example, CHANGE RELEASE MANAGEMENT would
ensure that the implementation is completed and in the actual MEQICAL
IT-NETWORK
STEP 9: Evaluate any new RISKs arising from RISK CONTROL
Evaluation has concluded no new RISKs have been introduced by the added RISK
CONTROLS.
STEP 10: Evaluate and report overall RESIDUAL RISK

Because these examples represent only one or two threads through the PROCESS
for a given MEDICAL IT-NETWORK, the concept of overall RESIDUAL RISK is difficult to
show. For the purposes of this technical report, assume that the overall RESIDUAL
RISK is determined to be acceptable per RO policy
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Example 3: Post Anaesthesia Care Unit (PACU)

Full description of context

2(E)

The Post Anaesthesia Care Unit (PACU) is a department within the critical care service line.
The PATIENTS range from infant to geriatric. Immediate postoperative care and monitoring is
provided for PATIENTS who have had general or monitored anaesthesia care, and who have
just undergone an invasive procedure up to and including surgery. The PATIENT acuity extends
from less acute to complex critically ill PATIENTS requiring multiple invasive monitoring
modalities and treatment including mechanical ventilation. Service is provided for 1 000 to
1 200 PATIENTS per month and the department is operated on a 24-hour basis.

The
sight
time

8.4.2

The

supp
area

commmittee.

The
PATIE
CiC

real-
histd
infor
conn
acco
netw

PACU department is designed in an open bay layout. The nurse station has a. “lir

Description of network under analysis

existing PATIENT monitoring equipment has reached full depregiation, is no Io
orted by the manufacture (end of life) and is not used in any of)the other critical
5. Therefore an equipment replacement project has been“@approved by the c4g

existing fourteen (14) PACU PATIENT monitors will be replaced with fourteen (14)

are connected via a hard-wired network using .€AT5 data cabling (see Figure 6).
time waveform PATIENT data will be sent to<he” CIC for central alarms, printing
rical data recording. The new PATIENT monitors will interface to the hospital's cardid
mation system for the transmission of 12 lead ECG’s from the 14 bedside monitors.
ection between the new PATIENT monitor§sand the Cardiology Information System w
mplished by using dedicated multi-mdde fiber optic lines between the PACU dedig
ork switch and the dedicated routerfor the cardiology information system.

e of

" on all of the PACU beds. The clinician is within close proximity to the PATIENT at all

nger
care
pital

new

ENT monitors connected to a Central Information Center (CIC). The new monitors and the

The
and
logy
The
Il be
ated
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Figure 6 — Schematic-of the Post Anaesthesia Care Unit (PACU)

The 10 Steps
Identify HAZARDS
HAZ01: Complete loss of connectivity (See Figure 8)
Identify\€Causes and resulting HAZARDOUS SITUATIONS

CO01: Network switch not configured properly
C02: Hardware Failure on network switch

C03: Power loss to network switch

STEP 3:

The following HAZARDOUS SITUATIONS are identified:

HSO01: Delay in or non-provision of care due to loss of real-time PATIENT data
and alarms. (from Cause C01, C02, and C03)

HS02: Delay in or non-provision of care due to loss of historical PATIENT data,
including 12-lead ECG reports and strip recorder and laser printing.
(from Cause C01, C02, and C03)

Determine UNINTENDED CONSEQUENCES and estimate the potential severities

In the PACU, clinicians are line-of-sight with the PATIENTS, and the bedside monitor
alarms are audible. Historical data is not as critical compared to other care areas
such as the ICU. Standalone portable physiological monitors could be used to print
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strips in the event of a total network failure. Portable ECG machines could be used
to send a PATIENT’s ECG to the Cardiology Information System via an analog phone
line.

Refer to Table D.2 for severity scales. Note this severity estimation is based on
knowing the acuity level of the typical PATIENT in this use case.

UC for HS01: In this case, because a clinician is within line-of-sight of the
PATIENTS, loss of real-time data to the CIC is expected to lead to
a UC which is no more severe than temporary or minor injury.
Severity is medium

P 4:

P 5:

P 6:

UC for HS02: In this case, because the lost data is non-real-time or hjstofical,
the severity of the UC is expected to be no more severe |than
temporary discomfort. Severity is low

Estimate the probability of the UNINTENDED CONSEQUENCE

Refer to Table D.1 for probability scales.
HS01: Remote
HS02: Remote

Evaluate RISK against pre-determined RISK acceptabiljty criteria

Using Table D.3, calculate the initial RISK level based on the probability and se\erity
determined in STEPS 3 and 4.

HS01: (Medium/Remote). RISK level = Moderate
HS02: (Low/Remote). RISK level = Low

Identify and document proposed. RISK CONTROL measures and evaluate indiv|dual
RESIDUAL RISK

In this case, each cause,was examined separately and RISK CONTROL meagures
were determined.

Cause 1: Lasi-connectivity due to network switch not configured properly:

RCO*: Utilize the practice of Network Switch Management. Agsign
biomedical (life critical) network switches a unique naming
convention that distinguishes the network switch apart [from
regular IT data switches.

RC02: Physically identify the network switch by using colour cpded
patch cables indicating a clear and obvious difference [from
other regular IT data switches

Cause-2:- Hardwara failura an natwark cwwitoh-
S-S 6=t O e tWOoH—SWHEH-

RCO03: Keep a spare pre-configured network switch in the Biomedical
Engineering Department that could be used to physically
replace a defective network switch. This approach will greatly
minimize system downtime.

Cause 3: Power loss to network switch:

RCO04: Connect the network switch to a managed uninterruptible
battery power supply (UPS). If there is a power fail to the
network closet an email is sent to the Biomedical Engineering
Department and IT support indicating the power loss and that
the network switch is running on battery power.
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STEP 7:

STE

RCO01, RCO02, and RCO04 reduce the probability of the HAZARDOUS SITUATION
occurring in the first place (P1). RC03 is in effect after the HAZARDOUS SITUATION
occurs, so therefore reduces the probability that the HAZARDOUS SITUATION leads to
an UC (P2). Together, they reduce the probability to improbable.

HS01: (new severity/probability = medium/improbable). RISK level = low
HS01: (new severity/probability = low/improbable). RISK level = low
Implement RISK CONTROL measures

RISK CONTROL measures must be implemented so that they can be VERIFIED before
go-live.

P 8:

RCO01: Network switch management — the network switch used for PATIENT
monitoring has been given a naming convention'™ Cplled
"Unity_Biomed" to distinguish this device as a PATIENTCmonitpring
component.

RCO02: Color coded patch cables - Unique colour coded patch cables '|Pink
& Yellow" are used to patch in the data cables\from the PATIENT
monitor to the network switch. Pink and yellowpatch cables are pused
for PATIENT monitoring equipment only. Pink indicates mission crjtical
(MC), real-time data. Yellow indicates lnfermation Exchange |(1X),
non-real-time data flow such as print requests and full disclosure|.

RCO03: Spare switch - A spare pre-configured switch is located in the
Biomed shop that could be used. if'the PATIENT monitoring sygtem
has a switch failure

RCO04: UPS - The network switch is(connected to a managed UPS
In this example, the old network can centinue to be used in the live environmnent
while the new network and monitors<ate installed. This affords the opportunity to

implement all RISK CONTROL measures prior to go-live. (Note that in cases where
implementation must occur on a live network, a change window can be used.)

VERIFY RISK CONTROL measures
RCO01 VERIFICATION:

Implementation: Network switches are shown to have properly
configured names according to defined naming convention.

Effectiveness: In this case, the assertion is that a network thiat is
actively managed is less likely to fail than one that is |not.
VERIFICATION of effectiveness of this RISK CONTROL measure| can
consist of a rationale as to why this assertion is made.

RC02 VERIFICATION:

Implementation: By inspection, network switches are show to ha\e

1 1 ! ! ol
PIropceily COIUT=Luucu Lauilcs.

Effectiveness: In this case, the assertion is that physical network
identifiers and colour coded cables reduce the RISK of
misconfiguration. VERIFICATION of effectiveness of this RISK CONTROL
measure can consist of a rationale as to why this assertion is made
(see Figure 7).
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P 10:
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Figure 7 — Example of the use of colour ¢oding cables
RCO03 VERIFICATION:

Implementation: Confirm biomedical department inventory confains
spare switch.

Effectiveness: Simulatea failed switch condition and measure time to
replace with backup:switch.

RCO04 VERIFICATION:

Implementation: Simulate a power loss and confirm that UPS is
engaged,.and that biomedical or IT personnel are notified.

Effectiveness: Simulate a power loss and confirm that UPE is
engaged, and that no loss of connectivity is realized (see Figure 8).

Evaluate(@any new RISKS arising from RISK CONTROL

Evaluation has concluded no new RISKs have been introduced by the added|RISK
CONTROLS.

Evaluate and report overall RESIDUAL RISK

Because these examples represent only one or two threads through the PROCESS
for a given MEDICAL IT-NETWORK, the concept of overall RESIDUAL RISK is difficult to
show. For the purposes of this technical report, assume that the overall RESIDUAL
RISK is determined to be acceptable per RO policy.


https://iecnorm.com/api/?name=0b34d1f620338b9a5ef5819a14a94527

— 43 =

TR 80001-2-1 © IEC:2012(E)

a|dwexa NIoVvd dy)} 10} 193)s16a4 LNFINSSISSY MSIH Atewwns ajdweg — g aunbi4

zL/562L 031
a1} LNIWIDVYNYIN
MSIY JO Led "82IAap WO} Sdn pabeuew e YOUMS YIoM}aU
|lews 1s8} Aq pawliuo) || 0} pejosuuo9 S| YoIms v00y 0} sso| Jamod ‘€09
_ (€00 pue 20D 1.0 @sned
< wouy) Bunuud Jese| pue
M - Japiooas duys pue spodal
% m 903 pesdl-z| Buipnjoul
— > - a|l} LNIWIOVNYN pa|[eisul 8q pjnod | — < - 3uif suoyd Bojeue ‘ejep LN3ILvd [edlO)SIY JO
Wu =z m MSIY Ul @3I4I¥3aA jey} doys pawolig ul Yoyms Wu m m UE BlA Emuw\ﬁw uonewloyu) | SSOI ©}enp aied jo uoisinold UOHMS H}IOM}BU UO
m 9)ep pue aweu Yasu| painbyuoo-aid aleds "€00Y m »mo_o_Emo o:.« 01903 -uou Jo ul Aejeg "'2oSH || einjiey atempiey "zoo
*Ajuo Buuoyuow LN3ILVd Jo} s,£N3J1Lvd e pusas 0} pasn
pasn ale sajqed yojed Mo|[e A 2q p|nod saulyoew 993
pue uld "Yo}ms 3Jomjau 8|qelod “ainjie} yJomjau
ay} 0} Joyuow 1IN3ILvd |e10} B JO Juane ay} ul sduys
8Uj} Woly sa|ged ejep sy} ul uud pue Jojiuow 0} pasn aq
yojed 0} pasn ,MO||DA B Yuld, pInoo siojuow [esibojoisAyd
s9|qeo yoyed papod 10j0d a|qepod suojepuels ‘No|
anbiun - [eaisAud '20oy Se yons eale aleo Jayjo
_ 0} paledwoo |eoNlIo Se jou Si
= yuauodwod Buuoyuow = ejep [eoUo}sIH 9|gipne aJe
wm IN3ILVd e se a21Aap siy}, [\ O - swJeje Joyuow apispaq (£0D pue 20D ‘10D
% M ysinbunsip o} ,pawoig Alu. _.G: m M 9y} pue ‘SIN3Ilvd asne) woly) ‘swieje pue Ajanosuuo)
= > (@] uonenys uofnuaAuoo Bujweu snbiun | T = (@] ay} yum jybis-jo-aui| ejep LN3Ilvd awij-|eal Jo Apadoud }JOMJoN Jo
o o C Aouabiraws NOVd || e sesn youms - yJuswebelep W_ nlu_ C ale sueIDIUID ‘NDOVd @Y} | SSO| 0} &np 8Jed Jo uoisiroid painBiuoo Jou ss07 9)9|dwo)
S m S Joy Aoljod [ediulD 0} Jojey UoUMS SIoMBN-1L008 | ™ m S u| "a1e9 jo Aaniep ul AejeQ -uou Jo ui Aejaq "LOSH UOUMS YIOMIBU "L0D ‘LOZVH
- (Anngesoely Joy -
3 » a|geoljdde si Janajeym) 3 »
g ) JUBWIND0P SIY} Ul W)l AL34VS J0j uonewlol | —g 8 2
mlm Z g Jayjo 0} Jo spodal )so) 0| » Z g
x| €| < | .Joseiod ‘suonesyoads ‘ss3004d [eowp | X < | <
SNOILVZINYOHO JO solnseoul aAlDa10.4d
378ISNOJS3Y ‘ubisep Aq sainseaw 3ON3INDISNOD slojoe Bunnguiuo)
MSId 1vnadis3y 0] 9oualajey TOYLINOD MSIY Juonebyn MSIY [elu] A3ANILNINN NOILVNLIS SNOAYVZVYH ‘(s)asne)n AYVZVvH



https://iecnorm.com/api/?name=0b34d1f620338b9a5ef5819a14a94527

- 44 - TR 80001-2-1 © IEC:2012(E)

8.5 Example 4: Ultrasound —Operating System (OS) vulnerability

8.5.1 Full description of context

An OS vendor releases a patch to their operating system which closes an exploitable
vulnerability (a worm that has been identified) on an ultrasound system. Impact to the delivery
of care could result (reduced speed; unusable functions) if the ultrasound system is exposed.
The ultrasound MANUFACTURER requires time to verify and validate the patch before it can be
applied to the MEDICAL DEVICE. The worm has been found on network-connected devices in the
RO. The network is used to retrieve PATIENT information and scheduled procedures from a
hospital information system (e.g, DICOM modality worklist server). The network provides the

Oncé the worm settles on the ultrasound system, it can use vulnerabilitiesin the OS of ¢ther
devites that are connected to the RO’s IT-NETWORK. The RO realizes that the RISKs
assaciated with the (unpatched) vulnerable ultrasound must be managed-

8.5.2 Description of network under analysis

The [Ethernet network covers the entire hospital and supports 100 MB / Gigabit network
spedds. A DHCP (Dynamic Host Configuration Protocol)(server is available to automatically
mangage |IP ADDRESS configuration. The ultrasound system is a mobile MEDICAL DEVICE| and
moveés between catheterization suite, emergencyoom, and clinical rooms throughouf the
hosgital. There are VLANs defined to create enclaves (protected networks) where MEDICAL
DEVICES are used, and to separate MEDICAL DEVICE from standard desktop computerd. All
deviges connected to the PACS are in one VLAN (Virtual LOCAL AREA NETWORK).

8.5.3 The 10 Steps
STEP 1: Identify HAZARDS

HAZ01:Unauthorizéd access to data (PATIENT information or organization
infornration)

HAZ02 Degraded function of MEDICAL DEVICE (Loss of functional use of the
system)

HAZ03:Loss of availability (access to data required for procedures is limitg¢d or
denied)

STEP 2 ldentify causes and resulting HAZARDOUS SITUATIONS

C01: Expose HEALTH DATA — Malicious software is downloaded to the sygptem
which—could—mine—for—persenalidentifiable—infermation{RPH—e-g——social

security number, medical record number, birth date ...) and export off the
system if found.

C02: System performance impact — Malicious or non-malicious software
downloaded and installed on system. System resources being consumed
for password crackers, network congestion, scanning or, peer-to-peer
network activity.

C03: Expose private data — The ultrasound device can become a source of
threats to other devices connected to the IT-NETWORK for that
vulnerability.

The following HAZARDOUS SITUATIONS are identified:
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STE

STE

HSO01:

HS02:

HSO03:

(Security of data) Unknown to the clinician or radiologist a virus or
worm installs a key logger, or can automatically mine for personally
identifiable information and export login and PIl to an unauthorized
location. (from Cause C01)

(SAFETY) During a clinical scan (obstetrics, cardiology, gastrointestinal)
consumption of hardware resources by the malicious software degrades
performance resulting in the imaging procedure failing or treatment
compromised (e.g., amniocentesis needle navigation impossible). (from
Cause C02)

(Effectiveness) Loss of availability - access to a Modality Worklist

HS04:

P 3: Determine UNINTENDED CONSEQUENCES and estimate the potential severities

P 4: Estimate the\probability of the UNINTENDED CONSEQUENCE

Serveris—dented—due—to—heavyrretwork—econrgestor—or—System—is not
able to access a PACS server to store acquired image data for use in
off cart or other medical procedures. Scheduling system failure|and
clinician/technician must resort to manual methods (from Cause C(Q2)

(Security and effectiveness) Unknown to clinicians orystaff, multiple
devices are exposed to the vulnerability causing HS01"and HSOB on
other devices in the network enclave. (from Cause-€03)

Refer to Table D.2 for severity scales. Note this severity estimation is basefl on
knowing the acuity level of the typical PATIENT in this'use case.

UC for HS01: Breach of privacy, PATIENT’S HEALTH DATA exposed, unauthofized

medical disclosure and) breach reporting for RESPON$IBLE
ORGANIZATION. Irrevecable disclosure of PATIENT'S HEALTH PATA
can lead to unauthorized use of PATIENT data. Severity is low.

UC for HS02: Aborted procedure or delayed treatment. Needle localizgtion

failure is detectable and procedures would be abanddned.
Severity is:medium.

UC for HS03: Clinicianamust resort to manual methods leading to limitgd or

inconveniencing effect on operation. Severity is low.

UC for HS04: Multiple other MEDICAL DEVICES are affected by the vulnerability.

Severity is high

To assess probability, existing RISK CONTROL measure already inherent in the
MEDICAL DEVICE must be taken into account. With these control measures in p|ace,
probability of UNINTENDED CONSEQUENCE is evaluated as shown below. [RISK
CONTROL measures vary by device and will affect probability ranking based on the
controls in place.

|~ -  Ultrasound device has QS Hardened: No web browsers available on delice,

services limited to only those needed for INTENDED USE; access controls in

place.

— Ports needed to be open for use: Ultrasound device has a software firewall that
blocks all ports except port 104 used for DICOM INTEROPERABILITY.

— No worms were detected in the VLAN indicating protection in the VLAN enclave
stands under the current challenge,

Refer to Table D.1 for probability scales.
HS01: remote
HSO02: improbable
HS03: remote

HSO04: occasional
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Evaluate RISK against pre-determined RISK acceptability criteria
Using Table D.3, calculate the initial RISK level based on the probability and
severity determined in STEPS 3 and 4.

HS01: (low/remote). RISK level = low

HS02: (medium/improbable). RisK level = low

HSO03: (low/remote). RisK level = low

HS04: (high/occasional). RisK level = moderate

STEP 6:

STEP 7:

Identify and document proposed RISK CONTROL measures and evaluate indiv|dual
RESIDUAL RISK

There are easily practicable RISK CONTROL measures that can be applied af the
network level.

RCO01: Use DHCP reservations for specific range for ultrasound machines
such that monitoring of network traffic can triggeralerts.

RCO02: Network firewalls to protect VLANs from upwanted traffic.

RCO03: Apply the patch to the ultrasound system.

RCO04: Disconnect the ultrasound system from the network
All of these RISK CONTROL measures reduce/P1. In this example, the probabilities
were already in the Low region, but RC01<4@nd RC02 are considered best practices
RCO03 (applying an OS patch or antivirusiapplication to the ultrasound device)|was
not selected because it can affect the device in unknown ways or creatg an

invalidated configuration, which could lead to HS02, and therefore was| not
appropriate.

RCO04 (disconnecting the ultraseund system from the network) was not selectgd. It
lowers SAFETY because it (increases the probability for mistakes by introdycing
several months of manual® data handling resulting in increased probability for
incomplete or mislaid PATIENT records from which possible mistreatment follows.

New RISK Levels:
HSO01: /ow
HS02:\Jow
HS03: low (unchanged)
HS04: moderate (unchanged)

[mplement RISK CONTROL measures

RISIK OAOANTOAL
o oo T o1t

STEP 8:

_ +they-ean—bevERHHEB-bEfore

go-live.
RCO01: DHCP reservations can be implemented on a system while not in
clinical use. This system can be used for RISK CONTROL VERIFICATION.

RCO02: The firewalls can be tested on a small sample network in a lab, or a
change window could be used to implement it on the live network.

Verify RISK CONTROL measures
RCO01 VERIFICATION:

Implementation: Confirm that the ultrasound system is receiving a
proper |IP ADDRESS and use a simulated clinical situation to confirm
connectivity.
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Effectiveness: In this case, the assertion is that malicious traffic is

blocked from reaching the MEDICAL DEVICE. VERIFICATION

of

effectiveness of this RISK CONTROL measure can consist of a rationale

as to why this assertion is made.

RCO02 VERIFICATION:

Implementation: Simulate unwanted traffic and confirm that it is not

allowed past the firewall.

Effectiveness: In this case, the assertion is that malicious traffic is

blocked from reaching the MEDICAL DEVICE. VERIFICATIO

STE

STE

P 9:

P 10:

effectiveness of this RISK CONTROL measure can consist of a ratig
as to why this assertion is made.

Evaluate any new RISKS arising from RISK CONTROL

Evaluation has concluded no new RISKS have been introduced by the added
CONTROLS.

Evaluate and report overall RESIDUAL RISK

Because these examples represent only one or twothreads through the PROCES
for a given MEDICAL IT-NETWORK, the concept of qverall RESIDUAL RISK is difficult
show.

Per 80001-1:2010, “To the extent that RISK'CONTROL entails tradeoffs in KEY PROPER
the KEY PROPERTIES shall be considered «in_priority order of SAFETY, EFFECTIVENESS
DATA AND SYSTEMS SECURITY.” In this example, RISK for SAFETY and security has
improved by implementation of twg»RISK CONTROLS. The acceptable yet unwsg
RISK for HS04 cannot be improved because identified RISK CONTROLS increase

of
nale

RISK

S

—
(o]

TIES,

and
been
nted
RISK

for PATIENT SAFETY which is upnacceptable by RO policy. Overall RISK compligs to

RO policy and is thus acceptable.
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Annex A
(informative)

Common HAZARDS, HAZARDOUS SITUATIONS, and causes
to consider in MEDICAL IT-NETWORKS

Typical HAZARDS in MEDICAL IT-NETWORKS

2(E)

following HAZARDS should be considered when performing a RISK ANALYSIS of a ME[

IT-NETWORK. Note that they are structured hierarchically which helps to organize both'the

ASS

It is
KEY

Org

N

HSSMENT activities as well as the documentation.

PROPERTIES.

1) Loss of Function (compromised availability)
a) Major loss of function
i) Loss of data (loss of connectivity)
1) Intermittent connectivity
2) Complete loss of connectivity
i) Loss of function of MEDICAL DEVICE
1) Incorrect data (compromised integrity)
2) Incorrect data (PATIENT mismatch)
b) Degraded function
i) Incorrect or inappropriate timing of data
i) Incorrect or inappropriaterdata interchange or INTEROPERABILITY
iii) Unintended interactians between endpoints
iv) Degraded function of MEDICAL DEVICE
) Loss of Confidentiality
a) Unauthorized-access to data

spedifications such as ISO 19218.

A.2

Types of HAZARDOUS SITUATIONS

ICAL
RISK

mportant to note that any of the HAZARDS listed below can affect one or more of the fhree

gdnizations can ‘consider aligning their HAZARDS with adverse events detailed in ¢ther

Not

thatonmce g HAZARDOUS SITUATION TS defimed;onme—shoutd—be—abte—topredictpos

sible

UNINTENDED CONSEQUENCES and their associated severities. This detail can be written into the
HAZARDOUS SITUATION (i,e. amount of delay in minutes) and/or described in the context
associated with the network under analysis.

Delay in provision of care

Non provision of care

Delivery of inappropriate care or treatment

Breach of privacy or confidentiality (PATIENT HEALTH DATA exposed)
Incorrect or incomplete medical/legal record

failure to deliver lab data or drug dosages

failure to display medications due to be administered
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inability to admit a PATIENT in the emergency room

A.3 Common causes in MEDICAL IT-NETWORKS

— Overloaded link

— Improper QoS configuration

— Wireless dropout

— |IP ADDRESS conflict

— Too aggressive security prevents connection

aulty cabling
letwork hardware failure
letwork software failure

lisconfiguration (intentional)

F
)
N
N
— Misconfiguration (unintentional)
Rower loss
Cable unintentionally disconnected in patch cabinet
Cable unintentionally disconnected in PATIENT room
- irus
— $ecurity policy too strict
— UWser errors
— lpadequate procedures
— Ihcorrect execution of procedures
— |padequate training
Network configuration error
- EMI
Raulty cabling
— Ipfected computer joins network
- irus enters network fron outside/neighboring network
Remote servicing
Railed or incomplete upgrade
— Hlostile attack-to the MEDICAL IT-NETWORK
Unintended leakage of information
Reduted communication functionality of a device due to software or hardware upgrad¢

A.4 —Relationship between required network characteristics and HAZARDS

The following table lists items that can be specified for a device that requires connection to
the MEDICAL IT-NETWORK. These are referred to as “required characteristics” in subclause 3.5
of IEC 80001-1:2010. Each of these can be associated with a HAZARD as shown in Table A.1.
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Table A.1 — HAZARDS related to potential required network characteristics
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Potential required network characteristics

Related HAZARDS

The network must provide connectivity

(deliver packets at particular rate)

Loss of data (loss of connectivity)

The network must deliver traffic only to addressee

Incorrect or inappropriate data interchange or
unexpected receipt of data

Fidelity — The network must not corrupt data

Incorrect data

Delay <= x

Incorrect or inappropriate timing of data

Jitterk=y

Secullity: The network must not allow malicious traffic
to re4ch the device

Loss of function (more specific HAZARD depends.on
device)

Secuvlity: The network must protect sensitive data

Unauthorized access to data

NOTH

HAZARDS listed are based on IEC 60601-1:2005, subclauses 14.6.1 and H.7.2

A.5| Relationship between HAZARDS,

foreseeable sequences,.and causes

Table A.2 is intended to aid the reader in understanding the relationship between HAZARDS,

and pauses.

Tahle A.2 — Relationship between HAZARDS, foreseeable'sequences, and causes (7 g

f2)

More specific HAZARD

HAZARD (MANUFACTURER use this

as cause)

=
&

Cause

intermittent connectivity
(dropped packets)

Qverloaded link

Improper QoS configuration

Wireless dropout

IP ADDRESS conflict

Too aggressive security prevents connection
RF dropout

Faulty cabling

Loss pf data

Complete loss of
connectivity

Network hardware failure

Network software failure

Misconfiguration (intentional or unintentional)
Power loss

Cable unintentionally disconnected in patch cabinet

Cable unintentionally disconnected in PATIENT room

Virus
Security policy too strict
User errors

Organizational mismatches

Incorrect or
inappropriate data
interchange or
unexpected receipt
of data

IP ADDRESS conflict
Network hardware failure
Network software failure

Network configuration failure

Incorrect data

EMI
Faulty cabling
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Table A.2 (2 of 2)

More specific HAZARD

HAZARD (MANUFACTURER use this Cause
as cause)
del Overloaded link
elay > x
Incorrect or Improper QoS configuration
inappropriate timing -
of data it Overloaded link
jitter >y
Improper QoS configuration
Loss pf function (of Nfected cCompuUter Joins NEtWorK
the d¢vice)

Virus enters network from outside/neighboring network

Personal data shown on screen in public area
Unauthorized - - .

Malicious sniffing of wireless data
accegs to data

Malicious sniffing of wired data in network Closet

Inadequate training

| Difficult workflows
User Errors

Inadequate communication,hannels established betwee
departments

A.6 | HAzARDS, causes, foreseeable sequences, and HAZARDOUS SITUATIONS

Tablge A.3 is intended to aid the reader in understanding the relationship between HAZARDS,
cauges, foreseeable sequences, and HAZARDOUS SITYATIONS.

Table A.3 — Relationship between HAZARDS, causes, foreseeable sequences,
and HAZARDOUS SITUATIONS

~
HAZARD Foreseeable’\@twence HAZARDOUS SITUATION

1.0 L¢ss of Function HAZARDS

Loss pf data Misconfiguration*af-network component Clinician is not notified of a PATIENT alarm
(cause)

Lost connectivity

Alarniidata not received

Loss pf data Roorhetwork design (cause) Clinician unable to properly diagnose
) PATIENT

Overloaded link
Intermittent connectivity

Real-time waveform dropout

Subclause 773:

Intermittent | Unplanned non-real-tme traiiic attempting 1o | vwavelorm display I1s choppy and
connectivity use link (Cause) incomplete. Delay in provision of care

because remote clinician is unable to

Overloaded MAN link evaluate PATIENT ECG waveform

Intermittent packet loss

Intermittent Unplanned non-real-time traffic attempting to | Alarm data not received. Delay in provision
connectivity use link (Cause) of care because clinician is unaware of

) PATIENT in need of treatment.
Overloaded MAN link

Intermittent packet loss

Complete loss of MAN outage out of RO control (provider Remote clinician must determine treatment
connectivity failure) without access to real-time PATIENT data
Delivery of inappropriate care or treatment.
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Annex B
(informative)

List of questions to consider when identifying HAZARDS
of the MEDICAL IT-NETWORK

2(E)

Supplementing Annex C of ISO 14971:2007 when considering potential causes and HAZARDS,
the following questions should be taken into account:

a)

H

- 0 C —m =

N O

easonably foreseeable misuses

5 connection to the network inconsistent with the INTENDED USE of each constit
EDICAL DEVICE?

ncorrect data flow to or from each constituent MEDICAL DEVICE

Vhat are the data transferred by the network used for, and to which tasks are
elated?

xcessive use/load of the MEDICAL IT-NETWORK by the network nodes

Vhat is the planned number of network nodes and their assumed degree of use? Are
psources sufficient to meet the needs of both the IT-NETWQORK.\itself and the devices
onnected to it?

se errors
Vhat skills are required by the OPERATOR for the efféctive operation of the system?
hadequate CONFIGURATION MANAGEMENT

o periodic service tasks alter the network!s' characteristics (e.g. after remote acq

ach constituent MEDICAL DEVICE are reviewed and approved?
nformation in wrong place

oes data arrive at a convenient ‘and predictable location? Is it accompanied by irrele
ata that could confuse the OPERATOR or obscure the wanted data? When it arrives,
ource adequately indicated?

uent

they

he

ess,

pdates or upgrades)? Does the RESPONSIBLE ORGANIZATION ensure that modificatiops to

vant
s its
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Layers of MEDICAL IT-NETWORKS where errors can be found

C.1  Overview

Annex C

(informative)

The MEDICAL IT-NETWORK can be considered to exist in two general layers (see Table C.1):

Eachl of these layers can be further divided into subsystem and system layers

Tablg C.1):

1) Subsystem — an individual component or set of components(hardwabre/software)

2) Jystem — the subsystems working together

ttached device — those systems using the network

A
2) Network infrastructure — the network components and their associated topplogy
gonfiguration (LAN, WAN, provider network, cellular, etc.)

Table C.1 — Layers of an MEDICAL IT<NETWORK

Examples

Attached devices

System

Device-to-device interactions,

Device configurations

Subsystem

Servers, hosts
Endpoints

(i.e. PATIENT monitor)

Supersystem

Network infrastructure

System

All network components working
together

Subsystem

Switches, routers

Access points,

Intrusion prevention system (IPS)
Intrusion detection system (IDS)
Firewalls

Appliances,

Cellular components

C.2 | SErrors and faults

and

(see

The layers can be further broken down into functionality (does the subsystem or system do
what it is expected to do) and performance (can it continue to behave correctly under loads

and extreme/edge conditions).

From an RO perspective, in considering where errors or faults can exist in the entire MEDICAL

IT-NETWORK, there are two categories of faults:

a) Faults that are not within RO control. These are errors that already existed in the
subsystem when it was delivered to the RO, whether that is a switch, router, server, or a
MEDICAL DEVICE. This category also includes faults in connectivity services provided to the

RO (i.e. leased line or internet connectivity.)

b) Faults that are within RO control. The subsystems delivered by the IT vendor or

MANUFACTURER function and perform according to specification,

but the topology,
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configuration, or workflows instantiated within the RO are not supported. An overburdened
uplink is a good example.

Table C.2 shows these layers and where faults of the above two varieties can be found.
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